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[BE09] D. Bonnay and P. Égré. Inexact knowledge with introspection. Journal of
Philosophical Logic, 38(2):179–227, April 2009. Cited on page 40.

[BG99] G. Bruns and P. Godefroid. Model checking partial state spaces with 3-
valued temporal logics. In Nicolas Halbwachs and D. Peled, editors, Pro-
ceedings of CAV ’99, volume 1633 of LNCS, page 684, Berlin, Heidelberg,
January 1999. Springer Berlin Heidelberg. Cited on page 103.

[BG04] G. Bruns and P. Godefroid. Model checking with multi-valued logics. In
Automata, Languages and Programming, pages 245–273. 2004. Cited on page
108.

[BHR84] D. Brookes, C. A. R. Hoare, and A. W. Roscoe. A theory of communicating
sequential processes. Journal of the ACM, 31(3):560–599, 1984. Cited on
pages 60 and 143.

[Bie90] P. Bieber. A logic of communication in hostile environment. In Proceedings
of Computer Security Foundations Workshop III, pages 14–22, 1990. Cited on
page 143.

[BK85] J. A. Bergstra and J. W. Klop. Algebra of communicating processes with
abstraction. Theoretical Computer Science, 37(1):77–121, 1985. Cited on page
60.



Bibliography 163
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[CDK09b] S. Ciobâcă, S. Delaune, and S. Kremer. Computing knowledge in security
protocols under convergent equational theories. In Processdings of CADE,
pages 355–370, 2009. Cited on page 150.

[CDLR09] M. Cohen, M. Dam, A. Lomuscio, and F. Russo:. Abstraction in model
checking multi-agent systems. In Proceedings of AAMAS ’09, 2009. Cited on
pages 6, 104, and 158.

[CEFJ96] E. M. Clarke, R. Enders, T. Filkorn, and S. Jha. Exploiting symmetry in
temporal logic model checking. Formal Methods in System Design, 9(1-2):77–
104, 1996. Cited on page 6.

[CGJ+03] E. Clarke, O. Grumberg, S. Jha, Y. Lu, and H. Veith. Counterexample-guided
abstraction refinement for symbolic model checking. Journal of the ACM,
50(5):752–794, September 2003. Cited on pages 6 and 117.

[CGL94] E. M. Clarke, O. Grumberg, and D. E. Long. Model checking and abstrac-
tion. ACM Transactions on Programming Languages and Systems, 16(5):1512–
1542, September 1994. Cited on page 6.

[CGP99] E. M. Clarke, O. Grumberg, and D. A. Peled. Model Checking. The MIT
Press, January 1999. Cited on pages 5, 125, and 143.

[Cha88] D. Chaum. The dining cryptographers problem: unconditional sender and
receiver untraceability. Journal of Cryptology, 1:65–75, 1988. Cited on page
149.

[CJM98] E. M. Clarke, S. Jha, and W. R. Marrero. Using state space exploration
and a natural deduction style message derivation engine to verify security
protocols. In Proceedings of PROCOMET ’98, pages 87–106, London, UK,
UK, 1998. Chapman &amp; Hall, Ltd. Cited on page 144.

[CLDQ09] M. Cohen, A. Lomuscio, M. Dam, and H. Qu. A symmetry reduction
technique for model checking temporal epistemic logic. In Proceedings of
IJCAI ’09, 2009. Cited on pages 6, 80, 104, and 158.

[Con71] J. H. Conway. Regular Algebra and Finite Machines. Chapman and Hall,
September 1971. Cited on pages 40 and 126.

[Cre06] C. J. F. Cremers. Scyther - Semantics and Verification of Security Protocols. Ph.D.
dissertation, Eindhoven University of Technology, 2006. Cited on page 146.

[CvdPW08] T. Chen, J. van de Pol, and Y. Wang. Pdl over accelerated labeled transition
systems. In Proceedings of TASE ’09, pages 193–200, Los Alamitos, CA, USA,
2008. IEEE Computer Society. Cited on pages 8 and 136.

[DETW09] F. Dechesne, D. J. N. Eijck, W. Teepe, and Y. Wang. What is protocol analysis?
In D. J. N. van Eijck and R. Verbrugge, editors, Discourses on Social Software,
volume 5 of Texts in Logic and Games. Amsterdam University Press, January
2009. Cited on page 8.



Bibliography 165

[dJ09] T. de Jager. Awareness, Attention, Assumption. PhD thesis, October 2009.
Cited on page 81.

[DKR06] S. Delaune, S. Kremer, and M. Ryan. Coercion-resistance and receipt-
freeness in electronic voting. In Proceedings of CSFW ’06, pages 28–42.
IEEE Computer Society, 2006. Cited on page 142.

[DKR07] S. Delaune, S. Kremer, and M. Ryan. Verifying privacy-type properties of
electronic voting protocols. Journal of Computer Security, 2007. Cited on
pages 139 and 142.

[DLMS99] N. A. Durgin, P. D. Lincoln, J. C. Mitchell, and A. Scedrov. Undecidability
of bounded security protocols. In Proceedings of the Workshop on Formal
Methods and Security Protocols (FMSP), 1999. Cited on page 157.

[DMO07] F. Dechesne, M. R. Mousavi, and S. Orzan. Operational and epistemic
approaches to protocol analysis: Bridging the gap. In Proceedings of LPAR
’07, pages 226–241, 2007. Cited on page 148.

[DN05] D. Dams and K. S. Namjoshi. Automata as abstractions. In Proceedings of
VMCAI ’05, pages 216–232, 2005. Cited on page 86.

[DOW08] F. Dechesne, S. Orzan, and Y. Wang. Refinement of kripke models for
dynamics. In Proceedings of ICTAC ’08, pages 111–125, 2008. Cited on pages
6, 8, 117, and 158.

[DvETW09] F. Dechesne, J. van Eijck, W. Teepe, and Y. Wang. Dynamic epistemic logic
for protocol analysis. In D. J. N. van Eijck and R. Verbrugge, editors, Dis-
courses on Social Software, volume 5 of Texts in Logic and Games. Amsterdam
University Press, January 2009. Cited on page 8.

[DvEW10] H. Ditmarsch, J. van Eijck, and W. Wu. One hundred prisoners and a
lightbulb – logic and computation. In Proceedings of KR ’10. AAAI, 2010.
Cited on page 3.

[DW07] F. Dechesne and Y. Wang. Dynamic epistemic verification of security pro-
tocols: framework and case study. In A Meeting of the minds: Proceedings of
LORI-I workshop, Texts in Computer Science, pages 129–144, 2007. Cited on
pages 6, 8, 23, 59, 117, and 148.

[DW10] F. Dechesne and Y. Wang. To know or not to know: Epistemic approaches
to security protocol verification. To appear in Synthese, special section of
Knowledge, Rationality and Action, 2010. Cited on page 8.

[DY83] D. Dolev and A. Yao. On the security of public key protocols. IEEE Trans-
actions on Information Theory, 29(2):198–208, 1983. Cited on page 146.

[EGvdM07] K. Engelhardt, P. Gammie, and R. van der Meyden. Model checking knowl-
edge and linear time: Pspace cases. In Proceedings of LFCS ’07, pages 195–
211, 2007. Cited on page 157.

[Eme87] E. Allen Emerson. Uniform inevitability is tree automaton ineffable. Infor-
mation Processing Letters., 24(2):77–79, 1987. Cited on page 156.

[ES96] E. A. Emerson and A. Prasad Sistla. Symmetry and model checking. Formal
Methods in System Design, 9(1-2):105–131, 1996. Cited on page 6.



166 Bibliography

[EvdMM98] K. Engelhardt, R. van der Meyden, and Y. Moses. Knowledge and the logic
of local propositions. In Proceedings of TARK ’98, pages 29–41, San Francisco,
CA, USA, 1998. Morgan Kaufmann Publishers Inc. Cited on page 69.

[EVDMS02] K. Engelhardt, R. Van Der Meyden, and K. Su. Modal logics with a linear
hierarchy of local propositional quantifiers. In Proceedings of AiML ’02,
volume 9, 2002. Cited on page 158.

[EvdP06] M. Espada and J. van de Pol. Accelerated modal abstractions of labelled
transition systems. In M. J.son and Varmo Vene, editors, Proceedings of
AMAST ’06, volume 4019, pages 338–352, Berlin, Heidelberg, 2006. Springer
Berlin Heidelberg. Cited on pages 120, 121, 128, and 136.

[FGM04] R. Focardi, R. Gorrieri, and F. Martinelli. Classification of Security Properties
(Part II: Network Security), volume 2946 of LNCS, pages 139–185. Springer
Berlin / Heidelberg, 2004. Cited on page 141.

[FHMV95] R. Fagin, J. Halpern, Y. Moses, and M. Vardi. Reasoning about knowledge.
MIT Press, Cambridge, MA, USA, 1995. Cited on pages 2, 4, 15, 59, 117,
143, and 149.

[FHMV97] R. Fagin, J. Y. Halpern, Y. Moses, and M. Y. Vardi. Knowledge-based
programs. Distributed Computing, 10(4):199–225, July 1997. Cited on pages
2, 4, 24, and 153.

[Fit91] M. Fitting. Many-valued modal logics. Fundamenta Informaticae, 15(3-
4):235–254, 1991. Cited on page 104.

[Fit92] M. Fitting. Many-valued modal logics II. Fundamenta Informaticae, 17(1-
2):55–73, 1992. Cited on page 104.

[FL79] M. J. Fischer and R. E. Ladner. Propositional dynamic logic of regular
programs. Journal of Computer and System Sciences, 18(2):194–211, 1979.
Cited on page 13.

[FW96] M. J. Fischer and Rebecca N. Wright. Bounds on secret key exchange using
a random deal of cards. Journal of Cryptology , Springer Verlag, 9:71–99, 1996.
Cited on page 155.

[Gab02] D. M. Gabbay. A theory of hypermodal logics: Mode shifting in modal
logic. Journal of Philosophical Logic, 31(3):211–243, June 2002. Cited on pages
39 and 40.

[GG97] J. Gerbrandy and W. Groeneveld. Reasoning about information change.
Journal of Logic, Language and Information, 6(2):147–169, April 1997. Cited on
pages 3, 15, 17, and 105.

[GHJ01] P. Godefroid, M. Huth, and R. Jagadeesan. Abstraction-based model check-
ing using modal transition systems. In K. G. Larsen and Mogens Nielsen,
editors, Proceedings of CONCUR ’01, volume 2154 of LNCS, pages 426–440,
Berlin, Heidelberg, August 2001. Springer Berlin Heidelberg. Cited on
pages 6 and 103.

[GHPvR05] F. D. Garcia, I. Hasuo, W. Pieters, and P. van R.um. Provable anonymity.
In Proceedings of FMSE ’05, pages 63–72, New York, NY, USA, 2005. ACM.
Cited on page 150.



Bibliography 167

[GJ02] P. Godefroid and R. Jagadeesan. Automatic abstraction using generalized
model checking. In Proceedings of CAV ’02:, pages 137–150, London, UK,
2002. Springer-Verlag. Cited on page 105.

[GJ03] P. Godefroid and R. Jagadeesan. On the expressiveness of 3-valued models.
In Proceedings of VMCAI ’03, pages 206–222, 2003. Cited on page 107.
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