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1 Introduction

Uncertainty is a common and unavoidable feature of everyday life. Humans make deci-
sions on a daily basis using uncertain information and knowledge about the world. For
example, we make decisions about when to depart from home to get on time to work
based on the traveling time probably needed for the journey. The traveling time can be
estimated with the help of the knowledge acquired over longer periods of time and by
using observations about traffic jams, weather reports, public transportation schedules
etc. The estimate for the traveling time will inherently be uncertain. Given sufficient
knowledge and up to date observations the estimate is likely to be close enough to the
true traveling time to support good decisions. While humans can often make good
decisions under uncertain information in everyday life, the reasoning with uncertainty
required in contemporary applications becomes difficult or even impossible. This is
the case in the crisis management domain, where the reasoning about the states of the
world requires correlation of information obtained from noisy sources dispersed over a
wide area. The correlation requires rich domain knowledge and significant processing
capabilities, which exceed cognitive capabilities of humans. Moreover, the information
can originate from static or ad hoc sensor networks formed at runtime at the location
of interest via mobile sensor platforms, such as sensors mounted on helicopters, etc.
In addition, valuable information can be obtained from humans by using conventional
communication infrastructure, such as mobile phone networks, Internet, etc. The con-
stellations of information sources can be very dynamic and prior to operation we do
not know which information sources are going to supply the system with informa-
tion. Clearly, keeping track of all information sources is manually unmanageable, let
alone, to adequately process the large quantities of received information. To be able to
make swift and high quality decisions in such domains, advanced systems, supporting
sound correlation of massive amounts of heterogeneous and uncertain information, are
indispensable.

In such types of domains it is of paramount importance to make swift and high
quality decisions based on massive amounts of information. Consequently, the need
for mission critical decision support systems that can efficiently obtain and process the
relevant information is indispensable.

This thesis presents part of the researchwithin the Interactive Collaborative Information
Systems (ICIS) project that focuses on the development of techniques formaking complex
information systemsmore intelligent and supportive in decisionmaking. Particularly, in
this thesis the focus is on inference, learning and inaccuracieswith respect toprobabilistic
models that can be used for situation assessment in the targeted domains. Throughout
this thesis we often illustrate important principles with the help of an example from
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10 CHAPTER 1. INTRODUCTION

the crisis management domain. However, most techniques discussed in this thesis are
applicable in a much broader context and are not limited to this particular domain.

1.1 Bayesian networks

The observations in the domains that are considered in this thesis are produced by
stochastic causal processes. For example, a hidden event, like the presence of a toxic
gas, is likely to result in different observations made by chemical sensors and humans.
Such causal processes are associated with significant uncertainties and can efficiently
be captured with Bayesian networks [Pea88, JN07,Nea03,CDLS99]. Bayesian networks
provide a theoretically rigorous, uniform, and compactmapping between hidden causes
and observable events. Through the use of probability theory [DS01] Bayesian networks
encode uncertain relations between events in the domain.

Since humans tend to reason in terms of causal connections Bayesian networks
facilitate intuitive domain modeling by domain experts. Causal Bayesian networks
explicitly describe the causal connections that exist between the events in the domain.
Because of this Bayesian networks are transparentmodels with a clear semanticmeaning
of the variables and relations between the variables in the model. In addition, the
models can be obtained automatically from data by using machine learning techniques
[JN07,Nea03,SGS00,Pea00]. Another advantage of Bayesian networks is that it supports
mathematically rigorous inference methods [LS90, JN07,Nea03,CDLS99,Pea88].

1.2 Modular Bayesian networks

One of the main challenges in the targeted domains is the dynamic nature of the in-
formation sources, i.e. the availability of the information sources changes over time
due to mobility of information sources, possible defects of sensors, etc. Modeling each
possible information source prior to operation is often not desired, since large networks
are computationally more demanding. In addition, the constellation of information
sources is open-ended, i.e. new types of information sources might be added to the
system, such as the installation of a new type of sensor. It is therefore difficult, or even
impossible, to specify a monolithic model capturing all possible information sources
prior to operation. In order to handle the availability of information sources efficiently
a modular approach to Bayesian networks seems appropriate, since modular BNs are
easier to modify in order to capture the changed constellation of information sources in
the domain. Due to the locality of causal relations in Bayesian networks the model is
decomposable into smaller network fragments. Consequently, each fragment captures
an information source with a local Bayesian network that can be integrated into a global
model on the fly. We refer to such a global model as a Modular Bayesian network (Mod-
ular BN). The Modular BN consists of several local BNs that collaboratively solve an
inference task, e.g. the computation of the belief for the presence of a toxic gas.

Different approaches are known in the literature that uses Bayesian networks in a
modular setting [Xia02, PG03, PG04], however, none of these approaches use modular
Bayesian networks to handle volatile information sources. The question is if we can
build decision support systems, based on modular BNs, that can handle the dynamic
nature of information sources. To be able to answer this we must consider various
aspects of Bayesian networks which resulted in the following questions:
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• How can we efficiently achieve globally correct inference in Modular BNs if the
constellations of processing modules change during the operation?

• Howdowemake sure thatModular BNs correctly capture the dependencies in the
underlying probability distributions, especially the inter-module dependencies?
Moreover, can we learn the inter-module dependencies if they are missing in the
model and what is needed for this?

• How is the inference quality affected in case of structural model inaccuracies? In
other words, how robust is the system against inaccuracies in the description of
causal relations between the used variables?

1.3 Inference in Modular Bayesian Networks

For the domains that are considered in this thesis the computation of precise beliefs is
important for reliable state estimation. Therefore, an exact inference method is used
to compute beliefs over variables of interest, as opposed to, an approximate inference
method [Pea88,MWJ99], where computed beliefs can deviate significantly from the true
beliefs. Exact inference methods require tree-like probabilistic structures in order to
support correct inference [Pea88]. Probabilistic structures that are non-tree, i.e. the
structure contains cycles, need to be converted (compiled) to a tree-like structure. This
conversion can be accomplished efficiently through the use of, so called, clustering
methods [Pea88], like junction trees [LS90, JN07, Nea03, CDLS99]. In these methods
variables in the Bayesian network are ’intelligently’ grouped together to form hyper
variables, i.e. clusters of variables, such that the collection of hyper variables and the
dependencies between the hyper variables form a tree. In other words, a non tree-
like structure is converted into a secondary probabilistic structure that supports exact
inference. In order to build correct secondary probabilistic structures full knowledge of
the domain’s variables and dependencies between these variables is required.

Formodular BNs, corresponding tomultiply connected BNs, similar secondaryprob-
abilistic structures spanning multiple modules are often used, such as Linked Junction
Forests [Xia02, XPB93]. In [Xia02] it is shown that several conditions are required in
order to support globally coherent inference in modular BNs. One important condition
is that the set of BN modules can be constructed into a modular BN that corresponds
to a hyper tree. When the modular BN corresponds to a hyper tree it supports correct
marginalization of the variables in the BNmodules. In this thesis, we focus on modular
BNs that can adapt to changing constellations of information sources on the fly, i.e. we
do not know, in general, the full model prior to operation. Additionally, we do not
have any control over which of the local BNs join the Modular BN and, therefore, this
might introduce the following problems: (i) the structure and parameters of other local
BNs might not be directly accessible or the internal variables of local modules might
be private, i.e. local modules cannot be redesigned such that the hyper tree property is
satisfied; (ii) the constellation of local BNs in the Modular BN might change to quickly
to allow timely compilation of secondary probabilistic structures. These problems ask
for a different approach to exact inference in Modular BNs. In this thesis we discuss
an exact inference method for Modular BNs that requires no centralized configuration
and control. In addition, no secondary probabilistic structures spanning multiple lo-
cal BNs have to be compiled, which allows flexible configuration at runtime; i.e. the
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resulting inference systems support hot swapping and plugging of local BN modules.
This is achieved through targeted instantiations of variables such that the hyper tree
condition is satisfied. With the help of design and assembly rules for local BN modules it
can be shown that posteriors computed from the Modular BN are identical to posteriors
computed from the corresponding monolithic model of the Modular BN.

1.4 Verification of Inter-module Dependencies

Adequatemodeling of direct causal dependencies between variables in theModular BN
is critical for achieving correct inference. In principle, a Modular BN implemented by
a set of collaborative BN modules must capture all dependencies between variables in
the domain’s model correctly. It is plausible to assume that locally, i.e. within local BN
modules, all dependencies are correctly captured, because such models are designed
by a single designer who can run controlled experiments to discover the dependence
structure between all variables in the local model. However, local correctness does
not guarantee global correctness in a modular BN. Especially in systems that are com-
posed of different modules from different designers. Therefore, it is likely that certain
dependencies are overlooked in the design process. While a local model from a de-
signer’s perspective might perfectly capture relations over a set of local variables, it
might not support correct inference in an assembled Modular BN due to an omission of
an important link (dependency) between the variables involved in different modules.

In this thesis we present a method that can detect and discover (i.e. learn) missing
inter-module dependencies, i.e. dependencies between variables in different local BNs.
The presented approachmakes use of independence tests between variables in a similar
manner as do common structure learning approaches [SGS00,Pea00]. In general, these
approaches are used to learn dependencies between a set of variables from ’scratch’
and are limited to rather small models due to computational complexity. While the
presented method is derived from such methods, it has been adapted to a different
class of problems. It is geared toward the detection of missing dependencies between
variables from different BN modules in Modular BNs. In such settings, data driven
dependence detection and discovery are tractable and of practical importance. By
considering the local correctness of modules and by exploiting the theory on BNs the
complexity of the detection and discovery algorithm of inter-module dependencies
can be reduced significantly. The proposed methods are particularly suitable for the
verification of modular inference systems in which Modular BNs are gradually built out
of basic modules.

1.5 Model Inaccuracy

Modeling realworld events can be a challenging problem. The Bayesian networkmodel-
ing framework can be very helpful in capturing the events and relations between events
in some application domain efficiently. Especially, if the relations, i.e. dependencies, are
linked to causal relations. Causal models are often easier to construct, since the depen-
dencies in the model have clear semantical meaning and are more vividly accessible to
the mind. In addition, humans tend to reason in terms of causal connections [Pea00]
which makes the modeling intuitive. Nevertheless, models are abstractions associated
with significant uncertainties as it is often difficult or even impossible to construct mod-
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els that perfectly capture the true processes in the real world [Ste02]. The designers
inevitably make mistakes and usually there is not enough data to create perfect mod-
els through machine learning techniques. In Bayesian networks two types of mistakes
can be made, namely mistakes in parameters and structure. In this thesis we focus on
structural inaccuracies in BNs.

The investigation on structural inaccuracies in BNs is not exhaustive, since there
are myriad structural inaccuracies in BNs possible. Instead, two structural model in-
accuracies are discussed that are relevant for an important class of problems in crisis
management, such as, the monitoring domain. We specifically focus on model inac-
curacies caused by different types of confounding variables [Pea00, SGS00], i.e. hidden
common causes of two or more variables. Identification of confounding variables is
difficult as well as determining the influences of such causes on other variables [KF09].
Therefore, confounding variables remain unnoticed or are deliberately left out of the
model to simplify the modeling process. For example, a designer of a sensor is aware
of the dependencies between the components of the device, but may not have the re-
sources to precisely determine all the parameters needed for the model. In this case,
simplifications in the model can be introduced through the omission of certain vari-
ables. We investigate the effect of confounding variables on probabilistic inference and
classification performance in specific models.

Next, in a case study, a gas detection model from the monitoring domain is inves-
tigated. Due to domain complexity often confounding variables are present in such
models, due to the lack of data or to simplify the modeling process. These model
inaccuracies are analyzed by considering the effect on the overall classification perfor-
mance with respect to gas detection. As it turns out, under specific conditions, certain
structural model inaccuracies do not have a significant influence on classification perfor-
mance. Additionally, the impact ofmodel inaccuracies on classification performance can
be reduced or compensated by increasing the number of different information sources
used for gas detection.

1.6 Distributed Perception Networks

The work presented in this thesis is relevant for Distributed Perception Networks (DPNs)
[PdOM+08,PMN04,PdOMH06,MP06]. ADPN is amulti-agent system [JSW98,Woo02] for
the fusion of very heterogeneous information obtained fromsensors, humans, databases,
etc. basedonModular BNs. DPNs canadapt to the changing constellationof information
sources during operation. Currently, a prototype of a DPN is evaluated with real world
data about gas anomalies in the air obtained by DCMRMilieudienst Rijnmond. DCMR
Milieudienst in Rijnmond is an environmental agency thatmonitors the environment for
any gas anomalies that might be hazardous for people living in the Rotterdam harbor
area. Therefore, this agency is very interested in a decision support system that can
help them to detect gas anomalies and discover the possible gas leak sources, such as,
factories [PGdO10].

1.7 Thesis Layout

In the next chapter we start with an overview of basic probability theory and Bayesian
networks. We discuss a general inference and learning method for Bayesian networks.
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In Chapter 3 we discuss how Modular Bayesian networks can be build from local
Bayesian networksmodules through design and assembly rules. In addition, we discuss
how inference can be performed in Modular Bayesian networks. In Chapter 4 we
address the verification of the correctness of Modular Bayesian networks. We discuss a
detection and a discovery algorithm for inter-module dependencies, i.e. dependencies
between different Bayesian network modules. Through several experiments we show
the effectiveness of these algorithms for the verification of Modular Bayesian networks.
In Chapter 5 we discuss basic model inaccuracies and their relation to inaccuracies
in models for the crisis management domain. Finally, in Chapter 6 we present the
conclusions of this thesis and future research.


