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2 Basic Principles

In this chapter we review basic theoretical aspects of probability theory and Bayesian
networks. This chapter is essential for the understanding of subsequent chapters in this
thesis. In Section 2.1we briefly review some fundamental concepts of probability theory.
In Section 2.2 some basics with respect to Bayesian networks are discussed and, also, in
this section we discuss factor graphs and its relation to Bayesian networks.

2.1 Fundamentals of Probability Theory

In this section we will give a concise overview of the fundamentals of probability theory
and introduce the basic terminology and notation. For a comprehensive overview of
probability theory consult [DS01].

2.1.1 Random Variables and Probabilities

Any type of stochastic process where the outcome is uncertain is referred to as an
experiment. All possible outcomes of an experiment are called the sample space. We
assume that all the outcomes in the sample space are mutually exclusive. That means
that any experiment will end up in one of the possible outcomes in the sample space.

A subset of the sample space is called an event. We say that an event is true when
the outcome of the experiment is an element of the event. Generally, a random variable X
is a real-valued function that is defined on the sample space. In a particular experiment
a random variable X would be a function that assigns a real number xi to each possible
outcome of that experiment. However, in this thesis we only consider discrete random
variables that are finite. That means that a discrete random variable X can only take a
finite number n of different values x1, . . . , xn. Each value xi random variable X can take,
is called a state of variable X and the set of all states of random variable X is called the
domain of X, i.e. Dom(X) = {x1, . . . , xn}. Note that, the set of all states must be mutually
exclusive and exhaustive to ensure that the random variable is always exactly in one of
its states.

To each state x of random variable X we can assign a belief or probability P(X = x) =
p(x), where p(x) is called a probability (mass) function. In this thesis we denote the belief of
some state x of a random variable either by P(X = x) or p(x). The probability P(X = x) is a
measure of uncertainty about how likely state xmaterializes. P(X) is called a probability
distribution over variable X. Since we are only dealing with discrete random variables
the probability distribution of X is discrete, i.e. P(X) is a discrete probability distribution.
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16 CHAPTER 2. BASIC PRINCIPLES

Each probability defined for a random variable must satisfy the three axioms of
probability theory, i.e.

∑

i P(X = xi) = 1, P(X = xi) ≥ 0 and P(X = xi ∨ X = x j) = P(X =
xi) + P(X = x j), where states xi and x j are mutually exclusive and P(X = xi ∨ X = x j)
means the probability of either xi or x j occurring.

The probability of a joint outcome of different experiments can be expressed by
a joint probability distribution (JPD) of two or more variables. For example, the JPD
P(V), where V = {X,Y}, assigns a probability to the joint events (xi, y j), where xi ∈
Dom(X) and y j ∈ Dom(Y). The domain of the variables V = {X,Y} is Dom(V) =
{(x1, y1), (x2, y1), . . . , (xn, ym)}, i.e. the Cartesian product of the states in Dom(X) and
Dom(Y).

2.1.2 Probability Calculus

Oftenwemight be interested in the conditional probabilityof variableX given that variable
Y materialized. Conditional probabilities are denoted by P(X|Y), where

P(X = x|Y = y) =
P(X = x,Y = y)

P(Y = y)
(2.1)

and conditioning on a third variable Zwe get

P(X = x|Y = y,Z = z) =
P(X = x,Y = y|Z = z)

P(Y = y|Z = z)
. (2.2)

From a JPD P(X,Y) we can compute a marginal probability distribution P(Y) with:

P(Y = y) =

n
∑

i=1

P(X = xi,Y = y). (2.3)

The summation in Equation (2.3) is calledmarginalization or, also,marginalize variable
X out of the JPD P(X,Y) by summing over all states xi ∈ Dom(X), i.e. {x1, x2, . . . , xn}.

Since P(X = x,Y = y) can be written as P(X = x,Y = y) = P(Y = y|X = x)P(X = x) or
P(X = x,Y = y) = P(X = x|Y = y)P(Y = y) we have the following equivalence

P(X = x|Y = y)P(Y = y) = P(Y = y|X = x)P(X = x) (2.4)

from which we can derive Bayes’ rule

P(Y = y|X = x) =
P(X = x|Y = y)P(Y = y)

P(X = x)
. (2.5)

Bayes’ rule shows the relation between the conditional probability of Y given X and
the conditional probability of X given Y. This rule is very important for updating beliefs
given that certain states of variables are known.

2.1.3 Independence Between Variables

Two variables are independent if knowing the state of one variable does not change the
probabilities of the other variable. Formally we can define independence as follows:
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Definition 2.1 (Independence). Two random variables X and Y are independent, denoted as
(X y Y)P, if the following equation holds:

P(X = x|Y = y) = P(X = x) (2.6)

and, therefore, we also have

P(X = x,Y = y) = P(X = x)P(Y = y) (2.7)

for all combinations x and y.

Equation (2.7) follows from (2.6), because following (2.1) we have P(X = x,Y = y) =
P(X = x|Y = y)P(Y = y), where P(X = x|Y = y) is equal to P(X = x) as in (2.6).

Two variables can also be conditionally independent [Daw79]

Definition 2.2 (Conditional Independence). Two random variables X and Y are condition-
ally independent given variable Z, denoted as (X y Y|Z)P, if the following equation holds:

P(X = x|Y = y,Z = z) = P(X = x|Z = z) (2.8)

for all combinations of x, y and z. Also the following equation holds:

P(X = x,Y = y|Z = z) = P(X = x|Z = z)P(Y = y|Z = z) (2.9)

for all combinations of x, y and z.

Note that (2.9) can be derived from (2.8), because P(X = x,Y = y|Z = z) = P(X =
x|Y = y,Z = z)P(Y = y|Z = z) following (2.2), and P(X = x|Y = y,Z = z) = P(X = x|Z = z)
following (2.8).

2.1.4 Testing Independence between Variables

If we know the probability distribution P(V) and want to determine if variables X ⊂ V
are independent of variables Y ⊂ V given Z ⊂ V we can use Definition 2.2 directly.
I.e. we can compute the distributions P(X|Y,Z) and P(X|Z) from P(V) and test for each
configuration (x, y, z), where x ∈ Dom(X), y ∈ Dom(X) and z ∈ Dom(Z), respectively,
if p(x|y, z) = p(x|z) holds. If that is the case for all configurations then variables X are
conditionally independent of variables Y given variables Z.

An alternativeway to test independence betweenmutually exclusive sets of variables
X and Y is through mutual information [Pea88,CT91]:

I(X,Y) =
∑

x∈Dom(X)

∑

y∈Dom(Y)

p(x, y) log
p(x, y)

p(x)p(y)
. (2.10)

To test conditional independence betweenmutually exclusive sets of variablesX and
Y given Zwe can use the conditional mutual information [Pea88,CT91]:

I(X,Y|Z) =
∑

x∈Dom(X)

∑

y∈Dom(Y)

∑

z∈Dom(Z)

p(x, y, z) log
p(x, y|z)

p(x|z)p(y|z)
. (2.11)
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Whenever I(X,Y) = 0 in (2.10) or I(X,Y|Z) = 0 in (2.11) variable sets X and Y are
considered (conditionally) independent (given Z).

In addition to (2.10), independence between two variables can also be tested with
the normalized mutual information [SG02]:

Ī(X,Y) =
I(X,Y)

√

H(X)H(Y)
, (2.12)

where H(X) and H(Y) are the entropies [CT91] of variables X and Y, respectively. I.e.

H(X) = −
∑

x∈Dom(X)

p(x) logp(x) (2.13)

H(Y) = −
∑

y∈Dom(Y)

p(y) log p(y) (2.14)

Entropy is a measure of uncertainty of a random variable or set of random variables.
Moreover, the corresponding normalized conditional mutual information is com-

puted with

Ī(X,Y|Z) =
I(X,Y|Z)

√

H(X|Z)H(Y|Z)
, (2.15)

where H(X|Z) and H(Y|Z) are conditional entropies [CT91] of X given Z and Y given Z,
respectively.

H(X|Z) = H(X,Z) −H(Z) (2.16)

H(Y|Z) = H(Y,Z) −H(Z), (2.17)

where H(X,Z) = −
∑

x,z p(x, z) logp(x, z) and H(Y, |Z) = −
∑

y,z p(y, z) logp(y, z), similarly
as in (2.13) and (2.14).

2.2 Bayesian networks

A Bayesian network (BN) [Jen01,Xia02,Pea88] is an efficient graphical representation of
a joint probability distribution (JPD) P(V) over a set of random variables V. A BN is
represented by a tuple (G,P), where G = (V,E) is a Directed Acyclic Graph (DAG). The
set V is a set of variables represented as nodes. We use the term variable to denote both
the node in the DAG and the corresponding random variable the node represents. Set E
represents a set of directed edges (Xi,X j), where Xi ∈ V and X j ∈ V. Each (Xi,X j) is an
ordered set such that a directed edge originates fromXi toX j in the DAG, i.e. Xi → X j. P
is the set of conditional probabilities P(Xi|Pa(Xi)) for all Xi ∈ V, where Pa(Xi) represents
the parent variables of Xi in DAG G.

For example, consider the DAG G = (V,E) in Figure 2.1, where V = {X1,X2, . . . ,X6}

and directed edges E = {(X1,X3), (X2,X3), (X2,X4), (X3,X5),
(X3,X6), (X4,X6)}. Note that G has a loop, namely X2 → X4 → X6 ← X3 ← X2. However,
this loop is acyclic, i.e. it is not a directed loop (cycle)1. The loop in the DAG in Figure 2.1

1In this thesis we assume that cycles are directed loops in DAGs. In undirected graphs, however, a cycle
is the same as a loop, since there is no directionality.
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X1 X2

X3 X4

X5 X6

Figure 2.1: Directed Acyclic Graph G

would be a directed loop or a cycle if the directionality of the edges between X2 and X4,
and X4 and X6 are reversed.

A DAG is used to represent conditional independencies between variables in some
probability distribution through theMarkov condition [SGS00]: every variable in aDAG is
conditionally independent of every non-descendant variable given its parent variables.
The Markov condition is formally defined as follows:

Definition 2.3 (Markov Condition). Let G be a DAG over a set of variables V and P(V) be a
JPD over V. G and P(V) satisfy the Markov Condition if and only if for every Xi ∈ V Xi is
independent of V\(Desc(Xi) ∪ Pa(Xi)) given Pa(Xi), whereDesc(Xi) are the descendants of Xi

in G.

Note that,V\(Desc(Xi)∪Pa(Xi)) denotes the set difference between the set of variables
V andDesc(Xi)∪Pa(Xi). This means the set of all variables inV except those that appear
in Desc(Xi) ∪ Pa(Xi).

With the help of the Markov condition in Definition 2.3 we can show the efficiency
of BNs to represent a JPD. Assumewe have the JPD P(V) whereV contains the variables
in DAG G shown in Figure 2.1. By repeatedly using Equation (2.1) we can rewrite P(V)
as follows

P(V) = P(X6|X1,X2,X3,X4,X5)P(X5|X1,X2,X3,X4)P(X4|X1,X2,X3)

· P(X3|X1,X2)P(X2|X1)P(X1)
(2.18)

Let’s assume that G and P(V) satisfy the Markov condition defined in Definition 2.3.
Due to this condition we have the following equivalences of some of the terms in
Equation (2.18)

P(X6|X1,X2,X3,X4,X5) = P(X6|X3,X4) (2.19)

P(X5|X1,X2,X3,X4) = P(X5|X3) (2.20)

P(X4|X1,X2,X3) = P(X4|X2) (2.21)

P(X2|X1) = P(X2) (2.22)

and, consequently, we can rewrite Equation (2.18) as

P(V) = P(X6|X3,X4)P(X5|X3)P(X4|X2)P(X3|X1,X2)P(X2)P(X1) (2.23)
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Pa(Xi)
1 · · · m

1 p1,1 · · · p1,m

Xi

...
...

. . .
...

n pn,1 · · · pn,m

Table 2.1: CPT of P(Xi|Pa(Xi)). Each column must sum to unity, i.e.
∑n

i pi, j = 1, where 1 ≤ j ≤ m.

Equation (2.23) is also known as the chain rule for BNs [Jen01] and can be written, in
general form, as:

P(V) =
∏

i

P(Xi|Pa(Xi)) (2.24)

Clearly, due to the Markov condition, we can compute the JPD P(V) by only consid-
ering the terms on the right hand side of Equation (2.23). For the BN (G,P) with DAG
G in Figure 2.1 it is sufficient to store the conditional probabilities of the right hand side
of Equation (2.23) in P. The JPD P(V) can be obtained by multiplying the conditional
probability distributions in P. Moreover, the number of parameters required to repre-
sent P(V) through the conditional probability distributions in P is significantly smaller
than the number of parameters that are required to represent P(V) directly. Conditional
probabilities of a BN are often represented through conditional probability tables (CPTs) as
shown in Table 2.1.

2.2.1 Causal Models

The DAG in Figure 2.1 shows dependencies between variables through directed edges.
Statistically, these directed edges correspond to associations or correlations between the
variables. In practice, however, the directed edges in BNs often represent causal relations
between events, i.e. there exist a causal or chronological ordering on the variables in
the DAG. For example, for the variables in Figure 2.1 we have the causal ordering
{X1,X2,X3,X4,X5,X6} which means that variable X3 can never be an ascendant of X1

in the DAG, because X3 appears after X1 in the ordered list of variables. In this case
variable X1 causes X3 and, therefore, we cannot have a directed edge from X3 to X1.

There are several advantages to build DAG models based on a causal ordering on
the variables instead of an associational ordering when considering causal domains,
namely:

• the decisions required to build models are more meaningful and reliable. A quote
taken from [Pea00]:

”Dependencies that are not supported by causal links are considered odd and
spurious and are even branded ’paradoxical’”

• the model encodes causal information between the variables in the domain and
not merely associational information. The causal information in the model is
helpful in order to assess how variables behave in case of external changes in
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the environment. Also, the model can easily be modified to represent the new
situation in case of external changes in the environment.

In this thesis we target causal domains and, therefore, we always consider directed
edges in BNs to have a causal interpretation.

2.2.2 D-separation

BNs explicitly capture conditional independence between random variables. Con-
ditional independencies are represented through the graphical notion of d-separation
[Jen01, Xia02, Pea88,Coo99,Nea03] relations in DAG G. Before we give a precise def-
inition of d-separation we first define the terms path, active path and collider. A path
ρ in graph G is an ordered set 〈X1,X2, . . . ,Xn〉 such that for each {Xi,Xi+1}, either the
directed edge (Xi,Xi+1), i.e. Xi → Xi+1, or (Xi+1,Xi), i.e. Xi+1 → Xi is in G. The ordered
set 〈X j,X j+1,X j+2〉 is called a converging connection if the directed edges X j → X j+1 and
X j+1 ← X j+2 are in G; a serial connection if the directed edges X j → X j+1 and X j+1 → X j+2

are in G and a diverging connection if the directed edges X j ← X j+1 and X j+1 → X j+2 are
in G. A variable Xi is a collider in a path ρ = 〈X1,X2, . . . ,Xn〉 in graph G if 1 < i < n and
〈Xi−1,Xi,Xi+1〉 is a converging connection on ρ in G.

Definition 2.4 (Active Path). A path ρ = 〈X1,X2, . . . ,Xn〉 is an active path given the
observed variables Z in DAG G if each variable Xi on the path either satisfy one of the following
conditions:

1. Xi is not a collider and Xi < Z;

2. Xi is a collider and either Xi ∈ Z or any descendants of Xi are in Z, i.e. X j ∈ Desc(Xi)
and X j ∈ Z.

With these graph theoretical terms we can define d-separation:

Definition 2.5 (D-Separation). Let X,Y and Z be three mutually exclusive subsets of variables
from DAG G, then Z d-separates X from Y, denoted by (X y Y|Z)G, if there exists no active
path between any node in X and any node in Y.

Consider the example in Figure 2.2 taken from [Jen01]. As mentioned before, in
a DAG three types of connections can be distinguished, namely, serial, diverging and
converging connections. In Figure 2.2a a serial connection is shown which represents a
situation where the rain fall will influence the water level and, consequently, the water
level can result in flooding. If we know the state of the water level then any new
information about the rain fall will not tell us anything new about flooding, i.e. rain
fall is conditionally independent of flooding given the water level. In order to represent
this conditional independence the randomvariableRain f all is d-separated from random
variable Flooding given that we know the state of random variable WaterLevel. These
relations can be represented by a serial connection. In Figure 2.2b a diverging connection
is depicted. In this figure the sex of a person tells us something about his or her
hair length and stature. If we know the sex then any new information about the hair
length will tell us nothing more about the stature. In other words, the hair length is
conditionally independent of the stature given sex. In order to represent this conditional
independence random variableHairLength is d-separated from random variable Stature
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Rainfall WaterLevel Flooding

(a) Serial Connection

Sex

HairLength Stature

(b) Diverging Connection

Salmonella Flu

Nausea

Pallor

(c) Converging Connection

Figure 2.2: Different types of connections in a DAG.

if we know the state of random variable Sex. These relations can be represented with
a diverging connection. In addition to the serial and diverging connection there is also
the converging connection shown in Figure 2.2c. In this figure both salmonella and
flu causes nausea, while nausea causes pallor. Contrary to the serial and diverging
connection, if we know the state of nausea or pallor then any new information about
salmonella will tell us something about flu. In other words, salmonella is marginally
independent of flu. For example, if we know that a person has nausea, but does not have
the flu then it is more likely that the person has salmonella. In this case random variable
Salmonella is d-separated from random variable Flu if we do not observe the state of
random variables Nausea and Pallor. Note that Nausea is a collider in the converging
connection Salmonella→ Nausea← Flu.

2.2.3 Factor Graphs

Since a BN represents a factorization of some global function (see Equation (2.24)), i.e. a
factorization of a JPD, it can be translated to a factor graph [KFL01,Bis06]. Factor graphs
can be used to graphically represent the JPD of some BN as a factorization of CPDs
(factors).

Definition 2.6 (factor graph). A factor graph is an undirected bipartite graph of variable
nodes (denoted as circles/ovals), and factor nodes (denoted as squares) that are used to graph-
ically represent a global function as a product of ’local’ functions, each of which depends on a
subset of the variables. Such a visualized factorization expresses which variables are arguments
of which local functions.

For example, if V is the complete set of variables and f (V) is the global function
over V that corresponds to the JPD P(V), then we have a factorization f (V) =

∏n
i fi(Vi),



2.2. BAYESIANNETWORKS 23

f1 f2

X1 X2

f3 f4

X3 X4

f5 f6

X5 X6

(a)

f1 f2

X1 X2

f ′3 f ′
4

{X3,X4}

f ′5 f ′6

X5 X6

(b)

f1 f2

X1 X2

f3,4

{X3,X4}

f ′5 f ′6

X5 X6

(c)

Figure 2.3: (a) a factor graph of the BN shown in Figure 2.1; (b) the resulting factor graph after grouping
the variable nodes X3 and X4; (c) and the resulting factor graph after also grouping the factor nodes f3
and f4.

where Vi ⊆ V are subsets of variables, and fi are the factors that correspond to the
conditional probability distributions P(Xi|Pa(Xi)). In the bipartite graph each factor
node fi is connected to exactly those variable nodes that correspond to variables in Vi.
Figure 2.3a shows such a factor graph corresponding to Figure 2.1. Local functions in
this graph are

f1(V1) = P(X1)

f2(V2) = P(X2)

f3(V3) = P(X3|X1,X2)

f4(V4) = P(X4|X2)

f5(V5) = P(X5|X3)

f6(V6) = P(X6|X3,X4)

(2.25)

Note that the multiplication of the factors in Equation (2.25) is the JPD in Equa-
tion (2.23). Moreover, the same JPD can be represented by different factor graphs, since
multiple factors can always be combined into ’larger’ factors through multiplication.
For example, in Figure 2.3b and Figure 2.3c the variable nodes and factor nodes are
combined, respectively.

2.2.4 I-maps and Faithfulness

BNs explicitly represent conditional independence between variables in some DAG G.
Therefore, eachd-separation inG should correspond to a valid conditional independence
relation in the underlying probability distribution P(V). In other words, G must be an
I-map [Pea88] of P(V):

Definition 2.7 (I-map). Let’s assume a JPDP(V) and the correspondingDAGG = (V,E). G is
an I-map of P(V) if each represented d-separation (X y Y|Z)G in DAG G, where X ⊆ V, Y ⊆ V
and Z ⊆ V are mutually exclusive, corresponds to conditional independency (X y Y|Z)P in
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P(V), i.e. the following implication must be true for all mutually exclusive subsets X,Y,Z ⊆ V:

(X y Y|Z)G ⇒ (X y Y|Z)P (2.26)

Note that, the implication in (2.26) does allow us tomodel direct dependencies—two
variables that are directly dependent cannot be made independent by conditioning on
any other variable in the domain —between nodes in G which are not true in P(V).
Thus, the model can contain superfluous dependencies. However, in such a case we still
capture all dependencies in P(V) and the true distribution can be correctly encoded.

Ideally, no superfluous dependencies are captured by the model. In other words,
every conditional independence in P corresponds to a certain d-separation inG and vice
versa.

Definition 2.8 (Faithfulness). Let’s assume a JPD P(V) and the corresponding DAG G =
(V,E). DAG G and JPD P(V) are faithful to each other if each represented d-separation
(X y Y|Z)G in DAG G, where X ⊆ V, Y ⊆ V and Z ⊆ V are mutually exclusive, corresponds
to a conditional independency (X y Y|Z)P in P(V) and vice versa, i.e. the following equivalence
must be true for all mutually exclusive subsets X,Y,Z ⊆ V:

(X y Y|Z)G ⇔ (X y Y|Z)P (2.27)

Whenever Equation (2.27) holds we say that P(V) is faithful [SGS00] to DAG G and
vice versa (or G is a perfect map [Pea88] of P). If a probability distribution is faithful
then there exist a DAG G for it that faithfully represents all (conditional) dependencies
and independences between the variables in this probability distribution. In this chapter
we only assume faithful probability distributions.

For example, assume a probability distribution P that can faithfully be represented
by an undirected non-chordal graphG∗ shown in Figure 2.4a. A non-chordal graph is an
undirected graph that has at least one cycle spanning 4 or more nodes. A chordal graph,
on the other hand, contains only cycles spanning 3 or less nodes. The non-chordal
graph in Figure 2.4a asserts two independence relations, namely (A y D|{B,C})P and
(B y C|{A,D})P. There exists no DAG that can faithfully represent P, because DAGs
cannot capture non-chordal dependencies [Pea88]. To illustrate this assume we use
DAG G1 shown in Figure 2.4b to represent P. G1 asserts the independence relations
(A y D|{B,C})P, but not (B y C|{A,D})P. The converging connection B → D ← C
represents thed-separation (B y C|A)G andnot thedesired (B y C|{A,D})G. Conditioning
onDwill no longer d-separateB andC (seeDefinition 2.5). G2 in Figure 2.4c, on the other
hand, asserts conditional independence (B y C|{A,D})P, but not (A y D|{B,C})P. Here,
also, the converging connection A → C ← D represents the d-separation (A y D|B)G
and not the desired (A y D|{B,C})G. In other words, conditioning on C will no longer
d-separateA andD. Nomatter how the edges are oriented there is no way to assert both
(A y D|{B,C})P and (B y C|{A,D})P simultaneously in a single DAG. However, we could
add a directed edge betweenvariablesB andC, i.e. B→ C in graphG1 to obtainG3 shown
in Figure 2.4d, for example. G3 only asserts the independence relation (A y D|{B,C})P
and, consequently, G3 is called an I-map (instead of a perfect map) of P. In other words,
no represented conditional independency (d-separation) is not true in P and therefore
G3 is an I-map w.r.t. the underlying probability distribution P. I.e. Equation (2.26) is
satisfied. The opposite is not true, however, i.e. the conditional independencies in P are
not all shown as d-separations in G3. Hence Equation (2.27) is not satisfied.
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Figure 2.4: Representing non-chordal dependencies with a DAG.

2.2.5 Markov Blankets

A variable X can be rendered independent of all other variables in the network by only
considering instantiations of variables in the Markov Blanket [Pea88,Nea03]. In other
words, variable X is conditionally independent of all other variables in the network
given the Markov Blanket.

Definition 2.9 (Markov Blanket). Given a JPD P(V) over a set of variables V and a variable
X ∈ V, then the set Z ⊂ V is a Markov Blanket of X, denoted by BL(X), when the following
condition holds:

({X} y V\(Z∪ X)|Z)P, (2.28)

where V\(Z ∪ X) denotes the remaining variables in V. In other words, X is conditionally
independent of any other variable in V given Markov Blanket Z.

It turns out that the Markov blanket can directly be found in a DAG G if G is an
I-map w.r.t. the underlying probability distributions shown in the next proposition:

Proposition 2.1 (Markov blanket). Suppose the DAG G = (V,E) is an I-map w.r.t. the JPD
P(V) then theMarkov Blanket BL(X) of a variable X ∈ V is the set

BL(X) = Pa(X) ∪Ch(X) ∪

















⋃

Yi∈Ch(X)

Pa(Yi)

















, (2.29)

where Pa(X) are all the parents of X, Ch(X) are all the children of X and
⋃

Yi∈Ch(X) Pa(Yi) are
all the parents of children of X. See the proof in [Pea88,Nea03].

When Markov blanket BL(X) is minimal then BL(X) is called a Markov boundary
[Pea88,Nea03] of X.

Definition 2.10 (Markov Boundary). Let’s assume a JPD P(V) over a set of variables V, a
variable X ∈ V and a Markov Blanket Z = BL(X), such that ({X} y V\(Z ∪ X)|Z)P holds.
Set Z is a Markov Boundary of X if removing any variable Y ∈ Z from Z the conditional
independence

({X} y V\((Z\Y)∪ X)|Z\Y)P (2.30)

does not hold.

Furthermore, a Markov Boundary can directly be found in a faithful DAG shown in
the next proposition:
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Proposition 2.2 (Markov Boundary). Given a faithful DAG G = (V,E) of the JPD P(V) then
the set of variables BL(X) is a Markov boundary of X ∈ V if BL(X) is found with the help of
Equation (2.29) in Proposition 2.1 using DAG G. The proof can be found in [Pea88,Nea03]

Often it is useful to find theMarkov Blanket orMarkov Boundary of a set of variables
instead of a single variable. The definitions Definition 2.9 and Definition 2.10 also apply
to a set of variables, where the parents and children of a set of variables are defined as
follows:

Definition 2.11 (Children and Parents of Sets of Variables). Let G be a DAG over a set of
variables V and let X be a set of variables such that X ⊂ V and X , ∅. Any node Y ∈ V\X that
has a child in X is a parent of set X and any node Y ∈ V\X that has a parent node in X is a child
of set X. The set of parents and children of a set of nodes X is denoted by Pa(X) and Ch(X).

With Definition 2.11 Proposition 2.1 and Proposition 2.2 are also true for sets of
variables. I.e. if we substitute variable X for a set of variables Xwe can find the Markov
blanket (or boundary) BL(X) of a set of variables (see [AXC04]).

2.2.6 Inference

Inference inBNs is used to computeposterior distributionsP(X|E) over hiddenvariableX
given evidence set E. Over the last two decadesmany different approaches to reasoning
in BNs are proposed. These methods can be subdivided into two classes, namely exact
and approximate inference methods. In exact inference methods, such as, λ − πmessage
passing, loop cut-set conditioning [Pea88], junction trees [LS90] and lazy propagation
[Jen01], computed posterior probabilities are equivalent to the true posterior probability
obtained through marginalization of variables from the full JPD. Since inference in BN
is known to be NP-hard [Coo87] approximate methods were introduced, such as, loopy
belief propagation [MWJ99], sampling methods or likelihood weighting. However, in
approximate inference methods posterior probability distributions are approximated
and can deviate from the true posterior probability distributions.

Todiscuss all inferencemethods is beyond the scope of this thesis, however, as it turns
out, many inference methods are instances of the sum-product algorithm [KFL01,Bis06] in
factor graphs. Therefore, we limit the discussion of inference in BNs to explaining the
sum-product algorithm in factor graphs.

The sum-product algorithm in a generic message passing algorithm that operates on
a factor graph. This algorithm is used to compute variousmarginal functions associated
with the global function by passing messages between two types of nodes in a factor
graph. The sum-product algorithm consists of two basic message operations in factor
graphs, namely a variable to local function

µX→ f (X) =
∏

gk∈Nb(X)\ f

µgk→X(X) (2.31)

and a local function to variable

µ f→X(X) =
∑

⋃

k Yk

f (
⋃

k

Yk ∪ X)
∏

Yk∈Nb( f )\X

µYk→ f (Yk), (2.32)

which are graphically shown in Figure 2.5. Nb(X) andNb( f ) are the neighbor nodes
of variable node X and factor node f , respectively.
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Figure 2.5: Graphical representation of the message operations ’variable to local function’ and ’local
function to variable’ in a factor graph.

The message operation ’variable to local function’ corresponds to a message that is
sent from a variable node to a factor node and is used to multiply different computed
marginal functions received at the variable node. On the other hand, the message
operation ’local function to variable’ corresponds to a message that is sent from a factor
node to a variable node and is used to perform mainly the marginalization on certain
variables. For more details about these basic message passing operations and the sum-
product algorithm refer to [KFL01].

As the name of the algorithm implies, the sum-product algorithm is based on two
basic mathematical operations, namely summations and multiplications. The order in
which these basic mathematical operations are executed is determined by the structure
of the factor graph. In other words, the structure of the factor graphs is used by the
algorithm to guide the marginalization order of the variables in the local functions and
guarantees that variables are not marginalized out to soon in the computation of the
desired marginal function.

In BNs it is possible to compute posterior probability distributions based on observed
variables. In factor graphs such computations are done through the use of so called
cross sections. A cross section in factor graphs corresponds to the process of making
certain variables constant, i.e. the values of these variables remain constant during
the computation of marginal functions. Graphically, a cross section will result in the
elimination of the variable nodes in the factor graph that are constant.

2.2.6.1 Elimination of Cycles in Factor Graphs

If the sum-product algorithm is performed on a factor tree then the computation is
exact [KFL01,Bis06]. The sum-product algorithm can also be executed on factor graphs
with cycles, such as the factor graph in Figure 2.3a. In this case the computed posteriors
are not exact anymore and can deviate from the true posterior distributions. An example
of an approximate inference method that corresponds to the sum-product algorithm in
a factor graph with cycles is loopy belief propagation [MWJ99]. Since we are only
interested in the computation of exact posterior probability distributions, approximate
inference methods are not discussed any further.



28 CHAPTER 2. BASIC PRINCIPLES

f1 f2

X1 X2

f3 f4

X3 X4

f5 f6

X5 X6

(a)

f1 f ′
2

X1 {X2,X4}

f ′
3

f ′
4

{X3,X4} X4

f ′5 f ′6

X5 X6

(b)

f1 f ′2

X1 {X2,X4}

f ′3 f ′
4

{X3,X4}

f ′5 f ′6

X5 X6

(c)

Figure 2.6: (a) The factor graph of the BN in Figure 2.1; (b) variable X4 is stretched to variable nodes X2

and X3; and (c) redundant variable X4 is removed from the factor graph to create a factor tree.
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Figure 2.7: The factor graph of the BN shown in Figure 2.1 (a) and the corresponding factor tree of the
cross section f (V\X4|X4 = x4), where the variable node X4 is eliminated (b)

The BN in Figure 2.1 can directly be translated into the factor graph shown in
Figure 2.3a, where each factor corresponds to a conditional probability distribution. In
case exact posterior probabilities are desired then the factor graph in Figure 2.3a needs
to be transformed into a factor tree, i.e. a factor graph without any cycles. It is always
possible to transform a factor graph with cycles to a cycle-free factor graph, but at the
expense of increasing the complexity of the local functions and/or messages that must
be sent during the operations of the sum-product algorithm [KFL01]. One possible
transformation on factor graphs is the grouping transformation, i.e. nodes of like type can
be grouped. For example, the factor graph in Figure 2.3a is first transformed to the factor
graph in Figure 2.3b by grouping the variable nodes X3 and X4, and, subsequently, the
factor graph in Figure 2.3b is transformed into the factor tree in Figure 2.3c by grouping
the factor nodes f ′3 and f ′

4
.

Another transformation operation in factor graphs is the stretching transformation to
eliminate cycles. Consider the example given in Figure 2.6a. In this factor graph we
can stretch variable X4 to variable nodes X2 and X3 shown in Figure 2.6b. After this
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stretching operation variable nodeX4 is redundant, because variableX4 is alreadydefined
between the factor nodes f ′

4
− f ′3 and f ′3 − f ′6 . Therefore, there is no need to define variable

X4 between factor nodes f ′
4
− f ′6 . Hence, variable nodeX4 can be removed from the factor

graph to create a factor tree shown in Figure 2.6c.
Alternatively, a cycle in a factor graph can be eliminated through cross-sections. As

discussed before, a cross section results in a factor graph where the instantiated nodes
are omitted. Thus, with the help of cross sections, cycles in the factor graph can be
eliminated. For example, consider the factor graph in Figure 2.7a. If evidence for the
node X4 = xi is obtained then, consequently, we have the cross sections f4(V4\X4) =
P(X4 = xi|X2) and f6(V6\X4) = P(X6|X3,X4 = xi) for the local functions f4(V4) and f6(V6).
The factor graph of the cross section f (V\X4|X4 = xi) corresponds to a factor tree shown
in Figure 2.7b. In order to eliminate cycles through cross-sections evidence to instantiate
the variables needs to be available. If evidence is not available, cross-sections cannot
be used to eliminate cycles in a factor graph. In these cases factor graphs must be
transformed into a factor tree through the transformation operations.

2.2.7 Learning

Basically, there exist two ways to obtain a BN, namely through introspection using prior
domain knowledge or learning the BN using machine learning techniques. Also, a
combination of the two is used to discover the model.

Learning BNs consist roughly of the following steps, namely:

(i) determine the variables and their states. This, of course, includes the hypothesis
variables, i.e. the hidden variables of interest;

(ii) determine the structure between the variables. This means connecting the nodes
of the variables through directed edges and,

(iii) specifying the parameters of each node, i.e. each node requires a CPT that corre-
sponds to a conditional probability distribution over the variable of the node given
the variables of its parent nodes.

In this section we discuss both learning the structure between variables and the
parameters using machine learning techniques. Since there exists a vast literature on
both topics we will only briefly discuss the most important aspects which are relevant
for this thesis.

2.2.7.1 Structure

In structure learning we try to find a DAG that captures conditional independencies
between variables in some JPD P(V) through d-separation relations. Structure learning
can be divided into two categories, namely score-based and constraint-based approaches.
In score-based approaches [CHD92,FK00,HGC94,LB94,SPR+03] the algorithm searches
for the best structure that fits the data by optimizing a certain score. Constraint-based
approaches [Pea00, SGS00,CGK+02,XG08], on the other hand, the algorithm tries to fit
the structure to a set of conditional independencieswhich are obtained through statistical
or information theoretic conditional independence tests using the data. There are also
methods that combine both approaches, for example [TBA06].
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Learning from observational data alone, i.e. we do not consider data that is actively
generated by manipulating the environment or using background knowledge, we can
only learn the causal structure up to the Markov equivalence class [Nea03]. The Markov
equivalence class describes a set of DAGs that are Markov equivalent [Nea03] to each
other.

Definition 2.12 (Markov Equivalence). Two DAGs Gi = (V,Ei) and G j = (V,E j) with the
same nodes V areMarkov equivalent if for every three mutually disjoint subsets X,Y,Z ⊆ V,
X is d-separated from Y given Z in DAG Gi if and only if X is d-separated from Y given Z in
DAG G j, i.e.

(X y Y|Z)Gi
⇔ (X y Y|Z)G j

(2.33)

A set of Markov equivalent structures can graphically be captured by a pattern
[Pea00].

Definition 2.13 (Pattern). A pattern is a partially directed acyclic graph (PDAG), denoted
by G, which represents a set of DAGs. A single DAG in this set is obtained by orienting each
undirected edge in the PDAG in either one of the two possible orientations2.

Contrary to the patterns used in [Pea00], in this thesis patterns can represent a set of
DAGs that are not necessarily Markov equivalent to each other.

The reason that structure learning methods can only learn the causal structure up
to the Markov equivalence class using observational data alone is due to statistical
indistinguishability [SGS00]:

If two causal structures can equally account for the same statistics, then no statistics
can distinguish them [SGS00].

Since constraint-based methods are relevant in this thesis we discuss the general
idea behind the constraint-based learning procedure. We assume a set of variables
from the domain for which we want to find the structure that describes the conditional
independencies between the variables in some underlying true probability distribution.
Therefore, conditional independence tests are performed on pairs of variables in the
domain. The found set of conditional independencies restricts the possible DAGs that
can represent these conditional independencies through d-separation relations. Hence,
this learning procedure is called constraint-based.

For example, assume the set of variables V from Figure 2.1, i.e. V = {X1,X2, . . . ,X6}

and a distribution P(V) over these variables for which we want to learn the correspond-
ing faithful DAG G∗. For the sake of this example the faithful DAG that needs to be
discovered is depicted in Figure 2.1. By reading off the d-separations shown in this
DAG we know which variables are conditionally independent. Of course, in practice,
conditional independence between variables needs to be tested with the help of Equa-
tion (2.11) based on P(V), for example. Initially, we create a complete undirected graph
G1 where each variable in V is connected to each other variable in V as in Figure 2.8a.
For each variable pair (Xi,X j) where i , j we try to find a set S ⊆ V\{Xi,X j} that renders
Xi conditionally independent from X j given S according to P(V), i.e. (Xi y X j|S)P. If

2Note that certain configuration of orientations of undirected edges is not valid, i.e. orientations that
introduce one or more directed cycles in the graph. Naturally, these graphs are not included in the set of
DAGs this pattern represents.
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variable Xi is conditionally independent of X j in P(V) we remove the undirected edge
between Xi and X j from the graph G1 in Figure 2.8a. For example, the undirected edge
between variablesX2 and X6 must be removed because X2 is conditionally independent
of X6 given S = {X3,X4} (see graph G∗ in Figure 2.1), i.e. (X2 y X6|{X3,X4})P holds. If we
do this for all variable pairs (Xi,X j), where Xi ∈ V and X j ∈ V, then we get the graph
shown in Figure 2.8b.

Converging connections in the true graph G∗ have a unique statistical signature and
are therefore statistically distinguishable. That means we are able to discover them
from P(V) through statistical testing. For each triplet Xi, X j and Xk, where the pairs
Xi −X j and X j −Xk are connected, but Xi and Xk not, we can orient the undirected edges
between Xi − X j and X j − Xk as Xi → X j and X j ← Xk if and only if there is no subset
S ⊂ V\{Xi,Xk} that renders Xi conditionally independent from Xk according to P(V).
For example, the connections X1 − X3 − X2 and X3 − X6 − X4 in Figure 2.8b can both be
oriented as X1 → X3 ← X2 and X3 → X6 ← X4, respectively, as shown in graph G3 in
Figure 2.8c. Note that, we cannot orient the edges between the variable pairs X2 − X4

and X3 − X5 in this way.
Careful inspection of graph G3 tells us that the undirected edge between X3 and

X5 can only be oriented in one way, namely X3 → X5 (see graph G in Figure 2.8d).
Otherwise the directed edge X3 ← X5 would have been discovered in the previous
step. In [VP92, PV91, Pea00, SGS00] structural patterns in the graph are described that
can be used to orient some of the remaining undirected edges without any statistical
testing. Unfortunately, it is not always possible to orient all the undirected edges due
to statistical indistinguishability. For example, the undirected edge between X2 and X4

cannot be oriented. Such edges can often be oriented through background knowledge
or interventions [Pea00, SGS00], i.e. we actively change the environment to observe the
effects. In this thesis we do not discuss interventions any further, therefore, the final
outcome of the constraint-based learning procedure is the pattern shown in Figure 2.8d.
This pattern captures two Markov equivalent structures, namely one where X2 − X4 is
oriented as X2 → X4 and one where X2 − X4 is oriented as X2 ← X4. Pattern G is a
Markov equivalence class that includes the true DAG G∗.

The constraint-based learning proceduredescribed here is exponential in the number
of variables in V. That means that this procedure is in general intractable. In [SGS00]
several alternative constraint-based learning procedures are described which are more
efficient. Nevertheless, it has been shown that automatic learning of Bayesian networks,
without restrictive assumptions, is a NP-hard problem [CMH03].

2.2.7.2 Parameters

After we learned the structure in the previous section the conditional probabilities
associated with each variable in the network must be learned. Let’s assume a BN
ψ = (G,P) with DAG G = (V,E) and a set of conditional probabilities in P denoted by θ.
Moreover, we assume a data setD of data cases di ∈ D. A complete data case corresponds
to a configuration of states of all the variables in the domainV. For example, in Table 2.2
a representation is given of a dataset D with m complete data cases over the variables
X1, . . . ,Xn.

For each data case di, the likelihood of the model ψ given di is the probability P(di|ψ).
If we assume that each data case inD is independent then the likelihood of ψ given the
full data setD is given by
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Figure 2.8: Constraint-based Structure Learning

di X1 X2 · · · Xn

d1 2 1 · · · 1
d2 1 2 · · · 2
d3 3 1 · · · 2
...

...
...

. . .
...

dm 1 2 . . . 2

Table 2.2: Representation of a data setD ofm complete data cases di. Each data case di is a configuration
of states over all variables X1, . . . ,Xn.

L(ψ|D) =

m
∏

i

P(di|ψ) (2.34)

and the corresponding log-likelihood is given by

LL(ψ|D) =

m
∑

i

log2 P(di|ψ) (2.35)

In order to maximize the log-likelihood in Equation (2.35) we need to find a model ψ
that maximizes LL(ψ|D). Since the structure G is known we vary the parameters θ and
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choose the parameters θ̂ that maximizes LL(ψθ|D), i.e.

θ̂ = argmax
θ

LL(ψθ|D), (2.36)

where θ̂ is the set of parameters for P that maximizes the log-likelihood LL(ψθ|D).
It turns out that we can get a maximum likelihood estimate by simply counting the

occurrences of states of variables. For example, saywewant to determine the probability
P(X1 = 2|X2 = 1) using the data set in Table 2.2 then we have:

P(X1 = 2|X2 = 1) =
N(X1 = 2,X2 = 1)

N(X2 = 1)
, (2.37)

where N(X1 = 2,X2 = 1) is the number of occurrences that X1 = 2 and X2 = 1 occur
in dataset D. Thus, by only observing frequencies in the data we are able to learn the
parameters of the model. Throughout this thesis we always assume that the parameters of
probabilities can be learned by the maximum likelihood principle given a complete data set, i.e. a
data set containing only complete data cases.

Several parameter learning methods are known that can handle incomplete data.
For more details about these methods refer to [Hec96], for example.

2.3 Conclusion

In this chapter basic principles of probability theory and Bayesian networks (BNs) were
discussed. A Bayesian network is an efficient representation of a joint probability dis-
tribution (JPD). With the help of directed acyclic graphs (DAGs) conditional indepen-
dencies between variables in a JPD can be represented through d-separation relations.
A DAG shows how the variables in a JPD can be factorized into conditional probability
distributions. If a DAG is an I-map (or perfect map) then each represented condi-
tional independency in the DAG corresponds to a true conditional independency in the
underlying probability distribution.

BNs can also be represented through factor graphs. A factor graph shows how a
global function factorizes into local functions. It was shown that factor graphs with
tree topology, i.e. factor trees, support exact marginalization of the variables in local
functions with the help of the sum-product algorithm. Factor trees are either obtained
from a factor graph through transformation operations on the factor graph or cross
sections.

BNs can be obtained through expert introspection using prior domain knowledge
and/or by learning theBNusingmachine learning techniques. Wediscussed a constraint-
based approach to learn the DAG of a BN. Constraint-based approaches exploit discov-
ered conditional independencies between variables to learn the DAG. The parameters
of a BN, on the other hand, can be learned with the help of the maximum likelihood
principle.

In this chapter we considered monolithic BNs. In contemporary applications do-
mains, however, monolithic BNs are often not suitable for modeling and reasoning. In
the next chapter we consider modular BNs and discuss an application from the moni-
toring domain where modular BNs are essential to modeling and inference.




