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4 Verification of Inter-module Dependencies

In Chapter 3 we investigated the conditions under which globally coherent inference
in modular BNs is possible. We implicitly assumed that the BN faithfully represents
all conditional independencies. In other words, all dependencies and independencies
between the variables are correctly captured. However, in practice, even when best
engineering practices are used, violations in the dependency structure might be present
in the Modular BN which can significantly influence posterior computation. In this
chapter we discuss a method to verify the inter-module dependencies in Modular BNs
assuming that local modules capture the correct structure. More precisely, this method
can be used to (i) detect that missing inter-module dependencies are present such that
creation of inconsistent Modular BNs can be avoided and (ii) to discover the missing
inter-moduledependencies in order to repair themodular BNsuch that globally coherent
inference is supported.

This chapter is organized as follows: we startwith an introduction in the next section.
In Section 4.2we discuss relatedwork. Section 4.3 discusses a probabilistic causalmodel
used as a running example throughout the chapter to explain the basic principles. With
the help ofModular BNs, discussed in Section 3.5,we present twoverification algorithms
for modular BN, i.e. detection and discovery of missing inter-module dependencies in
Section 4.4 and Section 4.5, respectively. In Section 4.6 we discuss how to perform
verification of modular BN in case of limited data. Experiments with the detection and
discovery algorithms are given in Section 4.7. Finally, we conclude the chapter with a
discussion and conclusions in Section 4.8 and Section 4.9, respectively.

4.1 Introduction

Adequate modeling of direct causal dependencies between random variables in causal
models is critical for achieving correct inference. In the previous chapterwe investigated
the graphical conditions of modular BNs for which globally coherent inference through
message passing is possible. We implicitly assumed that the modular BN faithfully rep-
resents all conditional independencies through d-separations. If, however, the modular
BN fails to capture certain dependencies in the underlying true probability distribution
correctly then computed probabilities can deviate significantly from the true probabili-
ties. In principle, the corresponding monolithic BN of a Modular BN, implemented by
a set of collaborative BN modules, must be an I-map or a perfect map [Pea88], i.e. all
represented conditional independencies correspond to true conditional independencies
in the underlying probability distribution.
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68 CHAPTER 4. VERIFICATION OF INTER-MODULE DEPENDENCIES

In this chapter we consider situations where the overall inference system based on a Modular
BN is built out of several BN modules provided by different designers. We assume that each
module is a local I-map, i.e. it correctly captures dependencies between the local vari-
ables. This assumption is realistic in a relevant class of applications, such as monitoring
processes involving heterogeneous sensors. In such settings most local BNs capture
causal stochastic processes in sensing devices, which are part of a distributed monitor-
ing system; for such BNs conditional probabilities over a limited set of variables can
be obtained via controlled experiments with the components of the devices. In other
words, designers can often specify good causal models for the devices they supply to
the overall monitoring system.

While in the targeted domains it is likely that the designers could identify most of
the variables that must be shared between modules (see Section 3.7), errors can still
occur, resulting in erroneous representation of certain inter-module dependencies. I.e.
dependencies between modules are overlooked in the design process. In such cases a
local model perfectly captures relations over a set of local variables, i.e. the structure is
a local I-map, it might not support correct inference in an assembled Modular BN due
to an omission of an important link (dependency) between the variables involved in
different modules. In other words, the overall structure is not a global I-map. Note that,
sound engineering approaches can reduce the likelihood of such faults, but they cannot
prevent them.

4.1.1 An Information Theoretic Approach to Verification of Modular

Bayesian Networks

In this chapter we present a method that can detect and discover (i.e. learn) miss-
ing inter-module dependencies, i.e. dependencies between variables in different local
BNs. The presented approach makes use of conditional independence tests in a similar
manner as do common constraint-based structure learning approaches [SGS00,Pea00]. In
general, these approaches are used to learn dependencies between a set of variables
from ’scratch’. Unfortunately, these approaches are limited to rather small models due
to their computational complexity.

While the presented method is derived from constraint-based structure learning
approaches, it has been adapted to a different class of problems. It is geared toward the
detection of missing dependencies between variables from different Bayesian modules
in Modular BNs. In such settings, information theoretic approaches to data driven
dependence detection and discovery are tractable and of practical importance. First,
prior knowledge of dependencies within BNmodules can be exploited for the reduction
of the complexity of the dependency learning processes. Second, the complexity of
the dependency detection and discovery in modular systems can be further reduced
by taking into account the theory on BNs, in particular Markov Blankets and I-maps.
The proposedmethods are particularly suitable for the verification of modular inference
systems in which Modular BNs are gradually built out of basic modules. To facilitate and
simplify the discussion in this chapter we assume that the set of BN modules are integrable. In
other words, all the graphical conditions of a modular BN that are required to ensure globally
coherent inference are satisfied, such as, hyper tree condition, d-sepnodes, etc. (see Chapter 3).

In this chapter two verification algorithms are introduced, namely a detection and
discovery algorithm. The detection algorithm signals omission of dependencies between
modules in a Modular BN, without specifying which variables are not correctly re-
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lated. Efficient detection is achieved by exploiting the composition/decomposition rela-
tions [Pea88]. The detection algorithm has quadratic time complexity in the number of
modules. This algorithm can be used to prevent creation of Modular BNs that would
not correspond to a global I-map; before a new module is added to a Modular BN, the
detection algorithm is used to check whether there exist dependencies between the new
module and any other module in the existing Modular BN. If this is the case the module
is not added without resolving the deficiency.

The discovery algorithm, on the other hand, is used to find pairs of variables from dif-
ferentmodules, whose direct dependencies are not represented correctly in theModular
BN; i.e. the algorithm identifies the inter-module dependencies which are not repre-
sented in the Modular BNs. This algorithm is computationally more expensive than the
detection algorithm, since identification of a missing link in the model requires, in the
worst case, conditioning on all possible subsets of variables in the model. The number
of possible conditioning sets grows exponentially with the number of variables in the
overall model. However, in this chapter we show that the concept of Markov blan-
kets [Pea88,Nea03] and weak union relations [Pea88] can be used to reduce the number
of such conditioning sets. With the help of Markov blankets the prior knowledge about
the dependencies in local BNs can be exploited to limit the number of conditioning sets
in the discovery process.

In order to perform the conditional independence tests in the detection and discovery
algorithm data needs to be combined fromdifferent sources such that centralized testing
is possible. In this paper we assume that this is possible.

The work in this chapter is mainly based on [dOP08,dOP09b,dOP09a]. However, in
this chapter the experimental evaluation of the algorithms is extended with the use of
an additional benchmark network and different types of thresholds.

4.2 Related Work

The literature on learning the structure of Bayesian networks from data can be divided
into two categories, namely score-based and constraint-based approaches. In score-based
approaches [CHD92,FK00,HGC94,LB94,SPR+03] e.a. the algorithm searches for the best
structure that fits the data by optimizing a certain score. Constraint-based approaches
[Pea00,SGS00,CGK+02,XG08], on the other hand, the algorithm tries to fit the structure to
a set of conditional independencieswhich are obtained through statistical or information
theoretic conditional independence tests using the data. There are also methods that
combine both approaches, for example [TBA06]. It has been shown that automatic
learning of Bayesian networks, without restrictive assumptions, is an NP-hard problem
[CMH03]. Therefore, many methods impose restrictions on the possible models the
learning algorithm can handle. For example, certainmethods exploit variable similarity,
such asmodule networks [SPR+03]. In this approach similar variables, i.e. variableswith
the sameparents and the same conditional probabilitydistribution, are grouped together
into modules. Consequently, the module network is learned. Another very promising
method [XG08] uses a divide-and-conquerer approach to learn the network structure,
i.e. the variables in the domain are recursively subdivided into small sets of variables
and the structure is learned for these small sets. Consequently, the learned subgraphs
are combined together to form the entire graph. However, all these methods learn the
entire structure fromscratch, while none of these approaches consider a class of problems
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where the local structures are knownand canbe exploited to learndependencies between
different local models to obtain a globally correct structure. The approach discussed in
this chapter uses a constraint-based method to discover inter-module dependencies,
i.e. dependencies between local models. We assume that local models are correct
and, therefore, the presented verification algorithms are geared towards detection and
discovery of inter-module dependencies. To our knowledge the discussed approach is
the first attempt in this direction.
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Figure 4.1: (a) a simple gas detection network and (b) the corresponding modularization of the network.

4.3 Dependencies in Modular Bayesian Networks

In Section 3.5 a formal definition of a Modular BN and its BN modules was given.
With the help of these definitions the basic principles of verification of inter-module
dependencies are explained. The gas detection model shown in Figure 4.1a and the
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corresponding modularization of the model shown in Figure 4.1b are used as a running
example throughout the chapter. This model is derived from the model shown in
Figure 3.1 on page 40, i.e. it is slightly adapted to facilitate the discussion in this chapter.
More details about the gas detection model can be found in Section 3.3.

Throughout this chapter we make two assumptions about Modular BNs. First, for
the causal problem domain under study the corresponding underlying true probability
distribution captured by a modular BN is faithful (see Definition 2.8) to some DAG. In
other words, there exist a faithful DAG for the true underlying probability distribution.
Faithfulness is important for the discovery of causal structure and it is considered
the ’normal’ relation between probability distributions and causal structures [SGS00].
DAGs are a natural way to describe cause-effect relations. In fact, DAGs are rarely
used in contexts where the relations are not causal [Pea00]. Additionally, it turns out
that most distributions that factorize according to a DAG are faithful. I.e. the set
of unfaithful distributions have measure zero in the space of CPD parameterizations
[Mee95,SGS00,KF09].

Second, the assumption is that each local BN module in a Modular BN is correct,
i.e. the BN module is a local I-map (or a perfect map) with respect to the underlying
probability distribution over the corresponding subset of variables.

Definition 4.1 (Local I-mapness). Assume BN module ψi = (Gi,Pi) with DAG Gi = (Vi,Ei).
The variables Vi ⊂ U, where U contains all the variables in the domain. Gi is a local I-map if
all d-separation relations between the variables represented in Gi correspond to valid conditional
independencies in the underlying probability distribution P(Vi).

Note that a local model does not have to be a perfect map in order to be correct.
Here we use a weaker assumption, namely that of I-mapness. An I-map represents at
least all links that are required to correctly capture all dependencies in the underlying
probability distribution, while a perfectmap captures only the necessary links to support
correct inference and not more. Thus, in an I-map certain conditional independencies
are hidden in the graphical representation due to superfluous links. However, an I-map
can still be correctly parameterized to support correct inference.

The assumption about local I-mapness is realistic in a relevant class of applications,
such as monitoring processes involving heterogeneous sensors. In such settings most
local BNs capture causal stochastic processes in sensing devices, which are part of a
distributed monitoring system; for such BNs conditional probabilities over a limited
set of variables can be obtained via controlled experiments with the components of the
devices. In other words, designers can specify good causal models for the devices they
supply to the overall monitoring system.

4.3.1 Modular Bayesian Networks and Global I-maps

We assume that the construction of a Modular BNΩ = (M,R) is accomplished through
a gradual extension, i.e. Ω is extended with a single BN module in each extension step:

Definition 4.2 (Extension Step). Extending a Modular BN Ω = (M,R) with BN module
ψi < M is denoted as: Ω∗ ← Ω ⊔ ψi, where ψi with variables Vi establishes a Belief Sharing
Contractwith a single BNmoduleψ j ∈ Mwith variablesV j such thatΩ

∗ = (M∪ψi,R∪〈ψ j, ψi〉)
where Vi ∩V j , ∅. IfM = ∅ then Ω

∗ = ({ψi},R = ∅).
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Figure 4.2: An incorrect modularization of the gas detection inference model in Figure 4.1a. The
dependency between humidity variable M and sensor component C1 is not captured correctly in the
Modular BN due to the omission of variable M in BN module ψ2.

To simplify the discussion of the main principles in this chapter we assume that each modular
BN satisfies the graphical conditions that are required to ensure globally coherent inference (see
Chapter 3 for a discussion of these conditions). In case all conditional independencies in a
modular BN are correct with respect to the underlying distribution then the modular
BN is a global I-map.

Definition 4.3 (Global I-mapness). Let’s assume a Modular BNΩ corresponding to a mono-
lithic DAG G = (V,E), where V are all the variables in G and E are the edges between the
variables in G. The Modular BN Ω is a global I-map if all the represented d-separations in G
correspond to valid conditional independencies in the underlying probability distribution P(V).

For example, the modular BN shown in Figure 4.1b is a global I-map, because all
conditional independencies from the correspondingmonolithic model in Figure 4.1a are
correctly captured by the modular BN. Also note, that each BN module in Figure 4.1b
is a local I-map, i.e. all locally represented conditional independencies are correctly
captured.

However, note that if all BN modules are local I-maps then this does not imply, in general,
that the Modular BN constructed out of these BN modules is a global I-map. Consider the
modular gas detection model in Figure 4.2, where again all BN modules are local I-
maps. In this Modular BN the direct dependence between humidity M and the sensor
component C1 is missing, while this dependency is present in the ground truth model
in Figure 4.1a. In contrast to the modular BN in Figure 4.1b, variable M is not shared
between BN modules ψ1 and ψ2. Consequently, the modular BN in Figure 4.2 is not a
global I-map. In other words, the corresponding monolithic graphG of the modular BN
shown in Figure 4.2 is not an I-map, because it asserts, for example, the d-separations
(M y C1|Cond)G, (M y R1|Cond)G, (Smell y C1|Cond)G and (Smell y R1|Cond)G that are
not represented in the ground truth model shown in Figure 4.1a. Performing inference
in modular BNs that are not global I-maps can result in computed probabilities that can
deviate significantly from the true probabilities. Therefore, it is important that missing
dependencies in modular BNs are detected, such that global I-mapness can be verified.
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4.4 Verification of Global I-mapness in Modular Bayesian Networks

The conditional independence measures in Section 2.1.4 can be used to test global I-
mapness of a Modular BN (see Definition 4.3); i.e. we verify whether a Modular BN
corresponds to a monolithic BN which is an I-map. In order to facilitate further analysis,
we introduce the concept of pairwise Conditional Independence (pairwise CI) between the
variables from different modules in a Modular BN.

Definition 4.4 (Pairwise CI). Let’s assume a Modular BNΩ with a set of modulesM defined
over variables V which is extended by adding a new module ψi < M with variables Vi, where
Vi * V. In addition, Ω contains module ψ j ∈ M with variables V j, such that the intersection
S = Vi∩V j , ∅. For any pair of variables X ∈ {Vi\S} and Y ∈ {V\S} a pairwise conditional
independence (CI) is defined as:

(X y Y|S)P (4.1)

Note that expression (4.1) describes conditional independence in the true distribu-
tion which the Modular BN should capture. This conditional independence can be
tested with the help of the conditional independence measures in Section 2.1.4. We
illustrate pairwise CI with the help of the Modular BN in Figure 4.1b. Let’s assume
that we wish to extend Modular BN Ω = (M,R), where M = {ψ1, ψ3, ψ4, ψ5} and
R = {〈ψ1, ψ3〉, 〈ψ1, ψ4〉, 〈ψ1, ψ5〉}), with BN module ψ2. In this case we could identify
intersection set S = V1 ∩ V2 = {Cond,M}. Given that the extended Modular BN corre-
sponds to the ground truthmodel shown in Figure 4.1a,we could detect several pairwise
CIs between variables from different modules, such as, for example, (C1 y RSmell|S)P,
(R1 y RSmell|S)P, (C1 y Smell|S)P, etc.

It turns out that Pairwise CI tests can be used for efficient verification of global
I-mapness of Modular BNs.

Proposition 4.1 (Pairwise CIs & I-mapness). Let’s assume a Modular BNΩ = (M,R) with
the corresponding global I-map G = (V,E) and a BN module ψi < M with the local I-map
Gi = (Vi,Ei). Also, we assume that the JPD P(V∪Vi) is faithful (Definition 2.8). By extending
Ω with ψi we get theModular BNΩ∗, i.e. Ω∗ ← Ω⊔ψi whereΩ

∗ corresponds to the monolithic
graph G∗. G∗ is a global I-map if all pairwise CIs (see Definition 4.4) of the sets {V\S} and
{Vi\S} are valid, where S = V ∩Vi.

Proof. In order to prove that G∗ is a global I-map, the set {V\S} must be conditionally
independent of the set {Vi\S} given S:

({Vi\S} y {V\S}|S)P. (4.2)

We have to show that (4.2) holds if for all possible pairs of variables X ∈ {Vi\S} and
Y ∈ {V\S} the pairwise CI givenS is satisfied, i.e. ∀X ∈ {Vi\S},∀Y ∈ {V\S} : (X y Y|S)P.
We can show this with the help of the decomposition/composition relations [Pea88]:

(X y Y′|Z)P∧(X y Y′′|Z)P ⇔ (X y Y|Z)P, (4.3)

whereX, Y andZ aremutually exclusive sets and, in addition, Y is the union of mutually
exclusive sets Y′ and Y′′, i.e. Y = Y′ ∪ Y′′.
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With the help of the decomposition/composition relation in (4.3) we can decompose
Y = {Y1,Y2, . . . ,Ym} in a sequence of steps as follows:

(X y {Y1,Y2, . . . ,Ym}|Z)P ⇔

(X y {Y1,Y2, . . . ,Ym−1}|Z)P ∧ (X y Ym|Z)P
. (4.4)

Also the term (X y {Y1,Y2, . . . ,Ym−1}|Z)P can be rewritten in a similar way and we get:

(X y {Y1,Y2, . . . ,Ym−1}|Z)P ⇔

(X y {Y1,Y2, . . . ,Ym−2}|Z)P∧(X y Ym−1|Z)P
(4.5)

Substituting the right hand side of (4.5) in Equation (4.4) for (X y {Y1,Y2, . . . ,Ym−1}|Z)P
yields

(X y {Y1,Y2, . . . ,Ym}|Z)P ⇔

(X y {Y1,Y2, . . . ,Ym−2}|Z)P∧(X y Ym−1|Z)P ∧ (X y Ym|Z)P.
(4.6)

This process can recursively be repeated for
(X y {Y1,Y2, . . . ,Ym−2}|Z)P till we obtain

(X y {Y1,Y2, . . . ,Ym}|Z)P ⇔

(X y Y1|Z)P ∧ (X y Y2|Z)P ∧ . . . ∧ (X y Ym|Z)P
(4.7)

which is equivalent to

(X y {Y1,Y2, . . . ,Ym}|Z)P ⇔

∀Yi ∈ Y : (X y Yi|Z)P, where i = 1, . . . ,m.
(4.8)

Because conditional independence is commutative [Daw79], i.e. (X y Y|Z)P ⇔ (Y y X|Z)P
we can rewrite the right hand side of (4.8) to obtain

(X y {Y1,Y2, . . . ,Ym}|Z)P ⇔

∀Yi ∈ Y : (Yi y X|Z)P, where i = 1, . . . ,m.
(4.9)

For each Yi we can rewrite the term (Yi y X|Z)P, by decomposing X = {X1,X2, . . . ,Xn},
using the decomposition/composition relation in (4.3) in a similar way as before

(Yi y {X1,X2, . . . ,Xn}|Z)P ⇔

(Yi y {X1,X2, . . . ,Xn−1}|Z)P ∧ (Yi y Xn|Z)P
(4.10)

...

(Yi y {X1,X2, . . . ,Xn}|Z)P ⇔

(Yi y X1|Z)P ∧ (Yi y X2|Z)P ∧ . . . ∧ (Yi y Xn|Z)P,
(4.11)
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where (4.11) is equivalent to

(Yi y {X1,X2, . . . ,Xn}|Z)P ⇔

∀X j ∈ X : (Yi y X j|Z)P, where j = 1, . . . , n.
(4.12)

This rewriting can be done for any arbitrary mutually exclusive set of variables for
X,Y and Z and the following equivalence must hold:

∀X j ∈ X,∀Yi ∈ Y : (X j y Yi|Z)P ⇔ (X y Y|Z)P, (4.13)

i.e. if all pairwise CIs (X j y Yi|Z)P hold then we know that also (X y Y|Z)P must hold.
Let’s assume set X = {Vi\S}, i.e. a subset of variables from BN module ψi and set

Y = {V\S} which is a subset of variables from the Modular BN Ω, where S = V ∩ Vi

and Z = S. According to the equivalence in (4.13) we know that if every pair X j ∈ X
and Yi ∈ Y is pairwise CI (Definition 4.4) given Z then we know that the sets X and
Y are conditionally independent given Z as well. I.e. (X y Y|Z)P and therefore also
({Vi\S} y {V\S}|S)P in Equation (4.2) must hold. Moreover, since the graphs Gi and G
are local and global I-maps, respectively, we know that the new Modular BN Ω∗ with
the set of variablesV∪Vi corresponds to a graph G∗ which must also be a global I-map.
�

In other words, verification based on pairwise CIs is sufficient for determining whether an
extended Modular BN corresponds to a global I-map, i.e. conditional independences between all
possible subsets of variables in differentmodules do not have to be checked. This is a consequence
of (i) the local I-mapness of the BN modules and (ii) the composition/decomposition
relation in faithful probability distributions [Pea88].

The formal procedure for checking the global I-mapness is captured by Algorithm 2.
Algorithm 2 is used for runtime checking as aModular BN is extended by newmodules.
Before extending a Modular BN with a new module, Algorithm 2 is used to verify
whether a Modular BN obtained by an addition of the new module would be a global
I-map.

Due to Proposition 4.1, it is possible to verify global I-mapness, when fully con-
structing a Modular BN from a set of BN modules, in quadratic time in the number of
modules. Moreover, from a single designer’s perspective, i.e. a designer who adds only
a single module to the Modular BN, the algorithm runs in linear time in the number of
BN modules. See Appendix A for the complexity analysis of Algorithm 2.

4.5 Discovery of Missing Inter Module Dependencies

Verification of global I-mapness of Modular BNs is used as a basis for the discovery1 of
missing inter-module dependencies (modeling faults). Whenever one of the pairwise
CIs fails then we know that the Modular BN is incorrect and, consequently, certain
inter-module dependencies between BN modules are missing. In fact, with the help of
pairwise CI testswe can discover all pairs of variableswhose dependency is not correctly
captured in the Modular BN.

1Discovery is identification of specific pairs of variables for which direct dependencies exist in the under-
lying true distribution, but they are not correctly captured by the model. Note that the detection algorithm
merely signals that dependencies would be omitted somewhere in the Modular BN if a new module were
added.
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Algorithm 2: VerifyGlobalImapness(Ω, ψi)

Input: Modular BNΩwith BN modulesM and variables V and the BN module
ψi <Mwith variables Vi.

Output: True or false depending on if global I-mapness of Ω∗ ← Ω ⊔ ψi holds or
not, respectively.

Output: A list of candidate missing edges E, represented as pairs of variables of
failed pairwise CI tests. IfΩ∗ is a global I-map then E = ∅

Set E = ∅;1

ifM = ∅ then2

return true and E;3

else4

Get ψ j ∈ Mwith variablesV j where Vi ∩V j , ∅;5

foreach Vp ∈ {Vi\V j} do6

foreach Vq ∈ {V\Vi} do7

// δ is threshold (see Section 4.6.1)
if I(Vp,Vq|Vi ∩V j) > δ then8

E← (Vp,Vq) ∪ E;9

end10

end11

end12

if E = ∅ then13

return true and E;14

else15

return false and E;16

end17

end18

Procedure 4.1 (EdgeDiscovery). Assume that we extendΩ = (M,R) corresponding to global
I-map G = (V,E) with module ψi <M corresponding to the local I-map Gi = (Vi,Ei) to form
the new Modular BN Ω∗ corresponding to graph G∗, i.e. Ω∗ ← Ω ⊔ ψi. Moreover, the pairwise
CIs for the setsV ofΩ andVi ofψi are tested using the conditioning set S = Vi∩V , ∅. We test
each possible pair of variables. For every test failure between a pair of tested variables X ∈ Vi\S

and Y ∈ V\S we add the pair (X,Y) to a set of pairs E.

Procedure 4.1 is used to find the potential missing edges in the extended Modular
BN. We can show that the true missing edges are among the set of discovered edges
with Procedure 4.1.

Proposition 4.2 (Directly Dependent Variables). The set E found with Procedure 4.1 is
guaranteed to contain all the pairs of variableswhich are directly dependent in the true distribution
P(V ∪Vi) but this dependence is not correctly captured by the corresponding Modular BN.

Proof. The proof is trivial. Namely, per definition, no conditioning set S can render two
variables which are directly dependent, according to P(V∪Vi), independent. Therefore,
set Emust contain at least all edges between variablesX ∈ Vi\S and Y ∈ V\Swhich are
directly dependent in P(V ∪Vi). �
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Figure 4.3: (a) extending Ω = (M = {ψ1},R = ∅) with BN module ψ2 and (b) the corresponding
monolithic graph G∗ of Ω∗ = (M = {ψ1, ψ2},R = 〈ψ2 , ψ1〉).

4.5.1 Superfluous Edges

The discovered edges with Procedure 4.1, represented as variable pairs in the set E, can
be added as undirected edges to the monolithic graph of the extended Modular BN.
However, the set Emight contain also pairs which are not directly dependent according
to P(V∪Vi). Consequently, these variable pairs will correspond to superfluous edges in
the monolithic graph. Superfluous edges are not needed to restore I-mapness and we
should eliminate as many as possible of such edges because:

• The model becomes unnecessarily complex and inefficient to modularize;

• Many superfluous parameters need to be estimated;

• Reasoning becomes computationally more demanding as the number of edges
increases.

For example, consider the situation in Figure 4.3a where we want to extend Ω =
({ψ1}, ∅)withψ2 to getΩ

∗ = ({ψ1, ψ2}, {〈ψ2, ψ1〉}). Applying the edge discovery procedure
described in Procedure 4.1, to obtain the newModular BNΩ∗ will result in the following
variable pairs E = {(M,C1), (M,R1), (Smell,C1), (Smell,R1)}. The variable pairs are added
toE, because the four corresponding pairwise CIs, which assert the conditional indepen-
dencies (M y C1|Cond)P, (M y R1|Cond)P, (Smell y C1|Cond)P and (Smell y R1|Cond)P,
failed the test. I.e. in the ground truth model in Figure 4.1a these conditional inde-
pendencies are not represented and are therefore false. The dependence between the
variablesM andC1 induces dependencies also between variable pairs (M,R1), (Smell,R1)
and (Smell,C1). These variable pairs are shown as undirected edges in the Modular BN
shown in Figure 4.4a. Consequently, this Modular BN corresponds to the monolithic
partial directed acyclic graph (PDAG) G∗

E
= (V,E ∪ E) shown in Figure 4.4b, where the set

E represents the undirected edges,V the variables and E the directed edges in G∗
E
. Since

PDAGG∗
E
represents a class of DAG structures we callG∗

E
a pattern (see Definition 2.13).

The variables frommany of the pairs found by applying the pairwise CI test are often
conditionally independent given a conditioning set that differs from the conditioning
set used in the pairwise CIs. Therefore, for every variable pair corresponding to an
undirected edge Ei = (X,Y), where the variable pair Ei ∈ E, we try to find a conditioning



78 CHAPTER 4. VERIFICATION OF INTER-MODULE DEPENDENCIES

M GasX

Cond SymptSmell

Cond

1C

1R

1ψ

2ψ

2C

(a)

M

GasX

Cond

1C

SymptSmell

1R

2C

(b)

Figure 4.4: (a) edge discovery in themodular BNΩ∗ where the variable pairs Ewhich failed the pairwise
CI test are added as undirected edges. (b) the corresponding monolithic pattern G∗

E
of Ω∗ with variable

pairs E added as undirected edges

set S of variables that makes the two variables X and Y independent. If we find a
conditioning set S which makes the two variables independent then the edge (X,Y) is
superfluous and must be removed from G∗

E
.

It turns out that we can confine the search for conditioning variables in the Modular
BN that render variables X and Y independent; i.e. only a subset of all variables in
the Modular BN needs to be considered as potential conditioning variables to render
X and Y independent. Given that X and Y are conditionally independent in the true
underlying probability distribution, then some conditioning setS exists such thatX and
Y are conditionally independent given S, i.e. (X y Y|S)P holds. For X or Y we can find
the Markov Blanket, i.e. BLpattern(X) or BLpattern(Y), respectively, by only considering the
pattern G∗

E
(as for example G∗

E
in Figure 4.4b). Instantiation of all variables contained in

BLpattern(X) and BLpattern(Y) renders variables X and Y, respectively, independent of any
other variable in the Modular BN. Consequently, the conditioning set S must be a subset of
the Markov blanket found in pattern G∗

E
, i.e. S ⊆ BLpattern(X) or S ⊆ BLpattern(Y).

Markov blanket can be found in a pattern with the help of the following procedure:

Procedure 4.2 (Markov Blanket in Pattern). Assume a patternG = (V,E∪E) with variables
V, directed edges E and undirected edges E. Let at least one DAG in the set of DAGs represented
by this pattern be an I-map with respect to P(V); then aMarkov blanket for a variable X ∈ V,
i.e. BLpattern(X), is the union of the following sets:

(i) All children of X, i.e. Ch(X). When X is connected to another variable Vi ∈ V through an
undirected edge X−Vi then Vi is considered a child of X and is included in the set Ch(X);

(ii) For each Yk ∈ Ch(X) take the parents of Yk, i.e. Pa(Yk). When Yk is connected to another
variable V j ∈ V through an undirected edge Yk − V j then V j , X is considered a parent
of Yk and is included in the set Pa(Yk);

(iii) All parents of X, i.e. Pa(X). A variable Yk is parent of X if there exist a directed link from
Yk to X.

In short, BLpattern(X) = Ch(X) ∪
(

⋃

Yk∈Ch(X) Pa(Yk)
)

∪ Pa(X).
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Proposition 4.3 (Markov Blanket in a Pattern). Given that at least one DAG in the set of
DAGs, represented by pattern G, is an I-map then the set of variables BLpattern(X) obtained with

Procedure 4.2 is a Markov blanket, i.e.
(

X y V\(X ∪ BLpattern(X))|BLpattern(X)
)

P
holds.

Proof. Given that P(V) is faithful, the proposition can be proven with the help of weak
union [Pea88]:

(X y Y ∪W|Z)P ⇒ (X y Y|Z ∪W)P (4.14)

and Markov Blankets in I-maps [Pea88].
Let’s assume a DAG Gi which is an I-map with respect to P(V) and is in the set of

DAGs represented by the patternG = (V,E∪E). It is well known that a Markov Blanket
BLImap(X) of any variable X contained in Gi that is an I-map can be obtained with the
help of Proposition 2.1 in Section 2.2.5. We use this result to show that the set of variables
BLpattern(X) obtained with Procedure 4.2 is also a Markov blanket.

Since Gi is contained in the set of DAGs represented by pattern G, the edges in Gi

are also represented in G. Due to Procedure 4.2 BLImap(X) ⊆ BLpattern(X). Namely, due to
(i), (ii) and (iii) of Procedure 4.2 all variables included in the Markov blanket BLImap(X)
computed from Gi are included in the set BLpattern(X) computed from pattern G .

Moreover, with the help of the BLImap(X), we can express the following elements of
Equation (4.14):

X = X

Y = V\(X ∪ BLpattern(X))

W = BLpattern(X)\BLImap(X)

Z = BLImap(X)

(4.15)

substituting the variables X, Y, W and Z in Equation (4.14) with the variables in Equa-
tion (4.15) we get:

(X y (V\(X ∪ BLpattern(X))) ∪ (BLpattern(X)\BLImap(X))|BLImap(X)))P ⇒

(X y V\(X ∪ BLpattern(X))|BLImap(X) ∪ (BLpattern(X)\BLImap(X)))P,
(4.16)

where

Y ∪W = (V\(X ∪ BLpattern(X))) ∪ (BLpattern(X)\BLImap(X)) = V\(X ∪ BLImap(X)) (4.17)

and

Z ∪W = BLImap(X) ∪ (BLpattern(X)\BLImap(X)) = BLpattern(X). (4.18)

Substituting (V\(X ∪ BLpattern(X))) ∪ (BLpattern(X)\BLImap(X)) for V\(X ∪ BLImap(X)) and
BLImap(X) ∪ (BLpattern(X)\BLImap(X)) for BLpattern(X) in Equation (4.16) yields:

(X y V\(X ∪ BLImap(X))|BLImap(X))P ⇒ (X y V\(X ∪ BLpattern(X))|BLpattern(X))P (4.19)

The set BLpattern(X) renders X independent of the rest of the variables in G, i.e.
V\(X ∪ BLpattern(X)). Therefore, BLpattern(X) must be a Markov blanket of variable X. �
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Alternatively, aMarkovBlanket for somevariableX canalsobe obtained frompattern
Gwith the help of Equation (2.29) by considering eachDAG inG individually. The union
of all computed sets through Equation (2.29) must also be a Markov blanket if one of the
DAGs in G is an I-map. This Markov blanket might contain fewer variables compared
to the Markov blanket computed with Procedure 4.2. However, when G contains many
DAGs Procedure 4.2 can efficiently find a Markov blanket by considering only three
steps.

Note that a Markov blanket in a given pattern G∗
E
can be found if at least one DAG

in the set of DAGs, represented by G∗
E
, is an I-map with respect to the underlying

probability distribution. Fortunately, we can show that the following proposition holds
true:

Proposition 4.4 (I-map in Pattern). Assume a monolithic graph G∗ = (V,E) corresponding
to the Modular BN Ω∗ which is obtained by extendingΩ with ψi, i.e. Ω

∗ ← Ω ⊔ ψi. Let G
∗
E
be

the pattern, where E is a set of variable pairs that failed the pairwise CI tests and are added to G∗

as undirected edges. If E is obtained following Procedure 4.1 then G∗
E
includes at least one DAG

that is an I-map with respect to P(V).

Proof. The proof follows directly from Proposition 4.2. Because the set E of variable
pairs includes all the tested variable pairs that are directly dependent according to P(V),
then G∗

E
must include a BN that is an I-map (or perfect map) with respect to P(V). �

The added edges E are required to guarantee that the pattern includes at least one
DAG that is an I-map.
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Figure 4.5: Edge discovery in theModular BNΩ∗ where the variable pair Ei = (M,C1)) is a genuine edge
which remains after eliminating superfluous edges (a). The corresponding monolithic pattern G∗

E
of Ω∗

with the undirected edge Ei (b).

Propositions 4.3 and 4.4 suggest that we can indeed find adequate Markov blankets
in Patterns with the help of Procedures 4.1 and 4.2. Markov blankets can be used to test
conditional independence of X and Y in a variable pair (X,Y) ∈ E of some pattern G∗

E
.

Let’s assume that variables X and Y are in fact conditionally independent given some
subset in the foundMarkov blanket, then the undirected edge (X,Y) inG∗

E
is superfluous

and should be removed. We can obtain a Markov blanket either for X or Y given the
patternG∗

E
. To simplify discussionwe assume that variableX is used for the computation

of the Markov Blanket. Since we want to show that X is conditionally independent of
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Y variable Y must not be included in the Markov blanket BLpattern(X). Therefore, the
added undirected edge between X and Y is eliminated from pattern G∗

E
to obtain the

mutilated pattern G∗
E\(X,Y)

. Since the added edge between X and Y is superfluous the

mutilated patternG∗
E\(X,Y)

still includes a DAG that is an I-map. Consequently, the found

set BLpattern(X) is a Markov blanket that renders X and Y conditionally independent. If,
however, X and Y are dependent, then the mutilated pattern G∗

E\(X,Y)
does not represent

a DAG that is an I-map. Consequently, the found set BLpattern(X) is not a Markov
Blanket. In such a case, there is no set of variables in the pattern G∗

E
that can make X

and Y conditionally independent. To summarize, if the set found with Procedure 4.2 using
mutilated pattern G∗

E\(X,Y)
is a Markov Blanket of variable X then X and Y are conditionally

independent, otherwise X and Y are directly dependent.
However, in certain cases Y is still included in the computed Markov blanket

BLpattern(X) due to multiple added undirected edges in G∗
E\(X,Y)

beside the edge cor-

responding to (X,Y). In these cases we can safely remove Y from the found Markov
blanket BLpattern(X). If X and Y are conditionally independent then the set BLpattern(X)\Y
is still a Markov Blanket of X and the approach to verifying the dependency mentioned
above still applies. Thus, with the help of the Markov Blanket found in a pattern we can
eliminate superfluous edges.

The foundMarkov blanket often includes a smaller or equal sized setS ⊆ BLpattern(X)
or S ⊆ BLpattern(Y) that renders X independent from Y. Theoretically, a single condi-
tional independence test is enough to judge if two variables X and Y are conditionally
independent if all variables in the Markov blanket BLpattern(X)\Y or BLpattern(Y)\X are
instantiated. However, when a Markov blanket BLpattern(X) or BLpattern(Y) is found by
using Procedure 4.2 it might contain many variables that are not required to render X
independent from Y and vice versa; i.e. there often exists a smaller conditioning set
that renders X independent of Y. Given limited data, it makes sense to test conditional
independence between variables X and Y by initially using small conditioning sets
S ⊆ BLpattern(X) or S ⊆ BLpattern(Y) and then gradually increase the size of S until the test
indicates independence or S = BLpattern(X) or S = BLpattern(Y). Smaller conditioning sets
S require lower order statistics and thus support more reliable dependency analysis,
given limited data sets. This can be exploited in case of independent variables, where
we could find a conditioning set that is smaller than the full Markov Blanket. I.e. only
one subsetS that rendersX conditionally independent of Y is enough to conclude thatX
and Y are not directly dependent. However, for two directly dependent variablesX and
Ywe have to test their dependence by using all possible subsets of the set BLpattern(X)\Y
or BLpattern(Y)\X in Procedure 4.2.

The procedure of discovery of genuine edges is shown in Algorithm 3. Proposi-
tions 4.2, 4.3 and 4.4 imply that Algorithm 3 supports effective discovery of genuine
dependencies which are not correctly captured by a Modular BN. By exploiting local
structure, the algorithm runs with exponential time complexity in the number of variables in the
Markov blanket found with the help of using Procedure 4.2 (see AppendixA formore details). The
number of variables in this Markov blanket is often significantly smaller than the number of all
other variables in the Modular BN we would otherwise have to consider as possible conditioning
variables.

To illustrate the discovery algorithm we try to eliminate the superfluous edge Ei =
(R1, Smell) shown in Figure 4.4a. We start by finding the Markov blanket for variable
R1 in G∗

E\(R1,Smell)
by using Proposition 4.3. Consequently, BLpattern(R1) = {C1,M,Cond}.
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Algorithm 3: EdgeDiscovery(Ω∗,E)

Input: The Modular BN Ω∗ with variables V, BN modulesM and monolithic
graph G∗; a set of variable pairs E

Output: A set of edges Ê, represented as variable pairs, that are considered
directly dependent.

Ê← E;1

add Ê as undirected edges to G∗ to get pattern G∗
Ê
;2

foreach (X,Y) ∈ E do3

BLpattern(X)← compute Markov blanket of X in G∗
Ê\(X,Y)

;4

SetZ = BLpattern(X)\Y orZ = BLpattern(Y)\X;5

foreach S ⊆ Z do6

// δ is threshold (see Section 4.6.1)
if I(X,Y|S) ≤ δ then7

G∗
Ê
← Remove the edge (X,Y) from G∗

Ê
;8

Ê← Remove the edge (X,Y) from Ê;9

break;10

end11

end12

end13

Return Ê;14

In order to determine the conditioning sets we can take the powerset of BLpattern(R1)
and we get the following conditioning sets: {∅}, {C1}, {M}, {Cond}, {C1,M}, {C1,Cond},
{M,Cond} and {C1,M,Cond}. It turns out that the conditioning sets {C1,Cond}, {M,Cond}
and {C1,M,Cond} render the variables R1 and Smell conditionally independent and we
can eliminate the edge Ei = (R1, Smell) from G∗

E
, because it is not genuine. Similarly,

we can eliminate the edges (M,R1) and (Smell,C1). For the genuine edge (M,C1) no
conditioning set can be found that renders M and C1 independent. Also note that the
found set of variables BLpattern(M) or BLpattern(C1) in G

∗
E\(M,C1)

following Proposition 4.3

are no Markov blankets, because the variablesM and C1 are directly dependent and the
pattern G∗

E\(M,C1)
does not contain a BN that is an I-map. The resulting Modular BN and

pattern are shown in Figure 4.5a and Figure 4.5b, respectively.

4.5.2 Finding the Orientation

After eliminating the superfluous edges the undirected edges between directly depen-
dent variables remain. These undirected edges are oriented (add directionality) by
exploiting converging connections [Pea00,SGS00]. Such connections have a unique sta-
tistical signature and can therefore be used to discriminate between the different types
of connections (see Definition 2.5) and, consequently, add orientation to some of the
remaining undirected edges.

For example, the recovered structure in Figure 4.5a and its corresponding pattern in
Figure 4.5b captures two BNs (including the ground truth model given in Figure 4.1a).
One BN with M ← C1 and another BN with M → C1. From the ground truth model
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we know that the latter is the right orientation of the edge. This can be discovered
because variable C2 is marginally independent of M, i.e. (C2 y M|∅)P. The only way to
represent this independence in the pattern is by showing the d-separation (C2 y M|∅)G.
Consequently, M→ C1. If, hypothetically, (C2 y M|∅)P is not true then the d-separation
(C2 yM|C1)G should be portrayed in the pattern, i.e. M← C1.

Next to the converging connections a DAG can also consist of serial and diverging
connections. Because the serial and diverging connections have an identical statistical
signature, we can only restore the representation of the conditional independencies up
to the Markov equivalence class [Nea03]. However, this class includes the ground truth
model.

4.5.3 Privacy

In Chapter 3 we discussed situations where the internal variables of BNmodules can be
kept private. When performing the conditional independence tests data is required for
the computation of probabilities for the mutual information measure. This data consist
of information from different modules which would disclose information about private
internal variables. The probabilities that are required for the computation of the mutual
information measure are estimated throughmaximum likelihood estimation (MLE) (see
Section 2.2.7.2),which requires only relative frequencies of state combinations of different
variables while the parameters, capturing the strength of the direct dependencies, as
well as semantics or the labels of the variables are not relevant. This information can
be hidden by masking the variable and state names. Thus each designer discloses the
variables and the corresponding data using different internal variable and state names.

Moreover, the actual testing of dependence can be performed by an independent
system that combines the receiveddata fromdesigners and guarantees that the provided
information is not relayed to other designers or used differently beside testing for inter-
module dependencies. In this way information about dependencies between internal
variables cannot be discovered from the data.

Note that for reliable detection of missing inter-module dependencies we need less
data than for reliable discovery of missing inter-module dependencies. The discovery
is likely to be based on larger conditioning sets, which means that we have to use more
data to reliably estimate the distributions over these sets, required for the conditional
independence tests.

While the masked data of the variables in a module must be shared in the pairwise
CI tests, the structure of each BNmodule can remain private. I.e. the structure does not
have to be disclosed to perform the conditional independence tests. For the discovery of
missing dependencies, on the other hand, Markov blankets must be found in a pattern.
This might require sharing of information about the direct dependencies in different
modules.

4.6 Dealing with Limited Data Sets

Due to noise in the data the observed I(X,Y|Z) will never be exactly 0, even if a finite data
set D is sampled from a distribution for which (X y Y|Z)P holds. Therefore, a thresh-
old δ is used as a decision boundary for deciding if two variables are (conditionally)
dependent, i.e. if I(X,Y|Z) is higher than δ then X and Y are considered dependent.
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4.6.1 Adaptive Threshold

In our approach δ is based on the CMI corresponding to pairs of variables in localmodels
for which we know that the two variables in the pair are (conditionally) independent
given another set of variables in the local model. The threshold δ is set equal to themaximum
estimated conditional mutual information between two conditionally independent variables in
the local models:

δ = max(I), (4.20)

whereIdenotes a list that contains a set of computed conditionalmutual information
values I(X,Y|Z) for different pairs of conditionally independent variables X and Y given
some conditioning set Z, i.e. (X y Y|Z)P.

Since we assume that BN modules are local I-maps, the d-separations within a
local module correspond to valid conditional independencies in the underlying true
probability distribution. Consequently, each d-separation in the DAG of a local module
can be used for the computation of the threshold. By taking the maximum estimated
mutual information of two variables that are known to be conditionally independent,
we obtain a conservative estimate of typical values of CMI for independent variables,
given a particular number of data samples and the underlying true distribution.

The threshold influences the decisions about the conditional independence between
variables in modular BNs. False positives are the result of having a threshold that
is too low, i.e. computed mutual information values are above the threshold and the
two variables are considered dependent while in reality the variables are independent.
Taking a threshold that is lower than the maximum value will naturally result in more
false positives. In other words, more pairs of variables will be flagged as dependent. On
the other hand, lowering the thresholdwill also result inmore true positives. I.e. weakly
dependent variables with a small mutual information value are correctly classified if the
threshold value is low enough. Not surprisingly, there is a trade-off between the value
of the threshold and the classification performance on true and false positives and,
consequently, on false and true negatives. This trade-off is caused by noise in the
data that can result in cases that are in the so called gray area. The gray area includes
pairs of dependent variables that have an estimated mutual information value that is
lower than the maximum estimated mutual information value for two independent
variables (this is the maximum threshold value when we only consider independent
variables within local modules), thus resulting in false negatives. On the other hand,
this gray area also includes cases of independent pairs of variables that have an estimated
mutual information value that is higher than the smallest estimatedmutual information
value of two dependent variables. In general, such separability issues are inherent in
classification problems.

By taking themaximumcomputed thresholdwe reduce the number of false positives.
False positives (false alarms) can be very costly in practice andmust be avoided asmuch
as possible. On the other hand, taking themaximum threshold, instead of a lower value,
will also increase the false negatives, i.e. we will completely miss out on dependent
variables and consider them as independent. This, of course, can be disastrous if
this dependence has a significant effect on the computed posterior. However, these
pairs of variables are typically weakly dependent, and, consequently, the impact on the
computed posterior is likely to be negligible. Of course, the number of false positives
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can be reduced further if we set the threshold higher than the maximum value and
we are willing to accept that more (stronger) dependent variables will be considered
independent. Such thresholds are considered ad hoc, since we do not know how far we
must take the threshold from the maximum value. The maximum threshold value, on
the contrary, is directly grounded on the available conditional independencies in local
models and the data. In other words, the maximum threshold incorporates the noise in
the data and tells us the measured maximum mutual information value for which two
variables are still independent.

4.6.2 Limited Data Quantities

Itmight occur that there is not enoughdata available to estimate the probabilities reliably.
In order to avoid bad estimates [Fie80] suggests that the number of samples in the data be
at least five times the number of different state combinations forwhich an expectedvalue
needs to be estimated for hypothesis testing. Also, in [SGS00] variables are considered
conditionally dependent if the number of data samples in D is less than 10 times the
number of cells for which a conditional probability distribution needs to be estimated. A
similar safety net can be used for the presented verification algorithms: assumewewant
to compute the conditional mutual information I(X y Y|Z) which requires a probability
estimate P̂(W), whereW = X∪Y∪Z. If the number of data samples inD is less than 10
times the number of state configurations of W then we consider X and Y conditionally
dependent, given Z. By adopting this policy we reduce the chance that genuine edges
are not discovered. However, the chance that superfluous edges are introduced into the
model increases. Superfluous edges over specify the model, but cannot invalidate the
I-mapness property of a model. Missing genuine edges, on the other hand, result in a
model that cannot, in general, be correctly parameterized and likely result in incorrect
computation of posteriors. I.e. the model is not an I-map anymore. Superfluous edges,
however, can have consequences regarding the computational effort for the discovery
algorithm. Namely, each edge that failed the pairwise CI test is added to the pattern
and needs to be tested on genuineness. Thus adding edges due to small data sizes can
have serious computational consequences for the discovery algorithm.

In the next section we discuss the experiments with the verification algorithms. The
above policy is not used in the experiments. The decision about conditional independence is based
on any data size.

4.7 Experiments

We empirically validated the detection anddiscovery algorithms discussed in Section 4.4
and Section 4.5, respectively. Therefore, the experiments consist of two parts, namely:
one set of experiments focused on the detection part using Algorithm 2 and another
set of experiments focused on the discovery of missing edges using Algorithm 3. The
algorithms are validated with the help of the following networks:

• The Gas Detection Network (GDN), depicted in Figure 4.6a, captures causal pro-
cesses in a monitoring system involving heterogeneous sensors and humans as
information sources. This is an example of a relevant domain, where the Modular
BNs and the introduced detection and discovery algorithms support efficient con-
struction of advanced distributed information fusion systems. While monitoring
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is globally a complex process involving many heterogeneous causally dependent
phenomena, the I-map of the underlying distribution is relatively sparsely con-
nected. The CPT values of the GDN can be found in Table B.1 in Appendix B.

• The ALARM network (A Logical Alarm Reduction Mechanism) [BSCC89], de-
picted in Figure 4.7a, is used for generating alarm messages for patient monitor-
ing. The ALARM network is used to compute probabilities for different diagnoses
basedon available evidence. ALARMis one of the often usedbenchmark networks
in structure learning algorithms. Compared to the GDN network this network is
far more complex with respect to the number of nodes, states and edges.

• The Insurance network [BKRK97], depicted in Figure 4.8, is used for estimating
the expected claim costs for a car insurance policyholder. Compared to ALARM
this network has less nodes, but these nodes are more densely connected and,
therefore, learning this network is very challenging.

Table 4.1 summarizes various characteristics of the used networks.

network nodes edges max states avr states
GDN 23 28 2 2.00
Alarm 37 46 4 2.84
Insurance 27 52 5 3.30

Table 4.1: Bayesian network statistics.

In the following text we first discuss the experimental setup and then discuss the
experimental results.

4.7.1 Preparation of the Data and Modular BNs

The data used for the experimentation was obtained by forward sampling [KF09] on
monolithic networks, listed in Table 4.1, that represent the ground truth processes. A
databaseD of one million complete data cases (samples) is obtained. From D a subset
of data cases of varying sizes is randomly selected for the experiments.

To evaluate the detection and discovery procedures described in Section 4.4 and
Section 4.5, respectively, modules for Modular BNs were constructed by decomposing
the monolithic BNs. For the GDN network in Figure 4.6a the modules were manually
specified. The resulting Modular BN is shown in Figure 4.6b; rounded rectangles repre-
sent BN modules with the corresponding local BNs. The edges and nodes, emphasized
through thick dashed-dotted lines, were deliberately removed from the modules ψ1 and
ψ7 to introduce missing inter-module dependencies C1 → Ion and C3 → E4.

The order in which the resulting modules were connected to each other to form the
Modular BN in Figure 4.6b was randomized. In this way the verification algorithms
were exposed to different pairwise CI tests based on different sets of variables. For the
evaluation of the detection and discovery of the missing edges C1 → Ion and C3 → E4

30 different randomly selected assembly orders were used.
From the ALARM and Insurance network, on the other hand, different sets of mod-

ules were automatically generated following the procedure described in Appendix C.
Each set of modules was generated such that a single inter-module dependency was not
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Figure 4.6: (a) An artificially created gas detection network (GDN) (b) and the corresponding modu-
larization of the GDN model. The dashed lines show one of the possible variation of Belief Sharing
Contracts between the BNmodules; the gray nodes represent shared variables that appear in at least two
BN modules. The thick dashed-dotted nodes and directed edges are omitted from the model to create a
Modular BN with missing inter-module dependencies.
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captured correctly between modules. In addition, each module had at least three vari-
ables. With this constraint, for example, 31 different sets of varying number of modules
were generated for the ALARM network. Each of these sets was used for the creation of
a particular Modular BN.

Each set of modules, let’s call it M, was gradually combined into a Modular BN
Ω = (M,R) by using Definition 4.2. In other words, the modules fromM were added
to an evolving Modular BN step by step, until each module in M had at least one
Belief Sharing Contract (see Definition 3.3) with another module inM. For each pair of
modules that established aBelief SharingContract thedetection algorithmanddiscovery
algorithm were executed in order to detect and discover the missing edges between the
modules. The results of running the verification algorithms on the network listed in
Table 4.1 are discussed in Section 4.7.3 for the detection algorithm and in Section 4.7.4
for the discovery algorithm.

4.7.2 Determination of the Adaptive Threshold

The threshold δ, discussed in Section 4.6.1, can be obtained in different ways. In this
thesis we experiment with multiple variants of the adaptive threshold, based on differ-
ent approaches to the computation of the mutual information and on different sets of
computed mutual information values in list I (see Equation (4.20)). The computation
can vary in the following ways:
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• The mutual information can be either used directly, such as in Equation (2.11), or
it could be normalized, such as in Equation (2.15). We refer to these two different
types of mutual information as CMI and NCMI, respectively.

• The threshold can be computed in a batch or in a sequential manner. If we assume
that all BN modules are known prior to constructing the Modular BN we can use
all the locally represented conditional independencies in each BN module for the
estimation of the threshold. Such estimated thresholds are referred to as batch
thresholds (Batch). On the other hand, if we assume that the BNmodules become
available during the construction phase of the Modular BN then the information
about locally represented conditional independencies becomes available at the
point the BN module is introduced to a Modular BN. Consequently, for each set
of BN Modules the threshold is recomputed whenever a new local module is
added to the Modular BN. In this case the threshold is computed only from locally
represented conditional independences in the BN modules that have been added
to the Modular BN so far. Such estimated thresholds are referred to as sequential
threshold (Seq).

• The thresholds are determined by using the estimated conditional mutual infor-
mation for each pairs of variables in the modules, given some conditioning sets.
An important factor is the choice of the conditioning sets.

For each pair of variables X j ∈ Vi,Yk ∈ Vi, , in some module with variables Vi, we
could find all conditioning sets that d-separate X j and Yk:

⋃

X j ,Yk∈Vi

{Zr ⊂ Vi : (X j y Yk|Zr)G}, (4.21)

We could compute the corresponding mutual information for each of these condi-
tioning sets. If we repeated this for all modules and collected the resulting values
for the conditional mutual information in list I, we would obtain full conditioning
set (FCS).

Another type of thresholds is based on conditioning sets that are not larger than
some maximum number s of variables:

⋃

X j ,Yk∈Vi

{Zr ⊂ Vi : (X j y Yk|Zr)G ∧ |Zr| ≤ s}, (4.22)

whereVi are again all local variables in a BNmodule and |Zr| denotes the number
of variables in the conditioning set Zr. If the determination of elements in I is
based on such sets of conditioning variables, we obtain reduced conditioning set
(RCS).

In this thesis we set s equal to the maximum number of shared variables between
any two BN modules in the current modular BN.

For example, if we use a NCMI/Batch/RCS threshold then all computed mutual
information values in the list I in Equation (4.20) are normalized and computed by
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using represented conditional independencies (X j y Yk|Zr)G in all local modules in the
Modular BN where the number of variables in Zr is not greater than some maximum
number of shared variables between two BN modules in the modular BN.

Thresholds based on batch are realistic if all modules that are going to be integrated
into a Modular BN are known prior to the operation. There might be cases, however,
where the sequential thresholds have to be used, since new modules are being created
and added after the setup of the initial Modular BNs.

Moreover, we investigate the impact of the thresholds based on FCS and RCS. The
mutual information values estimated for the larger conditioning sets are likely to be as-
sociated with greater deviations. The number of variables in the estimated probabilities
used for the computation of thresholds should not differ too much from the number of
variables in the estimated probabilities used for the CI tests. This to avoid situations
where the introduced error in the estimated threshold ismuch larger than the error in the
mutual information estimates for the pairwise CI. In such cases the threshold is likely too
high. Therefore, the RCS threshold is based on local conditional independencies given
conditioning sets up to a certain size, i.e. the maximum number of shared variables
between two BN modules.

4.7.3 Detection Results

The performance of the detection algorithm ismeasuredwith the true positive rate (TPR)
and the false positive rate (FPR) for different sample sizes:

TPR =
TP

TP + FN
(4.23)

FPR =
FP

FP + TN
(4.24)

where TP is the number of true positives, FP is the number of false positives, FN is
the number of false negatives and TN is the number of true negatives. A true positive
TP corresponds to a situation in which a particular Modular BN omits at least one
genuine inter-module dependency and this is correctly signaled (i.e. detected) by the
detection algorithm2. On the other hand, a true negative TN corresponds to a situation
in which a particular Modular BN is a correct model (i.e. it does not omit any genuine
inter-module dependency) and this is correctly signaled by the detection algorithm.
The algorithm does not detect any omission of important links. A false positive FP
corresponds to a situation in which a particular Modular BN is a correct model but the
detection algorithm signals an omission of a genuine inter-module dependency. Finally,
a false negative FN corresponds to a situation in which a particular Modular BN omits
at least one genuine inter-module dependency but this is not correctly signaled (i.e.
detected) by the detection algorithm; i.e. the algorithm does not detect the omission of
an important link.

The detection performance is solely based on the pairwise CI tests (seeDefinition 4.4).
If a single pairwise CI fails the test, then the Modular BN built so far is classified as a
positive instance, i.e. it is assumed that a genuine dependency exists, which is not

2Note that the detection algorithm does not specify where exactly the modeling fault occurred. I.e.
the detection algorithm simply returns true if somewhere in a particular Modular BN at least one genuine
inter-module dependency is supposed to be missing.
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correctly represented in the resulting Modular BN (i.e. a dependency is omitted from
themodel). If all pairwiseCIs pass the test then theModular BN is classified as a negative
instance, i.e. nomodeling faults in theModular BN are detected. The true/false positives
and true/false negatives are determined by checking the ground truth of the pairwise
CI tests. For example, if a single pairwise CI test fails and the Modular BN is classified
as a positive instance, while all pairwise CIs would be successful given unlimited data,
then this classification counts as a false positive. On the other hand, if all pairwise CIs
pass the test and in fact at least one pairwise CI is false then the classification counts as
a false negative.

For each set of modules the verification algorithms are executed for different data
sizes; for each set of modules and data size we collect the counts for TP, FP, FN and TN.
In order to get good statistics the experiment is repeated 30 times by re-sampling the
data and by combining the same set of modules following the same order3. In this way
we can determine the average TP, FP, FN and TN counts and compute the TPR and FPR.
In other words, for each network (GDN, ALARM or Insurance), data size, and threshold
type we compute the TPR and the FPR.

GDN

Figure 4.9 shows the detection results for theGDN for different types of thresholds based
on RCS. In Figure 4.9a the TPR is plotted. From this figure it is clear that, for large data
sizes, the different approaches to computing thresholds do not have a notable influence
on the performance. All thresholds had a good performance for sample sizes greater
than 100 samples. With respect to the FPR shown in Figure 4.9b, the thresholds based
on Batch perform better than the thresholds based on Seq. In addition, the thresholds
based on the NCMI perform better than the thresholds using the CMI.

Figure 4.10 shows the detection results for the GDN network based on FCS. Fig-
ure 4.10b shows that the thresholds based on FCS result in better FPR compared to
the FPR achieved with the thresholds based on RCS (see Figure 4.9b). However, in
Figure 4.10a the TPR is slightly lower for the thresholds based on FCS compared to the
thresholds based on RCS.

ALARM network

In Figure 4.11 the detection results are shown for the ALARM network for different
thresholds based on RCS. Figure 4.11a shows the TPR of detection. The TPR for the dif-
ferent thresholds do not show significant differences. On the other hand, in Figure 4.11b
it is obvious that the thresholds based on the NCMI yield better FPR, compared to the
thresholds based on CMI. Also, the Batch thresholds result in better FPR compared to
the thresholds based on Seq.

Figure 4.12 shows the detection results for the ALARM network for different types
of thresholds based on FCS. Figure 4.12b shows that such thresholds result in better FPR
compared to the thresholds based on RCS shown in Figure 4.11b. However, TPR for the

3Except for the GDN network for which only one set of modules is available. For this network the set of
modules are combined in different randomly chosen orders to expose the algorithm to different pairwise CI
tests (see also Section 4.7.1). Consequently, for each different combination order we rerun the experiment 30
times.
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Figure 4.9: Detection results of the GDN using different types of thresholds based on RCS. (a) shows the
TPR and (b) shows the FPR.
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Figure 4.10: Detection results of the GDN using different types of thresholds based on FCS. (a) shows
the TPR and (b) shows the FPR.
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Figure 4.11: Detection results of the ALARM network using different types of thresholds based on RCS.
(a) shows the TPR and (b) shows the FPR.
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Figure 4.12: Detection results of the ALARM network using different types of thresholds based on FCS.
(a) shows the TPR and (b) shows the FPR.
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thresholds based on FCS in Figure 4.12a is slightly worse than the TPR of the thresholds
based on RCS shown in Figure 4.11a.

Insurance Network

In Figure 4.13 the detection results are shown for the Insurance network for thresholds
based on RCS. Figure 4.13a shows the TPR of detection. For low data sizes the thresholds
based on NCMI and Seq perform slightly better than the thresholds based on CMI and
Batch, respectively. In Figure 4.13b, the FPR of detection is shown. In this figure,
however, it is clear that the thresholds based on Batch result in a better FPR compared
to the thresholds based on Seq. For low data sizes thresholds based on CMI have the
best FPR, but the performance decreases for higher data sizes. Additionally, thresholds
based on NCMI and Batch yield the best FPR given large data sizes.

Figure 4.14 shows the detection results for the Insurance network for different types
of thresholds bases on FCS. The plots show that also for the Insurance networks the
thresholds based on FCS result in better FPR, but in slightly worse TPR compared to the
thresholds based on RCS.

Summary of Detection Results

The plots for all networks show that the thresholds based on FCS result in better FPR, but
in slightly worse TPR compared to the thresholds based on RCS. This is a consequence
of the impact the data noise had on the computation of the mutual information based on
larger conditioning sets. In case of thresholds basedonFCS, theusedmutual information
values were estimated from conditional probabilities with more state combinations than
the conditional probabilities used for the computation of mutual information values for
the pairwise CI tests. Namely, the conditioning sets used in these tests are typically the
shared variables between BN modules. The number of shared variables between BN
modules is often significantly smaller than the number of variables in the conditioning
sets of local conditional independencies in BN modules used for the determination of
the thresholds.

Consequently, in the presented experiments, the estimation error for the mutual
information used for the threshold was larger than the error in the mutual information
estimates for the pairwise CI. This resulted in larger thresholds, which reduced the TPR
as well as the FPR, compared to the experiments based on the RCS.

On the other hand, the choice between CMI/NCMI as well as the Batch and Seq
did not introduce a notable difference in TPR. However, with respect to the FPR, the
thresholds based on NCMI and Batch perform best for all networks. Additionally, the
use of thresholds based on Batch improve the detection performance compared to the
thresholds based on Seq.

Also note, that the detection performance for the GDN network is much better than
for the ALARM and Insurance network. In addition, the detection performance for
ALARM is better than for the Insurance network. This is due to the complexity of the
networks (see Table 4.1). More complex networks require more data to estimate the
probabilities used for the computation of CMI/NMCI reliably.
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Figure 4.13: Detection results of the Insurance network using different types of thresholds based on RCS.
(a) shows the TPR and (b) shows the FPR.
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Figure 4.14: Detection results of the Insurance network using different types of thresholds based on FCS.
(a) shows the TPR and (b) shows the FPR.
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4.7.4 Discovery Results

The performance of the discovery algorithm is measured with the precision and recall
of the discovered missing edges:

precision =
|discovered missing edges|

|discovered edges|
(4.25)

recall =
|discovered missing edges|

|missing edges|
(4.26)

For each set of modules that must be combined into a modular BNwe determine the
precision and the recall of the discoveredmissing edges for different sample sizes. Since
for each sample size the experiment is repeated several times the average precision and
recall are computed. We will adopt the same repetition scheme, as used in Section 4.7.3,
i.e. we repeat the experiment 30 times for each data size with re-sampled data.

The average precision is ameasure for the portion of superfluous edges that could be
eliminated from the Modular BN, while the recall is a measure of the number of missing
edges that were actually discovered. Note that these performance measures are dependent
on both the detection and discovery algorithm. The detection algorithm produces an initial
candidate list of potential missing edges and, subsequently, the discovery algorithm
eliminates the superfluous edges from this list. If the detection algorithm fails to add
the true missing edge to the candidate list of potential missing edges then there is no
way for the discovery algorithm to discover the true missing edge.

GDN

Figure 4.15 shows the discovery results for the GDN network for thresholds based on
RCS. In Figure 4.15a the recall is plotted. This figure shows that there is no notable
difference between the different types of thresholds based on RCS. Similarly, for the
precision in Figure 4.15b this is the case.

Figure 4.16 shows the discovery results for the GDN network for thresholds based
on FCS. The plots show that the recall and precision are worse when thresholds based
on FCS are used compared to the thresholds that are based on RCS. Also in this case,
there is no significant difference between the different types of thresholds for the recall
and precision.

ALARMNetwork

In Figure 4.17 the discovery results are shown for the ALARM network for thresholds
based on RCS. In Figure 4.17a the recall is plotted and in Figure 4.17b the precision is
plotted. In both figures thresholds based on NCMI outperform the thresholds that use
CMI. Especially, in the precision plot there is a significant difference for large data sizes.

In Figure 4.18 the discovery results are shown for the ALARMnetwork for thresholds
based on FCS. The thresholds based on FCS improve the precision compared to the
thresholds based on RCS, i.e. more superfluous edges are removed. The recall is
approximately the same for thresholds based on RCS and thresholds based on FCS.
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Figure 4.15: Discovery results of the GDN using different types of thresholds based on RCS. (a) shows
the recall and (b) shows the precision.
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Figure 4.16: Discovery results of the GDN using different types of thresholds based on FCS. (a) shows
the recall and (b) shows the precision.
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Figure 4.17: Discovery results of the ALARM network using different types of thresholds based on RCS.
(a) shows the recall and (b) shows the precision.
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Figure 4.18: Discovery results of the ALARM network using different types of thresholds based on FCS.
(a) shows the recall and (b) shows the precision.
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Figure 4.19: Discovery results of the Insurance network using different types of thresholds based on
RCS. (a) shows the recall and (b) shows the precision.
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Insurance Network

In Figure 4.19 the discovery results are shown for the Insurance network for thresholds
based on RCS. In Figure 4.19a the recall is plotted and in Figure 4.19b the precision
is plotted. The recall plot shows that thresholds based on NCMI and Batch perform
slightly better than thresholds based on CMI and Seq, respectively. The thresholds
based on CMI result in a significantly better precision than for the thresholds based on
NCMI.

In Figure 4.20 the discovery results are shown for the Insurance network for thresh-
olds based on FCS. The plots show that the recall gets slightly worse when thresholds
based on FCS are used compared to the thresholds based on RCS. However, the preci-
sion improves for thresholds based on FCS. Figure 4.20b shows that thresholds based on
NCMI result in a slightly better precision than the thresholds based on CMI in contrast
to Figure 4.19b.

Summary of Discovery Results

By using thresholds based on the FCS, the recall stays approximately the same for
the ALARM network while it gets slightly worse in the case of the Insurance network
compared to the performance resulting from the thresholds based on the RCS. The
precision, on the other hand, improves for both the ALARMand the Insurance networks
if thresholds based on the FCS are used. In case of the GDN thresholds based on
RCS resulted in better recall and precision than the thresholds based on FCS. As it was
explained in Section 4.7.3, this is due to the impact the data noise had on the computation
of the mutual information based on the size of the conditioning sets. Namely, in case
of thresholds based on FCS, the used mutual information values were estimated from
conditional probabilitieswithmore state combinations than the conditional probabilities
used for the computation of mutual information values for the pairwise CI tests. In the
GDN network the number of shared variables between two BN modules is typically
small, while the conditioning sets inducing conditional independences in local models
can be significantly larger. Therefore, thresholds based on FCS are too high which,
consequently, results inmore false negatives affecting the precision and recall. This effect
is less severe in the case of the ALARM and Insurance networks, because the difference
between sizes of conditioning sets used for the determination of the thresholds and the
conditioning sets used for the CI tests is in average smaller than in the case of GDN.

Also, in the case of the ALARM and Insurance networks, the thresholds based on
the NCMI tend to result in better performance than the thresholds using CMI. However,
in the GDN the thresholds that are based on NCMI perform slightly worse than the
thresholds that are based onCMI.Moreover, the performance of the discovery algorithm
is not significantly different when comparing Batch and Seq.

4.8 Discussion

In this chapter we discussed detection and discovery of missing inter-module depen-
dencies in modular Bayesian networks (Modular BNs) that are gradually constructed
out of BNmodules with locally correct structure. Two algorithms were presented. First,
the detection algorithm that exploits (i) the correctness of locally represented conditional
independencies and (ii) the faithfulness assumption in order to efficiently detect missing
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Figure 4.20: Discovery results of the Insurance network using different types of thresholds based on
FCS. (a) shows the recall and (b) shows the precision.
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inter-module dependencies. As it turns out, testing of pairwise conditional indepen-
dencies (pairwise CIs), which use the intersection of variables between a new module
and modules in an existing Modular BN, is sufficient to detect missing inter-module de-
pendencies. Detection of missing dependencies can be performed with quadratic time
complexity in the number of modules, which makes this algorithm efficient for gradual
verification of large Modular BNs in real time.

Second, the discovery algorithm can learn the missing inter-module dependency by
considering the known dependency structure of the Modular BN and the set of variable
pairs that correspond to failed pairwise CI tests obtained by the detection algorithm.
Discovery of dependencies betweenmodules ismore expensive than detection. Namely,
it requires variation of the conditioning variable sets, which is exponential in the number
of variables used for the formation of these conditioning sets. However, we avoid
the complexity challenges associated with common approaches where the dependency
structures are learned from scratch. The reason for this is twofold. Firstly, the structure
in local BNs is known and it is considered to be correct. This means that a large portion
of the structure in the distributed system does not need to be discovered. Secondly,
the number of combinations of variables used in conditioning sets can be limited if the
d-separation is taken into account. In particular, for each Modular BN for which the
detection algorithm indicated modeling faults (i.e. missing dependencies), we can find a
pattern (Definition 2.13). In such graphs the potential links discovered via pairwise CI
tests are representedas undirected edges. Moreover,we showed that in such patternswe
can findMarkov blanketswhich contain all variables that are necessary for the formation
of conditioning tests in the discovery algorithm (see Section 4.5). Consequently, the
discovery algorithm runs exponentially in the size of the Markov blanket instead of the
size of all other variables in theModular BN. This is important, sinceMarkov blankets in
BNswhich are not fully connected typically consist of small subsets of variables from the
overall Modular BNs. Therefore, in an important class of domains, such as monitoring
based on multiple sensors, the discovery process is likely to be tractable.

Independently of the number of data samples, the presented approach critically
depends on the ability to observe variables in theModular BN. In order to verifywhether
a new inference system obtained by adding a new type of local modules still correctly
captures the dependencies and thus supports correct inference, we have to observe all
variables which are hidden during normal operation. This is certainly a substantial
challenge. However, the problem is relaxed if we take into account the fact that inter
module dependencies have to be validated only the first time a new type of a module
is introduced. Thus, the validation takes place in a special experimentation mode
in which we can use well calibrated, high quality sensors to observe the variables
which are hidden during a normal operation. For example, in the monitoring domain,
the initial evaluation of the dependencies in an integrated model capturing a certain
combination of sensor devices would require observations of modeled internal states
of sensor components corresponding to model variables (e.g. C1, C2 in Figure 4.1a).
For each sensor type we could equip one sensor with additional sensors observing its
internal states. Additionally, for example, we could use an advanced (expensive) sensor
to observe states of Cond in order to gather data for the determination of relations
between observations of different sensors and humans; observations of the states Cond
would be used for conditioning in the pairwise CI tests. With a few experimental sensors
we could obtain all the required data for the verification ofmodules and identifymissing
links between modules. Note that we test the combination of types of sensors and not
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a particular constellation of sensor devices. Similarly, in case of reports from citizens,
chemical advisers proficient in recognizing smell could provide reliable observations
about the variable Smell and medical staff could provide reliable information about the
symptoms (variable Sympt). In other words, collection of sufficient quantities of data
for the dependence discovery might be feasible.

Nevertheless, the detection is likely to be effective even in caseswhere all hiddenvari-
ables cannot be observed; by observing rather small subsets of variables, the omission
of inter-module dependencies could be detected.

Moreover, in this chapter it is assumed that a local BN of each module correctly
captures dependencies between the local variables the module can reason about (i.e.
compute posterior probability). This assumption is realistic in a relevant class of ap-
plications. In such settings most local BNs model causal processes in sensing devices,
which are part of a distributed monitoring system. For such BNs conditional probabili-
ties over a limited set of variables can be obtained via controlled experiments with the
components of the devices. In other words, designers can specify good causal models
for the devices they supply to the overall monitoring system.

Note that the proposed methods for the validation of dependencies are relevant
for arbitrary modular approaches to distributed modeling and inference, such as the
Distributed Perception Networks (DPN) [PdOM+08], the MSBN [Xia02], etc.

4.9 Conclusions and Future Work

In this chapter we discussed an approach for the verification of the correctness of Mod-
ular BNs by systematically testing represented inter-module dependencies between
variables in different modules. The verification is a combination of two algorithms:

• A detection algorithm: this algorithm exploits the correctness of locally represented
conditional independencies and the faithfulness assumption in order to efficiently
detect missing inter-module dependencies. The detection algorithm uses pairwise
conditional independence (pairwise CI) tests to efficiently detect missing inter-
module dependencies. The detection algorithms runs with linear time in the
number of modules in a modular BN when a single module is considered for
addition and in quadratic time in the number of modules when all modules need
to be assembled into a modular BN;

• A discovery algorithm: this algorithm learns themissing inter-module dependencies
by exploiting the local dependency structure of the modules in a Modular BN and
the set of variable pairs that correspond to failed pairwise CI tests obtained by
the detection algorithm. For each variable pair that failed the pairwise CI test
the algorithm analyzes whether a dependency exists between the two variables
through conditional independence tests. To reduce the number of conditional
independence tests Markov blankets are found in a pattern that is constructed by
combining known local structure and variable pairs that failed the pairwise CI
tests. These Markov blankets contain all necessary conditioning variables that are
required to learn inter-module dependencies, i.e. the discovery algorithm runs in
exponential time in the number of variables in the Markov blanket instead of all
variables in the network. Often, the found Markov blankets often consist of only
a few variables which makes efficient discovery possible.
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The verification algorithms were validated in a set of experiments using three types
of different networks, namely the GDN, ALARM and Insurance networks, where the
detection and discovery of inter-module dependencies were based on the conditional
mutual information measure. In order to decide if variables are dependent or indepen-
dent, a threshold is used that is computed by considering locally represented conditional
independencies. The local conditional independencies are true in the underlying prob-
ability distribution.

The detection experiments with the monitoring system (the GDN) show that already
for sample sizes greater than 80 samples in more than 70% of the cases the omitted
dependencies were detected (i.e. classified as true positive). For sample sizes of 1000
and greater a TPR of 100% is achieved against a FPR of 15%. The modularized ALARM
network, on the other hand, requires more data for reliable detection. Approximately
1000 data samples are required to obtain a TPR of slightly more than 60% against a FPR
of less than 10%. The TPR reaches around 90% for a sample size of 10000 data cases.
For the Insurance network the performance is worse than for the ALARM network. The
Insurance network has less nodes than ALARM, but it has more parameters due to the
high connectivity of the nodes. I.e. the network is densely connected.

The experiments with the dependency discovery algorithm show that in some real
world problems good recall and precision of the discovered missing edges can be
achieved with the help of relatively small sample sizes. In the case of the GDN net-
work, recall and precision exceeded 80% for the sample size of 4000. For the sample size
10000, the discovery algorithm was able to learn all omitted dependencies. Due to the
complexity of the other networksmore data is required to learn the omitted inter-module
dependencies.

Overall, thresholds that are based on the normalized mutual information measure
(NCMI) perform better than thresholds using the non-normalized mutual information
measure (CMI);

Generally, the thresholds that are based on Batch outperform the thresholds that
are based on Seq for the FPR performance. This is due to the fact that the former are
calculated frommore conditional independencies and, therefore, the threshold estimates
are likely to be higher resulting in less false positives.

Thresholds based on full conditioning sets (FCS) improve FPR performance, but re-
duce the TPR performance for all networks. The FPR performance is improved, because
thresholds based on full conditioning sets result in computed thresholds with higher
values. Threshold values that are too high result in less false positives. Consequence is
that the TPR performance is also affected, because there are less true positives.

For the GDN, thresholds based on reduced conditioning sets (RCS) result in better
recall and precision performance compared to thresholds based on FCS. This is because
thresholds that are based on FCS result in threshold values that are too high due to large
errors in the threshold estimates based on greater conditioning sets. For the networks,
ALARM and Insurance, the FCS based thresholds have a positive effect only on the
precision.

4.9.1 Future Work

For the conditional independence tests an information theoretic approach is used, i.e.
conditional independence between variables is tested with the conditional mutual in-
formation measure. However, from the structure learning literature often a statistical
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dependence test is used, such as, χ2 or G2 [SGS00, Fie80]. The question remains how
the information theoretic conditional independence tests compare to these statistical
hypothesis tests;

All the experiments on the ALARM and Insurance networks were based on the
detection of a single missing inter-module dependency. Another aspect that can be
investigated is the discovery of multiple missing inter-module dependencies.

The discovery of inter-module dependencies is studied under complete data. How-
ever, often the data is not completely available. The inter-module dependency detection
and discovery could be investigated under incomplete data.




