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5 Model Inaccuracies

In Chapter 3 and Chapter 4 inference and learning in Modular BNs were discussed,
where the local models were considered correct and data was available to verify the
correctness of the global structure. In some situations, however, there might not be
enough data to reliably learn the structure, i.e. causal dependencies, and the associated
parameters of the model. In addition, while the designers might be able to specify the
structure perfectly, they often do not have the resources to collect sufficient data required
for reliable parameter estimation. Because of the inability to find parameters, structural
inaccuracies might be introduced deliberately in models of complex domains.

In this chapter we focus onmodel inaccuracies introduced by confounding variables or
short confounders. Such variables are not explicitly represented in the used models but
they introduce unanticipated dependencies between the modeled variables, which in
turn can significantly influence the inference. In particular, we investigate two specific
types of structural errors introduced by parentless confounding variables and confounding
variables in chains, which are relevant in an important class of problems, such as the
monitoring domain. We investigate the impact of these structural model inaccuracies
on the computed posteriors and classification performance. Through empirical studies
we show that the two structural model inaccuracies have a different expected impact
on computed probabilities and classification performance. Understanding the expected
impact of structuralmodel inaccuracies canhelp to utilizemodeling resources efficiently.
In addition, through a case study involving the discussed structural inaccuracies in a gas
detection model, we show that these model inaccuracies do not significantly influence
the detection performance under specific conditions. Part of this case study has been
previously published in [dOPdG10].

This chapter is organized as follows: we start with an introduction in Section 5.1
and related work in Section 5.2. In Section 5.3 two basic structural model inaccuracies
are discussed and in Section 5.4 their impact on the computation of posteriors and
classificationperformance is shown. In Section 5.5 classificationperformance of a specific
gas detection model is investigated, by systematically introducing various structural
inaccuracies. Finally, in Section 5.6 and Section 5.7, the conclusions and future work are
discussed.

5.1 Introduction

BNs facilitatemodeling of stochastic domains. In particular, it is often easy to determine
correct structures, i.e. DAGs, capturing causal dependencies [Pea00]. However, struc-
tural errors cannot be completely ruled out; this might be due to the lack of knowledge
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114 CHAPTER 5. MODEL INACCURACIES

and various mistakes in the design processes. Moreover, even if we can determine a
perfect causal structure, it might be difficult to determine the parameters capturing the
strength of the direct dependencies. Prior knowledge might not be available over the
parameters of the model and the acquisition of data in complex domains can be expen-
sive. Therefore, in case of scarce resources, we have to limit the data acquisition to a
subset of variables. If we cannot find adequate parameters for all variables in the model,
it might be better to deliberately ignore some of such variables.

In general, such structural inaccuracies can significantly affect the posterior computa-
tion and, consequently, the classificationperformance. In otherwords, we are confronted
with a grounding problem and the main questions are: ”How do these model inaccu-
racies influence probabilistic inference?” and ”How do these modeling deviations affect
the classification performance?”

While there are many different types of structural inaccuracies in BNs possible, we
focus on those deviations which introduce confounding variables or short confounders
[Pea00, SGS00]. Confounding variables are not explicitly represented in the used models, while
they correspond to unknown common causes of multiple variables in a model. In practice, con-
founding variables are introduced because it is difficult to identify all relevant variables
and relations due to the lack of data or domain knowledge [KF09]. There exist machine
learning techniques that can identify confounding variables based on data for observ-
able variables [SGS00, SSGS06, Pea00]. Such methods, however, require large amounts
of data to do reliable identification of confounding variables, which are unlikely to be
available in many real world use cases.

In this thesis we focus on two types of structural errors that introduce confounding
variables and are common in the targeted domain. One type of structural inaccuracy
introduces confounding variables which are not influenced by any variable from the
model, i.e. they do not have any parents in the model. We refer to this type of vari-
able as parentless confounding variables. Another type of model inaccuracy introduces
confounding variables that mediate the dependence between the variables that are rep-
resented in the model. We call such a variable confounding variable in a chain or mediating
variable. Contrary to parentless confounding variables, a mediating confounding vari-
able is influenced by variables from the model. Although ’mediating variable’ can be
used in a broader context, in this chapter a mediating variable means a confounding
variable in a chain.

We investigate the effects of these structural inaccuracies on the computation of the
posterior probability distribution given some evidence. The absolute difference between
the posterior computed from the model for which a confounding variable exists and the
posterior computed from the ground truth model is computed. In addition, the impact
of the inaccuracies on expected classification performance is studied. This study is
relevant for the model construction.

By repeatedly sampling the CPT parameters for a given structure from a uniform
distribution and, subsequently, computing the posterior differences, a probability dis-
tribution over these differences can be approximated. Moreover, through repeated
sampling of parameters also the expected classification performance can be computed.
It turns out that parentless confounding variables are more likely to result in larger
deviations between the computed and true posterior distributions and a greater loss in
the expected classification performance than confounding variables in a chain.

This chapter is concluded with a case study involving the discussed structural inac-
curacies in a gas detection model. The structural model inaccuracies are analyzed in the
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gas detection model by considering the effect on the overall gas detection performance.
It turns out that the model inaccuracies discussed in this chapter do not significantly
influence the overall classification performance under conditions encountered in the
detection domain. In addition, it is shown that the impact of modeling inaccuracies on
the classification performance can be mitigated by increasing the number of different
information sources used for the gas detection.

5.2 Related Work

Model inaccuracies in BNs can be divided into two categories: parametric and struc-
tural. Parametric inaccuracies are extensively studied in the field of sensitivity analy-
sis [CvdG02,CD04,CvdGH00,CGH97], where the effects of inaccuracies in the model’s
parameters on its output are investigated. For BNs this comes down to systematically
varying one or more CPT parameters and investigating the effect on computed proba-
bilities. In this chapter, however, the focus is on structural inaccuracies, i.e. the effects
on computed probabilities are investigated under incorrectly represented conditional
independencies in the BN.

Structural inaccuracies in BNs, on the other hand, received some attention in the
context of Naı̈ve Bayes models [Bis06] used in classifiers. It is well known that Naı̈ve
Bayes Classifiers are successful even when dependencies between observable features
are not correctly captured; i.e. certain assumptions about the conditional independencies
between feature variables are incorrect which introduces structural inaccuracies in the
model. Several studies investigated the sufficient and necessary conditions under which
Naı̈ve Bayes Classifiers have good performance [DP96,DP97,Zha04]. The performance
is studied by considering the strength of dependence between the observable feature
variables.

In contrast to the related work, however, we investigate the impact of specific er-
roneous assumptions about conditional independence in BNs in detail. For two types
of structural errors, which are relevant for real world applications, we analyze the im-
pact on the estimation and classification performance. We investigate under which
conditions structural errors have a significant impact and how this can be mitigated.

5.3 Basic Model Inaccuracies

While there are many possible types of structural model inaccuracies in BNs, we focus
on two specific types, models with parentless confounding variables and models with
mediating variables. These types of structural faults are relevant for an important class
of problems, such as, the monitoring domain. Both structural model inaccuracies are
caused due to confounding variables, i.e. hidden variables that are common causes of
variables represented in the model.

Both types of model inaccuracies introduced by confounding variables result in
incorrectly represented conditional independencies in BNs. Suchmodels are not I-maps
(see Definition 2.7) and, consequently, the computation of posteriors is influenced.

In order to systematically investigate the impact of confounding variables on the
computation of posteriors we introduce Confounding Modeling fragments and Interactive
Fork Modeling fragments. These two types of fragments capture the ground truth distri-
bution and explicitly represent the confounding variables which are not contained in
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the used causal models. These causal models are obtained by removing the variables
marked as confounders from the original fragment.

5.3.1 Parentless Confounding Variables

We first investigate the difference in computation of the posteriors in case of parentless
confounding variables in the model. In order to study this difference a Confounding
Modeling fragment is used.

Definition 5.1 (Confounding Modeling fragment). A Confounding Modeling Fragment
(CM fragment) is a graph defined over a set multinomial random variables in V consisting
of an hypothesis variable Z ∈ V, a set of parentless confounding variables C ⊂ V, where
C = {C1, . . . ,Cm}, and a set of observable variables X ⊂ V, where X = {X1, . . .Xn}, with the
following (conditional) independencies:

• Each observable variable Xi is conditionally independent of any other observable variable
X j given the hypothesis variable Z and parentless confounding variables C:

∀Xi ∈ X,∀X j ∈ X
(

(Xi y X j|Z,C)P ∧ i , j
)

• Every parentless confounding variable Ci is unconditionally (marginally) independent of
any other parentless confounding variable C j:

∀Ci ∈ C,∀C j ∈ C
(

(Ci y C j|∅)P ∧ i , j
)

• Every parentless confounding variable Ci is unconditionally (marginally) independent of
hypothesis variable Z:

∀Ci ∈ C (Ci y Z|∅)P

The parameters of the model are denoted by θc and represent the CPT values corresponding
to discrete (conditional) probability distribution values of the variables V in the model.

The conditional independencies between the variables in the CM fragment can be
captured with the dependence structure shown in Figure 5.1.

C1 Cm Z

X1 Xn

Figure 5.1: Dependence structure of a Confounding Modeling fragment.

Without the loss of generality we assume the correct model in Figure 5.2a of some
underlying probability distribution P(V). This model is a CM fragment with a single C1

1Note that, several confounding variables can easily be representedby a single hyper variables with higher
number of states.
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that confounds two observable variables X and Y in the erroneous model. Let’s denote
the true model in Figure 5.2a by Gc. In Figure 5.2b the corresponding erroneous model
is shown where confounding variable C is not explicitly captured. The model shown
in Figure 5.2b is denoted by G∗c. G∗c asserts d-separation (X y Y|Z)G∗c which implies
(X y Y|Z)P. The conditional independence (X y Y|Z)P is not true in P(V) and, therefore,
G∗c fails to be an I-mapwith respect toP(V). Clearly, there is a structuralmodel inaccuracy
in model G∗c that can influence the computation of posteriors for Z.

C Z

X Y

(a) true model Gc

Z

X Y

(b) false model G∗c

Figure 5.2: Basic model inaccuracy introduced by confounding variable C.

We are interested in computing the posterior probability distribution over variableZ
given evidence for variablesX andY, i.e. P(Z|E), whereE = {xi, y j}with xi ∈ Dom(X) and
y j ∈ Dom(Y). We denote the posterior computed from Gc in Figure 5.2a as P(Z|E) and
the posterior computed from G∗c in Figure 5.2b as P∗(Z|E). Due to the model inaccuracy
in G∗c there will be a difference in posterior between the values P(Z|E) and P∗(Z|E) for
most parameterizations θc of the CM fragment.

Considering the dependence structure of the CM fragment Gc, the corresponding
JPD P(V) can be written as:

P(V) = P(Z)P(C)P(X|Z,C)P(Y|Z,C) (5.1)

and P∗(V∗) of the erroneous model with the confounding variable, can be written as

P∗(V∗) = P(Z)P(X|Z)P(Y|Z), (5.2)

where V∗ = V\C. The parameters for the conditional probability distributions P(X|Z)
and P(Y|Z) in Equation (5.2) are obtained by marginalizing over variable C using θc, i.e.

P(X|Z) =
P(X,Z)

P(Z)
=

P(Z)
∑

C P(C)P(X|Z,C)
∑

Y P(Y|Z,C)

P(Z)
, (5.3)

where
∑

Y P(Y|Z,C) = 1 such that we get

P(X|Z) =
∑

C

P(C)P(X|Z,C).

Similarly for P(Y|Z), we have

P(Y|Z) =
∑

C

P(C)P(Y|Z,C)
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Since we are interested in the probability distribution P(Z,E), where E = {xi, y j}, we use
the following equation

P(Z,E) = P(Z)
∑

C

P(C)P(X = xi|Z,C)P(Y = y j|Z,C) (5.4)

for the true model and

P∗(Z,E) = P(Z)P(X = xi|Z)P(Y = y j|Z) (5.5)

for the erroneous model. Substituting
∑

C P(C)P(X = xi|Z,C) for P(X = xi|Z) and
∑

C P(C)P(Y = y j|Z,C) for P(Y = y j|Z) we get

P∗(Z,E) = P(Z)
∑

C

P(C)P(X = x j|Z,C)
∑

C

P(C)P(Y = y j|Z,C). (5.6)

In Equation (5.6) the term P(C) appears twice while in (5.4) only once. Also, in
(5.6) variable C is marginalized out of the terms P(X = xi|Z,C) and P(Y = y j|Z,C)
before multiplication, while in (5.4) the terms P(X = xi|Z,C) and P(Y = y j|Z,C) are first
multiplied before marginalizing out C. Obviously, this results in different values for
P(Z,E) and P∗(Z,E) and, consequently, for P(Z|E) and P∗(Z|E), respectively. Therefore,
for most parameterizations of the CM fragment the posteriors P(Z|E), computed from
Gc, and the posteriors P∗(Z|E), computed fromG∗c, are different. This analysis can also be
done formore confounding variables and observation variables in a single CM fragment.

5.3.2 Confounding Variable in a Chain

Next, we investigate the difference in computation of the posterior in case of a confound-
ing variable in a chain, called a mediating variable hereafter, in the model. In order to
study this difference an Interactive Fork Modeling fragment is used.

Definition 5.2 (Interactive Fork Modeling Fragment). An Interactive Fork Modeling
Fragment (IFM fragment) is a graph defined over a set of multinomial random variables in V,
consisting of a hypothesis variable Z ∈ V, a mediating variable M ∈ V and multiple observable
variables X ⊂ V, where X = {X1, . . . ,Xn} with the following conditional independencies:

• Each observable variable Xi is conditionally independent of any other observable variable
X j given mediating variable M:

∀Xi ∈ X,∀X j ∈ X
(

(Xi y X j|M)P ∧ i , j
)

• Each observable variable Xi is conditionally independent of hypothesis variable Z given
mediating variable M:

∀Xi ∈ X (Xi y Z|M)P

The parameters of the model are denoted by θm and represent the CPT values corresponding
to discrete (conditional) probability distribution values of the variables V in the model.
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Z

M

X1 Xn

Figure 5.3: The dependence structure of an Interactive Fork Modeling fragment.

Z

M

X Y

(a) true model Gm

Z

X Y

(b) false model G∗m

Figure 5.4: Basic model inaccuracy introduced by mediating variable M.

The conditional independencies between the variables in the IFM fragment can be
captured with the dependence structure shown in Figure 5.3.

Also here we simplify the discussion by using a specific IFM fragment shown in
Figure 5.4a, with two modeled variables X and Y. This ground truth model is denoted
by Gm. If the mediating variableM is omitted and Z is considered to be the direct cause
of X and Y we obtain the erroneous model G∗m in Figure 5.4b. Thus, M confounds the
observable variablesX and Y and, simultaneously, it mediates the dependence between
the hypothesis variable Z and the observable variables X and Y. In G∗m the represented
conditional independence of X and Y given Z, i.e. (X y Y|Z)G∗ , does not correspond to
a valid conditional independence in the underlying probability distribution, since the
mediating variable induces a dependence between the variablesX and Y if we condition
only on Z. Consequently, for most parameterizations θm there will be a difference
between the posterior P(Z|E) computed form Gm and the posterior P∗(Z|E) computed
from G∗m.

The JPD P(V) represented by Gm in Figure 5.4a has the following factorization:

P(V) = P(Z)P(M|Z)P(X|M)P(Y|M) (5.7)

and the JPD P∗(V∗) of the erroneous model with the omitted mediating variable M can
be written as:

P∗(V∗) = P(Z)P(X|Z)P(Y|Z), (5.8)
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where V∗ = V\M. Similarly, as in Section 5.3.1, the probabilities P(X|Z) and P(Y|Z) can
be computed with the help of (5.7), i.e.

P(X|Z) =
∑

M

P(X|M)P(M|Z) (5.9)

and

P(Y|Z) =
∑

M

P(Y|M)P(M|Z).

For a specific E = {xi, y j} we obtain the probability distribution P(Z,E), i.e.

P(Z,E) = P(Z)
∑

M

P(M|Z)P(X = xi|M)P(Y = y j|M) (5.10)

and for the erroneous model we obtain

P∗(Z,E) = P(Z)P(X = xi|Z)P(Y = y j|Z). (5.11)

Substituting
∑

M P(X = xi|M)P(M|Z) for P(X = xi|Z) and
∑

M P(Y = y j|M)P(M|Z) for
P(Y = y j|Z) we get

P∗(Z,E) = P(Z)
∑

M

P(X = xi|M)P(M|Z)
∑

M

P(Y = y j|M)P(M|Z) (5.12)

Comparing the equations we see significant differences. In (5.12) we see that the
term P(M|Z) appears twice while in (5.10) only once. Also, mediating variable M is
marginalized out of the terms P(X = xi|M) and P(Y = y j|M) before multiplication, while
in (5.10) the terms P(X = xi|M) and P(Y = y j|M) are first multiplied before marginalizing
out M. This results in different values for P(Z,E) and P∗(Z,E) and, consequently, for
P(Z|E) andP∗(Z|E), respectively. This analysis can also be performed for an IFM fragment
with more than 2 observable nodes.

5.4 Impact of Structural Model Inaccuracies

Discovering a causal structure is often easier than finding the correct parameters, i.e. the
causal structure is knownwhile noprior knowledge is available over theCPTparameters
of themodel. Obtaining the parameters of themodel, through a data acquisition process,
can be costly. Often, in situations where modeling resources are limited, simplifications
in the model need to be introduced. The best approach to simplify the model is to
allocate the resources for variables that are more likely to result in a larger impact on
computed posteriors and classification performance.

Through empirical studies we show the impact of structural model inaccuracies on
the computed posteriors and classification performance by considering different CPT
parameters. Since we assume that prior knowledge about parameters is not available
the CPT parameters of the CM and IFM fragments are sampled from a uniform dis-
tribution and for each sampled parameterization the posterior deviation is computed,
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i.e. the difference in posteriors based on the ground truth model and the corresponding
erroneous model. Similarly, for each sampled set of parameters the expected loss of
classification performance is estimated. Based on these computed values we investigate
which type of inaccuracy is more likely to have a larger impact on computed posteriors
and classification performance.

In certain situations, some information about the parametersmight be available. For
example, designers might know from experience that certain dependencies between
events are very strong. Therefore, they know roughly that parameters must lie in
a certain interval of possible parameters corresponding to strong dependencies. For
example, the parameters of the model can be sampled from a distribution that generates
CPT values corresponding to strong dependencies between events. In this chapter,
however, we only consider computed expected impacts based on parameters that are
sampled from a uniform distribution. See also future work in Section 5.7.

5.4.1 Absolute Posterior Difference

The posteriors computed from the CM fragment and the IFM fragment are denoted by
Pc(Z|E) andPm(Z|E), respectively,while the posteriors computed from the corresponding
erroneous models are denoted by P∗c(Z|E) and P∗m(Z|E), respectively. We are particularly
interested in the absolute difference in posterior which can be expressed as a function
of the parameters. For the CM fragment we can compute the absolute difference in
posterior with

f c
∆(zk |E)

(θc) = |Pc(zk|E) − P∗c(zk|E)|, (5.13)

where θc represents the CPT parameters for the CM fragment, zk ∈ Dom(Z) is the
hypothesis state. Evidence E contains the states for the observable variables X. For the
IFM fragment the absolute posterior difference can be computed with

fm
∆(zk |E)

(θm) = |Pm(zk|E) − P∗m(zk|E)|, (5.14)

where zk ∈ Dom(Z) and E are again the hypothesis state and evidence in the respective
fragment, respectively. θm denotes the CPT parameters of the IFM fragment.

The parameters θc and θm can both be sampled from a uniform distribution and,
subsequently, the associated absolute posterior difference f c

∆(zk |E)
(θc) and fm

∆(zk |E)
(θm), re-

spectively, can be computed. By repeatedly sampling the parameters, a probability distribution
over the absolute posterior differences can be approximated. Thisdistribution showshow likely
certain differences occur when we assume that the prior probability over the possible
parameterizations of the models is uniform. More importantly, it allows us to compare
the expected impact of inaccuracies introduced by parentless confounding variables and
inaccuracies introduced by confounding variables in a chain.

In Figure 5.5 the approximated probability distributions of the posterior differences
computed from the binary CM and IFM fragments and the corresponding erroneous
models are shown. For both the CM and IFM fragments 100000 parameters are sam-
pled from a uniform distribution and the computed differences are grouped into 100
equally sized bins, where each bin represents an interval of possible posterior differ-
ences. All bins are disjoint and collectively represent posterior differences between 0
and 1. Through counting the number of computed posterior differences that fall within
the bounds of each bin a probability distribution over possible posterior differences can
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Figure 5.5: Approximation of the probability distribution over the absolute posterior differences com-
puted from the CM and IFM fragments and the corresponding erroneous models.

be approximated. In Figure 5.5a and Figure 5.5b the approximated probability distribu-
tion for the posterior differences introduced by a parentless confounding variable and
confounding variable in a chain, i.e. mediating variable, are shown, respectively. It is
clear that the probabilitymass ismore peaked for lower differences in themediating vari-
able case (Figure 5.5b) than for the parentless confounding variable case (Figure 5.5a).
Also, the expected posterior difference (see mean in plots) is bigger for the parentless
confounding variable.

According to Figure 5.5a and Figure 5.5b, it is more likely to encounter a situation
in which parentless confounding variables introduce a larger difference in computed
posteriors than the mediating variables.

5.4.2 Expected Classification Performance

Often we are not interested in precise probability estimation, but merely in the classi-
fication performance. Therefore, in this section, several classification experiments are
performed on the CMand IFM fragments to investigate the impact ofmodel inaccuracies
on classification performance.

We are particularly interested in Bayesian classification [DHS00]. Consider a hy-
pothesis variable Z with domain Dom(Z) = {z1, . . . , zn}. Given a set of observations
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E = {e1, . . . , em} and some computed posterior probability distribution P(Z|E,θ,G) com-
puted from a specific model G with parameters θ then state (or class)

ẑ = argmax
zk

P(Z = zk|E,θ,G) (5.15)

is considered the true state, i.e. state ẑwith the highest posterior probability P(ẑ|E,θ,G)
is assumed to be the true state that produced observation E. From [DHS00] we know
that the Bayesian decision rule results in a minimum probability of error. Optimal
decision/classification is achieved if P(Z|E,θ,G) equals the true posterior computed
from the model with perfect structure and parameters.

However, deviations of the estimated posterior values from the true posterior values
do not necessarily have a significant influence on the classification performance. For
example, assume we have a binary state variable Zwith states z1 and z2. If state z1 is the
true state then any computed posterior probabilityP(z1|E) > 0.5 given some observations
E will result in correct classification. That means posterior probability P(z1|E) can take
on any value in the interval (0.5, 1] without influencing the classification performance.

Since in our experiments the ground truth model is known the expected classifica-
tion performance for both this model and the corresponding erroneous model can be
computed. To illustrate this, we use the example models of the CM fragment and IFM
fragment shown in Figure 5.2 and Figure 5.4, respectively. Assume we instantiate the
hypothesis variable, i.e. Z = z′

k
. The instantiation of this variable will, with certain

probability P(xi, y j|z
′
k
), produce the evidence X = xi and Y = y j for the variables X and

Y, respectively. Let’s denote the evidence xi and y j as E, i.e. E = {xi, y j}. For each
configuration E we can compute the true posterior P(Z|E, θ,G) using the true model G
with corresponding parameters θ, i.e.

P(Z|E,θ,G) = α1P(Z,E|θ,G), (5.16)

and the false posterior P∗(Z|E,θ∗,G∗) using the erroneous model G∗ with corresponding
parameters θ∗

P∗(Z|E,θ∗,G∗) = α2P(Z,E|θ
∗,G∗), (5.17)

where α1 and α2 are normalization constants. Note that, in this example P(Z,E|θ,G)
can be computed with either (5.4) or (5.10) and P∗(Z,E|θ∗,G∗) with either (5.6) or (5.12),
depending on which model is used for the classification. Based on the computed
posteriorP(Z|E,θ,G) orP∗(Z|E,θ∗,G∗)we candetermine the classified state ẑ according to
(5.15), i.e. ẑ = argmaxzk P(Z = zk|E, θ,G) or ẑ = argmaxzk P

∗(Z = zk|E,θ
∗,G∗), respectively.

Given the probabilities of P(xi, y j|z
′
k
) and the prior P(Z) of the ground truth model, the

expected classification performance for different values of z′
k
can be computed with

E(acc) =
∑

i, j,k

P(E = {xi, y j}|Z = z′k)P(Z = z′k)I(ẑ) (5.18)

where I(ẑ) is an indicator function that equals to 1 if ẑ = z′
k
and to 0 if ẑ , z′

k
. In other

words, the expected classification accuracy E(acc) is the sum of all probabilities of the
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situations for which the ground truth state z′
k
equals to the classified state ẑ considering

the observation patterns E = {xi, y j}.
The expected classification performance can be computed for different parameteriza-

tions of the CM fragment and IFM fragment. I.e. for each parameterizationwe compute
the expected accuracy and we take the mean of these computed expected accuracies
of different parameterizations. Therefore, we again randomly generate different distri-
butions and compute the expected classification performance in the ground truth and
erroneous model for both the CM fragment and the IFM fragment considering different
number of states of the variables and observation variables. In this experiment each
variable has the same number of states, i.e. either all variables have 2, 3 or 4 states. The
results are shown in Table 5.1 and in Table 5.2 for the CM fragment and IFM fragment,
respectively.

CM fragment

nr. of states correct erroneous ∆

2 observable variables
2 0.8062 0.8036 0.0026
3 0.6937 0.6877 0.0060
4 0.6056 0.5969 0.0087

3 observable variables
2 0.8249 0.8185 0.0064
3 0.7338 0.7194 0.0144
4 0.6507 0.6288 0.0219

4 observable variables
2 0.8506 0.8410 0.0096
3 0.7609 0.7357 0.0252
4 0.6985 0.6623 0.0362

5 observable variables
2 0.8699 0.8567 0.0132
3 0.8002 0.7663 0.0339
4 0.7368 0.6864 0.0504

Table 5.1: The mean expected classification performance of the CM fragment and the corresponding er-
roneousmodel for different numberof states and observation variables. Themean expected classification
accuracy is based on 1000 randomly sampled parameterizations.

The results also show that the classification performance of the IFM fragment is
affected less compared to the CM fragment given the model inaccuracies. I.e. the
expected difference between ground truth and erroneous models of the IFM fragments
is smaller than for theCM fragments for all number of states and observable variables. In
other words, if the parameters of the ground truth models are sampled from uniform distributions,
then it is more likely to encounter a domain in which parentless confounding variables have a
greater impact on the classification performance than mediating variables.

5.4.3 Model Simplification

Information about the expected impact on classification performance can help to sim-
plify the modeling process in case modeling resources are limited. Presume a likely
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IFM fragment

nr. of states correct erroneous ∆

2 observable variables
2 0.7610 0.7606 0.0004
3 0.6393 0.6376 0.0017
4 0.5507 0.5479 0.0028

3 observable variables
2 0.7649 0.7634 0.0015
3 0.6447 0.6404 0.0043
4 0.5685 0.5622 0.0063

4 observable variables
2 0.7752 0.7730 0.0022
3 0.6500 0.6430 0.0070
4 0.5734 0.5631 0.0103

5 observable variables
2 0.7774 0.7736 0.0038
3 0.6632 0.6528 0.0104
4 0.5839 0.5699 0.0140

Table 5.2: The mean expected classification performance of the IFM fragment and the corresponding er-
roneousmodel for different numberof states and observation variables. Themeanexpected classification
accuracy is based on 1000 randomly sampled parameterizations.

situation where the designers can specify a correct DAG, but the resources needed for
the acquisition of data, which is indispensable for the determination of parameters, are
scarce. Often the data acquisition is very expensive (sensors are needed and a lot of effort
is required) and, therefore, finding parameters for all variables is not always possible.
Consequently, certain variables in the model need to be omitted due to lack of data.

The preceding analysis of the expected loss of classification performance based on
sampled modeling parameters provides a guidance for the simplification of models, if
we do not have prior knowledge about the strength of the conditional dependencies in
the underlying distributions. According to this analysis, the performance loss resulting
from the introduction of parentless confounding variables is likely to be greater than the
performance loss resulting from the introduction of mediating variables.

5.5 Robust Gas Detection: A Case Study

In Section 5.3 two model inaccuracies were discussed and their effect on posterior com-
putation and classification. It was shown that a parentless confounding variable and a
confounding variable in a chain can significantly influence posterior computation and
classification performance. In this section we focus on a case study where we deliber-
ately introduce the two types of previously discussed structural model inaccuracies in
a gas detection model. Through experiments it is shown that under specific conditions
the impact on posterior computation and classification performance is small. In addi-
tion, we illustrate that the loss in classification performance can be mitigated when the
number of different information sources for gas detection is increased.
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Figure 5.6: A causal model for gas detection using two chemical sensors of the same type measuring
conductivity in a semiconductor element and two different types of sensors measuring the conductivity
of an ionized gas mixture.

5.5.1 Probabilistic Causal Models of Monitoring Processes

In order to detect a toxic gas the model in Figure 5.6 can be used. This model is very
similar to the model in Figure 3.1 in Chapter 3, however, it is slightly modified to
facilitate the discussion in this section. Again, each node in the model corresponds to a
binary variable, for example, GasX = true, if the gas is present, otherwise GasX = f alse.
The situation under which a semiconductor element features typical conductivity is
represented by variable Cond. The situation under which different ionized gas mixtures
feature typical conductivity is representedby IonA and IonB. States of the binary variable
Cond correspond to the situations where an electrical current under ideal circumstances
would either exceed some detection threshold (i.e. Cond = true) or remain below that
threshold (i.e. Cond = f alse). The variables SCond

1
and SCond

2
represent the conductivity

on the specific semiconductor elements of type Cond, while the variables SIonA
3

and SIonB
4

denote the conductivity of the ionized gas mixtures in two sensors of the types IonA
and IonB, respectively2. Moreover, variables CCond

1
,CCond

2
,CIonA

3 ,CIonB
4

represent the status
of the respective sensor. We distinguish between two different states, namely a state in
which all sensor components are working correctly and a state in which one or more
sensor components are broken.

Themodel depicted in Figure 5.6 corresponds to a single time slice in which multiple
reports Ex

1
, . . . ,Ex

n are produced by a sensor, where x represents the information type,
i.e. either Cond, IonA or IonB. Every report Ex

k
is represented by a binary variable

(leaf), where Ex
k
= true if a report confirms the presence of the gas. We assume that

the domain’s hidden phenomena are quasi-static in the sense that they do not change
during a single time slice. In other words, we assume that the states of non-leaf variables
remain constant within a time slice. For example, in Figure 5.6 nodes GasX and Cond

2The variables Sx
i
, where xdenotes the sensor type, is a different variable than the variables Sx

i
in Figure 3.1.

In Figure 3.1 Sx
i
denotes the interpreted signal of the measured conductivity in the semiconductor element or

ionized gas mixture.
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represent the presence/absence of gas and increased conductivity of the semiconductor,
respectively. If gas is present then we assume that it is present throughout the time slice;
i.e. GasX = true for the duration of the time slice. Therefore, we do not explicitly model
time, which significantly simplifies the model [dOOP05].

In this example, subgraphs containing nodes SCond
1

, CCond
1

, ECond
1

, . . . ,ECond
m and SCond

2
,

CCond
2

, ECond
m+1

, . . . ,ECond
n describe processes in two sensors of the same type measuring the

conductivity of local semiconductor elements. Subgraphs consisting of nodes SIonA
3

,CIonA
3

and EIonA
n+1

, . . . ,EIonA
o and SIonB

4
,CIonB

4
and EIonB

o+1
, . . . ,EIonB

q , on the other hand, correspond to
the third and fourth sensor of different types measuring conductivity of the ionized gas
mixture.

We also assume that the causal process is influenced by the context variables (see
Section 3.3) air humidity and temperature representedbyvariablesM andT, respectively.
These context variables can often be instantiated during operation, since reliable and
cheap sensors exist for measuring humidity and temperature. Instantiation of such
variables reduces the dependencies between the different variables modeling sensor
components.

The observation models of chemical sensors measuring conductivity in a semicon-
ductor element and ionized gas mixture are shown within rounded rectangles in Fig-
ure 5.6. These subgraphs corresponds to CM fragments, discussed in Section 5.3.1. In
addition, in Figure 5.6 we can also identify an Interactive Fork Model Fragment. For
example, the gray nodes GasX, Cond, SCond

1
and SCond

2
and their connections.

5.5.2 Modeling Deviations

Structural deviations are inevitably present in any causal model either due to the lack of
knowledge of the true relations and variables or they are introduced on purpose in order
to simplify the modeling and reasoning processes. Figure 5.7 shows a model which is
a simplification of the model from Figure 5.6, i.e. the variables CCond

1
, CCond

2
, CIonB

3
and

CIonB
4

and mediating variables Cond, IonA and IonB are omitted. These variables become
confounding variables with respect to the model shown in Figure 5.7.

Consequently, in Figure 5.7, we can identify two types of structural errors, namely
errors due to confounding and mediating variables. In Figure 5.6 the subgraphs within
rounded rectangles correspond toCMmodeling fragments. These fragments correspond
to erroneous fragments also within rounded rectangles in Figure 5.7. In this simplified
model several conditional independencies in the underlying probability distribution
are not correctly captured. For example, the model suggests (ECond

1
y ECond

m |SCond
1

)G
although in the true distribution (ECond

1
y ECond

m |SCond
1

,CCond
1

)P. Such a simplification is
often inevitable due to the lack of knowledge and modeling resources. E.g., it can
be difficult to estimate probabilities for the variables CCond

1
, CCond

2
, CIonA

3 and CIonB
4

and
their influence on the sensor reports. Determination of the parameters of these variables
requires extensive investigation of all sensor components and their probability of failing.
In addition, the influence of failing sensor components on the sensor reports needs to be
investigated. When modeling resources are limited such variables need to be omitted
from the model in order to make the modeling process tractable.

One of the CM fragments from Figure 5.6 is depicted in Figure 5.8a with the corre-
sponding erroneousmodel fragment in Figure 5.8bwhere variableCCond

1
is not modeled.

This modeling error influences the computation of P(ECond
1

, . . . ,ECond
m |SCond

1
), i.e. the like-
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Figure 5.7: A simplified causal model of a monitoring process.
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Figure 5.8: True and erroneous model for a chemical sensor that measures the conductivity in a semi-
conductor element.

lihood of SCond
1

given the observations3. Therefore, in order to investigate the impact of
such errors, we are interested in the likelihood computation instead of posterior com-
putation. I.e. the absolute difference between the likelihoods P(E|SCond

1
), computed from

the ground truth model in Figure 5.8a and the likelihood P∗(E|SCond
1

), computed from the
erroneous model in Figure 5.8b:

f c
∆(E|sk)

(θc) = |Pc(E|sk) − P∗c(E|sk)|, (5.19)

where sk is a state of variable SCond
1

and E represents some evidence instantiation for

the observation variables ECond
i

which are directly influenced by SCond
1

. The difference
f c
∆(sk |E)

(θc) is computed for a specific parameterization θc of the CM fragment shown in

Figure 5.8a.

3The likelihood is used for further computation of the posterior over GasX and can therefore also be
considered as a λ-messages [Pea88]
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It turns out that the impact of confounding variables depends on the prior distribu-
tion over the states of the confounding variables. The influence of the priors is depicted
in Figure 5.9 for different numbers of observation nodes ECond

i
. For each prior probability

P(CCond
1
= true) = α over variableCCond

1
the expected f c

∆(E|sk)
was plotted for a specific state

of SCond
1
= sk and evidence instantiation E, considering different parameterizations. I.e.

the CPT values for the conditional probability P(ECond
i
|SCond

j
,CCond

k
) were sampled from a

uniformdistribution and the expectedposterior difference is plotted. Note that, the prior
probability P(SCond

1
) is not relevant in this experiment, since likelihoods are computed.

The plot shows that with increasing numbers of observation nodes the absolute dif-
ference of likelihoods increases. However, this difference is small if priors are close to 1
or 0 for the confounding variables. When the prior probability over CCond

1
is close to 0.5

the confounding variable has, in general, the biggest impact on the computation based
on the erroneous model. To explain this observation, consider the following two con-
ditional probabilities: P(ECond

i
|SCond

1
,CCond

1
= ok) and P(ECond

i
|SCond

1
,CCond

1
= f ail). The CPT

P(ECond
i
|SCond

1
) of the erroneous model is computed from P(ECond

i
|SCond

1
,CCond

1
= ok) and

P(ECond
i
|SCond

1
,CCond

1
= f ail) by marginalizing variable CCond

1
out. This results in a weighted

average of the probability values P(ECond
i
|SCond

1
,CCond

1
= ok) and P(ECond

i
|SCond

1
,CCond

1
= f ail)

for the state combinations (ECond
i

= e j, S
Cond
1

= sk) and the prior distribution over

CCond
1

. For example, P(e j|sk) = P(c1)P(e j|sk, c1) + P(c2)P(e j|sk, c2), where c1 and c2 corre-

spond to the states ok and f ail of the status of the sensor CCond
1

. If P(CCond
1

) is uni-

form then the values of the state combinations in P(ECond
i
|SCond

1
) are just the average

of P(ECond
i
|SCond

1
,CCond

1
= ok) and P(ECond

i
|SCond

1
,CCond

1
= f ail). The values of the state

combinations (ECond
i

= e j, S
Cond
1

= sk) in this average CPT can be very different from

the values of the same state configurations (ECond
i

= e j, S
Cond
1

= sk) in the CPTs of

P(SCond
1
|ECond

i
,CCond

1
= ok) and P(ECond

i
|SCond

1
,CCond

1
= f ail) which, consequently, results

in a large deviation in computed likelihoods. On the other hand, if the prior probability
P(CCond

1
) is deterministic then eitherP(ECond

i
|SCond

1
,CCond

1
= ok) orP(ECond

i
|SCond

1
,CCond

1
= f ail)

is used to produce the sensor reports, since P(ECond
i
|SCond

1
) = P(ECond

i
|CCond

1
, SCond

1
). Conse-

quently, near deterministic prior probabilities for P(CCond
1

) results in small deviations in

likelihoods for SCond
1

. The same analysis can be performed for the other sensors with the

same structure, i.e. the other Cond sensor with variables SCond
2

, ECond
m+1

, . . .ECond
n and CCond

2
and the two types of Ion sensors based on IonA and IonB.

Often it is plausible to assume that sensor components are reliable. Therefore, the
prior probability of a sensor component failing (i.e. CCond

i
= f ail or CIon

j
= f ail) is very

low. Consequently, this results in near deterministic probability distribution for CCond
i

that does not have a significant impact on the computation of λ-messages and, as a
result, on the overall classification performance.

As next we analyze the impact of the confounding variables in a chain. For example,
the variables GasX, Cond, SCond

1
and SCond

2
, shown as gray nodes in Figure 5.6 can be

considered as an IFM fragment. Note that, the context variablesM and T are instantiated
and, consequently, the dependencies through M and T between the two sensors are
eliminated. This IFM fragment is also shown in Figure 5.10a. In Figure 5.10b the
corresponding erroneous model is shown (which is a subgraph in Figure 5.7), where the
variable Cond is not represented. Variable Cond is a confounding variable in Figure 5.7.
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Figure 5.9: The expected likelihood deviation for the binary CM fragment as a function of the prior
probability distribution over a confounding variable.

In the ground truth model the variables SCond
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and SCond
2

are mediated by the variable
Cond. Without explicitly modeling Condwe assert the following incorrectly represented
conditional independence (SCond

1
y SCond

2
|GasX)G, while (SCond
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|Cond,GasX)P is

true in the underlying distribution.
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Figure 5.10: True and erroneous model for a chemical sensor that measures the conductivity in a
semiconductor element.

The mediating variable Cond influences the computation of the likelihood of GasX,
given the observations from all sensors measuring the phenomenon corresponding to
Cond. We investigate this effect by computing again the absolute difference between the
likelihoods P(E|GasX), computed from the ground truth model in Figure 5.10a and the
likelihood P∗(E|GasX), computed from the erroneous model in Figure 5.10b:

fm
∆(E|GasX)(θ

m) = |Pm(E|GasX) − P∗m(E|GasX)|, (5.20)

whereE represents the evidence obtained by the sensorsmeasuringCond. The difference
fm
∆(E|GasX)

(θm) is again computed for a specific parameterization θm of the IFM fragment

in Figure 5.10a.
It turns out that the impact of the mediating variables depends on the strength of the

CPT relating the hypothesis GasX and the mediating variables Cond, IonA and IonB. To
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show this we use the ground truth model and the erroneous model in Figure 5.10. The
influence of the CPT is depicted in Figure 5.11 for different numbers of observations as
a function of the CPT strength of P(Cond = true|GasX = true) = P(Cond = true|GasX =
f alse) = α. For each considered α the parameters of P(SCond

1
|Cond) and P(SCond

2
|Cond) are

sampled from a uniform distribution and the computed expected difference in likeli-
hoods is plotted considering different states for GasX and E. Note that the parameters
for P(GasX) are irrelevant since likelihoods over GasX are computed.

The plot in Figure 5.11 shows that the difference in likelihood fm
∆(E|GasX)

is the smallest

when α is close to 0, 0.5 and 1. If α = 1 or α = 0 then the relation between GasX
and Cond is deterministic, i.e. the state of GasX completely determines the state of
Cond. Therefore, SCond

1
and SCond

2
will be independent given either the state GasX or

Cond and, consequently, the difference in likelihoods will be zero. In case α = 0.5 the
dependence betweenGasX andCond is parametrically eliminated, i.e. GasX andCond are
independent. SinceGasX does not have any influence on Cond the CPTs of P(SCond

1
|GasX)

and P(SCond
2
|GasX) will be equal to the P(SCond

1
|Cond) and P(SCond

2
|Cond) (see Equation (5.9)

why this is so). Consequently, the difference in likelihoods will be zero. The difference
between the likelihoods is the biggest when α is exactly between 0 and 0.5, and 0.5 and
1, i.e. 0.25 and 0.75, respectively.
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Figure 5.11: The expected likelihood deviation for the binary IFM as a function of the CPT strength.

In situation where the CPT relating GasX and Cond, IonA and IonB is near determin-
istic the omission of the mediating variable does not have a significant impact on the
computation of λ-messages and the overall classification performance.

Moreover, the expected difference of the estimated likelihood fm
∆(E|GasX)

was plotted

for hard evidence instantiation for the nodesSCond
1

and SCond
2

, i.e. pointmass distributions.
However, in the full network, shown in Figure 5.6 and Figure 5.7, likelihoods, i.e. λ-
messages, will be received for nodes SCond

1
and SCond

2
, instead of hard evidence. These

messages can be considered as soft evidence. Naturally, soft evidence will diminish
the likelihood difference between the IFM fragment and the corresponding erroneous
model. In other words, the difference in likelihood between the two models will, in
general, be smaller than shown in the plot in Figure 5.11.
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5.5.3 Experiments

In this section the impact of structural deviations on the gas detection performance is
studied empirically. We prepare two experiments focusing on the impact of parentless
confounding variables and mediating variables.

Experiment 1

In this experiment the impact of parentless confounding variables on the detection per-
formance was investigated. Several experiments were performed, each with a specific
configuration of chemical sensors of type Cond. For each configuration we created a
ground truth model, capturing the true distributions over the variables in a monitoring
process. Such a ground truth model was used for the computation of distributions over
all possible observation patterns. The observation patterns of each ground truth model
were used in two detection systems simultaneously:

• Detection system 1 had a perfect domain model, i.e. the model captured the
underlying probably distribution perfectly (see Figure 5.12a). The parameters of
the model can be found in Table B.2 in Appendix B.

• Detection system 2 had a simplified structure, where all variables Cx
i
in the sensor

model shown in Figure 5.12a were omitted and introduce parentless confounding
variables in the erroneous model shown in Figure 5.12b. All the CPTs correspond-
ing to the simplified structure were computed from the true model.

GasX

CondC1
Cond

kC
CondS1

Cond

kS

Cond

CondE1

Cond

qE
CondE 3

Cond

qE 2+

CondE 2
Cond

qE 1+

(a) ground truth model (b) erroneous model

Figure 5.12

The expected classification performance for both types of detection systems forGasX
was computed. The computed expected classification accuracy is given in Table 5.3 for
different numbers of sensors of type Cond. From this table we see that, compared to the
perfect detection system 1, the classification performance of system 2 is reduced through
structural errors. However, as more information sources are added to the system the
classification performance increases for both detection systems as the number of sensors
increases.
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detection system
constellation of information sources reports 1 2

1x Cond 3 0.7146 0.6997
3x Cond 9 0.8166 0.8134
5x Cond 15 0.8838 0.8691

Table 5.3: Expected classification accuracy results of experiment 1.

Experiment 2

In this experiment we investigate the impact of mediating variables for different con-
stellations of information sources. Several experiments were performed for different
configurations of chemical sensors of different types. For each configuration the obser-
vations were sampled from a ground truth model, capturing the true distributions over
the variables in a monitoring process. The patterns of each ground truth model were
then used in the following two detection systems simultaneously:

• Detection system 3 had a perfect domain model, i.e. the model captures the
underlying probably distribution perfectly (see Figure 5.13a). The parameters of
the model can be found in Table B.3 in Appendix B.

• Detection system 4 had a simplified structure, where variables Cond, IonA and
IonB were omitted in the sensor model shown in Figure 5.13a. This introduced
confounding variables in a chain in the simplified structure shown in Figure 5.13b.
All the CPTs corresponding to the simplified structure were computed from the
true model by marginalizing out variables Cond, IonA and IonB .

The expected classification performance for both types of detection systems forGasX
was computed, which is given in Table 5.4 for different combinations of sensors of
different types. Also from this table we see that, compared to the perfect detection
system 3, the classification performance of system 4 was reduced through structural
errors. Note that in this experiment the CPTs in the ground truth model P(Cond|GasX),
P(IonA|GasX) and P(IonB|GasX) were such that the confounders Cond, IonA and IonB
would have a significant impact on the computation of posteriors if a single sensor type
were used. However, as more information sources of different types were added to the
system the classification performance increased for both detection systems.

This effect is a result of the inherent robustness of BNs featuring multiple condition-
ally independent modeling fragments. Increasing the number of such fragments results
in improved performance as long as simple relations between the modeled and the true
distributions are preserved (see [PN06a,PN06b,Sch08]). By introducingdifferent types of
sensors in the above example, the number of fragments increases. The three fragments
defined over variables {CCond

i
, SCond

i
,ECond

i
}, {CIonA

j
, SIonA

j
,EIonA

j
} and {CIonB

k
, SIonB

k
,EIonB

k
} in

Figure 5.13b correspond to three types of sensors.

5.6 Conclusions

In this chapter we discussed two types of structural model inaccuracies in BN, namely,
structural inaccuracies caused by parentless confounding variables and confounding
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detection system
constellation of information sources reports 3 4

3x Cond 3 0.7050 0.6475
3x Cond, 3x IonA 6 0.7767 0.7589

3x Cond, 3x IonA, 3x IonB 9 0.7958 0.7919

Table 5.4: Expected classification accuracy results of experiment 2.

variables in a chain (mediating variables). These inaccuracies were studied with the
help of Confounding Modeling fragments and Interactive Fork Modeling fragments,
respectively. Both types of inaccuracies influence probabilistic inference and can have a
significant impact on the classification performance.

When modeling resources are limited and no prior domain knowledge about the
parameters is available, the expected impact on posteriors can guide the data acquisition
process and the determination of modeling parameters for the variables in the models.

The performance loss resulting from the introduction of parentless confounding vari-
ables is likely to be greater than the performance loss resulting from the introduction
of mediating variables, given a uniform distribution from which the parameters are
sampled. Consequently, to reduce the chance of significantly influencing posterior com-
putation and classification performance, the discovery of the CPT parameters describing
relations with parentless confounding variables should be given priority.
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Moreover, in the presented gas detection case study, it was shown that the two types
of model inaccuraciesmight not necessarily have detrimental effects on the classification
performance in real world settings. Firstly, the impact depends on the underlying
distributions. If the prior probability for the status of a sensor is near deterministic,
the influence on the computed likelihoods is negligible. Secondly, the impact on the
classification could be mitigated by increasing the number of information sources. For
example, in the gas detection system, this corresponds to an increase of the numbers of
sensors of different types.

5.7 Future Work

In this chapter we have investigated the impact on posterior computation and clas-
sification performance given two different types of structural inaccuracies. For both
inaccuracies the expected impact was computed considering a uniform distribution
over the parameters of the model. Alternatively, the expected impact can be computed
for non-uniform distributions over the parameters. The expected impact relative to such
distributions is useful when some prior information is available about the parameters.
For example, designers might know from experience that certain dependencies between
events are very strong. Therefore, they know roughly that parameters must lie in a
certain interval of possible values corresponding to strong dependencies.




