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6 Conclusions

In this thesis we provide solutions for a relevant class of situation assessment problems
which require processing of large quantities of heterogeneous information stemming
from dynamic and noisy sources. Automated solutions to situation assessment are
indispensable in contemporary crisis management applications where decisions have to
be based on reliable estimates about the critical states in the domain, such as for example
the presence of a toxic gas, disease outbreaks, etc. In such domains it is often difficult
to predict which of the information sources will be available to supply the system with
information at a certain point in time and the resulting information can be very noisy.

In this thesiswehave shown that robust and efficient solutions to automated situation
assessment can be obtained with the help of Modular Bayesian networks. In such
systems, each information source can be captured by a Bayesian network module and
multiple BN modules collaboratively correlate heterogeneous observations to estimate
probability distributions over the variables critical for decision making. However, in
such settings it is not trivial to achieve reliable and efficient inference. In particular, this
thesis addresses the following questions:

• How can we efficiently achieve globally correct inference in Modular BNs if the
constellations of processing modules change during the operation?

• Howdowemake sure thatModular BNs correctly capture the dependencies in the
underlying probability distributions, especially the inter-module dependencies?
Moreover, can we learn the inter-module dependencies if they are missing in the
model and what is needed for this?

• How is the inference quality affected in case of structural model inaccuracies? In
other words, how robust is the system against inaccuracies in the description of
causal relations between the used variables?

6.1 Inference in Modular Bayesian Networks

In Chapter 3 we presented design and assembly rules for the creation of modular
Bayesian networks (BNs). We showed that the constructed modular BNs support
coherent message passing for the computation of posterior probabilities without any
compilation of secondary probabilistic structures and centralized control. These design
principles prove to be very useful in domains where constellation of information sources
can change rapidly and the information of the local modules is likely to be kept private.
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138 CHAPTER 6. CONCLUSIONS

In such applications inference techniques based on computationally expensive com-
pilation of secondary probabilistic structures, such as junction trees spanning multiple
modules are not efficient andmight not allow timely adaptation of the inference systems
to rapidly changing constellations of the information sources. In addition, compilation
of secondary probabilistic structures allowing exact inference is not possible if the set of
BN modules cannot be assembled into a modular BN that corresponds to a hyper tree.
This requires reformulation of the local BNs based on sharing relations from different
modules, which is not acceptable if the relations between the local variables must be
kept private. Through the use of factor graphs and cluster graphs we showed that such
problems can be avoided by a systematic instantiation of certain variables with hard
evidence, which reduces dependencies between variables in different modules. In this
way the hyper tree condition can be satisfied without redesigning local modules.

Instantiation of variableswith hard evidence at runtimemight sound very restrictive.
In monitoring applications, however, this is often a practical solution. In such domains
the intersections of Markov boundaries of different local BN modules are relatively
small. Such BNs typically consist of several network fragments which are condition-
ally independent given small sets of variables whose states are often observable with
relatively cheap sensors, measuring temperature, humidity, wind speed etc.

Extending of amodular BN through a newmodule is based on special assembly rules
which guarantee coherent message passing in the resulting enhanced modular BN. In
particular, with the assembly rules we avoid cycles spanning multiple modules through
instantiation of variables. The cycle identification and elimination can be carried out
very efficiently since the assembly rules are gradually executed. Namely, a newmodule
is always added to a system that does not contain any cycles. Therefore, the introduced
cycles always include thenewly addedmodule. In addition, the number of created cycles
is often small. Consequently, assuming that the information to instantiate the variables
is readily available, the execution of the assembly rules scales verywell with the number
of modules. Also, with respect to the distributed inference algorithm, reasoning can be
performed in a distributed and parallel manner which facilitates efficient execution of
the inference algorithm in large systems with many modules.

6.2 Verification of Inter-module dependencies

In Chapter 4 we investigated how to detect and discover missing inter-module depen-
dencies in modular Bayesian networks (Modular BNs) that are gradually constructed
out of a set of BN modules with locally correct structure. Two algorithms were pre-
sented. First, the detection algorithm supports efficient detection of missing inter-module
dependencies by exploiting the knowledge of conditional independencies represented
in the BN modules and the faithfulness of the DAGs. As it turns out, testing pairwise
conditional independencies (pairwise CIs) is sufficient to detect missing inter-module
dependencies. As adirect result of that, detection ofmissing dependencies is linear in the
number of modules if a single module is added to the system. This makes the detection
algorithm efficient for gradual verification of large modular BNs in real time. Moreover,
the time complexity of such verification is quadratic in the number of variables in mod-
ules. The verification effort required for the construction of the entire modular BN is
quadratic in the number of modules.

Second, the discovery algorithm can learn the missing inter-module dependency by
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considering the known dependency structure of the Modular BN and the set of variable
pairs that correspond to failed pairwise CI tests obtained by the detection algorithm.
Discovery of dependencies between modules, however, is more expensive than detec-
tion. Namely, it requires variation of the conditioning variable sets, which is exponential
in the number of conditioning variables. However, we avoid the complexity challenges
associated with common approacheswhere the dependency structures are learned from
scratch. The reason for this is twofold. Firstly, the structure in local BNs is known and
it is considered to be correct. This means that a large portion of the structure in the dis-
tributed system does not need to be discovered. Secondly, the number of combinations
of variables used in conditioning sets can be limited if d-separation is taken into account.
In particular, for each Modular BN for which the detection algorithm indicated modeling
faults (i.e. missing dependencies), we can find a pattern [Pea00], i.e. a partially directed
acyclic graphs. In which potential links discovered via pairwise CI tests are represented
as undirected edges. Moreover, we showed that in such patterns we can find Markov
blankets which contain all variables that are necessary for the formation of conditioning
tests in the discovery algorithm (see Section 4.5). Consequently, the discovery algorithm
runs exponentially in the size of the Markov blanket instead of the size of all other
variables in the Modular BN. This is important, since Markov blankets in BNs which
are not fully connected typically consist of small subsets of variables from the overall
Modular BNs. Therefore, in an important class of domains, such as monitoring based
on multiple sensors, the discovery process can be tractable.

The experimental results show that effective and efficient run-time detection and
discovery of missing dependencies in Modular BNs can be achieved in real world
settings.

6.3 Model Inaccuracies

Model inaccuracies are inevitably present in models of complex domains. Two types
of common structural model inaccuracies in BNs, resulting in parentless confounding
variables and confounding variables in chains (also called mediating variables), were
discussed. The structuralmodel inaccuracies are analyzedwith help of two simple types
of BN fragments, namely Confounding Modeling (CM) fragments and Interactive Fork
Modeling (IFM) fragments. Empirical studies show that both inaccuracies can have
a significant effect on the computation of posterior probability distributions and the
classification performance. Moreover, if we can assume that the modeling parameters
are sampled from a uniform distribution then parentless confounding variables have a
larger expected impact on the posterior computation and classificationperformance than
the mediating variables. When modeling resources are limited and no prior knowledge
of the parameters is available the expected impact on posteriors can guide the acquisition
of modeling parameters for the variables in the model. Learning the parameters for
variables that are likely to have larger impact on computed posteriors ismore important.

Moreover, in a case study with a gas detection model it was shown that the two
types of studiedmodel inaccuracies do not have a significant impact on the classification
performance under realistic conditions:

• The impact depends on the underlying distributions. If the prior probability for
the failure of a sensor is low, i.e. the CPT parameters describing the status of the
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sensor are near deterministic, the influence on computed likelihoods is negligible.
This assumption is often justified in real world applications;

• On the other hand, the impact on the classification, under specific conditions,
could bemitigated by increasing the number of fragments which are conditionally
independent given the hypothesis variables. For example, in the gas detection
system, this would correspond to an increase of the numbers of sensors of different
types.

6.4 Future Research

In this section we outline the future research directions that were previously discussed
in Section 4.9.1 and Section 5.7 for the verification of inter-module dependencies in
Modular BNs and the impact of structural inaccuracies on the computation of posteriors
and classification performance, respectively.

In Chapter 4we discussedmethods for the verification of inter-module dependencies
in Modular BNs based on complete data. Often, in practice, data is incomplete. One
of the aspects that can be further investigated is verification of Modular BN given
incomplete data. With the help of the EM-algorithm [DLR77, Bis06] probabilities and
structure can be learned in BNs given incomplete data [KF09]. In addition, beside the
information theoretic conditional independence test used in the verification algorithms
also statistical hypothesis tests, like χ2 or G2 [SGS00,Fie80], can be used. An interesting
analysis is how the statistical hypothesis tests compare to the information theoretic tests
for conditional independence. Moreover, in this thesis we limited the experimental
investigation of the verification algorithms to the detection and discovery of a single
omitted link in the model. This can be extended to the detection and discovery of
several omitted links in the model.

In Chapter 5 we discussed the impact of two types of structural inaccuracies on the
computation of posteriors and classificationperformance. One part of this chapter inves-
tigated the expected impact on computed posteriors and classification performance by
considering a uniform distribution over the parameters of the model. This investigation
is useful in case no prior knowledge is available for the parameters and the model needs
to be simplified because of limitedmodeling resources. In addition, the expected impact
can also be investigated for non-uniform distributions over the parameters. Such inves-
tigations are useful when, for example, some prior knowledge about the parameters is
available, i.e. it is approximately known what the parameters of the model are, but there
are not enough modeling resources available to precisely estimate these parameters. In
this case, the model also needs to be simplified by omitting variables that likely result in
a small impact on the computation of posteriors and, consequently, on the classification
performance.


