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A. Introduction

1 The idea of a right to be forgotten on the Internet is controversial. Some perceive it as a
much-needed instrument to protect privacy, personality and autonomy, while others fear
opacity, censorship, and a loss of freedom of expression. This entry traces the origins of the
so-called ‘right to be forgotten’ and outlines how it became a legal figure, with considerable
influence of the Court of Justice of the European Union (CJEU) in Luxembourg, as well as
the European Union (EU) with the emergence of the 2016 General Data Protection
Regulation (‘GDPR’).

2 Despite its controversial nature and much discussion that led to a significant reshaping
of the respective legal provisions and rights, the right to be forgotten has become both an
established figure in the legal landscape, and a prominent aspect of global internet
governance discussions. While many might perceive it as a European concept that is the
consequence of the GDPR, closer scrutiny reveals that the idea of the right has and
continues to manifest itself in many legal cultures outside Europe. Finally, the increasing
platformization and datafication of our online identities, as well as the development of
emerging technologies such as deep-fake videos, suggests that the right to be forgotten has
still potential to evolve.

B. Origin and Context

3 The right to be forgotten gained prominence as society became increasingly datafied.
Indeed, while the right already existed long before the world wide web and personal
computers became part of our daily lives (see Ausloos and references therein) it only
became a more prescient notion with the digital age. Indeed, Viktor Mayer-Schonberger’s
2009 book Delete: The Virtue of Forgetting in the Digital Age was a reaction to the
emerging big data infrastructures at the time (Mayer-Schonberger, 2009), admonishing that
‘comprehensive digital remembering’ —facilitated by omnipresent personal data—‘denies
us humans the chance to evolve, develop, and learn, leaving us helplessly oscillating
between two equally troubling options: a permanent past and an ignorant present’ (Mayer-
Schonberger, 2009, 77). He suggested that digital storage of information would become the
default as every human activity remains on a record generated by a plethora of devices,
omnipresent sensors, connected infrastructure, and autonomous systems. This marks a new
era in human history, throughout which more resources were required to deliberately
choose and record events, rather than to delete their traces. Social scientists describe this
as having significant ramifications for privacy and (individual/collective) autonomy (Gstrein
and Beaulieu). As a response, Mayer-Schonberger proposed to declare ‘forgetting’ a virtue
in the digital age, which was both a controversial and influential idea at the time.

4 Over the years, a whole range of methods—from legal, to technological and economic—
have been suggested and developed, in order give shape to this ‘virtue of forgetting’. All of
this occurred at a time when the European Commission started exploring a comprehensive
revision of the European data protection regime, which transforms this debate in two ways.
First, the discourse increasingly shifts to the legal domain and European data protection
law more specifically. Secondly, the idea of forgetting in the datafied society is connected to
existing legal remedies, first and foremost the ‘right to erasure’.

C. The ‘Right to be Forgotten’ in European Law

5 As alegal concept, the right to be forgotten can be traced back for many decades.
Indeed, before the emergence of the Internet and digital communication technologies, there
were already concerns over protecting people from disproportionate media attention. The
rationale being that an ex-convict, or victim of a crime, for example, should not be pursued
by the underlying facts connected to their name in newspaper articles decades later. This
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normative value of being able to start with a clean slate, can be (and has been) given shape
through many different legal concepts; from general tort law to defamation law, personality
rights (Cour de Cassation, Chambre criminelle, 22 March 1966, 65-90914, Publié au
bulletin) intellectual property rights, the right to privacy (Von Hannover v Germany), and
data protection law. Taking this perspective, the right to be forgotten is strongly connected
to Warren and Brandeis’ seminal 1890 article on the right to privacy in the Harvard Law
Review (Warren and Brandeis). It is said this piece was written in response to unwanted
media attention (eg, newspaper articles with photos) following social and family events such
as weddings, funerals, and similar intimate family moments (Gajda). In Europe, the right to
be forgotten can be traced back to at least a 1944 Swiss case, where a widow protested
against a painting of her late husband on his deathbed, being displayed in public (Kaspar v
veuve Hodler, 1944, BGE 70 II 127; see Weber). As mass media took off, so did the number
of cases on trying to constrain the disproportionate public attention that certain individuals
received (see cases in Cour de Cassation, Chambre criminelle, 22 March 1966, 65-90.914,
Publié au bulletin; Werro; Defreyne; Mantelero; de Terwangne; Finocchiaro and Ricci;
Boizard; and Montero and Van Enis). In more recent times, the European Court of Human
Rights (ECtHR) recognized a right to be forgotten, based on the human right to privacy
(Art. 8 European Convention on Human Rights) in its landmark 2004 Von Hannover case.

6 The common thread in all these cases is that they involve (re-)publications of
information, necessarily resulting in balancing exercises between the interests of the
individual, versus freedom of expression, information, and of the press. Over the years,
ethical and journalistic codes emerged that tried to pre-empt and deal with such balancing
acts (eg, BBC Editorial Guidelines, chapter 7). Yet, with the popularization of the Internet
and digitization of media (production, distribution, and consumption), the number of right
to be forgotten cases increased dramatically. Indeed, it is the digital dimension of
publishing information about people, that has turned right to be forgotten cases into a data
protection issue. After all, data protection law explicitly deals with the automated
processing of personal data and gives individual data subjects agency over how their
personal data is processed, inter alia through a right to erasure.

7 As a matter of fact, the right to erasure already formed part of data protection law long
before the adoption of the GDPR and the debate about a right to be forgotten gained such
prominence in the past decade. The right to erasure was included as part of the right of
access in the GDPR'’s precursor dating back to 1995 (Art. 12(b) Directive 95/46/EC), and a
number of national data protection laws before that. The first noteworthy appearance of the
right to erasure can be found in the Council of Europe Resolution on the Protection of the
Privacy of Individuals vis-a-vis Electronic Data Banks in the Private Sector (1973) (‘1973
Council of Europe Resolution’). In that sense the right to erasure is almost as old as data
protection law itself, which also dates to the early 1970s (Gstrein and Beaulieu 20-22). This
Resolution put forward ten principles, which would later prove formative for (European)
data protection law, being reiterated in Convention 108 of the Council of Europe as well as
Directive 95/46/EC and, eventually, the GDPR. Principle 7 of the 1973 Council of Europe
Resolution on the protection of the privacy of individuals vis-a-vis electronic data banks in
the private sector specifies that ‘every care should be taken to correct inaccurate
information and to erase obsolete information or information obtained in an unlawful way.’
As mentioned in the Explanatory Report, ‘it seems advisable to adopt a rule which would
halt unbridled hoarding of data’ (Explanatory Report to: Council of Europe Committee of
Ministers, Resolution (73)22 (n. 15) para. 21). Even if this resolution deliberately framed
the erasure of personal data as an obligation (ie, ‘those responsible for data banks ... to pay
attention not only to the ageing of data after their storage in the computer, but also to
storage of data which were already obsolete from the outset’ (Explanatory Report para 33)
rather than a right (‘the Committee of Experts did not wish to go so far as to recognise a
formal “right to oblivion”; it is intended, however, to protect individuals from unreasonably
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long retention of data that could be harmful,” Explanatory Report 24) it can still be
considered to have planted the seed for what we now know as Article 17 GDPR today, which
in itself is essential to understanding the right to be forgotten as a legal figure.
Furthermore, the right to erasure could also be read in other key data protection principles,
such as accuracy (principle 1); purpose limitation (principle 2); or storage limitation
(principle 4). Therefore, these principles—also featuring in the GDPR in Articles 5(1)(d), (b),
and (e)—imply a de facto right to erasure: they constrain how personal data can be
processed, and as such, enable obtaining erasure of data in case of breaches.

8 Similarly, a lot of early national data protection laws implied erasure of personal data in a
number of principles and obligations (see, for example, the legal frameworks cited in
Hondius 112-15), rather than formulating it as an explicit right. It was only in the
pioneering German (84(4) en §14(3) Gesetz zum Schutz vor MifSbrauch personenbezogener
Daten bei der Datenverarbeitung, 1977; see Nugter) and French (Art. 28-36 Loi 78-17 du 6
janvier 1978 relative a I'informatique, aux fichiers et aux libertés 1978) data protection
laws, and later in the Organization for Economic Co-operation and Development Guidelines
(1980; The Explanatory Memorandum clarifies that this principle ‘is generally regarded as
perhaps the most important privacy protection safeguard’) and Council of Europe’s
Convention 108 (Art. 8(c)), that erasure was clearly framed as a right that could directly be
invoked by data subjects. Still, even until EU Directive 95/46 EC, the right was considered
to be a component of the more important right of access. This is also relevant when reading
Article 8(2) Charter of Fundamental Rights (‘{CFEU’) which was proclaimed in Nice on 7
December 2000, but only became legally binding in the EU on 1 December 2009 with the
Treaty of Lisbon (Peers and others). Here it implies a right to erasure by emphasising the
right of access, purpose limitation, and lawfulness principles (which were all considered to
comprise a right/obligation to erasure at the time of drafting).

9 Despite the fact that the right to erasure has been part of data protection law for such a
long time, the years after 2000 resulted in a reputation—together with other rights aimed at
empowering data subjects—of being inefficient, underused, and/or ignored (Mayer-
Schonberger, 1998; European Commission, 2012; Druschel and others; Koops; Ausloos and
Dewitte). This sentiment led to considering how the right could be transformed in order to
guarantee the erasure of personal data in a datafied society. This consideration also results
from the many worries and frustrations of how such measures have failed to achieve their
purported goals, as apparent from the Commission’s public consultation and
Eurobarometer in preparation of drafting the GDPR (European Commission, ‘Summary of
Replies’, 2010; European Commission, ‘Special Eurobarometer’, 2011). Hence, when the
European Commission officially announced its plans for reviewing the European data
protection framework in 2010, the first key objective was to strengthen the rights of
individuals (European Commission, Communication on a Comprehensive Approach to
Personal Data Protection, 2010). Eventually, the European Commission proposed to broaden
the traditional right to erasure with a new ‘right to be forgotten and to erasure’ that was
included in the original proposal for the GDPR presented in January 2012 (European
Commission, Proposal for a Regulation on the protection of individuals with regard to data
processing, 2012). However, the draft provision of this Article 17 GDPR was criticized as
being overly vague, incapable of establishing clear rights and duties for the individual
parties involved in the collection, processing, and storing of personal data (Gstrein, 2012).
With the European Parliament and Member States responding to such concerns and
demands from industry to limit the scope of the provision, the extension of the right to
erasure towards a right to be forgotten was removed from the draft GDPR text.
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10 This explains the surprise of many when the CJEU in its landmark Google Spain
decision forcefully intervened in the debate (re-confirmed in later cases multiple times, see
Salvatore Manni, Google LLC v CNIL, and GC and Others v CNIL). Confusingly, this
decision, which itself is based on the 1995 EU Data Protection Directive—the GDPR was
still under negotiation—firmly established the concept of a right to be forgotten in the
public discourse. In the specific case, the CJEU extended the right to erasure enshrined in
the 1995 EU Data Protection Directive to enable an individual to demand the erasure of a
link to a webpage from the index of a search engine provider (eg, Google). Put simply, this
would be allowed in cases where the webpage contains personal information on the
individual concerned (eg, name) and if the information is no longer relevant for the public
(eg, settled fine or prison sentence). Technically, this specific legal mechanism is called
delisting (‘Nicht-Indexierung’ in German, ‘déréférencement’ in French). However, since the
original content remains available on the Internet (note, there is no erasure of the original
website) and only the link in the index of the search engine will be removed, the judgment
is widely regarded as establishing a right to be forgotten (Gstrein, 2017). In other words,
the content is harder to find on the Internet, but still available (eg, in dedicated archives or
with privileged access). The surprising Google Spain judgment reinvigorated the debate on
a right to be forgotten in the context of the GDPR as well, despite as such remaining limited
to the specific search engine context just described.

11 The CJEU continued to emphasize the importance of the right to erasure and the right
to be forgotten, by declaring that ‘legislation not providing for any possibility for an
individual to pursue legal remedies in order to have access to personal data relating to him,
or to obtain the rectification or erasure of such data, does not respect the essence of the
fundamental right to effective judicial protection, as enshrined in Article 47 of the
Charter’ (Schrems v Data Protection Commissioner, para. 95). With the case law of the
CJEU, the subject regained the attention of policy makers in the EU and worldwide.
Eventually, the final version of the 2016 GDPR, Article 17 has the title Right to Erasure
(‘right to be forgotten’). In the following, we analyse how Article 17 GDPR works and
elaborate on how the concept of a right to be forgotten has been further clarified in the
GDPR and recent CJEU case law, before turning to how it is perceived beyond Europe and
might evolve further.

D. The Right to Erasure (‘Right to be Forgotten’) in Article 17
GDPR

1. Applying Article 17

12 As will become apparent in this section, the right to erasure (‘right to be forgotten’) in
Article 17 GDPR still carries a lot of the genealogy as described above (for an extensive
analysis of Article 17, see Ausloos, 2020, Chapter 4). The opening sentence of the provision,
for instance, partly formulates the erasure of personal data as an obligation whenever any
of the six grounds described in the first paragraph occurs.

13 Article 17 GDPR is composed of three main paragraphs, containing: (1) the right to
erasure grounds; (2) the requirement for controllers to inform other controllers about an
erasure request, which is the part of this provision that remains most closely to the original
idea behind the right to be forgotten (Gstrein, 2017); and (3) the exemptions to the right to
erasure. The term ‘controller’ denominates the main entity responsible for complying with
GDPR obligations. It is defined in Article 4(7) as ‘the natural or legal person, public
authority, agency or other body which, alone or jointly with others, determines the purposes
and means of the processing of personal data. All grounds in the first paragraph, as well as
the five exemptions listed in the third paragraph, im-/explicitly refer to other provisions in
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and outside of the GDPR (for a detailed analysis of all these grounds and exemptions, see
Ausloos).

14 Building on this, in practice, determining whether a data subject can invoke Article 17
GDPR can roughly be divided into three steps. The chronological order of these steps is
informed by how each one informs the next one:

1. Do any of the exemptions in Article 17(3) GDPR apply? If the answer is yes, there
will be no need for further assessment.

2. If none of the exemptions apply, on the basis of which lawful ground(s) in Article
6(1) GDPR is the relevant personal data being processed? This second step will
determine what right to erasure triggers will be available to the data subject.

3. Does any of the relevant grounds in Article 17(1) GDPR apply? If yes, the
controller will effectively have to erase personal data. That is, unless the controller
can demonstrate a lawful ground for further processing that personal data (eg, for a
different or narrower set of purposes).

15 In conclusion, analysing whether the right to erasure (‘right to be forgotten’) applies,
cannot be done in isolation. Indeed, all the grounds (Art. 17(1)) and exemptions (Art. 17(3))
implicitly/explicitly refer to other provisions in and outside of the GDPR. As a result,
evaluating whether any of them applies in a case depends on the requirements laid down in
those other provisions (eg, on purpose expiration in Art. 5(1)(b), (c), and (e), or on
lawfulness in Art. 6(1)).

2. Extending Article 17 GDPR

16 The second paragraph of Article 17 GDPR prescribes a somewhat odd extension to the
right to erasure, which comes more closely to the original conception of a right to be
forgotten by Mayer-Schonberger. It enables data subjects to request that controllers who
have made the personal data public, inform all other controllers processing that same
personal data about the request.

17 This Article 17(2) GDPR underwent quite some metamorphoses throughout the
legislative process. Initially, it even comprised an obligation of result, rendering controllers
responsible for any authorized third-party publication. In the final form the provision now
only requires the respective controllers to ‘take reasonable steps, including technical
measures’, ‘taking account of available technology and the cost of implementation’. It would
appear unreasonable, for instance, to expect controllers that (legitimately) made personal
data public, to maintain a register of all third parties accessing that personal data
exclusively in order to comply with Article 17(2) GDPR. After all, this could
disproportionately affect the rights, freedoms, and interests (notably the right to privacy in
Art. 7 CFEU and information freedoms in Art. 11 CFEU) of those third parties seeking
access. It should also be emphasized that Article 17(2) GDPR only stipulates an obligation
to inform other controllers about the erasure request. The controller that made the
personal data public is not liable for the subsequent erasure by those other controllers
(each of which are responsible to comply with GDPR requirements in their own right).

18 In light of this, the practical relevance of Article 17(2) GDPR appears limited. It should
be stressed that the obligation under Article 17(2) GDPR should only be triggered upon
request of the data subject. Put differently, the controller should not proactively
communicate erasure requests regarding personal data it made public. This follows from
the legislative history of Article 17(2) GDPR, which was still framed as being triggered
automatically in the 2012 Commission proposal. Indeed, it is not unlikely that a data subject
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might not want the initial controller to communicate their erasure request regarding
published personal data. Under certain circumstances, the obligation in Article 17(2) GDPR
could have a reverse effect that the data subject may wish to avoid. Widely communicating
the fact that published personal data should be erased, may paradoxically draw more
attention to that data, leading to the so-called ‘Streisand effect’ (Parkinson). Therefore, data
subjects may prefer that the controller erases the personal data as such (eg, delete the
original website if possible) and not to take any further action under Article 17(2) GDPR.

3. Understanding Article 17

19 In light of the above, one could seriously call into question the added value or relevance
of having a standalone Article 17 in the GDPR. After all, determining its applicability
inherently depends on other provisions that already imply erasure (or legitimacy of further
processing). The added value of having such a dedicated provision should therefore be
judged on a more holistic level. Indeed, taking a step back, the main contribution of Article
17 GDPR appears to be that it reemphasizes, clarifies, and centralizes key data protection
components from the perspective of the data subject (as opposed to from the perspective of
controllers). It reemphasizes how many existing data protection elements already imply a
right (and obligation) to erasure. It clarifies by unambiguously specifying how other
provisions may (not) result in erasure. Finally, it centralizes, as it effectively constitutes a
central node in the GDPR drawing together the key provisions that are relevant in light of
data subject empowerment. Therefore, the provision offers a great starting point for data
subjects interested in reclaiming control over their personal data, expressly enabling them
to force controllers to (re-)assess their compliance with key data protection requirements.
The importance of such a role cannot be underestimated in the face of under-resourced
data protection authorities (European Data Protection Board, 2021).

20 Finally, the importance and effectiveness of Article 17 GDPR should also not be
overstated. Indeed, all grounds and exemptions relate to specific processing purposes. As
mentioned before, the same personal data is generally processed for many different
purposes simultaneously, each potentially relying on a different legal basis within GDPR or
other regimes. Even if certain purposes do fall within Article 17(1) GDPR, this does not
necessarily lead to the personal data itself having to be erased. Similarly though, the
applicability of an exemption does not entitle the controller to process that personal data
for any other purposes than those specifically defined in Article 17(3) GDPR. In short, this
underlines the need for a granular and functional approach—clearly delineating all relevant
processing operations, purposes and actors on a case-by-case basis—when assessing
compliance with the GDPR overall. That stated, it is fair to assume that in most
circumstances the right to object (Article 21 GDPR), targeting specific processing purposes
rather than the underlying personal data, will prove much more useful. Taking a step back
even further, it should also be said that Article 17 constitutes only one—albeit powerful—
way to give shape to the right to be forgotten in the digital age. Depending on the specific
circumstances and objectives of the respective individual, other legal frameworks may still
appear more relevant.

E. Delisting, and the Right to be Forgotten by Search Engines

21 While it is now clear how the debate about the right to be forgotten has manifested
itself in Article 17 GDPR, questions remain on how specifically the ‘right to request
delisting’—established by the CJEU with the Google Spain judgment—would be included in
the GDPR. Here it is important to remember that Article 17(2) GDPR does not explicitly
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refer to delisting specifically and that the seminal Google Spain judgment was based on the
1995 EU data protection directive—which also did not explicitly refer to delisting.

22 Responding to this important practical question, the European Data Protection Board
(EDPB)—the umbrella organization of all Member State supervisory authorities—published
guidelines on the criteria of the right to be forgotten in the search engines cases on 2
December 2019, with an updated version published on 7 July 2020. While these guidelines
are not legally binding, they do bear significant authority and shape the interpretation of
GDPR. The EDPB clarifies that delisting is tied to both Article 17 GDPR and Article 21
GDPR, which is the right to object to processing of personal data (European Data Protection
Board, 2020).

23 There are also exceptions to delisting, especially if data processing is necessary for
exercising the rights to freedom of expression and information. This will typically be the
case when there is a legitimate public interest in the widespread availability of information.
Clearly, this will be the case for information such as a newspaper article or a video referring
to a prominent political figure in office, an important public event, or high-profile crime.
Delisting can also not be required if there is a legal obligation to process data, which would
typically stem from specific national law, or if there is a strong public interest relating to
the scientific, historical, or the statistical value of data. Finally, there is also the somewhat
hypothetical exception that delisting could affect the establishment, exercise, or defence of
legal claims (European Data Protection Board, 2020, 11-16).

F. Recent Case Law

24 As has become apparent throughout, case law and courts play an important role in the
development of the right to be forgotten. Most prominently, the CJEU has established the
right to be forgotten as a legal—and political—figure with the Google Spain judgment from
2014. This judgment was met with resistance by some commentators and actors (Mason;
O’Hara), especially when considering questions such as the balance between privacy and
freedom of expression online (Keller). Additionally, the debate about the right has also a
considerable political and economic dimension (Gstrein and Zwitter). This manifested in the
question of the territorial scope of delisting (Van Alsenov and Koekkoek; Padova), which the
judges of the EU in Luxembourg had to decide on in the Google CNIL case.

25 The underlying dispute in the Google CNIL case related to the question whether a
European data subject that profits from the rights of GDPR can demand that delisting
occurs on all globally available versions of a search engine, which would include the
versions of Google offered outside France and the EU. The French data protection authority
demanded this, but Google resisted and took the matter to the high courts, which
necessitated an intervention of the CJEU to interpret the GDPR. On the one hand, one might
argue that it is important to have a universal implementation of the right in an age where it
is relatively easy to overcome territorial constraints on the Internet (eg, through use of a
Virtual Private Network service). On the other hand, the universal implementation of the
right raises questions about European data imperialism, particularly when it comes to
questions of data protection (Gstrein, 2020; Padova). Ultimately, the CJEU avoided clearly
choosing one of the two options, seemingly preferring a compromise solution with a lot of
space for discretion for individual EU member states—ie, search engines are required to
delist search results for all EU top-level domain names (Gstrein, 2010).
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26 Despite the initial resistance of the search engine operator to delisting, Google has
played a significant role in establishing the concrete practices on how to offer it to data
subjects (Powles and Chaparro). This makes it challenging to understand how the
implementation happens in detail and which rules apply on a case-by-case basis, despite the
company providing transparency reports and publications on the issue (Bertram and
others).

27 On the same day as the Google CNIL ruling, the CJEU decided in another case relating
to delisting requests of four data subjects, each of whom taking issue with Google search
results that appear when search queries are used containing their names. All four were
denied delisting even though claiming that sensitive personal data was involved—Article 9-
10 GDPR put in place a general prohibition for processing special categories of personal
data (such as data revealing race, political opinions or sex life, biometric data, health data,
or data relating to criminal convictions and offennces), unless certain strict conditions are
met—and started legal procedures in response (Quelle, 2019). In this case (GC and Others)
the Court found that a search engine provider does not always have to accommodate
delisting requests relating to so-called sensitive data. Rather, it needs to decide by taking
all relevant factors of the case into account. On the one hand, the seriousness of the
interference with the fundamental rights to privacy and protection of personal data laid
down in Articles 7 and 8 CFEU must be considered. On the other hand, the reason of
substantial public interest must be considered; specifically, whether inclusion of a link in
the list of results displayed following a search on the basis of the name is strictly necessary
for protecting the freedom of information. Overall, this judgment can be interpreted as
strengthening freedom of expression and the right to information. That said, the Court did
add an odd consideration at the end of its judgment, potentially constraining information
freedoms. More specifically, it explains that when it comes to published information relating
to criminal proceedings brought against the data subject, search engine operators are
required to ‘adjust the list of results in such a way that the overall picture it gives the
internet user reflects the current legal position, which means in particular that links to web
pages containing information on that point must appear in first place on the list’ (GC and
Others, paras 77-78). This implied duty to include certain links in search results, notably
even the first search result, requires search engine operators to actively evaluate the
accuracy and up-to-dateness of the underlying content (De Conca).

28 Most recently on 7 April 2022, General Advocate Pitruzzella delivered an opinion in yet
another delisting case: TU and RE v Google LLC, originating from Germany. In this opinion
he seems to build on the case law just described, emphasizing the active role of search
engine operators in the dissemination of information. Specifically, the case includes the
question which type of information a data subject needs to provide so that the search
engine operator can assess a delisting request. According to Pitruzzella, when a delisting
request relates to allegedly false information published online, some evidence (prima facie)
demonstrating the false nature of that content is required to trigger delisting. In this case
the applicants required delisting of articles and pictures that undermined their reputation
and questioned their ability to provide trustworthy financial services. To investigate
whether such requests for delisting are legitimate, information to dismiss the claims made
on the Internet must be provided, unless this would be manifestly impossible or excessively
difficult. Additionally, the operator of the search engine should also carry out checks on the
validity of the information and contact the publisher of the referenced web page where
possible. In cases where the harm to the data subject is imminent, the search engine
operator may delist information temporarily, or add a notification that the validity of the
information is contested. Information does not only contain written content, but also images
and thumbnails. The CJEU largely confirmed this argumentation in its final decision, which
was delivered on 8 December 2022. Indeed, the Court confirmed that search engine
operators are responsible for the way in which they display thumbnails detached from their
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original context, when a name is used as a search term (TU and RE v Google LLC,
Judgment, para.108).

29 Other European courts have also been active in engaging with the concept of delisting
and the right to be forgotten more broadly. Apart from the aforementioned Von Hannover
case (followed by Von Hannover v Germany (No.2)) on 28 September 2019 the European
Court of Human Rights in Strasbourg handed down a judgment in the case of ML and WW v
Germany. The case is based on events that took place in 1993, when the applicants were
convicted of the murder of a well-known actor and sentenced to life imprisonment. From
2007 onwards, as the release date from prison was approaching, the applicants brought
proceedings against several media organizations with the aim to anonymize archive
documents. Specifically, they claimed that their case needed to be considered in light of the
emergence of internet search engines and delisting. However, in this case the Court
considered that the public interest in the information was overriding the privacy right of the
applicants and denied delisting. More broadly on the right to be forgotten, soon after the
judgment in Google CNIL, the German Federal constitutional court issued two judgments on
6 November 2019 that positioned the right to be forgotten in the context of informational
self-determination, which is a German constitutional right that emphasizes human dignity
and personal development (Gstrein, 2020). However, it goes beyond the scope of this
chapter to discuss these and similar judgments by national courts in further detail.

G. The Right to be Forgotten Beyond Europe

30 Despite the GDPR’s centrality to many debates, it is important to stress that the right to
be forgotten is not just a European concept. Relevant court judgments, draft legal bills, as
well as debates on policy making have been recorded for many countries outside Europe
(note: here, ‘Europe’ needs to be understood in the ‘broad sense’; since the European Court
of Human Rights in Strasbourg has case law on the right to be forgotten, one can expect
that the concept applies to all jurisdictions of the 46 Council of Europe member states).
Indeed, the right to erasure has already inspired legislators across the globe to adopt
similar rights in a growing number of jurisdictions (eg, Argentina, Japan, Qatar, Russia,
Madagascar, Turkey, and Brazil; see initiatives mapping data protection legislations across
the world, such as Greenleaf, 2017; Piper). This is not to mention the way in which different
legal frameworks—such as intellectual property rights, defamation law, criminal
expungement law, etc—have been used in both offline and online contexts for decades
across the world already. The international debate about the development of the right to be
forgotten in a digital environment is still ongoing (Werro; Gstrein 2020; Van Calster and
others), and it appears that especially Latin American countries such as Brazil have a long
record of interaction with the concept (Branco), with some court judgments preceding the
GDPR era. Similarly, when taking the intergovernmental G20 forum as a reference
framework, Erdos and Garstka identified significant developments outside Europe relating
to the conception and enforcement of the right, and argue that statutory provisions in 15 of
the G20 nations support a version of the right to be forgotten (Erdos; Erdos and Garstka).

H. Outlook

31 Turning to the substantive dimension of the right to be forgotten, it seems at least
imaginable that it will continue to be applied in new contexts. For instance, already in 2014,
Edwards argued for considering it to mitigate harms from ‘revenge porn’. This call turned
out to be prophetic, as the scandal around ‘Girls Do Porn’ dramatically demonstrates: after
dozens of women had been coerced into participating in the production of explicit videos,
which were uploaded against their will and watched by millions on the biggest porn video
platforms on the Internet, the videos kept circulating even after the perpetrators had been
found guilty by criminal courts (Cole). What started as a criminal procedure of the victims
against the criminals producing the content, quickly transformed into a fight of the victims
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to actually have the companies behind the porn platforms complying with the law and
deleting all of the videos, also in cases when they were re-uploaded (Gault and Cole).

32 Increasing pervasiveness of data sharing with potential harms might even increase
further as technologies to create ‘deep fake videos’ continue to emerge. One can imagine
direct harms in situations where personal data such as images, videos, and voice recordings
are being used with malicious intent to create videos that show persons committing actions
that they were never involved in. Even more complicated to address are situations where
personal data is being used to train algorithms. To just illustrate this with one example, an
attack on a website that promises to show artificially generated faces made it possible to
identify the people whose images were used to train the engine that generates the ‘artificial
faces’ (Heaven). The question to which extent pseudonymization and anonymization can be
used to depersonalize such data and mitigate such harms is complex (Finck and Pallas), but
it is up to this date completely open which remedy data subjects could use if they should be
suffering from being included in such compromised data sets.

33 More broadly, looking ahead, a successful and balanced implementation of the right to
be forgotten requires independent and effective enforcement by public institutions, which
operate with utmost respect for the rule of law.

I. Conclusion

34 The right to be forgotten remains a complex subject. Perhaps it is most appropriate to
approach it as a concept that entails a family of rights, which can be captured with this
umbrella term. This also explains why the terms ‘right to be forgotten’, ‘delisting’, and
‘right to erasure’ are sometimes used interchangeably in discussions, even among experts.
Originally, the right to be forgotten primarily aimed to address disproportionate publicity
being given to private information. The emergence of information and communication
technologies turbocharged such risks, but also created new challenges resulting from
omnipresent data collection and usage, used to predict human behaviour and thinking. This
raises the question whether autonomy—both on an individual and collective level—must be
protected with additional safeguards. Such protection seems particularly important for
democratic societies, where autonomous space for free thinking, expression, and action are
crucial to guarantee a sustainable functioning of the political system.

35 In the context of European data protection law, the right to be forgotten was translated
into binding law during the development of GDPR, building on the tradition of the right to
erasure. Additionally, through jurisprudence the CJEU developed the right to delisting,
which manifests the right to be forgotten in the context of search engine use. This specific
version of the right to be forgotten has so far caused the most controversy, especially
among those who fear that relevant information will too easily disappear from the Internet.
Certainly, a successful implementation of any form of the right to be forgotten requires
independent and effective public institutions, that operate on the basis of the rule of law.

36 Despite such legal manifestation through the GDPR and court judgments in Europe, the
right to be forgotten remains in flux. Beyond the legal domain it has influenced
(geo-)political and economic discussions. Often these happen in the context of the design of
international data flows, which makes the right to be forgotten a symbol for the position of
Europe—and specifically the EU—in the world. However, we have also highlighted that
numerous countries in different regions of the world engage with the right to be forgotten.
Hence, to consider it as a purely European affair is overly simplified. Due to the popularity
of GDPR it also seems likely that it will continue to spread geographically, as other

From: Oxford Public International Law (http://opil.ouplaw.com). (c) Oxford University Press, 2023. All Rights Reserved.
Subscriber: Oskar Gstrein; date: 31 March 2023



countries in the world (re-)model their (existing) data protection laws after this standard
framework.

37 Finally, it remains to be seen how emerging technologies such as synthetically
generated content (eg, deep fake videos) influence the understanding of the right to be
forgotten. So far, the concept has seen many iterations, criticism, and changes.
Nevertheless, more than a decade after the broad public debate about it has started, it has
manifested itself as a central concept to understand the datafied society.
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