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Abstract: The dawn of cyberspace has been conducive to unlocking the
potential of the information environment. As a result, armed forces embrace
concepts of engagement in the information environment, in cyberspace, and
especially in information maneuver—the concept of generating effects in the
information environment. Unfortunately, some within the military remit
perceive information maneuver as the “2.0 version” of existing intelligence
capabilities emphasizing the digitization of the battlefield. While enhanced
intelligence, understanding, and decisionmaking are essential, information
maneuver is, above all, a means to act and generate effects in the cognitive,
virtual, or physical dimension similar to deception, propaganda, or covert
actions. The concept of information maneuver must not be seen as an “add
on” to existing capabilities within the military instrument of power but
instead as a way of exerting power and achieving effects within the remit of
information as an instrument, away from the traditional physical military
approach to conduct operations.

Among the logical fallacies formulated by the Ancient Greeks, the
causal fallacy is understood to occur when two events that appear
together or follow one another are presumed to have a causal
relationship, rather than just appear before or next to the other.!

Where you sit, depends on where you stand.’

On 10 May 2020, Major General Cole, the UK Army’s director of
information, addressed an audience at the Royal United Services Institute
(RUSI) Information Maneuver Conference, arguing that “information
maneuver involves the use of information in all its forms to understand the
operating environment better than anyone else and subsequently to make the
most of that advantage. The aim is simultaneous to shape perceptions to
ensure the Army’s activities and intentions are appropriately recognized by
allies, populations and adversaries.””

Maneuvering in the information environment, or information maneuver, is
one of the latest topics in doctrinal thinking,* and not only in the military
realm. In the precyberspace era, however, operations in the information
environment, apart from military deception operations, were a secluded remit
predestined for intelligence and security services,” especially where national
interests are concerned. The emergence of cyberspace has unlocked the
information environment (e.g., via social media), and, compared to some
decades ago, access to and usability of the information environment has
expanded exponentially, deluging the traditional domains of (military)
engagement (land, air, and sea). Consequently, an abundance of new actors
with a global reach has entered the security arena, meaning new
opportunities for communication, competition, and conflict.®
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To be more successful than others (competitors or opponents) implies
gaining a superior position to advance one’s interests, hence to
“outmaneuver” others (even if only temporary and locally), which is a truism
valid for the military,” as it is for marketing campaigns. As with many new
developments, actors seize these cornucopian concepts to advance their
position and interests. The military realm is no exception and cynically
speaking, the latest generation of jet fighters and submarines, but also the
land forces that operate among the people,® are sometimes framed as
the acme of “maneuvering-in-the-information-environment,” especially by
the services themselves.

Although armed forces have used information and intelligence since the
beginning of humankind to acquire understanding, improve decisionmaking,
and execute operations, many (Western) military institutions find it—
paradoxically—difficult to get their heads around the concept of information
maneuver.” Due to their enemy-centric tenure,'” it appears that Western
armed forces focus on enhancing and improving the connectivity of existing
information and communication technology (ICT) infrastructure for
intelligence collection, understanding, and support of decisionmaking,'!
hence gaining an advantageous position during the preparatory phases of
physical military activities.

The concept of information maneuver must, however, not be seen as an
“add on” to existing capabilities in the traditional land, sea, and air domain
within the military instrument of power.'? Instead, information maneuver is a
way of exerting power and achieving effects within the remit of information
as an instrument, away from the traditional physical military approach to
conducting operations.

Although improved interoperability, robust ICT systems, and better
understanding of the environment and opponents must be applauded, this
is only half the story'®: the center of gravity of information maneuver is
to use information not only to “understand” and subsequently to
“decide,” but also to “act.” The latter entails using information in any
cognitive, virtual, or physical form to shape the operational environment
of other actors (i.e., opponents) advantageously, but moreover to use
information as a weapon of influence—concepts that border deception,
propaganda, or covert action.'*

Information maneuver is not an uncontested notion that makes a reflection
on the role of the armed forces in the concept of information maneuver
appropriate, thereby contributing to the ongoing discourse on what
originated information maneuver, what it entails, and how to place the
armed forces therein.

Aware of country-specific organizational and legal structures,' a division
between “armed forces” and “Intelligence Communities” (ICs) is made as a
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point of departure.'® The former is an inherently physical asset for armed
conflict, at least in the contemporary Western military tradition, while the
latter focus on national security (not only military) issues in the wider
spectrum of (and between) war and peace, but predominantly below the use
of force. Furthermore, information in this article relates to all cognitive,
virtual, and physical forms, such as ideas, images, binary code, words,
sounds, or explosions.

To give substance to the reflection on the role of the armed forces in the
concept of information maneuver, the origin of information maneuver is
revisited, arguing that cyberspace has unlocked the information environment,
thereby inundating all other domains, and consequently overwhelming the
existing capabilities of ICs and armed forces. After that, it is argued that the
concept of information maneuver does not solely encompass intelligence
gathering for understanding and to support decisionmaking, but is also a
means to act (i.e., use information as a “weapon” to influence and to target
the information environment [i.e., cyberspace] itself). Finally, before the
conclusions, the role of the armed forces in information maneuver is
alluded to.

CYBERSPACE: THE CATALYST TO INFORMATION MANEUVER

The main objective for states is to protect and further their vital interests.'’
To do so, states will cooperate with other states, but they could also employ
instruments to exert power trying to persuade, coerce, or manipulate other
states to change their position.'® Depending on the goal to be achieved,
instruments of power related to economy, information, diplomacy, or the
military can be implemented in one or several traditional domains or via
cyberspace; the domain is the area where the actual engagement with the
(audiences of the) other states takes place.'

While diplomatic means, a cultural exchange, or installing economic
sanctions are what Nye would call means of soft power to further and
protect national interests,” the military instrument of power will be an
obvious state’s choice when in (armed) conflict, “compelling adversaries
through the threat or application of physical power in the form of destructive
or disruptive force to achieve victory.”*' For pursuing physical effects, states
most likely turn to their armed forces.?

Apart from the instruments mentioned above, states can also employ their
informational instrument of power, which refers to how states use data and
knowledge to understand and shape the complex nature of the information
environment to further national interests.”> Although this may have
constructive effects, informational instruments can also aim to disrupt other
actors’” ability to direct objective content to its target audience, to properly
grasp reality, and to establish effective defensive action capability.>*
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ICs, but also armed forces’ psychological operations, have traditionally
used means of influence, including deception, propaganda, and covert action,
to pursue effects in the informational environment. Deception entails
“deliberate measures to mislead targeted decision-makers into behaving in an
[advantageous] manner.””>> Propaganda can be defined as the “dissemination
of information in support of government policy,”*® which can be applied in
an overt (“white”) manner that includes forms of strategic communication
(StratCom),”’ or more covert and with malign intent (“black™) to deceive or
mislead opponents,”® and “manipulate perceptions in support of one’s cause
or to damage an adversary.”?® Covert action is a “programme to influence a
foreign audience to alter its policies or actions in ways that benefit or support
the goals of the government that is conducting it and which mask the original
sponsorship of that government.”* At the top of the ladder of covert action,
destructive (cyber) campaigns intend to destabilize or punish other states
rather than influence political decisions.”!

While operations in the information environment are nothing new, what is
new is that with the inception of cyberspace, new opportunities for human
interaction have been introduced. And cyberspace activities,”> with the
Internet and social media as the engagement area (i.e., the “battlefield”), have
been far more influential than propaganda was in the past.*?

The information environment can be (conceptually) divided it into three
dimensions (see Figure 1). The physical dimension encompasses geolocations
and all tangible objects and persons. The cognitive dimension entails people’s
individual and collective ideas, values, knowledge, perceptions, and wisdom.

Figure 1. Information environment and cyberspace. See Paul A. L. Ducheine, Jelle van
Haaster, and Richard van Harskamp, “Manoeuvring and Generating Effects in the
Information Environment,” ACIL Research Paper 2017-25 (2017), p. 6; see also Jelle van
Haaster, “On Cyber: The Utility of Military Cyber Operations During Armed Conflict”
(PhD Thesis, 2018), p. 173, note 898, https://dare.uva.nl/search?identifier=26737clc-8be3-
4147-ad13-1{f63ea972bc
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The virtual dimension relates to where and how information is digitally
collected, processed, stored, and disseminated.

Cyberspace can be positioned in the information environment. The scope
of cyberspace consists of three layers in two dimensions. First, the physical
network layer of hardware, the computers, cables, and hubs in the physical
dimension.** The two components in the virtual dimension are the cyber
objects (logical layer of software and data) and the cyber identities (i.e., the
virtual persona layer entailing the reflections of persons or groups, enabling
them to interact on the Internet and social media).

The new virtual layers provide a gateway to the information environment.
In that sense, cyberspace has “unlocked” the information environment, not
as an instrument or a weapon as such, but “an enabling environment that
allows actors to transmit information to large audiences at low cost, near
instantaneously, through multiple distribution points, across borders and
with heightened opportunities for anonymity.”* In addition, many physical
objects, such as cars or weapon systems, are somehow connected to
cyberspace and thus potentially accessible via cyberspace. Moreover, via
cyberspace, insight in perceptions, attitudes, and so on can be quickly
established.

Therefore, when states (maliciously) employ power, they often avoid the
traditional domains of engagement but instead seek to address, interact with,
or confront other actors (including opponents) in the elusiveness of
cyberspace.®® Apart from espionage via cyberspace, activities in cyberspace
can be divided into actions that affect the three layers of cyberspace itself—
the so-called hard-cyber operations or digital sabotage’’—and actions that
use cyberspace as a vector to affect the cognitive dimension—the soft-cyber
or digital influence operations.*®

Cyberspace has been the catalyst to transform traditional activities in the
informational environment into information maneuver. And because
cyberspace inundated the traditional domains of (military) engagement (land,
sea, air), information maneuver is no longer confined to the undercover
world of the IC, but defensive and offensive activities related to information
maneuver via cyberspace are a concern for all, including the armed forces
that have the monopoly of state violence.

The essence of maneuvering in the information environment is to gain a
competitive advantage over (opposing) audiences by using information as a
source to assess and understand actors (i.e., opponents) and their
environment, to decide and to engage their information environment
(especially cyberspace), and to use information as an instrument (a
“weapon”) to influence the cognition of those audiences, to affect (i.e., to
undermine) the deliberate understanding and autonomous decisionmaking
process of targeted audiences.

AND COUNTERINTELLIGENCE VOLUME 36, NUMBER 4
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Figure 2. Information maneuver.

In order to gain effects—that is, to cooperate with, persuade, coerce or
manipulate (opposing) actors resulting in a change of position—information
maneuver activities gain data and information from observing the
environment. The intelligence produced, combined with knowledge and
experiences, generates understanding of the situation offering insight and
foresight that is used to decide what to do and subsequently how to act
(Figure 2).*° Acting entails employing diplomatic, economic, informational,
or military means to achieve effects in the cognitive, virtual, or physical
dimension.

INFORMATION MANEUVER AS A CONCEPT

Information maneuver as a concept, but also cyberspace as the fifth domain
of (military) operations,*® has been embraced by armed forces that—in the
Western military culture—predominantly operate in, and are organized to
conform to, the traditional physical domains of engagement: land, sea,
and air.

Armed forces have tried to amalgamate these novel concepts in the
military instrument of power, their traditional base of statecraft. Because
military effects in Western contemporary culture are traditionally realized by
using physical force as a weapon, it stands to reason that armed forces
employ information maneuver as an upgraded collection process of military
intelligence, what we will refer to as “intelligence 2.0.” The aim of military
intelligence is to “provide situational awareness, develop understanding,”*!
and “feed information into resilient and responsive C2 [Command and
Control] structures, better informing the force and enabling faster decision-
making.”** Hence, armed forces want to have an “information edge”** in the
preparatory phase of the operation,** to create kinetic effects in the physical
dimension (see Figure 3).

But information maneuver entails more than “intelligence 2.0” or
enhanced military intelligence. During the 2016 U.S. presidential election,
cyberspace-enabled activities were executed by agents of the Russian
Federation (RF). The RF agents hacked the ICT infrastructure of the
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Figure 3. Intelligence 2.0.

Democratic National Congress and Hillary Clinton’s campaign team,
retrieving valuable and compromising data, especially about Clinton.*> The
data were later used—as a “weapon” of influence—to undermine the
integrity of candidate Clinton, thereby affecting the cognitive dimension of
U.S. voters.

Information maneuver should not be seen as an “add on” to existing
military doctrine within the employment of the military instrument of power
that focuses on action and effects in the physical dimension but as an
exponent of the informational instrument of power with the purpose to affect
the deliberate understanding and autonomous decisionmaking process of
targeted audiences. In the concept of information maneuver, information will
not only be used as a source to gain intelligence and understanding and to
support decisionmaking but moreover as a means to alter the opposing
information environment by weaponizing information to influence target
audiences in the cognitive dimension, or to engage with the virtual and
physical dimensions of the information environment (i.e., via cyberspace),
itself.

Information as a Source to Understand and Decide

The first and foundational element of information maneuver is the use of
information to gain understanding and subsequently insight and foresight to
support decisionmaking. Gaining information about other actors, including
opponents, but also about the environment in which one operates is a crucial
precondition for success.

The digitization of the information environment has changed the collection
of intelligence. Cyberspace has affected our societies through an exponential
increase in processing power,*® storage capacity for data, and transmission
speed facilitated by the dematerialization of data,*’ making cyberspace a
repository of data, and thereby a trove for digital espionage.*® However,
because large parts of data are publicly available (via open source social
media platforms), the data are available to all interested parties. Intelligence
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and understanding can be generated using network-based ICT systems and
algorithms and big data analysis.*” Tech companies (Facebook, Alphabet)
already use these techniques, as well as political consultancy firms
(Cambridge Analytica), without relying on espionage.

Digitization will also make large quantities of data available for the armed
forces, enabling them to gain enhanced intelligence, understanding, and
ultimately insight and foresight regarding the operational environment (i.e.,
the battlefield) as a whole and the opponent’s intent and positions in
particular. It will also support and accelerate decisionmaking on who, when,
and what to engage or target and will, in turn, result in more precise or
bespoke activities and a more efficient use of assets.

Because military intelligence collection concentrates on opponents and
their operational environment, their focus is generally type-casted as “enemy-
centric” and related to the preparatory phase of military action. During this
phase, intelligence activities include human intelligence but also computer
network exploitation activities (gaining nonconsensual access to ICT
infrastructure of opposing forces and retrieving data)®® that can take place
without damaging cyberspace (i.e., without degrading or deleting cyber
objects [software or data] and cyber identities [accounts]).

Using information as a source to gain intelligence and understanding
can—if decided so—result in an act affecting the cognitive, virtual, or
physical dimension. Enhanced military intelligence can still lead to a
traditional physical act aiming for effects in the physical dimension (as
depicted in Figure 2). Although such action will be executed more surgically
due to increased intelligence, effects could also be achieved using
information—ranging from software to words, sounds, pictures, or footage—
as a means to act affecting other dimensions (i.e., virtual or cognitive).

Information as a Means to Act

The second and core element of information maneuver is the use of
information in any form to affect the information environment of other or
opposing audiences (i.e., engaging with informational [nonkinetic] effects in
the physical, virtual, and cognitive dimension of actors whose attitude and
behavior require change). The pinnacle of all employments of instruments of
power is a change in the cognitive dimension of other actors. However,
because this dimension cannot be addressed directly, signaling is required
using the virtual or physical dimension as a vector.”!

Ultimately, to achieve such cognitive effects, the information environment,
more prominently cyberspace, is used as a vector. Activities can target the
other state’s cyberspace, and can even weaponize information to influence
specific groups, audiences, or individuals within (or related to) other states.
Information maneuver uses information as a weapon of influence to achieve
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ultimately effects in the cognitive dimension, and as a target obtaining effects
in the virtual or physical dimension—the hard-cyber operations.

On Influence Operations
Influence operations, which use information as an instrument (weapon), aim
to change the attitude (and subsequent behavior) of opposing actors by “the
deliberate use of information by one party on an adversary population to
confuse, mislead and ultimately influence the actions that the targeted
population makes.”>>

Digital influence activities use cyberspace as a vector with the aim of
targeting the cognitive dimension.”® Although these digital influence
operations can be exerted in every domain, cyberspace is particularly apt for
influencing other states or audiences within that state.

Present-day digital influence operations, which are not exclusively executed
by intelligence services,”* use coercive, persuasive, or manipulative
techniques.”> Coercion and persuasion are rational, conscious activities. Until
now, apart from deception operations, most informational activities the
armed forces use are persuasive in nature (e.g., public affairs activities or
StratCom to, referring to Cole’s earlier quote, shape perceptions to ensure
the activities and intentions are appropriately recognized)®®; in effect, to form
“white” propaganda. Coercive activities (whether executed by armed forces
or ICs) are traditionally executed using physical, not informational, means.
Manipulative influence operations aim to circumvent subconsciously the
rational processing of incoming data. When deceiving, confusing, and
misleading are the intent, manipulative influence operations will be the
instrument or weapon of choice.

The core principle of manipulative influence operations is to lure
target audiences into making judgments based on heuristics or mental
rules of thumb—what Petty and Cacioppo call the peripheral route.’’
Cyberspace is inducive to deflect persons and groups to make biased
judgments, because

(a)lthough the volume and velocity of information has increased by
orders of magnitude in the past few decades, the architecture of the
human mind has not changed appreciably in the last few thousand
years, and human beings have the same cognitive and perceptual
limitations that they have always had.>®

The heuristics cannot be addressed directly because these are neural
processes of persons or groups. Heuristics can, however, be invoked by
techniques including an overload or shortage of data,” scarcity in time, but
moreover, in altering the content of a message or the source of the message,*’
which is the essence of “weaponizing” information. Information is
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weaponized if specific narratives or frames are applied.®’ Other techniques
entail disinformation,®” misleading news outlets (e.g., Russia Today or
Sputnik)®® or false social media accounts, impersonating the target state’s
nationals.®* All these elements will impair the ability of target audiences to
value the incoming information or give significance to the data, deflecting
them toward heuristics.

On Hard-Cyber Operations

The digitization of the information environment has generated new
opportunities to target: the physical network layer (hardware), cyber objects
(software, data), and cyber identities (i.e., user accounts, websites).*> Apart
from using the information environment (including cyberspace) as a vector to
use information as an instrument, a weapon, during influence operations, the
three layers of cyberspace can also be targeted.®®

Hard-cyber operations use information and data to target these three
layers of cyberspace and have an effect in cyberspace by altering, disabling,
disrupting, hijacking, or destroying hardware, software,®’ or virtual
persona.®® The attacks change the attributes of the cyber identities, cyber
objects, or—indirectly—the physical network (the hardware) by emplacing
malware (malicious software), manipulating data, or through a distributed
digital denial of service attack,” as was the case in Estonia (2007), Georgia
(2008), and Ukraine (2022).”° The result will be that the virtual dimension
and/or the physical network layer of cyberspace are/is impaired or that data
are disclosed,”' as occurred during the 2016 U.S. presidential election.
Targeting the virtual dimension of the information environment can even
have effects in the physical dimension,’” as was the case during the Stuxnet
attack (2010),”* or the hacking of the power grid during the 2015 Ukrainian
power outage,’* and the ViaSat satellite at the onset of the 2022 Russian
invasion in Ukraine.”

Undermining and sabotaging the virtual dimension and the physical
network layer can also benefit armed forces during conflict. The result of this
is the malfunctioning of the Global Positioning System-supported fire
support systems for artillery,’® or undermining and impairing the enemy’s
command and control systems,’’ to deteriorate the virtual dimension (virtual
persona, logical layer) and physical network layer (hardware) of opponents
to hamper them to exploit vulnerabilities.”

THE ROLE OF ARMED FORCES IN INFORMATION MANEUVER

Even though states are regularly affected, even “attacked” by other states
trying to achieve informational effects via cyberspace, or apply cyber
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operations during an armed conflict, information maneuver is not necessarily
restricted to war(fare). The interactions (or infringements) in the
informational remit or via cyberspace seldom reach the force threshold. They
are, despite the current use of cyber operations in Ukraine, predominantly
engagements outside armed conflicts.

Furthermore, the “targeted” actors or actors engaged are not always
“enemies” in a military sense. These could be allies or agitators,”’ ranging
from white hackers, whiz kids, disgruntled employees, (cyber)criminals to
advanced persistent threats or intelligence agencies and state-sponsored cyber
groups. Moreover, foreign acts of information maneuver, especially the hard-
cyber and influence operations, predominantly affect the economic,
diplomatic, or informational realm instead of the military.

This renders the question of whether armed forces—outside conflict and
war—have a role to play in the wider concept of information maneuver. To
make an assessment, several issues need to be taken into account. First of all,
information maneuver, when solely used as enhanced military intelligence
(“intelligence 2.0”), can still result in achieving effects in the physical
dimension, which in general remains the prerogative of the armed forces.
Second, because cyberspace has unlocked the information environment, the
traditional domains (land, sea, and air) of engagement are deluged by a
virtual dimension.

This assessment results in a dilemma. Armed forces are, on the one hand,
not the most prominent agents to act in case of a peacetime nonkinetic
cyberspace-related interference with an effect within a state. While, on the
other, because cyberspace has made the information environment widely
accessible, activities in the informational realm—including cyberspace-related
influence and (hard) cyber operations—are no longer the exclusive realm of
the IC alone.

To defy this conundrum, the employability of armed forces in the
information environment needs to be revisited. In armed conflict, the armed
forces can first be used as a stand-alone entity when an information
maneuver results in a physical operation affecting the physical dimension.
Second, armed forces can be employed to achieve (defensive or offensive)
effects with (hard) cyber operations, in the virtual dimension, either alone or
in tandem with intelligence agencies, cognizant that the latter have different
objectives and authorities. Cooperation and synchronization of efforts would
be beneficial, not least due to the vastness and the number of ongoing (hard)
cyberattacks.

Close collaboration would also be favorable when activities take place in a
domestic setting during peacetime. One could even argue that by generating
effects in the cognitive dimension via digital influence operations or executing
digital espionage, the armed forces could be supportive.
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Due to the focus of armed forces on traditional domains (land, sea, air)
and on the generation of military (physical) effects, the pitfall is when armed
forces execute digital influence operations or activities in the broader concept
of information maneuver during peacetime, a physical mindset or “hammer”
is applied to achieve a goal, as they would be during armed conflict.

Therefore, when employing the concept of information maneuver, armed
forces will need to shift focus from a predominantly physical stance to an
informational approach, especially because the informational instrument of
power is often employed in a situation short of force and outside war (armed
conflict). The military instrument is the embodiment of the threat or use of
force in physical operations—the hard power of the state.®* As such, it can be
used for offensive or defensive physical deployment of power, but also
deterrence by the show of force or showing a clear sign of resolve.
Conversely, information as an element of power refers to the way a state uses
information—data and knowledge—to shape the environment in an enduring
effort to support national interests. The latter implies a different set of norms,
ethics, and rules. The armed forces will need to change their attitude and
enlarge their toolbox and be able to adjust their mindset and manner of
operating to the changing paradigms in which to operate.®! Activities
supporting law enforcement agencies in a national setting follow domestic
legislation instead of the laws of armed conflict during war.

In sum, when using the concept of information maneuver, the intelligence
and knowledge required should not only be enemy-focused. Furthermore, for
successful cyber and especially influence operations, data, information, and
intelligence of targeted audiences is required related to all dimensions of the
environment and all audiences, including domestic and supporting audiences.
Finally, information should not solely be used as a prerequisite to plan
operations and to reduce uncertainty on the one hand, but information
should also be used to exploit the opponents’ quest to reduce uncertainty on
the other side.®

In the concept of information maneuver, different information is required
during planning, decisionmaking, and executing the operation. Apart from
military intelligence, information is needed as a means to act and shape the
information environment to impose one’s will on other actors; hence,
information used as a weapon as an alternative to kinetic means.

CONCLUSION

All in all, information maneuver is a concept that can be utilized to generate
effects in cognitive, virtual, and physical dimensions. Using information as a
source for enhanced (military) intelligence (including via digital espionage),
understanding and decisionmaking can result in a kinetic and military
operation with an effect in the physical dimension. However, the acme of
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information maneuver is to use information also as a means to act to
generate effects, for example, through the employment of hard-cyber
operations to affect the virtual (and physical) dimension by targeting the
three layers of cyberspace or through the use of information as a weapon to
influence the cognitive dimension of the targeted audience via digital
influence operations.

Activities in the information environment have been around for ages,
including deception, espionage, propaganda, and covert actions (i.e.,
sabotage).>> The emergence of cyberspace has changed these activities
fundamentally as it has deluged the traditional domains of engagements with
a virtual layer, thereby unlocking the information environment as an area
open to all—state and nonstate actors that have access to and partake in
cyberspace.

Owing to the overwhelming vastness of cyber-enabled activities employed
in the information environment, primarily due to cyberspace, the existing
capacities in this remit—the intelligence services and psychological teams
within armed forces—are insufficient to counter foreign activities in the
information environment, let alone employ assertive activities. Neglecting
activities in the information environment, enabled by cyberspace, is not an
option because influence operations via cyberspace and the hacking of ICT
systems by state or nonstate actors are not hypothetical but happen on a
daily basis.

Armed forces and intelligence agencies can—and will have to—join
efforts to effectively execute information-enabled activities in cyberspace in
a comprehensive manner within their respective mandates. But a
precondition is that armed forces will need to revisit their perception on
understanding the environment, the language, culture, and values
applicable to achieve informational -effects, especially during digital
influence operations.

If the armed forces want to use the full breadth of information maneuver,
they will need to adopt a different stance and frame of thinking and need to
realize that other protocols, norms, ethics, and rules apply—similarly to when
military service personnel would operate in the diplomatic realm. When
operating in peacetime, the context of activities within the informational
instrument of power will most likely be under the authority of the civil
authorities (i.e., national police, law enforcement, or intelligence agencies); or
will be mandated based on a national justification (legal basis) to protect vital
interests abroad within a given legal regime.3*

Using the military “hammer”—the physical approach used in armed
conflict—will prove ineffective, especially in achieving effects in the virtual
and cognitive dimension outside conflict.
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