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4 COMPUTING GRID INFRASTRUCTURES 

Learning software agents are applied to support the management of computing grid 

infrastructures. We motivate the challenges in managing grid environments and mention the 

anarchistic, heterogeneous and volatile aspects which introduce complicating factors that 

hamper the network to behave in a transparent and predictable way. Then we present a 

prototype system that runs in two separate domains of a large production computing grid 

infrastructure. The system observes event data in system log files and learns DFA models that 

represent job-traffic paths. This system is based on agents that use our collaborative 

modelling approach and can deal with the volatile and multi-domain aspects of the grid 

infrastructure. Finally we explain how the models obtained by the agents are used to support 

system administrators in their tasks of administration and analysis. 

4.1 Introduction 

A computing grid infrastructure is a large scale computer network designed to share 

computer resources for doing large volumes of calculations and data storage 

(Foster et al. [48]). Computing grid16 infrastructures (Grids) are typically used in 

weather forecasting, physics, bio-medical research, serious gaming and simulation. 

Grid computing is the discipline that studies the development and use of grid 

infrastructures. Whereas the world wide web is used only to share information in the 

form of documents and pages, a grid infrastructure allows us to share computing 

power over the internet (Foster et al. [46], [47]). A grid infrastructure is designed to 

dynamically scale its size by increasing or decreasing the amount of elements to the 

required level of demand. It is a volatile network; the topology varies in time. The 

elements of a grid infrastructure are spread over multiple organisational domains 

and are owned by different organisations.  

                                                
16 The name „grid‟ originates from the word „power grid‟, used to denote an electricity network: The idea 

of a computing grid is to share computational power in the same way as electrical power (Foster et.al. 

[47]). Scientific communities developed and used the first grid infrastructures for e-science activities 

and collaborative research. 
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In the beginning of the 21st century industries adopted the term grid computing and 

developed it further using the notion of service orientation (project „Nessi‟ [106]). 

Over the last few years grid computing and service orientation have mutually 

enforced each other. Grid computing provides the technology for sharing large 

volumes of computational power. Service orientation offers flexible, and extensible 

ways of reusing functionalities inside and across organisational boundaries. Both 

technologies gave rise to scalable and configurable service-based computing 

infrastructures. Traditional client-server computer applications changed into scalable 

and configurable network applications in which resources are shared and delivered 

by multiple organisations. 

4.2 Managing grid infrastructures 

Today‟s large grid infrastructures contain several tens of thousands of CPU‟s and 

several petabytes of storage. They consist of hardware and software components 

that are provided, used and managed by more than two hundred collaborating 

organisations. For example, the Worldwide LHC Computing Grid (LCG) 17 is an 

infrastructure that handles the high energy physics experiments undertaken at the 

Large Hadron Collider (LHC) located at CERN. Next to the large amount of data that 

is produced by the LHC, transferred between grid sites, and used by physicists 

worldwide, also meta information is generated by monitoring systems to make 

statements about the reliability, functionality, and usage of the grid. The large 

amount of jobs, roughly 300.000 per day, create a lot of monitoring data in a large 

variety of log files.  

Grid infrastructures tend to be hard to manage. The complexity of these 

networked environments grows with increasing user demands. Each day, more 

components are coupled, and more and more organisations are involved in the 

delivery of resources and functionality. The chaotic behaviour of grid infrastructures 

makes it difficult to make long-term forecasts about potential causes of unexpected 

behaviours. This leads to the situation where networked infrastructures after relative 

periods of stability break down unexpectedly and cause a lot of management effort. 

                                                
17 http://cern.ch/lcg.  The LCG is a large grid environment that supports the particle physics experiments 

using the Large Hadron Collider (LHC) at CERN. The LHC, at CERN near Geneva, is the largest 

scientific instrument on the planet. The data is captured and analyzed by more than 140 participating 

institutes in 35 countries. The mission of the LCG is to build and maintain a data storage and analysis 

infrastructure for the entire high energy physics community that will use the LHC. One of the great 

endeavors is to manage a huge data stream of 600 megabytes per second. The LCG is a typical 

example of a so called e-science-infrastructure. The emerge of e-science stimulated the growth of 

grid computing, and vice versa, grid technology gave a push to the first e-science projects. 
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4.2.1 Constraints 

The complex structure of grid infrastructures (Ilijašić et al. [75]) and the chaotic 

behaviour of traffic in such networks (Zhu et al. [136]) make network performance 

management a non-trivial process. We mention three intrinsic aspects of grid 

environments that challenge the process of network performance management: 

First, a grid consists of elements that are spread over multiple organisational 

domains and owned by multiple organisations. Each domain has its own 

characteristics and rules for authentication and authorization. Privacy and 

communication-bandwidth constraints hamper the share of information across the 

network. The multiple-domain aspect also makes grids prone to changes based on 

local preferences instead of an overall architectural vision. This leads to proliferation 

(sprawl), unpredicted behaviour, failures and instability (van der Aalst [1]). 

Secondly, a grid is a volatile environment. Elements can be added and removed 

freely, and resources are available only for a limited amount of time. The temporal 

aspects of grids force the process of information retrieval and analysis to deal with 

incomplete information. Grids are networks that grow or shrink without an 

architectural overview. The topology is allowed to change under local conditions, 

implying the need for a proper information management mechanism. Volatility 

challenges the operational management in situations in which individual 

components appear to work seamlessly when tested in isolation but cause 

problems once they run in a networked environment in which the dependencies are 

allowed to change in time.  

A third aspect is heterogeneity. Each organisation has its own type and version of 

hard- and software, elements undergo continuous improvements and there are 

many protocols and standards used.  

 

In their task of operational grid-management and administration, system 

administrators often need to analyze and combine information from multiple 

sources, such as monitor systems, user-privilege databases, sets of log files. 

Sometimes those sources all belong to their own domain, but sometimes they 

belong to domains that are governed by other organisations. In such cases more 

than one system administrator is involved in the problem solving and analysis tasks, 

which leads to more communication and even more time consumption. They have 

to make comparisons, relate local events and communicate their findings with each 

other in their attempt to find possible causes of a particular problem. In some cases, 

administrators have to analyse a multitude of system-log-files manually. This is a 

time-consuming process, which involves a lot of data that has to be analyzed 

carefully and correlated by hand. Sometimes, a difficulty one encounters is the fact 

that the required information was not written in the particular log-file. In those cases, 
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system administrators have to infer information by deducing what was missing in the 

log files. 

There is a strong need for automated verification methods that will increase the 

robustness and fault-tolerance of the infrastructure based on statistics extracted 

from the operational infrastructure and correlate data sets. The growth of these 

environments in terms of size and usage requires supporting systems to be of a 

sophisticated level. (Foster et al. [49]). In order to meet the operational and 

performance management challenges, and to improve the level of reliability and 

stability, event data coming from various isolated domains must be better related. 

Our intention is to support system administrators in their cross-domain analysis and 

to provide them with overviews that allow them to make their decisions quicker and 

more efficient. 

 

4.2.2 Contemporary monitoring tools 

There is a wide variety of software available that supports the management and 

monitoring grid infrastructures. Zanikolas ([135]) gives an overview of grid monitor 

software. Software tools that support the process of monitoring and performance 

measurement are commonly known in both academic and industrial worlds (e.g. 

Nagios18, HP openview19). Such tools provide information about the status and 

healthiness of a particular underlying system. Whereas some tools focus on 

supporting infrastructure maintenance and administration (such as e.g. Ganglia20), 

others belong to grid middleware and support the finding and bookkeeping of 

resources of interest (Czajkowski [33]). Although most of them are designed to be 

extensible, implementations are often bounded by hierarchy, by organisational 

boundaries or work primarily with predefined rules. Whereas complex event 

processing (Luckham [87]) is commonly used within industrial solutions, 

communication between components across organisational boundaries and 

interoperability between the tools themselves is still subject to improvements.  

Most tools provide a large variety of overviews. However, they often lack the 

functionality of relating events; they are written from the perspective of providing 

overviews, without the intention to help with problem analysis by means of 

correlating events. Ganglia e.g., can provide information from many sites at various 

desired levels of detail, but cannot relate the events in these overviews with each 

other. This is a practical problem given the growth in usage and complexity of grid 

environments (Shen & Lesser [119]). A monitor tool that provides real time grid 

                                                
18 http://www.nagios.org 

19 http://en.wikipedia.org/wiki/HP_OpenView 

20 http:// www.ganglia.info 
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activity information is the Real Time Monitor (RTM), developed by the GridPP team21. 

Contemporary grid monitor tools lack the ability to correlate data from multiple 

sources. Data mining and inferring correlations is something that is not yet 

commonly done in those tools. Solutions based on agent technologies are being 

described (Foster [49]) but not implemented in production grids yet. 

Recently a team within the EGEE22 project started the Grid Observatory23 initiative. 

Their aim is to develop a scientific view of the dynamics of grid behaviour and 

usage, making the grid itself more reliable and stable. The role of the Grid 

Observatory project is to act as an “information provisioning service organisation”. It 

is envisioned that service-organisations form a landscape which together 

implements a proper grid-governance. Examples of other service organisations are 

broker organisations, quality assurance organisations, and operational maintenance 

organisations. 

While some of these efforts are in line with our research, our work focuses on 

sequential patterns in job events. We model the grammatical structures of grid job 

traffic and use Deterministic Finite Automata (DFA) to model actual traffic patterns 

across the various grid domains. 

4.2.3 Managing performance 

Managing performance of networked infrastructures is like weather forecasting. It is 

impossible to make long-term forecasts of the weather-situation at a certain point in 

time, but by constantly updating our weather models we can improve the forecast 

gradually and increase the reliability of our forecast to an acceptable level. 

 In general, performance measurement in large computer networks involves finding 

the right parameters that influence this performance. One of the questions that is 

commonly addressed is “how to find the relevant parameters from which to deduce 

and judge the healthiness of a system?”. There are solutions that use expert 

knowledge. Prior information about the parameters and the kind of patterns to look 

for is stated by a human or external data source. Other approaches use more 

advanced methods that are based on learning, i.e. statistical or semantic deduction 

of relevant parameters or patterns in the data. 

Earlier work in the area of infrastructure management is done by Adriaans 

(Adriaans et al. [3][8][9]). With their “Adaptive System Management” (ASM) 

approach they improved the reliability of systems, detected hidden performance 

bottlenecks and reduced operational management workload. ASM distinguishes 

from traditional system management on the creation and usage of models that 

                                                
21 http://www.gridpp.ac.uk/ 

22
 Enabling Grids for E-Science in Europe (EGEE), See also http://www.eu-egee.org 

23 http://www.grid-observatory.org 
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capture the underlying infrastructure. ASM is defined as the realisation of proactive 

management that can learn to plan and predict effects of management actions in 

order to meet user requirements. 

 

Functionalities of ASM can be grouped in four categories: 

• Monitoring 

• Continuity Analysis 

• Trend Analysis 

• Model Mining 

 

In general, when measuring the state or behaviour of a system one must have an 

understanding of „what to measure‟ and „how to judge‟. This implies a proper prior 

knowledge of indicators and metrics. Furthermore, as stated in the introduction, the 

process of performance management implies statements and criteria on the 

indicators that are used in the interpretation of the term performance. In the work of 

Adriaans, Adaptive System Management (ASM), this argument forms the starting-

point of the meta-modelling and confronts us with the necessity of measuring 

service level agreements in terms of real user satisfaction: “The measurement of the 

health of the system is only possible if the service level agreements are defined in 

clear operational terms that can be implemented in the client software.” (Adriaans 

[3]).  

 

The monitoring functionality offers information to be stored in a single environment, 

called the Enterprise Model Warehouse (EMW) which is used to learn about the 

enterprise infrastructure. The more information becomes available, the better the 

environment can be modelled. Empty and erroneous data are removed, statistical 

values are calculated and derived attributes are retrieved. Data mining techniques 

are applied to the available monitoring data in the EMW. One type of the derived 

models are decision trees that show possible origins of the performance 

bottlenecks. Once the ASM discovers such information, advice is given to the 

system administrator on the corrective actions that should be taken to enhance the 

performance. 

ASM even goes a step further: if it finds out that system parameters should be 

changed (e.g. more swap space or larger file system) it can execute the correct 

actions to make the necessary changes. This forms the basis for unattended  

system management. The second functionality, continuity analysis, is the process to 

find performance bottlenecks for individual systems, as well as for entire business 

systems. It can track down what resource is causing the performance problems, but 

is then also able to find what attributes within that resource are causing the problem. 

The techniques used for continuity analysis produced exact numbers of the 
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performance of business applications. These numbers are used to check whether or 

not an application is performing within the limits of Service Level Agreements.  

ASM also offers trend analysis. Usually this is done by extrapolating available 

monitoring data. The data is analyzed using statistical techniques in order to try to 

find trends. ASM uses a more accurate mechanism to analyze trends of the 

behaviour of entire business applications: by applying learning algorithms (e.g. 

genetic algorithms) to the historical monitoring data, rules can be found that tell how 

resources affect each other. The entire set of discovered rules is used to predict how 

the business application will behave in the future. The fourth functionality is model 

mining, the process of finding hidden relationships and enriching business 

applications models. This implies data mining over the models, on top of the data. 

The EMW is able to verify whether a model of a business system is complete or not. 

If the EMW discovers that the model is not complete, it will automatically update the 

model with new information about that model. Over time the model becomes more 

complete and management of a business application will be more accurate.  

In an enterprise infrastructure, business applications share various resources. An 

example is a router: multiple applications can use the same router to communicate 

between front- and back-end of an application. Obviously it is possible that in these 

situations business applications can influence each other. In terms of pro-active 

management, it is crucial to find out what business applications influence each other 

and in what way the influence takes place. If an email service burdens a router or a 

server in such a way that other applications don‟t function well, it may be necessary 

to re-route the email traffic to free up more bandwidth on the router. This explains 

the need to find all hidden relationships, and to find a way to enrich the existing 

business application models.  

 

Our work extends the ASM approach in a) enhancing the scope of application from 

the level of single domain enterprise infrastructures to multi-domain grid 

infrastructures, and b) learning from distributed datasets instead of a single EMW. 

The overall intention of our work in the environment of grid-infrastructures is to 

improve the network performance. We model successive events that occur in the 

network, and learn DFA models in multiple organisational domains of the grid 

infrastructure. These models are used by system administrators, which can be 

considered to be part of the grid infrastructure itself. 
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4.3 Supporting grid management  

4.3.1 Collaborative Tracing Information Services (CTIS) 

We have developed software that supports the management of grid environments. 

Our system, called Collaborative Tracing Information Services (CTIS) is a distributed 

information system that fetches job-traffic information from various locations on the 

grid, and composes overviews that are used by grid administrators. The system 

supports administrators in their diagnosis and troubleshooting tasks. 

 

 

Figure 4.1: Agents supporting network analysis administration 

The CTIS software consists of agents that gather job-traffic data from log files and 

attempt to find patterns by means of learning grammatical models. The agents 

obtain patterns and global overviews of traffic in a grid based on information that is 

stored in the log-files of the various components of the grid infrastructure. The 

agents collaborate to detect relations in various events that occur in a grid 

infrastructure. They build models and generate overviews that support both 

administrators as well as end-users. Our models are distributed amongst multiple 

organisational domains. They are retrieved using data from each individual domain 

and shared in order to be able to reason over the grid infrastructure as a whole. 

While focusing on correlation of information CTIS uses data (runs on top) of existing 

monitor tools.  

Whereas the grid infrastructure is considered to be a collaborative agent 

organisation, the agents form a collaborative agent organisation as well; they 
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communicate with each other, with the system to be managed and with their human 

users. The learned models are used to gain insight into the data or to classify or 

predict future data. Because of the multi-domain aspects and the fact that 

communication across domains is constrained, the process of modelling is carried 

out by sharing local models instead of domain specific details. By means of relating 

and comparing the models, conclusions about events that occur in different, 

isolated domains can be drawn. The models are used to complete missing 

information and making predictions. By sharing their DFA models, the agents are 

able to provide a global model of job-flows on the grid and correlate information. 

 

 

4.3.2 DFA learning 

The agents observe job-traffic, and retrieve paths that consist of series of individual 

observed job-locations. These series are used as input in the modelling process. In 

fact, the DFA models obtained in such a way represent the grammar that explains 

the job-handling behaviour of the grid infrastructure. An example is shown in Figure 

4.2. The upper half shows a subset of grid-nodes; normally, jobs are scheduled by a 

workflow-management broker (WFM), which sends them to a particular compute-

element node (CE). A CE can be seen as a kind of entry point of a particular grid 

domain. At the CE the job is forwarded to a head node of a local batch system (HN) 

where it is be scheduled to run on a worker node (WN). The number of CEs can be 

large, and the number of worker nodes can be very large. By modelling the job 

paths based on the analysis of log files, one can obtain an actual view of paths that 

the jobs follow while being handled by the grid. 

In the process of grammar induction we assume that the grammatical patterns of 

job-sequences belong to the set of regular languages. Motivations were given in 

section 2.4.3. Furthermore we know that jobs themselves have a limited lifetime in 

the grid as a result of time-constrained (proxy-)credentials. We also know that in the 

description of a job a maximum number of resubmissions is defined by the user. All 

together, this motivates the modelling by means of DFAs to be of sufficient 

complexity for learning the grammar of job-events. 
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Figure 4.2: Example of a topology and a corresponding DFA representing the flow of jobs. 

The process of constructing a DFA from traffic data is done by means of the 

grammar induction algorithms as described in chapter 3. In this process we regard 

the sequences in time of the job related events and denote those sequences by 

means of sentences. A sentence consists of symbols (locations) and a group of 

sentences is called a sample. In the DFA learning process we learn only from 

sentences that are to be accepted. In our case we only deal with data about job 

events that did/do occur. Since creating some DFA that is consistent with training 

data is trivial, it is usual to add the constraint that the DFA should generalize to 

unseen test data. For this, we use the “Blue-Fringe” merging algorithm and the 

principle of Minimum Description Length (MDL) as described in chapter 2. 

4.3.3 Local and global models 

From a traditional machine learning perspective, modelling job-traffic is regarded as 

a process in which we are given a large distributed dataset (the set of log-files within 

the various domains) and a set of learners (the agents). The task is to have the 

agents collaboratively model this dataset. We call this large dataset the global 

dataset. It contains data that is distributed amongst the various domains. The global 

dataset can be considered virtual, as communication constraints make it impossible 

to learn models directly from it; agents are restricted to observe only the part of the 
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information that belongs to their own particular local domain. We call this subset the 

local data set, since it contains data that belongs to the local environment of the 

agent. The global dataset contains job-traffic data about the grid-environment, the 

local dataset represents job-traffic within a particular organisational domain. 

 

 

 

Figure 4.3: Mechanism of two agents analysing local grid-traffic data. 

Figure 4.3 shows two learners (M1 and M2) that observe (parts) of traffic data in a 

grid environment. Each learner observes a local dataset and shares its global 

models. Each learner builds a model, called its local model, that reflects the 

grammatical structures in its local dataset. In order to fulfil the collaborative learning 

task, the learners have to share and merge their models.  

Since the environmental constraints do not allow all event-details from one domain 

to be communicated to other domains, each learner also maintains a second model, 

called the learner‟s global model. A global DFA model contains information that is 

allowed to be shared across domains. The global model of a learner is 
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communicated to other learners. Each agent learns local models and shares these 

models to build global overviews. The agents build local DFA models, merge them 

with their own global model (or create a global model from a local model in case 

there is no global model yet) and share their global models with each other. In this 

way, each agent obtains a cross-domain model of job-traffic paths. By means of 

sharing and merging their own global DFA models, the agents are able to maintain a 

global model of job-flows on the grid.  

4.3.4 Sentinels (S-agents) and Squad Managers (M-agents) 

Modelling job-traffic is done in two steps. First, event information is extracted from 

plain log files and stored in event tables. This is done by means of filters based on 

regular expressions. The log files are of different types and their size varies from 1 to 

500 megabytes. Second, events from one or more tables are read, and 

concatenated into strings. The strings form the input of the grammar induction 

process which results in a DFA. The processes of producing event-tables and 

grammar induction are carried out as separate tasks. This allows flexibility in the 

design and deployment in constrained production environments. Figure 4.4 shows 

this process schematically.  

We distinguish between S-agents and M-agents. Since their most primitive 

function is to observe data from an information source, the agents that observe log 

files are called S-Agents, or Sentinels24. Sentinels that operate in the same 

organisational domain are grouped into a so-called Squad. Each squad contains a 

so-called M-agent or Squad Manager, which receives the information from the 

sentinels and creates local DFA models. The squad manager maintains a global 

model and shares this model with other Squad Managers. In other words, an S-

agent reads a log file and creates event tables (comma separated text files). An M-

agent reads the event tables and creates DFA models. This agent also shares its 

model with other agents.  

Depending on end-user needs, the moment of model sharing is done on timed 

intervals or each time an agent updates his local model. On request of the system 

administrator, a Squad manager provides cross domain traffic overviews based on 

its global model. 

 

Note: in chapter 3 we talked about L-agents (Learning agents) where here we talk 

about M-agents, (squad Managers). Their role is the same. 

  

                                                
24 A sentinel is a synonym for a watcher or guardian 
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Figure 4.4: Analysing log files and modelling of events. S-agents (sentinels) observe log 

files (1) and create event tables (2), M-agents are responsible for reading the event tables 

(3) and learning local (4) structures and merging models (5) 

4.3.5 Environment  

We deployed the software in two grid sites25. The first site is the grid-site of NIKHEF, 

the national institute for subatomic physics. The second site is the Donald Smits 

centre for information technology (RUG-CIT), which belongs to the University of 

Groningen. Both sites are part of the of the EGEE, BiGGrid26 and LCG27 

environments. Both sites offered us access to log files of traffic on a part of their 

actual production infrastructure elements. We investigated the collaborative learning 

mechanism in these domains and generated individual and combined models of job 

traffic information. 

Figure 4.5 depicts the setting at two grid sites (domains). Within each domain 

agents observe compute-element (CE) nodes and head nodes (HN) of a local 

cluster. Jobs of a user or group are scheduled by a workflow-management broker 

(WFM), which sends them to one of the CEs situated in a particular domain. The 

light-gray arrows in the figure reflect the possible job flows in this section of the grid. 

The first domain (NIKHEF) contained two CE nodes and one HN node. The second 

domain (RUG-CIT) contains one CE - and one HN node. 

 

                                                
25 A “grid site” is a common term to denote a sub-domain of one particular organisation 
26

 BiGGrid is the Dutch e-Science Grid. See also http://www.biggrid.nl 

27
 The LHC Computing Grid (LCG) is the grid environment that supports the particle physics 

experiments using the Large Hadron Collider (LHC) at CERN. See also http://gridcafe.web.cern.ch 
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Figure 4.5: Agents situated at two sites of a production grid infrastructure.  
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4.3.6 DFA Modelling 

An agent at a CE node, called a CE-Sentinel, observes log files from a gate-keeper 

service, which is a grid middleware component that accepts jobs for calculation and 

forwards them to a local cluster. An agent at the HN node, an HN-Sentinel, watches 

accounting log files from a cluster consisting of worker-nodes that handle the actual 

jobs.  

Examples of the log files and obtained event data are given in appendix B. 

 

Figure 4.6 shows a typical DFA graph that represents actual job-paths of jobs during 

an interval of 1 hour. For each job in that period, a sequence of detected locations is 

expressed in a concatenated string (called a sentence). In our setting, a typical 

sentence often is of the form : 

{user-environment;CE machine; headnode machine; subcluster ;worker machine}.  

 

The training sample for the DFA learning process consists of the set of sentences 

retrieved in this particular interval of 1 hour. The M-agents place the job paths first in 

a PTA tree structure and generalize by means of merging branches. The obtained 

overviews contain DFA models that represent the generalized, common job 

handling behaviour.  

 
… 

cern;CE-Gazon_NIKHEF;stro.Nikhef.nl_NIKHEF;lui2;017 

cern;CE-Gazon_NIKHEF;stro.Nikhef.nl_NIKHEF;val;055 

cern;CE-Gazon_NIKHEF;stro.Nikhef.nl_NIKHEF;val;056 

cern;CE-Gazon_NIKHEF;stro.Nikhef.nl_NIKHEF;val;027 

cern;CE-Gazon_NIKHEF;stro.Nikhef.nl_NIKHEF;lui2;013 

cern;CE-Gazon_NIKHEF 

cern;CE-Gazon_NIKHEF;stro.Nikhef.nl_NIKHEF;val;004 

… 

 

 

Figure 4.6: A simple DFA showing regular job-paths; 5 dec 16.00-17.00 hrs. The links show the 

transitions from one node (logical machine) in the grid to the next one. The DFA-nodes represent 

states of the grid in terms of job-handling. In our DFA models, we named the links, not the 

nodes.  
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Note: the nodes of the DFA represent the (abstract) states of the grid, not the nodes 

of the grid infrastructure. One has to read the DFA models as job-handling-

behaviour overviews; the links in the DFA represent a job-detection-event at the 

location of a grid infrastructure node. 

4.3.7 Recursive Jobs 

Of interest to system administrators is to get supported in case of irregular grid-job 

handling behaviour which involves a large number of jobs. There are multiple 

causes that lead to the occurrence of resubmitted jobs. In order to analyze whether 

or not this is a failure, and more specific, on what level this is an issue, a system 

administrator needs to verify a number of log files and compare the situation with 

other events. 

Figure 4.7 shows a screen-dump of the graphical user interface of CTIS as it is used 

by system administrators. 

  

 

Figure 4.7: A screen dump of the graphical user interface 

A typical example is to detect a pattern of resubmitted jobs, i.e. jobs which are not 

handled properly and are scheduled more than once. Figure 4.8. shows such a 

situation. The picture shows a model obtained during an interval of 24 hours. 

Amongst the regular traffic patterns within those 24 hours, one can see in the 

middle-bottom part that jobs from the „CNRS‟ and „eScience‟ users are scheduled a 

number of times on a CE, the headnode (stro.nikhef.nl) and the subcluster „val‟. 

They pass a number worker nodes before they are being handled by one of the 

worker nodes on the top. (here the DFA node is marked as end state). Although 

from this picture one cannot precisely tell which job followed exactly which route, it 

does clearly indicate that the handling of the jobs of this user went differently and 

triggers the system administrator for further analysis. 
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Figure 4.8: DFA model showing rescheduled jobs, domain NIKHEF, 4 dec 20:00 till 5-dec 20:00.  

The arrow indicates the resubmitted jobs from CNRS users. 

  



66 

 

 

4.3.8 Cross-domain traffic pattern overviews 

Cross-domain traffic overviews can be obtained because the squad managers 

exchange their models. These type of overviews provide a system administrator with 

information about the behaviour of the grid on a scale beyond his own local site 

domain. It is here were these models support the collaboration between system 

administrators of those domains. 

Figure 4.9 shows the result of merging two local models, made at the same time in 

both domains. The site of the Donald Smits Centre of Information Technology at the 

university of Groningen owns the CE-“RUGCIT” and the HN-“RUGCIT”. The site of 

NIKHEF owns the CE-“Gazon” and the CE-“Trekker”. 

The DFA-graph shows that jobs from users BRGM and INFN use the CE‟s of both 

sites. Also, it can be seen that e.g CERN uses the CE “Gazon” at the NIKHEF-site 

only. The straight line implies that one or more jobs got stuck on the CE “Trekker”. 

In the graph this can been seen as a straight line to the end-state, which indicates 

that this job was detected at the CE “Trekker” and thereafter not anymore. 

 

These kinds of overviews support the system administrators in their detection of 

network failures and analysis of possible causes. The graphs also show possible 

alternative paths, sometimes via other organisational domains. 
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Figure 4.9: Global DFA model obtained by combining the models of two agents. 

The arrow indicates the anomaly 
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4.4 Using the models 

The cross-domain overviews produced by the agents help in getting insight in 

whether a failure is a site-based failure, or a generic failure maybe pinpointing issues 

in the workflow definitions of the job. In case a loop occurs in two or more domains, 

chances are more towards an issue at level of the grid user, possibly at the level of 

the job description where a workflow is specified by the user. In case a loop occurs 

in one domain, but not in other domains, this might point more towards a site 

specific issue.  

Figure 4.10 illustrates an example of such a qualitative analysis. The figure shows 

the job-handling patterns at the domain RUG-CIT in the same time interval as shown 

for the domain NIKHEF, in Figure 4.8. Whereas the jobs of most users follow regular 

patterns (top of the figure), jobs from the group „CNRS‟ and „Grid‟ cause loops that 

indicate resubmitted jobs. Since the jobs from „CNRS‟ cause loops inside both site 

domains, this indicates a possible cause on the level of the workflow as specified by 

the user in the job description.  

A second trigger of analysis points toward a possible site issue: although the jobs 

from the user group named „Grid‟ indicate resubmission issues in the domain of 

RUG-CIT, they followed a regular pattern at the site of NIKHEF. A situation like this 

triggers the system administrator to further analyse the situation on the level of the 

infrastructure. 

 

The job-flow models can also be used for other purposes. First, they can be used for 

anomaly detection; actual job-handling behaviour, modelled using relative short 

time intervals, can be compared with models that are obtained over a relatively long 

time intervals. Significantly differences could trigger the system administrators. 

Second, the models can be used to predict behaviour and pro-actively support in 

alerting expected failures. A third kind of usage is for generating large, cross-domain 

high level overviews, which provides administrators with the insight in the job 

handling behaviour of a particular job, user or organisation across multiple domains. 

The DFA models can also be useful to end-users or for job scheduling systems. 

The models represent actual traffic, indicating the actual load and routing-behaviour 

of grid infrastructures. In general, the DFA models can also be used to obtain 

derived models, such as an overview of locations. Figure 4.11 presents a possible 

alternative representation of the DFA model. The figure shows a topology map of 

job-handling locations. It represents an actual view of the job-handing behaviour of 

the infrastructure. It allows systems administrators to verify situations over time 

about the expected topology of machines that handle jobs.  
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Figure 4.10: Job handling pattern at domain RUG-CIT, 4 dec 20:00 till 5-dec 20:00. 

The arrow shows the abnormal job handling situation for the user groups „CNRS‟ and „GRID‟. 
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Figure 4.11: Example of a DFA representation that is transformed into an topology overview 
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4.5 Conclusion and future work 

The collaborative DFA modelling mechanism, presented in chapter 3, can be 

applied to model events in computing grid infrastructures. Software agents that 

used these grammar induction techniques collaborated in their event observation 

and could model job-handling patterns. Our agents provided multi-domain job-traffic 

overviews as they were deployed in two domains of a large operational grid 

environment. They supported system administrators in their analysis tasks. The 

overviews helped them to make decisions on improving the routing of the job traffic. 

We obtained practical experience in how things work in the expertise field of grid 

computing. This even helped us to better understand our own problem area.  

Our efforts in the environment of grid infrastructures also initiated a track of 

interests in the communities of grid system administrators and network analysts. 

The kind of overviews were not produced by any other monitor system known at 

that time. Furthermore, since the models were obtained by means of observing log 

files, our system got the interests from those who need to scrawl them manually on 

a daily basis. We received invitations to workshops of other grid projects28. We 

believe that our approach may provide large benefits in terms of reduction of costs 

and efforts in the operational management of large scale computing infrastructures. 

 

In future work, we want to setup experiments to obtain figures about the actual 

performance improvements. This might involve user experiences and empirical 

research on the effect of using CTIS by system administrators. The timeline and 

maturity of our current research did not allow for such experiments. Given the 

results and current state of our research we propose such experiments as the next 

step.  

We also want to automate the detection of anomalies in the models and 

overviews. At the moment they are detected and interpreted manually, by system 

administrators. Although our method reduces analysis efforts, the detection and 

trigger to analyse is still a manual process. Changes in the complexity score of the 

model could provide a means for alerting the system administrators. 

Other open challenges we would like to include in our future work are anomaly 

detection based on suspected patterns (intrusion, malicious usage) and case 

specific pro-active network management. In parallel we want to further investigate 

the integration and collaboration between software agents and system 

administrators. 

                                                
28 Workshop Grids meet Autonomous Computing (see Mulder & Jacobs [102]) and the Enabling Grids 

for e-Science in Europe (EGEE) workshop. 
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The experiences gained in this case environment has also geared our motivations 

for future work in the domain of cloud computing. The aspect of elasticity and 

flexibility in price and number of resources make cloud-infrastructures extremely 

volatile. We expect performance management challenges at organisational- as well 

as technical levels. Stability, reliability, and robustness in cloud infrastructures are 

key to their further growth. We want to extend our CTIS research and goals in the 

direction of governance and pro-active cloud management. 


