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Abstract—Many scientific workflows are data-driven and
need to be continuously executed for the large volume of
datasets transferred from distributed data sources. The
overhead arising from data transfers must be considered
when optimizing workflow performance. Many workflow
systems support various data transfer protocols (DTPs) and
file systems, which lack flexibility for adopting new options.
The major problem is to determine which protocol or file
system should be selected. In this paper, we prototype a
container-native workflow data layer that supports multiple
DTPs, e.g., FTP, WebDAV, and IPFS, and assess their data
transfer performance. We base this tool has demonstrated
the feasibility of using combinations of Docker, CWL,
and Argo to provide performance analysis for workflow
scenarios. Our results show that: 1) IPFS outperforms
WebDAV in uploading large files; 2) the makespan via IPFS
executed in Argo is comparable with WebDAV, and IPFS’s
total data transferred is always less than WebDAV.

Index Terms—Container-native workflow data layer,
IPFS, WebDAV, data transfers, performance analysis, Cloud
computing

I. INTRODUCTION

In today’s data-intensive or data-driven science era,
many large-scale scientific experiments are data-driven
processing. They frequently involve the movement of
extensive datasets across infrastructure set up on file
systems in support of many domains such as astron-
omy, seismology, experimental biology, and environmen-
tal science [1]. The changing landscape of scientific
research has created a pressing need for computational
pipelines capable of efficiently orchestrating complex
analysis stages while handling large volumes of data
across heterogeneous computational environments [2].

During past decades, scientific workflow management
systems (WfMSs) have demonstrated their great value
in enabling domain-specific researchers or scientists to
automate and parallelize computational analyses from
local High-performance Computing (HPC) to remote
Cloud or hybrid environments [3], for example, Pega-
sus [4], Galaxy [5], Arvados [6], and Argo[7]. The
underlying data management plays a key role in these
WfMSs. Many different approaches have been developed
to address the problem of delivering of extensive data
sets across geographically distributed and heterogeneous

storage systems [8]. Most of such approaches aim to deal
mostly with data transfer, data sharing and synchroniza-
tion, authorisation, security and privacy regarding data
compliance (e.g., GDPR1 and HIPAA2), provenance, and
reproducibility. The available data services mentioned
in their respective documentations adopt various file
systems and data transfer protocols for data transfers,
such as FTP [9] and WebDAV [10]. However, these
WfMSs lack flexibility for adopting new options.

In applications like clinical diagnostic, there is a
special focus on the integrity and regulated access to
data throughout each pipeline stage as per applicable
laws and regulations [2]. In this context, decentralised
data management is a typical paradigm for enabling
trustworthiness among distributed parties, e.g., handling,
storing, and managing medical datasets [11]. Corre-
spondingly, decentralised storage systems and protocols
such as IPFS [12], Storj [13], SWARM [14], and Sia
[15] are widely working together with blockchain-based
solutions or frameworks to address the inefficient and
costly problem of storing large volumes of data [16]–
[18]. Some researchers have pointed out that IPFS, if
built right, could complement or replace HTTP and some
other protocols in the discussion about data management
tools and technologies [8]. However, the study of de-
centralised data management (e.g., IPFS) in WfMSs has
not been taken seriously and published research in this
field is countable. Besides, various approaches exist to
study data transfer protocols adopted in WfMSs, such as
WebDAV [19] and peer-to-peer (P2P) data sharing [20],
while the performance benchmark among FTP, WebDAV,
and IPFS for remote data transfers are still non-existent.

To explore the difference between conventional and
decentralised data solutions within a workflow context,
this paper proposes a container-native workflow data
layer, adaptable to multiple data transfer protocols, i.e.,
FTP, WebDAV, and IPFS, that combines with Docker,
Common Workflow Language (CWL), and Argo work-
flow engine for workflow deployment, execution, and

1GDPR. https://gdpr-info.eu/
2HIPAA. https://www.hhs.gov/hipaa/index.html



performance analysis. The primary contributions of this
paper can be summarized as follows:

• We extensively assess the upload and download per-
formance between remote sites via FTP, WebDAV,
and IPFS in transferring different file sizes. Our
results present that the P2P protocol (i.e., IPFS) data
transfers can output files much more quickly than
that FTP and WebDAV in bigger sizes.

• We prototype a container-native workflow data layer
for supporting WebDAV and IPFS data services
for workflow execution using the Argo workflow
engine for Kubernetes in a Cloud environment. The
Docker container images and software tool named
dm-interface are open-source and published in
the Docker Hub3 and PyPI4, respectively.

• We adopt the proposed data layer on the Argo
workflow engine using four data processing work-
flows written in CWL and compare the workflow
execution time between IPFS and WebDAV. Our
results show that in some cases, using IPFS data
service for Argo workflows outperforms WebDAV.

II. BACKGROUND

Many implemented data management approaches in
WfMSs support several file systems and data transfer
protocols for local and remote file transfers.

Pegasus, in practice, refers to a Python script called
pegasus-transfer as the executable in the transfer jobs to
transfer the data. It provides smooth data transfers for
data staging via many protocols and remote file systems,
including Amazon S3 and compatible services, Docker,
File / Symlink, Globus Online, GridFTP, GridFTP over
SSH, Google Storage, HTTP, HPSS, iRODS, OSG Stash,
SCP, Singularity, and WebDAV [21]. Likewise, uploading
data into Galaxy can be done in many ways, including
local file upload, FTP, URL, and SRA uploads [22]. In
later releases, Galaxy also supports WebDAV transfers
and resumable file uploads with tus. Besides, within the
bioinformatics community, Arvados combines content-
addressing with a distributed storage architecture inspired
by Google File System (GFS) for data management,
primarily to address the unique needs of biomedical data,
such as provenance, reproducibility, and data validation.
It utilises a CAS system named Keep, in which the data is
referenced by a cryptographic hash of its contents (e.g.,
the MD5 hash), and can flexibly store data in S3, S3-
compatible storage systems (e.g. Ceph) and Azure blob
storage, as well as store data on POSIX file systems. Data
transfer protocols like HTTP, WebDAV, and Amazon
S3 correspond to this data management approach [23].
However, these mainstream WfMSs lack the flexibility

3Docker images. https://hub.docker.com/u/nicoja
4dm-interface. https://pypi.org/project/dm-interface/

for new options, such as decentralised storage systems
and related P2P protocols.

Similarly, IPFS [12] adopts CAS technique to uniquely
identify each file in a global namespace connecting IPFS
hosts. A few work has been done in distributed workflow
management with IPFS. For instance, Hukkinen et al.
[24] reported a blockchain application for the real estate
sector, which enables distributed workflow management
in a complicated transaction process more efficiently and
transparently. IPFS is used to store the files from several
public and private information pools; Ethereum-based
smart contracts written in Solidity are compiled and de-
ployed to the blockchain. Besides, decentralised storage
systems and P2P protocols such as Storj [13], SWARM
[14], and Sia [15] are widely used in blockchain-based
solutions or frameworks to address the inefficient and
costly problem of storing large volumes of data. How-
ever, such technologies are seldom connected to WfMSs.

III. PROTOTYPE DESIGN AND IMPLEMENTATION

To bridge the gap between WfMSs and new data
solutions (either centralised or decentralised ones), we
design and prototype an adaptable data layer for WfMSs,
which can be used for adopting new data transfer proto-
cols and file systems flexibly. Two typical examples are
considered at this stage: IPFS and WebDAV.

A. Design

Fig. 1 presents core components of the proposed data
layer for atomic task execution in a machine (e.g., Cloud
virtual machine or HPC node), in which the data service
directly interoperates with the workflow task deployed
in a machine through HTTP request and response APIs.
The service also interoperates with local data, such
as read and write data operations of the file system.
Besides, when handling distributed workflow tasks, the
task should communicate with other nodes in the cluster
network, and all the data transfers satisfy the tasks’
predecessor and successor constraints.

Machine 
 
 
 
 
 
 
 
 

Read/WriteRead/Write

Data transfer

Cluster Network 
 
 
 
 
 
 

ServiceWorkflow
Task

HTTP Req/Res

Fig. 1: An overview of core components of our data layer
in an atomic task execution deployed in a machine.

B. Implementation

For efficient implementation of the above design, we
adopt containerisation technology combined with the
FastAPI Web framework because of their popularity in
the communities and easy-to-use features, as shown in
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Fig. 2. In this work, we consider the Docker container as
the critical technology for packaging IPFS and WebDAV
services. Hence, such data services run quickly and
reliably from one computing environment to another.
Meanwhile, FastAPI5 is easy to develop RESTful APIs
in Python with a well-established HTTP protocol, which
can flexibly combine new options such as IPFS with a
P2P setting. Specifically, we prototype an IPFS-based
data service to enable the data transfers with a P2P man-
ner, working in the data layer of distributed workflows
through the use of the ipfshttpclient module.
The corresponding service images are ipfs-node6 and
ipfs-service27.

FastAPI Web Framework 
 
 
 
 

HTTP API
- upload (filePath: String) 
- download (filePath: String)

IPFS-based
Service

WebDAV-based
Service

Fig. 2: An overview of the implementation of our proto-
type with IPFS and WebDAV.

To compare the data transfer performance between
P2P and client/server settings in benchmark experi-
ments, we also prototype the WebDAV-based data service
and adopt an FTP-based data service, respectively. The
WebDAV server is reproduced from the docker image
webdav8, while webdav-service29 is developed
through the use of the webdavclient3 module. For
the FTP-based service, we adopt a pure FTP data service,
i.e., pure-ftpd10, detailed in the Docker Hub.

IV. PERFORMANCE BENCHMARK

This section describes the benchmark experiments we
conduct for assessing data transfer performance among
FTP, IPFS, and WebDAV. Analysis and insights are given
based on the observations.

A. Experimental setup

a) Cloud virtual machines (VMs): We employed
four VMs from cloud infrastructure to conduct bench-
mark experiments, as presented in Table. I. The average
network speed (i.e., throughput) between any two nodes
is 245Mbits/s in a public network environment. We

5FastAPI. https://fastapi.tiangolo.com/
6ipfs-node. https://hub.docker.com/r/nicoja/ipfs-node
7ipfs-service2. https://hub.docker.com/r/nicoja/ipfs-service2
8webdav. https://hub.docker.com/r/bytemark/webdav/
9webdav-service2. https://hub.docker.com/r/nicoja/webdav-service2
10pure-ftpd. https://hub.docker.com/r/stilliard/pure-ftpd/

assume the network among these nodes is stable enough
to enable the correct scope and practical implementation
of benchmark experiments.

TABLE I: Specifications of Cloud virtual machines

VM CPU RAM (gb) SDD (gb) Public IP
v1 2 7 50 51.210.39.xx
v2 2 7 50 146.59.192.xx
v3 4 15 100 146.59.206.xx
v4 4 15 100 152.228.166.xx

b) Data sizes: Due to the storage limits, the cor-
responding file sizes are set from 20KB to 224KB. To
automate the benchmark, we adopt binary files created
by code for data transfers. We also consider that data
transfers are separate from uploading and downloading
specific sizes of files between two machines.

c) Measurement points: To assess the data transfer
performance in support of FTP, IPFS, and WebDAV,
we consider the following measurement points set as
timestamps to log files for statistical analysis. We also
set benchmark runner parameters, e.g., run count=4 and
interval seconds=30 for the executable. Tables IIa and
IIb describe when uploading and downloading a file the
timestamps we set in different protocols, respectively.
Collecting the timestamps in the log files can calculate
the data transfer times in practice.

B. Statistical analysis results

We collect about 306 log files (17 × 6 × 3), where 3
indicates the FTP, IPFS, and WebDAV network protocols,
6 refers to the number of VM pairs, and 17 is the
number of file sizes. We work out the average data
transfer times (either upload and download times) by
calculating available timestamps in these log files by
statistical analysis.

Fig. 3 compares average upload and download times
of FTP, IPFS, and WebDAV between V1 and V2. Fig. 3a
shows that for small files, the average upload times
of FTP consistently outperform that of IPFS and Web-
DAV, whose splitting point is at 212KB. Afterwards, the
average upload times of IPFS always outperform that
of FTP and WebDAV; simultaneously, it indicates no
differentiation between the average upload times of FTP
and WebDAV. Likewise, the average download times of
FTP outperform that of IPFS and WebDAV for small
files, as depicted in Fig. 3b, and for larger files, the
average download times of FTP, IPFS, and WebDAV
have almost no difference in our statistical results.

Fig. 4 illustrates more detailed comparisons of the
average upload and download times among six VM pairs
for FTP, IPFS, and WebDAV. The trend of average down-
load times of FTP, IPFS, and WebDAV is pretty stable,
in which all curves in FTP (Fig. 4b), IPFS (Fig. 4d), and
WebDAV (Fig. 4f) are almost coincident, respectively.
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Fig. 3: Average transfer times: uploading and downloading times between VMs: v1-v2

TABLE II: The description of measurement points for
FTP, IPFS, and WebDAV

Protocol No. (#) Description
FTP 1-2 start (#1) to end (#2), steps

open_file, storbinary, and
close_file are included.

IPFS

1-2 start (#1) to add_file
2-3 add_file
3-4 write_file_hash
4-5 get_root_hash
5-6 publish_root
6-7 add_path_hash
7-8 add_path_hash to end (#8)

WebDAV

1-2 start (#1) to webdav.mkdir
2-3 webdav.mkdir
3-4 webdav.upload
4-5 webdav.upload to end (#5)

(a) Measurement points set for uploading a file

Protocol No. (#) Description
FTP 1-2 start (#1) to end (#2), steps

open_file, retrbinary, and
close_file are included.

IPFS

1-2 start (#1) to get_path_hash
2-3 get_path_hash
3-4 get_peer_ids
4-5 get_file_hash
5-6 download_file
6-7 download_file to end (#7)

WebDAV
1-2 start (#1) to webdav.download
2-3 webdav.download
3-4 webdav.download to end (#4)

(b) Measurement points set for downloading a file

Likewise, the curves of average upload times in FTP
(Fig. 4a) and WebDAV (Fig. 4e) are nearly overlapped.
Yet the curves of average upload times in IPFS (Fig. 4c)
slightly deviate from each other, as well as it costs less
time than WebDAV and FTP.

Based on observations in Fig. 3, we further analyze
the upload and download times of WebDAV and IPFS
for small file transfers (i.e., 20 ∼ 212KB), as depicted in
Fig. 5, with measurement points described in Table II. It

is seen that for uploading files, the section add_file
accounts for the largest proportion of the average up-
load time of IPFS data transfers (Fig. 5a). Regarding
WebDAV (Fig. 5c), the time cost by webdav.mkdir
section accounts for a large proportion but is steady
and as the size increased to 212KB, webdav.upload
increases sharply. Similarly, for downloading files, the
download_file section in IPFS (Fig. 5b) accounts for
the largest proportion compared with that of the section
webdav.download in WebDAV (Fig. 5d).

Based on these observations, we can see that IPFS has
advantages in uploading large files, while for small files,
it performs almost the same as WebDAV. Meanwhile,
our results show that IPFS and WebDAV almost have no
difference in the average download times.

V. CASE STUDY AND APPLICATION

In this section, we adopt an open source container-
native workflow engine - Argo, workflow application
scenarios, and our tool to conduct the case study for
demonstrating the feasibility and evaluating the workflow
performance purposes.

A. Usage

In theory, a workflow G is formalized as a Directed-
Acyclic-Graph (DAG) with several n + 2 tasks T =
{t0, t1, t2, ..., tn, tn+1} satisfying the predecessor and
successor constraints. Every DAG starts and concludes
with an entry task t0 that does not have predecessors and
an exit task tn+1 without successors. The set E = T ×T
represents the set of directed edges of the DAG, where
eij = (ti, tj) ∈ E indicates the communication overhead
between a task ti and its successor tj , both in T . In
practice, a workflow execution usually involves three di-
mensions: control-flow, data, and resource, which always
go together with WfMS. To demonstrate the feasibility
of our approach and simplify operations, we assume each
task is executed in a resource node at one time, and all
tasks are data processing operations thus, the control flow
is essentially in agreement with the data flow.
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Fig. 4: Comparisons of the average upload and download times among six vm pairs for FTP, IPFS and WebDAV

B. Workflow scenarios

To evaluate the performance of workflow execution
based on IPFS and WebDAV data transfers, we consider
both synthetic workflow and real-world application sce-
narios.

a) Synthetic Workflows: As shown in Fig. 6, we
adopt one pure sequential and two sequential/parallel-
combined workflows. Supported task types include
create, read, write, partition, and merge
files. To task executions, the corresponding times-
tamps consist of time_start, time_create,
time_read, time_write, time_upload, and
time_download, respectively.

b) EcoLidar Application: A real-world applica-
tion named ecoLidar - a data processing pipeline re-
lated to Light Detection and Ranging (LiDAR) point
clouds, is also adopted. It is mainly comprised of three

different task types, namely retile, process, and
rasterize.

C. Computational environment

To simplify the operations and demonstrate the feasi-
bility of our approach, we establish an Argo workflow
engine for K8S atop four Cloud VMs, then submit the
above workflow scripts written in CWL to the system for
workflow execution.

D. Results and Analysis

Fig. 7 presents the comparison of the average
makespan between IPFS and WebDAV data transfers in
synthetic workflow execution. Both scenarios #1 (Fig. 7a)
and #2 (Fig. 7b) in most cases the average makespan of
IPFS is less than that of WebDAV for workflows fed with
larger input files. However, in scenario #3 (Fig. 7c), the
average makespan of WebDAV outperforms that of IPFS.
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Fig. 5: Comparison of the average upload and download time cost per section between v1 and v2 for IPFS and
WebDAV

(a) Scenario #1

(b) Scenario #2

(c) Scenario #3

Fig. 6: An overview of the three synthetic workflows

Regarding the ecoLidar application, we ran it fed with
an 8.9MB input file for 10 times in the computational
environment. We did not conduct experiments in different
input sizes because the datasets of the application are not
regular ascending series. Table. III lists the comparisons
between IPFS and WebDAV in terms of ecoLidar’s
makespan and total data transferred. Six-tenth run times
of IPFS are no more than that of WebDAV. At the same
time, on average, IPFS is considerable with WebDAV

regarding the workflow makespan. Meanwhile, all data
(MB) transferred during the workflow executions, the
data sizes transferred with IPFS are always less than that
with WebDAV in practice.

TABLE III: The makespan and total data (MB) trans-
ferred for each run of Lidar workflow

ecoLidar Makespan Data Transferred
Round (#) IPFS WebDAV IPFS WebDAV

1 176 173 139 405
2 157 213 143 406
3 158 180 121 406
4 183 186 136 405
5 156 174 138 405
6 183 167 136 406
7 215 155 63 405
8 180 180 165 405
9 188 189 106 405
10 204 178 165 406

Avg. 180 180 131 405

As a result, both synthetic workflows and ecoLidar
application scenarios show that the makespan of IPFS-
based workflow executed in the Cloud platform is compa-
rable with that of WebDAV. The total MB files transferred
for each run of the ecoLidar workflow through IPFS are
always less than that through WebDAV.
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Fig. 7: Comparisons of the average makespan between
IPFS and WebDAV data transfers adopted in the three
synthetic workflows

VI. DISCUSSION

A. Observations

We observe that when uploading relatively large files
(i.e., no less than 212KB) in a public network environ-
ment, IPFS will cost less time than FTP and WebDAV,
and when downloading relatively large files (i.e., no
less than 214KB), there is no difference in the av-
erage download times among the three protocols. On
the contrary, while uploading and downloading small
files (e.g., in the range of 20 ∼ 210KB), FTP always
outperforms IPFS and WebDAV, where WebDAV and
IPFS perform almost the same in the average upload and
download times. Moreover, the case study also shows that
the makespan via IPFS executed in the Argo workflow
engine is comparable with that via WebDAV and the total
MB data transferred through IPFS is always less than that
through WebDAV.

B. Weaknesses

Regarding the performance benchmark, we did not
focus on the underlying level but the application level
of networking protocols. The data sizes are also limited
because we did not have a larger volume of storage
resources. These factors may influence the performance

assessment results of remote data transfers. In the case
study, our proposed tool was utilized in the Argo work-
flow engine for K8S, a centralized cloud environment
configured with distributed VMs. Then, the IPFS-based
data service was used in a centralized manner. However,
it is natural decentralized, and so much potential deserves
to be tapped.

VII. CONCLUSION AND FUTURE WORK

This paper presents our experiments for assessing
the performance of remote data transfers with IPFS,
WebDAV, and FTP between remote VMs. The statistical
results present that IPFS has the advantage of uploading
large files than FTP and WebDAV, while for small file
transfers, it has almost no difference from WebDAV in
our experimental settings. Inspired by these findings,
we conducted a case study to compare WebDAV and
IPFS-based data transfers for three synthetic workflows
and a real-world application scenario, using combina-
tions of Docker container images, CWL-based software
pipelines, and Argo workflow engine, and our container-
native workflow tool. The empirical results show that in
terms of the average makespan (i.e., the total workflow
execution time), using IPFS for data transfers is compa-
rable with that of WebDAV.

In future work, we plan to test our techniques in
federated learning (FL) pipelines and compare them
with classical data transfer protocols for FL message
communication. There is a growing need for reliable and
trustworthy artificial intelligence (AI) and for making
scientific data FAIR - findable, accessible, interopera-
ble, and reusable. We also plan to explore more IPFS
possibilities for responsible artificial intelligence in a
combination of FAIR computational workflows [25]. We
believe that the incorporation of AI into routine FAIR
workflow management may provide a solution.
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