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CHAPTER 1
Introduction

In 2008, the mother of Caylee Anthony was accused of murdering her daughter.
A key piece of evidence brought forward by the prosecution was that a website
discussing the use of chloroform was visited 84 times on a computer the defendant
had access to.

This fact was discovered by an automated analysis of the data stored on the de-
vices related to the investigation. The analysis was performed by a digital forensics
software tool that recovers and analyzes potentially relevant information.

However, the tool’s designer discovered that his software contained an error
which lead to reporting incorrect information. A subsequent redesign of the soft-
ware, which allowed the relevant internet history file to be correctly decoded, re-
vealed that the website had only been visited once. The error was attributed to
complexities in the file format that the computer’s web browser used to store its
history [Alv11].

As shown by this case, the impact a single piece of software can have in a digital
forensic investigation is huge. At the same time, the large amount of information,
spread across many locations and all encoded in different and evolving file formats,
presents a significant challenge to investigators.

The only scalable solution is to automate the majority of this work: making
secure copies of data, recovering information in many shapes and aggregating and
visualizing the information for analysis on a higher level than individual items. All
this work has to be executed by software that is forensically sound, which refers to
processing data without modifying it, without built-in assumptions with regard to
interpretation and exhaustively logging all performed steps.
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1. Introduction

The specialist nature of this functionality results in digital forensics relying al-
most entirely on custom software engineering. In addition to the domain-specific
functionality, automated digital forensics tools share the same non-functional re-
quirements: high runtime performance, scalability and modifiability:

Runtime performance: Analyses need to be fast. This is a hard requirement due
to legal restrictions on, for example, pre-charge detainment of suspects.

Scalability: An exponential increase in processing, storage and networking capac-
ity, along with growing popularity, requires tools to scale up.

Modifiability: Many different, evolving, and emerging file formats, requires con-
stant adaptation of the tools.

Realizing these qualities presents a significant engineering challenge, as they
are naturally at odds: all three require the software to be optimized in a differ-
ent dimension [BCK12]. For runtime performance, optimization depends on algo-
rithm selection and implementation, as well as allocation of functionality to differ-
ent modules, communication between modules and shared resource use.

For scalability, optimization also depends on allocation of functionality to dif-
ferent modules, but specifically to allow modules to be replaced by others with
different capacities. For modifiability, optimization depends on how functionality
is divided and how it is implemented, again usually at the level of modules.

This thesis presents an approach to address this challenge in one area of auto-
mated digital forensics engineering through the use of model-driven software en-
gineering (MDSE). We have developed the domain-specific language (DSL) Derric,
that captures a significant part of the problem space of data recovery applications
and is designed specifically to be easy to understand and modify. We achieve this
through an analysis of the domain and common changes to such applications.

Derric is used to describe the structure of file formats, such as image and
document files. File format descriptions in Derric are declarative and independent
of any implementation. The syntax resembles how investigators encounter and use
file format information1, making the descriptions easy to understand and modify.

File format descriptions in Derric are transformed to one or several implemen-
tations by a compiler and interpreter. These components encode the design and
implementation decisions to achieve high runtime performance and scalability.

We evaluate our approach in several ways. First, we use our solution to build
a typical digital forensics tool, called a file carver [PM09] and compare it to a set
of existing file carvers on a set of existing benchmarks. Second, we implement a
set of model transformations to allow the generation of components with different

1Common sources are hex editors, source code, standards documents and informal specifications.
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1.1. Automated Digital Forensics

runtime performance characteristics, to allow the user to make custom trade-offs to
improve scalability. We evaluate these transformations on a custom benchmark.

Third, we perform a set of modifications to programs written in Derric in or-
der to evaluate its flexibility in realistic maintenance scenarios. Finally, we con-
struct an integrated development environment to assist in performing maintenance.
Additionally, this demonstrates how an MDSE approach allows the construction of
domain-specific tool support, that would be difficult to develop otherwise.

1.1 Automated Digital Forensics

At the inaugural Digital Forensics Research Workshop in 2001, the following defi-
nition for digital forensics was proposed:

The use of scientifically derived and proven methods toward the preservation,
collection, validation, identification, analysis, interpretation, documentation
and presentation of digital evidence derived from digital sources for the purpose
of facilitating or furthering the reconstruction of events found to be criminal,
or helping to anticipate unauthorized actions shown to be disruptive to planned
operations [Pal01].

ISO and IEEE use the following definition for software engineering:

The application of a systematic, disciplined, quantifiable approach to the de-
velopment, operation, and maintenance of software; that is, the application of
engineering to software [ISO10].

When it is required, or at least desired, to develop and use software in order to per-
form digital forensic investigations, these areas intersect. While all digital forensic
investigations depend on software, in practice a stage beyond simply using software
tools to complete individual tasks is required: automated digital forensics.

The automated refers to the automatic execution of multiple steps in a digital
forensic investigation. This can either mean multiple steps on a single piece of data,
such as collection, identification and presentation, or to the processing of multiple
pieces of data in a batch, such as recovering millions of files from a hard drive.

Automatic batch processing of data has become a critical requirement in the
past decades, as processing capacity, digital storage size as well as network band-
width have continued to grow exponentially. As a result, in nearly any case, initial
investigation of single pieces of data has become intractable [Gar10].

Although there are some differences in terminology (e.g., acquisition [Cas09]
versus preservation [Car05]), the partitioning of digital forensic investigations is
widely agreed upon. There are three main phases that occur in any digital forensic
investigation, regardless of the level of automation:
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1. Introduction

Acquisition: Consists of all tasks associated with making a secure copy of the data
under investigation, so that it can be further investigated independently of
the original device and without risk of data loss.

Recovery: Extracting information from the acquired data for further analysis, of-
ten at multiple levels, such as a file’s metadata, its main content (such as its
multimedia or text content), and potentially embedded files.

Analysis: Applying different techniques such as aggregation and visualization in
order to answer legal questions. Mostly concerned with reducing the amount
of information to digest for investigators.

Each device goes through acquisition only once: when its contents have been
securely copied and backed up, only this copied data is used in the next phases.
Only when during a successive phase it is discovered or suspected that the acqui-
sition was incorrect or incomplete, acquisition is restarted (but this essentially boils
down to a restart of the entire process).

Recovery and analysis may be performed iteratively. For example, under high
time pressure, recovery may be reduced in precision to reach the analysis phase
quickly. However, once some relevant facts are discovered, a more precise version
of the recovery phase may be attempted, in order to find more information. These
phases and their relationships are shown in Figure 1.1.

Acquisition Recovery Analysis

Refine

Error?

Figure 1.1: The phases of a digital forensic investigation and their relationships.

This partitioning is similar to those in other domains, such as the Extract, An-
alyze, Synthesize (EASY) paradigm in metaprogramming [KSV09b] and Extract,
Transform, Load (ETL) processes in data warehousing [Vas11].

Acquisition

The first step in any digital forensic investigation is to acquire a copy of all the rele-
vant data that may need to be investigated. Once a copy is made, it is authenticated
by calculating one or more types of cryptographic hashes and backed up to prevent
data loss due to errors in subsequent phases.
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1.1. Automated Digital Forensics

An important decision to make during this phase is whether to attempt a dead
or live acquisition [Car05]. This refers to whether a system is off (dead) or on (live)
when its contents is copied.

While turning a device off will reduce the amount of possible outside influ-
ences (such as an installed rootkit), it may also revoke access to, for example, a
decrypted area on the system. Furthermore, a Faraday cage can be used to prevent
potential outside influences during a live acquisition from a device that has wireless
networking capabilities [Wil05].

To prevent inadvertent modification of the evidence during copying, a write
blocker is used. While the actual copying application is most likely designed specif-
ically not to modify its source data, other components such as the computer’s op-
erating system or BIOS, may attempt to write to the device. Write blockers exist in
two forms: hardware [Nat04] and software [Nat03].

Additionally, not all evidence is encountered on fully functioning computers or
devices that are either turned on or off. Hardware may be significantly damaged,
in which case parts of it may be repaired or replaced in order to access its contents.
Some hardware may be intact, but not accessible due to a legacy or proprietary
interface, in which case it may be taken apart (e.g., to access memory chips directly).

Recovery

Once a secure copy of the data under investigation is available, the next step is to
recover as much information from it as possible. The recovery phase transforms
large monolithic blocks of data (e.g., one data stream per device) into information
that can be interpreted, such as e-mails, logs, and image and document files.

Most information, is recovered using different kinds of metadata commonly
available in acquired data streams. For example, nearly all devices store their data
in a file system, that records physical locations for each file in the stream, along
with the file’s name. Additionally, the metadata itself may be considered relevant
information as well, such as time stamps of when or by who a file was created, last
accessed or modified.

However, the required metadata is not always readily available. For example, a
deleted file’s contents and metadata are generally not immediately overwritten (or
cleared) when a file is deleted, but instead marked as “available for writing”. With
knowledge of the data structures of the file system, deleted files that are not yet
overwritten can be recovered by looking beyond just the directly referenced links.

Even when the metadata is unavailable, the file’s contents may still be present
in the data stream. In order to recover it, a content-based approach can be used
to attempt to recognize, called validate, a file by its internal structure. All content-
based recovery approaches are referred to as file carving [PM09].
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Such a content-based approach can be combined with reconstruction algorithms
to recover files that are fragmented (i.e., divided into multiple parts). To prevent a
combinatorial explosion, the employed algorithms usually reduce the search space
to look for files fragmented in a common and simple pattern (e.g., bifragment gap-
carving [Gar07], see also Chapter 2).

Finally, validation also serves an important function even when files were di-
rectly recoverable: the metadata is not always correct. The simplest form is an
incorrectly named file, such as a JPEG image that has a DOC extension. Other possi-
bilities include concatenated files, where only the first file would be identified (and
the concatenated file(s) could be ignored during further analysis).

Files may also be investigated for embedded files. Even though embedding files
is a normal practice (such as a JPEG image embedded in a PDF document), it is
beneficial for analysis to have all embedded files available separately.

An example overview of how recovered files may relate to their physical storage
location is shown in Figure 1.2. It depicts a scenario where a file is embedded inside
another file, that is in turn concatenated to another file and then stored in a logical
file (i.e., a file from the perspective of the file system and/or operating system).
This logical file is then represented as a stream in memory, which is stored in two
fragments in the file system, which in turn ends up in three fragments in the solid
state memory the file system resides on.

Analysis

Once recovery completes, the process begins to analyze the available information.
The process can itself consist of two distinct steps: loading the information into a
database or other information retrieval system and querying it for relevant facts.
However, since the loading step will potentially make decisions about which facts
to include and/or exclude, we consider them both to be part of analysis.

Due to the large amount of information generally involved in a digital foren-
sic investigation, along with the potentially complex legal framework surrounding
any conclusion, an analysis consists mostly of reducing the amount of information
to digest for a forensic investigator. Additionally, any conclusion will have to be
validated manually.

An example of automatic reduction of the amount of information to consider is
the use of a hash database of known files [RR06]. For each file, a hash is calculated
and then compared to those in the database. If a match is found, such a file can then
either be automatically included or excluded (depending on whether the database
contains hashes of known relevant or irrelevant files respectively).

The analysis phase is essentially free form, since it consists of any conceivable
analysis on large sets of heterogenous information. Because of this, we will refrain
from defining fixed characteristics and instead describe some examples.
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memory

logical file

concatenated files

embedded file

file system

solid
state memory

Figure 1.2: The relationship between recovered files and how they are stored.

An example of a relatively simple analysis is to filter all recovered data to collect
and present all images of a specific type, so that they can be viewed by an investiga-
tor to determine which of the images are relevant to an investigation. While simple,
having to manually traverse a file system to look for images, including unpacking
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1. Introduction

compressed files, will take up a considerable part of an investigator’s time.
An example of a relatively complex analysis is a network analysis across recov-

ered information from multiple sources to determine links between suspects, such
as whether they have communicated or share large parts of a collection of files. For
example, receiving an e-mail from someone does not imply knowing that person,
but corresponding for an extended period of time suggests acquaintance.

Finally, an analysis that may lead to a return to the recovery process (as shown in
Figure 1.1) is where metadata of image files is examined to determine the likelihood
of additional files from a series being present in the acquired data. For example, if
images contain a numbering scheme, a small set of missing numbers may indicate
that a more time consuming recovery step can yield important results by locating
the missing files.

1.2 Model-Driven Software Engineering

Nearly all software is developed using third-generation languages such as C/C++,
Java and PHP. They have lead to the development of large libraries of high-level ab-
stractions covering all kinds of domains including many in the software engineering
domain itself (such as middleware).

Unfortunately, with the advance of software, hardware and networking capa-
bilities, the complexity of developing applications has nonetheless increased. The
main reason for this is that third-generation languages still require high level goals
to be expressed in often thousands of lines of code [Sch06].

A potential solution to this problem is the development of Domain-Specific Lan-
guages (DSLs), or more generally, the application of Model-Driven Software Engineer-
ing (MDSE) [Béz06]. Two parts of any MDSE approach are the following:

Direct Representation: A custom notation to allow the expression of the solution
at a high level of abstraction. These descriptions are not just documentation,
but first-class entities in the development process.

Automation: The implementation is automatically generated from high-level mod-
els expressed in the DSL. This means that the semantic gap between high-level
expression and low-level implementation is crossed automatically.

These parts were described in early work on MDA (an early manifestation of
MDSE) [BBI+04] along with standards to guarantee interoperability between differ-
ent technical solutions.

A key issue is how to determine whether the application of MDSE is beneficial
given an engineering challenge. Investment in designing a DSL and the related
implementation is significant, given that it requires extensive knowledge of both

10
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the application domain (in order to design the notation) and modeling/language
technology (in order to implement the automation) [MHS05].

The goals underlying any decision to use MDSE are usually to make an orga-
nization’s software engineering activities more economical as well as allow direct
participation in the software engineering process by end users [MHS05].

A large number of benefits are ascribed to using MDSE, including increasing
maintainability [DK98], reliability [Spi01] and reusability [Kru92]. Success factors
observed in practice include increased maintainability [BJMH02, KSV10] and relia-
bility, as well as shorter time-to-market and reduced development costs [HPD09].

Many open questions still remain on the use of MDSE, especially in relation to
how to apply existing tools in practice [PV12].

Direct Representation

Developing a DSL to solve or specify problems in a specific domain has been a
practice throughout the entire history of computer science [DKV00]. For example,
classic general-purpose programming languages such as Cobol and Fortran were
originally designed to solve problems in a specific domain.

A graphical DSL, or visual language, can be used to express models and pro-
grams using a rich set of notational constructs, such as shapes, connectors, distance
and orientation. As a result, graphical languages have a syntactically dense layout:
they allow the use of positioning to express an almost infinite amount of relation-
ships [Ray91].

Although graphical notations are often thought to be easier to understand and
use for beginners, the large amount of different layouts they enable may actually
make them more difficult for these users [Pet95]. Textual languages can be consid-
ered highly constrained graphical languages, which may be an advantage to both
the user and implementer.

Apart from the constraints on a textual language, they also allow the use of
existing programming tools such as version control systems and program compar-
ison tools without requiring specific extensions [XS05]. In practice however, there
are many benefits to developing custom solutions for such tasks such (e.g., model
comparison [KPP06]).

Implementation Patterns

Application frameworks and libraries can be considered domain-specific languages,
since their interfaces provide a kind of “language” to express concepts in a specific
domain. This idea can be extended in (usually) functional programming languages
by using specific patterns to facilitate the use of a domain-specific syntax. Essen-
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tially, such an internal DSL is an application framework, but with a different flavour
to it [Fow10].

This implementation of a DSL inside another language has both advantages and
disadvantages. A major advantage is the reuse of the host language’s syntax and
semantics. For example, if a DSL requires expressions or interacting with external
libraries, support for this can be automatically inherited from the host language.
This can also be a disadvantage, since it is impossible to prevent the developer of a
program in the DSL from using the host language to step outside its intended scope.

An external DSL is another approach to DSL implementation. In this case, the DSL

is entirely separate from any other language or tool, providing the designer with
greater freedom to design its syntax and determine what a user can do with it.
Comparable to general-purpose programming languages, two common implemen-
tation approaches to external DSLs exist: interpretation and compilation.

In both cases the DSL has its own concrete syntax that exists separately from
the interpreter or compiler that transforms it, either to a runtime representation
(interpreted) or an output format that is either directly executed or input to a lower
level transformation tool (compiled). In both situations, from an implementation
perspective, they are the same as an interpreter or compiler for a general-purpose
programming language.

Hybrid approaches exist as well. For example, a general-purpose programming
language can be extended with domain-specific syntax that can be automatically
mapped to code in the host language [BV04, ERKO11]. While this approach allows
restricted reuse of the host language, it does require the maintenance of a general-
purpose programming language extension.

1.3 Towards Model-Driven Digital Forensics

A key concern in all phases of automated digital forensics is handling variability,
since there is no control whatsoever over the input: any digital device may contain
relevant information. We have selected the recovery phase as the focus of our
research since we believe it will benefit the most from a model-driven software
engineering approach, since it is performed entirely in software.

Acquisition heavily relies on custom, manual approaches, including hardware
repair and replacement along with the use of hardware devices such as write block-
ers and faraday cages. In general it is related to the relatively low pace of change
in hardware used in practice. The resulting challenges therefore are mostly outside
the scope of a software engineering approach such as MDSE.

Analysis will likely benefit from model-driven software engineering approaches
in the future. However, since digital forensics-specific analysis techniques are
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mostly in their infancy, it is currently not possible to accurately determine the do-
main’s coverage and concepts, which are key requirements in order to apply MDSE.

There is currently a very small amount of literature on specific digital forensics
analysis techniques and forward-looking discussions mention it as an area that
requires substantial research and development effort [Bee09, Gar10].

Variability in Recovery

Once acquisition of data during an investigation is complete, a lot of variability
remains. All digital data consists of bits, but how those bits are organized in order
to form information can differ greatly. Network dumps consist of interlaced streams
of packets or messages. Different levels of protocols encapsulate each other’s data
and in the process sometimes concatenate or truncate it.

Digital storage devices were traditionally disk-based devices that used sectors
as smallest possible units of storage. Usage of these devices was optimized around
the sectors that were quickest to access. Currently solid-state drives (SSDs) are gain-
ing in popularity. SSDs are laid out differently, related to the process of wear level-
ing [LNTG05], which leads to spreading out data across the entire device evenly in
order to increase its longevity.

These variations lead to different recovery techniques in order to reconstruct
and interpret the acquired data. Still, once an approach to efficiently exchange
messages, optimize for storage in the fastest sectors or spread out data on an SSD

reaches a certain level of efficiency, the industry tends to standardize around it. The
recovery software that handles it then requires relatively little maintenance.

The farther we move away from the lowest level of data storage, the more vari-
ability we encounter, as each level makes it progressively easier to build different
abstractions on top of the previous one. This creates an inverted pyramid, as de-
picted in Figure 1.3. While this image illustrates the increasing variability with
regard to digital storage devices, the view is similar for networking. In fact, the OSI

model [Zim80] is often displayed in a similar manner.
At the lowest level, all digital data is organized into strings of values that are

either 1 or 0. They are stored in a limited set of hardware storage device types,
such as hard disks and memory chips. To manage their storage performance and
reliability characteristics, a bigger set of hardware/software solutions exist, includ-
ing RAID. On top of that, operating systems support a growing set of file systems,
such as NTFS. These file systems then store the actual files, within which two levels
can be distinguished, of files that are actually small portable file systems such as
ZIP, and regular top-level files such as JPEG2.

2Which itself may contain additional files in different formats, such as thumbnails.

13



1. Introduction

data

information

increasing
variability

storage devices

controllers

file systems

container file types

file types

Figure 1.3: The inverted pyramid of variability in storage abstractions.

This means that the biggest challenge in dealing with variability lies at the level
of top-level application file formats. Apart from this resulting from our analysis,
it is also our intuition after more than a decade of engineering automated digital
forensics tools. This variability is caused by a multitude of factors, that amplify
each other:

Operating Systems: Different operating systems have different file formats, includ-
ing logs, configuration files and caches.

Applications: Individual applications such as web browsers and mobile apps in-
clude their own logs, caches and file types (e.g., documents and cookies).

Versions: File formats tend to be revised regularly to support new capabilities, but
in practice each version of a format will be encountered.

Intended Variants: Vendors sometimes extend an existing or even standardized
format to support capabilities unique to their devices or applications.

Unintended Variants: Popular formats are produced by a large amount of different
applications, some of which contain bugs in their serialization code.

Engineering Recovery Tools

There is considerable activity in the engineering of digital forensics recovery tools.
Some tools are focused on specific domains, such as networking [AT05] or embed-
ded devices [BK05]. Others are specifically aimed at recovering data from mul-
tiple sources, either by implementing or aggregating different tools [BBB+

12], or
by ignoring the differences in order to improve runtime performance and scalabil-
ity [Gar13].
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Most modern tools adhere to good design principles in their implementation3

such as separation of concerns. However, they are implemented in general-purpose
languages and as a result, this separation will never be perfect since some concerns
cross-cut others [TOHSJ99].

Our approach to move the development of recovery tools to model-driven soft-
ware engineering is twofold. First, we have developed a DSL to lift the specification
of file formats to a higher level of abstraction, in order to improve productivity
in dealing with variability. Second, we have decoupled the implementation of the
code handling these file formats from their (evolving) specification, so that other
non-functional requirements such as high runtime performance and scalability can
be realized independently from the file format specifications.

The need for investigation of this direction is the result of previous research and
development efforts, including experience with tools such as Xiraf [BBB+

12] and
Defraser [Net05]. These tools have shown the usefulness of extensive automation
in the domain of digital forensics, but have also identified the need for effective
solutions to deal with large amounts of variability, especially in the area of file
formats and protocols.

1.4 Research Questions and Perspectives

This thesis is concerned with the study of applying model-driven software engi-
neering in the domain of automated digital forensics. More specific, the design,
development and evaluation of a domain-specific language to allow the specifica-
tion and maintenance of forensically relevant file formats. Additionally, the design,
development and evaluation of an accompanying implementation that optimizes
for the other non-functional requirements: high runtime performance and scala-
bility. This section discusses the research questions that were investigated and the
relevant research perspectives.

Main Research Question:

Can we improve the practice of engineering automated digital forensics tools
through the application of model-driven software engineering techniques, specif-
ically in the domain of recovering information stored in files?

In order to specify what is meant by the word improve, we break this question
down into several questions, related to the functional and non-functional require-
ments for automated digital forensic recovery tools.

3Based on an assessment of open source file carvers discussed in Chapter 3
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Q1: Can we separate the concerns in file format specification from their imple-
mentation?

Q2: Can we determine what the runtime performance costs are of separating the
concerns of file format specification from their implementation?

Q3: Can we leverage model transformation to tune the scalability and runtime
performance of our solution?

Q4: Can we determine whether our solution provides the modifiability required
in practice?

We address Q1 in Chapters 2 and 3, by performing domain analyses that lead to
Derric, a DSL to declaratively describe file formats. Q2 is addressed in Chapters 3

and 4, by evaluating the data recovery tool Excavator that uses Derric descrip-
tions on standard and custom benchmarks.

In Chapter 4 we address Q3 through the development and use of a set of op-
timizing model transformations and a custom 1TB benchmark. Finally, Q4 is first
addressed by performing a set of realistic maintenance scenarios on Derric de-
scriptions, which is discussed in Chapter 5. In relation to those maintenance activi-
ties we additionally discuss Trinity, a supporting IDE to simplify the debugging of
Derric descriptions, in Chapter 6.

Research Perspectives

Several perspectives can be applied to the research presented in this thesis, all
related to the application of model-driven software engineering. The first is about
MDSE in general, the other two about applying specific technologies:

Model-Driven Software Engineering in Practice: We present data on the feasibil-
ity and practical applicability of model-driven software engineering.

Derric: Applying MDSE in Automated Digital Forensics: We evaluate tools, in-
cluding Derric and Trinity, in order to determine benefits and drawbacks of
using MDSE in the domain of automated digital forensics.

Rascal: DSL Engineering in Practice All MDSE-specific automation is implemented
using Rascal, presenting observations on its use in the domain in realistic
scenarios.
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1.5 Software and Technology

This thesis describes an evaluation of model-driven software engineering in prac-
tice. As such, a considerable part of the total effort concerned the development of
software used in the experiments.

All software is open source4 and consists of the following major components:

Derric: A DSL to describe file formats. Its implementation consists of:

Compiler front-end: Implemented in Rascal, includes grammar, optimiza-
tions and a custom intermediate (platform-independent) language.

Code generator: Implemented in Rascal, generates Java source code imple-
menting file format validators.

Interpreter: Implemented in Java, executes the file format validator imple-
mented in the front-end’s intermediate language.

Excavator: A file carver. Implemented in Java, interfaces with components created
by the Derric code generator.

Trinity: An IDE for Derric. Implemented in Java, interfaces with the Derric com-
piler front-end and interpreter.

Utilities: Several tools to automate research tasks:

Fraggen: Hard drive image generator with support for fragmented files.

FileHerder: Runs Derric generated code on sets of files and collects results.

To give an impression of the size of the developed software, Table 1.1 shows the
non-empty lines of code, along with the chapters the software is used in.

Component Rascal Java Chapter

Derric 2.346 2.041 3,4,5,6
Excavator 1.416 3,4
Trinity 1.009 6

Utilities 579 4,5

Total 2.346 5.045

Table 1.1: Component sizes and relevant chapters.

4Available from: http://www.cwi.nl/model-driven-engineering-in-digital-forensics.
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1.6 Origin of Chapters

Chapter 2. Towards an Engineering Approach to File Carver Construction.

Accepted at The Third IEEE International Workshop on Computer Forensics in Soft-
ware Engineering (CFSE’11). Published in the proceedings of the 35th Annual IEEE
Computer and Software Applications Conference Workshops (COMPSACW’11) [AB11].
Joint work with Leon Aronson.

Chapter 3. Bringing Domain-Specific Languages to Digital Forensics.

Published in the proceedings of the 33rd International Conference on Software Engi-
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