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CHAPTER 7
Contributions

This thesis addresses the main research question posed in Chapter 1:

Can we improve the practice of engineering automated digital forensics tools
through the application of model-driven software engineering techniques, specif-
ically in the domain of recovering information stored in files?

In order to specify the meaning of improve in the context of this question, we
have broken it down into four specific research questions. In the following sections
we discuss the research results that contribute to answering these questions.

7.1 Achieving Separation of Concerns

Q1: Can we separate the concerns in file format specification from their imple-
mentation?

We consider Derric a sufficient example of the feasibility of separating the spec-
ification of a file format from its implementation in the domain of automated digital
forensics. Although our evaluations discuss only a small set of file formats de-
scribed in Derric, the used file formats are diverse in structure and representative
of file formats in general.

Domain Analysis

In Chapter 1 we described that the highest level of variability in data storage exists
at the level of application file formats. New file formats are encountered regularly,
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as well as multiple versions and variants of existing file formats. In order to simplify
development and maintenance of the recovery tools that validate files in those file
formats, we have built the DSL Derric.

We distinguish between requirements for the features of the DSL (i.e., what
should be expressible in the DSL) and requirements for the syntax of the DSL (i.e.,
what the surface syntax should look like). In order to design Derric, we have
performed a domain analysis to determine the requirements for both aspects.

Language Features

In Chapter 2 we discussed the aspects of file formats that are relevant for the engi-
neering of recovery tools. This domain analysis creates a constraint on the design
of the resulting DSL: any of those aspects should be expressible in some form, in
order to guarantee that the associated recovery tool can be created with it. As a
result, we arrive at the following three requirements:

Constant specification: To allow Magic Number Matching, the DSL should support
the specification of constant values occurring in fixed locations in a file format.

Data dependencies: To allow Data Dependency Resolving, the DSL should support
the specification of dependencies between the values of fields.

Content analysis: To allow Internal Verification Checking, Output Analysis and Data
Decoding, the DSL should support the specification of such algorithms.

A design decision we have made is to design Derric with direct support for
constant specification and data dependencies, but without direct support for con-
tent analysis. Any type of content analysis can be specified in Derric, but only by
naming it and providing configuration values (such as encoding) and data depen-
dencies (such as compression tables).

There are two reasons for this decision. First, this design allows Derric to be
a small and fully declarative language, that is easy to automatically analyze and
transform. Second, this type of specification allows content analysis to be easily
mapped to an existing implementation, reducing the amount of work related to
specifying a file format.

This decision comes with a major drawback: the implementation of output anal-
ysis cannot easily be included in automated analyses and transformations, since
they are not expressed in Derric. Realizing specification of content analysis algo-
rithms in Derric is future work, since it may allow higher fidelity optimizations.

For example, with support for specifying these algorithms, it is conceivable that
the transformations discussed in Chapter 4 would have lead to higher granularity
control of the resulting tool performance.
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7.2. Measuring Runtime Performance Costs

Language Syntax

Apart from the required features for specifying values, the actual syntax of Derric

is also based on a domain analysis, discussed in Chapter 3. The notation is based on
the most common sources of information that lead to the development and main-
tenance of Derric specifications: reverse engineering, documentation and source
code.

Reverse engineering usually leads to the use of data dump utilities showing data
in hexadecimal encoding. Documentation often employs pseudocode, and source
code to file format specifications is usually in C/C++ and Java. Staying close to
that familiar syntax is beneficial, since these languages are most used for low-level
serialization code that writes data in binary file formats.

7.2 Measuring Runtime Performance Costs

Q2: Can we determine what the runtime performance costs are of separating the
concerns of file format specification from their implementation?

In our implementation and evaluation, we have not observed any runtime per-
formance penalties resulting from separating the concerns of file format specifica-
tion and implementation.

Evaluating Runtime Performance

Discussed in Chapter 3, we have created the file carver Excavator. It implements
similar functionality as a set of three popular file carvers. Excavator uses code
generated by the Derric compiler for its file format validation concern.

The tools used in our comparison were selected based on two criteria. First, all
tools should be used in practice, to ensure relevancy of the comparison. Second,
all tools should be open source, in order to compare the implementation to that
of Excavator/Derric. The second criterium did not lead to the exclusion of any
relevant tools.

The comparison was performed on a set of five benchmarks. Three of the bench-
marks are part of the Digital Forensics Tool Testing-suite (DFTT) and the other two
were Forensic Challenges at the Digital Forensics Research Workshops (DFRWS) in
2006 and 2007.

The benchmarks used in our comparison were selected based on three criteria.
First, the benchmarks should be publicly available to ensure the possibility of re-
production. Second, we chose to use only existing benchmarks because they were
previously used in other comparisons and are not biased towards our evaluation.
Finally, the benchmarks all contain files in the JPEG file format, since that is the file
format specification that we had developed fully.
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Only one of the competing tools (ReviveIt) was capable of recovering a small
amount of additional files on one of the benchmarks. In the area of runtime perfor-
mance Excavator’s performance was comparable to the others. Based on this, we
conclude that Excavator/Derric performs similarly to existing tools and that its
MDSE-approach does not impact its performance negatively.

Additionally, Chapter 3 contains a qualitative assessment of the implementa-
tions of the competing tools and how they compare to that of Excavator/Derric.
We found that all existing tools that implement at least one reconstruction algo-
rithm (ReviveIt and PhotoRec) tangle the concerns of validating file formats and
reconstruction algorithms, the different concerns of a file carver as discussed in
Chapter 2. The high amount of variability in file format specifications will lead to
much higher maintenance costs in those tools than in Excavator/Derric.

7.3 Leveraging Model Transformation

Q3: Can we leverage model transformation to tune the scalability and runtime
performance of our solution?

The model transformations we have implemented lead to the fully automated
generation of several implementations with different runtime performance charac-
teristics. This allows the user to make the trade-off between precision and runtime
performance.

Custom Benchmark Development

Since the largest file carving benchmark available at the time of our evaluation
in Chapter 3 was 331MB, we concluded that it was not possible to evaluate the
scalability of Excavator/Derric.

In order to study scalability, we have constructed a 1TB benchmark. It contains
357GB of image files of the types JPEG, PNG and GIF, downloaded from Wikipedia
using the latest static file listing from 2008. These files were spread out across
the 1TB image along with blocks of zero and random data. Additionally, a small
percentage of the files were fragmented so that they would correspond to the frag-
mentation levels observed in an empirical study of hard drive fragmentation in
practice [Gar07].

Since Wikipedia contains data from a large amount of different sources, the
resulting benchmark is not biased towards some specific version or variant of the
file formats used. We have verified this diversity by investigating the metadata of
the image files, as discussed in Chapter 5. 28.4% of all image files contained an
EXIF Software metadata tag, specifying a total of 4,024 different origins (including
platforms, applications, versions and variants).
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Configurable Performance Trade-Offs

To allow users fine-grained control over the runtime performance characteristics
of Excavator/Derric when investigating large amounts of data, we have imple-
mented three model transformations. These transformations automatically remove
and modify Derric descriptions, to make the resulting validation less strict.

We hypothesized that this reduced strictness would lead to increased runtime
performance in exchange for reduced precision. Making this trade-off configurable
allows investigators to iterate between data recovery and information analysis, as
described in Chapter 1. The transformations were implemented in order to be
successively executed: first removing content analysis (NoCA), then removing data
dependency resolving (NoDD) and finally reducing the description to a constant
header and footer definition (Header).

The transformations were intended to create a kind of dial to turn in order to
control the runtime performance of Excavator/Derric. However, we observed
that all three levels actually lead to comparable precision and runtime performance
levels. Still, the transformed descriptions lead to considerable increased runtime
performance (realizing a speed up between 40% and 320%) at the cost of only 8%
loss in precision and 5% loss in recall.

As a result, the intended dial ended up as a switch. However, it is fully auto-
matic and leads to two versions of the same tool, that are both useful in practice
and allows users to make decisions about how to perform an investigation without
having to manually perform modifications to the tool first.

Our evaluation only considers the transformations in a fixed order: first running
NoCA, then NoDD and finally Header. Future work may explore the results of
performing these transformations without each other. Additionally, extensions to
Derric to allow the expression of content analysis algorithms may lead to potential
transformations that modify parts of the algorithms in such ways to still allow a
dial-like control over the resulting tools.

7.4 Evaluating Maintainability

Q4: Can we determine whether our solution provides the modifiability required
in practice?

Our set of Derric descriptions could be modified to support all variants of a
large corpus of image files without requiring modifications to the language itself.
Some complicated and cross-cutting changes were required however, which lead to
the identification of a set of language features to improve Derric.
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Realistic Maintenance Scenarios

Discussed in Chapter 5, we discovered that our Derric descriptions of JPEG, PNG

and GIF did not cover the entire set of files in our Wikipedia corpus used in Chap-
ter 4. In order to evaluate whether Derric would be usable in practical maintenance
scenarios, we isolated all files that did not match our descriptions. This resulted in
a set of 11,663 files, corresponding to 1.0% of the entire corpus.

We hypothesized that if Derric is a suitable DSL for this the domain, that we
should be able to correct all errors without significant changes to the DSL imple-
mentation. Furthermore, that the changes would be easily expressible as localized
modifications to the descriptions.

Repairing all descriptions required a total of 37 changes: 11 for JPEG, 8 for GIF

and 18 for PNG. It was successful: all 11,663 files, as well as the rest of the cor-
pus, were recognized correctly after these changes were applied. Additionally, all
required changes were confined to the Derric descriptions, so no changes were
made to the implementation of Derric itself.

Evidence-Based DSL Evolution

Discussed in Chapter 5, we classified all required changes into three categories
based on their change complexity, distinguishing between low, medium and high
complexity. Low complexity means single, localized edits to the descriptions and
consisted of 13 of the required changes. These changes are ideal, since they cleanly
map a single required change to a single change in the descriptions.

Medium complexity refers to multiple, but dependent edits and consisted of 19

of the required changes. While having to perform multiple changes to express a
single change is not preferred, it can be the result of a conscious design decision in
the DSL, as is the case here. In Derric, ordering of data structures is separated from
description of these data structures. The result is that adding a new data structure
to a description requires at least two modifications: one to specify the data structure
and one to add it to the sequence definition.

Finally, five high complexity changes remained. They all required multiple,
cross-cutting changes to be performed on the JPEG description. In order to prevent
these changes from amplifying the complexity of future changes to the descrip-
tions, we propose to add three language features. Adding these features to Derric

eliminates the need for the high complexity changes observed.
To reduce duplication in the description’s sequence definition, we propose to

add an abstraction mechanism to factor out common subsequences. In a similar
vein, to prevent duplication in order to express precedence rules, we propose to
also add a precedence operator to the sequence definition. The final proposed
feature is highly domain-specific: padding. In binary file formats, padding is a
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common construct, so it makes sense to add this as a native language feature to
Derric.

Advanced Tool Support

Discussed in Chapter 6, we have developed Trinity, an integrated development
environment (IDE) aimed at debugging Derric descriptions. Both our analyses of
the domain discussed in Chapters 2 and 3, as well as our experience in performing
maintenance discussed in Chapter 5 stress the importance of inspecting data dumps
when describing file formats.

In regular implementations of file formats, such as in general-purpose program-
ming languages, the relationship between individual locations in a data dump and
the code implementing the related data structure can be difficult to determine.

We have resolved this in Trinity through the use of origin tracking. Locations
on both the sequence and data structures are propagated through all stages of
compilation and interpretation. Additionally, we also annotate the input stream
with the location information of the code that is interpreting it, in order to create a
mapping between input data, interpreter state and Derric source locations.

The result is an IDE that provides a continually synchronized view of all related
inputs: clicking anywhere in the data highlights the associated items in the state
and Derric source. The synchronization works in the other directions as well:
starting from the state or source code will highlight all associated items in the other
views.

When performing maintenance, a Derric user can simply load a file that does
not validate into Trinity and inspect either the location in the input data or the data
structure in Derric that causes an error. Clicking on any of these will automatically
show all related locations, reducing the manual tracking or debugging otherwise
required.

Languages such as C/C++ and Java rely on imperative code to map input values
to data structures. Realizing similar functionality in an IDE for those languages is
not possible due to the undecidable nature of the static analysis required.

In contrast, Rascal provides a simple mechanism for managing and propa-
gating location information, that Trinity uses extensively. It does require the de-
veloper of the Derric compiler and interpreter to maintain the mapping for each
transformation, but this is essential complexity.
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