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CHAPTER 8
Conclusions

The output of the research in this thesis is threefold. First, it is an extensive case
study in model-driven software engineering. Second, it is a case study in applying
model-driven software engineering in the domain of automated digital forensics,
through the design and use of Derric and associated tools. Finally, it is also a case
study in applying Rascal in the domain of DSL engineering, as Rascal was used
to prototype, implement and evolve many different parts of Derric and Trinity.

In this chapter we discuss the lessons learned from each of these three perspec-
tives and discuss future research directions for continuing work in this area.

8.1 Model-Driven Software Engineering in Practice

We consider the research described in this thesis as an extensive case study in
model-driven software engineering. It adds to the growing body of knowledge of
practical experience with MDSE as discussed in Chapter 1 and contributes results in
some specific areas.

Our results include clear indications of increased maintainability and greater
flexibility, resulting in reduced development times. At the same time, whether
this leads to lower total costs is an open question, since this will depend on how
the maintenance costs associated with maintaining the Derric compiler and tools
compare to the higher productivity and maintainability of using them.

Additionally, using Derric enables the construction of custom tools and the use
of model transformations to implement automated domain-specific optimizations.
These fall clearly within the area of AVOPT [MHS05], showing the relevance of this
decision pattern in practice.
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8.2 Derric: Applying MDSE in Automated Digital Forensics

Applying MDSE in the domain of automated digital forensics can be considered
a clear success, based on the results presented in this thesis. In Chapter 1 we
discussed how the software engineering challenges in automated digital forensics
revolve around the non-functional requirements of runtime performance, scalability
and modifiability.

We have shown in direct comparison to existing tools on standard benchmarks
that our approach increases the modifiability of the solution, while not losing in
terms of runtime performance. Furthermore, we have shown how Derric can be
used to increase scalability and runtime performance through automated domain-
specific optimizations. Additionally, it allows the construction of domain-specific
tools that would be prohibitively complex to develop otherwise.

Finally, its modifiability is not only shown as a result of its clear technical sepa-
ration of concerns. We have also demonstrated its practical use in realistic mainte-
nance scenarios, which resulted in small improvements to the language.

At the same time, the domain of automated digital forensics is large and diverse,
so we have confined our evaluation to the subdomain of file carving. Many more
tools in automated digital forensics use file validators, so we expect that a lot of our
work can quickly be carried over for use in those subdomains.

Furthermore, while many file formats exist that are relevant in forensic investi-
gations, in our evaluations we have only considered the most common image file
formats JPEG, PNG and GIF. Although we have described many other file formats in
Derric, they were excluded from our current evaluations for practical reasons.

8.3 Rascal: DSL Engineering in Practice

Rascal is itself a DSL, in the domain of software analysis and transformation, which
includes DSL engineering [KSV09a]. Although it has been successfully used to an-
alyze and transform software [HKSV11b, HKV13], the research in this thesis de-
scribes the first large application in DSL engineering.

Based on the experiences with Derric, we can draw two conclusions about
the design goals of Rascal [BHK+

11]. First, as a meta-programming language it
succeeded in allowing the development of Derric, without relying on any external
tools or libraries for any of its tasks.

This included syntax definition, parsing, transformation, code generation and
interpretation. The actual interpreter is implemented in Java both for reasons of
performance and interoperability. The Derric compiler consists of 2,346 lines of
Rascal code, which can be considered highly compact given its functionality.

Second, Rascal’s goal to be a relatively simple language that allows its users to
slowly discover and use its more powerful features is clearly visible in the history
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of the Derric compiler’s code base1. Initial versions of the compiler resemble Java
programs while the final version contains several parts using some of Rascal’s
more powerful features.

While the Trinity IDE was implemented in Java, a prototype was first developed
and debugged in Rascal using its visualization library.

8.4 Future Directions

Two directions for future research are the direct result of this thesis. The first as the
continuation of this work, further improving and evaluating Derric in different
settings. The second as a result of the achievements in this work, to attempt to
explore new opportunities created by the development of Derric.

Derric in Practice

Further evaluating the suitability and applicability of Derric can be realized through
the construction of a larger and more diverse corpora of inputs, describing more
file formats in Derric, and constructing additional tools in related subdomains.
However, since our research is the result of a practical need instead of an over-
arching research program, our intentions are to evaluate Derric further through
deployment and application in the daily practice of automated digital forensics.

This will eventually result in similar evaluations, since practical application will
confront the tools using Derric with a large amount of inputs, require additional
file formats to be described and perfective maintenance to be performed. A ma-
jor advantage however is that these evaluations will be driven strictly by practical
needs, ensuring applicability of the results.

We especially expect input on the general usability of both Derric and Trinity

through the use of them by forensic investigators and other domain experts in prac-
tice. Additionally, we expect results on the validity of our approach for applying
transformations (see Chapter 4).

Exploring Opportunities

Besides improving the engineering of automated digital forensics tools, Derric has
the potential to fundamentally improve the capabilities of tools in this domain.
While we have not explored these opportunities in this thesis, there are several
areas that may yield significant results.

The declarative nature of Derric descriptions opens the possibility for many
analysis scenarios. For example, instead of generating file validators that are uti-

1Available from http://www.cwi.nl/model-driven-engineering-in-digital-forensics.
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lized by reconstruction algorithms, hybrid approaches can be considered where
each file format may result in a custom reconstruction approach.

Furthermore, while manually maintaining a single validator that recognizes
multiple file formats is difficult, having declarative descriptions separately from
their implementation opens up the possibility of using alternate approaches to
achieve similar results. First, a generative approach that merges Derric descrip-
tions may have considerable advantages such as lower memory requirements. Sec-
ond, a stream-oriented approach may exploit opportunities for extensive paral-
lelization. To enable the exploration of such enhancements, initial future work
will focus on formalizing the semantics of Derric.
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