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Abstract: “Where you stand depends on where you sit”, is also applicable to the appreciation of 
models which analyse cyberattacks. The most widely known models (e.g. Lockheed Martin’s Cyber 
Kill Chain) are of a technological nature. They focus on cybersecurity and are mainly reactive, whilst 
certain aspects, such as the dissemination of (false) information through the Internet, are not 
addressed at all. This technology-centeredness hampers a holistic approach of the analytic models. 
With the ‘Comprehensive Cyberattack Chain’ the authors endeavour to introduce an analysis model 
that not only describes cyberattacks’ technical aspects of computer hacks, but also examines strategic 
and geo-political aspects, as well as digital influencing (or ‘brain hacks’).  
 
Keywords: cyberattack chain, analysis model, hard cyberattack, soft cyberattack 
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1.  INTRODUCTION 

In 2020, the United States of America (US) were startled by an unprecedented major and 
sophisticated cyberattack on the relatively unknown software company SolarWinds. 1  Although 
SolarWinds provided software to approximately 18,000 US commercial businesses and essential 
government agencies,2 the cyberattack remained undetected for a fairly long period of time.3 The 
attack appeared to be part of a persistent espionage campaign of a state actor. 
 
After the discovery of (such) a cyberattack, numerous questions arise. Initially, inquiries focus on 
damage control and swift recovery. Thereafter, a wider examination leads to follow-up questions. 
What exactly has been hit? How did the attacker get initial access? Which vulnerabilities were 
exploited? Which methods and means were used? How do we prevent this in the future? The answers 
to these and other questions should provide the victim insight in the ‘attack path’ that was followed. 
Increased risk awareness may subsequently lead to higher levels of cybersecurity and improved 
resilience.  
 
There are several models to analyse cyberattacks. As the aforementioned questions already indicate, 
most of these models are directly related to the attacked information- and communication 
technology (ICT). Such models are often rather technological and are particularly intended to 
investigate the cyberattack path and the methods and means used. Well-known examples of 
cyberattack analysis models are Lockheed Martin’s Cyber Kill Chain (2011), 4  MITRE’s ATT&CK-
framework5 and the Diamond Model.6 In 2017, the Cyber Kill Chain and the ATT&CK-framework were 
combined and extended into a ‘Unified Kill Chain’.7  
 
These technologically oriented models intend to increase ‘digital safety’ (cybersecurity). The models 
are particularly suitable for analysing ‘hard’-cyberattacks (i.e. cyberattacks aimed at elements within 
cyberspace, 8  such as computers, routers, software or data). 9  Analytical reports from renowned 
cybersecurity companies often reflect the same perspective on cyberattacks.  
 
However, cyberattacks may also be analysed from a political-strategic point of view. Existing models 
hardly pay attention to the individuals ordering or commanding cyberattacks, underlying reasons, 
actual objectives, desired effects, long-term consequences or the geo-political context.  
 
Furthermore, not every cyberattack aims to hack a computer, software or data to create effects in 
cyberspace. Computers and network connections may also be used for ‘softer’ objectives: to ‘hack 

 
1 ‘Attack’ usually has a particular judicial and/or military connotation, in this article this term is also used to describe an 
(unauthorized) breach of a computer system or network. The authors alternately use the more neutral term ‘operations’; 
this too in a non-military meaning.  
2 Sanger, David E., Perlroth, Nicole, Schmitt, Eric (December 15, 2020). Scope of Russian Hack Becomes Clear: Multiple U.S. 
Agencies Were Hit. The New York Times, December 18, 2020.  
3 The cyberattack on SolarWinds’ software programme ‘Orion’ emerged only after cybersecurity company FireEye was 
attacked with infected Orion software.  
4 E. M. Hutchins, M. J. Cloppert, and R. M. Amin, Intelligence-driven computer network defense informed by analysis of 
adversary campaigns and intrusion kill chains, Lead. Issues Inf. Warf. Secur. Res., vol. 1, p. 80, 2011. Other examples are 
the MITRE’s ATT&CK Framework, the Diamond model or the Unified Kill Chain.  
5 ATT&CK = Adversarial Tactics, Techniques & Common Knowledge; see Mitre.org  
6 Sergio Caltagirone, Andrew Pendergast, Christopher Betz, The Diamond Model of Intrusion Analysis, Technical report, 
Center for Cyber Intelligence Analysis and Threat Research Hanover MD, 2013-07-05. 
7 Paul Pols, The Unified Kill Chain, Designing a Unified Kill Chain for analyzing, comparing and defending against cyber 
attacks, Cyber Security Academy, 7 December 2017.  
8 See section 2: ‘the three levels of cyberspace’.  
9 Peter B.M.J. Pijpers and Kraesten L. Arnold, “Conquering the Invisible Battleground,” Atlantisch Perspectief 44, no. 4 
(2020). 
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the brain’. 10  Cyberspace is then merely used as a vector to actively influence target audiences 
(through cyberspace), e.g. foreign interference with elections in the US,11 France12 or Ukraine,13 or 
the (mis)use of social media to influence decision-makers and public opinion. In these cases, the 
activities do not occur in, but through cyberspace and the desired effects are mainly cognitive in 
character. We label these actions ‘soft’ cyberattacks. Cognisant of the differences between hard and 
soft cyberattacks, the existing analysis models are unsuitable to examine the latter category.14  
 
To bridge this gap, we introduce the ‘Comprehensive Cyberattack Chain’ (CCC): an analysis model 
that, on the one hand, addresses the technological aspects of a cyberattack (what was attacked, by 
whom, with what, when, and how?). On the other hand, the model considers strategic questions: 
Who are the actual stakeholders and what were their higher goals? What was the context? What are 
the longer-term consequences of the cyberattack? 
  
We build on existing models and supplement these where possible. The CCC-model incorporates both 
technological aspects ‘in’ cyberspace as well as influencing activities ‘through’ cyberspace. 
Furthermore, the model focuses on state actor and state-sponsored cyberactivities and integrates 
political-strategic factors. In this way, the CCC-model allows analysing and comparing hard and soft 
cyberattacks in a more abstract – less technological – manner.  
 
The structure of the article is as follows. Before the CCC-model and its expected value are explained, 
the concept of cyberspace as part of the information environment is defined. Thereafter, the 
differences and characteristics of hard and soft cyberattacks are clarified. For comparison, the 
existing analysis models, such as Lockheed Martin’s Cyber Kill Chain, are concisely discussed. 
Subsequently, the building blocks of the CCC-model are dissected. Starting from the victim’s 
perspective, successively the direct effects of the cyberattack, the actual target, the attack path 
followed, and the means and methods used are discussed. Thereafter, the attacker, its intention and 
goals, and the geopolitical context of the attack are explored. Lastly, the usefulness of the CCC-model 
is reflected upon. 
 
2.  THE THREE LAYERS OF CYBERSPACE 
 
The world we live in – conceptually depicted as an ‘information environment’ – consists of three 
dimensions. The first is the physical dimension. Next to physical areas (land, sea, air and space) it 
comprises all tangible objects, including persons and locations. The second dimension is the cognitive 
dimension, which encompasses public values and norms, and all processes in the human brain related 
to perceiving and processing information (e.g. individual or collective perception, knowledge, 
understanding and decision-making). The third dimension is the virtual dimension, which is the digital 
reflection of the other two dimensions (physical and cognitive). In concrete terms the virtual 

 
10 Francois du Cluzel, “Cognitive Warfare” (Innovation Hub, 2021). 
11 In 2016 state actors first hacked the computer networks of the Democratic agencies and subsequently launched an 
influence campaign to affect voting intentions. United States District Court for the District of Columbia, 
Netyksho_et_al_indictment, Cyber operations to interfere with the 2016 U.S. presidential election. Case 1:18-cr-00215-
ABJ Document 1 Filed 07/13/18. 
12 Feike Hacquebord, TrendMicro, Two Years of Pawn Storm, Examining an Increasingly Relevant Threat, A TrendLabs 
Research Paper, p. 13, 2017; Jean Baptiste Jeangene Vilmer, “The ‘Macron Leaks’ Operation: A Post-Mortem” (Council, 
Atlantic, 2019). 
13 Robert Szwed, Framing of the Ukraine–Russia Conflict in Online and Social Media (NATO Strategic Communications CoE, 
2016). 
14 Despite the efforts taken additional research is necessary, see: A Bergh, “Understanding Influence Operations in Social 
Media : A Cyber Kill Chain Approach,” Journal of Information Warfare 19, no. 4 (2020): 110–31.  
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dimension consists of digital (hence virtual) identities, and digital (virtual) ‘objects’, 15  including 
software or data.  
 
How does this relate to cyberspace? Cyberspace is part of the information environment and consists 
of three layers (Figure 1):16 
 

• Virtual persona layer with digital (virtual) identities. 
• Logic layer with digital (virtual) objects. 
• Physical network layer. 

 
The physical network layer enables communication in the digital world and comprises all hardware 
required to produce or process digital data, such as computers, smartphones, servers, keyboards and 
monitors. This layer also includes all hardware to allow for communication between computers, such 
as routers and modems, copper and fibre-optic cables or transmission towers. 
 
Next to the physical layer with hardware, cyberspace also contains two layers with non-tangible 
elements. Real people or organizations need virtual identities to actually access cyberspace. These 
virtual identities are reflected in the ‘virtual persona layer’. Think of a computer username, an email-
address, a social media account or a website. Note that one person or one organization may have 
multiple virtual identities. Conversely, multiple people or various organizations may share a single 
virtual identity.  
 

 

Figure 1: Cyberspace as part of the information environment17 

 
 

 
15 Hereinafter ‘digital identity’/‘virtual identity’ and ‘digital objects’/‘virtual objects’ are used interchangeably. 
16 The breakdown of cyberspace into three layers is not an established fact. Although we prefer a three-layer division 
other researchers apply different categories.  
17 Adaptation of original model: Paul A.L. Ducheine, Jelle van Haaster, and Richard van Harskamp, “Manoeuvring and 
Generating Effects in the Information Environment,” in Winning Without Killing: The Strategic and Operational Utility of 
Non-Kinetic Capabilities in Crisis - NL ARMS 2017, ed. Paul A.L. Ducheine and Frans P.B. Osinga, 2017. 
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A virtual identity allows a ‘real person’ to access the digital (virtual) objects of the ‘logic layer’. 
Examples of virtual objects include computer programs (software), operating systems, IP-addresses,18 
and other digital data, such as computer files. Virtual objects consist of non-tangible binary code. 
These virtual objects are nonetheless ‘real’. They can be created, processed, stored or sent. The 
downside, however, is that access to virtual objects may be denied, and virtual objects may even be 
manipulated, pilfered or destroyed. 
 
The introduction of cyberspace has enlarged the attack landscape. To malicious actors, each and 
every device or component that forms part of cyberspace has become a potential attack vector or 
target: every device, system or network, military and civilian alike, including ‘dual-use’ facilities,19 plus 
vital (critical) infrastructures. When targets are not physically accessible or effects cannot be created 
with physical means, digital attacks – cyberattacks – may offer a solution. In cyberspace, two kinds of 
cyberattacks that may create such effects are distinguished. 
 
3.  HARD- AND SOFT-CYBERATTACKS 
  
In addition to physical activities and operations, actors can apply various cognitive activities. Such 
(psychological) actions are fundamentally based on the functioning of the human brain including 
heuristics and biases. Marketing and advertising activities mainly exploit these rules-of-thumb of our 
brain. Hard and soft cyberattacks supplement this repertoire (Table I). 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

Table I: Soft and Hard cyberattacks 
 
Hard cyberattacks are activities in cyberspace and are targeted attacks against the components of 
cyberspace. The resources (‘weapon’) used may consist of malware, data or simply login credentials. 
Hard cyberattacks initially create direct effects on the various elements (targets) in cyberspace. Think 
of manipulated websites (virtual identities), computer programs (virtual objects) or servers 
(hardware) that no longer operate properly. Subsequent problems could arise outside cyberspace. 
Physical objects or systems depending on the targeted cyberspace infrastructure will also be 
affected.20  

 
18 Any computing device connected to a network has a unique Internet Protocol (IP) address. 
19 A military attack is only legitimate when aimed at a military target. Particularly in cyberspace objects or entities may 
have both a military and a civil use; sometimes informally referred to as ‘dual-use’. 
20 E.g. ‘Olympic Games’ (aka ‘Stuxnet’), Paulo Shakarian, “Stuxnet: Cyberwar Revolution in Military Affairs,” Small Wars 
Journal, 2011, 1–11. 

 Soft cyberattack Hard cyberattack 

Direct effect 
Influence (e.g. persuade, 

manipulate, coerce, …) 

Deny (destroy, degrade,  

disrupt), deceive, … 

Target Psyche & audiences 
Virtual identities,  

Virtual objects, 

Hardware (computer/network) 

Vector Through cyberspace In cyberspace 

Payload 

(weapon/means) 

Information (content) 

Message 

Data (0000 and 1111) 

Software 
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Unlike hard cyberattacks targeting the three layers of cyberspace, soft cyberattacks merely use 
these as a ‘vector’ to influence the psyche of individuals or audiences (e.g. their perception, 
attitude). In this case, information is the ‘payload’ or ‘weapon’ in the figurative sense. 
 
In practice, hard and soft cyberattacks often coalesce. Think of tricking a victim into revealing its login 
credentials (phishing), after which the attacker may manipulate, destroy or steal data. Next, sensitive 
or undisclosed information may be revealed (hack-and-leak) to cause a commotion. 
 

 

Figure 2: Physical, hard and soft cyberattacks in the information environment 
 
 
4.  EXISTING ANALYSIS MODELS 
 
Before explaining the Comprehensive Cyberattack Chain analysis model (CCC-model), three existing 
analysis models are briefly described. In 2011, Lockheed Martin introduced its seven steps ‘Cyber Kill 
Chain’.21 The model depicts an ‘intrusion kill chain’ intended as a structure to identity and assess on-
going hardware and software intrusions (computer hacks)22 in order to timely interrupt such attacks 
and to prevent (further) damage. To this end, every phase has specific indicators that point to a 
computer hack so that prompt defensive measures may be taken.  
 
Another way to consider cyberattacks has been developed by the US non-for-profit organisation 
MITRE. 23  Its ATT&CK-framework maps tactics, technologies and procedures of predominantly 
technologically highly advanced threat actors, also known as ‘advanced persistent threats’ (APTs). 
Rather than preventing successful cyberattacks, MITRE intends to use this knowledge to swiftly 

 
21 ‘Cyber kill chain’ is related to the military term ‘kill chain’ of the targeting cycle. See: Mike Benitez, It’s About Time: The 
Pressing Need to Evolve The Kill Chain, War on the Rocks, 2017. These seven successive steps are Reconnaissance, 
Weaponization, Delivery, Exploitation, Installation, Command & Control, Actions on Objectives. 
22 Intelligence-driven computer network defense informed by analysis of adversary campaigns and intrusion kill chains, pp 
113–125.  
23 See: Mitre.org 
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recognize an attack once the attacker has breached the digital defences and compromised computer 
systems. 
 
Finally, the Diamond Model is based on mathematical models and theories.24 The model’s underlying 
idea is that relations between the attacker and the victim, as well as between the infrastructure and 
capacities used, always exist.25 
 
5.  THE COMPREHENSIVE CYBERATTACK CHAIN 
 
To describe the model’s composition, the point of departure is the direct effect of cyberattacks that 
victims face (A). Then, zooming out, it is necessary to elaborate on the target (B). Thereafter, the 
initial access, the attack path (attack vector) and the means and methods used for the attack are 
traced back (C). Next, the focus is on the attacker, its intention and possible strategic goals, as well as 
the geopolitical context in which the cyberattack occurred (D). Lastly (E), the indirect effects of the 
cyberattack, whether or not anticipated or desired, are reflected upon. 
 
 

 
Figure 3: Comprehensive Cyberattack Chain - building blocks 

 
24 E.g. game theory, graph theory and cluster analysis. 
25 The Diamond Model of Intrusion Analysis, pp. 19 – 24. 
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When explaining the various steps, first hard cyberattacks are considered, after which soft cyber 
aspects are illustrated. The model is presented for ex-post analyses, i.e. after the attack has taken 
place.  
 
A. Direct Effects 
 
A cyberattack needs to be recognised before an analysis can be made. Victims will be confronted with 
the direct effects of that attack. Direct effects of a cyberattack are the intended consequences on a 
target (e.g. a virtual identity, see also section B). However, a cyberattack may also create indirect 
effects beyond the initial target. We define indirect effects as the 2nd or 3rd order consequences of a 
cyberattack. Indirect effects will be elaborated in section E.  
 
In general, the direct consequence of the attack is first noticed by the victim. In case of a hard 
cyberattack, an attacker initially seeks to creates direct effects on targets in cyberspace i.e. the 
malfunctioning or outage of a website, a computer or a software program.26  
 
The desired effects could be that virtual identities, virtual objects or hardware are no longer available 
(denial).27 Another effect (concerning virtual objects) is the unauthorized obtaining of (classified) 
information. This may involve mere espionage or data theft, 28  or have the purpose to reveal 
information (disclose). Yet another effect stems from manipulation. This ranges from solely modifying 
the appearance of a virtual object (defacement),29 to tampering with a virtual object to mislead the 
victim (deceive).30 Next to the manipulation of software, also hardware can be modified (deceive).31 
The added value (or danger) of manipulating data, software or hardware lies not only in the possibility 
to covertly adjust information or to reduce its reliability, but in the fact that such manipulation may 
remain undetected for a fairly long period.  
 
Soft cyberattacks intend to influence the perception and understanding of individuals or target 
audiences. The direct effects are created in multiple ways, e.g. to persuade, manipulate, or coerce.32 
Persuasion and coercion usually entail conscious acts, whereas manipulation takes place in a rather 
stealthy manner. The victim is often unaware of such influence. Manipulative soft cyberattacks 
circumvent the optimal rational path and exploit the heuristics and biases in which information is 

 
26 In a real-time situation victims may also receive alerts from an intrusion detection system. 
27 A well-known appearance is a ‘Denial-of-Service’ (DoS) attack rendering unavailable a computer network to its users. 
The non-availability effect (‘deny’) ranges from reduced performance (‘degrade’), to temporary, but completely disabled 
(‘disrupt’), and irreparably damaged (‘destroy’). 
28 See: ‘Operation Socialist’. Spiegel International, Belgacom Attack: Britain's GCHQ Hacked Belgian Telecoms Firm, 20 
September 2013, from: https://www.spiegel.de/international/europe/british-spy-agency-gchq-hacked-belgian-telecoms-
firm-a-923406.html  
29 The attackers behind Operation Glowing Symphony, defaced Islamic State’s ‘United Cyber Caliphate’. See: Dina Temple-
Raston, “How the US Hacked ISIS,” NPR, 2019. 
30 During ‘Operation Orchard’ the attackers allegedly manipulated the Syrian radar picture with a cyberweapon. See: 
Richard B. Gasparre, The lsraeli ‘E-tack’ on Syria - Part-II, Air Force Technology, 10 March 2008, from: www.airforce-
technology.com/features/feature1669/ 
31 The ‘Equation group’ intercepted and tampered with Cisco routers and then forwarded these to their original 
destinations. See: https://arstechnica.com/information-technology/2015/02/how-omnipotent-hackers-tied-to-the-nsa-
hid-for-14-years-and-were-found-at-last/ 
32 Daniel Susser, Beate Roessler, and Helen Nissenbaum, “Online Manipulation: Hidden Influences in a Digital World,” 
Georgetown Law Technology Review 4, no. 1 (2019): 1–52. Also: B.M.J. Pijpers, Influence operations in Cyberspace: On the 
applicability of public international law during influence operations in a situation below the threshold of the use of force 
(PhD University of Amsterdam), 2022. 
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processed in a subconscious way.33 To create a desired effect an attacker may provide too much 
information providing little time to process the data, or simply provide misleading information. 
Information is thus used as a ‘weapon’ against a target.  

 
B. Targets 
 
Once aware of the direct effects, the first question to be addressed is whether targets have been 
affected as a result of a deliberate and targeted attack,34 or whether the victim merely experienced 
certain effects coincidentally (not-targeted/random).35 The next step is classifying a target’s status 
(target category); either military or civil,36 or perhaps dual-use.37 Within those categories a further 
distinction can be made into the sector, e.g. energy, transportation or finance.  
 
Regardless of status or sector, every single virtual identity, virtual object or hardware component (i.e. 
the three layers of cyberspace), or constellation thereof, is a potential target of a hard cyberattack. 
These targets experience the direct effects of the cyberattack (Figure 4). The individual psyche and 
the collective target audience are the targets of a soft cyberattack. These targets are located outside 
cyberspace in the cognitive dimension of the information environment. 
 

 

Figure 4: Cyberattack targets 

 
Virtual identities, and more specifically, user accounts and passwords or other access credentials (e.g. 
biometric elements), may be linked to real people (individuals, groups or organisations) and are, 
therefore, considered a separate target group.38 Virtual identities that may be targeted are: e.g. 
usernames, social media accounts, web fora, blogs, or a website’s Uniform Resource Locator (URL).39 

 
33 Our human assessment and decision-making process is characterized by intuitive processes and simplifications. 
Sometimes, these mental short-cuts produce acceptable and useful results (‘heuristics’). Even more often they lead to 
sub-optimal results or downright erroneous interpretations and decisions (‘biases’). See: J.E. Korteling, M. Duistermaat, en 
A. Toet, ‘Subconsious manipulation in psychological warfare’ (TNO, December 2018). 
34 First iteration of ‘Stuxnet’ and ‘BlackEnergy’ malware. 
35 ‘WannaCry’ ransomware was initially targeted at Ukraine, but eventually hit (all) computers using the same Microsoft 
Windows operating systems. See: Mitre ATT&CK framework, Software, Wannacry, 
https://attack.mitre.org/software/S0366     
36 E.g. government, political, commercial, utility, private. 
37 A military attack is only legitimate when aimed at a military target. Particularly in cyberspace objects or entities may 
have both a military and a civil use. This is sometimes informally referred to as ‘dual-use’. 
38 Paul A.L. Ducheine and Jelle Van Haaster, “Fighting Power, Targeting and Cyber Operations,” International Conference 
on Cyber Conflict, CYCON, 2014, 303–27. 
39 Unique identifier to locate name of a file or a web address on the Internet; aka ‘web address’. 
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Virtual objects in the context of cyberspace only exist due to the presence of computers and network 
connections. Virtual objects such as computer code, software, firmware 40  operating systems, 
applications (apps) and protocols41 ensure the proper functioning of the whole range of tangible 
objects that constitute cyberspace. Data in general,42 computer files, user-generated content, or the 
content of a website or social media account complete this target group.  
 
Hardware encompasses all tangible object required to create,43 store or transmit the virtual identities 
and objects set out above. Cyberattacks on hardware may actually target the software on the 
hardware, i.e. the embedded software program or ‘firmware’ that controls that particular hardware 
device. In addition, hardware may also be physically tampered with. Think of secretly adding 
components, such as key-loggers to, a device,44 or clandestinely modifying hardware functionalities. 
The hardware target group includes computers, computer components, peripherals needed for data 
entry and output, all data and power cables, and their computer connections, i.e. the hardware ports. 
To send data in a network, a range of additional peripheral equipment is needed, including modems, 
routers and cables. Even wireless technologies require hardware devices.45 The increasing number of 
electronic devices wirelessly connected to other devices or networks, the so-called ‘smart devices’, 46 
are also part of the hardware target group. This includes home automation (domotics); the motley 
assortment of smart (i.e. connected) home or office devices.47  
 
Although Industrial Control System (ICS) is a generic term used to define the combination of hardware 
and software, here ICS is categorised as hardware. An ICS is actually a digital system for monitoring 
and controlling industrial processes in, for instance, a critical infrastructure, chemical industry, power 
plant, power grid, oil and gas production, other industrial process, or nuclear facility.48  
 
C. Attack Vector, Means and Methods 
 
After direct effects on the various targets have been introduced, this section elaborates on the means 
and methods used by the attacker and the attack path followed. This part also discusses the initial 
access points through which attackers may penetrate a victim’s cyber target (Figure 5). 

 

 
40 Software ‘firmly’ embedded in a hardware device, e.g. computer Basic Input/Output System (BIOS), usually stored at a 
ROM-chip. 
41 Sets of common rules and agreements to communication between computers, networks and software programs, e.g. 
TCP/IP, HTTP.  
42 In fact, all data in a computer, computer network or data storage is composed of sequences of ‘zeros and ones’. 
43 Plus: data input, processing or output. 
44 In 2015, Amazon discovered a (backdoor) microchip nested on particular server’s motherboards. From: Jordan 
Robertson and Michael Riley, The Big Hack: How China Used a Tiny Chip to infiltrate U.S. Companies, Bloomberg 
Businessweek, October 4, 2018. 
45 E.g. Wi-Fi hotspot, access point, transmission masts. 
46 E.g. smart cars, phones, watches.  
47 E.g. heating, ventilation and air conditioning (HVAC), domestic appliances. 
48 The first iteration of the Stuxnet worm targeted an ICS, more specifically, a Programmable Logic Controller (PLC) that 
controlled an ultracentrifuge, needed for uranium enrichment. See also: Kim Zetter, Countdown to Zero: Stuxnet and the 
Launch of the World’s First Digital Weapon, 2015.  
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Figure 5: Attack vector, means and methods 

 
In contrast to the physical domains land, sea, air and space,49 physical access to a target is not always 
required for attacks in cyberspace. Both hard and soft cyberattacks will make use of digital 
connections in order to gain (remote) access to a target. 
    
Attackers have many techniques, tactics and procedures (TTP) at their disposal to conduct various 
stages of a hard cyberattack on a target,50 as extensively described in the aforementioned models, 
such as the ‘MITRE ATT&CK framework’. Therefore, our CCC-model will provide a general description 
of the methods and means of an attacker. The same applies to the attack path or attack vector and 
the initial access point. 
   
The means to carry out cyberattacks are a combination of hardware, virtual objects and/or virtual 
identities of an attacker. Firstly, these means could be ‘owned’. An attacker may also choose to exploit 
other people’s means. In that case, he/she will first hack into these means (e.g. a server, software 
program or website) and launch a cyberattack on the actual target from the intermediary. This is also 
the idea behind supply chain attacks, such as the aforementioned attack on SolarWinds, or the 
NotPetya malware attack where the attacker exploited Ukrainian ‘M.E.Doc’ accounting software to 
launch an attack from there.51  
 

The attacker may use intermediate means to conceal true identities, real intentions, or entities who 
actually ordered the attack.52 The use of proxy servers,53 anonymizers such as VPN and TOR, 54 or 
source routing55 complicate the technical and legal attribution of a cyberattack.56 These obfuscating 
means and methods facilitate the ability to deny knowledge of, or responsibility for the cyberattack. 
To that extent, victims may also need to understand the attacker’s intent and context of the 
cyberattack to successfully analyse the attack.  
 

 
49 Next to the land, sea, air and space domain, cyberspace is a separate military domain. 
50 MITRE ATT&CK framework recognizes fourteen stages of a cyberattack. Per stage MITRE identifies dozens of different 
techniques and, per technique, a diversity of methods. See:  https://attack.mitre.org/tactics/enterprise. 
51 Anton Cherepanov, ESET, TeleBots are back: Supply-chain attacks against Ukraine, 30 June 2017, from: 
https://www.welivesecurity.com/2017/06/30/telebots-back-supply-chain-attacks-against-ukraine/ 
52 E.g. use forged or stolen user credentials, falsified or stolen internet certificates, hack a website and launch a 
cyberattack from there on. 
53 Intermediate between attacker and victim, e.g. to place malicious software or to store stolen data.  
54 A proxy server to disguise the origin of internet traffic, e.g. Virtual Private Network (VPN), The Onion Router (TOR). 
55 According to TCP/IP, data packages are sent via a more or less random or unpredictable path. Source routing, however, 
allows to send data along a selected path, e.g. a chain of different countries to complicate attribution. 
56 The difficulty of attributing activities to a perpetrator is known as ‘the attribution problem’. See: Paul A.L. Ducheine and 
Peter B.M.J. Pijpers, “The Missing Component in Deterrence Theory: The Legal Framework,” in Deterrence in the 21st 
Century—Insights from Theory and Practice, ed. Frans P.B. Osinga and Tim Sweijs (Springer, 2021), 475–500. 
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The CCC-model also focuses on the methods used to gain initial access to the target, such as: exploited 
insiders or authentic user credentials,57 malware infected attachments,58 manipulated (removable) 
hardware or software, or a supply chain attack. 
 
Soft cyberattacks use other means, methods and attack vectors to reach and influence its victims (i.e. 
the psyche of a target audience). Related to the effect, three categories of influence operations can 
be distinguished, i.e. persuasion, coercion and manipulation. 
 
Operations on the basis of persuasion use arguments or emotion to convince a target audience. Think 
of media operations (e.g. a vaccination campaign), military strategic communication or public affairs. 
At the other extreme of the influence spectrum is coercion. Exerting pressure, or (psychologically) 
intimidation, reduces a victim’s available courses of action forcing it to act in an involuntary manner. 
Whereas persuasion may take place in public, coercion often occurs surreptitiously. 
  
Manipulative soft cyberattacks may use various attack paths. These include first, a disinformation 
campaign with which an attacker purposefully distributes59 false information to mislead an audience 
and alter their opinion and sow discord. Another method involves ‘trolling’, i.e. sharing messages 
entailing slander in online communities60 to deliberately cause mayhem and enhance polarization. 
Yet another activity concerns leaking of factually correct but confidential information. What the 
manipulative soft cyberattacks have in common is that the victim cannot assess whether the 
information provided is authentic. This undermines rational understanding and decision-making.61 
 
 
D. Attacker, Goals and Context 
 
In addition to traditional models, the CCC-model also considers the broader geo-political context and 
the attacker’s motive or underlying (Grand) Strategy. The model furthermore examines other 
interested parties and the higher entities responsible for the attack. 
 
 
 

 
Figure 6: Attacker, goal and context 

 
 
A complex, targeted and well-prepared attack requires considerable time and resources that are not 
available to every attacker. State actors, however, generally have considerable budgets and the 
necessary instruments, including intelligence, military and law enforcement, to conduct such 

 
57 Or a brute force attack. 
58 Or a link to a prepared illicit website (watering hole attack), or manipulated instant messenger services, e.g. Facebook 
Messenger. 
59 Either through the mainstream media or through more alternative or obscure news sources. 
60 Such as social media, web fora, blogs, newsgroups. 
61 A well-known soft cyberattack is ‘Operation Grizzly Steppe’, concerning the campaign to influence the 2016 US 
elections. See also: DHS and FBI Joint Analysis Report, GRIZZLY STEPPE – Russian Malicious Cyber Activity, Reference 
Number: JAR-16-20296A, December 29, 2016: https://www.dhs.gov/news/2016/10/07/joint-statement-department-
homeland-security-and-office-director-national 
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targeted enduring cyberattacks.62 States can also make use of embedded agencies (APTs) or state-
controlled proxy actors.  
 
Advanced persistent threats (APTs) 63  form a specific category of attackers. In the context of a 
cyberattack, advanced means that an attack has been conducted by a state, or state-sponsored actor. 
Such hacker groups often have an unrivalled expertise and substantial funds at their disposal. They 
are able to design, create and develop sophisticated cyberweapons and thus possess a broad range 
of cyberattack methods and means. Persistent indicates the pursuit of long-term goals, attacks 
conducted over a period of years, and malware that is difficult to find or remove permanently.  
 
Many actors are now identified as APT.64 From a Western perspective most APTs have a Chinese, 
Russian, North-Korean, or an Iranian background. Needless to say, although not identified as APT, 
there are also western groups with similar intentions and capacities.65 Complicating factor is that 
various researchers use different names for the same hacker groups; e.g. the Russian hacker group 
APT28 is also known as Fancy Bear.66 To understand and interpret attackers and underlying intentions 
fully, it is important to trace any affiliation with other state actors or organizations behind them. The 
Russian Military Intelligence Service ‘GRU’ appears to lie beneath Fancy Bear.67 
 
Rather than utilizing their own agencies, governments could also involve non-state actors or proxies. 
Reasons may lie in a lack of capacity or in political unwillingness to overtly deploy their own units.68 
Sometimes, state-sponsored proxies are merely used as lighting conductor to distract the attention 
from other, state actor, covertly conducted cyberattacks.69  
 
The actual individuals responsible may use proxies to conceal their motives, or to deny involvement 
in, and responsibility for a cyberattack.70 In so doing, states may choose to utilize cybercriminals, 

 
62 P.A.L. Ducheine and B.M.J. Pijpers, ‘The Notion of Cyber Operations’, in: N. Tsagourias and R. Buchan, Research 
Handbook on International Law and Cyberspace (2 edn, 2021) Edgar Elgar Publishing, at: 
https://doi.org/10.4337/9781789904253.00024. 
63 In 2013, Mandiant reported the existence of a Chinese online espionage group affiliated with China’s People’s 
Liberation Army. Mandiant considered the hacker group an ‘Advanced Persistent Threat’ (APT) and labelled the unit as 
‘APT1’. Mandiant claimed to have dozens of espionage hacker groups in sight, including some 20 Chinese. See: Mandiant, 
APT1, Exposing One of China’s Cyber Espionage Units, mandiant-apt1-report.pdf., via:  
https://www.mandiant.com/resources/mandiant-exposes-apt1-chinas-cyber-espionage-units  
64 For an elaborate overview see: Advanced Persistent Threat Groups, Mandiant, 
https://www.mandiant.com/resources/apt-groups. Accessed December 30, 2021.  
65 E.g. Equation Group, Shadow Brokers, Vault 7/8 (US), Unit 8200 (Israel), GCHQ (UK), Snowglobe, Animal Farm (France). 
From: Threat Group Cards: A Threat Actor Encyclopedia, Thailand Computer Emergency response Team, 
https://apt.thaicert.or,th/cgi-bin/listgroups.cgi. Accessed December 30, 2021.  
66 APT28 is also known as Pawn Storm and Sofacy Group (by Kaspersky); Strontium (by Microsoft); Sednit and Tsar Team 
(by FireEye). 
67 US Department of Justice, Office of Public Affairs, U.S. Charges Russian GRU Officers with International Hacking and 
Related Influence and Disinformation Operations, October 4, 2018. Zie:   
68 For instance, when a cyberattack and its consequences do not match the diplomatic, judicial or ethic positions of a 
state. 
69 Russell Buchan, The International Legal Regulation of State-Sponsored Cyber Espionage, in International Cyber Norms, 
Legal, Policy & Industry Perspectives, edited by Osula and Rõigas, p. 18. 
70 Jordan Brunner, Iran Has Built an Army of Cyber Proxies, in The Tower Magazine, Issue 29, August 2015. 
http://www.thetower.org/article/iran-has-built-an-army-of-cyber-proxies/  
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patriotic hackers,71 or other competent non-state hacker groups to launch cyberattacks against other 
states or other victims.72 
 
The opaque mixture of potential actors and the many concealing techniques often result in forensic 
challenges to provide evidence pinpointing the actual perpetrator of a cyberattack. Acquiring the real 
intentions may be even more complicated. An assessment of the entities with the greatest interest 
in the effects of a cyberattack could help identify the actual stakeholders. 
 
States have their own national security interests. Although different in nature, even APTs or non-state 
actors, such as proxies, have converging interests. Despite various motives, interest and targets, both 
states and non-state actors may conduct cyberattacks that have a coercive, subversive, disruptive or 
misleading nature.73 Attackers may derive their strategic or corporate objective from various areas, 
e.g. territorial, economic, political, ideological. Finding out an attacker’s actual motive requires in-
depth understanding and insight in their beliefs, interests, mentality and logic.74 
 
States may also conduct digital disruptive, sabotage or influence activities to prepare for future armed 
conflicts.75  Therefore, to discover a state actor’s or proxy’s motive, it is essential to determine 
whether the cyberattack was conducted in line with a (dormant) (armed) conflict between the parties 
involved. 
 
E. Indirect Effects 
 
In addition to the direct effects – i.e. the first order consequences – perceived during or after the hard 
or soft cyberattack, victims may also experience subsequent effects outside the initial attack on the 
target. These sometimes-far-reaching indirect effects can be described by means of two parameters: 
anticipation and desirability.  
 
With regard to hard cyberattacks anticipated and desired effects contribute most to the 
aforementioned strategic goals. In operation ‘Olympic Games’, the oft mentioned cyberattack on 
Iran’s nuclear enrichment facility, ‘Stuxnet’ directly affected a hardware component, i.e. the devices 
(PLCs) that controlled the ultracentrifuges to enrich uranium. The anticipated and desired effects 
were the malfunctioning of centrifuges and a subsequent inadequate uranium quality that slowed 
down Iran’s development of nuclear weapons. 
 
 
 

 
71 During the 2013-2014 Ukrainian-Russian crisis, the pro-Russian hacker groups Quedagh and CyberBerkut attacked 
Ukraine. The latter group also attacked NATO. In all cases there was no (formal) Russian government involvement. From: 
Gertjan Boulet, Cyber Operations by Private Actors in the Ukraine-Russia Conflict: From Cyber War to Cyber Security, in 
American Society of International Law, Volume 19, Issue 1, January 7, 2015. 
https://www.asil.org/insights/volume/19/issue/1/cyber-operations-private-actors-ukraine-russia-conflict-cyber-war-
cyber.  
72 In 2016, the Lazarus Group, a North-Korean hacker group attacked the SWIFT financial transfer system and stole 
approximately $81,000,000 from Bangladesh Bank. United States District Court for the Central District of California, case 
no.  MJ 18-1479, Criminal complaint,  June 8, 2018, pp 53-56.  
73 Assessment of state threats to Dutch national security interests (Dreigingsbeeld Statelijke Actoren 2021), February 3, 
2021, p. 10.   
74 Assessment of state threats to Dutch national security interests, p. 8. 
75 Here too, states may either utilize state actors or proxies to execute such activities.  
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Figure 7: Indirect effects 
 
Not anticipated effects may, nevertheless, create desired (or welcome) effects and thus also 
contribute to the objectives pursued. In the Stuxnet case, after repeated damage, the Iranian 
government started suspecting its own nuclear researchers of sabotage. This led to mutual distrust, 
dismissals and further delay of the program. The 2017 NotPetya ransomware attack was presumably 
only directed at Ukraine.76 But since Ukrainian companies had international linkages, the malware 
spread across the globe, causing extensive financial damage in the west; potentially a welcome but 
not-anticipated side-effect. 
 
Other effects may be anticipated, but not desired (welcome). To achieve his goal, the attacker behind 
Stuxnet used several zer0-days,77 i.e. vulnerabilities that are exploited before its creator is aware of 
its existence.78 Its use and subsequent discovery eventually rendered those particular vulnerabilities 
exposed. Another probably anticipated, yet not desired, indirect effect of the Stuxnet cyberattack 
was Iran’s increased cyber awareness and security improvement.   
 
Not anticipated and not desired indirect effects of a cyberattack may vary considerably. Think of 
political discussions about privacy, espionage or mass surveillance;79 undermining of the attribution 
process or diminishing trust in computer forensics;80 undermining of certificate authorities as ‘trusted 
third parties’ or the loss of confidence in the ‘public key infrastructure’.81 Other examples include the 
establishment of cybercapacities by other parties,82 and the (re)use or modification of existing cyber 
weapons by other parties.83 
 
The indirect effects of soft cyberattacks, i.e. changes in behaviour, are of a quite different nature. 
Although the same four categories as above are identified, human behaviour is much less predictable 
than programmed machine behaviour. Influencing human perception and particularly changing 
human behaviour is no mean achievement. Contrary to hard cyberattacks, highly targeted soft 
cyberattacks are difficult to conduct.84 Outcomes and impact of soft cyberattacks are, therefore, 
difficult to predict adequately and may deviate from what was originally intended. To an even greater 
extent than hard cyberattacks, soft cyberattacks depend on trial-and-error feedback-loops.  
 
 
 
 

 
76 The United States Department of Justice, Six Russian GRU Officers Charged in Connection with Worldwide Deployment 
of Destructive Malware and Other Disruptive Actions in Cyberspace, October 19, 2020. 
77 Zetter, Countdown to Zero: Stuxnet and the Launch of the World’s First Digital Weapon. 
78 Information Systems Audit and Control Association (ISACA), Glossary, https://www.isaca.org/resources/glossary 
79 Consequences of Operation Socialist (aka the Belgacom hack). 
80 Consequences of Operation Olympic Destroyer. 
81 Consequences of the DigiNotar hack. 
82 Consequences of the Operation Olympic Games (aka Stuxnet). 
83 In 2016, hacker group ‘the Shadow Brokers’ stole a unique set of highly capable US NSA hacking tools, and soft and 
hardware vulnerabilities. The means were subsequently published on the Internet. 
84 Although ‘personal’ advertising and ‘micro targeting’ imply a certain (high) level of accuracy and certainty, the outcome 
of the efforts cannot be guaranteed. 
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REFLECTION 
 
Existing models to analyse hard cyberattacks primarily focus on the targets of cyberattacks, the 
means and methods used, and the attack vector followed. To analyse such cyberattacks these steps 
are crucial. Soft cyberattacks, however, have neither targets nor effects in cyberspace itself, as it is 
merely using cyberspace as a vector to affect the psyche or target audiences. The existing analysis 
models and soft cyberattacks are, therefore, mutually exclusive.   
 
Furthermore, the existing models pay little or no attention to the actual goal of an attack, nor do they 
focus on the actual responsible individuals. Particularly in the case of soft cyberattacks contextual 
aspects play an important role. The same goes for examining direct effects on the psyche of 
individuals and audiences, and indirect effects on human behaviour.  
 
Finally, the comprehensive cyberattack chain facilitates analysing both hard and soft cyberattack on 
a less technical level. It is particularly suitable to analyse state or state-sponsored cyberattacks. By 
also considering the geopolitical context, stakeholders and pursued strategic goals, as well as the 
direct and indirect effects of an attack, the cyber situational awareness may be enhanced. The results 
of the analyses may be used to fill databases with which other attacks can be compared or analysed 
further. 
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