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Abstract

The dawn of cyberspace has been conducive to unlock the potential of the information
environment, including for military or security-related purposes. Many disciplines within the
intelligence and military remit have fashionably embraced concepts such as the information
environment, cyberspace, and especially information maneuver — the concept of generating
effects in the information environment. However, most within the military remit still perceive
information maneuver as the ‘2.0 version’ of existing intelligence gathering capabilities which
explains the emphasis on topics such as robust ICT-structures or the notion of digitization of
the battlefield. Though intelligence and subsequent understanding and decision-making are
essential foundations to employ information maneuver effectively, information maneuver is not
just that. Information maneuver means using information as a source for understanding and
decision-making but also as a mean to act, thereby generating informational effects in the
cognitive, virtual or physical dimension (directly or indirectly), using information as a target,
vector or weapon to ultimately affect the cognitive dimension of audiences, friend or foe.
Information maneuver ought to be treated as an entire new manner of exerting power by
generating informational effects. Subsequently the question rises what role remains for the

armed forces in the concept of information maneuver.

* Peter B.M.J. Pijpers, M.Sc., LL.M, is an Associate Professor of Cyber Operations at the Netherlands Defence
Academy and Ph.D.-researcher at the Amsterdam Centre of International Law (ACIL), University of
Amsterdam. Paul A.L. Ducheine Ph.D., LL.M., is Professor of Cyber Operations at the Netherlands Defence
Academy and Endowed Professor of Military Law of Cyber Operations and Cyber Security at the University
of Amsterdam. Corresponding author: b.m.j.pijpers@uva.nl
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1. Introduction

Among the logical fallacies formulated by the Ancient Greeks,

the causal fallacy is understood to occur when two events that appear together
or follow one another are presumed to have a causal relationship,

rather than just appear before or next to the other !

Where you sit, depends on where you stand °

On 10 May 2020, Major General Cole, the UK Army’s Director Information addressed an
audience at the RUSI Information Maneuver Conference arguing that ‘information manoeuvre
involves the use of information in all its forms to understand the operating environment better
than anyone else and subsequently to make the most of that advantage. The aim is
simultaneously to shape perceptions to ensure the Army’s activities and intentions are

appropriately recognised by allies, populations and adversaries.”?

Maneuvering in the information environment is one of the latest topics in doctrinal thinking,*
and not only in the military realm. The emergence of cyberspace has unlocked the information
environment (e.g. via social media), and compared to several decades ago, access to and
usability of the information environment has expanded exponentially meaning new
opportunities for communication, competition and conflict.® To be more successful than
competitors or opponents and gain a superior position to advances one’s interests, hence to
‘outmaneuver’ others (even if only temporary and locally), is a truism valid for military

campaigns,® as it would be for marketing campaigns.

As with many new developments, actors seize the concept to advance their position and
interests. The military realm is no exception and cynically speaking, the latest generation of jet
fighters and submarines, but also the ground forces that operate among the people,’ are
sometimes framed as the acme of ‘maneuvering-in-the-information-environment’, especially

by the services themselves.

Nonetheless, in reality, military institutions find it difficult to get their heads around the concept
of information maneuver.® From a military point of view this is not unreasoned. The armed
forces have used information to acquire understanding and for decision-making, and have
planned and executed operations and activities for ages.” Terms such as ‘intelligence’ and

‘information’ but also ‘maneuver’ have been embedded in military doctrine for considerable
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time.!® Maneuvering, in this context, can be described as the employment of forces in the
operational environment to achieve a position of (relative) advantage in respect to others in
order to accomplish the mission. Hence, for the military, adopting the concept of information

maneuver feels like teaching Kasparov how the play chess.!!

However, due to the emphasis on enemy-centric'? intelligence to prepare physical military (i.e.
kinetic) operations, and activities to gain an advantageous position it appears that the armed
forces experience difficulties getting away from the fixation on enhancing and improving the
connectivity of existing ICT infrastructure for intelligence collection, understanding and
decision-making.!*> Though improved interoperability, a subsequent robust ICT system and
better understanding of the environment and the opponent must be applauded, this is only half
the story:'* the center of gravity of information maneuver is to use of information not only to
understand but also as a mean to act; using information - and not kinetic force - to shape the
operational environment of the opponent in a manner advantageous to the attacker, but

moreover to use information as a weapon of influence.

Somehow the thinking of military institutions is off target. !>

A possible reason is that military
pundits try to glue the concept of information maneuver as an ‘add-on’ to the traditional land,
sea and air domain within the military instrument of power.'¢ Hence, better and more effective
employment of kinetic force due to improved intelligence, the possibilities of cyberspace and

improved decision-making.

The present authors argue differently and regard information maneuver not as an enhancement
of existing capacities, but as an overarching, and thus a different way of exerting power and
achieving effects. The goal of this article is to reset the role of the armed forces in the concept
of information maneuver. Thereby assessing where information maneuver originates from,

what it actually entails, and how to place the armed forces therein.

A description of information maneuver, building on the description of maneuvering is: the
capacity to gain an advantage over the opposing audiences by using information as a source to
assess the opponent and its environment, to target the opposing information environment, and
to use information as a weapon to influence the cognition of the targeted audiences; this with
the aim to undermine the deliberate understanding and autonomous decision-making process of

the targeted audiences.
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A further point of departure is that the authors take the perspective of information maneuver as

a generic concept and stay away from country-specific organizational structures. '’

This article starts (§2) with revisiting the origin of information maneuver which takes shape by
describing two trends; the first argues that information maneuver is an exponent of the
informational instrument of power instead of the military, the second argues that information
maneuver has emerged due to the shift from traditional physical military domains (land, sea,
air) to cyberspace. Based on these trends the concept of information maneuver is explained (§3)
arguing that it does not solely encompass information as a source - ‘intelligence 2.0’ — for
understanding and decision-making, but also a mean to act, using information as a vector, target
and a ‘weapon’. Finally, before the conclusions, the role of the armed forces in the information

maneuver is alluded to (§4).

2. On the origin of Information Maneuver

The main objective for states is to protect and further their vital interests. '® To do so, states will
cooperate with other states, but could also employ their instruments to exert power trying to
persuade, coerce or manipulate other states to change their position, ! thereby pursuing effects
in the economic, informational, diplomacy, or military remit. Depending on the goal to be
achieved, the instruments of power can be implemented in one or several traditional domains
(land, sea, air) or via cyberspace - the domain is the area where the actual engagement with the

(audiences of the) other states take place.?”

2.1. On the Informational Instrument of Power

While diplomatic means, a cultural exchange or installing economic sanctions are what Nye
would call means of soft power to further and protect the national interests,?! the military
instrument of power will be an obvious choice when in (armed) conflict, ‘compelling
adversaries through the threat or application of physical power in the form of destructive or
disruptive force to achieve victory’.?? For obtaining a military — or kinetic — effect, states most
likely turns to their armed forces.?* A common fallacy is to conflate the instruments of power,
hence the effect one wants to achieve, with organizations executing it; the armed forces can
achieve a kinetic effect but when deployed as defense attachés the effect will be in the

diplomatic remit.
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Figure I — From the Military to Informational Instrument of Power

Apart from the above mentioned effects, states can also employ the informational instrument
of power, which refers to the way states use data and knowledge to understand and shape the
complex nature of the information environment in support of national interests.?* Though this
may have constructive effects, the informational instrument can also have the aim to disrupt
‘the opponent’s ability to direct objective content to its target audience, to properly grasp reality

and to establish effective defensive action capability’.?

The first trend (figure 1) that can be witnessed is that states are increasingly making use of the
informational instrument of power over other instruments,?® to cooperate with, or to compel
other states to change their position. So-called psychological ‘warfare’, intelligence or influence
operations can - similar to other instruments such as economy, military or culture - be employed

in any domain (including land, sea, air).?’

2.2. On the Information Environment and Cyberspace

The information environment is the setting in which we live, interact and retrieve information.
Activities that can be exercised in this environment include governmental information (on
Covid-19), strategic communication (StratCom) but also propaganda or (malign) operations to

deceive or mislead opponents.?
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Figure 2: Information Environment and Cyberspace

The information environment can be (conceptually) divided it into three dimensions (see figure
2).3° The physical dimension encompasses the globe and all tangible object. The cognitive
dimension entails our individual and collective values, knowledge, perceptions, understanding
and wisdom. The virtual dimension is related to where and how information is collected,
processed, stored, and disseminated digitally. In fact, collecting, processing, transmitting

information is the core function of the information environment as a whole.

Cyberspace can be positioned in the information environment. For the purpose of the article,
the scope of cyberspace consists of the physical network layer of the computers, cables and
hubs, and the virtual dimension.>! The components of the virtual dimension are the cyber
objectives (logical layer of software and data) and the cyber identities i.e. the virtual persona
layer entailing the reflections of persons or groups, enabling them to interact on the internet and

social media.

Whilst the information environment as such is nothing new, what is new is that (a) with the
inception of cyberspace three new layers have been introduced for human use, such as
communication, commerce, but also for conflict.>? Subsequently (b), these new layers, and
especially the virtual dimension, provide an enlarged gateway to the information environment;
in that sense, cyberspace has ‘unlocked’ the information environment by offering near-real time
and worldwide access, regardless of distance, and facilitating transmission of high volumes of
information at (potentially) high speed. Therefore, cyberspace is not an instrument or a weapon

as such but ‘an enabling environment that allows actors to transmit information to large
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audiences at low cost, near instantaneously, through multiple distribution points, across borders

and with heightened opportunities for anonymity’.

The informational instrument of power is not predestined for cyberspace alone, but cyberspace
has made the extensive utilization and effectiveness of it possible. The digitization of the
information environment, as a result of the emergence of cyberspace, has affected our societies
by an exponential increase in processing power, storage capacity for data and transmission
speed facilitated by the dematerialization of data;** up to the point where books, pictures or

footage no longer have a tangible transmission mean but are only present in a digital form.
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Figure 3 - From the Traditional Domains to Cyberspace

The shift in focus, by a broad range of state and non-state actors, from the traditional physical
domains for communication, cooperation and conflict to cyberspace (figure 3), is a second trend
that is witnessed. When (maliciously) employing their instruments of power, many states are
currently not engaging in the traditional domains of engagement but seek to address, interact
with or confront other actors (including opponents) in the elusiveness of cyberspace.
Additional benefits are that engagements in cyberspace are less likely to escalate into a conflict
(in comparison to a naval blockade or a show for force), engagements in cyberspace can reach
entire populations instead of solely the political elite, and - due to obfuscation - will provide

states with plausible deniability when being exposed.
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3. On Information Maneuver as a Concept

The essence of maneuvering in the information environment is to gain a competitive advantage
over other actors and achieve effects in the informational sphere. In order to gain effects — i.e.
to cooperate with, persuade, coerce or manipulate the opposing actor resulting in a change of
position - information maneuver activities gain data and information from observing the
environment. The intelligence produced, combined with knowledge and experiences, generates
understanding of the situation offering insight and foresight which is used to decide what to do
and subsequently how to act (figure 4). The acts ought to generate diplomatic, economic,
informational or military effects that can be achieved in the cognitive, virtual or physical

dimension.

Virtual

Observe
Understanding
Decide

Physical

Figure 4 Decision-Making Process

From the perspective of the military instrument of power, hence actors traditionally generating
kinetic effects, it is quite understandable that armed forces appreciate information maneuver as
‘intelligence 2.0’. Information maneuver as a concept, but also cyberspace as the 5 domain of
(military) operations,® has been embraced by armed forces that predominantly operate in — and
are even organized conform — the traditional physical domains of engagement: land, sea and
air. Armed forces have tried to amalgamate these novel concepts in the military instrument of
power; their traditional base of statecraft. Since military effects are traditionally realized by
using kinetic force as a weapon, it stands to reason that armed will primarily focus on
information as a source (for improved understanding and decision-making, see figure 5). Armed
forces thus employ information maneuver as an upgraded intelligence collection process
aimed to ‘provide situational awareness, develop understanding’*” and ‘feed information into

resilient and responsive C2 structures, better informing the force and enabling faster decision-
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making,”3® or as Arquilla argues to highlight the ‘information edge’.?® Hence to gain
knowledge, understanding, and insight about the enemy and its operational environment in the

preparatory phase of the operation,* to create kinetic effects in the physical dimension.

/

/

Cognitive

/

Virtual ™ Virtual

/
4

Observe
Understanding
Decide

Physical

|
N

Figure 5 "Intelligence 2.0"

But information maneuver entails more than intelligence 2.0. The two trends - information
maneuver as an exponent of the informational instrument of power, and its emergence due to
the shift to cyberspace - underline that information maneuver should not be seen as an ‘add on’
to existing military doctrines, but as an exponent of a different instrument of power. To explain
the concept of information maneuver as an instrument to generate informational effects - i.e. an
instrument of power to affect the deliberate understanding and autonomous decision-making
process of targeted audiences - information will not only be used as a source to gain intelligence,
(3.1) but moreover as a mean to alter the opposing information environment, including the
vector of communications by weaponizing information to influence target audiences (3.2).
Cyberspace is not a core attribute of information maneuver; it is one of the domains to engage
with other actors (including opponents). Nonetheless, cyberspace is the key element that has

sparked the concept of information maneuver.

3.1. Information as a Source

The first and classic element of information maneuver is the use of information to gain
understanding and subsequently insight and foresight. Gaining knowledge about other actors,
including opponents, but also about the environment in which one operates is a crucial

precondition for success.
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During the 2016 US presidential election data was retrieved, allegedly by agents of the Russian
Federation (RF), from the Democratic National Congress and Hillary Clinton’s Campaign team
after hacking their ICT infrastructure. Valuable and compromising data became available
especially about Clinton, taken from campaign chairman John Podesta’s email account.*! The
data was later used to undermine the integrity of candidate Clinton, whereby information was

used as a weapon.

The continuing digitization of the information environment facilitates the collection of data, the
analysis and the integration thereof. More data has become available and by using network-
based ICT systems that data can be analyzed and shared faster. This will enhance the collective

awareness and understanding, not least by making use of algorithms and big data analysis.*

For the armed forces the digitization will make large quantities of data available that can be
processed to gain enhanced intelligence, understanding and ultimately insight and foresight
regarding the battlefield (or operational environment) as a whole and the enemy’s intent and
positions in particular. It will also support and accelerate decision-making on who, when and
what to engage with (target) and will in turn result in more precise or bespoke engagement and
a more efficient use of assets. Digitization of the battlefield will improve decision-making and

increase the efficacy of military operations.

Since military intelligence collection is concentrating on opponents and their operational
environment, the focus is enemy-centric and related to the preparatory phase of military action.
During this phase, intelligence activities including computer network exploitation activities,*’
i.e. gaining access to ICT infrastructure of opposing forces and retrieving data can take place

without damaging, degrading or deleting cyber objects (software) and identities (accounts).

Using information as a source to gain intelligence and understanding will lead to a decision.
Based on which, a state can act. This act can still be a traditional kinetic effect in the physical
dimension. This engagement in effect, boils down to a traditional kinetic operation although the
operation could be executed more surgically as a result of improved intelligence, understanding
and decision-making (see figure 5). However, acting and hence achieving a direct or indirect
effect in the cognitive, virtual or physical dimension can also be achieved by using information

ranging from software to the content of words, pictures or footage.
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3.2. Information as a Mean to Act

The second element of information maneuver is the use of information to affect the information
environment of other or opposing audiences i.e. engaging with informational effects in the

physical, virtual and cognitive dimension of actors whose attitude and behavior requires change.

Though changes in the cognitive dimension are the pinnacle of all employments of instruments
of power, direct engagement with the cognitive dimension (e.g. via telepathy) is not an obvious
belligerent avenue to take. The virtual and physical dimension will therefore always have to

serve as a medium (vector) for exerting means generating effects in the cognitive dimension.**

Information maneuver aims to affect the information environment of other actors or states. The
informational effects will use the information environment and, more prominently (referring to
the two trends mentioned earlier), cyberspace as an additional vector to convey the effect, but
it can also target the other state’s cyberspace, and even weaponize information to influence
specific groups, audiences or individuals within (or related to) the other state. Information
maneuver uses information as a weapon, vector and target to act and subsequently achieve

effects in the cognitive dimension.

Using information as a weapon aims to change the attitude and subsequent behavior of the
opposing actor by ‘the deliberate use of information by one party on an adversary population
to confuse, mislead and ultimately influence the actions that the targeted population makes’.*’
Influence operations, that use information as a weapon, can be exerted in every domain though
cyberspace is particularly apt for influencing other states or audiences within that state.
Influence activities that use cyberspace as a vector with the aim to target the cognitive
dimension, *® are also referred to as soft-cyber operations.*” An example of such a soft-cyber
operations is the ‘Lisa’-incident in Germany in 2016.*® Russian fringe media had picked up the
news that a girl of Russian descent was lost for a few hours, and suggested that Lisa was
abducted and raped by an ‘Arab’-looking person. This incident was seized on since it invoked
sentiments ranging from xenophobia to decreasing protection of Russian minorities in

Germany. Though completely fictitious, the story gave rise to discussions in Germany on

migrants and caused a political row with Russia.*’

Influence operations, via cyberspace or any other domain, are not per se malign, but they do
aim to affect the attitude and subsequent behavior of the audiences in other states. Influence

operations can make use of coercive, persuasive or manipulative techniques.>® Coercion and

11
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persuasion are rational, conscious activities. Until now, most informational activities the armed
forces use are persuasive, e.g. public affairs activities or StratCom to, as Cole mentioned, shape
perceptions to ensure the activities and intentions are appropriately recognized.>! Coercive
activities by the armed forces are traditionally executed using kinetic, not informational means.
Manipulative influence operations aim to subconsciously circumvent the rational manner of
processing incoming data. When deceiving, confusing and misleading is the intent of influence

operations, manipulative techniques will be the weapon of choice.

The core principle of manipulative influence operation, or information manipulation operations,
is to deflect audiences from a rational manner of processing data and lure them into making
judgments based on heuristics or mental rules of thumb - what Petty and Cacioppo call the
peripheral route.>? The social and cognitive heuristics cannot be addressed directly, since these
are neural processes of persons or groups. The heuristics can, however, be invoked by tools and
techniques, such as an overload of data, scarcity in time, but moreover in altering the content

of a message or the source of the message. >

Weaponizing information can make use of specific narratives, frames,>* disinformation,™
misleading news outlet (e.g. RT or Sputnik)® or false social media accounts, impersonating
others.®” All these elements will impair the ability of target audiences to value the incoming
information or give significance to the data, deflecting them towards heuristics. Cyberspace is
inducive to deflect persons and groups to make biased judgments, because ‘(a)lthough the
volume and velocity of information has increased by orders of magnitude in the past few
decades, the architecture of the human mind has not changed appreciably in the last few
thousand years, and human beings have the same cognitive and perceptual limitations that they

have always had’.®

The information environment, as depicted in the case of soft-cyber operations, has — with the
emergence of cyberspace - gained a new vector for the transmission of communication. Though
information as a vector is a neutral notion, the impact of the emergence of cyberspace and
especially internet and social media are immense, providing many actors the opportunity to

engage with other without substantial barriers in terms of costs, admission or fact-checking.

Apart from using the information environment as a vector to convey information, the
information environment can also be targeted by using information to interfere with the vectors

of communications, competition and conflict. The digitization of the information environment

12
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has generated new layers to target: the physical network layer (hardware), the cyber objects

(software, data) and cyber identities.>

Using information to target the three layers of cyberspace is also referred to as hard-cyber
operation.®® Hard-cyber operations have an effect in cyberspace. By altering, disabling,
disrupting or destroying data and software®! or virtual persona® they change the attributes of
the cyber identities, cyber objects, or - indirect - the physical network (the hardware), such as
during the distributed digital denial of service (DDoS) attacks in Estonia (2007) and Georgia
(2008),% or the hacking the power grid during the 2015 and 2016 Ukrainian power outage.**

Hard-cyber operations will target the information environment by e.g. hijacking virtual persona,
emplacing malware (malicious software), manipulate data, or through a DDoS attack.®® The
result will be that the virtual dimension or physical network layer in cyberspace are impaired
or that data is disclosed,® as occurred during the 2016 US presidential election. Targeting the
virtual dimension of the information environment can even have effects in the physical

dimension.®’

Undermining and sabotaging the virtual dimension and the physical network layer can also have
benefits for armed forces during (armed) conflict. The result of which is the malfunctioning of

the GPS-supported fire support systems for artillery or field guns,®®

or undermining and
impairing the enemy’s command and control systems. Activities can even be engaged below
the level of the use of force: US Cyber Command (apparently) employs its Persistent
Engagement-doctrine to pro-actively deteriorate the virtual dimension (virtual persona, logical
layer) and physical network layer (hardware), of its opponents so they cannot exploit

vulnerabilities elsewhere in or through cyberspace.®

4. On the Role of Armed Forces in Information Maneuver

Information maneuver is a concept that entails information as a source for understanding and
decision-making, and as a mean to act, using information as a weapon, vector and target to
generate informational effects. Cyberspace is conducive to the inception of the concept as it has

made the information environment widely accessible.

13
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Intelligence operations and activities, making use of cyberspace to gain access to the
information environment of others or to employ intelligence and counter-intelligence
operations to defend domestic systems, will in turn facilitate the understanding and decision-
making process of governments and will enhance the military (kinetic) projection of power and

the subsequent effects.

However, to gain informational effects, hence, to impair (e.g. to undermine) the deliberate
understanding and autonomous decision-making process of targeted audiences, improved
intelligence gathering (the so-called ‘intelligence 2.0’ interpretation) is insufficient. The full
employment of information as a means to act will also require the use (vector) and targeting of
the (opposing) information environment via the three dimension of the information
environment and employ information as a weapon emphasizing effects in the virtual and

cognitive rather than physical dimension (see figure 6).

/am

Observe

Understanding
Decide

Physical

/!

Physical

Figure 6 Information Maneuver as a mean to act

This revisited — and comprehensive - interpretation sways the concept of information maneuver
away from the traditional (kinetic) and enemy-centric utility of (armed) force. Which renders

the question whether armed forces have a role to play in information maneuver.

Information maneuver is not war. Despite the fact that states are regularly affected or even
‘under attack’ by other states trying to achieve informational effects via cyberspace, these
interactions (or infringements) in the informational remit or via cyberspace seldom reach the

threshold of armed conflict or force; current activities in the information realm are peacetime

engagement.

14



PUPERS & DUCHEINE — ON INFORMATION MANEUVER

Furthermore, opposing actors are not always ‘enemies’ in a military sense. These could be allies
or agitators,”’ they can range from white hackers, whiz kids, disgruntled employees,
(cyber)criminals to non-state Advanced Persistent Threats or state-controlled intelligence and
cyber agencies. Moreover, foreign acts of information maneuver, especially the (hard) cyber
and influence operations, have an effect not in the military but rather in the economic, law

enforcement or informational realm.

The assessment results in a dilemma. States are being targeted via the information environment
at large or via cyberspace specifically. Armed forces are, on the one hand, not the most
prominent agents to act in case of a peacetime non-kinetic interference with an effect within a
state. On the other, countering effects in the informational realm, such as influencing cyber
identities on social media, or engaging in foreign political activism, are not often allotted to a
specific state agency yet. While the diplomatic or military instrument of power are intuitively
aligned with the departments of foreign affairs respectively defense, the informational

instrument of power often lacks such a coordinating state authority.

Armed forces could therefore the employed, in an attempt to defy this conundrum, but only
under strict conditions. Leaving aside armed conflicts, where the armed forces can (within the
parameters of existing legal regimes) generate (kinetic) effects, armed forces could operate as
an exponent of the informational instrument of power outside national borders once a mandate
or legal basis to operate is provided for;’! these could include intelligence, cyber and special
operations. Acting domestically in peacetime, the armed forces are able to operate — including
in the informational remit — under specific domestic legislation: usually, armed forces operate
upon request and under the authority of civil authorities. When employing the concept of
information maneuver, the armed forces will not only have to apply a different legal regime, it
is also required that they understand the environment, the language, culture and values

applicable to achieving informational effects.

5. Reflections and conclusions

Information maneuver is not a hypothetical concept, influence operations via cyberspace or any
other domain and the hacking of ICT systems by state or non-state actors happens on a daily
basis. While cyberspace is not the core attribute of information maneuver operations it is, in our

era, — more and more - the conditio sine qua non to employ it.

15
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Information maneuver - an exponent of the informational instrument of power rather than a
military — means that information is used to affect (e.g. to undermine) the deliberate

understanding and autonomous decision-making process of the targeted audiences.

But information maneuver is not just enhanced intelligence. Though unlocking the information
environment can result in enhanced intelligence operations, only those operations that also use
information as a mean to act i.e. to use information to target the information environment of
other actors and to weaponize information to influence targeted audiences, are the acme of

information maneuver.

Due to the focus of armed forces on traditional domains (land, sea, air) and on the generation
of military — traditionally kinetic - effects, the pitfall is that the application of information
maneuver is often intuitively translated in enhanced intelligence and robust ICT — hence solely
to information as a source for improved understanding and decision-making. This is unfortunate
since armed forces and intelligence agencies of a state can, under specific conditions, employ
the information maneuver concept to gain effects — away from applying ‘the hammer’. These

conditions are:

e Armed conflicts abroad are the ‘natural habitat’ for armed forces. However, when employed
domestically within the remit of the informational instrument of power (below the threshold
of the use of force), the armed forces will operate under the authority of the national police,
justice and other law enforcement agencies; or will be mandated based upon a national
justification (legal basis) to protect vital interests abroad within a given legal regime.”?

e When using the concept of information maneuver, the intelligence and knowledge required
should not only be enemy focused. For successful cyber- and especially influence
operations, data, information and intelligence on all aspects of the information environment
—1i.e. all dimensions - of targeted audiences are required.

e Information should not be solely used as a prerequisite to initiate planning of an operation,
followed by a kinetic executing. In the concept of information maneuver, it should be
followed by using information as a mean to act and shape the information environment and
impose its will upon other actors; hence use information as a weapon as an alternative to
kinetic means.

e Finally, if the armed forces use information maneuver, they will need to adopt a different
frame of thinking and need to realize that other protocols, norms, ethics and rules apply —

similarly to when military service personal operate in the diplomatic realm.
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