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The Use of OSINT for Military
Operations Abroad under
International Humanitarian
Law and International Human

Rights Law

Marten Zwanenburg>l<

I. Introduction

1. It has long been recognised that intelligence is crucial to planning and con-
ducting military operations. As one commentator states:

Intelligence is the primary mechanism that military organizations use to
generate understanding and its main purpose is to provide information
to decision-makers such as commanders that may help illuminate their
decision options."

2. Within the intelligence field, various intelligence disciplines have devel-
oped, such as human intelligence (HUMINT), signals intelligence (SIGINT)
and imagery intelligence (IMINT). Another intelligence discipline is open
source intelligence (OSINT).? Although there is much debate on what ex-
actly OSINT is and there is not one authoritative definition, there is agree-
ment that OSINT is based on publicly available information.

*  m.c.zwanenburg@uva.nl. The author is professor of military law at the University

of Amsterdam and the Netherlands Defence Academy. He is grateful to Asaf
Lubin, Sebastiaan Rietjens, Peter de Werd and Ferry Koks for comments on an ear-
lier version of this article. Any remaining errors are the responsibility of the author.

1 Sebastiaan Rietjens, Intelligence in Military Missions: Between Theory and
Practice, in: Anders Sookermany (ed.), Handbook of Military Sciences (2021), 1, 3.

2 It may be noted that there is debate on whether OSINT is indeed a distinct intelli-
gence discipline. This issue is further discussed in section II of this article.
Importantly however, this does not change the applicable legal framework.

23 Chinese Journal of International Law (2024), 403-442
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3. With the advent of the Internet and the rise of social media, the amount
of publicly available information has increased enormously. It has been
claimed that open source information makes up about 80 percent of the ma-
terial available to the intelligence analyst who is dealing with developments
abroad.” This, together with the development of new technology and techni-
ques, has revolutionised OSINT.*

4. It is not surprising then that armed forces are increasingly recognising
the importance of OSINT for their military operations. OSINT can be used
at the strategic, operational and the tactical level. As has been pointed out in
the literature, the use of open sources has a number of advantages. These in-
clude the fact that it makes it possible to place intelligence that is already
available in a broader context, that it is less costly than other intelligence ca-
pabilities, that it can be used to compare products from different services,
and that it can easily be scaled up and disseminated.’

5. Different actors can be involved in the collection and further processing
of information in the context of OSINT. These include armed forces them-
selves, intelligence agencies supporting the armed forces, commercial actors
and private individuals or groups of individuals. One example of the use of
OSINT for military operations is the tracking of the location of a command
post of the Islamic State of Iraq and Syria (ISIS) by US armed forces. In
2015, an ISIS fighter posted a picture of the command post on social media.
Less than 24 hours later, the US air force destroyed it.° Another example is
the use of social media posts by Ukraine to identify targets in the conflict
with Russia. A private company, Molfar, is using open-source Internet for

3 Arthur S. Hulnick, The Dilemma of Open Sources Intelligence: Is OSINT Really
Intelligence?, in: Loch K. Johnson (ed.), The Oxford Handbook of National
Security Intelligence (2010), 229, 230. The information available also includes that
published by States, including on their social media accounts such as Twitter. For a
discussion of whether such statements can contribute to the formation of interna-
tional customary law, see James A. Green, The Rise of Twiplomacy and the
Making of Customary International Law on Social Media, 21 Chinese Journal of
International Law (2022), 1.

4 Heather J. Williams & Ilana Blum, Defining Second Generation Open Source
Intelligence (OSINT) for the Defense Enterprise, RAND National Defense
Research Institute (2018), 1.

5  Sebastiaan Rietjens, The Future of NLD DISS: A Complex Perspective, 191
Militaire Spectator (2022), 12, 21.

6 Brian Everstine, Carlisle: Air Force Intel Uses ISIS ‘Moron’s” Social Media Posts to
Target Airstrikes, Air Force Times, 4 June 2015.
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investigations to identify Russian units based on social media posts. The
Ukrainian armed forces then use this intelligence to attack those units.”

6. The characteristics of OSINT and the environment in which it takes
place raise particular questions concerning the legal framework that applies to
this type of intelligence. On the one hand, there is increasing recognition that
international law applies to intelligence activities.” There is no reason to as-
sume that this is any different for OSINT.” Areas of international law that
appear to be particularly relevant include international humanitarian law
(IHL) and international human rights law (IHRL). On the other hand, it is
much less clear how the law applies to OSINT. For example, do human
rights obligations always attach to States when they carry out OSINT activi-
ties? If and when they do, how does this limit the activities that the State can
undertake? And is it possible to derogate from those obligations? The answers
to these and other questions are arguably even less clear when OSINT is un-
dertaken on social media.

7. The aim of this article is to shed further light on the legal framework
that regulates OSINT in the context of military operations abroad. In doing
so, the article will focus in particular on the two sub-disciplines which were
identified as relevant above, i.e. IHL and IHRL. There is a third sub-
discipline which also appears relevant, namely data protection law. That sub-
discipline will not be discussed in this article because of space constraint.

8. As far as the author is aware, the legal framework applicable to OSINT
used for military operations has so far not yet been addressed in any detail in
the literature. There is a body of literature on the application of international
law to intelligence activities in general.lo Also, increasing attention is paid to

7 Jack Hewson, Ukrainian company uses social media, open source technology to
counter Russian invasion, PBS Newshour, 19 April 2023 (https://www.pbs.org/
newshour/show/ukrainian-company-uses-social-media-open-source-technology-to-
counter-russian-invasion). For a broader analysis of the use of OSINT in the war
between Russia and Ukraine see Hannah van Beek & Sebastiaan Rietjens, Open-
Source Intelligence in the Russia-Ukraine War, in: Maarten Rothman, Lonneke
Peperkamp & Sebastiaan Rietjens (eds.), Reflections on the Russia-Ukraine War
(2023), 57.

8  See e.g. Ashley Deeks, Confronting and Adapting: Intelligence Agencies and
International Law, 102 Virginia Law Review (2016), 599.

9  Seee.g. Edward Millett, Open-Source Intelligence, Armed Conflict, and the Rights
to Privacy and Data Protection, Security and Human Rights Monitor (2023).

10 See e.g. Sophie Duroy, The Regulation of Intelligence Activities under
International Law (2023); Ashley Deeks, above n.8.
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the use of data in the context of military operations.'" But the specific issue
of the international law that regulates the use of OSINT for military opera-
tions abroad is still under-researched. It is submitted that there is overlap be-
tween this discussion and the discussion on the use of data in the context of
military operations as well as of surveillance. The article will draw on litera-
ture and case law in those fields. However, there are also issues that are spe-
cific to OSINT. One of these is the application of the right to privacy to
publicly available information.

9. The discussion in this article is limited to the law applicable to OSINT in
support of military operations abroad. As such, it does not discuss the use of
OSINT by armed forces in the context of activities within their own State. An
example of the latter activity would be law enforcement activities or border con-
trol activities conducted by gendarmerie-type services of the armed forces."?

10. Following this introduction, the article starts by setting out what is
OSINT, and how it is used in support of military operations (Section II). It
then turns to the application of IHL to OSINT in the context of military
operations (Section IIT). The next section (Section IV) addresses the applica-
tion of IHRL, specifically the right to privacy. Section V looks at the situation
in which both IHL and IHRL apply, and how these two regimes interact in
such a situation in the context of OSINT. The article concludes with a num-
ber of final observations (Section VI).

II. What is OSINT and how is it used to support
military operations

11. There is much debate in the literature on the nature and definition of
OSINT."? It is clear from the literature that there is not one single

11 See e.g. Russell Buchan and Asaf Lubin (eds.), The Rights to Privacy and Data
Protection in Times of Armed Conflict (2022).

12 See e.g. Italy: Carabinieri to take delivery of an OSINT platform from DeepCyber,
Intelligence Online, 4 November 2022, https://www.intelligenceonline.com/surveil
lance—interception/2022/11/04/carabinieri-to-take-delivery-of-an-osint-platform-
from-deepcyber,109841846-art.

13 See e.g. Arthur S. Hulnick, The Dilemma of Open Sources Intelligence: is OSINT
Really Intelligence? In Loch K. Johnson (Ed.), The Oxford Handbook of National
Security Intelligence (2010), 229; Gasper Hribar; Iztok Podbregar; Teodora
Ivanusa, OSINT: A “Grey Zone”? 27 International Journal of Intelligence and
Counterintelligence (2014), 529; Joseph Hatfield, There is No Such Thing as
Open Source Intelligence, 37 Journal of Intelligence and Counterintelligence

(2024), 397.
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authoritative definition of the concept. One of the definitions that is often re-
ferred to is the one used by the United States Director of National
Intelligence (US DNI). This definition describes OSINT as intelligence
“produced from publicly available information that is collected, exploited,
and disseminated in a timely manner to an appropriate audience for the pur-
pose of addressing a specific intelligence requirement”.'* The definition used
in North Atlantic Treaty Organisation (NATO) doctrine is broadly similar,
stating that OSINT is “Intelligence derived from publicly available informa-
tion, as well as other unclassified information that has limited public distribu-
tion or access.”'”

12. These two definitions emphasize the purposeful nature of OSINT, in
other words that it concerns the collection and further processing of informa-
tion based on a specific intelligence requirement.'® It is more than merely
collecting information. Another element emphasised by these definitions is
OSINT as a process. Block states that for something to qualify as OSINT,
“collection and exploitation should show a methodical approach”.'” This ele-
ment distinguishes OSINT from the mere collection of publicly available in-
formation. The latter is sometimes referred to as Open Source Information
(OSIF). As one author states, “OSIF is merely unclassified data available to
the public, while OSINT results from applying processing and exploiting the
information to validate it as relevant, accurate, and actionable for use by the
consumers”.'®

13. There is debate on whether or not OSINT is a distinct intelligence dis-
cipline."” For some, the manner of collection plays an important role in this
regard. Because in OSINT information is not collected clandestinely, it
would not be an intelligence discipline.”® Others argue that OSINT is not a
separate intelligence discipline, but rather a facet of each of the other

14 United States Office of the Director of National Intelligence, U.S. National
Intelligence—An  Overview 2011,  https://www.dni.gov/files/documents/IC_
Consumers_Guide_2011.pdf.

15 NATO, NATO Glossary of Terms and Definitions, AAP-6 (2021), 95.

16 See e.g. Ludo Block, The Long History of OSINT, Journal of Intelligence History
(2023), 1, 3.

17 1Ibid.

18 Heather J. Williams & Ilana Blum, above n.4, 8.

19  See e.g. Arthur S. Hulnick, The Dilemma of Open Sources Intelligence: is OSINT
Really Intelligence? In Loch K. Johnson (Ed.), The Oxford Handbook of National
Security Intelligence (2010), 229.

20 Heather J. Williams & Ilana Blum, above n.4, 7.
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collection disciplines.”" This perspective shifts the emphasis toward the type
of information collected rather than the manner of acquisition (i.e. clandes-
tinely or not).** For the purposes of this article, whether OSINT is or is not a
separate intelligence discipline is not of great importance, because the answer
to this question does not affect the application of international law.

14. The essence of OSINT is that it is based on open sources. “Open
sources” in this context are often referred to more specifically as “publicly
available sources”. This is also the term used in the definition by the US DNI
quoted above. Open source information is described as data that can be put
together from generic information that is typically widely disseminated; sour-
ces include newspapers, books, broadcasts, and general daily reports.”
According to the US DNI, OSIF is “information that any member of the
public can observe, purchase or request, without requiring special legal status
or unauthorised access”.** This definition brings information that is available
to the public but only for payment into the definition. Such information
includes commercial data sources like satellite imagery services and shipping
data.”® Tt could also be argued however that information which can only be
obtained for payment is not truly “publicly accessible”, especially if the pay-
ment involves a substantial fee.

15. Another issue in defining what is publicly available information con-
cerns the use of social media. Millett states that traditionally, information
that is shared online was considered public and publicly available.*® He notes
that this view is increasingly contested, given the scope and sophistication of
information gathered from social media websites of detailed personal data.
One example would be the case of a Facebook post. A public post by a
Facebook user with an open profile would generally be regarded as being
publicly available. But what about a post in a Facebook group for interna-
tional lawyers that requires being accepted into that group and that has lim-
ited membership? Some authors take a very broad approach, considering
that, where a user-verification requirement is in place to access a platform,

21 Mark M. Lowenthal, OSINT: The State of the Art, the Artless State, 45 Studies in
Intelligence (2001), 62.

22 Heather Williams and Ilana Blum, above n. 4, 7.

23 Ibid., 9.
24  Edward Millett, above n.9, 5.
25 Ibid.

26 Ibid., 6.
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information on that platform is not publicly available.”” Such cases of what
has been referred to as “quasi-public content” raise difficult questions.*®

16. Information available on social media is a particular type of publicly
available information. Social media has been defined in this context by one

author as:

All online applications that spontaneously, and interactively, connect
Internet users, through searchable directories (Face-book, Linkedin),
text- or audio-based blogs (WordPress, Blogtalkradio), microblogs
(Twitter, Tumblr), video-sharing (Youtube, Dailymotion, collaborative
tools (Googledocs), and wikis (Twiki, SharePoint).”’

17. Intelligence that is derived from such information is also referred to as
Social Media Intelligence (SOCMINT). There is some debate regarding the
question whether SOCMINT is a subset of OSINT or whether it is separate.
The answer to this question seems to largely depend on the question whether
OSINT includes intelligence based on information that is privileged, i.e. pro-
tected by personal passwords and administrative rights.’® As this article uses a
broad definition of OSINT that includes such information, for the purposes
of this article SOCMINT is considered as part of OSINT.

18. Because it includes the word “intelligence”, OSINT is easily associated
with intelligence agencies. It is also used by many other actors however, in-
cluding journalists, police forces and human rights investigators. This article
discusses OSINT in support of military operations. It will therefore focus on
the use of OSINT by intelligence agencies and the armed forces, the principal
actors involved in supporting military operations. OSINT is used to support
military operations in various ways. At the operational level, it can help to un-
derstand the capabilities and intentions of the opponent, as well as the effects
of the sociological and cultural environment on one’s own and adversary
operations. In addition, it can assist inter alia in evaluating the effectiveness

27 Ardi Janjeva, Alexander Harris and Joe Byrne, The Future of Open Source
Intelligence for UK National Security, RUSI occasional paper 2022, 5.

28 See e.g. Rebecca Hamilton, Future-proofing U.S. Laws for War Crimes
Investigations in the Digital Era, 57 Georgia Law Review (2021), 1505,
1519-1520.

29 Sofia Charania, Social Media’s Potential in Intelligence Collection, 33 Intelligence
in Peace and War (2016), 94.

30 Dries Putter & Susan Henrico, Social Media Intelligence: The National Security-

Privacy Nexus, 50 Scientia Militaria, South African Journal of Military Studies
(2022), 19, 24.
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of operations, support the targeting process, and provide warning indicators
for threats in the operational environment. Some concrete examples were al-
ready referred to in the introduction to this article. Another example is the
use of Google Earth by Palestinian militants to help plan attacks on Israeli
military and other targets.”’ The conflict between Ukraine and Russia pro-
vides other examples.”> OSINT has made it possible for the Ukrainian armed
forces to track the movements of Russian military units with greater accuracy
and to gain insight into plans and operations.”® Ukrainian forces have been
able to use commercial satellite data to track Russian forces. Several private
satellite companies are sharing imagery from their satellites.>*

I1I. International Humanitarian Law

IT1.A. International Humanitarian Law and data

19. THL is the legal regime that primarily regulates military operations, in-
cluding support to such operations, during armed conflict. Consequently, for
military operations that take place during an armed conflict it is a logical first
place to look for regulation of OSINT. OSINT deals with information, in-
cluding digital information which is usually referred to as data. This raises the
question how IHL regulates information and data as well as the protection of
personal information more specifically, also known as privacy. The answer to
this question is that there is a lack of regulation on these issues in THL.>> THL
rules generally do not specifically refer to information or data. This is not to
say that IHL does not protect information and data at all. It has been argued
that such protection can be derived from particular IHL rules.

31 Clancy Chassay and Bobbie Johnson, Google Earth Used to Target Israel, The
Guardian, 25 October 2007.

32 Magdalene Karalis, Open-Source Intelligence in Ukraine: Asset or Liability?
Chatham House, 16 December 2022.

33 Alexander E. Gale, The Role of Open-Source Intelligence in the War in Ukraine,
Modern Diplomacy, 17 May 2023.

34 Thomas Hammes, Game-Changers: Implications of the Russo-Ukraine War for
the Future of Ground Warfare, Atlantic Council, April 2023, 7.

35 Asaf Lubin, The Rights to Privacy and Data Protection under International
Humanitarian Law and Human Rights Law, in: Robert Kolb, Gloria Gaggioli &
Pavle Kilibarda (eds.), Research Handbook on Human Rights and Humanitarian
Law: Further Reflections and Perspectives (2022), 462, 463.
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I11.B. Medical data

20. Some of these rules concern medical data. Medical services and infrastruc-
ture enjoy specific protection under THL.*® Civilian hospitals for example
must “at all times be respected and protected by the Parties to the conflict.”*”
Commentators have submitted that based on the broad and unqualified
scope of such protection, it is generally agreed that such protection includes
medical data.”® This would include patient records for example.”” For the
purposes of this article, it might be thought that it is unlikely that medical
data will be publicly available. However, if publicly available data is seen as
encompassing data for purchase, this is not necessarily the case.*’

III.C. Targeting and data as an object

21. IHL treaties, and in particular Additional Protocol I (AP I), contain im-
portant rules on targeting. These rules are aimed at the protection of persons
on the one hand and of civilian objects on the other hand. Rules on the pro-
tection of civilian objects could provide important protections for digital
data, provided that such data is considered to be an “object” in the IHL sense.
Whether the latter is the case is highly contested. Traditionally, the under-
standing of “objects” in the context of IHL was that this category was limited
to tangible, visible artefacts. Consequently, a majority of IHL scholars
argues that digital data does not constitute an “object”.*' A number of

36  See generally Annyssa Bellal, Health and International Humanitarian Law, in Gian
Luca Burci and Brigit Toebes (eds.), Research Handbook on Global Health Law
(2018), 239.

37  Article 18 Geneva Convention IV.

38 Robin Geiff and Henning Lahmann, Protection of Data in Armed Conflict, 97
International Law Studies (2021), 556, 564.

39 Kubo Macik, Laurent Gisel & Tilman Rodenhduser, Cyber Attacks against
Hospitals and the COVID-19 Pandemic: How Strong Are International Law
Protections?, Just Security, 27 March 2020, https://www.justsecurity.org/69407/cy
ber-attacks-against-hospitals-and-the-covid-19-pandemic-how-strong-are-interna
tional-law-protections/.

40 See Drew Harwell, Now for Sale: Data on Your Mental Health, The Washington
Post, 13 February 2023; Sam Thielman, Your Private Medical Data is for Sale —
and it’s Driving a Business Worth Billions, The Guardian, 10 January 2017.

41 Mary Ellen O’Connell, Data Privacy Rights: The Same in War and Peace, in
Russell Buchan and Asaf Lubin (eds.), The Rights to Privacy and Data Protection
in Times of Armed Conflict (2022), 12, 25. See for examples Ori Pomson,
‘Objects’>—The Legal Status of Computer Data under International Humanitarian
Law, 28 Journal of Conflict and Security Law (2023), 394.
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commentators, which is arguably growing, however argue the opposite.**
Not many States have expressed a view on whether data constitutes an object
under IHL. Those that have, have taken diverging positions. Norway for ex-
ample considers that “[i]n the context of target selection, data shall be
regarded as objects and may only be attacked directly if they qualify as a law-
ful target”.43 France considers that civilian content data may be deemed pro-
tected objects.** Denmark on the other hand states in its Military Manual
that “[g]enerally speaking [...] (digital) data do not in general constitute an
object’.”® A similar view is taken by Chile.® It therefore appears that there
is insufficient and insufficiently uniform State practice to conclude that the
traditional view that data is not an object is no longer valid.

22. Even if this were to change in the future, it must be recalled that most
IHL rules regulating targeting only apply to “attacks”. Article 49 AP I defines
“attacks” as “acts of violence against the adversary, whether in offence or in
defence.” It is by now broadly accepted that military operations in the cyber
domain that cause injury to persons or damage to objects constitute attacks
in this sense.”’ But controversy surrounds the issue of whether the notion of
attacks should be interpreted more broadly, as also including operations that
do not have physical effects.*® The main question is whether, and if so when,
interference that does not cause physical damage but interferes with the func-
tionality of an object constitutes an “attack”.*’ In the context of OSINT, it
must be noted that an operation to collect and further process publicly avail-
able information would not constitute an “attack” even under a broader

42 See e.g. Kubo Macik, Military Objectives 2.0: The Case for Interpreting Computer
Data as Objects under International Humanitarian Law, 48 Israel Law Review
(2015) 55, 73; Raissa van den Essen, Targeting Data in Armed Conflict, PhD dis-
sertation University of Amsterdam (2024), 91-158.

43 Norway, Manual of the Law of Armed Conflict, 210.

44  France, Ministere des Armées, Droit international appliqué aux opérations dans le
cyberespace (2019) 16.

45 Jes Rynkeby Knudsen (ed), Military Manual on International Law relevant to
Danish Armed Forces in International Operations (2016), 292.

46 Duncan B. Hollis (Rapporteur), Improving Transparency—International Law and
State Cyber Operations: Fourth Report (March 2020) OAS Doc OEA/Ser.Q, CJI/
doc 603/20 rev.1 para 48 (Chile).

47  See e.g. Marco Roscini, Cyber Operations and the Use of Force in International
Law (2014), 179.

48 See the discussion in Michael Schmitt (ed.), The Tallinn Manual 2.0 on the
International Law Applicable to Cyber Operations (2017), 417-418.

49  Ibid.
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interpretation of this term. This is because such collection and further proc-
essing does not affect the functionality of the system on which it is found.
Geiss and Lahmann note in this regard that military activities that leave data
intact “such as espionage or surveillance operations that are merely directed
against the confidentiality of data” would not count as an attack in the sense
of THL.”® This is precisely the case for OSINT, which is aimed at collecting
data but not altering or deleting it.”!

23. Such a limitation does not apply to the obligation in Article 57 (1) AP,
which requires that in “the conduct of military operations, constant care shall
be taken to spare the civilian population, civilians, and civilian objects.” This
obligation applies not only to attacks, but to military operations more gener-
ally. Although the term “military operations” is not defined in AP I, the
ICRC commentary to the Protocol states that the “term ‘military operations’
should be understood to mean any movements, manoeuvres and other activi-
ties whatsoever carried out by the armed forces with a view to combat.””?
This would include intelligence gathering, as long as this is undertaken with
a view to combat. Arguably, the term need not even be limited to activities
with a view to combat, as long as the activities have a nexus with the armed
conflict. Indeed, the term (military) “operation” does not necessarily encom-
pass only activities with a view to combat. In the military context, it is under-
stood to have a broader meaning. For example, the NATO definition of
“operation” includes the process of combat but is not limited to activities
aimed at combat:

A sequence of coordinated actions with a defined purpose. Notes: 1.
NATO operations are military. 2. NATO operations contribute to a

wider approach including non-military actions.”

24. Article 57 AP I obliges parties to the conflict to “spare” civilians and civil-
ian objects. This concerns in the first place sparing them from physical harm.
It has been argued however that the obligation should extend beyond physical
harm and apply also to protection of civilians’ privacy. According to this ar-
gument, in the information age there is a body of individual rights, including

50 Robin Geif§ and Henning Lahmann, above n.38, 567.
51 Ibid.

52 Michael Bothe, Karl J. Partsch and Waldemar Solf, New Rules for Victims of
Armed Conflicts: Commentary on the Two 1977 Protocols Additional to the
Geneva Conventions of 1949 (1982), 680, para. 2191.

53 NATO, NATO Glossary of Terms and Definitions, AAP 6 (2020), 94.
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the right to privacy, that have a digital manifestation. As military operations
are increasingly carried out in the digital domain, these rights should be taken
into account.>® It has also been argued that the duty of constant care should
require respecting minimum standards of data protection.”® Although the
text of Article 57 AP I does not seem to stand in the way of such a broad
interpretation, there appears to be very little or no State practice as yet to
support it.

III.D. Data as property protected by IHL

25. THL also contains a number of provisions on the protection of property
outside of the context of targeting. For example, Article 23 (g) of the 1907
Hague Regulations prohibits destroying or seizing the enemy’s property, un-
less such destruction or seizure be imperatively demanded by the necessities
of war.”® This raises the question whether information, or data in the digital
context, can constitute property. This question has not been the subject of
much study in the IHL context. The majority of the group of experts that
drafted the Tallin Manual 2.0 was of the view that digital data does not qual-
ify as property. The reasons for this conclusion were similar to those underly-
ing the conclusion that data is not an object. Thus, the majority of experts
focused on the tangibility of data for determining whether it can qualify as
property. This approach comports with the way in which most domestic legal
systems deal with data and property. For example, a Dutch court held in
2023 that under Dutch law, ownership can only be vested in “corporeal
objects that are subject to human control” (articles 5:1 and 3:2 Dutch civil
code), and that digital data do not qualify as such. Analogous application of

54  Eliza Watt, The Principle of Constant Care, Prolonged Drone Surveillance and the
Right to Privacy of Non-Combatants in Armed Conflicts, in: Russell Buchan &
Asaf Lubin (eds.), The Right to Privacy and Data Protection in Times of Armed
Conflict (2022) 157; Asaf Lubin, The Duty of Constant Care and Data Protection
in War, in: Laura A. Dickinson & Edward Berg (eds.), Big Data and Armed
Conflict: Legal Issues above and below the Armed Conflict Threshold (2022),
10, 16.

55 Eliza Watt, ibid., 177.

56  For a general discussion on the protection of property under IHL, see Bing Bing

Jia, “Protected Property” and its Protection in International Humanitarian Law, 15
Leiden Journal of International Law (2002), 131.
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the legal concept of ownership to digital data would be contrary to the
“closed” system of Dutch property law, according to the court.””

26. However, there is some support in the literature for recognizing data as
property.”® Courts in several States have also started to take a different ap-
proach, acknowledging that digital information is property within the con-
text of criminal law and other domestic law regimes.”” In the specific context
of IHL, States have generally not expressed a view on whether data can con-
stitute property. In view of the strong minority view favouring the treatment
of data as property and the apparent trend in this direction and towards
greater recognition of protections for data, some commentators appear to be
willing to accept that data constitutes property under THL.*°

27. If it is assumed that data can be seen as property, this raises the question
what constitutes “seizure” of such data for the purposes of IHL, in particular
Article 23(g) of the 1907 Hague Regulations. In general, there is some confu-
sion concerning the meaning of the term “seizure” in this context. IHL treaties,
including the 1907 Hague Regulations, do not contain a definition of this
term. In particular, it is not clarified whether seizure only refers to the practical
taking of possession or whether it also includes the claim to ownership of the
property concerned. Dormann concludes on the basis of a review of leading
authors that “there is no single meaning for the terms ‘seizure’ and ‘requisition’,
and there is not always a clear distinction between these terms in the laws of
armed conflict.”®" For the purposes of this article, a broad definition as put for-
ward by Dinstein will be used: “seizure is a comprehensive term for the taking

of any property [...] for whatever use”.**

57 District Court of Amsterdam, Netherlands Commercial Court, Diamedica
Therapeutics Inc. v. Pharmaceutical Research Associates Group B.V., 21 April
2023, ECLI:NL:RBAMS:2023:2540 (https://uitspraken.rechtspraak.nl/#!/details?
id=ECLL:NL:RBAMS:2023:2540).

58 See e.g. Ivan Stepanov, Introducing a property right over data in the EU: the data
producer’s right — an evaluation, International Review of Law, 34 Computers &
Technology (2020), 65; Joao Marinotti, Tangibility as Technology, 37 Georgia
State University Law Review (2021), 671.

59  Laurie R. Blank and Eric Talbot Jensen, LOAC and the Protection and Use of Digital
Property in Armed Conflict, in Russell Buchan and Asaf Lubin (eds.), The Rights to
Privacy and Data Protection in Times of Armed Conflict (2022), 50, 59.

60 Ibid., 59.

61 Knut Dormann, Elements of War Crimes under the Rome Statute of the
International Criminal Court (2009), 256.

62 Yoram Dinstein, The International Law of Belligerent Occupation (2™ ed,
2019), 228.
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28. Publicly available information that is collected for the purposes of
OSINT does not deprive the owner of that information. The information is still
available on his or her Facebook page, website, etc. It could be argued that this
therefore does not constitute the “taking” of property, because it does not
deprive the person concerned of that information. This is not the only possible
interpretation however: more expansive notions are also possible. For a better
understanding of this issue, it is necessary to take a closer look at the definition
of property. It has been argued that the right to property can be seen as a right
of exclusion or a right of use.”® A part of the literature places the emphasis on
the right of exclusion as the principal or even sole aspect of the right to prop-
erty.®* If the emphasis is placed on the right of use, the collection of publicly
available information need not violate that right. If the emphasis is placed on
exclusion, however, this is different. The right to property framed in terms of
exclusion has been defined by Penner as “the right to exclude others from things
which is grounded by the interest we have in the use of things”.®> On this
theory, not respecting such exclusion by accessing or even copying information
in the context of OSINT could be said to interfere with the right to property.

29. Such an interpretation finds support in arguments put forward in the de-
bate taking place in the United States on whether copying of data constitutes
seizure for the purposes of the Fourth Amendment. This amendment protects
persons from unreasonable searches and seizures of, inter alia, their effects.
There is much debate on whether the copying of digital data constitutes a
“seizure” as that term is used in the Fourth Amendment. There is some support
in the literature for the position that this is the case.*® This interpretation is also
supported by a judgment of the Supreme Court of Colorado of October 2023.
This court held that:

while law enforcement can copy digital data without affecting the own-
er’s access to that data, it is the act of copying that meaningfully inter-
feres with the owner’s possessory interest because it infringes on one’s

63 James Penner, The Idea of Property in Law (1997), 71.

64  See e.g. Thomas W. Merrill, Property and the Right to Exclude, 77 Nebraska Law
Review (1998), 730; James Stern, What is the Right to Exclude and Why Does It
Matter? in: Michael Otsuka & James Penner (eds.), Property Theory: Legal and
Political Perspectives (2018), 38.

65 Penner, above n.63, 71.

66 See e.g. Digital Duplications and the Fourth Amendment, 129 Harvard Law
Review (2016), 1046, 1067.
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rights to exclude and to control the dissemination and use of that
digital data.®”

30. It may be asked whether such a conception of property and its consequences
can be transposed to the context of IHL. To the extent that data can constitute
property, as is assumed here for the purposes of discussion, IHL does not seems
to preclude this possibility. In their article discussing the conception of property
in THL, Brilmayer and Chepiga argue that property protections in IHL are not
like property protections in other areas of international law and domestic law
which they state “privilege ownership and its corollary, the right to exclude”.®®
They submit that the conception of property in IHL is:

driven by a conception of property that is more instrumental, and values
property in direct proportion to its role in assuring the survival of civilians.
Thus, international humanitarian law distinguishes ownership of property
from use of property, largely disregarding the ownership interests that

figure centrally in times of peace, but protecting users’ interests.*”

31. This can be read as suggesting that IHL does not reflect an interpretation of
property that emphasizes the right of exclusion. Such a conclusion should not
be drawn too hastily, however. First, the analysis by Brilmayer and Chepiga is
based on the four Geneva Conventions and the Additional Protocols, and not
the Hague Regulations. Second, an exclusionary perspective on the right to
property does not necessarily ignore user’s interests. Indeed, as is clear from the
definition of that perspective by Penner cited above, such a right is grounded in
the interest persons have in the use of things.

II1.E. Article 27 of Geneva Convention IV

32. Finally, a right to privacy and data protection can arguably be based on
Article 27 of Geneva Convention IV. This article provides that protected per-
sons are entitled, in all circumstances, to respect for their persons, their honour,
their family rights, their religious convictions and practices, and their manners
and customs. It has been suggested that one way a right to privacy can be

67 Supreme Court of Colorado, People v. Seymour, 2023 CO 53 (Colo. 2023),
para. 34.

68 Lea Brilmayer & Geoffrey Chepiga, Ownership or Use? Civilian Property Interests
in International Humanitarian Law, 49 Harvard International Law Journal (2008),

413, 417.
69 Ibid.
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derived from this article is if the term “family rights” is interpreted synony-
mously with the terms “privacy [and] family” or “private and family life” as
used in Article 17 of the International Covenant on Civil and Political Rights
(ICCPR) and Article 8 of the European Convention on Human Rights
(ECHR), respectively.70 However, such an interpretation does not take into ac-
count the obvious fact that Article 27 does not contain any reference to privacy.
In addition, there does not appear to be any State practice supporting such an
interpretation. The obligation to respect the honour of protected persons could
also be a pathway to reading a right to privacy and data protection into Article
27" The concept of “honour” is not further defined in the convention, and is
capable of encompassing a broad range of rights. There are indications that the
term should be understood as including protection from information about a
person becoming public. For example, the law of war manual of the
Netherlands explains that respect for a Prisoner of War’s honour includes the
prohibition on disclosing strictly personal particulars.”> OSINT, as a form of in-
telligence, is however not principally aimed at making information that has
been found public. And in any event, information collected in the context of
OSINT is by definition already publicly available information.”

33. Even if a right to privacy and data protection can be derived from
Article 27 GC IV, however, such right only accrues to “protected persons”.
The term “protected persons” is defined in Article 4 GC as:

those who, at a given moment and in any manner whatsoever, find
themselves, in case of a conflict or occupation, in the hands of a Party to
conflict or Occupying Power of which they are not nationals.

34. It must be underlined that the prevailing interpretation of the expression
“in the hands of” is that this should be understood in a very general sense. It

70 Omar Yousef Shehabi, Emerging Technologies, Digital Privacy, and Data
Protection in Military Occupation, in: Russell Buchan and Asaf Lubin (eds.), The
Rights to Privacy and Data Protection in Times of Armed Conflict (2022), 87, 97.

71 Ibid., 97.

72 Netherlands Army, Law of Armed Conflict Manual (Handleiding Humanitair
Oorlogsrecht) (2005), 109, para. 0711.

73 But see the discussion in section II on when information is publicly available, and
the notion that even password protected information on social media could for ex-
ample be regarded as such information. Note also the use by States of algorithmic
analysis (or even Al) over open source data collected using data scraping tools.
While this “technically” concerns open information, few could actually access it, let
alone interpret it in the ways States could. The author is grateful to Asaf Lubin for
pointing this out.

$20Z J8QWIBAON | Z UO Jasn wepialswy UeA JI8NsIaAlun Aq €4S/ 2/€0v/S/SZ/a1onie/|Ifesaulyo/woo dnooiwspese/:sdiy wolj papeojumoq



Zwanenburg, Use of OSINT for Military Operations Abroad 419

refers not to physically being held by the enemy. Rather, it is sufficient to be in
the territory of the enemy or in occupied territory for a person to be in the
hands of the Power concerned.”* This means that persons who are in their own
territory that is not occupied, are arguably not protected by Article 27 GC IV.”

I11.F. Sub-conclusion

35. IHL does not contain any rules that expressly protect information.
Arguments can be made that certain IHL rules can be interpreted to include
such protection. Such arguments have been used to conclude that peacetime
protection of personal privacy rights do not disappear during armed conflict.”®
However, many of such broader interpretations of existing IHL rules do not
find extensive support in State practice. Even where such interpretations would
be accepted, the protection they would provide is limited, for example because
the rule only pertains to “attacks” or only protects “protected persons”.

IV. International Human Rights Law

IV.A. The right to privacy

36. A second legal regime that appears relevant to the use of OSINT in sup-
port of military operations is IHLR. The information that is collected in the
context of OSINT will often, although not always, implicate information
about particular persons. This potentially brings the right to privacy in play.
37. The right to privacy is set out in a number of human rights instru-
ments, including Article 17 of the ICCPR and Article 8 of the ECHR. It
may be noted that different treaties use different terms. Whereas the ICCPR

74  Jean Pictet (ed.), Commentary, IV Geneva Convention Relative to the Protection
of Civilian Persons in Time of War (1958), 47; United Kingdom Ministry of
Defence, Law of War Manual (2005), 224.

75 But see Yutaka Arai-Takahashi, Unprivileged (Unlawful) Belligerents Captured on a
Batdefield and the Geneva Conventions, 48 Israel Yearbook on Human Rights 63
(2018), 74, 94-95. It may be pointed out that this concerns the geographical scope of
application of the fourth Geneva Convention. This is to be distinguished from the ques-
tion whether IHL protects individuals from their State of nationality. The ICTY has
found that this can indeed be the case, in setting out a test based on allegiance rather
than nationality. Prosecutor v Tadi¢, Decision on Defence Motion for Interlocutory

Appeal on Jurisdiction, IT-94-1, Appeals Chamber (2 October, 1995), para. 166.
76  Mary Ellen O’Connell, above n.41, 28.
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refers to “privacy”, the ECHR uses the expression “private life”. These terms
are however understood to refer to the same right.””

38. Although the right to privacy is thus firmly entrenched in IHRL trea-
ties, there is no agreement on the exact scope and content of the right.
Numerous commentators have written on how to understand the concept of
and right to privacy, but their views do not provide a clear picture. Neither
the ICCPR, nor the ECHR, nor any other treaty contains a definition.”® The
European Court of Human Rights (ECtHR) has held that it “does not con-
sider it possible or necessary to attempt an exhaustive definition of the notion
of ‘private life””.”> Consequently, there is no consensus on its limitations and
what it entails.*® This is not to say that the right is absolutely unclear. There
is a rich jurisprudence of various human rights monitoring bodies and courts
that has clarified particular aspects of the right.

39. This case law has demonstrated among other things that there are dif-
ferent aspects, or types, of privacy that each are part of the right to privacy.
There is by now general agreement that “informational privacy” is one of
those aspects of the right to privacy.®’ One set of commentators defines infor-
mational privacy as “typified by the interest in preventing information about
one-self to be collected and in controlling information about one-self that
others have legitimate access to”.%* Already in 1988 this aspect was acknowl-
edged by the Human Rights Committee in its General Comment on Article
17 of the ICCPR. That General Comment states that:

The gathering and holding of personal information on computers, data
banks and other devices, whether by public authorities or private indi-
viduals or bodies, must be regulated by law. Effective measures have to
be taken by States to ensure that information concerning a person’s

77  Ozgur Heval Cinar, The Current Case Law of the European Court of Human
Rights on Privacy: Challenges in the Digital Age, 25 The International Journal of
Human Rights (2021), 26, 28.

78 Ibid.

79 Niemietz v. Germany, 16 December 1992, § 29, Series A no. 251-B.

80 Aysem Diker Vanberg, Informational privacy post GDPR — end of the road or the
start of a long journey?, 25 The International Journal of Human Rights (2021),
52, 53.

81 For a discussion of different typologies of privacy, see inter alia Bert-Jaap Koops,
Bryce Clayton Newell, Tjerk Timan, Ivan Skorvinek, Tomislav Chokrevski, and
Masa Galic, A Typology of Privacy, 38 University of Pennsylvania Journal of
International Law (2017), 483.

82 Ibid.
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private life does not reach the hands of persons who are not authorized
by law to receive, process and use it, and is never used for purposes in-
y p purp
. . 8
compatible with the Covenant.®’

40. Since the adoption of this General Comment, a large body of case law
and commentary has been created around the application of the right to pri-
vacy in the digital domain in general, and surveillance tools in particular.
This body is also relevant to OSINT, which as discussed in section II above
nowadays mainly takes the form of activities in the digital domain.

IV.B. Extraterritorial application of the right to privacy

41. Before a discussion can be had about how the right to privacy applies to
OSINT, it first needs to be established that the right to privacy is applicable
at all. This depends in the first place on the particular treaties which contain
the right to privacy that the State concerned is a party to. It is highly likely
that a State will be a party to the ICCPR, as a large majority of States are par-
ties to this treaty. All States members of the Council of Europe (CoE) are par-
ties to the ECHR.

42. Both the ICCPR and the ECHR contain a provision that defines and
limits their scope of application. The ICCPR provides in Article 2 that:

Each State Party to the present Covenant undertakes to respect and to
ensure respect to all individuals within its jurisdiction and subject to its
jurisdiction the rights recognized in the present Covenant.

43. The ECHR provides in Article 1 that “The High Contracting Parties
shall secure to everyone within their jurisdiction the rights and freedoms de-
fined in [...] this Convention.” These provisions delimit the geographical
scope of application of the treaties. It is generally acknowledged that the prin-
cipal area where States exercise jurisdiction over persons is their own terri-
tory.®* The starting point for the application of the ECHR and the ICCPR is
thus that they apply to persons throughout the territory of the State party
concerned. The persons who are the objects of OSINT in support of military

83 UN Human Rights Committee, CCPR General Comment No. 16: Article 17
(Right to Privacy), The Right to Respect of Privacy, Family, Home and
Correspondence, and Protection of Honour and Reputation, 8 April 1988,
para. 10.

84 See e.g. ECtHR, Al-Skeini and Others v. the United Kingdom [GC], no. 55721/
07,§ 131, ECHR 2011.
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operations however generally find themselves outside of the territory of the
State that is carrying out OSINT activities. This raises the question of
whether, and if so when, States have obligations under human rights treaties
toward persons outside of their territory. This is also referred to as the issue of
“extraterritorial jurisdiction”.

44. Although not unanimous, there is by now broad acceptance in both
the practice of States and the pronouncements of courts and human rights
monitoring bodies that in certain cases jurisdiction can be exercised outside
of the territory of a State. However, the exact scope of and bases for such ex-
traterritorial application are contested.

45. Broadly speaking, two main situations in which a State is considered as
exercising jurisdiction extraterritorially for the purposes of human rights ap-
plicability can be identified. One is the situation in which a State exercises
control over a particular geographical area outside of its own territory. This is
also referred to as the “spatial model” of extraterritorial jurisdiction. Under
this model, jurisdiction is based on the authority or control a State exercises
over a certain space.”” The State must ensure the full range of human rights
under the treaty concerned to all the individuals within the space.’® The
space that is controlled by the State can be part of the territory of another
State, such as in the case where a State occupies part of another State. But a
State can also exercise control over a smaller space. An example from domes-
tic case law is the judgment in the Mothers of Srebrenica case, in which the
Court of Appeals of the Hague held that the Netherlands exercised jurisdic-
tion over the compound of the Dutch contingent in the UN peacekeeping
operation in Bosnia for the purposes of application of the ECHR and
the ICCPR.*

46. The second main situation in which a State is considered to exercise ex-
traterritorial jurisdiction is the case in which a State exercises control over an
individual outside of its territory. This is also referred to as the “personal
model” of extraterritorial jurisdiction. This model conceives jurisdiction as
the exercise of authority or control by State agents over a specific individual

85 See e.g. Ralph Wilde, Triggering State Obligations Extraterritorially: The Spatial
test in Certain Human Rights Treaties, 40 Israel Law Review (2007), 503.

86 Yuval Shany, Taking Universality Seriously: A Functional Approach to
Extraterritoriality in International Human Rights Law, 7 The Law & Ethics of
Human Rights (2013), 47, 59.

87 Court of Appeal of the Hague, Judgment of 27 June 2017, ECLI:NL:
GHDHA:2017:1761, paras. 38.2-38.6.
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whose rights may be violated.*® The clearest manifestation of the personal
model of jurisdiction is in cases where State agents exercise physical control
over an individual, in particular when persons are detained. It is less clear
whether, and if so when, there can be control over an individual without
such a physical element.

47. The personal model of jurisdiction is much less limited if it is accepted that
control over a person can also take place in a virtual manner. As Milanovic states:

if virtual methods can in principle accomplish the exact same result as
physical ones, then there seems to be no valid reason to treat them dif-

.. . . . 8
ferently and insist on some kind of corporeal intervention.®”

48. It has been argued that such virtual control should be adopted in the cy-
ber and communications realm to satisfy the requirement of jurisdiction.
Such virtual control would exist where a State “can remotely control much of
the communication of a foreign national abroad”.”®

49. This approach has close similarity with what is called a functional model
of jurisdiction, so much so that the two models may actually collapse. The func-
tional model concerns situations in which the conduct of a State has direct and
reasonably foreseeable effect on human rights. It looks at control over the exer-
cise of rights, rather than control over territory or an individual. This approach
has been taken by the Human Rights Committee (HRC) in applying the
ICCPR right to life, for example. In its General Comment on the right to life,
the HRC considered that States have jurisdiction over individuals “whose right
to life is [...] affected by its military or other activities in a direct and reasonably
foreseeable manner.””" Other human rights monitoring bodies have also ap-
plied this model of jurisdiction. The ECtHR however appears to have been
more reluctant to apply it, although some commentators consider that some
judgments, in particular the judgment in Jaloud v. the Netherlands, mark the
ECtHR moving away from an approach wherein jurisdiction is founded on the
basis of pure factual authority, towards one based on the exercising of authority

88 Marko Milanovic, The Extraterritorial Application of Human Rights Treaties
(2011), 173-209.

89 Marko Milanovic, Human Rights Treaties and Foreign Surveillance: Privacy in the
Digital Age, 56 Harvard International Law Journal (2015), 81, 129.

90 Peter Margulies, The NSA in the Global Perspective: Surveillance, Human Rights
and International Counterterrorism, 82 Fordham Law Review (2014), 2137, 2151.

91 HRC, General Comment No. 36 on Article 6 of the International Covenant of
Civil and Political Rights, on the right to life, UN Doc. CCPR/C/GC/36, 30
October 2018, para. 63.
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and control over an individual’s rights.”* The functional model of jurisdiction is
often regarded as a third model, separate from and additional to the spatial and
personal models. However, it has also sometimes been construed as an aspect of
the personal model of jurisdiction: the control over an activity that impacts an
individual is then seen as impacting and thereby constituting control over the
individual. If the functional model of jurisdiction is applied to OSINT, the col-
lection and further processing of public information by a State is seen as affect-
ing the right to privacy of an individual, thus bringing that person within the
jurisdiction of that State.

50. There are no pronouncements yet by human rights monitoring bodies
concerning OSINT and jurisdiction. However, case law concerning surveil-
lance provides interesting points of reference. The Human Rights
Committee has stated that a State party should ensure that its surveillance ac-
tivities, both within and outside its territory, conform to its obligations under
the Covenant, including article 17, and that any interference with the right
to privacy complies with the principles of legality, proportionality and neces-
sity, regardless of the nationality or location of the individuals whose commu-
nications are under surveillance.”

51. The ECtHR has accepted in several cases that a State carrying out sur-
veillance on its own territory exercised jurisdiction over persons outside of
that territory for the purposes of the right to private life. In Liberty and Others
v. United Kingdom, two of the applicants were Irish organizations.”® The UK
did not argue that they were outside the jurisdiction of the UK, nor did the
ECtHR raise the issue proprio motu.

52. Similarly, in the case of Big Brother Watch and others v. the United
Kingdom before the Grand Chamber of the ECtHR, the UK did not raise
any objection based on jurisdiction, and it did not suggest that the intercep-
tion of communications was taking place outside the State’s territorial juris-
diction.” Both the Court and the UK therefore apparently accepted that
there was such jurisdiction for the purposes of Article 8 ECHR.

92 Eliza Watt, The Role of International Human Rights Law in the Protection of
Online Privacy in the Age of Surveillance, H. Roigas, R. Jakschis, L. Lindstrom, T
Minarik (eds.), The 9" International Conference on Cyber Conflict (2017), 1, 10.

93 HRC, Concluding observations on the fifth periodic report of the United States of
America, UN Doc. CCPR/C/USA/CO/5, 7 December 2023, 14, para. 57.

94  Liberty and Others v. the United Kingdom, no. 58243/00, 1 July 2008.

95 Big Brother Watch and Others v. the United Kingdom [GC], nos. 58170/13 and 2
others, § 272, 25 May 2021.
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53. Particularly relevant in this regard is the judgment of the ECtHR in
the case of Wieder and Guarnieri v. the United Kingdom, which was handed
down on 12 September 2023.”° The applicants in this case were two individ-
uals who lived outside the United Kingdom. They complained that their
communications might have been intercepted, extracted, filtered, stored, ana-
lysed and disseminated by the United Kingdom intelligence agencies, in vio-

lation of Article 8 of the ECHR. The Court considered that:

The principal issue to be addressed in the present case is whether, for
the purposes of a complaint under Article 8 of the Convention, persons
outside a Contracting State fall within its territorial jurisdiction if their
electronic communications were (or were at risk of being) intercepted,
searched and examined by that State’s intelligence agencies operating
within its borders.””

54. The UK government asserted that the interception of communications
by a State party to the ECHR do not fall within that State’s jurisdictional
competence for the purposes of Article 1 of the Convention when the sender
or recipient complaining of a breach of their Article 8 rights was outside the
territory of that State. The Court rejected this argument. It held that interfer-
ence with an individual’s private life occasioned by the interception, storage,
searching and examination of their electronic communications can be sepa-
rated from their person. The Court essentially looked at the place where
effects are produced by the act in question rather than the place where the al-
leged victim is present for the purposes of determining whether jurisdiction
is exercised.

55. This approach is difficult to reconcile with the text of Article 1 ECHR,
which refers to “everyone” within the jurisdiction of States Parties, in other
words, to persons rather than effects. As the Court pointed out, however, it
finds support in other lines of case law. In particular, the ECtHR has previ-
ously accepted that the ECHR provides protection under Article 1 of
Protocol No. 1 where an individual’s possessions are within the territory
of the State concerned but that individual is not. An example is the case of
Bosphorus v. Ireland, which concerned the impounding of an aircraft that was
leased by a company incorporated in Turkey.

96 Wieder and Guarnieri v. the United Kingdom, nos. 64371/16 and 64407/16, 12
September 2023.

97 Ibid., § 1.
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56. Following this line of reasoning, the Court stated in Wieder and
Guarnieri that:

Similarly, in the specific context of Article 8, it could not seriously be
suggested that the search of a person’s home within a Contracting State
would fall outside that State’s territorial jurisdiction if the person was
abroad when the search took place.

57. The Court refers to several previous judgments concerning alleged viola-
tions of Article 8 in which the complainant was not present in the respondent
State. Applying this to the facts of the case in Wieder and Guarnieri, the
Court states that:

the interception of communications and the subsequent searching, ex-
amination and use of those communications interferes both with the
privacy of the sender and/or recipient, and with the privacy of the com-
munications themselves. Under the section 8(4) regime the interference
with the privacy of communications clearly takes place where those
communications are intercepted, searched, examined and used and the
resulting injury to the privacy rights of the sender and/or recipient will

also take place there.”®

58. The reference to the privacy of the communications themselves is difficult
to understand from the perspective of Article 1 ECHR, as well as more gener-
ally from the perspective of the object and purpose of the Convention. That
object and purpose is to guarantee respect for the rights of persons, not of
concepts such as communications. Article 1 ECHR speaks of “everyone”
within the jurisdiction of a State, which is clearly a reference to persons. The
conclusion by the Court that interception of communications interferes with
the privacy of the sender and/or the recipient, underlines that those persons
do not need to be within the territory of the State concerned. It is not clear
how the Court sees this from a conceptual standpoint.

59. What is clear however is that the ECtHR answered the question
whether persons outside a Contracting State fall within its territorial jurisdic-
tion if their electronic communications were (or were at risk of being) inter-
cepted, searched and examined by that State’s intelligence agencies operating
within its borders in the positive. In transposing this to the context of
OSINT, it is difficult to find a reason why the situation would be different

98 Ibid., § 94.
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where a State collects and further processes public information about an indi-
vidual who is outside that State’s territory.

60. In conclusion, it is likely that human rights monitoring bodies, in par-
ticular the HRC and the ECtHR, would find that the collection and further
processing of OSINT is subject to the limits imposed by the ICCPR and
ECHR respectively. This is the case even if the way in which those two bodies
would arrive at that conclusion would be different. The rest of this article will
therefore assume that OSINT is subject to the strictures of the ICCPR and
ECHR, and their right to privacy in particular.

IV.C. Does the right to privacy apply to public information

61. OSINT is based on publicly available information. It is sometimes as-
sumed that because information is public, there is no expectation of pri-
vacy.”” In other words, that the collection and further processing of such
information does not constitute an interference in the privacy of persons.

62. There are however strong arguments against the assumption that infor-
mation that is publicly available is fair game, both from a conceptual point of
view and in the case law of human rights monitoring bodies. Edwards and
Urquhart note three points that rebut this notion.'® First, what can be gath-
ered from OSINT is not just the obvious substantive content, but also infor-
mation on the social network of a person for example. Second, information is
often not posted by the data subject herself. Consider a Facebook post in
which other persons are “tagged” for example. Third, privacy settings vary
across platforms and require vigilance of users to maintain. Other authors
put forward similar arguments for the view that publicly available informa-
tion is not excluded from the protection of the right to privacy.'®" It may be

99 See e.g. Kira Vrist Ronn and Sille Obelitz Sge, Is social media intelligence private?
Privacy in public and the nature of social media intelligence, 34 Intelligence and
National Security (2019), 362, 363 (“The collection and use of SOCMINT might
often be legally unproblematic, since the information is publicly available and
accessed in what could be called a public space”).

100 Lilian Edwards and Lachlan Urquhart, Privacy in Public Spaces: What

Expectations of Privacy Do We Have in Social Media Intelligence?, 24
International Journal of Law and Information Technology (2016), 279, 294-295.

101 See e.g. Anja Seibert-Frohr, Digital Surveillance, Meta Data and Foreign
Intelligence Cooperation: Unpacking the International Right to Privacy, in: Joseph
E. David, Yaél Ronen, Yuval Shany and Joseph Weiler (eds.), Strengthening
Human Rights Protections in Geneva, Israel, the West Bank and Beyond
(2021), 40.
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added to this that the line between what is publicly available information and
what is not is not always easy to draw and there may be many cases which are
not clear-cut. Against the background of such uncertainty, an approach that
presumes that the right to privacy applies could be seen as warranted.

63. That publicly available information does not necessarily fall outside of
the protection of privacy is also acknowledged in reports by the Office of the
UN High Commissioner for Human Rights on “the right to privacy in the
digital age”. It is underlined in these reports that the protection of the right
to privacy also extends to public spaces and information that is publicly avail-
able.'” In particular:

Systematic surveillance of people in the public space online and offline,
in particular when combined with additional ways to analyse and con-
nect the obtained information with other data sources, constitutes an in-
terference with the right to privacy and can have highly detrimental

effects on the enjoyment of other human rights.'%?

64. The notion that publicly available information is not protected by the
right to privacy as such has also been rejected by human rights monitoring
bodies. The Human Rights Committee has rejected the idea that information
gathered in public areas is automatically in the public domain and may be
freely accessed. In its concluding observations on the seventh periodic report
of Colombia in 2016, it stated its concern that in the new police code that
was to enter into force “all the information and data gathered in public areas
are considered to be in the public domain and to be freely accessible.”'**

65. Case law from the ECtHR also supports the idea that publicly available
information can be protected by the right to privacy. The leading case is von
Hannover v. Germany. This case concerned pictures taken of Princess
Caroline of Monaco going about her daily life, the publication of which she
tried to prevent. The Court held that there was no doubt in this case that
“the publication by various German magazines of photos of the applicant in
her daily life either on her own or with other people falls within the scope of
her private life”.'*> This was so despite her being a public figure. The Court

102 Report of the Office of the UN High Commissioner for Human Rights, Privacy in
the Digital Age, UN Doc. A/HRC/51/17, 4 August 2022, 12, para. 43.

103 Ibid.

104 Human Rights Committee, Concluding observations on the seventh periodic report
of Colombia, UN Doc. CCPR/C/COL/CO/7, para. 32.

105 Ernst August von Hannover v. Germany, no. 53649/09, § 53, 19 February 2015.
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considered whether the interference with the Princess” private life was justi-
fied, and found that this was not the case.

66. Other judgments of the ECtHR have similarly found that the right to
private life extends to publicly available information. These include Peck v.
the United Kingdom, in which the ECtHR held the UK responsible for a vio-
lation of the right to private life for failing to prevent the transmission of TV
footage of a mentally ill man’s failed suicide attempt in a public place.'®®
Another example is Antovic and Mirkovic v. Montenegro, in which the
ECtHR held that video surveillance of professors in university auditoriums
must be considered as a considerable intrusion into their private life and
hence an interference within the meaning of Article 8.’

67. Cases before the ECtHR have generally, albeit not always, dealt with
an infringement of privacy as a result of publication of information. It is less
clear if the collection and further processing of such information, without its
dissemination, is also covered by Article 8.'°® In the case of Romru v.
Romania, the ECtHR dealt with an alleged violation of the applicant’s right
to respect for his private life on account of the holding and use by the
Romanian Intelligence Service of a file containing personal information. It
held that “public information can fall within the scope of private life where it
is systematically collected and stored in files held by the authorities.”"*” Tt has
been suggested on this basis that the non- systematic processing of publicly
available information does not necessarily fall within the scope of the protec-
tion of private life."'” This would imply that “the more casual, one-off
searches for a person’s personal data in open sources need not interfere with
the person’s right to privacy, but more systematic searches will likely meet the
threshold of interference”." "'

68. In conclusion, it appears that the fact that information is publicly avail-
able does not exclude the possibility that its collection and further processing
infringes the right to privacy. The chances that this will be the case are greater
if the information is systematically collected and processed. It is submitted
that the latter will often be the case if OSINT is used in support of military

106 Peck v. the United Kingdom, no. 44647/98, ECHR 2003-1.

107 Antovi¢ and Mirkovi¢ v. Montenegro, no. 70838/13, § 55, 28 November 2017.
108 Lilian Edwards & Lachlan Urquhart, above n.100, 300.

109 Rotaru v. Romania [GC], no. 28341/95, § 43, ECHR 2000-V.

110 Bert-Jaap Koops, Police Investigations in Internet Open Sources: Procedural Law
Issues, 29 Computer Law and Security Review (2013), 654, 656.

111 Ibid.
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operations. This is because armed forces generally approach intelligence sup-
port to military operations in a systematic manner.

IV.D. Justification of interference with the right to privacy

69. As was discussed in section IV.A above, the right to privacy is set out in
different instruments, including in Article 17 of the ICCPR and Article 8 of
the ECHR. The wording of these two articles is different, with the former
prohibiting “arbitrary or unlawful” interference with privacy and the latter
providing that interference with privacy can only be justified under certain
conditions. At first sight, the standards set by both articles could seem quite
different. However, based in particular on the case law of the HRC and the
ECtHR, a common set of principles can be identified for applying the right
to privacy in both articles. Lubin refers to these principles as the principle of
legality; the principle of necessity; the principle of proportionality; the princi-
ple of adequate safeguards and the principle of access to remedy.''> These
five principles will be taken as the starting point for a discussion of the appli-
cation of the right to privacy to OSINT used for military operations.

70. The principle of legality requires that any interference with the right to
privacy must have a basis in law. This requirement has a formal and substan-
tive sense.''® In the formal sense, there must be an authorization by a rule
recognized in the national legal order. ' Some States have national legisla-
tion that explicitly provides for the collection and further processing of data
for the purposes of military operations. Such domestic legislation then pro-
vides the necessary basis in law.

71. Where domestic legislation providing a legal basis is lacking, it may be
asked whether the international legal basis for the military operation for
which the OSINT is being used can suffice. Such an international legal basis
is either a United Nations Security Council resolution adopted under
Chapter VII of the United Nations Charter, or the right of self-defence set
out in Article 51 of that Charter. This possibility does not seem to be pre-
cluded a priori. Neither Article 17 ICCPR nor Article 8 ECHR requires that
a legal basis must be found in domestic law, so that a legal basis in interna-
tional law is not excluded per se. To the author’s knowledge, human rights

112 Asaf Lubin, above n.35, 468-470.

113 Wiliam Schabas, The European Convention on Human Rights: A Commentary
(2015), 402.

114 Ibid.
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monitoring bodies have not held that a lawful basis cannot be found in inter-
national law. The ECtHR in Weber and Saravia v. Germany stated that “the
term ‘law’ within the meaning of the Convention refers back to national law,
including rules of public international law applicable in the State con-
cerned”.""> Note however that this statement by the ECtHR can be read as
implying a distinction between States with a monist and States with a dualist
legal system. In the former, a UN Security Council resolution will likely be
“applicable” in the sense that it is regarded to be part of domestic law auto-
matically. In the latter case, it could be argued that such a resolution is not
“applicable in the State concerned” without being transposed into domestic
law. This would then still leave open the question whether such a resolution
may constitute a legal basis without the mediation of domestic law.

72. Authorizations by the UN Security Council usually take the form of an
authorization to use “all necessary means”. This expression is generally under-
stood to include the use of force, but it also encompasses less far-reaching
measures. The latter category includes the collection and further processing
of publicly available information. It may be noted that this discussion con-
cerns the question whether a UNSC resolution may constitute a “law” in the
sense of Article 17 ICCPR and Article 8 ECHR. This is a question that deals
with application of those rights. It is different from the question whether the
Security Council can deviate from human rights. The latter question falls
outside the scope of this article." '

73. Self-defence is an exception to the prohibition on the use of inter-
State force, but also serves as a circumstance precluding wrongfulness in the
law of State responsibility. As such, it can arguably also serve as a legal basis
as required for a lawful interference with the right to privacy, as long as
such interference was necessary and proportionate to repel an armed attack.
This presumes that a circumstance precluding wrongfulness, in other words
a justification for conduct that would otherwise breach international law,
can be seen as a law in the sense of the right to privacy. Again, it is empha-
sized that such an invocation of the right to self-defence is in the context of
the application of human rights, not in the context of setting them aside. It
is recognized that measures taken in self-defence must respect human rights

115 Weber and Saravia v. Germany (dec.), no. 54934/00, § 87, ECHR 2006-XI.

116 See e.g. Terry Gill, Legal and some political limitations on the power of the UN
Security Council to exercise its enforcement powers under Chapter VII of the
Charter, 26 Netherlands Yearbook of International Law (1995), 33; ECtHR, Nada
v. Switzerland [GC], no. 10593/08, § 168-172, ECHR 2012.
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unless and to the extent that they can be derogated from under the treaty
concerned.'"”

74. The principle of legality not only requires that there is a law regulating in-
terference with privacy, but also includes a number of substantive requirements
that that law must meet. In particular, it must be “publicly accessible, clear, pre-
cise, comprehensive, and non-discriminatory”."'® With regard to the require-
ment that the law is accessible, this means that the person concerned must be
able to have an indication that is adequate in the circumstances of the legal rules
applicable to a given case. Normally speaking this requirement is satisfied
through the publication of the relevant legislation. In the case of domestic legis-
lation, this is nowadays generally available on the Internet. This is certainly also
the case for UNSC resolutions. It is less clear how this requirement would be
met in the case of self-defence. States are required under Article 51 of the UN
Charter to immediately inform the UNSC of measures taken in self-defence.
This is normally done through a letter addressed by the State concerned to the
President of the UNSC, but States do not always inform the UNSC.'" The
letters sent by States are available online in the UN document system, but even
for trained international lawyers it is sometimes difficult to locate them.

75. With regard to the requirement that the law must be clear and precise,
this means inter alia that relevant legislation must specify in detail the precise
circumstances in which such interferences may be permitted.'*® The ECtHR

has held in this regard that:

The level of precision required of domestic legislation — which cannot in
any case provide for every eventuality — depends to a considerable degree
on the content of the instrument in question, the field it is designed to
cover and the number and status of those to whom it is addressed.'*!

117 ILC, Articles on the Responsibility of States for Internationally Wrongful Acts with
Commentaries, ILC Yearbook 2001, Vol. II, Part 2, 31, 74. But see Fleck who states
that self-defence as a circumstance precluding wrongfulness cannot justify the breach
of human rights in general. Dieter Fleck, Individual and State Responsibility for
Intelligence Gathering, 28 Michigan Journal of International Law (2007), 687, 698.

118 UN General Assembly, The Right to Privacy in the Digital Age (17 December
2018), A/RES/73/179.

119 See Nick van der Steenhoven, Conduct and Subsequent Practice by States in the
Application of the Requirement to Report under UN Charter Article 51, 6 Journal
on the Use of Force and International Law (2019), 242.

120 HRC, above n.83, para. 8.

121 S. and Marper v. the United Kingdom [GC], nos. 30562/04 and 30566/04, § 96,
ECHR 2008.
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76. UNSC resolutions and the right of self-defence will generally not meet
this requirement, as they do not set out precisely under which circumstances
interference with privacy is permitted.

77. The principle of necessity requires that the privacy-intruding measure
employed must be necessary to achieve a legitimate aim. The ECtHR has
held that the requirement of necessity must be interpreted narrowly and that
the need for restrictions must be convincingly argued in a given case.'*

78. The third principle is the principle of proportionality. This requires
that the interference with privacy must be proportional to the end sought.'*?
In other words, it must not exceed the limits of what is appropriate to achieve
its legitimate objectives.'?* This requires a balancing between the interests of
the State concerned and the right to respect for privacy of person regarding
whom OSINT is collected and processed. Proportionality must be assessed
based on the circumstances of each individual case.*> A number of relevant
aspects of proportionality can be derived from the case law of the ECtHR.
One is that the amount of data that is collected and stored should be as lim-
ited as possible.'*® The data should only be used for the purpose for which it
was collected.'*” Data should not be kept for longer than is necessary for the
purposes for which it has been collected.'?®

79. The fourth principle is the principle of adequate safeguards.'*” This
principle refers to a number of important procedural requirements for the
prevention of abuse. In the context of processing of data, it includes a proce-
dure to be followed for examining, using and storing the data obtained. It
also includes having a system of supervision in place. The “[e]njoyment of
the right to privacy depends largely on a legal, regulatory and institutional
framework that provides for adequate safeguards, including effective oversight

mechanisms”.'*® The ECtHR held in Roman Zakharov v. Russia that it has to

122 See e.g. M.N. and Others v. San Marino, no. 28005/12, § 73, 7 July 2015.

123 Toonen v. Australia, UN HRC 50% Sess., para. 8.3, Communication. No. 488/
1992, UN Doc. CCPR/C/D/488/1992 (4 April 1994).

124 Asaf Lubin, above n.35, 469.

125 Ibid.

126 See e.g. Catt v. the United Kingdom, no. 43514/15, § 123, 24 January 2019.
127 See e.g. Karabeyoglu v. Turkey, no. 30083/10, § 117, 7 June 2016.

128 See S. and Marper v. United Kingdom, above n.121, para. 103.

129 Asaf Lubin, above n.35, 469.

130 Office of the UN High Commissioner for Human Rights, Privacy in the Digital
Age, UN Doc. A/HRC/39/29, 8, para. 26
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determine “whether the procedures for supervising the ordering and implemen-
tation of the restrictive measures are such as to keep the ‘interference’ to what is
‘necessary in a democratic society’””."”" The supervision should normally be car-
ried out by the judiciary. However, in the context of secret surveillance human
rights monitoring bodies have recognized that supervision by non-judicial au-
thorities can be sufficient, provided that they are independent of the authorities
carrying out the surveillance and are vested with sufficient powers and compe-
tence to exercise effective and continuous control.'** Tt is submitted that this
also applies to the collection and processing of information in the context of
OSINT for the purpose of military operations, which can be seen as a form of
secret surveillance or at least to share many of its characteristics.

80. The fifth and final principle is the principle of access to a remedy.'>
This entails an obligation for States to ensure that “affected persons have
proper access to effective remedies in cases of abuse”.'** This obligation will
often, but not always, entail an obligation to inform affected persons of the
measures taken. Human rights monitoring bodies have held in the context of
secret surveillance that the purpose of that surveillance may make notification
undesirable, at least for some time. In 2007 the ECtHR considered that in
this context that “as soon as notification can be made without jeopardising
the purpose of the surveillance after its termination, information should be
provided to the persons concerned.” '*> However, it has also acknowledged
that notification is not necessary if the system of domestic remedies permits
any person who suspects that his or her communications are being or have
been intercepted to apply to the courts.'*® These considerations for not re-
quiring (immediate) notification the Court had in mind also apply to
OSINT for the purpose of military operations, it is submitted.

IV.E. Derogation

81. It is important to point out that human rights treaties provide for the pos-
sibility to derogate from human rights obligations under certain conditions.

131 Roman Zakharov v. Russia [GC], no. 47143/06, § 232, ECHR 2015.
132 Klass and Others v. Germany, 6 September 1978, § 56, Series A no. 28.
133 Asaf Lubin, above n.35, 470.

134 HRC, Concluding Observations: Belarus (22 November 2018, UN Doc.) CCPR/
C/BLR/CO/5 para 44.

135 Association for European Integration and Human Rights and Ekimdzhiev v.
Bulgaria, no. 62540/00, § 90, 28 June 2007.

136 Big Brother v. UK, above n.95, para 357.
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This possibility is provided for under Article 4 of the ICCPR and Article 15 of
the ECHR. A derogation is a temporary suspension of certain human rights or
aspects of human rights during a state of emergency.'”” Both treaties exclude a
number of rights from those which may be derogated from. These “non-dero-
gable” rights do not include the right to privacy however. Consequently, it is in
principle possible to derogate from this right, but only under the conditions pro-
vided for by the treaties. These conditions are strict: the ICCPR requires that for
derogation there be a “time of public emergency which threatens the life of the
nation and the existence of which is officially proclaimed”. This is a high thresh-
old. The HRC for example has criticised States for derogating from the ICCPR,
including from its Article 17, in situations which do not necessarily meet this
threshold.'*® It must be noted that there is some debate on the extent to which
derogation is possible in respect of extraterritorial military operations, in particu-
lar in respect of peace operations from which it can withdraw."*” Without going
into the details of this debate, it is submitted that the better view is that wherever
jurisdiction extends territorially, so should the possibility to derogate.'*’

82. Furthermore, a State may only derogate “to the extent strictly required
by the exigencies of the situation”. This requirement relates to the duration,
geographical coverage and material scope of the state of emergency and any
measures of derogation resorted to because of the emergency.'*! Measures
taken by States on the basis of the derogation must also be “not inconsistent
with their other obligations under international law and [...] not involve dis-
crimination solely on the ground of race, colour, sex, language, religion or so-
cial origin”. This means inter alia that such measures be in accordance with
142

IHL, where applicable.

137 See generally, Evan J. Criddle, Protecting Human Rights During Emergencies:
Delegation, Derogation, and Deference, 45 Netherlands Yearbook of International
Law (2014), 197, 198.

138 See e.g. HRC, Concluding Observations Peru, UN Doc. CCPR/C/PER/CO/6, 5
April 2023, para 12.

139 See e.g. Peter Kempees, ‘Hard Power” and the European Convention on Human
Rights, PhD Leiden University (2019), 80-109; Marko Milanovic, Extraterritorial
Derogations from Human Rights Treaties in Armed Conflict, in: Nehal Bhuta
(ed.), The Frontiers of Human Rights (2016), 55.

140 Stuart Wallace, The Application of the European Convention on Human Rights to
Military Operations (2019), 205.

141 HRC, CCPR General Comment No. 29: Article 4: Derogations during a State of
Emergency, 31 August 2001, CCPR/C/21/Rev.1/Add.11, para. 4.

142 Ibid., para. 9.
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83. The ECHR contains similar requirements for derogation in Article 15.
Derogating widens the possibilities for a State to carry out OSINT without
violating the right to privacy. It is however subject to strict requirements and,
as such, does not provide a carte blanche to States.

IV.E. Sub-conclusion

84. On the basis of the above, it may be concluded that the right to privacy
as laid down in the ICCPR and the ECHR potentially limits the possibilities
for the lawful conduct of OSINT in support of military operations. Even if
the persons who are the subject of such activities are outside of the State con-
cerned, it is likely that human rights monitoring bodies will find that collect-
ing and further processing publicly available information concerning them is
subject to the limits imposed by the ICCPR and ECHR respectively. The
fact that information is publicly available does not in and of itself exclude the
possibility that its collection and further processing infringes the right to pri-
vacy. The chances that this will be the case are greater if the information is
systematically collected and processed. For such an infringement to be lawful,
it must be in accordance with the principle of legality; the principle of neces-
sity; the principle of proportionality; the principle of adequate safeguards and
the principle of access to remedy. It may be noted that the discussion above
of how these principles apply to OSINT was mainly based on pronounce-
ments by the HRC and the ECtHR. It is acknowledged that not all details of
the interpretation of the ECHR by the ECtHR may carry over into the inter-
pretation of the ICCPR. However, it is submitted that the core five principles
identified above apply to States Parties to both treaties. Furthermore, even
for the few States that are not parties to the ICCPR, limitations are imposed

by the right to privacy under customary international law.'*?

V. Interaction between IHL and IHRL in the context of OSINT

85. The previous sections of this article have demonstrated that the use of
OSINT for military operations in the context of an armed conflict is regu-
lated by THL as well as IHRL, specifically the right to privacy. IHL only
applies during an armed conflict, and only to activities that have a nexus to
the armed conflict. Consequently, if OSINT is undertaken in support of a
military operation that is not part of an armed conflict, IHL will not apply.

143 Alexandra Rengel, Privacy in the 21 Century (2015), 108. For the application of
this right to data see Rengel’s discussion on pages 145-164.
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86. In many cases however OSINT will be used in support of military
operations that are part of an armed conflict. The examples given in the in-
troduction of this article concerning the military operation against ISIS in
Iraq and Syria and the military operation by Ukraine against Russia are cases
in point. In such cases, the question arises how IHL and IHRL interact.

87. One possible approach to the interaction between IHL and IHRL is
that during an armed conflict, IHL displaces the application of IHRL. On
this view, the right to privacy under IHRL has no role to play during an
armed conflict. Such an approach currently does not enjoy much support in
the international community."** Tt has been rejected by the International
Court of Justice in its Wall Advisory Opinion, in which the Court held that
“the protection offered by human rights conventions does not cease in case of
armed conflict, save through the effect of provisions for derogation of the
kind to be found in Article 4 of the International Covenant on Civil and
Political Rights.”**> Human rights monitoring bodies have also held consis-
tently that in principle, human rights continue to apply during a situation of
armed conflict. The Human Rights Committee has stated that “both spheres
of law are complementary, not exclusive” in its General Comment on the

right to life."*® The ECtHR, inspired by the IC], has also found that iz prin-
ciple the ECHR continues to apply during armed conflict.'®’

88. In principle, because the ECtHR has also found that the ECHR does
not apply during an “active phase of hostilities” during international armed
conflict, at least in regard to certain human rights. In its judgment in Georgia
v Russia (II), the Court held that Russia did not exercise jurisdiction in the
sense of Article 1 ECHR during an “active phase of hostilities” in the armed

conflict between Russia and Georgia in 2008. It held that:

the very reality of armed confrontation and fighting between enemy
military forces seeking to establish control over an area in a context of
chaos not only means that there is no ‘effective control’ over an area as

144 The Russian Federation appears to have invoked this argument before the ECtHR.
See Ukraine and the Netherlands v. Russia (dec.) [GC], nos. 8019/16 and 2 others,
§ 707, 30 November 2022.

145 1CJ, Legal Consequences of the Construction of a Wall in the Occupied Palestinian
Territory, Advisory Opinion of 9 July 2004, IC]J Reports 2004, 136, para.106.

146 HRC, General Comment 36: Article 6: the right to life, 3 September 2019, CCPR/
C/CG/36, 13, para. 64.

147 Hassan v. the United Kingdom [GC], no. 29750/09, § 101, ECHR 2014; Ukraine
and the Netherlands v. Russia, above n.144, para. 556.
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indicated above, but also excludes any form of ‘State agent authority
; o 148
and control’ over individuals.

89. Consequently, the Court concluded that Russia did not exercise jurisdic-
tion over persons during this active phase of hostilities in respect of the sub-
stantive right to life. However, it did find jurisdiction to exist in respect of
the detention and treatment of civilians and prisoners of war even during this
phase. Accordingly, as the Court stated in its admissibility decision in
Ukraine and the Netherlands v Russia:

The Georgia v. Russia (1) judgment cannot, therefore, be seen as author-
ity for excluding entirely from a State’s Article 1 jurisdiction a specific
temporal phase of an international armed conflict.

90. What then is the precise scope of the exclusion of application of ECtHR
rights during an “active phase of hostilities” remains ambiguous and subject
to further clarification in future ECtHR case law. One thing that is clear is
that this exclusion is concerned with the applicability ratione personae of the
ECHR, and not its applicability ratione materiae. In other words, it is not
based on an argument that IHL displaces the application of the ECHR. As
the ECtHR held in Ukraine and the Netherlands v. Russia, “even in situations
of international armed conflict, the safeguards under the Convention con-
tinue to apply.”'*

91. If IHL and IHRL both apply during armed conflict, then the question
arises how they interact. A starting point in this regard is the holding by the

IC] in its Wall Advisory Opinion that:

As regards the relationship between international humanitarian law and
human rights law, there are thus three possible situations: some rights may
be exclusively matters of international humanitarian law; others may be
exclusively matters of human rights law; yet others may be matters of both

these branches of international law.'>°

92. In the first two situations described by the ICJ, there is no problem in ap-
plying the rule of IHL and the rule of IHRL, respectively. In the third

148 Georgia v. Russia (II) [GC], no. 38263/08, § 137, 21 January 2021.
149 Ukraine and the Netherlands v. Russia, above n.144, para. 718.
150 ICJ, Wall Advisory Opinion, above n.145, para 106. Reaffirmed in ICJ, Legal

Consequences arising from the Policies and Practices in the Occupied Palestinian
Territory, including East Jerusalem, Advisory Opinion of 19 July 2024, IC]
Reports 2024, at para. 99.
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situation, both rules can be applied concurrently, unless there is a conflict be-
tween the applicable rule of IHL and of IHRL. Different tools for the resolu-
tion of such conflict have been proposed.’! In particular, the maxim of fex
specialis derogat legi generali has been put forward as a tool to resolve norm
conflict. According to this maxim, the more specific legal rule takes prece-
dence over the more general rule. I have written elsewhere on factors that can
aid in determining whether a rule is the more specific one.'

93. It has been suggested that because IHL is more often than not silent on
issues concerning privacy, there will rarely be conflicts between IHRL and IHL
when it comes to information and that consequently, it will be possible to sim-
ply transplant the right to privacy into a situation of armed conflict.'>® This, it
is submitted, must be nuanced. It has been convincingly argued that in addition
to situations in which there is a clear conflict between a specific rule of IHL and
a specific rule of IHRL, there are also cases in which there is competition be-
tween norms from the two regimes.154 In such cases, rules of IHL and IHRL
do not conflict in the sense that they lead to contrary or contradictory opposing
results, but their application nevertheless results in normative tension. This is
primarily the case where IHRL regulates a situation and where IHL is silent,
but where the rationale of IHL pulls in a different direction. It has been pro-
posed that in such a situation, it is not a matter of simply applying the rule of

IHRL, but that in the application of IHRL the principles of IHL must be taken

into account.'”’

V1. Conclusion

94. This article aimed to shed further light on the legal framework that regu-
lates OSINT in the context of military operations abroad. It has focused in
particular on how IHL and the right to privacy under IHRL regulate such ac-
tivities. It was found that there is conceptual debate surrounding OSINT,

151 See Asaf Lubin, above n.35, 481.

152 Marten Zwanenburg, UN Peace Operations, International Humanitarian Law and
International Human Rights Law, in: Robert Kolb, Gloria Gaggioli and Pavle
Kilibarda (eds.), Research Handbook on Human Rights and Humanitarian Law:
Further Reflections and Perspectives (2022), 91, 106-108.

153 Asaf Lubin, above n.35, 481.

154 Floris Tan, The Duty to Investigate in Situations of Armed Conflict: An
Examination under International Humanitarian Law, International Human Rights
Law, and Their Interplay (2023), 438.

155 Ibid., 463.
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concerning its definition and whether it extends to information that is pro-
tected by passwords for example. This notwithstanding, it became clear that
the essence of OSINT is that it is based on publicly available information.

95. When OSINT is used in support of military operations that are part of
an armed conflict, IHL applies. IHL however does not contain any rules that
expressly protect information. Arguments can be made that certain IHL rules
can be interpreted to include such protection, of which perhaps the strongest is
based on the obligation in AP I for Parties to an armed conflict to take constant
care to spare the civilian population and individual civilians.'*® However, some
of these rules apply only during international armed conflicts, excluding their
applicability during non-international armed conflicts which constitute the ma-
jority of today’s conflicts. This article has focused on discussing the rules appli-
cable in international armed conflicts. In addition, broader interpretations of
existing IHL rules to ensure they encompass information do not, or at least not
yet, find extensive support in State practice. Even where such interpretations are
accepted, the protection they would provide is limited.

96. In view of the limitations of IHL with regard to information, the right to
privacy in IHRL provides a more promising avenue for providing guidance on
OSINT in support of military operations. This regime comes with its own am-
biguities however. One of these concerns whether persons who reside outside of
a State enjoy human rights protections when that State undertakes OSINT ac-
tivities which affect them. It was found that based on the case law of the HRC
and ECtHR, it is likely that they will answer this question affirmatively.
Another difficult conceptual issue is whether the fact that information is pub-
licly available excludes it from the right to privacy. It was found that although
there is a measure of uncertainty surrounding this question, human rights
monitoring bodies will probably find that it is not excluded, at least not if the
information is systematically collected and processed.

97. For an infringement on the right to privacy to be lawful, it was found
that five principles must be applied. These were identified as the principle of
legality; the principle of necessity; the principle of proportionality; the princi-
ple of adequate safeguards and the principle of access to remedy. These five
principles raise questions of their own when applied to OSINT in support of
military operations which require further clarification, such as whether a UN
Security Council resolution can constitute the legal basis for such activities. It
was concluded that States have the option to derogate from the human right

156 Edward Millet, above n.9, 20.

$20Z J8QWIBAON | Z UO Jasn wepialswy UeA JI8NsIaAlun Aq €4S/ 2/€0v/S/SZ/a1onie/|Ifesaulyo/woo dnooiwspese/:sdiy wolj papeojumoq



Zwanenburg, Use of OSINT for Military Operations Abroad 441

to privacy and thereby limit the scope of their obligations, including in the
context of military operations. However, this is subject to strict requirements.

98. The final part of the article discussed the interaction between IHL and
the right to privacy in situations of concurrent application. It was found that
in such a situation, they both continue to apply: the human right to privacy
is not displaced by the mere application of IHL. However, the ECtHR may
limit the application of parts of the ECHR during an “active phase of
hostilities”. The precise scope of this exception identified by the ECtHR
remains to be clarified. In situations where the application of the right to pri-
vacy is not excluded, it can be applied to OSINT together with relevant rules
of IHL. It was submitted that where these two conflict, the maxim of /ex spe-
cialis can serve as a tool for resolving that conflict, and that in situations of
norm competition the principles of IHL should be taken into account.

99. Overall, it appears that IHL and especially the human right to privacy
are capable of providing guidance on OSINT in support of military operations,
but that this guidance is subject to many uncertainties that call for further clari-
fication. The article did not discuss the use of OSINT by armed forces in the
context of activities within their own State. However, no elements were identi-
fied in the discussion above that would imply that other conclusions would ap-
ply to the use of OSINT by armed forces in that context, apart from the fact
that it will be easier to conclude that human rights apply.

100. Various actors could contribute to the clarification that is called for and
various ways in which this could be done. First, States could decide to negotiate
a new legal instrument. Such an instrument could either focus on OSINT spe-
cifically, or the use of (personal data) by armed forces more generally. It could
focus specifically on situations of armed conflict, or on the use of data by armed
forces also outside the context of an armed conflict. Adopting a new instrument
would have the advantage of allowing for drawing up rules specifically intended
to clarify issues that are now ambiguous. Another advantage would be that such
an instrument would be legally enforceable between States. It is however un-
likely that broad agreement could be reached on a legally binding instrument in
the international community on these issues. This is due at least in part to differ-
ent approaches to the protection of data by different States, as well as to the gen-
eral state of international relations which has left less room for multilateralism.

101. Second, human rights monitoring bodies could clarify different
aspects of the right to privacy as it pertains to the protection of information
in general, as well as specifically in the context of military operations. Such
clarification could be the result of case law of those bodies. A disadvantage of
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this method is that this relies on applications being brought by victims that
allow or even require those bodies to address particular issues. In addition, in
their case law human rights monitoring bodies tend to focus on the specific
set of facts at issue in a particular case, which may make it difficult to draw
more general guidelines from such case law. A less fragmented approach
could consist of the HRC updating General Comment 16 on the right to pri-
vacy. Such an update could “provide explicit articulation of what is the right
to privacy of communications in the digital sphere and spell out the content
of this right to ensure its effective protection and enforcement”."”’

102. Third, authoritative guidance could be provided on the interpretation
of existing rules of IHL in the context of the information domain. Unlike in
the field of IHRL, there are no monitoring bodies such as the HRC or
ECtHR specifically devoted to monitoring compliance with IHL. However,
the International Committee of the Red Cross (ICRC) is generally seen as
having authority where the interpretation of IHL is concerned. Of particular
interest in this regard is the project being carried out by the ICRC to update
the commentaries on the four Geneva Conventions. Updated commentaries
to the first three Geneva Conventions have been published in recent years.
These take into account the collection and use of information, including
through digital means, in the context of a number of articles. The updated
commentary to the fourth Geneva Convention is expected to be published
shortly. This commentary could provide guidance on the interpretation of
Article 27 GC 1V, discussed above in Section III.E.

103. Finally, States themselves can contribute to clarification. One way in
which they could so this is by placing their interpretation of IHL rules and of
the right to privacy in the context of military operations on record. One ave-
nue for doing so is to include this issue in their military manuals. Another
way in which States could contribute to clarification is by putting in place na-
tional guidance for such activities and being as transparent as possible about
such guidance."® Such national practice can then also be taken into account

by international bodies interpreting the IHL and IHRL rules.

157 Eliza Watt, The Right to Privacy and the Future of Mass Surveillance, 21 The
International Journal of Human Rights (2017), 773, 788.

158 An example is the internal guidance provided by the Directorate of Legal Affairs of
the Ministry of Defence of the Netherlands on “general legal parameters for activi-
ties by the armed forces in the information domain”. This guidance was made pub-
lic by the government in 2021. See Parliamentary Papers 11 2020-2021, 32761, nr.
182, annex.
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