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ARTICLE INFO ABSTRACT

Keywords: The fragmentation of the Dutch cybersecurity government landscape is a widely discussed phenomenon among
Fragmentat}on politicians, policy makers, and cybersecurity specialists. Remarkably though, a negative narrative is underlying
Cybersecurity the idea of fragmentation, suggesting that we are dealing with a serious problem. A problem that has the po-
ggﬁgﬂame tential of impeding cybersecurity governance in the Netherlands. This research zooms in on how cybersecurity

governance is organised within the central government, and which organisations are concerned with the crea-
tion, implementation, and oversight of cybersecurity policies vis a vis Dutch society. This article provides an
overview of all central government organisations (de Rijksoverheid) that are involved in cybersecurity gover-
nance on a strategic level. This research provides the first step in doctoral research into the possible implications
of the fragmentation of cybersecurity governance in the Dutch central government, and how this fragmentation
could potentially impact policy creation, implementation, and oversight. Based on the mapping of this gover-
nance landscape, it set out to measure fragmentation based on the number of units or organisations that are
concerned with cybersecurity governance in the central government on a strategic level. This study has found
that based on Boyne’s (1992) notion of fragmentation and the Dutch governments’ definition of tiers, the Dutch
cybersecurity governance landscape could indeed, when meticulously following Boyne’s counting procedure, be
regarded as fragmented.

Institutional design
The Netherlands

1. Introduction

The fragmentation of the Dutch cybersecurity government landscape
is a widely discussed phenomenon among politicians, policy makers,
and cybersecurity specialists. Remarkably though, a negative narrative
is underlying the idea of fragmentation, suggesting that we are dealing
with a serious problem. A problem that has the potential of impeding
cybersecurity governance in the Netherlands. An example where the
fragmentation of responsibilities and information sharing has been
mentioned as a potential culprit for failure, was during the Citrix-
software hack in 2020 [59]. This research zooms in on how cyberse-
curity governance is organised within the central government, and
which organisations are concerned with the creation, implementation,
and oversight of cybersecurity policies vis a vis Dutch society. This
article provides an overview of all central government organisations (de
Rijksoverheid) that are involved in cybersecurity governance on a
strategic level.

All figures and tables should be print in colour.

This research provides the first step in doctoral research into the
possible implications of the fragmentation of cybersecurity governance
in the Dutch central government, and how this fragmentation could
potentially impact policy creation, implementation, and oversight. More
context to this research will be provided through the outcomes of in-
terviews conducted with the organisations of the central government
that are concerned with cybersecurity governance. Geographically this
research is restricted to the institutional architecture of organisations
within the central government that are concerned with cybersecurity
governance on a national level in the Netherlands. The outcomes may
therefore prove insightful for better understanding the potential impact
and relevance of national institutional architectures on the governance
of cybersecurity.

* Corresponding author at: Leiden University - Institute of Security and Global Affairs P.O. Box 13228, 2501 EE The Hague, the Netherlands.
E-mail addresses: p.mirzaei@fgga.leidenuniv.nl (P. Mirzaei), e.debusser@uva.nl (E. De Busser).

https://doi.org/10.1016/j.clsr.2024.106032

Available online 23 August 2024

0267-3649/© 2024 The Authors. Published by Elsevier Ltd. This is an open access article under the CC BY-NC-ND license (http://creativecommons.org/licenses/by-

nc-nd/4.0/).


mailto:p.mirzaei@fgga.leidenuniv.nl
mailto:e.debusser@uva.nl
www.sciencedirect.com/science/journal/02673649
https://www.elsevier.com/locate/clsr
https://doi.org/10.1016/j.clsr.2024.106032
https://doi.org/10.1016/j.clsr.2024.106032
http://crossmark.crossref.org/dialog/?doi=10.1016/j.clsr.2024.106032&domain=pdf
http://creativecommons.org/licenses/by-nc-nd/4.0/
http://creativecommons.org/licenses/by-nc-nd/4.0/

P. Mirzaei and E. De Busser
2. Case study
2.1. Fragmentation claim

In Dutch cybersecurity governance, fragmentation is predominantly
described as an obstacle which has to be overcome. A negative narrative
around the concept of fragmentation in the Dutch cybersecurity gover-
nance landscape is noticeable. Politicians, policy makers, cybersecurity
experts, in both the private and public sector, and academic experts
perceive the Dutch cybersecurity governance landscape as being frag-
mented. Fragmentation in this context refers to the fact that ministries
are considered too compartmentalised, there is a lack of information
sharing, and little clarity about roles and task divisions. These are only
some of the grievances posed by the above-mentioned group with
regards to government fragmentation in the Dutch cybersecurity
governance landscape ([12-14], 2021, 2021, [16,24,36,40-42,55,59,
65,71-74]). Due to these expressed grievances, we initiated a study into
the conceptualisation of fragmentation and how it was measured in
existing academic literature. The negative narrative around fragmen-
tation in the Dutch cybersecurity governance landscape raised the
question of how one could potentially measure fragmentation.

3. Theory
3.1. Fragmentation

Fragmentation in governance is anything but a new phenomenon. It
occurs in other transboundary policy fields, such as water management,
climate-, international- and environmental governance, the construction
and procurement industry, academia, child welfare, (im)migration,
integration, and the international governance of artificial intelligence
[1,4,11,18,21,33,35,63,83,84]. In the context of international law,
fragmentation is described as: “the increased proliferation of interna-
tional regulatory institutions with overlapping jurisdictions and
ambiguous boundaries” ([2], p. 596). Institutional fragmentation is
defined as “a situation and a process whereby different institutions
pursue governance objectives in often overlapping jurisdictional terms”
([28], p. 315). The overlap of jurisdictions and ambiguous boundaries
also corresponds with some of the concerns expressed about the Dutch
cybersecurity governance landscape [15,58,65]. The existence of too
many agencies is coined as one of the causes for fragmentation [10].
Side effects thereof are the lack of an overarching vision, the absence of
coordination among agencies, and conflicting practices and goals which
lead to various challenges [10].

3.2. Cybersecurity governance

This study focuses on fragmentation in cybersecurity governance in
the Netherlands. Cybersecurity is a transboundary policy field which is
vested with multiple ministries and organisations. Because of its trans-
boundary character, multidimensionality and interconnectedness,
cybersecurity has been referred to as a wicked problem [8]. Fragmen-
tation impairs the ability of governments to tackle wicked problems [19,
27,34,35].

Cybersecurity, or: “keeping the networked digital technologies con-
nected to that network, safe and secure” (B. [76], p. 188) requires far
more than just technological remedies. It requires interventions from a
broad spectrum of actors: from governments to end-users (B. [76]).
Cybersecurity is considered a dimension of national security [9,37,39,
57,75]. Given that governments have the highest political authority
within a state, it is the government who should be in charge of cyber-
security [82]. Yet securing cyberspace poses some challenges for gov-
ernments. Although cyberspace is not confined by political or
geographical borders [22], it is bounded by under-water and -ground
cables and servers [6]. In spite of the absence of a central government in
or over cyberspace, plenty of organisations and states do have ideas
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about norm frameworks and rules in cyberspace, which subsequently
leads to governance fragmentation [38]. Even though only states can
enforce rules in cyberspace [31], cyberspace is mostly privately owned,
which, control-wise, poses significant challenges for states [30]. Given
that cybersecurity threats and risks have the potential of tarnishing
national security, governments are considered responsible for protecting
cyberspace (B. [77]). The definition of cybersecurity which has been
retained for this paper is the one as suggested by van den Berg & Key-
molen [[76], p. 188].

Governance is defined as “the processes and interactions through
which very diverse social interests and actors create policy and pro-
cedures” “[...] with a focus on formal government institutions” ([3], pp.
4-5). Schmitter [70] places more emphasis on the processes required for
solving a conflict or problem. He refers to governance as: “a method for
solving conflicts and problems in which actors — usually a mix of public
and private ones — regularly arrive at mutually satisfactory and binding
decisions by negotiating with each other and cooperating in the imple-
mentation of these decisions” ([70], p. 552), and emphasises how
governance is also concerned with the implementation of policies, and not
just the negotiations and decision-making process ([70], p. 553).

Where governance usually refers to the content of the actions
deployed, the government refers to the body that executes the actions. In
the past few decades, the concept of governance has gone beyond the
government as a single actor. Other actors such as the private sector,
supranational organs, and societal stakeholders have gained more in-
fluence in governance [3,64].l

Brown [7] offers a definition of government which also entails
governance tasks:

“the key activity of a state and identified with a centralised body of
institutions which has a monopoly over aspects of making, moni-
toring, and enforcing a dense complex of rules, regulations and
norms covering a specified range of activities across the territory of a
state” ([71, p. 2).

The key activities mentioned by Brown [7] correspond with the three
core governance activities as recognised by the Dutch central govern-
ment. Namely, policy creation, policy implementation and policy
oversight [68]. This triumvirate, which is defined as governance by
Brown [7] and the Dutch central government, is what we will move
forward with as a definition of governance in the mapping exercise of
the Dutch cybersecurity governance landscape. An overview of the core
governance activities as recognised by the Dutch central government
can be found in Fig. 1.

3.3. Fragmentation as a concept

Fragmentation is anything but a new phenomenon and has been
discussed in a plethora of studies. Being a concept that is widely applied
in various studies, it is often accompanied with measuring instruments
and spectra suggestions. Boyne [5] defines fragmentation as the number
of separate units in a local government system or structure ([5], p. 334).

Nonetheless, fragmentation remains a relative term, no number of
units was ever assigned to the concept. It therefore remains ambiguous
what ‘many units’ exactly entail. The only clarification granted by Boyne
[5] is that the number of units is relative to the population size that is
being served by the distinct units, or the geographical area that is
covered by these units [5]. For the aim of this paper, which is to find out
whether the Dutch cybersecurity governance landscape is indeed frag-
mented, Boyne’s definition of fragmentation will be applied in this
context. In spite of its — at first sight — rather superficial nature, Boyne’s
[5] conceptualisation of fragmentation allows us to say something about

1 The core focus of this paper is the Dutch cybersecurity governance land-
scape, and the definitions mentioned here will therefore be limited to national
governance only.
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Fig. 1. The core governance activities as recognised by the Dutch cen-
tral government.

the dispersion of the organisations concerned with cybersecurity
governance within the Dutch central government, as is already being
suggested in the Dutch policy documents.

3.4. Vertical and horizontal fragmentation

A distinction is made between horizontal and vertical fragmentation
[5,23]. Whereas vertical fragmentation refers to the number of vertical
tiers of an institutional structure, horizontal fragmentation refers to the
number of organisations within a single tier [5]. It does however remain
opaque what is exactly meant when we speak of tiers. The single tier
within horizontal fragmentation could imply equivalent organisations.
Boyne [5] has created an overview which displays in which instances
horizontal fragmentation was studied. When it comes to horizontal
fragmentation, it concerned the assessment of the spending of munici-
palities, counties, or pupils, in which all units were regarded as equal
([51, p- 344). In one study, vertical and horizontal structures refer to
power relations and the distribution of power and interactions [26],
whereas another study uses these concepts for measuring budgetary
spending [29]. Horizontal fragmentation is associated with an increase
in competition because the existence of organisations is dependent upon
their performance [5]. The Dutch government identifies four tiers in
Dutch public administration. Namely: the central government, the
provinces, the municipalities and the water authorities [25]. This study
will evaluate fragmentation based on the definition granted by Boyne
[5] and the definition of tiers that has been established by the Dutch
government.

3.5. Concentration

Another angle for looking at institutional structures is through the
concepts of horizontal and vertical concentration. In this context, con-
centration implies the division of responsibilities and funding [5,23,29],
or their relative market share [32].

4. Methodology

The first aim of this article is to provide a representation of the
current strategic cybersecurity governance landscape of the
Netherlands, focused on the Dutch central government, or Rijksoverheid.
The second aim is to test whether and to what extent the Dutch cyber-
security governance landscape is indeed fragmented according to Boy-
ne’s [5] definition of fragmentation. The Dutch central government
consists of 12 ministries [67]. Firstly, all the ministries and organisations
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that fall within the central government have been collected and put
together in an table overview. The information about these ministries
and organisations and their conducts are derived from the website of the
Dutch government with information about the ministries and organi-
sations, the tasks allocated and services provided by these organisations:
Overheid.nl [61]. The websites and webpages of each organisation have
been consulted as well. Many organisations have their own website or
webpage, such as: the National Coordinator for Security and Counter-
terrorism and the Digital Trust Center [17,56]. An overview has also
been made based on all the official statements of the government
(Officiéle bekendmakingen), with the official statements and announce-
ments coming forth from the government’s journals and policy papers:
Staatscourant, het Staatsblad, Kamerstukken, Agenda’s en Handelingen
[60], filtered on the words ‘cyber security’ and the types of organisations
matching the scope of this research: ministry, office and agency ‘dienst en
agentschap’, quango” ‘zelfstandig bestuursorgaan’. The timeframe of this
separate overview spans from 2011 to 2023. The table overview with
organisations has also been supplemented with the organisations
mentioned in the most recent cybersecurity policy documents available
at the time, in which their role before, during or after a cybersecurity
incident or attack was described ([54,55]a). The organisational charts of
the ministries have been evaluated as well [43-51]. Although regional
water authorities, municipalities, provinces, and security regions also
have a(n) (in)formal responsibility for cybersecurity, they are omitted
from the scope of this research since the focus is only on cybersecurity
governance practices of the central government.

The collected organisations were labelled based on a number of
categories: the type of organisation or agency (agentschap, zelfstandig
bestuursorgaan, organisatieonderdeel), in some way concerned with
cybersecurity or not through ‘yes’ or ‘no’, the type of task(s) they
conduct: policy creation/implementation/oversight. Organisations
concerned with advice were given the same label as implementation
because the Dutch central government only recognises three core tasks
and advice falls under implementation.® The allocation to one or more of
these tasks also indicated their concern with cybersecurity governance,
as governance is defined by the central government as being policy
creation/implementation/oversight [68]. Another requirement was the
strategic dimension of governance. Organisations concerned with the
tactical or operational tasks of governance were not included. The other
categories were the domestic/international orientation of the organi-
sation, and whether the organisation was concerned with cybersecurity
within or with the central government, such as the Standardisation
Forum, who deals with the provision of standards for the exchange of
digital data (Forum Standaardisatie), and/or with cybersecurity vis a vis
society. If the latter criterium was met, they were marked as external,
even if both criteria suited the organisation. When an organisation
qualifies as both an internal and external organisation, we will count it
as an internal or external organisation based on what the majority of its
practices is concerned with, or based on what the essence of their
practices is. To illustrate an example, we will look at an organisation
which shares significant resemblances with an internal government
organisation, but which has nonetheless been counted as an external
one: Logius. Logius is an agency which falls under the Ministry of
Interior and Kingdom Relations. It is an organisation which is respon-
sible for the provision of ICT-infrastructure to public service providers,
so that citizens and (private) organisations can securely organise their
personal affairs online, for instance through DigiD [62]. In order to
make this distinction, one of the key questions which has been posed
with every organisation that is listed is: do the practices of this organi-
sation have an (indirect) effect on the cybersecurity of Dutch society?
Because Logius is, among other things, concerned with facilitating a
secure digital gateway for Dutch society, it has been categorised under

2 See: [80].
3 This has been confirmed by our sources at the central government.
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policy implementation. Since the focus of this research is cybersecurity
governance towards society, we have decided to only display the
so-called external organisations in the overview (Fig. 2).* In the over-
view that resulted from this exercise, colour codes and fonts were allo-
cated to the overview.

4.1. Quasi ngo’s (Zelfstandige bestuursorganen)

Zelfstandige bestuursorganen (zbo’s) or ‘quangos’ [79,80], are in-
dependent organisations that conduct a government task. Usually this
concerns a commanding/authoritative (gezagvoerende) task. The min-
ister under which the zbo falls, is responsible for overseeing the outcome
of the policies conducted by these zbo’s [69]. In total there are 141 zbo’s
in the Netherlands, of which three are concerned with cybersecurity
governance:

- The Authority for Nuclear Safety and Radiation Protection (Autoriteit
Nucleaire Veiligheid en Stralingsbescherming, ANVS);

- The Dutch Data Protection Authority (Autoriteit Persoonsgegevens);

- The Central Bank of the Netherlands (De Nederlandsche Bank).

4.2. Agencies (agentschappen)

Agencies or agentschappen, are part of a ministry but work on an
independent basis, and are reimbursed by the central government for
their products and/or services. Currently there are 28 agencies within
the central government [66]. Five of the 28 agencies are concerned with
cybersecurity governance:

- Rijkswaterstaat;

- The Dutch Authority for Digital Infrastructure (Rijksinspectie Digitale
Infrastructuur);

- Shared Service Center ICT (SSC-ICT);

- Logius;

- DICTU.

The exercises described above have ultimately led to a total of 36
organisations over the following seven ministries:

The Ministry of Interior and Kingdom Relations;

The Ministry of Foreign Affairs;

The Ministry of Justice and Security;

The Ministry of Defence;

The Ministry of Economic Affairs and Climate Policy;
The Ministry of Finance;

The Ministry of Infrastructure and Water Management;

Fig. 2 provides an overview of The Dutch Cybersecurity Governance
Landscape. If an organisation is concerned with more than one task, the
contour of the cell in the overview is coloured accordingly. An example
is De Nederlandsche Bank, the first organisation shown under the Min-
istry of Finance, which besides policy oversight (blue) is also concerned
with policy implementation (purple frame).

In 2024, the Network and Information Systems 2 (NIS 2) Directive
[20] will lead to significant changes in the cybersecurity governance
landscape as it is concerned with a broad scala and number of

4 The following internal organisations have been omitted from the scope
because they were predominantly concerned with internal cybersecurity
governance practices, i.e. within the central Dutch government: the CISO’s of
each ministry; CIO (Interior and Kingdom Relations); CIO-Rijk (Interior and
Kingdom Relations), SSC-ICT (Interior and Kingdom Relations); Forum Stand-
aardisatie (Interior and Kingdom Relations); Adviescollege ICT-toetsing (Inte-
rior and Kingdom Relations), and lastly BVA Rijk (Interior and Kingdom
Relations).
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organisations. This landscape should therefore in no way be treated as
conclusive and should rather be considered a snapshot.

4.3. Verification

This landscape has been discussed at length with well-placed sources
of the Dutch central government who have pointed out and clarified the
errors and shortcomings of the overview, and have recommended
additional policy documents which had not evolved from our search
criteria. Based on this advice, some actors and organisations have been
added or omitted from the landscape, or there has been a shift or
addition in the type of tasks performed by these organisations. Some
advice has not been adopted. An example is the suggestion for including
all Policy Directorates or equivalents thereof. Although the scope of this
research indeed is cybersecurity governance policy, and such di-
rectorates within ministries are indeed responsible for policy matters in
general for the entire ministry, it would seem more than logical to add
these by default. However, some policy directorates are so minimally
involved in cybersecurity governance policy under the current Network
Information Systems (NIS) framework, that inclusion in this cyberse-
curity governance overview seemed too far-fetched. The purpose of this
overview is to demonstrate organisations and actors that have a prom-
inent role in the creation, implementation, and oversight of cyberse-
curity governance policies, and that are also part of the central
government. It is self-evident that a greater number of organisations and
actors is also concerned with information security. Yet the two should
not be confused or put under the same denominator, as cybersecurity
goes beyond information security (cf. J. [78]; cf. [81]). Nonetheless,
some roles may significantly change or be added after the imple-
mentation of the NIS 2 Directive.

5. Analysis

The following section includes the cybersecurity governance land-
scape that has derived from the mapping exercise as per described in the
methodology. Subsequently, this section will touch upon the ministries
and their corresponding organisations that are part of the Dutch
cybersecurity governance landscape, and that are displayed in Fig. 2.°

5.1. The Ministry of Interior and Kingdom Relations

Within the Ministry of IKR, eleven organisations are concerned with
cybersecurity governance. Seven out of eleven are engaged with
cybersecurity governance within the central government: Chief Infor-
mation Office, CIO-Rijk, SSC-ICT (Shared Service Center ICT), the
Standardisation Forum (Forum Standaardisatie), the Advisory Board for
ICT Review (Adviescollege ICT-toetsing), the Security Authority of the
Central Government (BVA Rijk), and the Chief Information Security
Officer (CISO). The other three organisations are concerned with
cybersecurity governance as per the definition followed in this research
paper: policy creation, implementation, and oversight vis a vis society.
These organisations are: The General Intelligence and Security Service
(Algemene Inlichtingen- en Veiligheidsdienst, AIVD), Logius, and the Na-
tional Office for Identity Data (Rijksdienst voor Identiteitsgegevens).

5.2. The Ministry of Foreign Affairs
The Ministry of Foreign Affairs has two organisations concerned with

cybersecurity governance: Security Policy Directorate (Directie Veiligh-
eidsbeleid) and the Crisis Coordinator.

5 Feel free to contact the researchers for the full dataset of organisations.
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Fig. 2. Overview of the Dutch cybersecurity governance landscape.

5.3. The Ministry of Justice and Security

Eight organisations that belong to the Ministry of Justice and Secu-
rity are concerned with cybersecurity governance: The National Coor-
dinator for Security and Counterterrorism (Nationaal Coordinator
Terrorismebestrijding en Veiligheid, NCTV), The National Cyber Security
Center (NCSC), of which the NCTV is the cybersecurity policy employer
[52,53], the Ministerial Crisis Management Committee (Ministeriéle
Commissie Crisisbeheersing, MCCDb), the Interdepartmental Crisis Man-
agement Committee (Interdepartementale Commissie Crisisbeheersing,
ICCb), The National Core Crisis Communication Team (Nationale Ker-
nteam Crisiscommunicatie, NKC), the Public Prosecution Service
(Openbaar Ministerie, OM), The Dutch Data Protection Authority
(Autoriteit Persoonsgegevens, AP), and the National Police (Nationale
Politie).

5.4. The Ministry of Defence

The Ministry of Defence has five organisations concerned with
cybersecurity governance: The Defence Cyber Security Center (DCSC),
the Defence Cyber Commando (DCC), The Royal Marechaussee (KMar),
the Military Intelligence and Security Service (MIVD), and two organi-
sations that fall under the Directorate General Policy (DGB), including
the DGP itself.

5.5. The Ministry of Economic Affairs and Climate Policy

The Ministry of Economic Affairs and Climate Policy has five

organizations that are concerned with cybersecurity governance: The
Dutch Authority for Digital Infrastructure (Rijksinspectie Digitale Infra-
structuur, RDI), The ICT Implementation Office (Dienst ICT Uitvoering,
DICTU), the Digital Trust Center, Dcypher, and lastly the Computer
Security Incident Response Team for Digital Service Providers (CSIRT
DSP).

5.6. The Ministry of Finance

The Ministry of Finance hosts two organisations that are concerned
with cybersecurity governance. The Nederlandsche Bank (DNB) and two
organisations that are categorised under The Dutch Tax Services
(Belastingdienst): Team Security, Continuity and Privacy (TSCP), and the
Fiscal Information and Investigation Service (Fiscale Inlichtingen- en
Opsporingsdienst, FIOD).

5.7. The Ministry of Infrastructure and Water Management

In this ministry, four organisations are concerned with cybersecurity
governance: The Authority for Nuclear Safety and Radiation Protection
(Autoriteit Nucleaire Veiligheid en Stralingsbescherming, ANVS), Rijkswa-
terstaat (the executive agency of the ministry), The Human Environment
and Transport Inspectorate (Inspectie Leefomgeving en Transport, ILT) and
the Departmental Coordination Centre for Crisismanagement (Departe-
mentaal Coordinatiecentrum Crisisbeheersing, DCC-IenW).
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6. Findings
6.1. Horizontal fragmentation

The Dutch cybersecurity governance landscape allows us to evaluate
both horizontal and vertical fragmentation as per the definitions pro-
vided by Boyne [5] and the Dutch government.

Given that horizontal fragmentation entails the number of organi-
sations within a single tier, we can establish that when taking the Dutch
governments’ definition of a tier into account, the central government
can be considered one tier. The horizontal fragmentation of the Dutch
central government therefore entails all the organisations that are part
of the Dutch cybersecurity governance landscape. This allows us to
derive the following observations from the overview in Fig. 2. The or-
ganisations concerned with the governance of cybersecurity are divided
over seven ministries. When looking at each ministry individually, the
number of organisations that fall under each ministry would also ac-
count for the horizontal fragmentation of the cybersecurity governance
landscape, as this corresponds with the Dutch governments’ definition
of a tier. The 29 organisations and ministries depicted in the overview
belong to the same central government tier. Therefore, the total of or-
ganisations that can be categorised as horizontally fragmentated can be
achieved through adding the ministries to the number of organisations
that fall under each individual ministry, as can be seen in Table 1.

From the count in Table 1. and based on Boyne’s definition of frag-
mentation explained above, and the definition of a tier as provided by
the Dutch government, we can conclude that the Dutch cybersecurity
governance landscape is horizontally fragmented.

6.2. Vertical fragmentation

According to Boyne [5] vertical fragmentation entails the number of
vertical tiers of an institutional structure [5]. Because of the Dutch
Government’s definition of a tier, vertical tiers in the Dutch case would
imply the inclusion of organisations in the provinces, municipalities,
and water authorities. The organisations that would concern cyberse-
curity governance on a provincial, municipal, and water authority level

Table 1
Fragmentation of the Dutch cybersecurity governance landscape measured.

Central Government level

Horizontally 7 (ministries)
Vertically 0

Ministry level

The Ministry of Interior and Kingdom Relations

Horizontally 3
Vertically 0
The Ministry of Foreign Affairs

Horizontally 2
Vertically 0
The Ministry of Justice and Security

Horizontally 8
Vertically 0
The Ministry of Defence

Horizontally 5
Vertically 0
The Ministry of Economic Affairs and Climate Policy
Horizontally 5
Vertically 0
The Ministry of Finance

Horizontally 2
Vertically 0
The Ministry of Infrastructure and Water Management
Horizontally 4
Vertically 0
Total fragmentation

Horizontally 29
Vertically 0
General fragmentation 29
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have been omitted from the scope of this research, and therefore the
Dutch cybersecurity governance landscape is not vertically fragmented.
This claim does however hold the caveat that this inference is based on
the strict definition of the Dutch government which has been used as a
lens for this research. In terms of general fragmentation, which is the
sum of the horizontal and vertical fragmentation, we can state that the
landscape is generally fragmented. In the case of cybersecurity gover-
nance on a strategic level, this number accounts for 29 units or orga-
nisations. We can therefore conclude that the Dutch cybersecurity
governance landscape is significantly horizontally fragmented, and not
vertically fragmented. In terms of general fragmentation, the landscape
can be considered fragmented.

6.3. Horizontal concentration

The cybersecurity governance tasks have been divided over three
categories: policy creation, implementation and oversight. Table 2 dis-
plays the inferences that can be made about the horizontal concentration
of the Dutch cybersecurity governance landscape.

When looking at horizontal concentration per policy section or type
of organisation, the concentration of the number of organisations that
are concerned with policy implementation (24) among ministries is
significantly higher than policy creation and oversight, which account
for 3 and 6 organisations respectively. Organisations concerned with
internal cybersecurity governance are relatively fragmented (13), yet
the majority falls under the Ministry of Interior and Kingdom Relations
(7), and the other 6 internal organisations are the CISOs which are
spread over the other ministries.

From this overview it can be concluded that the horizontal concen-
tration of policy creation is rather high as it is divided over three or-
ganisations. Whereas the horizontal concentration of policy
implementation is significantly low, as it is divided over 24 organisa-
tions. Policy implementation is therefore, in contrast to policy creation,
rather dispersed. Policy oversight on the other hand is quite horizontally
concentrated as this governance task is prevalent in 6 organisations. The
numbers that are accompanied by an asterisk indicate that this number
includes an organisation which is, besides being categorised as policy
creation-, implementation, or oversight, also accompanied by a different
frame colour which implies that it cannot be categorised under just one
governance task. The overviews and the conclusions that can be derived
from Tables 1 and 2 are not intended for making a value judgment about
the quality of concentration, and merely serve as observations that can
be made based on the Dutch cybersecurity governance landscape in
Fig. 2. Given the absence of vertical fragmentation when following the
definitions as given by Boyne [5] and the Dutch government, we are not
reflecting on the vertical concentration of the Dutch cybersecurity
governance landscape.

7. Conclusion

In this research, the aim was to assess whether the Dutch cyberse-
curity governance landscape is indeed fragmented as per Boyne’s
theoretical lens and methodology for assessing fragmentation (1992).
Based on the mapping of this governance landscape, it set out to measure
fragmentation based on the number of units or organisations that are
concerned with cybersecurity governance in the central government on
a strategic level. This study has found that based on Boyne’s [5] notion
of fragmentation and the Dutch governments’ definition of tiers, the
Dutch cybersecurity governance landscape of the central government
can indeed be regarded as (horizontally) fragmented.

Based on the total count of 29 organisations in the central govern-
ment that are concerned with cybersecurity governance on a strategic
level, we can conclude that the Dutch cybersecurity governance land-
scape is indeed fragmented. Due to the focus of the research on one of
the tiers of the Dutch government, namely the central government, the
Dutch cybersecurity governance landscape is considered horizontally
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Table 2

Fragmentation based on policy section or type of organisation.
Ministry Policy creation Policy implementation Policy oversight Agencies Quangos
The Ministry of Interior and Kingdom Relations 0 3 1* 1 0
The Ministry of Foreign Affairs 1 1 0 0 0
The Ministry of Justice and Security 1 6 1 0 1
The Ministry of Defence 0 5 0 0 0
The Ministry of Economic Affairs and Climate Policy 1= 5* 1 2 0
The Ministry of Finance 0 2% 1 0 1
The Ministry of Infrastructure and Water Management 0 2 2 1 1
Total 3 24 6 4 3

fragmented, and not vertically fragmented.

When looking at horizontal concentration per policy section or type
of organisation, the concentration of the number of organisations that
are concerned with policy implementation (24) among ministries is
significantly higher than policy creation and oversight, which account
for 3 and 6 organisations respectively.

When it comes to governance tasks, the horizontal concentration of
policy creation is rather high as it is divided over three organisations.
Whereas the horizontal concentration of policy implementation is
significantly low, as it is divided over 24 organisations. Policy imple-
mentation is therefore, in contrast to policy creation, rather dispersed.
Policy oversight on the other hand is quite horizontally concentrated as
this governance task is prevalent in 6 organisations. This implies that
policy implementation is a more fragmented feature of governance than
policy creation and oversight are.

The findings of this research suggest that the statements mentioned
earlier about the Dutch cybersecurity governance landscape being
fragmented are legitimate, albeit on a central government level when it
concerns cybersecurity governance practices on a strategic level vis a vis
society, and when strictly following Boyne’s [5] and the Dutch gov-
ernments definitions of fragmentation and tiers respectively.

These findings do however not necessarily accord with the griev-
ances as expressed by experts, politicians, or policy makers about the
fragmentation of cybersecurity governance in the Netherlands. To find
out more about how fragmentation potentially impacts the organisa-
tional cultures and collaborations in cybersecurity governance practices
of the central government on a strategic level, additional research is
required. Additional research is also necessary because it would allow
for a deeper understanding of the relationships and interactions among
the organisations that make up the Dutch cybersecurity governance
landscape.

Furthermore, these findings offer a deeper understanding of the legal
frameworks and their implementation as policy creation, implementa-
tion and oversight are flowing from the applicable legal frameworks and
should be in accordance therewith. An in-depth understanding of the
mapping exercise therefore allows for a better scrutiny of the frame-
works of the Dutch legislation concerned with cybersecurity gover-
nance. To illustrate this with a concrete example, we take the oversight
component of the NIS 2 directive. When more organisations within the
Dutch cybersecurity governance landscape are required to introduce
(additional) standards and practices, including e.g., pro-active reporting
on cybersecurity threats, this will involve several agencies, quangos and
government organisations. The landscape provides clarity, overview,
and insight in how cybersecurity governance is administered and
distributed over a variety of organisations within the Dutch central
government.

7.1. Limitations and future research

This article deals with a measurable conceptualisation of fragmen-
tation. Namely, the number of organisations within the ministries of the
Dutch government which are concerned with cybersecurity governance.
This does not allow us to provide value laden statements on how frag-
mentation is experienced by members of these organisations, or whether

the current state of the institutional architecture should be altered. To
carefully assess the character of intergovernmental relations and the
possible implications of fragmentation in cybersecurity governance, the
next step would be to test the fragmentation claims through conducting
interviews with public officials in the organisations that are displayed in
the Dutch Cybersecurity Governance landscape in Fig. 2, to find out how
they experience the fragmentation of this landscape.
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