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Introduction

Surveillance as a contemporary issue

In June 2013, former NSA contractor Edward Snowden disclosed
details of NSA mass-surveillance programs sparking widespread public
outrage. Snowden released a series of classified documents that reported
on global surveillance programs developed by the NSA (and other

state agencies such as the British GCHQ), which familiarised the public
with a range of sophisticated interception technologies and systems for
data monitoring. The most striking example given by Snowden was
the PRISM-program’ through which the NSA was able to tap into the
servers of the largest internet corporations.' The leaks explicated how
common, everyday consumer technologies such as apps, plugins and
regular security updates serve as sources for data harvesting and analysis
for the NSA. Privacy and security became public concerns, rather than
the reserve of lawyers and advocacy organisations. In the aftermath of
the affair, journalists discussed what kinds of concepts would be suitable
to describe this phenomenon (Berger 2014; PEN American Center
2014), and news outlets focussed on the available tools for enforcing
online privacy (Dredge 2013; Wood 2014). The Chaos Computer
Club, Europe’s largest association of hackers stated to be ‘speechless’
after the disclosures (30C3, 2013). Their yearly Chaos Communication
Congress had no motto, indicating that even these experts thought
that this phenomenon required a moment of reflection. The NSA
affair, momentarily at least, stimulated people to reconsider internet
surveillance and its implications for social life.

Surveillance is a complex phenomenon that is not easy to see or feel,
yet, it is important. Surveillance scholars have been arguing for decades
that surveillance is ‘the dominant organizing practice of late modernity’
(Ball, Haggerty and Lyon 2012, 1). According to them, developments
in data handling have lead to changes ‘on a scale comparable to the
changes brought by industrialization, globalization or the historical
rise of urbanization’ (ibid.). At the same time they have pointed to the
difficulty of tackling surveillance due to its ubiquity and normalization

1 Microsoft, Yahoo, Google, Facebook, AOL, Skype, PalTalk, YouTube en
Apple.
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(ibid., 9). Because if surveillance is everywhere and normal, it becomes
harder to grasp the problem.

Therefore, my central question in the dissertation is: How is
surveillance made public? The NSA affair is one key example of how
surveillance is being ‘made public”: these revelations made surveillance
visible, politicised and a topic of fierce public debate. Edward Snowden
is probably the most famous and infamous anti-surveillance activist and
whistle-blower.? However, there are other examples of efforts through
which surveillance is being made visible which operate in less public
spheres. There is a broad plethora of technologies, tactics, and strategies
employed by people concerned with surveillance that try to highlight
these issues. Similar to awareness raising for environmental and medical
issues, many projects raise awareness about surveillance: they bring data
monitoring to the fore for individual internet users and larger publics.
Some of these projects provide also countermeasures. Informational
and tactical activism which deals with internet surveillance is my central
concern. Therefore, in this PhD thesis the NSA disclosures form part of
a larger story in which surveillance is rendered visible at different scales
and by different methods.

This PhD thesis takes as its starting point changing practices of
surveillance, and reflects upon the implications thereof for the dynamic
field of Surveillance Studies. The interdisciplinary field of ‘Surveillance
Studies’ looks at ‘surveillance’ as a shared research orientation. My point
of departure is the aforementioned problem of ‘tackling surveillance”:
Which particular tactics and knowledge practices are required in order
to make the phenomenon of surveillance tangible and public? This
study claims that in light of recent rapid developments and disclosures
of practices of surveillance, an updated perspective on how things are
made public is required.

This focus on ‘making public’ is borrowed from the exhibition
and subsequent publication Making Things Public: Atmospheres of
Democracy (Latour and Weibel 2005) and scholarly work in the field
of Science & Technology Studies (STS) which followed. This line of
scholarly work explores the ‘material dimensions’ of contemporary
publics (Marres and Lezaun 2011; Marres 2012a; Ruppert 2015). The
emphasis on material means that this strand of thinking pays particular
attention to the active role of devices and material artefacts in shaping
how publics and public problems are organised and articulated. I take
this perspective from STS and bring it into conversation with the
field of surveillance studies. I discuss several interventions that render
surveillance visible in the public domain and pay extra attention to the

2 The United States have charged him of violating the Espionage Act of
1917, but his intervention has been recognised by numerous awards and
nominations (Wikipedia 2016).
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devices that are deployed in these endeavours.

This conversation is productive because insights into the
materiality of publics, especially those articulated in STS, are
particularly useful to think about interventions regarding surveillance:
since surveillance consists of technical and often secret processes,
‘rendering surveillance visible’ inevitably requires a form of translation.
In this translation, devices can play a formative role. Mobilising notions
of what can be considered ‘material publics’ for surveillance studies
allows me to not only show some of the material dimensions of how
surveillance is rendered ‘visible’, but also explain how surveillance is
re-appropriated and repurposed. In the process of turning surveillance
into a matter of concern, surveillance becomes ‘datafied’ itself. As a
consequence, ‘surveillance data’ becomes a resource for public purposes.
[ use the term ‘public matter’ to describe the double effect of rendering
visible and creating material to be used in new manners.

During my PhD research I have encountered both optimistic
stories about the power and effects of anti- or counter-surveillance
activism (Mann and Ferenbok 2013; Van ‘t Hof et al. 2012), and
pessimistic conclusions that the overall effect of this form of activism in
terms of system change is minimal (Monahan 2006). The impact of this
kind of activism is not always easy to measure. These projects operate
in a difficult context in which surveillance is being normalised, and
legitimated as a counter against terrorism.’ It is also not my aim to do
an impact assessment on this form of activism. This study allows me to
tell another story about interventions with surveillance which results
in a different (potentially collaborative) position. Surveillance as public
matter means acknowledging the contribution that these interventions
make or could make to surveillance research itself.

The dissertation is structured as follows: Chapter one is dedicated
to “Tackling internet surveillance”. The chapter starts with a few
short examples of tackling surveillance on a practical level. I briefly
introduce these interventions that expose surveillance in order to
introduce my main research concerns. I will outline the environments
in which these projects are developed by situating these projects as
part of ‘critical internet cultures’ and ‘hacker cultures’ (Coleman 2013;
Lovink 2002; McQuillan 2013). I subsequently discuss the field of
Surveillance Studies, because it has tackled surveillance, including those
who counter it, on a more conceptual level. The field of Surveillance
Studies has surveillance as its core subject matter, and I discuss how
my objects of study relate to its dominant concerns. Specifically, I will

3 See forinstance the interview with the Head of the Dutch intelligence
agency Rob Bertholee in De Volkskrant who equates defending privacy
with ‘permitting’ the potential happening of terrorist attacks (Modderkolk
2016).
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highlight problems with the concept of ‘sousveillance.’ ‘Sousveillance’ is
a term that captures the practice of ‘surveillance from below’ or indeed
‘watching the watchers’. However, [ argue that the use of the concept
of sousveillance is limited, especially if one wants to study and theorise
a particular dimension of sousveillance: the research activities and
methods by its practitioners. Moreover, the notion of sousveillance

is also ultimately related to the notion of panoptic power (Foucault
1977), and many within surveillance studies have called for conceptual
revisions beyond the panopticon against the background of new
information technologies (Caluya 2010; Deleuze 1992; Haggerty and
Ericson 2000; Lyon 2006; Murakami Wood 2007; Simon 2005). I focus
primarily on the argument that the notion of the ‘assemblage’ could be
productive for surveillance studies (Haggerty and Ericson 2000; Lyon
2006). I extend this discussion by posing the question how assemblage
theory would work out for the (activist) counterpart of surveillance —
sousveillance — but I also argue that we need to specify the assemblage
repertoire. That is, we need concepts to account for the various critical
internet practices and methods that expose surveillance. The chapter
concludes therefore with a proposal to revisit sousveillance in different
terms, terms that can account for the processes behind ‘making
surveillance public’.

In chapter two, “Devices for making surveillance public”, I build
upon the challenges outlined in chapter one. Specifically, I propose to
take inspiration from STS, and assemblage-oriented approaches in the
form of Actor Network Theory (ANT), for the study of sousveillance.
This is in line with a call for methodological diversification in
surveillance studies in the past (Martin, Van Brakel and Bernhard 2009;
Wood 2003; Murakami Wood 2007) and with an on-going movement
of including ANT in surveillance studies (Ball 2002; Grommé 2015;
Martin, Brakel and Bernhard 2009; Murakami Wood 2007; Timan
2013). I contribute to that movement by providing a detailed discussion
of which particular version of ANT is productive for surveillance
studies, considering my particular subject matter. I consider ANT as
an approach that helps to make space for the vocabularies and ideas
of actors under study in the framing of the analysis (Latour 2015) and
as an adaptable repository of terms that allows for theoretical shifting
(Mol 2010). Important for my work is the way ANT has put forward
the notion of the ‘device’ and the way ANT approaches have produced
descriptions of trajectories of ‘making things public’ (Latour and
Weibel 2005). The notion of ‘material publics’ is especially crucial to
the dissertation because it helps conceptualising the role of ‘surveillance
data’ in the public. In other words, this dissertation presents an
argument of how including ANT into surveillance studies can be
made productive. The result is a different vocabulary and therefore a
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different way of working with sousveillance. I conclude chapter two
by introducing my case studies, the issues around data collection they
address, and how ANT feeds into that.

Chapter three, “A forensic device for activism: How activists
use metadata tracking for the production of public proof”, is the first
case study in which I implement this focus on devices and surveillance
as public matter. This chapter is an inquiry into the ‘laboratory’ of
sousveillance practitioners. InformaCam allows mobile phone users
to manage metadata in images and videos. The circulation of image
metadata can cause surveillance risks, but InformaCam helps human
rights to capture and store the data for evidentiary purposes. In this
chapter, I propose InformaCam should be interpreted more specifically
as a ‘forensic device’. By using the conceptualisation of forensics as the
art of public proof giving (Weizman et al. 2010) and work on devices
of demonstration (Barry 1999; Callon 2004), [ show how InformaCam,
through a range of interventions, establishes a translation: it re-
arranges metadata into a technology of evidence. It ‘hacks’ the problem
of surveillance and turns it into working material for human rights
activism.

Chapter four, “Transparency devices and leaked data: Sites for
radical expertise?” presents a study on WikiLeaks. Whereas chapter
three focused on the notion of the device, this chapter focuses on the
notion of the public. WikiLeaks is the kind of organisation that in
sousveillance theory serves as an example of ‘undersight’ (Van Buuren
2013). Others have said WikiLeaks carried a promise of ‘radical
transparency’ (Birchall 2014; Heemsbergen 2014). This chapter provides
a critical discussion of sousveillance methods, this time by focussing on
the implications of leaked data. I discuss a range of ‘working practices’
relating to ‘dealing with surveillance data’ in the context of leaks. I
build on the notion of the ‘data public’, implying that digital devices
reconfigure the production of expertise and play a constitutive role in
how a public is enacted (Ruppert 2015) and reflect upon the role of
tools and data practices around Wikileaks. The argument that I develop
is that WikiLeaks should be seen as an experiment in radical expertise. It
is an experiment in unauthorised knowledge production that requires
investigatory data subjects.

In Chapter five, “Turning a safety tool into a microscope:
Tracking the trackers”, I show how a ‘sousveillance lab’ transforms
surveillance into public material: it enables researchers to study online
tracking. The browser plugin Ghostery detects online trackers and
makes them visible. But it does more than give people a warning:
it is also analysing the trackers. Building upon work of the Digital
Methods Initiative (DMI), which specialises in repurposing web
devices for research (Rogers 2009b), I use a tool that is built on top of
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Ghostery, the ‘“Tracker Tracker’, to map trackers on websites of the
Dutch government. I build on Marres’ work (2012b) around ‘material
participation’ to argue that this device has a particular social-technical
way of dealing with web tracking. Through the case study I reflect
upon how Ghostery participates in in defining surveillance. First, it
operates as an issue device, through its way of defining and ranking
trackers, and second, as a research device, as a material research agent. In
this way, I discuss how Ghostery, by making web tracking mechanisms
transparent, empirically and conceptually, contributes to a very specific
understanding of contemporary consumer surveillance.

In Chapter six “Leaky apps and data shots: Technologies of
leakage and insertion in NSA surveillance”, I flesh out the conceptual
benefits of surveillance as public matter. The chapter deals with the
NSA files, disclosed by Edward Snowden from June 2013 onwards. I
build on a particular research trajectory within Surveillance Studies.
Here I refer to the reconceptualisation of notions of surveillance
as a response to the introduction of new technologies. I bring that
discussion into conversation with the NSA files. By drawing on a
set of news publications about the NSA files, I highlight two ways in
which the NSA, or occasionally the GCHQ, has captured data. The
first consists of a list of programs that extract data because internet
technologies ‘leak’ data. The second is a list of ‘devices that insert’, for
instance, malware. [ have done this to conceptualise two distinct forms
of movement, leakage and insertion, by which data are captured by
NSA programs. Inspired by the works of Wendy Chun (2013) and Jussi
Parikka (2007), I discuss the (theoretical) questions for each form and
conclude by pointing out future sites of research for surveillance studies
and publics in the context of surveillance.

In chapter seven, “Conclusion: The materiality of surveillance
made public” I formulate conclusions about the various surveillance
awareness projects regarding their different settings and their styles
of activism, their contribution to sousveillance analyses in particular,
and what their (socio-technical) working environment means for the
kind of publics they constitute. I explicate why and how they turn
surveillance into ‘public matter’, into ‘issuefied’ and public working
material that critical internet cultures re-appropriate, and make
practical suggestions for possible future research directions in the study
of surveillance and surveillance publics.









| Tackling internet surveillance

1.1 Introduction: Getting to know the field

It was only after participating in workshops about surveillance
technologies that I noted that a particular attitude towards technologies
often called ‘hacking’ was directed towards surveillance problems,
and that it practiced particular ways of ‘knowing surveillance’. People
would not only dissect what surveillance was made of, technically
speaking, but they would continue to give it their own twist. For
example, a workshop organised by ‘net artist’ Heath Bunting on digital
identities and citizenship (see also Fletcher et al. 2011) built on his
research into the various digital databases that form the building
blocks of contemporary corporate and governmental surveillance.
Bunting mapped the databases in which people are included or
excluded. He subsequently re-appropriated them for subversive ends:
via his workshops he helped participants to design, create and ‘take
on’ alternative identities. If one knows that being registered in data
database X gives you access to service Y, one can build new identities
from scratch. This allowed people to create fictive identities that can
do real things. In other words, by creatively using the knowledge about
databases these workshops explore the options to live through the
surveillance society in a different manner.

Other workshops combine this emphasis on insight and agency
by teaching people how to intervene through code and devices.
For instance, people like Julian Oliver and Danja Vasiliev (see also
Zandbergen, April 2013) offer workshops in the basic steps of hacking.
These workshops allow people to play with basic hacking tools such as
‘network sniffers’ that allow one to read network traffic. In this way,
participants are invited to practice surveillance themselves, which,
in turn generates insight. Workshops like these make networked
communication tangible and understandable and show one how easy
surveillance can be conducted if communication is not encrypted by
users or service providers.
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There are also online projects that ‘demonstrate’ surveillance is taking
place. They take the shape of reports or visualisations of (systematic)
examples of data monitoring and interception, such as the ‘Open
Observatory of Network Interference’ (OONI), which measures
network interferences. Others visualise online tracking in real time, for
example the browser add-on ‘Lightbeam’ shows you which third parties
are actively tracking you on the web. In some cases, these and similar
mapping projects are combined with technological modifications

to interrupt or block data monitoring by installing plugins or using
encryption. Again here, rendering surveillance visible is closely
connected not only to the capacity to form insight, but also to the
capacity to subvert.

Such interventions that have data monitoring as their target
constitute rich and interesting objects of study. They ‘display’ what
is going on behind the front-end of the computer and articulate data
monitoring practices as a problem worthy of public attention and
action. Moreover, this knowledge is not necessarily acquired or shared
within academic institutions, but in settings such as art institutions,
hacker conferences, and technology collectives, both offline and online.
Despite not being part of the ‘official’ knowledge institutions, these
interventions produce their own knowledge repositories and provide
occasions to share and learn about concrete surveillance practices.

For somebody coming from Science and Technology Studies and
Philosophy, this was a most interesting intersection: a particular niche
of knowledge practices conducted in the public domain, in need of
further exploration.

These workshops, including their emphasis on insight and
agency, and their aspiration to make a critical intervention in relation
to contemporary practices of surveillance, inspired the topic of this
dissertation. In this dissertation, I present an analysis of a variety of
interventions that all share a common concern: to tackle surveillance.
This chapter is dedicated to outlining what it means, practically and
conceptually, to ‘tackle surveillance.’ I then proceed to explain how
Surveillance Studies have theorised such interventions, and how they
have struggled with the concept of surveillance itself. Throughout
the chapter I argue that the concepts within Surveillance Studies are
not addressing important aspects of these interventions, like their
particular methods. In short, if we want to understand an important
range of critical internet practices we need another way of looking. I
conclude this chapter by suggesting that we need a different conceptual
vocabulary. In subsequent chapters, I provide and implement this
vocabulary.
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1.1.1 Critical interventions with internet technologies

According to anthropologists and media critics, critical interventions
with the internet are part and parcel of a particular internet ‘milieu’.
Writing in the early 2000s, Geert Lovink theorised the emergence

of ‘critical internet culture ‘critical Internet culture can positioned

at the crossroads of visual art, social movements, pop culture and
academic research. Its interdisciplinary intention is to both intervene
and contribute to the development of new media’ (Lovink 2002, 17).
Since then, several terms have been brought forward to describe
critical or interventionist and technology-oriented acts (often laid out
in manifestos). For example, the notion of ‘tactical media’ was coined
in the late 1990s to refer to exactly those kinds of media practices that
are interventionist and subversive, and often include an artistic touch
(Carcia and Lovink1997). Another one is ‘critical engineering’, referring
to an approach in which dependencies on technology are exposed and
dismantled, and often proceeding without authorisation from those
who produce the technology in question. As the Critical Engineering
Working Group (2011) states: “The greater the dependence on a
technology the greater the need to study and expose its inner workings,
regardless of ownership or legal provision’. An even more politically
loaded term is ‘hacktivism’, a term that describes (disruptive) hacking
in order to effectuate political and social change (Cult of the Dead Cow
2001).

This interventionist dimension is one of the core elements of
what anthropologist Gabriella Coleman defines as ‘hacker culture’
(Coleman 2013). She uses the term to speak about practices that exhibit
a subversive attitude towards computers and networked culture (see
also Lovink and Riemens 2013; Maxigas 2014a). The term ‘hacker’
might be most strongly associated with criminal acts. Coleman,
however, transcends the stereotypical image of the masked, hooded
hacker bent over a battered laptop in a darkened room, and uses the
term to refer to ‘computer aficionados driven by an inquisitive passion
for tinkering and learning technical systems, and frequently committed
to an ethical version of information freedom’ (Coleman 2013, 3).
Coleman further specifies her understanding of hackers when she
discusses how hackers practice a ‘politics of technology’. Sociologists
of science and technology have in the past conceptualised the capacity
of technology to be the site of political ordering and contestation.
Coleman refers to Langdon Winner’s famous work ‘Do Artifacts Have
Politics?’ (1980), in which Langdon Winner presents the Long Island
bridge as a tool for social segregation: through its height, the materiality
of the bridge could prevent public transport from going through (as the
buses were too high). She argues that, like bridges, the internet is also

n
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part of an infrastructure, a site of ordering, and that hackers take part in
this process:

Winner famously states, the politics of technology are about “ways of
building order in our world,” then hacker and geek politics are geared
toward reordering the technologies and infrastructures that have
become part of the fabric of every- day life. A close corollary is that
geeks and hackers often care deeply about and intervene in a networked
infrastructure that can be, at some level, reordered without asking
permission of any institution or actor. In contrast to other large-scale
technologies and infrastructures, like the highway system, the Internet
is to some degree modifiable and is a site of active struggle. (Coleman
2011, 515)

According to her definition of hacker culture, hackers aim to keep this
infrastructure open. Along similar lines, anthropologist and science
studies scholar Christopher Kelty (2008) identifies the rise a typical
form of politics in the free software moment (1970-1990s). He uses the
term ‘geeks’ to describe its participants. Kelty argued that struggle on
the internet is often about the ‘site’ itself: the internet, and to an open
internet in particular. According to Kelty geeks are concerned about
surveillance and censorship because they would be devastating for
principles of the internet itself and how it is lived (Kelty 2008, 5).

The literature about interventions concerning the internet
and their environments addresses a few important themes on which
I will elaborate below: first of all, the widely-shared concern relating
to surveillance; second, the emergence of particular methods and
approaches; and third, the specificity of how publics are mediated
through technological interventions.

1.1.2 Surveillance, methods and publics

Anthropologists such as Coleman and Kelty have stressed that despite
the differences in (ideological) discourses and professional backgrounds,
hacker practices share concerns relating to surveillance and censorship.*
However, these shared concerns do not form one particular political
program. Even though techno-liberalism has put a dominant stamp

on internet culture (Kelty 2008, 55), scholars of hacking point out

4 | 'write on purpose that these are perceived recurrent concerns, and
not commonly shared concerns. Within the hacker forums it is in fact
debated whether surveillance is and should be a priority concern
when internet networks need to be established in the first place. Again
others argue that especially in the countries with a marginal internet
infrastructure, surveillance risks are even higher (Gonggrijp 2014).
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the many ideological incoherencies within (contemporary) hacker
communities. For instance, Coleman argues that hacker politics can
have both liberal and Marxist tendencies (Coleman 2011, 514). In short,
not all hackers are techno-libertarians. See for instance the hacker
events hosted in Calafou (Spain), an ‘eco-industrial, post-capitalist
colony based on a cooperativist model’ (Maxigas 2014b, 148), and
attempts to connect digital commons initiatives with institutional
policies aiming at social and economic inclusion in Barcelona (Mayo
Fuster Morell interviewed by Transnational Institute (2017)). Kelty
confirms that people that work with and build free software come
from diverging political and professional backgrounds. It is important
to emphasise that hacking is not necessarily a politically harmonious
process,® and that when we discuss practices that can be associated with
hacking, we should not presuppose a single (coherent) group in terms
of societal vision.

This diversity notwithstanding, Coleman stresses the prevalence
of certain ‘commitments’ among hackers to ‘some version of
information freedom’ (Coleman 2011, 512-13). Kelty states that geeks
share a common history of concern about legal and technical attempts at
surveillance and censorship (Kelty 2008). There is a documented history
of technical interventions to circumvent surveillance, censorship, or
perceived censorship in the form of copyright restrictions (Coleman
2009, Kelty 2008). In sum, interventions concerning surveillance
can be seen as important examples of critical internet practices. This
dissertation continues along that line of argumentation by analysing
contemporary interventions that share a concern about surveillance;
yet do not necessarily constitute a single political ideology (and which is
also not part of my study).

Second, this critical internet milieu provides a breeding space
for experimental methods and approaches. It is important to note
that there is an infrastructure for knowledge exchange. People are
networked through various meet-ups, conferences and working
spaces. There are laboratory-like places like ‘hacklabs’, ‘fablabs’ and
‘makerspaces’ (Maxigas 2014a), conferences (some attracting more than
10.000 visitors such as the Chaos Computer Club Conference (Chaos
Computer Club 2016), event-based collaborations such as ‘hackathons’
(meet-ups in which people come together to ‘hack a problem’ or to
‘build’ a tool or network), online platforms to review and build on each
others code, such as GitHub, and discussion channels such as Internet
Relay Chat (IRC)-channels and mailing lists. These infrastructures are

5 For critical analyses of hacking, hacktivism and problems of exclusion
and diversity, and attempts to redefine hacking practices through those
criticisms, see D'lgnazio et al. (2016), Hache (2014, 171), and Tanczer
(2015).
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‘cooperative channels’ of hackers (Coleman 2013, 210) and they serve as
moments for knowledge exchange and social encounters.

Such places, settings and encounters allow, according to Lovink
and Rossiter, for the emergence of specific and recurrent methods
(Lovink and Rossiter 2011). New platforms for collaboration and
forms of knowledge production may develop in the niches and margins
of network cultures (as opposed to institutionalised and commonly-
known platforms that have millions of users). However, over time, also
these alternative practices may to become standards or ‘protocols’ - by
habit. Lovink and Rossiter call this process ‘seriality’

Hacklabs, barcamps, unconferencing, book sprints, mobile research
platforms — these are all formats that through the work of seriality have
become standards for network cultures. (...) Their hit-and-run quality
might give the appearance of some kind of spontaneous flash-mob style
raid, but in fact they are carefully planned weeks, months and sometimes
years in advance. Despite the extended planning duration and intensive
meeting space of these formats, they are notable for the way in which
they occupy the vanguard of knowledge production. (Lovink and Rossiter
2011, 433)

Similarly, McQuillan refers to ‘hack-based citizen science’ as ‘artisan
science’ (2013, n.p.), knowledge practices contextualised in hacker and
occupational spaces that have the potentiality to provide prototypes
for alternative futures. The (for many people) incomprehensible terms
given to these events (e.g. ‘barcamps’, ‘unconference’) indicate already
the existence of specific esoteric ‘styles’.® This is not just hipster jargon:
research has shown important differences between the various ‘labs’,
such as makerspaces versus hackerspaces, in terms of approaches to the
politics of technology (Maxigas 2014a). Some of the more ‘radical tech
activist’ groups are also organised in an unconventional way, working
deliberately outside of corporate or state institutions and on the basis
of ‘collective organising principles’ (Milan 2013, 12). The formats

can institutionalise though, as also indicated by Lovink and Rossiter.
One example of a format that grew out of the niches and transformed
into a more widely shared standard practice is the ‘hackathon’. It is

a format for collaborative knowledge-production associated with
hacker practices but increasingly governments and companies tend to
deploy hackathons as way to organise citizen participation and data
gathering (see also McQuillan 2014). Important for this dissertation is
the attention that scholars have devoted to the specific socio-material

6 Abarcamp is a user-generated conference built on open (technology)
formats. A so called ‘unconference’ departs from the general format of a
conference because it has no predetermined speakers program but sets
the program on the fly.
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instrumentations through which things are ‘done in a certain way’. As
[ will show, paying attention to models of knowledge practices is also
relevant for understanding how surveillance is made public in critical
internet cultures.

Third, this scholarly work on hacker, geek, and network
cultures suggests that technical interventions with the internet matter
for how we should think about the publics emerging from these
interventions. Kelty even coined a dedicated term to give expression to
the activities of what he calls geeks: the ‘recursive public.” The notion
of ‘recursiveness’ is meant to give expression to the, according to
him, driving forces of many geek practice. According to Kelty, geeks
express a drive and deploy tactics to keep the internet open (Kelty
2008, 29). In social imaginaries that circulate among geeks, censorship
(and surveillance by its effect) would harm the decentralised and
open internet infrastructure (55) which also allows for the modes of
association of geeks. Within this narrative, surveillance and censorship
is considered as damaging and something to be tackled (51). Therefore
the geek public refers to itself because it aims to maintain its own
infrastructural conditions; hence, ‘the recursive public’. From his point
of view, interventions via internet technologies are techno-political
interventions that co-constitute a very specific public.

Even though Kelty might be generalising a bit, his notion of the
recursive public aims to take serious the practical work and political
sentiments of the people he has studied. By using this technical term
of ‘recursion’, he not only expresses what he thinks geeks do; since
the term also resonates with programming language, he also speaks to
the technical aspects of their work. Coleman alludes to a similar point
when she connects hacker practices to hacker publics. She mentions
that technological ‘configurations’ co-shape hacker publics, although
she adds that this happens not in a deterministic way ‘since hackers
do not exist in isolation but are deeply entangled in various distinct
institutional and cultural webs and economic processes’ (Coleman 2011,
512). Lovink and Rossiter (2012) in their manifesto-style of writing
argue that thinking about media in general should incorporate the
(collaborative) practices of network cultures, in order to keep ‘concept
production’ (within media studies) vital and engaged with its subject
matter. This dissertation shares this agenda. Concept production
around specific interventions with the internet should speak to the
practices at stake. The relation between ‘how surveillance is made
public’ and how we subsequently talk about this public formation
should be clear.
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1.1.3 Making surveillance public

I have briefly sketched these scholarly reflections critical internet
practices, partly with an introductory purpose, but also because

the three issues discussed above — surveillance being perceived as

a problem, the emergence of specific methods, and the specificity

of publics — are fundamental concerns in this dissertation. The
interventions that are the subject of this dissertation can be approached
productively by keeping these concerns in mind. They return in the
form of questions about very concrete instances. These include the
subject matter of surveillance as problematic (Which aspects of data
monitoring are selected and tackled? How is surveillance perceived
through these interventions?); the methods through which this subject
matter is turned into a perceivable problem (What instruments or
methods are being used to make things visible?), and an appreciation for
a specific terminology of publics (What do those methods mean for the
notions we assign to this intervention?) Taken together, these concerns
provide guidelines for my overall research question: How is surveillance
made public?

To address the above-mentioned concerns I merge two fields of
study, which I think are most suitable for the job. In a nutshell, I draw
Surveillance Studies (§ 1.2) and STS (chapter two) together to study and
theorise a particular kind of ‘intervention’ with the internet that media
scholars have highlighted as important to critical internet and hacker
cultures.

First, the field of Surveillance Studies provides extensive
analysis of the subject matter of surveillance. Surveillance Studies has
reflected on the concept of surveillance, and, most importantly, has
theorised interventions that ‘expose’ surveillance, under the header of
‘sousveillance’ (Mann 2004). In the rest of this chapter, I will critically
discuss this concept, its theoretical lineage, and its limitations. This
criticism of ‘sousveillance’ is followed by a discussion of conceptual
revisions within Surveillance Studies. Specifically, I will focus onthe
notion of the assemblage (Haggerty and Ericson 2000) and discuss to
what extent it provides an alternative.

Next, to account for the methods, or the how in the research
question, I draw on the field of Science and Technology Studies (STS).
STS is a field that has scientific knowledge and technology development
at its core and therefore provides analytical tools to study methods
and instruments of knowledge production. In doing that I will draw
in particular on approaches from Actor Network Theory (ANT), also
known as a study of ‘translations’ (Latour 2005b), and on its notion of
the ‘device’ (Callon 2004).

It is also through drawing on ANT that [ account for the
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theorisation of how surveillance is being made public (Latour and Weibel
2005). This is because ANT has informed a strand of philosophical
thinking that has theorised how ‘things being made public’ feed into to
‘how the public is made’ (Marres and Lezaun 2011). These reflections
on STS, ANT, and ANT’s notion of the material public, will be
discussed in the second chapter. But first, let us reflect on Surveillance
Studies.

1.2 Surveillance studies

‘Surveillance Studies’ is not a discipline. It should rather be understood
as a research area bound by a topic of interest. According to David
Murakami Wood (at the time of writing the editor-in-Chief of the
journal Surveillance & Society) surveillance studies is ‘a transdisciplinary
field that draws from sociology, psychology, organization studies,
science and technology studies, information science, criminology, law,
political science and geography’ (2007, 245). Surveillance studies is,
according to the editors of the Routledge Handbook of Surveillance Studies,
a field ‘in becoming’ since the last two decades (Ball, Haggerty and Lyon
2012, 1). Signs of this growth are the emergence of Handbooks (such
as the aforementioned), Introductions (like David Lyon’s Surveillance
Studies: An Overview (2007)), Readers (for instance The Surveillance
Studies Reader by Sien Hier and Josh Greenberg (2007), and the critical
evaluation of such attempts to summarise the field (Murakami Wood
2009). There are mapping projects that geographically plot surveillance
experts and projects. For example see the Google Maps visualisation of
surveillance scholars and projects, on the website of the Surveillance
Studies Forschernetzwerk (2013).

A few key points of reference emerge from this meta-literature.
As inspiring predecessors of surveillance studies feature Karl Marx,
Max Weber, George Simmel (as referred to in Marx 2012, xxvii),
Anthony Giddens, and James Rule (in Ball, Haggerty and Lyon 2012,
4-5; Murakami Wood 2007, 245). Historian of ideas and philosopher
Michel Foucault has been of great influence to the field (Ball, Haggerty
and Lyon 2012, 4; Marx 2012, xxviii; Murakami Wood 2009). He is,
according to Gary Marx ‘the dominant grandfather’ (Marx 2012, xxvii)
and Ball, Haggerty and Lyon go so far as to lament the existence of
“Foucault obsessed” stereotypes’ (2012, 5). Contemporary thinkers
include scholars such as Oscar Gandy, Mark Poster, Gary Marx, David
Lyon, and even more current, Kirstie Ball, Kevin Haggerty, and David
Murakami Wood.

Gary Marx demarcates surveillance studies from other, what he
calls “studies” fields’ as follows:
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Surveillance studies as a growing epistemic community is unlike most
other “studies” fields. It is not based on a geographical region, ethnicity,
gender or life style (e.g. as with urban or women’s studies). Nor is it based
on a single disciplinary, theoretical or methodological perspective (e.g.
sociology, postmodernism or survey research). Rather it is based on a
family of behaviors all dealing in some way with information about the
individual (whether uniquely identified or not) or about groups. The
social significance of the activity is in crossing or failing to cross the
borders of the person—factors which can be central to life chances, self-
concept and democracy. (Marx 2012, xxviii)

This ‘family of behaviours’ overlaps with many other fields of research.
In that sense the field is still open to a myriad of approaches and
methods (ibid., xxvii).

Because of the multiform make-up of the field, narratives that
try to bring ‘order’ in the field may vary. Sociologist David Lyon in
his book Surveillance Studies: An Overview distinguishes various ‘sites’,
or ‘areas’ of surveillance’ (2007, 25). These are ‘military discipline and
intelligence’, ‘state administration and the census’, ‘work monitoring
and supervision’, ‘policing and crime control’, and ‘consumption and
making up consumers’. Geography-oriented scholars theorise the spatial
elements of surveillance and the change of surveillance architectures
(Murakami Wood 2007). Naturally, scholars do not always agree; for
example, the relevance of the notion of ‘privacy and how it relates to
surveillance is a contested topic (Bennett 2011; Stalder 2002). According
to the editors of the Surveillance Studies Handbook, one of the ‘greatest
surprises’ for surveillance scholars is the ‘muted public response’ to
contemporary surveillance (Ball, Haggerty and Lyon 2012, 4). This
thesis responds to this last concern, but rather in an affirmative way: we
should pay extra attention to concretely articulated public responses.
However, instead of dismissing the general public and its (lack of)
response, | am interested in the interventions conducted by localised —
from Kelty’s perspective ‘recursive’ — publics that actually do stage the
problem.

The notion of ‘surveillance’ is itself a complicated umbrella
term. According to surveillance scholars, the complication with the
term begins with the kinds of actors that are conducting surveillance:
colloquially speaking, surveillance refers to monitoring by the state,
but many scholars include consumer surveillance by corporations
(Lyon 2007, 40; Pridmore 2012), and many have argued that corporate
data monitoring and state surveillance merge together (Lyon 2013).
For Donaldson and Wood, surveillance is not just about gathering
data, but it refers very specifically to ‘ordering processes that control
information, and possibilities for activity and action’ (2004, 380). For
them, therefore, surveillance has a steering or managing effect. Others,
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however, point to the fact that surveillance scholars have to be attentive
to the fact they themselves capture things as being ‘surveillance’. The
editors of the Handbook of Surveillance Studies state the following:

Surveillance scholars should also reflect on the ontological,
epistemological and political consequences of classifying something
as being of surveillance. While surveillance theory de-normalizes and
problematizes attempts by the powerful to amass information about
populations, surveillance scholars need to be mindful about what is lost as
part of that surveillance-theoretical endeavor. (Ball, Haggerty and Lyon
2012,9)

In other words, considering something as surveillance practice, and
analysing it within a conceptual framework of surveillance, is already an
epistemological decision. The way this dissertation tries to mediate this
problem is by making space for knowledge claims about and definitions
of data monitoring provided by actors that are engaged in tackling
surveillance, and thereby giving them a role in the process of concept
production (Lovink and Rossiter 2012) about their work and their
subject matter.

In what follows I argue that we need to reformulate two
important strands in the surveillance literature, those that have
‘sousveillance’ and ‘surveillant assemblages’ as core concepts. These
strands, on the one hand, provide important foundations for
understanding surveillance and counter measures. At the same time,
if we take into account the rapid developments in the technologies
that take part in contemporary surveillance networks, the objects that
have made us conceptualise surveillance, and insights into (methods
emerging from) critical internet culture that target surveillance, it
becomes clear that an update is urgently needed. The next few sections
are dedicated to presenting these two strands of surveillance literature,
and I will provide arguments for this update.

1.3 Sousveillance

Whenever when I engaged with surveillance scholars and exchanged
thoughts about my work, they would often tell me that what I was
looking at is ‘sousveillance’. And indeed, that term partly captures the
practices that I want to discuss. They are interventions that expose
and tackle surveillance by ‘bringing it under public scrutiny’, and

they also involve a participatory, ‘bottom up’ dimension, these are all
things that are associated with ‘sousveillance’. It is therefore necessary
to relate to this concept. I will do so by first explaining the term, and
discuss its advantages and limitations, after which I explain why I use
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a different analytical vocabulary in my case studies. The term was
coined about a decade ago by Steve Mann and refers to ‘surveillance
from below’ (hence, the French word ‘sous’). Sousveillance is an activity
through which individuals under surveillance repurpose technologies
to generate awareness about surveillance processes (Mann, Nolan
and Wellman 2003). This kind of (activist or subversive) response to
surveillance differs from other counter-surveillance initiatives such as
(policy) pressure groups or technical attempts to hide data (Lyon 1994,
162) because of its approach: using surveillance-like methods to expose
surveillance. The projects | have examined can be situated in this niche
of surveillance studies because they ‘target monitoring practices’ by
exposing them.

Mann offers the following definition of sousveillance:

Sousveillance (undersight): (1) The recording of an activity by a
participant in the activity, typically by way of a human-borne camera;
(2) Inverse surveillance (also known as reverse surveillance or inverted
surveillance), i.e. the recording or monitoring of a high ranking official
by a person of lower authority. (2004, 627)

According to Mann, surveillance means that an actor with higher
authority captures content while this actor is not equal (‘peer’) in the
process of being surveilled. In the first subcategory of sousveillance,
one becomes a participant or ‘a peer’ within surveillance practices. He
also calls this ‘personal sousveillance’ or a human-centred’ form of
sousveillance (ibid., 620). When conducting this type of sousveillance,
persons subject themselves to recording devices though individual

or community-based interventions. The second subcategory of
sousveillance, ‘inverse surveillance’, refers to practices by which people
use surveillance technologies to monitor (surveying) authorities. He
also calls this ‘hierarchical sousveillance’ (ibid.) because the person that
does the recording is not being surveilled. Mann defines sousveillance
with these distinctions, but the term is regularly used in its second
meaning (without constantly specifying it as ‘inverse surveillance’)
(Bradshaw 2013; Fernback 2013; Reilly 2015; Van Buuren 2014), or it is
framed in more loose terms as ‘watching the watchers’.

The notion of sousveillance is based on the assumption that
‘technologies of seeing’ are powerful. It is the idea of an ‘inversed
panopticism’ that lies at the root of the notion of sousveillance (Mann,
Nolan and Wellman 2003, 332). The figure of the ‘panopticon’ is
according to many scholars in surveillance studies out-dated (to which
[ return in the next section). However, to understand how my study
is situated in relation to sousveillance analyses, it is crucial to state
clearly the concept. In Discipline and Punish: The Birth of the Prison
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(1977) Foucault used the carceral architecture of the panopticon as

an exemplar to describe the emergence of a new form of power in

the late eighteenth century. His theorising drew on the panopticon

as envisioned by the utilitarian legal philosopher Jeremy Bentham.
Through its architecture of visible cells around a central tower the
panopticon would force the prisoners to behave themselves even in the
absence of the guards. The possibility of being watched would provide
an efficient power mechanism that would render the use of physical
pressure obsolete. According to Foucault, various technologies of
visibility and registration, resembling the panoptic model, emerged in
settings such as schools, factories and clinics in France of the eighteenth
century. They made differences between people visible, and this
simultaneously enabled the emergence of a normal/abnormal binary,
which in turn stimulated changes in behaviour. In this way, panoptic
techniques contributed to disciplinary processes by which human
subjects formed themselves towards a normalising gaze. Foucault’s
work has been fundamental to theorising within surveillance studies
(Ball, Haggerty and Lyon 2012, 5; Haggerty 2006; Murakami Wood
2007; Murakami Wood 2009; Marx 2012, xxvii). Moreover, it is the
inversion of panopticism that is captured with the term sousveillance:
‘Just as the panopticon operates through potential or implied
surveillance, so sousveillance might also operate through the credible
threat of its existence’ (Bakir 2010, 157).

In a critical reflection on surveillance theories, Bart Simon
(2005) describes how, after Foucault, two versions of Foucault’s
surveillance narrative can be traced which developed into two branches
of research.” One narrative is inspired by the mechanism that facilitated
the watching over the inmates in the panopticon. This narrative
stresses the power game of visibility: How do people behave when being
watched? This has informed studies into normalisation. The other
narrative is about the watchers, and it has stressed the techniques
of supervision and administration (ibid., 5). It has emphasised the
power of the panoptic gaze: how do the watchers construct knowledge?
Within the study of new media technologies, the latter narrative has
influenced studies concerned with the power of databases and social
sorting (the categorisation of groups of people). Simon explains that the
strength of Foucault’s theory of power was derived from the coupling
of the two narratives. Foucault’s analysis pointed out that persons
under supervision perceived themselves appealed to the (research)
techniques that fed the mechanics of administration. Therefore, the
emerging complex of observation and registration technologies enabled

7 He calls these narratives ‘panoptic sorts’, borrowing the term from the
work of Oscar Gandy's The Panoptic Sort: A Political Economy Of Personal
Information (1993).
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simultaneously the study and the constitution of a population (ibid.,
12).® According to Simon, the first strand of studies after Foucault has
disregarded the process of knowledge construction, while the second
has neglected the importance of the subject being or feeling visible (the
process of ‘interpellation’). Simon argues that the second narrative, ‘the
power of the panoptic gaze’, is the more prevalent within surveillance
studies.

Interestingly, most sousveillance literature has emphasised the
game of visibility, linking up to the first surveillance narrative. By
definition, personal sousveillance is focussed on the construction
of subjectivity conditioned by surveillance, and the effects of being
monitored (which can also be done in an experimental or playful
way). Typical examples that figure in sousveillance analyses include:
self-recording and confronting others with being recordable (Mann
2004), publishing (video) recordings online to expose people’s bad
behaviour (Dennis 2008), self-surveillance as a form of self-defence
(against identity theft) or personal safety (ibid.), and responses to
being visible on mobile cameras versus CCTV (Timan and Oudshoorn
2012). Sousveillance is also seen as a method for presenting alternative
narratives, such as alternative views on riots (Reilly 2015) and the
creative rewriting of city life (Cardullo 2014). The more confronting
(or ‘hierarchical’) forms of sousveillance aim to bring about instances
of awareness about (misuse by) authoritative powers. Examples
include the publication and dissemination of incidents of police
violence (Bradshaw 2013; Fernback 2013; Mann, Nolan and Wellman
2003). One famous and recurrent sousveillance example is the video
of the beating of Rodney King by the police in Los Angeles, which
was recorded and published by a bystander (Mann, Nolan and
Wellman 2003, 333). It is one of the most famous instances of citizen
documentation of racial police violence. Other examples are (secret)
mobile phone recordings (see Bakir (2009) on the illegally captured
footage of Saddam Hussein’s execution), leaked military recordings
(such as the publication of the Collateral Murder video by WikiLeaks
(Mortensen 2014)), and whistle blowing in general (Van Buuren 2013).
This hierarchical form of sousveillance can include actions against
corporations as well, for example protests against data collection, such
as Facebook protest groups directed against Facebook (Fernback 2013).

Personal sousveillance can lead to personal confrontation with
those formally in the position of the watcher and subsequently have
a reflexive dimension: such interventions are ‘bringing into question
the very act of surveillance itself (Mann, Nolan and Wellman 2003,
337). In the readings of hierarchical sousveillance, the possibility of

8  In Foucault's terms (1991), the ‘politico-anatomy’ (138) of the body
intersected with a ‘macro-physics of power’ (160).
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sousveillance (and therefore the threat of permanent visibility) is
already considered to be a counterforce (Bradshaw 2013, 459; Mann
and Ferenbok 2013, 29) or even a tool for keeping authorities in check
(Van Buuren 2013, 251). They entail, as Brucato notes sceptically (2015,
457) a ‘promise of accountability’. Such readings of sousveillance remain
within panopticism as a visibility effect: they focus on the subversion,
and even the equalisation, of the power relations that would stem from
the power to see. Here it is interesting to return to Bart Simon’s analysis
of the panopticon as both an instrument of visibility as an instrument
of knowledge construction. According to him, the panopticon, for
Foucault, is an ‘epistemological device for producing knowledge

about the social world’ (Simon 2005, 12). It is an instrument, a kind

of microscope (ibid.). Furthermore, it does not only induce effects ‘on
the ground’ by making people visible, but it also enables visibility by its
construction. Simon explains the process by which the supervisors are
enabled to see, by referring to how the workings of the microscope are
explained in the sociology of science:

To ‘see’ an object under a microscope requires the transformation of
that object (Hacking 1983; Latour 1987; Gooday 1991). It is dissected,
separated, isolated from the larger wholes of which it is a part. It is then
prepared for display, fixatives may be added, cross-sections taken, and
so on... the process is not at all ad hoc but the result of the application of
skill in accordance with detailed protocols. This is what allows the object
to be compared to others and to a general body of knowledge. The visible
object is, in effect, a by-product of all these operations. (Simon 2005, 12)

If the supervisor engaged in panoptic methods needed instruments
of registration and comparison to make surveillance work, surely the
practitioners of sousveillance need them as well. This calls for the
question: How does an instance of exposure become a fact, something
that captures surveillance and/or violence in a more systemic way? In
analyses of sousveillance, more often than not, the camera and video
content figure as central objects in the argument. Whether visual data
or not, the analyses often talk about instances of capturing data and
methods for disseminating information. But how do sousveillance
practitioners compare material and set up the conditions for the
comparison of their (surveillance) objects? What constitutes the
database of the sousveillance practitioners? In other words, what is their
‘lab’? If surveillance scholars may have focused little on power games
of visibility (Simon 2005), sousveillance scholars rarely focus on the
ways in which knowledge is produced and functions in sousveillance
practices.

Mann himself is quite exceptional in this regard. He turned his
body into a research method. For decades he wore computing devices
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on his body and was thusly able to compare behavioural responses

to his personal surveillance from people in various settings. He
experimented with different kinds of designs of wearable cameras to
measure the different responses.’ In other words, he turned his own
bodily movements into an ethno-methodological method, a form of
‘action research’ (Mann 2004, 625).1° Next to Mann’s perspective on
sousveillance as a research approach, there are a few other studies that
do highlight data production and management, which is obviously part
of sousveillance processes (Bakir 2010, 21). Cardullo (2014) mentions
data management activities, and Brucato (2015) refers to how the
production of sousveillance images is situated and bound to a point

of view. Nevertheless, the sousveillance literature only scarcely refers
to how sousveillance practitioners construct knowledge. That body
of work is therefore not the best source for finding analytical tools to
study this phenomenon.

An important takeaway from the sousveillance literature is that
actors ‘on the ground’ can deploy and redirect surveillance technologies
in their own ways. However, a major problem with the concept of
sousveillance is conceptual consistency and balance. In general, lines
of inquiry using the concept of ‘sousveillance’ leave out an important
part of the power-axis in surveillance, by assuming that rendering
surveillance visible suffices. Although Mann himself has shown that
the practice of sousveillance can also function as a research machine,
this analysis has not been sufficiently influential. My work aims to
fill that gap by not looking at the reflexive effects of encounters by
which the watchers are being watched, nor at the possible reflexive
and disciplining effects of sousveillance, but by shifting focus to the
instruments of those that tackle surveillance, to the objects that they
select and their methods for bringing surveillance into view.

A second problem with sousveillance theory is that it heavily
builds on panoptic theory of which many surveillance scholars argue
it is of limited use. This will be discussed in more detail in the next
section. After that I explain how my own research approach aims to
move beyond these challenges.

9 See his disclaimer about this artistic method of research versus one that
would conform to academic (and ethical) requirements (Mann 2004,
621)

10 As Bakir explains, Mann's ‘method’ was inspired by Garfinkel's breaching
experiments as a form of ethno-methodological research (2010, 16).
Garfinkel proposed that breaching, conducting unexpected or disruptive
forms of behaviour, was a way of studying social norms. The reactions
resulting from these experiments are indicative of (hidden) social
assumptions and organisation.
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1.4 Revisiting surveillance concepts

Much of the surveillance (and sousveillance) literature builds on a
particular reading of the panoptic figure that has been critically debated
in the past two decades. This central debate is about its usefulness as

a guiding metaphor in studying contemporary surveillance practices.
Surveillance scholars in the past few decades have scetched how the
(mass) adoption of digital technologies have challenged surveillance
theory. Surveillance scholars stress, for instance, that contemporary
surveillance is not just about the direct supervision of individual human
beings by human beings. According to Haggerty (2006), only a fraction
of contemporary surveillance deals with monitoring ‘human beings in
any conventional sense’ (30). Instead, surveillance is often concerned
with non-human entities. Public safety is is guarded by smart cameras
registering events triggered by unexpected movements. Search engines
on the web perform present-day customer research. Moreover, the
targets of surveillance are not merely human beings (Adey 2004,
Donaldson and Wood 2004; Haggerty 2006). Examples of common
non-human targets of surveillance are products in supermarkets
(Grommé 2015), or suitcases in airports, objects to be sorted out in
order to regulate mobility (Adey 2004). Credit companies monitor user
data such as browser types and screen resolution, as possible indicators
of creditworthiness (Deville and Van der Velden 2015). State agencies
follow web objects such as Google cookies for intelligence purposes
(Soltani, Peterson and Gellman 2013b).

The inclusion of non-human activity in the analysis of
surveillance enriches the picture of contemporary surveillance, but it
also makes the processes harder to grasp. Surveillance works through
merging different kinds of data, such as various sense impressions,
historical data, digital and corporal traces. Technical apparatuses
enable surveillance to go beyond what is directly visible and they
transpose data in time and space (Marx 2002, 12). For instance,
digital technologies and tracking technologies, such as GPS or RFID
technologies, make it possible to connect behavioural data, such as
movement patterns, with, for instance, historical or demographical
information. Subsequently, this information, or bits of it, can be stored
in databanks that provide a frame of reference for further analysis
(Rathenau 2007). The combination of several types of surveillance is
expected to produce meaningful information: or, as Gary Marx (2004)
asserts, ‘Meaning may reside in cross-classifying discrete sources
of data (as with computer matching and profiling) that in and of
themselves are not of revealing’ (ibid., 21). Contemporary surveillance
is, therefore, less concerned with what is shown by one specific
individual at a certain moment, but is increasingly directed to settings
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and patterns of relationships, and, particularly in the case of crime or
disease prevention, to relevant contexts and potentially dangerous
environments (Rathenau 2007). In other words, contemporary
surveillance practices converge into complex socio-material networks,
in which both processes of collecting and reassembling data take place
in a diffused manner.

Faced with these increasingly complex processes, many scholars
within surveillance studies have argued that available theoretical
frameworks have difficulties with critically assessing contemporary
developments. Conceptually, surveillance studies are still struggling
with the theoretical legacy of Michel Foucault’s panopticism (1977).
The amount of literature on the panopticon within surveillance studies
is in fact overwhelming; as is panoptic jargon. Some scholars have
literally extended panoptic thinking to contemporary technologies,
describing for example Facebook ‘behaving like’ a panopticon (Westlake
2008). Others have creatively moulded the concept into various forms,
including ‘omnicons’, ‘opticons’ and ‘veillances’ and more derivatives
along these lines, as Haggerty illustrated in an extensive literature
review (2006, 25-26).

At the same time, the usefulness of the panopticon as an
analytic frame to understand contemporary surveillance networks is
debatable. One of the most pertinent criticisms relates to the argument
that the ‘types’ of surveillance technologies have changed. Panoptic
surveillance is, as it is often understood, enabled through observations
within certain physical architectonic settings bound by place and time.
However, since contemporary surveillance technologies are more
dynamic and network based, and because they operate very differently
from the somewhat stable architectures that informed Foucault’s
concept of panopticism, the relevance of the concept itself is being
scrutinised. As Martin, Van Brakel and Bernhard (2009) summarise,
‘[t]he main questions that have been raised pertain to whether the
architecture of control has been superseded, whether the mechanisms
of control have changed and whether the direction of the gaze has
shifted elsewhere’ (215).

Attempts to revise Foucauldian thought and calls for new
frameworks are not new. Already in 1992, Gilles Deleuze wrote his
Postscript on the Societies of Control, in which he argued that disciplinary
societies were, at least partly, superseded by societies of ‘control’.
Society in the nineties had entered a new phase of global capitalism,
which required a new conceptual framework. Foucault’s disciplinary
techniques were reformative and took place in institutions factories,
hospitals and schools; whereas societies of control are embedded in new
apparatuses such as computers, new organisations, such as corporations
and markets, and new control mechanisms: codes that can include and
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exclude. In Deleuze, the axes of Foucault’s biopower, the individual
transforms into ‘dividual’ (consisting of even more smaller units)

and the masses (or the population) into samples and banks (1992, 5).
Foucault’s analogical spaces become coded figures. In short, Deleuze’s
short reworking of Foucault sketches the wake of an informational
regime in which one is free to move, but one’s numerical body always
tracked and perpetually modulated.

Within the field of surveillance studies, other work by Deleuze
has been incorporated as well. Two of the most outspoken critics of
the dominance of Foucauldian frameworks, Haggerty and Ericson
(2000), argued that the concept of the ‘assemblage’ would do more
justice to contemporary forms of surveillance. According to Deleuze
and Guattari (2009), there are no distinct machines, only ‘types of
interpenetrating multiplicities’ that can form an assemblage (41). This
assemblage can never be reduced to its elements because they do not
have a fixed meaning; they are mediated by the interrelations that
together shape the assemblage. It is also due to these interactional
effects that the assemblage gains agency on its own (Schuilenberg 2009,
206). For example, individual statements should not be understood
in their singularity, but as part of the assemblage and operating on its
behalf; the assemblage defines the conditions of possibility of language
(Deleuze and Guattari 2009, 94). Haggerty and Ericson state that
the notion of the assemblage is better suited to analyse the complex
and heterogeneous network processes through which contemporary
surveillance operates: ‘Surveillance technologies do not monitor people
qua individuals, but instead operate through processes of disassembling
and reassembling. People are broken down into series of discrete
informational flows which are stabilized and captured according to
pre-established classificatory criteria’ (Haggerty and Ericson 2006, 4).
Thus, instead of focusing on how architectures of control constitute
individuals, which is the way Foucauldian frameworks would put it,
the attention shifts to understanding how complex assemblages shape
streams of data.

Haggerty and Ericson continue describing what happens to the
disassembled persons. They become reconstituted in digital form in
places comparable to what Latour has termed ‘centers of calculation’
(Haggerty and Ericson 2000, 613). Centres of calculation are places
such as laboratories in which knowledge is accumulated, handled
and disseminated (Latour 1987). What Haggerty and Ericson mean
by the term are those places of intersection in which (digital) data
are reassembled and being made sense of, for example, the various
corporate databases, statistical institutions, or police institutions
(Haggerty and Ericson 2000, 613). As they explain: “They are then
transported to centralised locations to be reassembled and combined
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for institutional agendas. Cumulatively, such information constitutes
our “data double”, our virtual/informational profiles that circulate

in various computers and contexts of practical application’ (ibid.).
These data doubles can be ‘scrutinized’ and ‘targeted for intervention’
(Haggerty and Ericson 2000, 606).

By now, the work Haggerty and Ericson have many followers
that press for a new conceptual repertoire. In a critical discussion of
this alleged paradigm shift, Caluya (2010) makes a few critical remarks
about the enthusiasm with which contemporary surveillance scholars
radically break with Foucault. He remarks that ‘the very mention of
the term in conferences immediately leads scholars to roll their eyes
in boredom’ (ibid. 621), but that through this hasty dismissal some
subtleties of Foucault’s thought might be overlooked (623). He means
that those scholars have a (inappropriate) unidirectional reading of
Foucault’s understanding of the panopticon and neglect how panoptic
techniques are situated within a whole series of arrangements of
techniques and power relations. Thereby they disregard the place of the
panopticon within Foucault’s broader theory of microphysics of power.
Also, the move to the assemblage should not be seen as a new paradigm
forced upon us by the development of new technologies, but as a mode
of thinking already deployed by Foucault.!! Aware of such criticisms,
Haggerty (2006) himself admits that Foucault’s work is very multi-
layered, but he fears nonetheless that surveillance studies will become
a sort of ‘Foucault studies’ if one engages too much in discussions of
how Foucault should be understood and what he could have meant.

He persists that it is time to ‘cut off the head of the king’ (ibid., 27) and
that scholars should stop to read panoptic attributes ‘into’ surveillance
practices and instead take more seriously the questions that new
technologies raise themselves (ibid., 32).

This argument has had its impact: Leading surveillance scholar
David Lyon’s Theorizing Surveillance: The Panopticon and Beyond (2006)
can be taken as a sign for a growing consensus on the limits of Foucault
(Caluya 2010, 622). According to the editors of the The Surveillance
Studies Reader the work by Haggerty and Ericson has been ‘one of the
most promising developments in surveillance theory over the last
decade’ (Hier and Greenberg 2009, 74), and it has stimulated many

11 Caluya bases his critique on the way Deleuze and Guattari describe
Foucault’s understanding of assemblages and on Foucault’'s own analyses
in his later lectures on security. In fact, in these lectures Foucault
describes apparatuses of security as anticipatory through the calculation
of risk and as operating through the circulation of bodies and goods.

A similar argument is made in a lecture by Marc Poster (2008, March
1) when he notes that although Foucault refrains from mentioning
computer related network technologies, his discourse is very much
network oriented.
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scholars to engage in a conceptual framework in terms of assemblages.
However, despite the claim that this new assemblage-oriented paradigm
would better suit contemporary technologies, it is, similar to the
Panopticon, both conceptually powerful as well as contested. Indeed,
critics have argued that although - or maybe because - the surveillant
assemblage is a powerful concept, it remains rather abstract and obscure
(Murakami Wood 2007, 256; Prainsack and Toom 2010). Prainsack
and Toom, who work on the topic of DNA databases, state that the
majority of the surveillance literature fails in ‘locating agency by which
they mean ‘to spell out who and what exactly engages in surveillance
systems—both in terms of “running” surveillance tools or systems,

and in terms of being surveilled—in what form, and in what setting
exactly’ (2010, 1119). According to these authors, the very definition

of the surveillant assemblage as an agent itself leads away from an
understanding of specific surveillance practices:

inherent in Haggerty and Ericson’s (2000: 606) definition that the
‘[surveillant] assemblage operates by abstracting human bodies from their
territorial settings and separating them into a series of discrete flows’ is
the ascription of agency to the theoretical concept itself. (ibid.)

So where Foucault reformulated the concept of power by describing
how panoptic techniques conditioned the human subject, his followers
and criticasters reworked his concept of surveillance as power/
knowledge into surveillant assemblages after the introduction of new
media technologies.

This thesis holds with that tradition in that it takes into
consideration the possibility that different technologies require
different conceptual repertoires, whilst realising that this is not
necessarily a full rupture with Foucault.'? Although I sympathise with
Haggerty and Ericson’s move towards assemblage theory, I agree with
Prainsack and Toom that the concept risks being used as merely a
descriptor of unspecific and dispersed processes. Taking into account
the ‘epistemological warnings’ given by the editors of the Handbook
of Surveillance Studies (Ball, Haggerty and Lyon 2012, 9) I argue that
there is a risk in analysing all contemporary surveillance processes as a
surveillant assemblage. If we do this we risk black-boxing complexity
behind a beautiful concept. Moreover, this could pose a similar problem
to the study of sousveillance, or, to rephrase that phenomenon in
current vocabulary of assemblage theory, the study of ‘sousveillance
assemblages’ (Bakir, 2010, 165). This is problematic because the
moments at which surveillance is tackled are exactly the moments that
show us more about how surveillance works.

12 Iside with Caluya here.
29
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It needs to be said that assemblage-inspired theory does not need to

be unspecific. If the nodes of power of the surveillant assemblage are
those ‘centers of calculation’ (Haggerty and Ericson 2000) in which
data are reassembled, focusing on such places and activities is one way
to concretise the study of surveillant assemblages. And sousveillance
assemblages, as my case studies will show, have centres of calculation
too, although we might want to call them differently, since we are not
dealing with scientific laboratories or big data centres but with working
spaces (‘hack labs’) and approaches (or ‘hack-based science’ (McQuillan
2013)) in the niches of network cultures.!* The question of how to look
at and provide accurate descriptions of these activities is discussed in
chapter two. Before presenting my approach, I want to discuss a final
evaluation of the notion of sousveillance in order to clarify how my
work diverges from existing scholarly practices.

1.5 How to approach the exposure of surveillance?

Surveillance studies uses the term ‘sousveillance’ to talk about
interventions that put surveillance under public display, and it is, in
the end, the ‘inversion’ of the panoptic gaze that remains central to the
argument (Mann and Ferenbok 2013, 29). But when I say that activists
put surveillance under public scrutiny I am also interested in what
‘making public’ entails, firstly in terms of the way and the methods by
which this is done (as argued in section 1.3), but secondly also in terms
of its subject matter: what happens to the material when it ‘goes public’?
In other words, whereas for sousveillance ‘exposing surveillance’ is
about an inversion of (panoptic) power relations, a focus on making
public is about a translation of surveillance through particular methods
and approaches. Therefore, I propose to do more than just add the study
of knowledge production to sousveillance theory and make the study of
sousveillant assemblages more concrete. These are useful and needed
additions, but I also argue that when surveillance is ‘made public’ we
need an analysis of what ‘making public’ means.

If we follow media critics and hacker anthropologists in the

13 Moreover, Latour reserves that term for centres conducting concrete
(mathematical) ‘calculations’ versus other centres or nodes of making
visible, which he terms ‘oligoptica’ (Latour 2005b, 181). That term refers
to smaller modes of seeing and making things seen: ‘From oligoptica,
sturdy but extremely narrow views of the (connected) whole are made
possible - as long as connections hold’ (ibid.). However, also the word
oligoptica does not translate well to the people | study, while devices
for making things public does (see also § 2.3.2). Besides, this notion of
oligoptica, just as the notion of sousveillance, connotes too a metaphor
of vision, which has already dominated surveillance theory too much.
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argument that technical practices should resonate in the concepts
that we use (Coleman 2011; Kelty 2008; Lovink and Rossiter 2011),
this has a number of consequences for sousveillance. We need to
rethink, for example, the fact that the ‘camera’, which has always been
key to explaining sousveillance, is no longer the central instrument.
Surveillance changes (as discussed in §1.4), and therefore also the
‘working material’ of sousveillance practitioners changes, as it now
appears in the form of datasets and smart devices. Scholars have
pointed out that surveillance is a popular target in hacker cultures
(Coleman 2009; Kelty 2008) and that the latter are breeding spaces
for experimental methods and approaches (Lovink and Rossiter). It

is important to take a closer look at those knowledge practices and
‘working sites’, and subsequently think about how they can inform our
conceptual framework.

In order to do this, [ draw inspiration from Science and
Technology Studies, and in particular from Actor Network Theory.
This approach can help us understand how ‘things being made public’
feed into to how the public is made’.
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2 Devices for making surveillance public

2.1 Introduction: Surveillance studies meets Actor
Network Theory

To be able to address the knowledge practices of sousveillance, I

use insights from Science and Technology Studies (STS) and more
specifically work that is affiliated with Actor Network Theory

(ANT). STS consists of an amalgam of approaches to the study of
science and technology and scientific knowledge practices. Most

of the social sciences and humanities are represented (e.g. History,
Sociology, Anthropology and Philosophy of Science and Political
Science). This interdisciplinary outlook is combined with a strong
empirical component. Many scholars in STS undertake case studies
or ethnographic approaches: ‘Case studies are the bread and butter of
S&TS’, states Sismondo (2004, vii). Scholars within STS have studied
how knowledge is produced in laboratories by giving ethnographic
accounts of laboratory work (Knorr-Cetina and Reichmann 1999;
Latour 1983; Latour 1987), they have described the constitutive role
of instruments and experiments in the production of knowledge and
facts (Shapin and Schaffer 1985), and traced how knowledge travels
between scientific institutions and the ‘outside world’ (Latour 1993;
Star and Griesemer 1989). STS scholars have critically investigated
how specific groups of people respond and contest scientific knowledge
and its products (Epstein 1995; Wynne 1996), how science and
technology interact with social movements (Hess 2005), and how they
perform in public (legal) settings (Jasanoff 1998b). STS has looked at
how technological designs are shaped by a variety of environmental
factors (Bijker 1997; Bijker 2010). STS is renowned for debunking the
idea that science is an autonomous process (from societal influences)
and for pointing out that scientific knowledge, products and facts are
subject to political forces in their inception (Winner 1980), and that
both knowledge and resulting artefacts must be seen as situated in
particular contexts, modes of viewing and power relations (Haraway
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1988). Some strands of STS have taken these insights as an incentive
to rethink the position of science and technology in contemporary
democracies (Bijker 1995; Latour 2005a; Marres 2005; De Vries 2007).
Work regarding material publics (which will become central later in
this chapter) is a spinoff of this research branch. This introduction into
STS is necessarily short and reductive, and I refer the reader to the list
of topics, approaches and studies which can be accessed through the
various handbooks (Hackett et al. 2007; Sismondo 2004) and which will
give a richer impression of the field.

ANT plays a prominent role in STS (Sismondo 2004, 70). By
drawing on ANT I respond to a particular ‘call for ANT’ from the
field of Surveillance Studies. Scholars within that field have expressed
high expectations about the possible contributions of ANT to
surveillance studies (Martin, Van Brakel and Bernhard 2009; Wood
2003; Murakami Wood 2007). In the following, I first describe in an
introductory manner some of the aspects ANT was originally famous
for, in order to explain why ANT is interesting for surveillance studies.
After that, I spend more words on ANT as an ‘approach’ in the context
of this dissertation.

ANT was developed in the eighties by scholars within Science
and Technology Studies, among which key authors are Bruno Latour
(1993; 1997), Michel Callon (1986), Annemarie Mol (1999) and
John Law (1992). ANT is also described as an ‘ethno-methodology
of material-semiotic practices’, because it extends a relational
understanding coming from semiotics to the study of material objects
and practices: just like words have meaning only in the text and
the text is dependent on the words; participants (called ‘actors’) in
heterogeneous networks have meaning only in relation to the network,
and the network exists as a result of the relationships between these
actors (Hagendijk 1996, 99).

ANT is typically known for undertaking close, ethnographic
studies of scientific practices and for understanding these practices in
terms of ‘heterogeneous networks’, in which also non-human actors,
for instance, texts and objects, have agentive and meaningful roles. In
one of his classic studies, Science in Action (1987), Latour shows how
science is always in flux and that even what we consider to be ‘facts’ are
network effects of heterogeneous practices. Networks hold together (if
successful) through mutual engagements between actors — some prefer
the term ‘actants’ to express the heterogeneity of the elements — which
include texts, instruments, muddy research materials, and publications.
Facts are considered to be the outcome of those networks that succeed
in sticking together and act as a coherent body. On this understanding,
scientific facts do not explain the outcome of scientific endeavours; facts
are to be explained (Hagendijk 1996, 95).
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In this narrative, part of the power of the sciences is produced through
their production of texts and visualisations. They do not explain the
power of the sciences, but provide the final ‘tipping points’ that allow
scientists to transform knowledge over distance and in terms of scale
(Latour 1986, 13; 16). According to Latour scientists are engaged

in a range of processes of ‘mobilisation’ through which they collect,
archive, and recode their objects of study. Texts and visualisations help
in make these processes consistent with one another. They are also
devices that make it possible to make invisible things, due to distance
or scale, presentable (ibid., 7). Latour calls them ‘inscriptions’ (ibid., 14),
allowing scientists to gain ‘optical consistency’ over a heterogeneous
world. The centres that allow for the recombination of those
inscriptions, and from that the invention of something new, are called
‘centres of calculation:

It is not only because they look exclusively at maps, account books,
drawings, legal texts and files, that cartographers, merchants, engineers,
jurists and civil servants get the edge on all the others. It is because all
these inscriptions can be superimposed, reshuffled, recombined, and
summarized, and that totally new phenomena emerge, hidden from the
other people from whom all these inscriptions have been exacted. (ibid.,
30)

ANT is, or was, considered radical because it takes a symmetrical
approach towards ‘material’ and ‘human’ or ‘social’ actors. Agency is not
restricted to what we usually think of as agents; instead, it is organised
and constituted in and through networks of people and things. As John
Law puts it, the human body is only one of the elements that make an
agent act:

Is an agent an agent primarily because he or she inhabits a body that caries
knowledges, skills, values, and all the rest? Or is an agent an agent because
he or she inhabits a set of elements (including, of course, a body) that
stretches out into the network of materials, somatic and otherwise, that
surrounds the body? (Law 1992, 384)

Power within this approach is considered to be a result achieved by the
network and never a cause or a characteristic to be attributed to single
elements in the network. This does not lead to a generalizable theory
of power, but it should be studied ‘case specifically’ again and again
(Law 1992). ANT research has offered rich descriptions of how actors
become enrolled in networks, how these networks are reconfigured,
and how they gain in strength if those so-called ‘translations’ are
successful (Latour 1993). The ‘endurement’ of networks is labour
intensive and is always in a mode of becoming. For instance, ANT-
proponents argue that there is never something like a ‘social order’, but

35



Surveillance as public matter

36

only processes of ordering and resisting (Law 1992).

For Surveillance Studies, ANT carries a certain promise: by
explicitly recognising the active role of non-human elements in socio-
material networks ANT offers perspectives for understanding the
increasing role of artefacts that surveil or that are being surveilled. By
providing close accounts of socio-material processes, ANT facilitates an
empirical understanding of how surveillance (and therefore potentially
also sousveillance!) practices operate and what kind of questions they
raise. Contributions from ANT-informed approaches to the field
have been rare until about a decade ago. Kirstie Ball’s ‘Elements of
Surveillance’ (2002) is referred to as the ‘first detailed consideration of
the implications of this revisioning of sociology for Surveillance Studies’
(Wood 2003, 238), and in 2007 Murakami Wood argued that ANT was
still said to be used sporadically in this area of study (Murakami Wood
2007, 256). Considering the amount of STS-scholars working on the
topic of surveillance (Dijstelbloem, Meijer and Besters, 2011; Grommé
2015; Martin, Van Brakel and Bernhard 2009; Timan 2013; Van der
Ploeg 1999), this gap is being filled quickly.

There are various ways through which one could draw on ANT that
could be fruitful for surveillance studies and I propose one particular
version. This is what I would like to illustrate in the following sections
by discussing three perspectives on what ANT can and cannot offer
(§2.2), and highlighting what have been steering notions in my work
(§2.3). After having introduced the cases and discussed issues of data
collection (in §2.4), I get back to the role of ANT (in §2.5) and rephrase
what kind of ‘ANT-stories’ my case studies have become. In the end, the
way | narrate my case studies can be seen as a presentation of how an
ANT-inspired work on sousveillance could look like.

2.2 ANT: A reluctant methodology

Amongst key ANT-scholars there is great reluctance to strictly define
ANT. Some of them literally convey feelings of ‘unease’ (Law 1997; Mol
2010, 254) when asked to speak for ANT or explain how to conduct it.
They tend to deny that ANT can be defined at all by putting forward
claims such as: ‘ANT cannot be told’ (Law 1997, n.p.). Still, if we follow
these arguments more closely we can understand how they explain
what ANT is through a detour, through an alternative rather than an
affirmative narrative. In this section I discuss three texts written by
Bruno Latour, John Law and Annemarie Mol, whom have all provided
rather ‘reluctant’ answers to the question to what ANT is or how it
should be done. They all deploy their own particular style of framing
ANT. Latour presents a negative argument: he tells ANT through what
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ANT cannot do and what an analyst subsequently should not do. Law
gives a translational argument: he shows how ANT has been adapted
and changed through the work of different scholars. Mol presents
argument about theoretical shifting: she describes the tensions between
terms within the ANT-repertoire and how they are continuously
shifting. I have put these authors together because through their
particular detours, they all offer openings for what an ‘ANT-inspired’
work (Mol 2010, 254 footnote 256) could become. After discussing
Latour, Law and Mol, I will discuss the aspects of ANT-inspired work
that are important for this dissertation.

2.2.1 A negative argument

In Reassembling the Social Latour rethinks the social sciences and
especially sociology through ANT. He criticises social scientists in
particular of importing pre-established ideas about ‘the social’ (for
instance ‘social’ ties or ‘economic’ factors) to the world, while not
making clear what the ‘social’ or ‘economic’ consists of, or what the
exact relationship is between social interests and the thing to be
explained. To explain something as ‘social’ or ‘political’ would force
the world disrespectfully in a certain format. Latour’s plea is that
sociology should reverse the ‘explanans’ and ‘explanandum’: ‘the social’
is the thing that needs explanation. How come societies, or things, tie
together? Instead of studying the social, we should, in line with ANT,
trace associations (Latour 2005b, 5). The way to get to know these
associations is not to add ‘social’ categories to our research objects, but
to listen en follow the way objects order themselves.

Using a slogan from ANT, you have ‘to follow the actors themselves’,
that is try to catch up with their often wild innovations in order to learn
from them what the collective existence has become in their hands, which
methods they have elaborated to make it fit together, which accounts
could best define the new associations that they have been forced to
established. (ibid., 11-12)

Latour wants the analyst to be open to the language and theories of the
actors. He presents this argument in a condensed form and somewhat
painstaking story in one of his chapters (“On the Difficulty of Being

an ANT”) when he stages an encounter between an unnamed ANT-
professor and a student. In this piece, the professor explains to the
student why ANT is a ‘negative argument’ (ibid., 141). The student

in question is stressed because (s)he is told by his or her supervisor to
‘apply’ ANT but does not now how to go about this. The conversation
with the ANT-professor makes things even worse and ends with the
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student considering giving up on ANT.

The reason why the student gets frustrated is because the
professor tells the student several times to not do things social scientists
usually do. In this way, the conversation stages common understandings
and misunderstandings about ANT. For instance, the student is told
that ANT does not add anything to the connections that are traced; one
should only follow the links. Why would that be interesting? Because
this is how ANT allows for finding new things and changes (ibid., 142).

The student should also not show that the actors under study
‘form a network’ as the name ‘network’ in Actor Network Theory
might suggest (ibid., 142). Why not? ANT has nothing to do with the
network-shape: ‘It’s the work, and the movement, and the flow, and the
changes that should be stressed. But now we are stuck with “network”
and everyone thinks we mean the World Wide Web or something like
that’ (ibid., 143). Wanting to stress that the network in ANT refers to
movement, work, and effort, the professor proposes the term ‘worknet’
instead. One of the guidelines the professor does propose is to focus
only on visible traces. An actor is, according to the professor, ‘not
substitutable’ and ‘a unique event’ (ibid., 153). Not acting means no
traces, which means no actors. Hence the ANT-professor sticks to the
strict meaning of actors as the ones that act (or are enacted).

The discussion gets worse when it turns out that the student’s
supervisor wants a ‘frame’ in which the student can put the data, in
order to make ‘sense of the data’ (ibid., 143). Now the professor states
that frames are not needed either: ‘If something is simply an “instance
of” some other state of affairs, go study this other state of affairs instead.
A case study that needs a frame in addition, well, it is a case study that
was badly chosen to begin with!” (ibid., 143) Why? For the professor a
case is an event, it introduces a ‘new actor’. Frames do not add anything
and ‘just describing’ is more adequate and objective (ibid., 144). And,
contrary to interpretative sociology, it is ‘the object itself that adds
multiplicity, or rather the thing, the “gathering”(ibid., 144). In that way,
the professor problematizes the role the analyst has vis-a-vis the object.
In ANT, according to the professor, the objects add complexity and
innovation, and the analyst has a limited role.

The conversation makes the student totally desperate when the
professor suggests that, in stead of adding a frame in order to help the
student to conclude the thesis, the student should just stop writing
when having reached 50.000 words ‘or whatever is the format here’
(ibid., 148), after which the professor moves the conversation to what
a text should be: ‘a laboratory. It’s a place for trials, experiments, and
simulations’ (ibid., 149). Here the ANT-professor tries to make the
point that for ANT the method resides in the way of writing the texts
(ibid., 148).
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Depending on what happens in it, there is or there is not an actor and
there is or there is not a network being traced. And that depends entirely
on the precise ways in which it is written—and every single new topic
requires a new way to be handled by a text. Most texts are just plain dead.
Nothing happens in them. (ibid., 149)

It is therefore the treatment of the actors that matters: the analyst
should be open to be surprised and updated by the actors.

It is on those various conversational moments that one can
get the positive counterpart of the negative method proposed by
the professor. In between the many pointers to what not to do, the
professor argues that the result of the negative method is making room,
and this room should be filled with the voices of the actors, as he states:
‘It is a theory, and a strong one I think, but about how to study things,
or rather how not to study them - or rather, how to let the actors have
room to express themselves’ (ibid., 142). In the rest of the book Latour
spends much more time on the positive agenda of ANT. ‘If [ had to
provide a checklist for what is a good ANT account — this will be an
important indicator of quality — are the concepts of the actors allowed
to be stronger than that of the analysts, or is it the analyst who is doing
all the talking?’ (ibid., 30) Listening to the actors therefore means that
one recognises that actors also propose ‘their own theories of action’
(ibid., 57). And it means that things that one would not consider to be
actors could actually be acting as well, such as material objects (ibid.,
63). These material agencies should be included, instead of a priori
excluded from collective existence, which is what according to Latour
happened in the history of social explanation (ibid., 69).

In order to explain what analysts can say - since they have to
write texts in the end! — Latour states that ‘analysts are allowed to
possess only some infra-language whose role is simply to help them
become attentive to the actors’ own fully developed metalanguage, a
reflexive account of what they are saying’ (ibid., 49). Infra-language is
a: ‘strictly meaningless concept expect for allowing displacement from
one frame of reference to the next’ (ibid., 30). In sum, the analyst should
import less judgement, the objects of study should be given room
for expression, and infra-language is about the maximum amount of
freedom that the analyst is permitted.

2.2.2 An account in translation

Law (1997) provides a different kind answer-via-detour. In this piece
he expresses his uncomfortable feelings when asked to ‘speak for actor
network theory’ (1997, n.p.). His point is that providing an account
of ANT is inherently problematic because the theory itself ‘talks of
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representation in terms of translation’ (ibid.). So self-reflexively, an
account aiming to represent ANT is a translation too, and therefore can
never be fully faithful: ‘traduction is also trahision’ (ibid.). Law rejects an
explanation of ANT in terms of its rules, in stead he prefers to ‘perform’
ANT by telling a few case studies that are associated with ANT. In his
translational account of ANT he displays how these studies differ from
one another and how ANT therefore has become diffracted.

He begins with a case study by Akrich about a machine for
compacting forest waste. It is a story about ‘technology transfer’ since
the machine is moved from Sweden to Nicaragua. Several things
happen along this trajectory: since the move implies the involvement
of new actors, relations need to be renegotiated and the machine
itself changes: it acquires new capabilities. According to Law, Akrich’s
story is a one that is ‘exemplary’ for ANT: ‘She tells of networks. Of
heterogeneous networks in which actors of all kinds, social, technical,
and natural are made and play out their lives’ (ibid.). It is a story of a
changing material-semiotic network in translation, of enrolments and
achievements. It is too much to sum up all the elements Law discusses;
but his main point is that even though Akrich’s study sounds really
‘ANT-like’ her story is still different from the ANT-classics: mainly
because hers is not about ‘centres of calculation’ and ‘drawing things
together’ (ibid.), on which ANT in the eighties put so much emphasis.
However, instead of saying that this important element is ‘missing’ in
her account and therefore judging the account as weak, he concludes
otherwise. He concludes that ANT itself has been transformed: ‘ANT is
not necessarily about centres of calculation’ (ibid.). According to Law,
Akrich changed ANT.

Law, instead of discussing what an author does with ANT, he
discusses what an author does to ANT. And this is how he treats the
other case studies in his text that, for example, deal with all sorts of
inconsistencies and differences. In emphasising incoherencies, their
accounts diverge from the more ‘managerialist’ versions of ANT in
the eighties in which inconsistencies were often narrated as being
‘tackled as matters to be controlled’ (ibid.). Law also notes that the role
of writing in STS has been changing, in seeking for (narrative) ways
to deal with incoherencies, by attending to small stories and patterns:
‘For if we are no longer able to draw things together to tell great
stories of networks, then what is there to tell?’(ibid.). He reiterates this
point when discussing Mol’s work about a ‘series of stories’ of hospital
practices dealing with arteriosclerosis. Mol shows how arteriosclerosis
is performed in different ways in different settings, which ‘do not
necessarily map on to another’ (ibid.), and how doctors try to make
links (ibid.). Also in Mol’s work there are no coherent patterns to be
traced, which means that the analyst acquires a special role: in the
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narrative the analyst is also creating links. Therefore Law concludes
that a (part of) ANT is in the business of finding these patterns, with
ontological consequences (‘ontological patchwork’):

‘We are in the business of making our objects of study. Of making realities.
Of making the realities that we describe. Of trying to find good ways of
interacting with our objects, ways that are sustainable, ways that make it
possible to link with them. (ibid.)

In Law’s account of ANT, ANT is perpetually shifting. ANT has always
carried the notion that the analyst is somebody that gets to know his
or her objects through a ‘process of translation, of trying things out,

of testing’ (ibid.), and in this process of knowing ‘patterns arise in

a process of mutual definition of subject and object’ (ibid.). Studies
displaying decentring movements and incoherencies have changed
questions about ontological work of the ANT-scholar itself, and
therefore ANT ‘has dissolved itself in other ways of seeing, of writing,
and of doing’ (ibid.).

2.2.3 A shifting repository

The last reluctant author is Mol (2010) who expresses her ‘unease’ and
feelings of ‘alienation’ about having to explain ANT. Moreover, she is
concerned with how academic texts are situated in particular settings,
and therefore also with the ‘situatedness’ of her own text (in which she
is asked to talk about ANT, in origin a French approach, in the English
language, published in a German journal, written by her, a Dutch
scholar) (2010, 254). She stresses the fact that she writes in the first
person, in order to signal that next to things such as academic discipline
and geography, the author is also ‘one of the sites where the text is
situated’ (ibid., 254).

In the text she highlights various important terms for ANT,
for example the notion of the ‘actor’, who is both acting and being
enacted (hence action is always distributed) (ibid., 255), the notion of
‘association’, a term that (partly) captures relatedness (ibid., 259), and
ANT’s emphasis on modes of ordering. Ordering, according to her,
is always ‘open ended’ and a ‘precarious’ achievement (ibid., 263-4).
She spends quite a few words on how these terms have been ‘tinkered’
with over time in ANT (ibid., 259), since many terms have their own
limitations, depending on the situations in which they are deployed.
Furthermore, her text is full of warnings about what ANT cannot
guarantee. It is not possible to ‘use’ ANT (ibid., 261), it does not offer a
consistent perspective (ibid., 261), no explanatory framework, no causes
(ibid., 261), no coherence (ibid., 253), no scheme, no grid (ibid., 257).
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There is no unidirectional way by which ANT-studies are performed:
‘The various studies that come out of ANT go in different directions.
They do different things. They not only talk about different topics (...)
but also do so in different ways’ (Mol 2010, 261).

However, surrounding the many tensions, limitations and
warnings, she does give pointers to what ANT can potentially do.
Instead of searching for causes, the point is ‘to make specific, surprising,
so far unspoken events and situations visible, audible, sensible’ (ibid.,
255). Studies tend to show ‘co-existence of different ways of handling
problems, framing concerns, enacting reality’ (Mol 2010, 264).

Instead of adding explanations, ANT ‘introduces variations, sets up
contrasts, and, time and again, proposes shifts’ (ibid., 256). Instead of
a ‘stronghold’, the art is ‘to adapt the theoretical repertoire to every
new cases’ (ibid., 256). Instead of a coherent framework, ANT is ‘an
adaptable, open repository. A list of terms. A set of sensitivities’ (ibid.,
253). Instead of a consistent method, it ‘rather takes the form of a
repertoire’ (ibid., 261). As she explains: ‘If you link up with it you learn
sensitising terms, ways of asking questions and techniques for turning
issues inside out or upside down’ (ibid., 261).

This point of ‘sensitising terms’ is important since she wants to
stress that ANT is about adapting and proposing new terms when this
is required by the cases, since each case is a new ‘lesson’ (ibid., 257). For
Mol, therefore, the tensions, limitations and temporariness of terms
are not so problematic, they are in fact part of continuous theoretical
renewal. In other work she also uses the term ‘empirical philosophy’
to refer explicitly to a type of theory that is tied to the locales of the
research (2002, viii).

Just like Law, Mol does not speak of a correct application of ANT,
but about contributions to ANT: ‘In “linking up with ANT” the art is not
to repeat and confirm, but to seek out cases that contrast with those
that came earlier. A contribution to ANT gently shifts the theoretical
repertoire’ (ibid., 261). The result is a new interaction between
researchers and the world: “Their theoretical repertoires allow them to
attune themselves to the world, to learn to be affected by it’ (ibid., 261.)
More often than not, studies relate to very different wider discussions
(ibid., 262).

In sum, the strength of ANT according to Mol lies in its
adaptability and sensitivity (ibid., 262). This speaks also from her vision
on what a text should do. Both Latour and Law addressed the special
role for the language and texts that ANT-scholars produce. This counts
for Mol’s story as well. From her perspective, the terms and texts have
an active role:
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The terms and texts that circulate in ANT are co-ordination devices. They
move topics and concerns from one context to another. They translate
and betray what they help to analyse. They sharpen the sensitivity of their
readers, attuning them/us to what is going on and to what changes, here,
there, elsewhere. In one way or another, they also intervene, not from a
place of overview, but rather in a doctoring mode. They care, they tinker.
They shift and add perspectives. (ibid., 265-266)

2.2.4 The role of the text

Note that in Mol's words about the role of texts (‘co-ordination devices’)
there is a similar notion of language as in Latour: the language of the
ANT-scholar can enable movement of topics and concerns between
frames of reference. But she activates the role of this language even
more, by following Law’s argument that ANT-analysis contains
always a translation and betrayal and that it has an interventionist
dimension. Next she adds a kind of relationship that ANT-scholars
could have in relation to the objects of study: a caring, doctoring mode.
This is different from Latour’s, and also slightly different from Law’s.
According to Latour’s staged ANT-professor the text is a laboratory,
a trial and the ANT-scholar should try to act like scientists (Latour
2005b, 149). What is presented is an experimental outlook in which
the objects are allowed to express themselves, but simultaneously, the
text is not just a reproduction; it is a trial. That means that in the end, it
still depends on the witnesses (the references to other texts, supervisor,
the reader, standards (ibid., 148), whether the text will hold. The trial,
therefore, is a ‘trial of strength’ and hence this ‘experiment’ implies a
whole range of power relations and effort. Law is less interested in
the text as a trial, since he explicitly points to practices of decentring
and asks what ‘kind of writing’ those practices require. In other words,
he asks: How to meet one’s object in a decentred world? He sees the
emergence of texts that are ontologically playful, performative and
patching. His text is part of a particular time period in which ANT-texts
change in order to cope with (an increased awareness of) incoherencies.
It is slightly therapeutic. What Mol adds is a more explicit dimension
of care and ‘doctoring’. She does not evoke a Foucauldian image of a
doctor as being implied in a complex of power/knowledge, but still, the
analyst is actively doctoring and thus productive: doing things, adding
and shifting perspectives. Interestingly, Latour and Mol’s figure of the
ANT-scholar happens to mirror their respective main subjects of study:
laboratory practices versus care giving and doctoring.

By summarising Latour, Law and Mol’s reluctant texts [ have
tried to show the following things:
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(1) The reluctance to strictly define ANT as a clear template is
due to ANT-scholars valuing a style of knowledge production
that is open to innovation and change.

(2) These three authors provide different arguments about what
kind of method ANT is: ANT is a negative method (Latour);
ANT’s accounts are in translation depending on its contributors
and changing conditions (Law); ANT operates through a flexible
repository of sensitive terms (Mol).

(3) The way these authors envision the role of the ANT-text
displays different expectations in terms of what the text and its
language does, and that again reveals different expectations in
terms of the power relations between the author and his or her
objects of study (and the readers).

In the next section, I explain my take on ANT, including a section on
how their perspectives work through in my approach.

2.3 A variation on ANT

ANT follows a particular treatment of objects of study and perspective
on the text. In this section, I first explicate my treatment of actors and
the text, after which I discuss what I take from ANT conceptually, and
to which bodies of literature this dissertation ties into. This includes

a particular understanding of the notion of the device and theories of
‘making things public’.

2.3.1 Text and actors

The way I have incorporated ANT in this dissertation has hardly to do
with mapping actors or network-shapes, but I follow ANT-scholars’
suggestions for adapting texts to actors. How does that work in this
dissertation?

This dissertation started by discussing conceptual problems
with respect to notions of surveillance and sousveillance and calls
for revisions. This whole thesis can therefore be seen a conversation
between concepts and cases. Therefore, the way I narrate the cases
is not by starting immediately ‘in the field’ as a strictly defined
ethnographic research might require one to do, but the cases are used to
question our conceptual vocabularies.

Concepts shift. Each case study is used as a ‘lesson’ (Mol 2010,
257) to update the theoretical repertoire and propose new terms (262).
I have tried to develop terms that are sensitive to the situations that |
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encountered (Mol 2010, 261). This means that [ have remained close
to the ‘language of the actors’ (Latour 2005b) that I have studied. I have
incorporated Latour’s suggestions about making space for (the theories
of action of) my objects of study when trying to work on something
like infra-language, but I have used its maximum space. I think this

is possible since I work with concepts that address the particular
movements or translations (Latour 2005b, 143) that are at stake. In
doing that I try to ‘attune’ (Mol 2010, 261) myself, and others, to what
is going on with interventions that make surveillance public. However,
sensitivity of terms is also at play conceptually: as the main question

of the thesis is about ‘making surveillance public’, the central notions
in this dissertation are meant to evoke those aspects of making public,
even though they change from case to case depending on its (material)
setting.

I have tried to describe how the actors are engaged in various
ways of ‘methods-making’. As Latour argues: “They, too, compare;
they too, produce typologies; they, too, design standards; they, too,
spread their machines as well as their organizations, their ideologies,
their states of mind’ (Latour 2005b, 149-150). I have focused on how
they engage in ‘modes of ordering’ (Mol 2010, 263), by looking at how
people are ‘drawing things together’ (Law 1997, n.p.). In other words, I
try to understand their ‘worknet’ or ‘action net’, and the movement and
the effort that are involved (Latour 2005b, 132). Needless to mention
(at this point of the thesis) is that I also use the word I, which Mol
indicates as a reference to the author not forgetting the presence of the
author (Mol 2010, 254).

Besides that ANT scholars give pointers for fine-tuning the
researcher’s language, text and stance towards objects of study, ANT has
also produced interesting concepts. In the next two sections I explain
which ones are most relevant for my work.

2.3.2 Devices for Surveillance Studies

The most important notion I take away from ANT is the concept of
the ‘device’. ANT has taken quite some inspiration from Foucault,

and this makes ANT extra interesting for surveillance studies (which

as  have shown, draws frequently from the work of Foucault). The
influence of Foucault’s work on ANT is explicated by Latour when

he explains that Foucault was brilliant in describing how ordering
devices, for instance, methods of record keeping, inspection techniques,
institutional architectures — in other words: panoptic techniques

- enabled a transformation as big as the emergence of the human
sciences: “The “panopticon” is another way of obtaining the “optical
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consistency” necessary for power on a large scale’ (Latour 1990, 14).
Other ANT scholars describe how ANT has taken up Foucault’s notion
of the dispositif. The dispositif (or ‘apparatus’) refers to an arrangement
of technologies and practices in the nineteenth century that reorganised
(social) life. Foucault described how the instruments of the life

sciences made human bodies and their behaviour comparable and

how these ‘micro-political inscriptions’ into the body were combined
with techniques of mass registration (of for example fertility rates and
crime rates) (Foucault 1998, 139). This arrangement of things made

the population observable and measurable and allowed for a new
understanding of human life. Hence, in Foucault’s work, the dispositif is
part of an epochal change: it enabled the conditions for the emergence
of the human subject (Savage, Ruppert and Law 2010, 7). It designated a
new era, the age of ‘biopolitics’.

One of the central concepts in Actor Network Theory, bearing a
family relationship with the dispositif, is the notion of ‘social-technical
agencement (2004, 121). The social-technical agencement is, according
to Callon (ibid., 122), a less static concept than the dispositif. As he
explains:

The socio-technical agencement is one of the central concepts of the
anthropology of the sciences and technologies and, more particularly, of
actor-network theory (ANT): describing a combination of human beings
and technical devices that are caught in a dynamic configuration (the
agencement acts), it emphasizes the composite and distributed character
of all action and the impossibility of definitively separating humans from
technologies. (ibid., 121)

The term, therefore, refers to very specific socio-technical
configurations of things that can make certain forms of action
possible. Whereas Foucault (in this particular reference) undertakes
a genealogical approach and makes statements about societal
transformations, ANT keeps close to case studies: ‘[it] tells empirical
stories about processes of translation’ (Law 1992, 387).
This clarifies a bit better a difference in emphasis between the
use of the term ‘assemblage’ as in ‘surveillant assemblage’ (§1.4) and
the meaning of the socio-technical agencement in ANT. The socio-
technical agencement is an operator of translations; it is a movement
of reorganisation. So next to referring to the distribution of action, the
notion refers to the reorganisation of action. Therefore, instead of a
concept that explains things (as happens with ‘surveillant assemblage’ as
a concept to describe surveillance), the agencement in ANT is the thing
that gets established, it is the thing that needs to be explained.
Alternative terms for the socio-technical agencement are the
apparatus and the device. Ruppert, Law, and Savage (2013) speak, in
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the context of the digital, of digital devices as ‘apparatuses’. Callon and
Muniesa (2005), working in the context of markets, describe social-
technical agencements as market ‘devices’. What is important is that
these apparatuses or devices emerge from very situated practices,

and have formative capacities. So the device according to Callon and
Muniesa emerges through arrangements that make things ‘calculable’
and is performative as well. Callon and Muniesa work on the question
of what constitutes a ‘calculative space’. Examples of calculative spaces
mentioned by them are the ‘invoice’, the ‘factory’, and the ‘grid’ - all
spaces in which goods and/or products can be arranged and made
calculable. They suggest that power resides in the rearrangement of
the objects, in their ability to form coalitions: Tsolating objects from
their context, grouping them in the same frame, establishing original
relations between them, classifying them and summing them up are
all costly activities that raise the question of calculative power’ (Callon
and Muniesa 2005, 1232). The device according to Callon and Muniesa,
as well as the socio-technical agencement in ANT in Callon’s reading,
emerges as a collective act.

In this dissertation, I build upon these insights from ANT by
using the term device and ‘device-centred perspectives’ (Marres 2012a,
62; see also Callon and Muniesa 2005; Marres 2011; Ruppert, Law and
Savage 2013). The notion of the device is productive for the analysis
of socio-material practices and is becoming more than a concept: it
is also a way to demarcate specific approaches (Lury and Wakeford
2014; Marres 2012a; Marres and Lezaun 2011; Rogers 2013; Harvey,
Reeves and Ruppert 2013; Savage 2013, Weltevrede 2016). Lury and
Wakeford in their book Inventive Methods: The Happening of the Social
discuss in more detail to what they consider to be ‘device approaches’.
Referring to its origin in the Foucauldian dispositif (or apparatus), they
state that locating the notion of device in relation to that of apparatus
helps make clear that a device or method is never able to operate in
isolation, since it is always in relations that are themselves always being
reconfigured’ (Lury and Wakeford 2014, 8). The concept ‘helps us to
recognize that knowledge practices, technical artefacts and epistemic
things (Rheinberger, 1997) are encoded in everyday and specialized
technologies and assemblages in which agency is no longer the sole
privilege of human actors’ (Lury and Wakeford 2014, 9). Devices are
not necessarily stable things: Lury and Wakeford stress the fluidity
and generative effect of devices: they are local but can be generative,
and they can reorganise problems. In a similar vein, Marres states
that devices are ‘multifarious’ and unstable and deployed differently in
different settings (Marres 2012a).

I deploy such a device-centred repertoire for several reasons.
First, it allows for an emphasis that I believe is fruitful for the
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particular subject matter in this dissertation: my question, how is
surveillance made public, is essentially a question about translation.
This is especially so because surveillance consists of technical and often
obscure processes. Device-centred approaches offer the analytical

tools to study that process. Second, to recall my earlier statement

about the existing sousveillance literature: sousveillance studies lack

in providing the analytical tools to study the methods of sousveillance
practitioners; device-centred approaches, however, promise to be

more useful. They provide an entry point to study knowledge practices
that expose surveillance. In other words: it provides a vocabulary

to take up challenges as formulated by Haggerty and Ericson (2000)
about surveillance theory in general and focus on those instances in
which data is reassembled (§1.4). Third, the term device also translates
well to my field of research. For people working on computational
interventions (‘hackers’ for Coleman (2011); ‘geeks’ for Kelty (2008)) the
term device is a clear term, also in its meaning of a translation device
(since computational devices are used to perform translations all the
time). By talking in terms of devices I stay much closer to the language
of the actors than would happen when using, for instance, terms such as
‘agencements’ and ‘sousveillance’.

Finally, especially important for one of my case studies is the
work on devices that reflects upon how web devices can be repurposed
as research apparatuses for social research, in other words, as ‘digital
methods’ (Rogers 2013). When I use the term digital methods in the
dissertation I refer to digital methods approaches developed at the
Digital Methods Initiative at the University of Amsterdam." The
Digital Methods Initiative (DMI) builds software to study the behaviour
of web objects. Most important for my writing is the DMI approach
of turning existing web devices into research devices. That means that
the affordances web devices have (such as searching algorithms; linking
behaviour of websites; tracker detection; plugins) are made accessible
for an analysis into social and political issues (Rogers 2013; Weltevrede
2016). For example, instead of using a search engine for a single query,
an engine can be used to conduct multiple queries, which allows in turn
a comparison of datasets. In other words, the relative openness of these
web devices allows researchers to repurpose (or, in a way, ‘hack’) them
for analytic purposes. What is interesting about this strand of ‘device
research’ is that it on the one hand has ‘made visible’ the methods and
politics of devices (see for instance Rogers (2013, 84) on the politics
of ranking) and subsequently reuses them as a form of knowledge
production. Devices have epistemologies: by organising data, they
organise the process of knowledge production (Marres and Weltevrede

14 “Digital Methods Initiative - About us” (2017).
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2013). Devices are active: devices are heterogeneous practices while at
the same time these devices can be directive. They can be inventive as
they can point the researcher to new research trajectories (Lury and
Wakeford 2014). In other words, there is an interesting dynamics to
be addressed around web devices as object of research and as a method
(Marres and Weltevrede 2013). These are all things I take into account
when using the term device.

2.3.3 Material publics and surveillance made public

ANT has also lead to a body of work about devices that ‘make things
public’, which is a second foundational way of thinking that informs
my approach. In what follows, I explain the (philosophical) background
of this work, recent reformulations of the notion of the ‘material
public’, and how I take it up in my work. One of the key references to
this body of literature is an exhibition and edited volume curated by
Bruno Latour and Peter Weibel (2005) on the theme of making things
public. The philosophical background of the exhibition is an alternative
imagining of political and public spaces. According to Latour, political
theory has neglected the political agency of objects and material things,
while, according to him, ‘objects (...) bind all of us in ways that map

out a public space profoundly different from what is usually recognised
under the label of “the political” (Latour 2005a, 15). As he argues,
political theory has not valued enough ‘the res that creates a public
around it’ (ibid., 16). In his proposal, questions of representation in
political assemblies (the domain of political theory) should be bridged
with questions of representation of objects of concern to particular
publics (the domain of science and technology) (ibid.).

With this position comes a whole new conceptual vocabulary
around the politics of things, called ‘Dingpolitik’. The term ‘Ding’
stands for the thing that brings people together because it divides them
(ibid., 23). The word Thing resonates with how historically in nordic
and saxon languages people speak about political gatherings (ibid.,).
When Latour speaks of ‘things’ they should not be understood as simple
objects, but as complex ‘matters of concerns’.'* Another important term
is ‘issue’ (ibid., 16), and the ‘issue-public’ (Marres 2005) referring to the
gathering or assemblage that is organised when something becomes a
matter of concern. This also brings along particular focus points: “What
we need is to be able to bring inside the assemblies divisive issues with

15 It also gives an ironic twist to the Heideggerian understanding of Ding.
Even though Heidegger understood Ding as gathering, this would be not
at all in reference to objects of science and technology (Latour 2005a,
23).
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their long retinue of complicated proof-giving equipment’ (Latour 2005a,
21-22), to which he adds that the products of this equipment are never
simple or unmediated. From this position particular questions follow:
“What should be the shapes adjusted to a Dingpolitik? (ibid., 31) Hence
the subtitle to the catalogue of the exhibition: Atmospheres of Democracy.

Part of the philosophical background that informs this way
of thinking comes from American pragmatism. The pragmatist
philosophers Dewey and Lippmann debated the state of the public in
the beginning of the 20" century when the impact of — then ‘new’ -
communication technologies such as broadcast radio were starting to be
felt. They have theorised the public in a way that considers the indirect
effects of changing technological societies (Marres 2005; Marres
2012a). As Marres puts it, these philosophers refer to the public as ‘an
inherently problematic mode of material entanglement’ (Marres 2012a,
51). Publics are, as it were, drawn into problematic configurations:
“When actors experience harmful indirect effects, they are transformed
from ordinary actors, caught up in habitual ways of doing, into
participants — or at the very least, “implicants” — in problematic
assemblages’ (ibid., 48). These assemblages indicate a moment of
‘ontological trouble’ (ibid., 46). That is because, as she explains, there
are no clear-cut problem definitions and solutions: actors are affected by
(material and indirect) consequences of social-technical dynamics while
the existing institutions and vocabularies to address them adequately
are lacking, and the actors that are implicated in the affair are not
necessarily the ones equipped to solve the issue (ibid., 51). It is through
these assemblages that, Marres argues, issues are ‘articulated’ and
problems explicated. (Hence they can be seen as ‘issue publics’.)

These insights sketch a troubled and confused public, and
one that is not easily demarcated or ‘put into place’ in a procedural
conception of democracy. As Latour explains: ‘Lippmann calls it a
Phantom because it’s disappointing for those who dream of unity and
totality’ (Latour 2005a, 38). The exhibition of ‘Making Things Public’
can therefore be seen (partly) as an aesthetic response to this image of
the ghost-like public: ‘In this exhibition, we try the impossible feat of
giving flesh to the Phantom of the Public’ (ibid., 28); by which Latour
does not aim to represent a unified creature, but to make people sense
the movements of this ‘fragile and provisional concept’ (ibid.).

Next to the exhibition, ANT has also theoretically built on Dewey
and Lippman’s work. Within political philosophical thinking, notions
of the ‘community of the affected’ are central to materialist approaches
to the public (Marres 2012a, 33) and it is the above-mentioned
pragmatist reading of the community of the affected that works well
with ANT. That is because ANT’s associational understanding of things
allows one to trace the effects of things, the articulation of problems and
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the coming into being of publics (Marres 2005, 104-105). It facilitates
an empirical understanding of being ‘affected’ (ibid., 128). In other
words, ANT can help in formulating a socio-material understanding

of affected communities. This is also demonstrated in a more visually
oriented manner: the notion of issue publics in relation to digital
technologies has been most explicitly studied through mapping issue
networks online, by which researchers use digital technologies to trace
actor configurations, issue formats, and issue formation around specific
issues (Birbak 2013; Marres 2005; Marres and Rogers 2008; Langlois et
al. 2009; Rogers 2005).

Social-technical devices have a special role in the formation of
publics since they mediate and participate in issue articulations (Marres
2012a, 57; 62). Post-Dingpolitik, Marres and Lezaun argue that devices
are interesting for understanding what they term ‘material publics’
because devices help understanding ‘what publics are made of:

the pragmatists argued forcefully that in a technological society publics are
organized through specific socio-material entanglements. In making this
argument, the pragmatists opened up a distinctively empiricist approach
to the multiple and contingent physiques of the public, an approach that
is sensitive to the material entities and relations that are created as part
of the emergence and organization of a particular public (Marres and
Lezaun 2011, 499)

Elaborating further on this idea, Marres (2012a) uses the term ‘material
participation’ to better formulate a device-centred approach for
understanding publics. She especially wants to understand how publics
come into being through everyday devices. These devices participate

in the constitution of publics because they (co-)organise the way
problems are understood and practically dealt with. Devices do more
than providing a (sub-political) background. In other words, she wants
material participation to be recognised as a ‘public form in its own right’
(ibid., 9). Hence, we can conclude, material participation slightly shifts
in emphasis from mapping affected communities or issue networks,

to showing the (political) role of very specific devices. Devices do not
only ‘format issues’ and ‘connect actors’; they can become ‘issue-actors’
themselves.

Studies of material participation for instance look at the
‘formatting of participation’, by documenting ‘the particular methods,
technologies and genres of publicity deployed to frame participation
in material terms’, and asking: ‘How do things acquire the capacities to
organize publics by material means?’(ibid., 9) This is done though an
ANT-inspired approach that follows the actors: ‘In a radically empiricist
spirit, I propose that we should begin by following the circulation of
particular objects, technologies and formats of participation among
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different settings and practices, moving freely along with them to where
they may lead us (Latour 1988) in order to examine what capacities for
involvement they have and may enable’ (Marres 2012a, XV.)

The repertoire of material publics is theoretically in line with
Making Things Public, however, it also results in different questions than
formulated by the Latourian program of Dingpolitik. Marres makes the
argument that (a large part of) ANT has remained tied to institutional
modes of thinking about political space and public debate (in which ‘the
parliament’ and/or ‘the forum’ remain steering notions) (ibid., 152; see
also Marres 2005, 105). Instead of inquiring into the ‘shapes adjusted
to a Dingpolitik’ (Latour 21) she wants to focus on ‘the space-making
capacities of devices’ (Marres 2012a, 154). She in a way corrects ANT
or reminds it of its own program of empirically questioning grand
notions and narratives: ‘To direct attention to the role of devices in
the organization of participation is to highlight something which the
metaphor of “public debate” is precisely designed to enable us to forget:
the mediating role of technology in the organisation of public space’
(ibid., 154).

The way I build on those ideas is as follows: ‘Making surveillance
public’ can be seen as a socio-material act by which people are drawn
into the ‘issue’ of surveillance. My focus is on things such as: practices
of making surveillance visible, detecting components of surveillant
assemblages and ‘proof-giving equipment’ (Latour 11-12) that targets
surveillance. In the ANT spirit [ follow ‘the circulation of particular
objects, technologies and formats of participation among different
settings and practices’ (Marres 2012a, XV) by looking at the ways by
which surveillance data are treated, curated and exposed. In line with
Marres’ suggestions about material participation I argue that material
action can be treated as a public form in its own right. Throughout the
dissertation I try to find appropriate terms to address these ‘genres of
publicity’ (9). In other words, I pick concepts with a ‘sensitivity’ (Mol
2010, 261) for the materiality of publics.

I do this by incorporating work from, amongst others, Andrew
Barry on the politics of demonstration and devices of public proof
(Barry 1999; Callon 2004), Evelyn Ruppert on how digital devices
are performative of ‘data publics’ (Ruppert 2015), and Harvey,

Reeves and Ruppert (2013) on transparency devices. [ combine these
approaches with work from media studies when needed depending
on the particularity of the cases. This is especially work that stresses
certain material or medium specific dynamics, including work on
media witnessing (Schuppli forthcoming; Weizman et al., 2010),
digital methods approaches to web devices (Rogers 2013; Marres and
Weltevrede 2013), theories around networked devices and viruses
(Chun 2013; Parikka 2007), and work on the environments and
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communities of media practices such as free software communities,
hacker publics, and network cultures (Coleman 2011; Kelty 2008;
Lovink and Rossiter 2011).

Even though Latour’s Dingpolitik program is very much tied to
developing political thought around democracy, institutional deficits,
and stresses the binding forces of things (Latour 2005a, 15), in my focus
on devices that make things public | emphasise other kind of questions
around material action. For example, thinking about material publics in
the context of a proof-giving device has lead me to a different variant
of a material public, which is a ‘forensic’ public (see chapter three)."®
Moreover, in the conclusion I discuss the notion of public matter in
a way that I find appropriate to discuss the materiality of surveillance
made public, and which speaks to how the publicity of material is often
approached in critical internet cultures: not only as something that
informs or organises a public for democratic ends, but also as working
material for further exploration and for unexpected and tactical
purposes.

2.4 Case studies

2.4.1 Problematizations as occasions for theoretical
shifting

As explained in in the first chapter (§1.3), classifying surveillance can
be regarded as an epistemological process. The decision I made was

to use interventions in which data monitoring practices are turned

into a problem, or an ‘issue’ (Marres 2005), as a guiding principle into
understanding surveillance. As referred to in the above, social-technical
devices mediate and participate in issue articulations (Marres 2012a, 57,
62). They give ‘physiques’ to the public (Marres and Lezaun 2011, 499).

16 In one of my case studies (in chapter three) | make us of the notion
of ‘forensics” as understood by the Forensic Architecture project
(Weizman et al. 2010). The notion of forensics as the ‘art of the
forum’ refers to technologies for public proof giving in the context of a
problem or conflict. (See more in §3.3.) It includes material and spatial
technologies outside of the official courts and forensic laboratories.
This understanding of forensics is interesting as well because since the
notion of the public (the ‘forum’) is already implied in the term forensics
itself. It is also an interesting concept because it seems that what Making
Things Public does to the institutional parliament and the public sphere,
Forensic Architecture does to the court. Whereas Latour’s Dingpolitik
entails a displacement of deliberative politics, Weizman'’s forensics entails
a displacement of evidentiary practices.
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With respect to the issue of surveillance there is a wide array of actors
and devices that problematize particular monitoring technologies.
They do not only offer insights into (material) publics, but into the
phenomenon of surveillance itself.

Accordingly, by providing ‘problematizations’, the case studies
can serve as an entry point for research (Beaulieu, Scharnhorst, and
Wouters 2007, 674). As mentioned in the introduction of the thesis,
scholars have argued that surveillance is difficult to ‘tackle’ due to its
ubiquity and normalisation (Ball, Haggerty and Lyon 2012, 9). Exactly
therefore, it is interesting to focus on these projects that try to counter
surveillance (partly on the technical level) and thereby confront its
normalisation. The interventions discussed below all make both
empirical and conceptual contributions to how to we understand
surveillance. Some of these projects have extended data repositories
available. Others offer a rich vocabulary to understand the processes
that are going on at the back end of computational systems. In that way,
sousveillance projects become an entry point for doing surveillance
studies.

Even though surveillance scholars have repeatedly claimed
that the general public remains mostly mute in light of revelations
concerning surveillance (Ball, Haggerty and Lyon 2012, 4), I follow
Marres in trying to value the problem of the public in a different
manner:

Rather than attributing problems of participation to features of publics
themselves (their illiteracy, indifference, short-sightedness), it allows us
to investigate the distribution of these problems among a whole range of
actors and agency with a stake in participatory arrangements: institutions,
infrastructures, settings, technologies, and so on. Such an approach
“empiricises” problems of material participation, as it suggests that their
distribution among actors and agencies is a practical accomplishment that
may vary from case to case. (Marres 2012a, 28)

Projects that tackle the technologies and the networks that enable

the monitoring of digital communication offer a chance to study
contemporary surveillance empirically, and, simultaneously, a chance
for understanding how surveillance ‘as concern’ relates to particular
repertoires, contexts or publics. By articulating these technologies as
problematic, the assemblages that I study become part of the problem
field of surveillance just as surveillance scholars do by introducing
concepts. Hence, the ‘cases’ analysed in this dissertation are all instances
of making surveillance public that also offer an epistemological
contribution.17 In other words, they allow for a theoretical shifting and

17 Vennesson argues how case study research can offer epistemological
‘ruptures’” and break with ‘commonsensical representations’ (2008,
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therefore they merit investigation.

2.4.2 Finding cases: devices and leaks

My primary interest is in projects that demonstrate or show surveillance.
The projects that I analyse aim to make people aware of surveillance by
showing its state of affairs. They are instances of ‘extra-institutionary’
critical watching (Dijstelbloem 2015, 6) in the sense that they take

this task upon themselves outside of existing (methodological or
institutional) frameworks. In order to find cases I had to get to know
the field better, technically and socially, and I found a plethora of
projects, technologies and a wide range of diverse methods and
approaches. In what follows, I introduce a few of those projects. This
is not an exhaustive list, but meant to illustrate a wide diversity of
approaches. After providing an overview of this diversity, | will clarify
what kind of projects I have selected to analyse in depth and for what
reasons.

There exists a wide range of projects that expose surveillance
practices. This includes digital devices such as apps and plugins for
visualising (in real time) how one’s online behaviour is being monitored
by tracking companies (e.g. Disconnect, Ghostery) and there are
educational maps that help people understand the tracking behaviour
of their particular device (e.g. Meet My Shadow). There are even funny
tools that give an alarm when encountering tracking technologies
from Google on websites (e.g. The Google Alarm). For the more
sophisticated state surveillance and interception technologies people
have developed similarly sophisticated monitoring projects (so-called
‘observatories’) that try to measure network interferences (e.g. Open
Observatory of Network Interference) or that aim to map these data
visually (e.g. Chokepoint Project). Some websites archive a broad
spectrum of data about surveillance, intelligence and related issues (e.g.
Cryptome). Well-known is the platform WikiLeaks that has, amongst
other things, published leaked information about surveillance, but there
are also WikiLeaks inspired spin-off sites and collectives in support of
Whistleblowers (e.g. GlobalLeaks). Some of these projects also engage
in (crowd-sourced) analysis of documentation that come out of leaks
and hacks (e.g. WikiLeaks Press, Project PM, and Share Lab). Some
projects conduct ‘Open Source Intelligence’ and scrape online data
to build and publish databases about the surveillance industry (e.g.
Transparency Toolkit's [C Watch). Some combine the monitoring

230). His work is situated more in sociology than in ANT. However,
in a similar way | consider my cases as potentially challenging existing
categorisations.
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of surveillance with operations in countries that are cut off from the
internet to help people establish communications links (e.g. Telecomix).

There are also surveillance awareness projects that help people to
prevent data monitoring, such as encryption tools for e-mail (e.g. PGP:
Pretty Good Privacy, chat (OTR: Off The Record), and for anonymous
browsing (TOR onion routing).”® Some apps and plugins block
advertisements (e.g. AdBlock) or obfuscate one’s browsing behaviour
(e.g. AdNauseum) or data shared by apps (e.g. Privacy Guard). The
tools in this list are available for download online and in app stores.
They are being made accessible through trainings, or via so-called
Cryptoparties and Privacy Cafes, meet-ups where people gather for
teaching and learning the skills of encryption. These projects are only
a few examples. One has only to visit websites such as securityinabox.
org, prism-break.org or https://toolbox.bof.nl (in the Dutch context),
or go to a ‘hackers congress’ (such as the Chaos Communication
Congress organised by the Chaos Computer Club), to encounter an
overwhelming amount of tools and projects that aim to warn people
and help protect them from, or interfere with, the monitoring of
(personal) data.

In this dissertation I focus on projects of the first strand, ones
that make surveillance visible (‘demonstrations’ of surveillance). This
does not mean that they do not mobilise user oriented, privacy and
security oriented tools that prevent data monitoring at all (they might
incorporate them in their project), but this study does not focus on
tools that offer only protection. Even within the strand of projects
that demonstrate surveillance, there are a variety of approaches. I have
categorised the projects discussed in this dissertation in two types:
detection devices and leaks. The detection devices make people aware of
how their data is being tracked by providing (visual) interpellations
to the user. They subsequently also offer possible counter measures.
The other interventions are leaks through which information about
surveillance is made public. These leaks have resulted in online
repositories of surveillance technologies.

Another way of framing the distinction that might clarify
the difference a bit more is by looking at the methods of these
interventions: software based versus file based interventions. The first
category is software based: detection devices use an application to make
aspects of surveillance visible, in fact, pieces of code. The second

18 Toris a free software and open network also known as ‘onion routing’
used for anonymous browsing. Data packets travel trough virtual tunnels
in such a way that a receiver only knows one node it is communicating
with, but not the one before or after the neighbouring one. Therefore,
the trajectory of communication between sender and receiver is
obfuscated. Communication at the end nodes is not encrypted (Tor
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category is file based: leaks result in the publishing of repositories of files
that allows for knowledge production around surveillance processes.
have made this distinction between detection devices and leaks to show
that some projects emphasise the technological capabilities of detecting
surveillance, and others stage the release of files and construct public
repositories with information about surveillance. This is interesting
because they bring about two different moments of translation: material
detection (and the conditions thereof) and analytical reflection (and the
ordering thereof).

The first detection device presented in the thesis is ‘InformaCam’,
a mobile camera application that helps people detect and prevent the
tracking of image metadata. Image metadata is contextual information
that becomes embedded in images. The other device is ‘Ghostery’, a
browser plugin that can visualise and block online trackers. Trackers
are pieces of code that collect information about browsing behaviour.
These devices are the kind of projects that can be seen as a response to
questions such as: ‘How can I know which data are being tracked and
what can I do about it?” They respond by making a translation from (for
many users invisible) code to more accessible language. In the category
of leaks comes first WikiLeaks, which has published documents
about state surveillance and the surveillance industry. The other is
the event of the NSA disclosures by Edward Snowden. Both have led
to repositories of ‘files’ by which a range of technologies are made
controversial because of their surveillance function.

The selection of case studies covers a variety of environments.
The case studies that address detection devices cover two main
environments where tracking is concerned: InformaCam deals with
mobile phone data and is developed in the mobile app environment,
and Ghostery operates in the browsing environment. By working in
these different environments, they also intervene with two different
areas of concern. Mobile phones are seen as promising tools for protest
movements, in terms of the organisation of protests ‘on the fly’ and
the documentation of events; yet, as traceable devices they can be
dangerous for participants in these events (WITNESS 2014). Several
reporting about ‘post-revolutionary’ times have addressed the tension
around the promises and perils of social media and mobile phone
use.” Online tracking, similarly, has been receiving increased public
attention. Online tracking seems to have become the norm, but there
are moments of public scrutiny. Especially around the introduction of

2015).

19 See for instance BBC reporting on the role of smart phones in the Gezi
Park protests in Turkey (Hutchinson 2013), and critical discussions on
how social networking produces ‘intelligence about activist networks’ for
authoritarian regimes (Morozov 2009).
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new EU e-Privacy Directive, tracking became an issue. At least in the
Netherlands it was reported that many websites did not meet the new
rules that limited the collection of personal data (Schoemaker 2012) and
as it turned out, also the government did not (De Haes 2012).

The case studies that address leaks are complementary to one
another regarding the way data has been leaked. WikiLeaks has tried
out various approaches of leaking (Heemsbergen 2014), but it is known
for its mass data release to the public. On the other hand, the Snowden
revelations went through a channel of professional journalists (Chokshi
2016). This resulted in different perceptions of and questions about
these projects (around responsible data disclosures and the gatekeeping
role of professional journalism) (Dunn and Miller 2016). It also resulted
in different kinds of repositories.

What is more, the case studies I selected are generally well
known. Many people are familiar with WikiLeaks and the Snowden
revelations. Both WikiLeaks and the NSA disclosures have had
an enormous impact on the public domain and in academic circles
(Bauman et al. 2014; Greenwald 2014; Landau 2013; Poitras et al.
2013). The detection devices are also recognised actors. Ghostery
has been widely adopted (having 17 million users in 2013 (Evidon))
and the developing team of InformaCam has been partnering with
organisations with a wide reach (the International Bar Association).
Choosing well-established projects means excluding insights enabled
by smaller or failed projects. Although such projects are important
too, the case studies I selected allowed me to access a rich amount of
research material and documentation. It is an ‘information oriented’
choice (Flyvbjerg 2006, 230) in a dual sense: the cases provide extensive
and well-documented knowledge about surveillance and secondly,
they stage a conceptual conversation about their own activity. As |
will argue in more detail below, the projects I selected as case studies
situate themselves as part of a revisiting and reinvention of notions of
surveillance and sousveillance.

As I discussed in chapter one, there is a call within Surveillance
Studies for new conceptual vocabularies in the age of information
networks. These cases make it possible to redo theory. The projects
can be seen as conceptual innovations of notions of surveillance and
sousveillance. [ will discuss this in more detail in the chapters that
follow, but let me indicate shortly what I mean by this. InformaCam
is a typical ‘sousveillance’ tool: through tracking of the self and others,
the project uses surveillance methods from the bottom up. Moreover, it
presented itself (on its website) as a contemporary update of the Rodney
King case, one of the key examples in Mann'’s sousveillance theory.

The project was introduced to me by one of the project developers
as a form of ‘surveillance for the good’, which is one of the reasons I
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delved into it. Besides using particular methods of tackling surveillance,
the developers were very reflective about their interference with

new media technologies. This allowed me to use the case for a
theoretical conversation about sousveillance and how this related to
their particular intervention (in the area of forensics). Analogously,
WikiLeaks has on several occasions made claims that are variations

of a sousveillance-like vocabulary, which made it an interesting case.
And also here, when reflecting upon WikiLeaks, pushback from tech
activists made me aware of the limitations of certain concepts. Initially,
[ was interested in concepts of ‘publics’ that could capture the work
involved with leaked data, especially the ‘data public’, and it was a
conversation with people at the Interference workshop (Interference
Conference 2014) about WikiLeaks that convinced me to shift emphasis
to radical expertise. Ghostery was interesting to me initially because it
makes trackers visible, and it turned out of good use for a collaborative
digital methods project in which we aimed to make the cloud visible.?
But after looking into it more closely it was clear to me that Ghostery
was even more interesting because it is a hybrid: it is a company that
depends on a collective endeavour (of a lot of users tracking trackers).
It is also a company that has privacy as a business model. This makes

it a rich case for looking at issue definitions around surveillance. The
NSA disclosures were such an immense event that I decided that

not including them was not an option. This event presented a new
surveillance reality, even for people that were very knowledgeable
about surveillance. Before 2013, the surveillance practices disclosed in
the files were not part of the regular ‘rational’ imagination of digital
rights activism or counter-surveillance activism. After the disclosures,
science fiction writer Charlie Stross admitted he had to throw away
the third part of his trilogy about surveillance: the facts exceeded his
imagination (VPRO 2014). Also surveillance theory was confronted
with new material (Bauman et al. 2014). All those things together made
it a good case for discussing how this material informs our conceptual
repertoire about surveillance. In short, in all four instances, the actors
or the material involved offered concepts or theoretical moves which
made them relevant to my research question.

It is important to note that these projects remain in flux. This
means for instance that, at the time of writing the InformaCam
project has been renamed and made available as the open source app
CameraV. The code of the project has also developed into another
tool, the “eyeWitness app” (Bowcott 2015), which is the ‘forked’

(and ‘closed-sourced’) version published by InformaCam’s (former

20 Digital Methods Winter School 2012, ‘Interfaces for the Cloud’. Project
page: “Tracking the Trackers’”.
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funding) partner, The International Bar Association.?! Ghostery has
been bought by another company Cliqz, which will affect its method
and its entrepreneurial surrounding that I discuss in the thesis.
WikiLeaks has been transforming itself from its beginning, and it

still is. After the Snowden disclosures, several ‘post-Snowden’ studies
have emerged. This instability is part and parcel of the digital research
environment. Often the research objects and subjects move faster than
the researcher herself (Rogers 2013, 24). The analysis of these projects
in their temporary form provides nonetheless important material and
conceptual insight into the rapidly changing state of affairs concerning
surveillance.

2.4.3 Data collection: following actors, data and the
dynamics of network cultures

I made use of STS to bring into view objects, devices and methods that
play an important role when surveillance is made public. In this section
I discuss the challenges I was faced with regards to determining what
are relevant sources, relating to the research field, and subsequently the
kind of data I use for each case specifically. The original concern of STS
has been scientific knowledge. The knowledge practices I bring into
discussion are usually not demarcated as scientific knowledge. Even
though many people that tackle surveillance are researchers, they do not
necessarily take part in the traditional scientific research community.
Transferring STS to other societal realms has been part of STS for

a long time (Barry 2013; Jasanoff 1998b; Latour 2010; Lynch 1998).
However, as Beaulieu, Scharnhorst, and Wouters (2007) have argued,
many of the ‘groundwork studies’ in STS that provide guidance on how
to do case studies are tied to the specific locales and institutions of the
sciences. Whenever one moves to another area, one needs to reconsider
anew what kinds of sources would constitute a trace of action or
‘sociality’ (681). This means, that whereas science often dictates what
counts as a scientific source or infrastructure, such as a scientific journal
or a laboratory, what constitutes the infrastructures, and thus some of
the crucial sources, for different kinds of knowledge practices might

be less clear. Although Beaulieu, Scharnhorst, and Wouters made this
statement about a decade ago (and with respect to e-science) and many
scholars have taken STS approaches outside of the scientific arena
(Marres 2005, Rogers 2004), I think that there is still validity in their
claim with respect to the practices that are discussed in this thesis. This

21 Forking means that people can copy and edit a code repository and
start another project (branch) with a family resemblance to the original
project. Closed source means that the code is proprietary.
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is especially so because the environment with which [ am concerned

is relatively young and still emerging. As was also noted by media
theorists: the protocols of network cultures are in becoming but not yet
determined (Lovink and Rossiter 2011).

As I mentioned in the first chapter (§1.1.2), infrastructures
of critical network cultures include hacklabs, hacker conferences,
hackathons, mailing lists, IRC channels and platforms such as GitHub.
Many of these channels are open in principle, but the vocabulary
requires participants to have acquired some expertise. For somebody
interested in knowledge production, the challenge becomes to find cases
in which one can locate practices of making, storing and circulating
knowledge in a field that is dynamic and expertocratic. As a researcher,
I have an active role in this. Therefore, the field that I refer to is also
partly the result of an attempt to ‘craft’ a field site for research (Hine
2007, 657). That means that my objects of study do not pop up out of
the blue, they are also defined by being turned into a case. As Venesson
puts it: “The case is the product of a preliminary, and then of an
ongoing, effort to define the object of study’ (Vennesson 2008, 230.)

In what follows I walk the reader through what my sources were
and how I got into dialogue with the sources per chapter. Since in all
cases | was interested in what was communicated publicly, an important
source has been public information in the ‘issue maker’s’ repositories
and archives. These are the databases and archives that the projects
have put online. I have also interviewed developers or informants with
knowledge about the projects. I also make clear what kind of things I
‘traced’ in the ANT-sense of the word, that is, which connections I have
followed and which translations I have highlighted in the analysis.

Chapter three deals with a tool ‘in the making’. Therefore I
make use of demos and the online developers repository, which is
the project’s public database in which developers store and monitor
the developing process. The developers’ repository is useful for
understanding the diversity of data inputs (represented as working
issues) and mock-ups show how developers project future capabilities
into the device (see figures in chapter three). With one developer and
one project-coordinator I did an in-depth semi-structured interview
and I also read some of their academic writings. I corresponded with
a third project developer. I therefore rely on their explanation of their
method. My overall focus is on how they deal with data traces (in which
‘traces’, as will be made clear in the chapter, should rather be seen as
constructions and not something that is left behind).

Chapter four deals with leaked data and is primarily based on
WikiLeaks' website and its repositories (which is presented by them
as a public archive or library) and on publications by spokespersons of
WikiLeaks about how to read the data. I attended a public session of
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WikiLeaks Press at the Chaos Computer Club Congres (CCC 2013)
(an organisation that was not tied to WikiLeaks, but dedicated to the
analysis of data published from WikiLeaks). I have interviewed one
informant involved with the early stages of WikiLeaks and one from
outside of the organisation but working closely on online available
WikiLeaks data. The main sources for the chapter, however, are the
public databases and manual. I also use publications by organisations
that make use of WikiLeaks material stemming from these leaks (See
§4.4.2). In other words: what I trace is not what happens with the
organisation, but the analytic instruments that are built ‘around’ the
data after being leaked, what happens to the leaked data in the analytic
phase (in some occasions), and what kind of publics are called for.

Chapter five deals with the online and popular tool Ghostery.
For that chapter I use the online library belonging to that tool, which
is a population of trackers, and the website of the company behind the
tool. This is an issue maker’s archive as well. In addition, the developer
of the project has been available for technical questions, and has given
an insightful public presentation about the tool and its workings
(DMI Summer School 2013), after which there was the occasion
for a personal encounter. I use software from the Digital Methods
Initiative. The specific tool is the “Tracker Tracker’, which resulted
from a collaborative DMI project I was involved in with several of my
colleagues.”” By introducing this new tool, we, in fact, expanded the
data collection possibilities that the Ghostery plugin originally had to
offer (see more in §5.4.2). This intervention allowed us to make the data
analysable in a systematic way when targeting a large set of websites.
In the research project I applied the software to a dataset of Dutch
governmental websites because governmental websites were hotly
debated at that very moment (in 2012). What I trace in this chapter
is how the device articulates web tracking and how it interacts with a
particular the dataset in an environment that deals with techno-legal
changes.

In Chapter six my dataset consists of a year of news publications
about the NSA-files after the first release, available on the website of
the Electronic Frontier Foundation (EFF), and demarcated thematically
by ‘leaked documents’. (Hence, these are articles dealing with the files
primarily, and not with, for instance, Snowden as a person or other
issues surrounding the affair.) [ look at news articles and not only at the
original files, partly because | my interest is in how they appear in the

22 The Tracker Tracker tool was developed in a collaborative project by
Yngvil Beyer, Erik Borra, Carolin Gerlitz, Anne Helmond, Koen Martens,
Simeona Petkova, JC Plantin, Bernhard Rieder, Esther Weltevrede, and
Lonneke van der Velden during the Digital Methods Winter School 2012,
‘Interfaces for the Cloud’. Project page: “Track the Trackers” (2012).
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public and partly because the explanations in the articles are useful to
understanding the technologies. (Since the NSA-documents include also
presentations and brochures without much context.) Considering the
lack of a public archive of the files at the time of the study (“Snowden
Files For All?”), I consider EFF’s list as a good selection because it is
the biggest American digital rights organisation, dedicated to making
surveillance public. Their archive can therefore be considered an ‘issue
maker’s archive’. In the realm of digital methods, it can be considered
to be an ‘expert authored list’ (Rogers 2013, 48) coming from issue-
experts, versus, for instance, algorithmically determined lists. There
are more reasons for using such an issue-expert list and not other
(more mainstream) databases. LexisNexis is partly closed for non-
paying users. Google News uses opaque algorithms. Considering each
having their own mechanisms of closure, flowing the issue-experts that
archive this this data in the public is most in line with the approach
in the dissertation. Surely later built archives, such as The “Snowden
Surveillance Archive”,”® might offer better, richer, or maybe different
insights, however, when I finished the study in early July 2014, the
EFF’s database was the most convincing in the context of the analysis.
Taking an archive composed by an organisation such as the EFF
which has as its main goal informing and empowering the public
with respect to the issue of surveillance, fitted the general thought
behind the dissertation. I limited the dataset to one year for pragmatic
reasons, firstly to keep the data manageable, and secondly to be able
to contribute to scholarly debate about this issue when the debate was
ongoing at that moment. I used the articles to make a collection of
methods by which the NSA captures data.

In sum, for the case studies public online databases are crucial.
They are different in style, but at the same time they can all be
considered to be the output of issue makers: a developers’ archive, a tool’s
database, a set of leaks, and a selected news archive. Next, people’s
narratives say more about central objects, devices and methods. In
addition to my engagement with the public material and personal
encounters with some of the developers, I did background research into
the technical material that was at stake. In order to understand better
the technical specificities I had conversations with software developers,
security or forensic specialists. I made sure I discussed each project I
was investigating with at least one specialist that did not take part in the
project itself, which included somebody working at a Dutch forensic
organisation, a security consultant and independent security experts
from hacker or digital rights communities.

23 The “Snowden Surveillance Archive” is developed by Andrew Clement
and colleagues, supported by the University of Toronto and Ryerson
University.
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2.4.4 Positioning in the field

In order to acquaint myself with the practices of the field, I also
participated in small events such as hackathons (Van der Velden 2013)
and (security) workshops dedicated to surveillance and censorship
(such as CTS IV) or social media resistance (Facebook Resistance
Workshop). I attended hacker conferences such the yearly congress

of the Chaos Computer Club in Germany (CCC 2013), a large hacker
camp in the Netherlands (OHM2013), and many smaller events to get
a better feel for the modes of thinking and doing within this particular
scene of critical internet practices. The Summer Schools organised by
the Digital Methods Initiative functioned as moments of encounter
when drawing activist developers and researchers interested in privacy
and surveillance or providing a platform for inviting Ghostery’s
developer. I co-organised also events myself through which I got to
know many people that are working in this field. These were events
that connect technology activists, academics and artists (Unlike Us
2012; Unlike Us 2013; “Occupy Technology” 2012). These moments
were great occasions to be updated about the state of several initiatives,
although data collection was not the aim of organising the events. Many
researchers and activists that take part in these events are concerned
about surveillance and have shared interests, and from that perspective
I consider myself as an ‘engaged researcher’ (Milan 2010). There are
potential ethical concerns around being present as a researcher in
activist realms. In all the smaller semi-closed events | have made clear I
was a researcher and [ asked permission to cite when I was considering
this for a publication.

On a smaller level I conducted a few podcast-style conversations
with people about the way they construct knowledge and their attitude
to technology, and how this translated in a particular situated form
of (radical) expertise. These conversations were conducted ‘on site’
of one’s intervention (that is, taking place on for instance a highly
surveilled area versus within a hacker space). They did not relate to
my four cases, but they did contribute to my understanding of diverse
possible approaches to data, databases and knowledge infrastructures,
and especially the importance of the different settings of surveillance
activism since this determines the ‘material at hand’.

On several occasions, I coupled my writings back, either
through direct correspondence about my written text, in the case
of InformaCam, or by presenting preliminary ideas at events that
are attended by hackers and technology activists. In some occasions
this helped me to adapt my discourse. As noted earlier, the critical
comments that I received about the notion of the ‘data public’ at the
‘Interference conference’ (2014) in Amsterdam were one of the reasons
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to shift emphasis to ‘radical expertise’ to talk about the analysis of leaked
data. The argument of some of the attendees was that the concept ‘data
public’ was not capable of covering the risky, political, and sometimes-
extreme work involved with the analysis of leaked data, and that
therefore another vocabulary would be more suitable. I see these kind
of events as necessary encounters and productive for my understanding
of the field.

Before finalising this chapter and moving on to the case studies, I
need to discuss a few tensions with ANT.

2.4.5 Tensions with ANT

Latour has disapproved of classic social science questions about cases
such as: “What is this case a case of?” Latour’s professor states: ‘If
something is simply an “instance of” some other state of affairs, go study
this state of affairs instead. A case study that needs a frame in addition,
well, it is a case study that was badly chosen to begin with!” (Latour
2005b, 143.) The case studies in this dissertation are not exemplary

for other things; however, I do believe that they might give one a

more intimate sense of strategies and methods that are experimented
with in network cultures. The developers that work on the projects I
discuss in this thesis are also engaged with other projects that bear a
family relation with the practices and tactics that are discussed in this
dissertation. For example, one of the developers from the InformaCam
app has worked on the ‘unveillance project’. The unveillance project
repurposes data analysis software for activists ends, and carries an
obvious reference to a repertoire of subverting surveillance. The
developer working on the Tracker detector Ghostery has also developed
‘Chameleon’ which is a browser-fingerprinting detector that, instead of
blocking, and which offers the option of ‘cloaking’ the browser. But also
beyond these particular developers there exist so many interventions
which play with techniques of detecting and blocking, techniques of
(meta)data archiving, and techniques of ranking, as explicated at the
beginning of §2.4.2 when I introduced a list of projects. There is also

an explicit use of vocabularies playing with the idea of ‘making things
public’ and (see for instance “Exposing the Invisible”). Moreover,

there are recurring ideas about, practices around, and expressions of
trust in making knowledge publically available, through the many free
software projects or websites dedicated to keep leaks public. People

use techniques such as public licenses to steer what happens with
technological products when they are released in the public domain, and
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try to safeguard certain public goals.**

So there is an obvious tension between how ideas about network
cultures feed into my analysis of the cases and a (narrow) version of
how ANT should look like. ANT is usually thought of as ‘culturally
flat’, as Sismondo states: ‘Cultural networks do not fit neatly into the
network framework offered by ANT. Trust is an essential feature of
scientific and technological work, in that researchers rely upon findings
and arguments made by people they have never met, and about whom
they may know almost nothing. But trust is often established through
faith in a common culture’ (Sismondo 2004, 71). I have been sensitive
to what is written and said about network cultures, and what I have
encountered in the field, and incorporated this in my way of looking.

Second, in its core, this dissertation relies on data from people
that aim to disclose things that are relatively hidden. As Barry (2013)
has highlighted, there is a tension between ANT and matters of secrecy.
ANT, at least the Callonian version, has been criticised to remain on
the ‘surface’ (Barry 2013, 14). ANT does not want to be paranoid. As
discussed earlier, also Latour’s staged professor argues that scholars
should only talk about ‘visible traces’ (Latour 2005b, 150). This means
that there is a blind spot for issues that are pushed or kept under the
surface. Critics have for instance argued that ANT has a blind spot
for issues of repression or political economy (Barry 2013, 15). Or at
least: the reporting of repression is delegated to actors to open things
up and/or leave traces of mobilisation. However, Barry argues that,
when dealing with an area in which secrecy and discretion are common
practice (like in his case: international relations), this issue is not that
simple because ‘following the actors’ implies following them in bringing
things to the surface: ‘the tendency of the actor-network theorist
to remain on the ‘surface’ is continually challenged as informants
themselves seek to go beyond what is immediately apparent’ (Barry
2013, 15). This means that in the end, the problem gets bounced back
to the analyst who has to make decisions all the time about whether
to trust actors in making things visible. For this dissertation it means
that by explicitly seeking those acts of making surveillance public I give
epistemological prevalence to certain actors in the playing field of the
issue of surveillance (namely those that see it as a problem).

24 See also §1.1 on commitments to information freedom and §3.5.1 on
Creative Commons-like licenses.
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2.5 Approaching the cases: devices for making
surveillance public

After having gone through ANT, main concepts for my work, case
studies and tensions, my approach can be summarised as follows. I
make use of the notion of the device as put forward in ANT, theories
of making things public and material publics, and see problematizations
of surveillance (or ‘ways of handling problems’ as Mol (2010, 264) puts
it) as entree points for research. I follow Mol’s suggestions and consider
ANT as adaptable repository that is open to theoretical shifting and
that concepts should be sensitive to the practices at stake. This fits the
concerns of theorists dealing with critical internet cultures and hacking
who propagate concepts that resonate with the technicalities of the
interventions (Kelty 2008; Lovink and Rossiter 2012). The result is that
the concepts | mobilise throughout the case studies are sensitive for the
materiality of publics: they try to capture the particular movements that
are at stake. These concepts express the entanglement of a material and
public dimension and therefore the names of these concepts express this
conjunction. In doing so, I bring surveillance studies into conversation
with ANT-work being done on devices that make things public, which
results in an alternative reading of contemporary sousveillance.

In this section I explain in more detail per case study how the
study can be seen as an ANT-story (Law 1997) and how each case
relates to concerns about material publics. All four case studies are small
stories and variations on ANT (Law 1997). The first story (chapter
three) about InformaCam is, in its most reduced version, a story about
making networks hold, building on themes that could be considered
as ‘classic’ ANT (Law 1997): it is about how the actors involved
are ‘drawing things together’ (Latour 1986) and how the device is
something that is established (Callon 2004). The story also builds upon
original STS interests such as technologies ‘in the making’ (Latour
1987), the role of inscriptions (Latour 1986), and how socio-technical
efforts are being made in order to make instruments working and
publicly convincing (Shaping and Shaffer 1985). The chapter engages
primarily with more contemporary studies that have translated those
themes to the playing field of activism and public proof (Barry 2010)
and the relationship between science, technology and law (Jasanoff
1998b; Schuppli 2013).

I have, then, taken up these themes for a particular example of
digital sousveillance activism. The case study of InformaCam illustrates
the investigatory dimension of sousveillance and shows how software
developers make tracking technologies productive. In concrete terms I
discuss how the mobile phone application InformaCam functions as an
‘operator of a translation’. It is a device that negotiates between different
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public settings. Moreover, it has ‘space-making’ capacities (Marres
2012a) in the sense that it makes space for public proof to emerge.

To capture this material public dynamics, I make use of the notion of
‘forensics’ (Weizman et al. 2010): InformaCam is a forensic device. It acts
as a device in the classic ANT sense, plus it is an intervention in the
modes of giving public proof.

The second story about WikiLeaks (in chapter four) is about
the performativity of devices and their capacity to enact publics. Also
this story is informed by long-standing STS themes about how
technical arrangements matter for how things are witnessed and how
transparency and visibility are established through specific auditors
(Shaping and Shaffer 1985; Barry 2010). It engages primarily with
contemporary work of ANT scholars that have taken up original
concerns about the performativity of instruments and scientific
practices (Law 1997) for the realm of digital data: the performativity of
digital devices (Ruppert, Law and Savage 2013). The theoretical part
builds especially on questions raised about the performative effects
of open data and analytic instruments provided by state-corporate actors
(Ruppert 2015).

I have then translated this concern to an example of the reversed:
digital data targeting state and corporate actors, released by (WikiLeaks)
activists, often considered as a form of ‘radical transparency’ (Birchall
2014). I make use of a particular concept that stresses the materiality
of transparency. This is the concept of the ‘data public’, as put forward
by Evelyn Ruppert (2015), and refers to modes of ‘witnessing data’ that
are enacted through devices for data disclosure. The story is about how
publics emerge in co-occurrence with data-analytic practices, and I
discuss how leaked data, in the context of WikiLeaks, require us to shift
emphasis to the kind of (radical) expertise that is involved.

The third story about Ghostery (in chapter five) is about ANT
inspired digital methods. It is following up on concerns about the
performativity of devices as well, but in the context of an empirical
project, in which digital devices become research devices. Digital
methods approaches take inspiration from ANT in the sense that
‘following the medium’ (as in ANT follows the actors) becomes an
instrument for knowledge production about social life (Rogers 2013).
The chapter aims to think through the performativity of devices and
their capacity to enact the social (Callon and Muniesa 2005; Law and
Urry 2004) by ‘opening up’ such a web/research device. I do so by
integrating those insights into a digital methods project in which I use
Ghostery to track online trackers. The digital methods tool that is used
in the study is the “Tracker Tracker’, which resulted from a collaborative
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DMI project.” By introducing this new device, we, in fact, expanded on
the method that the Ghostery plugin originally had to offer (see more
in §5.4.2). The case study reflects on what it means to work with this
newly introduced actor.

In that story I make use of the notion of ‘material participation’
(Marres 2012a), referring to how devices engage in particular issue-
articulations. The Ghostery plugin, in the first place, turns technologies
of web tracking into an issue through a particular method and
vocabulary. I discuss how that raises questions about using the tool as a
research device when it can be considered to be an issue device as well. Or,
in other words, it reflects on doing an embedded sousveillance research.
Lastly, the story in chapter six initially does not seem to classify as an
ANT-piece: it seems to be an outright betrayal, as Law (1997) puts it
(see §2.2). It reads less ANT-like; it not about translations, and it is
not about the conditions for public proof. However, it is an attempt to
shift theory by trying to develop an infra-language (Latour 2005b, 49) in
order to talk about the data collection practices enabled by surveillance
devices. It is an attempt to reconsider surveillance theory by literally
extrapolating the technical terms for surveillance devices (and how
they are talked about by the NSA) into concepts that would better fit
the current surveillance complex (which in fact, results in a rather
artificial language). That study concludes by proposing new terms
and engaging in a wider discussion (Mol 2010, 262). Hence, that last
case study is set up a bit differently in terms of main focus: it is less
about how surveillance is made public, but it is about the implications
of the public presence of the surveillance devices being disclosed.

But also here I make the interrelation of material devices and public
explicit in the conceptualisation, through, for instance, incorporating
Chun’s ideas about the implications of the leakiness of media for our
conceptualisations of public space (Chun 2013). In concrete terms |
look at a collection of devices, those made public through Snowden’s
disclosure of the NSA files, and seek for family resemblances. By staying
close to the terms that describe the surveillance tools and proposing
concepts (leakage and insertion), I formulate new research questions
and research sites for the study of surveillance. Therefore this study
allows me to return to the aforementioned trajectory of revisiting
concepts in surveillance studies (§1.4).

In the conclusion of each chapter, I discuss the most important
insight from the case study, how it adds to or problematizes the notion
of sousveillance, and what is its contribution to the dissertation in
general. They all help me to redefine sousveillance as public matter. In
the conclusion of the dissertation, chapter seven, I reflect upon how

25 “Track the Trackers” (2012). See also footnote 22.
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the projects ‘datafy surveillance’ in their own particular way. Each case
helps me to work out a separate theme that is relevant for the study
of material publics for surveillance. I also further explain the notion
of surveillance as ‘public matter’, situate it back in critical internet
cultures, and discuss its usefulness in theorising material (surveillance)
publics. Each case study is self-standing and can be read separately, yet
the chapters build up in such a way that they show how I move from
explaining the capacities of devices in the first two case studies to doing
research into surveillance myself in the last two case studies. In fact,
during the third case study, | become a sousveillance researcher.

In sum, I use device-centred approaches and concepts that
attend to the materiality of publics as analytical tools on order to add
a new dimension to the study of sousveillance. Inspired by ANT I
have tried to compile a text showing a rich array of actors’ methods
(Latour 2005b, 150), thereby pointing to variety of ways of handling
problems, and arguing that it is a field made up of devices which
surveillance theory could better integrate in its (theoretical) vocabulary.
The text is a compilation, therefore, a translation all the time (Law
1997; see also Barry 2013, 3), however, in doing this I took care that
the conceptual vocabulary remains tied to practices in the field, which
hopefully resonates with and translates to practitioners’ experience.
Inspired by what Annemarie Mol calls ‘empirical philosophy’ (2002,
viii), I see the conceptual work as necessarily tied to or located’ in
the specific practices that are studied. I use ‘variations’ of concepts to
express the materiality of publics, notions that express that technical
practices and the enactment of the public are merged. I use these
variations of conceptual vocabularies because I want to show how the
different cases emphasise different things: (1) proof (2) data promises,
(3) participation, and (4) types of interferences. Finally, keeping in
mind Law’s interrogation of ANT: What does this text do to ANT?
This dissertation concludes by outlining insights about what an ANT-
inspired work could mean for surveillance studies (and especially the
study of sousveillance). Yet in stressing surveillance as ‘public matter’
it also broadens up ANT’s use of the notion of the public. It interprets
the public in a way that is common to critical internet practices in
which ‘turning something public’ results in public material, open to be
reworked and re-appropriated. This is what I hope to show through the
following cases.
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3 A forensic device for activism

How activists use metadata tracking for the
production of public proof

3.1 Introduction: Surveillance in the context of human
rights activism

This first case study deals with a classic example of sousveillance.? It is
about a project that re-appropriates surveillance methods in order to
document human rights atrocities. WITNESS, one of the organisations
involved with building the tool, is a video advocacy group that was
founded in response to the filmed police violence against Rodney King:
one of the key illustrations of sousveillance. According to WITNESS,
the introduction of mobile cameras has changed the playing field

of witnessing: ‘[a] world with “cameras everywhere” now gives us
millions of potential witnesses to the Rodney King incidents of our
time’ (WITNESS 2014). But this is not just a matter of multiplication:
as mobile cameras are also tracking devices they allow for a new
perspective on sousveillance.

Increased access to digital technologies and distribution networks
has enhanced the potential for citizen journalism to monitor and report
human rights abuses (Center for Research Libraries 2012). However,
the widespread use of these technologies and that of mobile devices in
particular, has also raised a new set of concerns. Firstly, these concerns
relate to fears about surveillance and security (WITNESS 2011),
because governments can easily track mobile phone use. Secondly,
digital reporting also raises the issue of authentication because digital
material is highly vulnerable to manipulation (Center for Research
Libraries 2012, 64). This is further complicated by the volume of images
and video that is captured and uploaded, which leads to a third issue:

a ‘fire hose’ that needs to be sorted through, evaluated and maintained
(ibid.). The credibility of digital reporting is not only an issue for
activists but for (international criminal) courts as well (The Human

26 A previous version of this chapter has been published as “Forensic
devices for activism: Metadata tracking and public proof” in Big Data &
Society (2015).
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Rights Center at the University of California 2012, 13). According to
the Human Rights Electronic Evidence Study by the Center for Research
Libraries (2012, 64), ‘the resulting profusion of digital documentation
has created new challenges of managing and authenticating vast
amounts of evidence, from a multitude of sources, many of them
unidentified.” Against the backdrop of these concerns citizen journalists
and human rights activists and organisations are faced with the question
of how to investigate and document an event using digital technologies
while at the same time avoiding the risks of traceability that might
endanger citizen journalists. In this chapter I discuss the ways in which
the InformaCam project tries to deal with these issues.

InformaCam is a mobile phone application ‘in the making’ for
managing metadata embedded in photo and video files.”” It is designed
to resolve two, sometimes paradoxical, dimensions involved in
documenting conflicts: the need to document violence, and the need
to protect oneself from online surveillance. To do this, the project
developers have deployed special methods for producing and curating
metadata. Couldry and Powell argue that ‘emerging cultures of data
collection deserve to be examined in a way that foregrounds the
agency and reflexivity of individual actors as well as the variable ways
in which power and participation are constructed and enacted’ (2014,
1). The InformaCam project serves as a good example of how actors
engage with data collection and analysis for the very specific purpose of
investigation and evidence production.

To highlight this investigatory dimension, I introduce
InformaCam as a ‘forensic device’. First of all, it is important to stress
that the term ‘forensic device’ stems from a particular reading of the
term forensics, not as a disciplinary practice of the forensic sciences,
but as the ‘production of public proof. According to Weizman et al.:
‘Etymologically, “forensics” is derived from a Latin term meaning
“before the forum” and refers to the practice and skill of making
propositions through objects before professional and political
gatherings or courts of law’ (2010, 59). In the reading of the term as
proposed by Weizman et al. the focus shifts from scientific practices,
which serve legal procedures, to the skills and the (spatial) settings of
evidence production beyond the disciplinary institutions of the law
only. Secondly, the term ‘device’ refers to a particular form of action. A
device, according to Callon and Muniesa (2005), is a way of arranging
things to make something work. As elaborated upon in the second
chapter (§2.3.2), a device establishes what in Actor Network Theory
(ANT) is called a ‘translation’ (Latour 1983; Latour 2005b, 143; Law
1992).

27 The app was ‘in the making’ when this study was conducted and was
later launched as ‘CameraV.
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This chapter is a story on ‘making networks hold’ (§2.5). In line with
ANT-allied studies on devices (Barry 1999, Callon 2004; Callon and
Muniesa 2005), I look at how connections are being made between
elements from diverse fields and settings, in my case, these are
connections between (meta)data and requirements from the domain of
law. The material for this case study consists of the project’s (online)
repository, consisting of developers’ documents and public explanations
about the app.?® I also did personal semi-structured interviews with
developers of InformaCam and read some of their (academic) writings.
As suggested by Latour, I follow their ‘methods-making’ practices, their
‘typologies’, the way they ‘design standards’, and the way they ‘spread
their machines as well as their organizations, their ideologies, their
states of mind’ (Latour 2005b, 149-150).

By not only looking at the application itself, but by tracing the
project back to the philosophy of and writings of the developers, I show
how InformaCam is an assemblage in which technical practices are
tied to the domain of the law in such a way that something innovative
emerges. InformaCam has created a particular form of producing
evidence relating to digital images, through a range of interventions.

In his work on protest sites, Andrew Barry has shown how activists
re-organise public space for the demonstration of facts (Barry 1999;
Callon 2004, 125). Analogously, I will point out how the developers of
InformaCam set the conditions for metadata to gain greater evidentiary
capacity. The metadata are not ready made, nor do they speak for
themselves, but they are constructed in such a way that they gain
evidentiary capabilities. In other words, it has ‘space-making capacities’
(Marres 2012a, 154) because it makes space for the production of public
proof.

In the following paragraphs, I first explain the basic idea behind
InformaCam. Then I provide some background to the use of the
term ‘forensic device’. After that I describe the metadata categories
deployed in the project and the interventions made by the developers.
Concluding, [ state that InformaCam translates metadata from a
potential surveillance risk into a method for the production of public
proof, and in that way, it acts as a ‘forensic device’ referring to the move
that is made through this device. Looking at InformaCam in this way,
allows one to make explicit that activism in the context of surveillance
not only focuses on awareness raising and protection measures, but has
an investigatory dimension as well. Hence in this case study | emphasise
the ‘research side’ of sousveillance, something that, as [ argued in the
first chapter (§1.3), is underemphasised in sousveillance analyses.

28 See the page “SecureSmartCam » CameraV (InformaCam Project)”
(The Guardian Project n.d.) on which the developers track the
implementation.
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3.2 What is InformaCam?

InformaCam is an application developed by The Guardian Project (not to
be confused with the newspaper The Guardian). The Guardian Project
is an open source software company that helps mobile device users to
protect their communication from intrusion and monitoring. One of
the developers describes the twofold goals of the company as follows: ‘to
give users control over how much data they provide as they pass media
along the pipeline and to increase awareness and visibility of the various
issues that converge around their data as it circulates’ (Holmes 2011,
56). Part of the project is to provide people with useful tools that can be
used by non-specialists. As stated on their website:

The Guardian Project aims to create easy to use apps, open-
source software libraries and operating system modifications, and
customized mobile devices that can be used and deployed around the
world, by any person looking to protect their communications and
personal data from unjust intrusion and monitoring. (The Guardian
Project 2013a)

For the InformaCam project, the developers of The Guardian Project
teamed up with WITNESS, a video advocacy group which focuses on
witnessing and human rights. The organisation supports people to use
video ‘safely, ethically and effectively’ (WITNESS 2015). The project
is supported by the International Bar Association (IBA). The IBA was
established in 1947 and connects more than 50,000 legal practitioners
and two hundred bar associations (International Bar Association).
InformaCam is designed to support people in managing metadata
that come with making images and videos. In a general sense, metadata
can be defined as ‘data about data’. Metadata can be defined in a very
specified sense as well, depending on the setting in which they play a
role. In the digital context, the simplest description would be data about
the context in which a file was produced, edited or stored. Metadata
can be distinguished on different levels, such as ‘system metadata, file
system metadata, application metadata, document metadata, email
metadata, business metadata, geographical metadata and many more’
(Raghavan 2013, 101). The type of metadata that is relevant for our
discussion is ‘application metadata’, data embedded in the file, which
‘describes and moves with the file when it is moved or copied’ (Sedona
Principles 2007, 4).%

29 Application metadata is often contrasted with system metadata:
“system metadata” is not embedded within the file it describes but
stored externally. System metadata is used by the computer’s file system
to track file locations and store information about each file's name, size,
creation, modification, and usage’ (Sedona Principles 2007, 4).
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Metadata can pose a surveillance risk. When an image is created with

a mobile phone, the image is stored with an extra layer of information
that can include things such as the model of the phone and GPS data.
When posting images or videos online one also uploads the metadata
embedded in the file along with it, creating an online ‘record’, thus
enabling those with the right tools or expertise to extract the metadata
and gain certain information about the creation of the file. This can
prove highly risky for the producers of documentary material in
oppressive or security-obsessed regimes, because if they are targets they
can potentially be tracked down. (For example, by connecting different
images made by the same device that is owned by a journalist known by
name or by using the GPS data to determine the location of a person on
a picture.) *

InformaCam is part of a larger project, SecureCam, in which
InformaCam’s predecessor, the anti-surveillance app ObscuraCam,
allows users to remove identifying metadata. ObscuraCam can strip
metadata and obscure faces. If somebody wishes to share an image,
ObscuraCam diminishes the chance that the producer of the image,
or the persons depicted in the image, can be identified or located
(The Guardian Project 2013b). Technically speaking, InformaCam is
based on similar principles, but it makes an additional and opposite
move: metadata are not obscured but deliberately captured and safely
stored in case one wants to make this information public in the future.
InformaCam enhances mobile devices with a ‘witness mode’, that is, an
extra functionality that uses the sensors of the mobile device to make
the registration of contextual metadata available to, and manageable for,
the user. When activated, the app registers ‘sensory and atmospheric
data throughout the session’ (ibid.). This includes data types such as
current timestamp, user’s public (PGP) key, Image Regions created
in the image/video, current latitude & longitude, all cell IDs that are
visible, altitude, compass bearing, WIFI-networks (ibid.; personal
communication).’! After having made an image or video, one could
add specific metadata about the setting in which the image was taken as
well, as for instance, information about the content and the producer
of the footage. The contextual metadata and the annotations can be

30 A famous example: Vice Magazine revealed John McAfee’s hidden
location accidently through the location data embedded in the photo
(Honan, 2012).

31 Current timestamp: record date/time; User’s public (PGP) key:
algorithmically generated key that functions as a digital signature;
Image Regions created in the image/video: user-demarcated regions in
the visual image (or: Regions of Interest) Current latitude & longitude:
geographical coordinates; Cell ID: Identification GSM base station;
Altitude: (vertical) distance measurement; Compass bearing: orientation
camera; WIFI: wireless local area network.
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valuable for authenticating the image.

The application, therefore, provides the possibility of making two
versions of the documentation: one version is produced without the
identifiable metadata and another is safely stored with all the metadata.
The ‘data-poor’ version (figure 1) can be distributed to any network
of choice, whether that is YouTube, friends’ networks or (citizen)
journalists. The ‘data-rich’ version (figure 2) can be sent to a trusted
party, which could be for example one’s own e-mail address, a friend
or a support organization such as WITNESS. This is automatically
encrypted via Tor. Tor is a free software and open network known for
anonymous browsing also known as ‘onion routing’.*? It can be used to
obfuscate the trajectory of communication for intermediaries between
the sender and the receiver.

= ol B

Choose a Trusted
Destination

Redact

Pixelate

CrowdPixel

Mask v’ Witness HQ
Identify

\ Delete Tag

Figure 1. Screenshot of the interface of InformaCam.

A ‘data-poor’ version without potentially identifying data suitable for sharing. Image
provided by The Guardian Project, 2015.

Figure 2. Screenshot of the interface of InformaCam.

A ‘data-rich’ version with contextual metadata for encrypted storage. Image provided by
The Guardian Project, 2015.

32 The idea of the onion stands symbolically for a system of layers of
protection that hide the content of the message and which are peeled
off one by one after every transmission. A receiver only knows one
node it is communicating with, but not the one before or after that
neighbouring one. (Tor 2015)
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The layer of metadata and the image can be disentangled when posted
online, but they are stored together if one ever needs them in court

or for other evidentiary purposes. In this way, InformaCam has
merged two of the problems mentioned at the start of this chapter,
that of mobile tracking and that of digital authentication. (The third
problem, the one of sorting through a large volume of images, will be
addressed later.) The developers have produced a tool that allows users
to take control over the circulation of data by intermediating between
two different settings that have different requirements, the risky
environment of online public space and the evidentiary setting of public
proof. In other words, the tool allows two different ways of ‘making
data public’. It is the second setting that I will focus on now. For it is
here that the app enters the world of forensics.

3.3 Forensics as the production of public proof

Forensics is usually understood as ‘forensic science’. It refers to the
scientific practices, methods and techniques that are related to the
investigation of crime (Oxford Dictionaries, 2015). The forensic
sciences are those sciences that investigate, on behalf of the court,

on behalf of the principal investigator, or on behalf of the defence
(depending on the legal system), specific material assumed to be
related to a criminal offence. The forensic sciences can offer potential
evidence for a decision that is subsequently to be made by the court.
Forensics are, therefore, associated with highly specialised laboratory
work conducted by experts that make material visible, which is
otherwise invisible for ‘untrained eyes’, to be presented publicly in
court (Jasanoff 1998b). However, studies into how scientific and
technologically mediated data become witnessed facts tell us that the
objects of the forensic sciences never speak for themselves. Scientific
and technologically mediated data are in need of particular translations
to become convincing in the courtroom when data are presented in
front of the judge and jury (Jasanoff 1998b, 719).

Although studies into science and law have shown that the
forensic sciences do not operate in isolation from publics or social
practices (M’charek 2008; Toom 2010), the notion of forensics can be
understood in an even broader sense. This interpretation of forensics
goes back to the etymological understanding of the term. The Latin
word ‘forensis’ refers to ‘the art of the forum’ (Forensic Architecture
Project 2013), and can also be translated as ‘public speaking’. Weizman
explains how the meaning of forensics has shifted over time:
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The Roman forum to which forensics pertained was a multidimensional
space of politics, law, and economy, but the word has since undergone a
strong linguistic drift: the forum gradually came to refer exclusively to
the court of law, and forensics to the use of medicine and science within
it. This telescoping of the term meant that a critical dimension of the
practice of forensics was lost in the process of its modernization—namely
its potential as a political practice. (Weizman 2014, 9)

Weizman et al. (2010) speak in terms of ‘forensic architecture’. This
reading takes the practices and settings of evidence giving as a central
point of departure — and not the scientific or legal institutions. From
this perspective, forensics refers to a relational practice in which
evidence giving can be organised and so it widens up the range of actors
and sites in which forensics can arguably take place. Forensics can
therefore be reframed, as suggested by Latour (2012) responding to the
Forensic Architecture project, as the production of public proof.**

As the practice of forensics centres around a piece of material,
the concept also invites one to take questions concerning the relevance
of this material very seriously. To explain this point better I draw on
the work by Susan Schuppli on forensic media (forthcoming). Schuppli
shows how technical objects can contain ‘trace-evidence”: inscriptions
of (violent) events. Her examples include documentary material that
is degraded by radiation (a Chernobyl documentary by Shevchenko in
1986), film material that has been copied and edited (the ‘Loshi video’
depicting a massacre in Kosovo in 1999; for an analysis see Schuppli
2014), and video footage that has metadata embedded (an anonymous
execution video shot in Sri Lanka in 2009). In her framing, the object
becomes ‘informed material’, a term inspired by the philosopher
of science Isabelle Stengers, and it denotes the way ‘their internal
composition is enriched by information’ (Schuppli 2013). Such material
can depict events not only in representative terms, but the materials
themselves become enriched as well through the inscriptions along
the way. Schuppli shows the different ways in which matter that has
archived traces of events articulates itself as a witness of these events.
Her concern is with how matter that is ‘informed’ takes on the role
of a witness, that is, how matter can speak and testify. She uses the
concept of ‘material witness’ as an operative concept to describe the
process by which that happens (ibid.). This term is rooted in legal
jargon (from the US context). When a witness becomes ‘material’ to a
case it means it holds crucial information (Leonardi 2010). In Schuppli’s
case studies, the question about the material witness becomes one that
is concerned with the inscriptions being made along the trajectory of
material becoming a piece of relevant evidence. These inscriptions can

33 See also footnote 16.
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be accidental influences, but they can also be legal formats with which
materials need to comply in order to gain credibility in court (Schuppli
2013).

What I take from the reading of ‘forensics’ as proposed by
Weizman et al. (2010) is the displacement of forensic practices, which
allows one to grasp the participation of actors other than scientists and
lawyers in the investigation of affairs. Schuppli’s work directs attention
to how material, including digital material, changes along a trajectory
and how that requires us to rethink procedures of evidence giving.
This is relevant because, as I will explain, InformaCam is concerned
with practices of archiving trace evidence and with the issue of how to
make documentary material relevant through particular inscriptions.
However, InformaCam is also an experimental application: it is, at
the time of writing, ‘in the making’. That also means that it does not
(yet) deal with passed events that can be documented. In fact, it is the
organisation of public proof in future that the application directs itself
towards. It is also the organisation of public proof about which ANT-
scholars have produced fruitful studies.

3.4 Devices for arranging the production of public
proof

Classic examples of ways to organise public proof are legal trials and
scientific demonstrations (Latour 1983; Jasanoff 1998b; Shapin and
Shaffer 1985). These endeavours are ‘devices’ as in social-material
arrangements, constructed to show or prove particular states of affairs.
These devices require solidity because they build on rules or protocols
that stay more or less the same and which allow a replication of testing
and decision-making (Callon 2004, 125). A less procedural way of
thinking about public proofs, and therefore relevant to this case study,
is Andrew Barry’s understanding of the ‘demonstration’ (1999). Barry
starts by with drawing an analogy between scientific demonstrations
and political demonstrations. The scientific demonstration has always
been an important object of study in science. These studies have shown
that scientific demonstrations heavily depend on the participation of
witnesses and controlled behaviour, and thus, on a controlled public
space (Epstein 1995; Latour 1983; Shapin and Schaffer 1985). According
to Barry, political demonstrations share a family resemblance with
scientific demonstrations because they require a similar reorganisation
of public space. In Barry’s understanding, ‘to conduct a political
demonstration can be a matter of making visible a phenomenon to be
witnessed by others’ (1999, 77). As Callon rephrases Barry’s work:
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Demonstration, as the origin of the word indicates, makes visible for an
audience, constructed contemporaneously with the demonstration, an
object about which a discourse is articulated. It therefore simultaneously
implies a putting-into-words, the construction of a referential chain
(which enables the object to be articulated) and the organization of
a public space in which the solidity, robustness, relevance and interest
of the demonstration can be tested (possibly by other demonstrations).
(Callon 2004, 123)

One of Barry’s examples is an extra-parliamentary action: an occupation
in a forest against potential road constructions. The site of the
occupation, the landscape, was not just the background for the protest.
As a‘setting’ it became an actor in the protest itself because it exposed a
potential truth claimed by the protesters. It showed that ‘the existence
of humans, animals and the land were, in whatever way, mutually
implicated’ (1999, 81) and the emerging reality of environmental
destruction. In this way, the activists crafted a space in which there
emerged something to point to. As can be taken from the title of
Barry's piece, ‘site’ and ‘sight’ become interconnected. Barry describes

at length the style of conflict resolution between the activists, the
literature they produced and the material and social discipline needed
to organise the camp. He also describes how the protest involved an ‘art
of demonstration’ and a careful orchestration of how (electronic) media
participate in the way the demonstration is witnessed.

In sum, Barry shows that devices for public proof can also be
displaced from the formal arenas of public proof giving. At the same
time he describes that, although these settings might be less formally
organised in terms of rules and protocols, spaces for public proof giving
still need a lot of work and effort to be established. Barry’s take on the
matter provides useful pointers for analysing InformaCam. As I will
argue, the InformaCam project is, in an experimental way, involved
with a range of interventions through which it tries to establish such
spaces and connections. Thus, in line with more ‘formal devices’ such as
the trial and the experiment, InformaCam can also be seen as a device
that is engaged with creating the conditions for the production of public
proof. As InformaCam is experimental, it provides insights into how a
forensic device is being set up.
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3.5 A demonstration of InformaCam

3.5.1 Enriching and ordering metadata

As will be explained in more detail, the InformaCam project turns
metadata from a risky matter of surveillance into data with potential
evidential value. Metadata can have evidential value because ‘{m]
etadata refers to data about the data that is stored within a source of
digital evidence’ (Raghaven, 2013, 101). Metadata offer a narrative
potential: a piece of evidence can tell something about itself through its
metadata because contextual information is captured within the (digital)
object itself. However, as mentioned earlier, data often need narrative
techniques to become witnessed as facts. Framed in more philosophical
terms, following Schuppli (forthcoming), only capturing data is not
always sufficient to turn it into a ‘witness”: the material has to be able to
articulate its relevance to a case. Similarly, InformaCam does more than
merely ‘capturing’ data. The specific way by which data are captured
and organised is crucial for turning it into a witnessing machine. The
following paragraph describes in more detail through which categories
the InformaCam project organises code and why. It also shows how
software developers draw together concepts about digital networks,
law, and ethical perspectives, into the same project.

The lead developer of the project, Harlo Holmes, reflects upon
The Guardian Project’s app development in her master’s thesis (2011).
She describes how EXIF data contain various specified fields and allow
for free comments. EXIF stands for ‘Exchangeable image file format’
and is the standard used for specifying and annotating image files
by digital cameras. Holmes argues that a large amount of the EXIF
data fields are filled up with intellectual property data. Referring to
Manovich’s concept of ‘cultural transcoding’, a concept that addresses
the translation of cultural formats into computer code (Manovich 2001,
64), she states that:

The EXIF specification’s treatment of the copyright tag is a remarkable
example of the process of “cultural transcoding” posited by Lev Manovich.
In the specification, the EXIF tag descriptions are usually no more than
3 lines in length; the copyright section, however, occupies quadruple the
space. (Holmes 2011, 30)

It is this insight that metadata are formatted to an intellectual property
regime, that for Holmes opens up the question about possible
alignments with other regimes — such as human rights. If EXIF
metadata take part in a particular material legal culture, why wouldn’t
this be extended to other domains of legal culture as well? Holmes
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refers also to the anthropological research of Gabriella Coleman on
how software developers approach code and intellectual property law.
Coleman has shown how the software community has contributed to a
form of jurisgenesis’ (Coleman 2009, 421). The concept of jurisgenesis,
originally defined by Robert Cover in 1983, refers to ‘the collective
construction of new legal meanings and artefacts that diverge from
statist or dominant interpretations of the law’ (Coleman 2009, 421).
Holmes situates The Guardian Project’s app development in this
context. She states: “This interaction with justice through technology
can be viewed as a form of digitally enabled jurisgenesis’ (Holmes 2011,
57). But in her view ‘technological laws” undergo similar processes of
re-appropriation:

Obscura openly challenges the law of the smartphone by overriding its
unencrypted media database and by allowing users to rein control over
the embedded EXIF data. To interact with the app encourages direct
exposure to the new laws of images, allowing users to actively participate
in the politics newly embedded into the photographic act. (Holmes 2011,

57-58)

One can now begin to sense how Holmes and her co-developers
creatively appropriate the role of metadata by stretching up the
space for EXIF data and reaching out to formats that are directed at
evidentiary settings. In making this move, the developers relate to the
human rights arena specifically.

The interaction between human rights and software is of central
concern to the Project Director of WITNESS (which is the NGO
that collaborates on InformaCam), Sam Gregory. Gregory (2012)
presents some of his ideas in a publication that discusses alternative
ways of making human rights visible. One example is a proposal for
a new kind of licensing system, one that recognises intentionality
(556). His proposal is to give a twist to digital material, but one that is
different from copyright or Creative Commons licenses that deal with
intellectual property rights and the possibility for remixing. His type of
license would embed a proposed human rights use into the metadata.
His second example relates to rethinking witnessing in the digital age ‘in
line with the primary principle that every human being is possessed of
“Inherent dignity”- a concept that runs through every right included in
the UDHR’ (Gregory 2010, 11). An important concern in this context
is the avoidance of re-victimisation of victims on film through the
widespread circulation of media. Gregory continues to argue that this
comes with an ethical obligation for the one who is witnessing to do
so carefully with respect for the victim: ‘Contemporary thinking on
testimony, witnessing and trauma also places a heavy emphasis on the
responsibility of the witness to abuse to represent it responsibly and
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with ethical integrity - to be, so to speak, the “ethical witness” (ibid.,
11-12). WITNESS wants to contribute to ethical forms of witnessing
by translating professional notions of informed consent (inspired by
medical practices, social science and international human rights and
humanitarian law) into the design and usage of technological devices
(ibid., 2010, 12).*

InformaCam is an implementation of some of the ideas
mentioned above. This is done by what one could call ‘enriching
metadata”: InformaCam structures how metadata are embedded in
the image. A (early) blog post on the project mentions four metadata
categories: Data, Consent, Intent, Genealogy.*® The category ‘Data’
sounds very general, but it represents the data that ‘captures the
moment of capture’. As explained by The Guardian Project’s website:
“This category includes all standard metadata (timestamp, acquired
sensory data, location and movement data) that have been collected
during the lifetime of the image, from the moment it was opened to
the instant it was saved’ (The Guardian Project, 2012). InformaCam
does not capture traffic but only publicly visible identifiers. ‘Consent’
resonates most explicitly with human rights culture. A user of the
application can add free text to images indicating whether the subject
has given consent to be filmed. As touched upon earlier, the approach
of WITNESS is to translate ideas of consent into technical devices,
by for example developing tools that give ‘prompts on consent
during those filming/upload processes’ (Gregory 2010, 15). This is an
implementation thereof. ‘Intent’ is more experimental and is directed
to the circulation of digital material. It indicates ‘information about
the media’s creator and the permissions for sharing’ (The Guardian
Project, 2012), and could therefore be considered as a materialisation
of what Gregory (2012) proposed: ‘a licensing system that recognizes
intentionality’. This ‘tag of intent’ will say something about what kind
of ‘use’ the producer envisions with a particular digital object and is an
attempt to create human rights media’ as a particular piece of media and
bring that into circulation (personal communication with Gregory in
2013). ‘Genealogy’ refers to the main indicator of the chain of custody
(or ‘data integrity’ which means that data should be left intact until it
reaches the court). This is addressed through a digital hash embedded
into the file at the moment the image was made in order to indicate its

34 Whilst acknowledging that full informed consent can never be assured,
and training and the provision of training material is invaluable (Gregory
2010, 15).

35 ltis good to keep in mind that these are working concepts and
InformaCam will have different deployments for different settings, so not
all of them will be implemented in final use.
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original state.*

Besides these main categories, the developers make use of an
ordering format entitled J3M’ (JSON Evidentiary Mobile Media
Metadata), which is described as ‘a format that can be used to easily
describe the origins, context, and content of any image or video taken
with a mobile device’ (j3m.info 2013). This is to be understood as a way
of structuring metadata. The aim of J3M is to:

[m]aintain a trusted record of a media object’s chain-of-custody (...);
Express the context surrounding the media object’s capture (...); Embed
extra user input from forms or surveys into the media object as signed
metadata (...); Provide metrics for analyzing the content of the media
object to mathematically determine that it was created by the device
indicated in its metadata. (j3m.info 2013)

The image on the next page (figure 3) is an example of how this would
look in code. Technical specifications are given on the website of the
Guardian Project including a Java library to help developers to use J3M.

"j3m": {
"data": {
"exif": {
"exposure": "0.0042",
"orientation": 0,
"flash": -1,
"model": "Nexus 4",
"iso": "100",
"location": [
40.720455169677734,
-73.98946380615234

l,
"width": 1536,
"whiteBalance": -1,
"aperture": "2.7",
"focalLength": -1,
"timestamp”: "2013:11:11 09:21:56",
"duration”: 0,
"height": 2048,
"make": "LGE"
h

"userAnnendedData" [

Figure 3. Screenshot of metadata ordered through the J3M-library’ (JSON Evidentiary
Mobile Media Metadata).

Image provided by The Guardian Project, 2015.

36 Please note that in the end, the data integrity should be decided upon
by an analyst reviewing the J3M-data (personal communication with
Gregory, 2013).
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The above-mentioned categories and J3M give an early insight into
how the people involved with InformaCam actively shape metadata.
They do so in a way that would help forms of narration emerge;
firstly, concerning the context of the event (the contextual metadata);
secondly, with respect to the content of the material, the relation
between the producer of the image (through the annotations) and the
people depicted; finally, his or her relation with the digital object itself
(or intent). It is an example of an emerging culture of data collection in
which actors on the ground exercise their agency by constructing and
curating data for particular purposes (Couldry and Powell 2014).

3.5.2 Organizing the conditions for public proof

At the time of writing, InformaCam just released its beta-
implementation. Therefore, real life experiences of how InformaCam
is put into use are not yet available. However, InformaCam allows for
organising the settings for the production of public proof in multiple
ways. | discuss three of these ways below.

A first intervention, which consists of tying images to regimes
of evidence, has already been discussed. As highlighted in the previous
paragraph, the categories of InformaCam show how the project
developers pull together different kind of formats into the application.
The chain of custody, an important issue for investigatory purposes in
legal settings, is accommodated with a digital hash that J3M embeds
in the file. In addition, notions of ethical witnessing from the human
rights arena are redesigned as an awareness prompt. In this way, in
Holmes’ words, the developers are ‘ingraining’ categories borrowed
from legal and human rights discourse into the metadata (personal
communication with Holmes, 2013). It is interesting to see how these
inscriptions organise the capturing of data before the images are
even being made. This is analogous with other legal practices. In his
investigation into the workings of law, Latour (2010) explains how,
in the context of the French Council of State, some (governmental)
documents are prepared for legal use before being used in a legal
setting. They already carry certain references that follow legal formats
and establish legal trust, such as certified copies, witness statements
(ibid., 75). These documents are, in other words, already ‘profiled’
before arrival at court and ‘made ripe for use’ (ibid., 70). The operation
of law, he argues, cannot be understood without these preparations.
Similarly, software developers are undertaking preparatory work to
‘ripen up’ digital data for legal use.

Whether this material will eventually make it to the international
human rights courts is difficult to foresee. In the context of this
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discussion, it is important to take note of the different legal systems
with respect to the admission and evaluation of evidence (Jasanoff
1998a; Van Koppen 2007. The adversarial system in the United States
has specified legal requirements for scientific evidence (the Daubert
Criteria).” It has been claimed that these admissibility rules, together
with the litigation structure in the United States, provide opportunities
for the critical evaluation of science and technology, especially when
compared to inquisitorial systems found in many continental countries
(Jasanoff 1998a; Van Koppen 2007). In inquisitorial systems, the
prosecutor is responsible for the ‘dossier work’ and the admissibility

of scientific and technological data is less subject to public discussion

in the courts.”® International human rights courts consist of a mixture
of legal systems, but tend to follow civil (continental) law in relation

to the admission of evidence. This implies that the threshold for the
admissibility of evidence is low. With respect to electronic evidence the
international tribunals, at the time of this study, require no particular
standards and in terms of admissibility trial chambers are relatively free
in their assessment (O’'Neill, Sentilles and Brinks 2011). The rules for
(electronic) documentary evidence therefore vary from court to court
and the development of standards proceeds very slowly (Center for
Research Libraries 2012: 65): ‘[R]equirements are better established for
national and local courts than for international courts and tribunals’
(Center for Research Libraries 2012: 51). In their review of a series of
human rights courts O'Neill, Sentilles and Brinks state that ‘procedural
rules at international courts and tribunals offer little guidance on what
must be shown to authenticate new forms of E-evidence’ (O'Neill,
Sentilles and Brinks 2011, 9).° The number of cases in which metadata
have played a role is still small, and there is little case law to draw
conclusions from about what to expect in the near future. A request by
the International Criminal Court Prosecutor for a protocol for ‘born-
electronic evidence’ was denied by the Chamber (ibid., 51). However,

37 These requirements were formulated in the landmark 1993 decision
on Daubert v. Merrell Dow Pharmaceuticals, Inc., which determined the
admissibility standards for scientific evidence in court, giving the judge
greater agency in determining the validity of the testimony of the expert
witness. See the website of the Legal Information Institute (2013).

38 This statement should be nuanced a little bit, as scholars have argued
that sometimes this ‘dossier work' is a result of a controversial trajectory
as well (Bal 2005).

39 The review included the International Criminal Court (ICC), the ad
hoc tribunals for the Former Yugoslavia and Rwanda (ICTY and ICTR
respectively), the Special Court for Sierra Leone (SCSL), the Extraordinary
Chamber of the Courts of Cambodia (ECCC), and the Special Tribunal for
Lebanon (STL), and the investigatory process at the Office of the High
Commissioner for Human Rights.
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as explained in the same report (ibid., 42), the authentication of
e-evidence can play an important role in opening up investigations into
human rights violations. Despite the lack of existing standards, there is
a realisation that they might develop in the years to come. According

to the authors of the same review, the potential future development of
restrictive demands concerning e-evidence, which might be inspired by
the more extensively documented (commercial) US litigation context,
could be dangerous for international human rights proceedings, since
the burden placed on people bringing in evidence may preclude those
without access to equipment of sufficiently high standards. That is the
reason why InformaCam is a significant project: whereas requirements
for metadata in the legal domain of international human rights
procedures are not yet fully defined, the developers of the project are
already working towards developing a specific socio-technological
standard of which they hope will also become accessible for activists.

In this context it is important to know that The Guardian
project has launched the InformaCam system as the ‘CameraV App’.*°
In June 2015 the IBA launched a spin-off project called ‘Eyewitness for
Atrocities App’. This (closed-source) app is built on the open source
implementation that was made in collaboration with the Guardian
Project.”’ The concepts behind the project are now being put into
practice. Besides offering the tools, the developers of InformaCam
do also try to find ways to familiarise courts with their techniques.
According to Sam Gregory, they are looking for what they call
‘demonstration projects’ that can help demonstrate the evidentiary value
and applicability of J3M data and the InformaCam project (personal
communication with Gregory, 2013). At the same time they are aware
of the dangers of placing a weight of responsibility on people presenting
evidence who may not have access to the right equipment to secure
such standards: “We're also cautious though not to create a situation
where there is an insistence on extra metadata for proof since we know
that there will be many contexts where valuable evidence is missing
this’ (personal communication with Gregory, 2013).

The second intervention InformaCam makes relates to the
capacities mobile devices have to organise forms of witnessing on the
ground. Through activating Bluetooth InformaCam can detect other
devices that have the same app activated nearby. In this way the app can
show that multiple devices were present at the same place at the same
time, or that people have made similar documentation at the same time

40 For an extended user guide see “CameraV app and the InformaCam
System” (2015).

41 ltis important to note that the Eyewitness app works quite different
from InformaCam as described in this chapter and has different security
consequences. For a comparison, see the blogpost by Watson (2015).
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with regards to the same event (personal communication with Holmes,
2013). One potential user group is the Georgia Legal Services Program
that helps migrant workers (Making Cameras Count 2013). It happens
that bosses deny that people came to work, leaving workers without
payment. It is for such situations that InformaCam could mobilise self-
tracking: through the simultaneous use of Bluetooth detection. People
would thus be able to try to prove their presence, or at least, that of
their phones. Therefore, the application does not only aim to produce
images of events, it can also put oneself, or one’s collective, on the map.
So one way in which InformaCam invites material to become more
‘informed’ is by capturing (collective) presence. It captures not only
contextual metadata that refers to location, device number etcetera, but
it enacts a collective body of witnesses. Figure 4 is an example of how
the presence of devices can be visually mapped with Bluetooth data.

Visualizing cell towers, wifi, bluetooth and movement

100 ft @ wifi |

«The size of the bluetooth circle

Figure 4. Map that visualises cell towers, wifi, Bluetooth and movement on the basis of
data captured by InformaCam.

Image provided by The Guardian Project, 2015.

With a third intervention, InformaCam’s J3M-library makes a
particular form of forensic data analysis possible. According to Harlo
Holmes, it is not the app itself she expects to do all the work: it is the
openly available library that makes it possible to distribute J3M to other
applications and platforms such as YouTube (personal communication
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with Holmes, 2013).42 Gregory adds that the distribution of J3M

into the public domain aims to open up research possibilities through
J3M itself. The library is inscribed into the files and subsequently

read out again. So the device works by structuring data in such a way
that material can be pulled together after capturing it. According to
Gregory, multiple J3M-sources embedded in InformaCam material can
be used for timeline mapping and comparison between multiple angles.
It could enhance constructing a chain of explanation of what happened
in an event (personal communication with Gregory, 2013). There are
already several projects that map events on the basis of (EXIF) metadata
online. See for instance ‘the Rashomon Project’, an open-source online
toolkit that assembles and analyses videos and photos from ‘contested
events’, such as demonstrations that clash with the police. The aim of
the project is to enhance a nuanced understanding by providing multi-
perspective timelines and interactive viewing features (Rashomon
Project 2015). This approach is therefore an example of how actors

‘on the ground’ could challenge ‘conventional data collection’ (Couldry
and Powell 2014, 4). Figure 5 presents the InformaCam System
Architecture. From the left to the right it shows the app, the two
versions of the documentary material that the app produces, the
methods for verification, and lastly, the analysis dimension in the
project (J3MScan Advanced Search and Analysis’).

INFORMACAM SYSTEM ARCHITECTURE

Secure
Submission
Repository

Dead Drop /

St b,
Globaleaks LElCHA L= J3MScan
InformaCam HTTPS.over-Tor Advanced

Powered Metadata
App

Search and

Verification Analysis

Direct Toolkit
Exchange

Email
Bluetooth /
NFC
Dropbox
Google Drive

metadata

<"Chain of custody” is virtually maintained due to encryption and signing of media and

Figure 5. InformaCam System Architecture.
Image provided by WITNESS and The Guardian Project, 2015.

42 Youlube has already included a Human Rights Channel and a Face
Blurring Tool (WITNESS, 2012).
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3.5.3 A forensic device for activism

InformaCam is part of an emerging trend of projects that aim to
enhance the verification of online information. There exist websites
for tracking users’ location footprint on the basis of GPS data, tools
for revealing EXIF data attached to images, and tools for showing
whether images have been altered. (See, for instance, the website of the
Verification Handbook for an overview (Silverman 2014)). On the other
side of the spectrum there are plenty of tools that help users to protect
their identity, to browse anonymously or to securely encrypt their data.
(See for instance, the websites securityinabox.org and http://prism-
break.org). According to the developers, InformaCam is, as far as they
know, the only app that combines these many capabilities (‘enhanced
metadata through sensors, cryptographic verification/hashing/
signing, secure storage and transmission’) and that is offered as a free
and open source app that runs on inexpensive smartphones (personal
communication with Freitas 2013).

Moreover, InformaCam is pre-figurative to legal standards.
As mentioned earlier, Andrew Barry has shown how activists can be
involved in carefully modifying and constructing spaces that allow
proof to emerge, and how they can invent new forms of demonstration.
The actors involved with the InformaCam project do a similar thing
with respect to networked technologies. They actively engage with how
data can be handled by making InformaCam intervene in different parts
in the trajectory of an image. By transcribing law into code before the
event, by controlling how data are captured on the ground, and by the
enhancing research capabilities for post-event analysis, the InformaCam
project invents a form of what we could call ‘sensory data forensics’.
Mobile phones, sensory data, users’ interaction with technology, legal
formats and code are tuned in such a way that together they allow for
the production of public proof, and so operate as a forensic ‘device’ in
the Actor Network Theory sense. It also indicates a medium-specific
collaborative practice for witnessing, which can be better understood
when taking into consideration that particular software communities
have particular approaches to code (Coleman 2009; Kelty 2008). The
people behind InformaCam are not waiting for jurisprudence to catch
up with new evidentiary modes, but are already intervening through
the media landscape.

The idea that images should remain ‘in tact’ to retain the chain
of custody on the one hand and the practice of adding data-points to
structure images for analysis on the other hand seems paradoxical, but,
as Kelly Gates shows, this paradox characterises the practice of video
forensics by forensic experts as well. Looking at the disciplinary practice
of video forensics in particular, Gates describes how in preparing
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CCTYV video material, forensic investigators use narrative techniques
like annotating, zooming and composing timelines, sometimes with the
use of sophisticated software. Metadata can also be attached to images
to enhance search and retrieval and cross-referencing (2013, 251; 255).
As Gates critically points out, the practice of video forensics points to a
new conceptualisation of (computational) objectivity:

Here I want to suggest that the use of digital imaging technologies
to make visible what is invisible and invest images with indexicality
points to a new conceptualization of objectivity. This way of thinking
about objectivity holds that neutral, scientific results can be achieved
through the application of computational forms of analysis — automated,
algorithmic techniques performed by computers. (2013, 252)

Just like forensic investigators, the developers of InformaCam ‘invest
images with indexicality’ to condition computational analysis. It is
what Thomas Keenan (inspired by the use of the concept by the
photographer Sekula) calls ‘counter-forensics’. This concept refers
not to countering forensic investigations, but to the tactical adoption
of forensics in the context of activist struggles (Keenan 2014, 69).
Whether projects such as InformaCam, just like forensic state
investigators, also participate in the establishment of what Gates calls
a ‘computational objectivity’ (Gates 2013, 252) would be an interesting
topic for future research. (See Brucato (2015) for including the
notion of mechanical objectivity in the study of sousveillance.) This is
especially interesting because the developers, at least of the InformaCam
project, do not hide the fact that the computational analysis of data
requires an extensive preparation and shaping of design including
choices, concepts and ethics.

InformaCam shows in what direction activism in the context
of surveillance can develop. This investigatory dimension raises
a few critical questions: Does the project become too much of a
surveillance project itself? Does it also perform analytic work in service
of authorities that attempt to monitor people? Do people who use
this tool, by collectively mapping events and their devices, endanger
themselves? When asked about this, Harlo Holmes admitted this
constitutes a potential risk, but she also argued that many states have
access to this kind of data already (as InformaCam captures only public
data) and many people are not aware of it yet. She regarded using
InformaCam as taking a step forward in terms of the ‘equality of arms’
(personal communication with Holmes 2013). Recent developments
have underlined the invasiveness of state surveillance. The NSA
disclosures by Edward Snowden in 2013 (Greenwald 2014) have shown
that the NSA uses many techniques for the analysis of data leaked by
‘leaky apps’ (Larson, Glanz and Lehren 2014), including mobile phone
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location data and the co-presence of devices (Soltani and Gellman
2013a) (see also Chapter six). These are exactly the things InformaCam
intervenes with. Tools such as InformaCam, therefore, can be seen as a
timely response to the unequal distribution of power over data.

3.6 Conclusion: The investigatory dimension of
sousveillance

In the first chapter I stated that sousveillance analysis does not properly
address the question of what is the ‘laboratory’ (or database) of the
sousveillance practitioners. This case study demonstrates one example
of how these practitioners construct knowledge. The InformaCam tool
not only allows for personal surveillance (self-tracking and mapping)
and hierarchical sousveillance (documenting authorities), it also

has an interesting back-end story to attend to, in which knowledge
infrastructures make counter-forensics possible and make space for new
forms of public proof.

The ‘camera’ is an icon that has informed a particular strand
of surveillance theory, in which the gaze was central for practices
of surveillance and sousveillance. But the camera has now become a
‘camera app’ and a tracking device, which seems to do away with the
gaze as the central organising principle. Instead of being primarily
concerned with what can be seen (on an image), the project shows how
attention shifts to the ‘art of looking’, which is concerned with how to
organise which data counts (including one’s own position, location,
etcetera). In short, it becomes engaged with investigatory practices
through code.

The InformaCam project also signals an innovative way of
thinking about surveillance risks: For the people involved in the
InformaCam project, the circulation of data is a problem but at the
same time it is material that can be analysed and used for other things.
Surveillance risk is not just something to be ‘informed of or to be
avoided; it is something that can be hacked in order to become an
empirical object. The project has re-articulated what used to be a
problem into its working material. This is a first step in understanding
surveillance as ‘public matter: The InformaCam project turns
surveillance into research material with public ends.
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4 Transparency devices and leaked data

Sites for radical expertise?

4.1 Introduction: WikiLeaks Making the Surveillance
State Pubilic

The publishing platform WikiLeaks often features as an example of

a grassroots form of watching over the authorities. WikiLeaks is a
platform that became known for providing an online encrypted channel
for whistle-blowers to bring their data out while remaining anonymous.
Not all, but many of the datasets that WikiLeaks publishes contain
information about surveillance, which makes it an interesting case for
a study into making surveillance public. WikiLeaks acquisitions range
from diplomatic information to corporate surveillance, to sophisticated
interception technologies and human infiltration. According to the
initiative, instead of intelligence ‘about the people’ WikiLeaks produces
intelligence ‘of the people’ (Assange quoted in Mortensen 2014, 24).
WikiLeaks, according to surveillance critic Andrejevic, is ‘turning the
tools of the informated elites back upon them’ (Andrejevic 2014, 2619).
It is a form of ‘sousveillance’ (Mortensen 2014) or ‘undersight’ (Van
Buuren 2013) that hold governments to account using the threat of
publishing leaked data as leverage. Assange himself has theorised that
the threat of leaks pushes the state to tighten the information channels
of the state, thus critically affecting the way in which the state handles
data (Quill 2014, 136). In other words, both WikiLeaks spokespersons
and analysts have pointed to a certain sousveillance dimension of
WikiLeaks.

In the previous chapter I argued that sousveillance has an analytic
and investigatory dimension. In this chapter I similarly take into
account the analytic practices of WikiLeaks. At the time of writing,
the WikiLeaks website contains 33 separate so-called ‘leaks’, some of
which some contain hundreds of thousands of documents. Together
they form a knowledge base covering a wide range of governmental and
corporate practices. In this study, I take a closer look at this knowledge
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base demarcated by a set of important leaks dealing with surveillance.”
I discuss three datasets, one that is presented by WikiLeaks as emerging
from the heart of the ‘surveillance state’ (Cablegate), one on the
corporate sector producing and exporting surveillance technologies
(the Spy Files) and one on a corporate intelligence company (Stratfor).
These publications are diverse in the sense that they are about different
aspects of surveillance (classic governmental surveillance, technological
aspects of surveillance, and corporate intelligence) but they are also
different in terms of composition.

The material for this chapter was written as a response to early
debates about WikiLeaks that tried to grasp the project as an example
of total transparency or as a ‘data dump’ (suggesting that WikiLeaks’
publications constitute a rather homogenous and amorphous pile of
data and are published in a raw manner without a careful curating
policy). I prefer to use the term ‘device’ instead of ‘dump’ to signal that
particular publications of WikiLeaks undergo particular translations
and configurations for the benefit of analysis. As suggested by Latour,

I follow the ‘theories’ of the actors (Latour 2005b, 149-150) and I look
at how they try to draw leaked data together. I discuss the devices and
analytic interventions by which WikiLeaks makes data public and

for which kind of public: in other words, the case study addresses the
materiality of transparency. Whereas the previous chapter stressed

the translations made by one particular device, this chapter shifts
emphasis to the enabling effects of digital devices and analytic practices
for the emergence of publics. In other words, it is a story about the
performativity of devices (§2.5).

As explained in §2.3.1, this text can be seen as a conversation
between concepts and cases. In my analysis of WikiLeaks I build on
three theoretical pillars: First, the idea that WikiLeaks establishes a
form of radical transparency (Birchall 2014, Heemsbergen 2014). This
is the idea that WikiLeaks has been disruptive of traditional channels of
disclosure by pointing to alternative methods for making things public
(Birchall 2014). Second, in this study, I take inspiration from scholars
that have theorised the effects of so called ‘transparency devices'. They
say transparency itself can be seen as a ‘political device’ (Barry 2010),
meaning that it enacts very specific, and usually civil, kind of auditors.
Therefore, digital devices in transparency endeavours are performative
of very specific ‘data publics’ (Ruppert 2015). This is useful because
these theories, which can be seen as ‘transparency critiques’, can
be made productive for a study into the devices and data practices

43  Hence, it does not deal with what became the most controversial issue
around WikilLeaks in 2016, which is the extent to which it intermingled
with the US elections by publishing e-mails from Hilary Clinton’s private
e-mail server and from her campaign Chairman John Podesta.



Transparency devices and leaked data

within the radical transparency agenda of WikiLeaks. Third, I reflect
upon insights about hackers (Coleman 2013) and the ‘protocols’ of
contemporary network culture (Lovink and Rossiter 2011). As Lovink
and Rossiter argue, network culture can be characterised by particular
recurrent forms of collaboration. The question is: How does that work
in the specific context of leaked data? In answer to this, | propose an
agenda for the study of radical data publics.

In trying to attune the theoretical vocabulary to what takes
place in practice (Mol 2010, 261), and by taking into account the type
of data coming from the leaks and the type of analytic constructions
offered by WikiLeaks, I conclude the chapter by arguing that
WikiLeaks is, regarding a set of particular leaks, a pioneering site
for the production of ‘radical expertise’. It is an unauthorised form of
knowledge production, it attempts to share this type of literacy, and it
might lead to radical political insights or consequences. It is a form of
‘expertise’ because, despite this radical dimension, the kind of auditor
that WikiLeaks enacts is an expert one. If sousveillance is considered in
terms of literacy, we should reflect upon whether and how this kind of
literacy can be shared and institutionalised.

4.2 WikiLeaks as a radical transparency intervention

WikiLeaks has been a goldmine for academics. For many it was an
innovation that needed to be understood. I reflect upon the notion of
‘radical transparency’ although it offers only one of the many analytic
entry points to the study of WikiLeaks. I will briefly highlight a few

of these other dimensions: WikiLeaks has been analysed as being a
new form of journalism’ (Benkler 2013; Winseck 2013) and a form

of ‘activism’ (as situated in a broader field of liberation technology,
policy initiatives and hacktivism) (Hinz 2013; Milan 2013). Studies
into WikiLeaks include its reception in news media (Hindman and
Thomas 2014) and historical comparative analyses about the figure of
the leaker’ (Castronovo 2013). Others have focused on its new way of
data gathering and distribution by looking into the kind of ‘archive’
that WikiLeaks is offering (Snickars 2014) and by reflecting upon the
containment of information in contemporary ‘liquid environments’
(Jurgenson and Rey 2014). Also the internal organisation has gained a
lot of attention. Books have been written about key figures (Greenberg
2012) and the organisation’s ethics and internal struggles (Brooke
2011). People associated with WikiLeaks have contributed to this body
of work by publishing about their philosophies (Assange 2014; Assange,
Appelbaum and Miiller-Maguhn 2013) and by producing collections
of articles that deal with the content of their data (WikiLeaks 2015). In
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other words, there are many dimensions of WikiLeaks that are worth
looking into. Lovink and Riemens (2013) produced no less than twelve
theses on WikiLeaks, including the thesis that its significance lies in

a new kind of politics of exposure. This latter reading of WikiLeaks

is my central point of departure. Since my concern is with making
surveillance public I build on literature that regards WikiLeaks

as a disruptive way of making things public, that is, as a ‘radical’
transparency intervention (Andrejevic 2014, 2620; Birchall 2014;
Heemsbergen 2013; Heemsbergen 2014).

If we look to the original meaning of something being
‘transparent’, we find that it stems from the Latin word ‘transparere’
(from trans- ‘through’ + parere ‘appear’). As an adjective, it means
‘(of a material or article) allowing light to pass through so that objects
behind can be distinctly seen’ (Oxford Dictionaries 2015). Hence it
refers to a state of matter. In the contemporary context, we often
associate transparency with information provision. Claire Birchall states
that transparency is more than that. She defines it as an ‘attitude’ or a
‘commitment’. It is a:

commitment to operating in the open, under the scrutiny of customers,
stakeholders, citizens, and other interested parties through the publication
of any or all of the following: datasets; minutes, transcripts, or live feeds
of meetings; accounts; policies; decision-making procedures as well as the
decisions themselves; and records of actions taken. (Birchall, 2014, 78)

The notion of transparency and its democratic features are often
taken for granted and it is usually presented as a virtue: transparency
goes against state secrecy, represents responsible policy and stands for
openness about data and research methods. As Lessig (2009) has once
remarked in a critical piece about the transparency movement in the
New Republic: ' How could anyone be against transparency?’

WikiLeaks itself has been mobilising transparency discourses. On
its website up until 2015, WikiLeaks explained the aims of the project
as follows:

Publishing improves transparency, and this transparency creates a better
society for all people. Better scrutiny leads to reduced corruption and
stronger democracies in all society’s institutions, including government,
corporations and other organisations. A healthy, vibrant and inquisitive
journalistic media plays a vital role in achieving these goals. We are part
of that media.

WikiLeaks’ description contains a classic assumption about
transparency: publishing information improves transparency and
enhances democracy. This is not to say that WikiLeaks has a classic
perspective about the workings of transparency per se. According to
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Fenster (2012), WikiLeaks’ theories about leaking are more complex,
and the transparency vocabulary should probably also be seen as a
way of communicating with (liberal) transparency advocates. Also,

as touched upon in the introduction of this chapter, Assange’s theory
of leaking information was that it would effect or even suffocate
knowledge flows within the state apparatus (Quill 2014, 136), which
comes close to similar (optimistic) expectations of potential awareness
effects of sousveillance (Bakir 2010, 157; Brucato 2015).

Whether or not WikiLeaks’ transparency discourse is classic
or not, it is the trust in the power of information that critics have
questioned after the publications by WikiLeaks. Especially Cablegate,

a WikiLeaks release of hundreds of thousands classified diplomatic
cables, led to reflections about the significance of making large

amounts of (classified) documents public. These diplomatic cables

have been of enormous importance for how WikilLeaks is understood
and criticised. For instance, Jodi Dean (2011) warned of expecting

too much in terms of public response to information liberation in the
context of WikiLeaks. According to her, the problem is not so much
that we do not know things, but that we actually do know many things
and that society does not act. In other words, the world faces a social
problem more than an informational problem (2011). Also, Quill

refers to a miscalculation by WikiLeaks with respect to the American
public already being implicated ‘in the wrongdoings of foreign policy’
(2014, 134-135): “What the cables and videos exposed were facts that
they already knew but would rather not have acknowledged’ (ibid.,

135). Zizek rephrases this positively when he situates WikiLeaks’
importance exactly in its confrontation with the (cynical) public’s
failure to acknowledge that of which it has knowledge: “The function

of WikiLeaks, I claim, in concrete ideological, political situations, is to
push us to this point where you can (no longer) pretend not to know’
(Brevini et al. 2013, 270). He compares the workings of WikiLeaks with
what happens in the fairy tale The Emperor’s New Clothes: Everyone knew
the emperor was naked, but things changed after this was confirmed
through public speech. Similarly, WikiLeaks is radical because it is
‘changing the very rules how we were allowed to violate the rules’ (ibid.,
257); it is changing the playing ground for the truth teller.

Along the same lines, many analyses have considered the impact
and potentiality of WikiLeaks by focusing not necessarily on its
content but on its way of organising and publicising which depart from
established institutionalised ways of making things public. Lievrouw
calls it a form of ‘commons knowledge”: ‘an example of new challenges
to authoritative, institutionalized knowledge—that is, how knowledge
is created and circulated and how its value is established, and who gets
to decide’ (Lievrouw 2014, 2633). Birchall stresses its disruptive effects,
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as WikiLeaks disrupted a ‘hierarchy of revelatory modes’ (2014, 84).
Following these scholars we can say that WikiLeaks is an ‘unauthorised’
form of transparency: it publishes things that have been displaced
from secret locations and against the will of the ones in charge of their
curation. In Birchall’s view this is an uncivil and unsettling form of
revelation, with consequences for how we think transparency is or
should be (materially and socially) organised. As she suggests: “Radical
transparency” might, then, be a holding space for something yet to
come: an unsettling, perhaps, of what it means to “see through” and
the relationship between data, narrative, information, interpretation,
and understanding’ (ibid., 85). For her, this involves questions of
participation: Who should be authorised to be involved in disclosing
matters of concern? Therefore, ‘radical’ refers to methodologies of
making things public: “Radical” indicates not more (of the same)
transparency, but transparency rethought through a resistant, critical
methodology’ (ibid.).

The notion of radical transparency has also been linked to its
(material) design (Heemsbergen 2013), which comes close to the aims
of my study. Heemsbergen has studied the change in affordances of
WikiLeaks as a ‘radical transparency apparatus’ (2013, 56). He shows
that, although transparency is often associated with liberal democratic
theory, it has been an important concept in political philosophies of
various kinds. He has mapped transparency literature in its different
(political) contexts and discusses how transparency is expected to
bring about different political effects in these different environments
respectively. For example, transparency is expected to be a regulatory
vehicle (within perceptions of liberal democracy), to foster open debate
(this is the deliberative version), to enable collaborative production (in
notions of reciprocal societies), and to enforce revolutionary stances (in
autonomist approaches). Transparency is therefore politically flexible,
and, according to Heemsbergen, WikiLeaks has appealed to different
varieties of transparency during its history when it modified its design.
In another piece, Heemsbergen builds on and adds to the distinctions
in editorial ‘models’ of Wikileaks, as defined by Micah Sifry, when he
distinguishes: ‘(a) a wiki-based anonymous drop box; (b) press-release
soliciting advocacy network; (c) distributor of editorialised content; (d)
mainstream print media partner’ (Heemsbergen 2014, 1347). By shifting
in the design and decision-making, WikiLeaks has experimented with
different forms of transparency.
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4.3 Transparency devices produce specific data
publics

Whereas Heemsbergen’s concern is with the ‘democratic affordances’
(1345) of WikiLeaks as a radical transparency apparatus, mine is with
its ‘analytic affordances’. In emphasising the analytic affordances of
WikiLeaks as a radical transparency apparatus, or ‘radical transparency
device’, I make use primarily of work from STS on transparency
devices and in particular the work of Andrew Barry and Evelyn
Ruppert. I engage with these authors because Barry provides a classic
STS argument of why transparency itself can be considered a device:
to be more concrete, a ‘political device’, by engaging with the history
of public scientific experiments. Ruppert looks in a similar way at the
performative effects of transparency devices in the context of digital
data. Moreover, her work deals with a case study that shows how,
through the publication of datasets, the state is being made visible,
which is, as I will show later on, a concern of WikiLeaks too. Whereas
Ruppert speaks about processes of ‘witnessing the state’, WikiLeaks
speaks of ‘indexing the empire’.

According to Andrew Barry transparency is a political device,
because transparency is performative of certain auditors. He refers to
Shapin and Schaffer’s famous historical analysis of material, social and
literary devices in public scientific experiments (carried out by Robert
Boyle), which were directed at the inclusion of reliable witnesses
and which constituted a controllable space in which the experiment
could be conducted (Shapin and Schaffer 1985). In the contemporary
context, Barry (2010) studied the workings of transparency through the
‘Extractive Industries Transparency Initiative (EITI)’, an initiative that
was aimed at making transparent the financial transactions between the
government and the oil industry and vice versa. He argues that, similar
to the workings of devices in public scientific experiments, transparency
and auditing procedures are directed to specific ‘reliable’ auditors, such
as NGO’s, oversight organisations, and participants who are expected to
have the skills to review in a rational way. In other words, transparency
expects a controlled process and a ‘civil public’. As he further explains
by referring to Gabriel Tarde (in LOpinion et la Foule), reading ordered
data contains a soothing promise: ‘In this book, Tarde looks forward
to the day when the public would read and digest social statistics rather
than indulge in the highly contagious imitative and affective forms of
behaviour characteristic of street demonstrations’ (Barry 2010, §26). He
notes a similar expectation of rational behaviour in the transparency
device that he studied:
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The Transparency Initiative embodies this political logic. It is expected to
provide a technical solution to the management of affect, a preventative
cure to the contagious forms of imitative behaviour that Tarde saw in the
late 19th century urban crowd (Salmon, 2005). Transparency, in effect, is
a device intended to foster the formation of a rational civil society and a
rational government, albeit in embryonic form. (Ibid.)

This connection of transparency to civility also resonates in Birchall’s
analysis of transparency. Birchall (2014) regards transparency as a
narrative technique. She describes how transparency can be seen as
the civil form of disclosure set against more contentious forms of
disclosures. Transparency is perceived to be more ‘enlightened’ in
comparison with forms of disclosures such as rumours, gossips, and so
on; the latter are narrative techniques that are considered to be suspect
and unruly (Birchall 2014, 80-81).

Evelyn Ruppert also articulates the idea of transparency as a
performative device in the context of the digital. She did a study into
the ‘UK transparency agenda’, which is the publication of governmental
data sets after the controversy about the UK Parliamentary Expenses
Scandal (Ruppert 2015). In 2009 a leak revealed enormous expense
claims made by members of the Parliament over several years. This
became a huge scandal, and many people were fired within the UK
Transparency Agenda (TA). Subsequently, the UK government
published a whole range of data sets, such as expenses and business
plans, ready for the public to inspect. Ruppert argues that these data
sets should not be seen as isolated data-as-such, but they come with
arrangements of tools for analysis, ‘agencements’, that mediate how
these data can be read. They bring along a reconfiguration of expertise
and enact particular ‘data publics’ (Ruppert 2015, 8). She states: ‘by
taking up the issue: the TA actively configures the subjectivities and
agencies of these data publics through particular socio-technical
arrangements’ (ibid., 9). One of the problems in the TA, as considered
by Ruppert, is that the public experiences the state as one of rankings
and scores, but the visualisations the data public ends up with ‘smooth
out’ (Ruppert 2015, 15) everything that goes behind the TA.

Ruppert explains that to work with the type of datasets
published through the Transparency Agenda one needs particular
skills and technologies. Therefore, to witness the state, one needs a
particular apparatus. Ruppert, just like Barry, refers to the ‘witnessing
experiments’ conducted by Boyle that were described by Shapin and
Schaffer (1985). As Ruppert explains, the way by which Boyle managed
to make audiences virtually attending the experiments, involved
‘material’, ‘social’ and ‘literal’ technologies. (These included: the material
for the air pump, scientific rules and conventions, and detailed reports.)
(Ruppert 2015, 2). She translates these insights to the TA setting in
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order to think about the kind of witnesses (or public) that become
constituted through the TA. The TA operates through its particular
arrangement, she mentions: ‘material technologies such as computer
infrastructures, websites, apps and data; social technologies including
rules, data formats, software protocols; and literary technologies such as
visualisations, maps, photos, matrices and profiles’ (ibid., 10).

Ruppert draws several conclusions of which [ make a selection
for the later discussion about WikiLeaks. Less than creating ‘virtual
witnesses’ that become enrolled through detailed reports which
make the witnesses experience the experiment, as Boyle did, the TA
constitutes ‘data publics’ (ibid., 3). These imagined data publics are
expected to do their own data analysis. However, the arrangement
of tools does not come from nowhere. Some of the tools come out
of the journalistic sector, but many come from the corporate sector.
Therefore, she argues, the UK open data project reconfigures expertise
through mediators that regard data in their economic value. These
mediators:

tend to be the most active organisers and analysers of the data. (...) It is
a reconfiguration that is also connected to the purported economic value
of open data, which is intended to feed the digital economy through the
stimulation of new analytics and applications. Big government data is
not only a source of knowledge about the state but also worth billions of
pounds. (Ruppert 2015, 11)*

Next to the economy of open data, the post-controversial context of the
TA has also impact on the type of data public that can emerge from it.
As argued in another article, together with Harvey and Reeves, Ruppert
emphasises that the UK transparency agenda started as a response to the
governmental failure of the corruption scandal. By posing transparency
as a response, and by actively calling upon citizens to monitor the state,
people become implicated and responsible for the potential moral
failure of the state (Harvey et al. 2013, 306). This potentially constitutes
‘hypervigilant’ subjects: ‘In these ways (...) we consider contemporary
transparency devices as potentially generative of hypervigilant,
suspicious and doubtful witnessing subjects, neoliberal subjects who
must keep a watchful eye over the micro doings of the state’ (ibid.,

306). Clare Birchall expresses similar concerns about the same UK
Transparency Agenda: citizens are expected to be ‘innovative’ with

44 \When one visits the website of the UK Transparency Agenda, one
can get a sense of the discourse. Key terms that are associated with
openness and transparency are efficiency and money: ‘Openness and
transparency can save money, strengthen people’s trust in government
and encourage greater public participation in decision-making’ (Gov.UK
2016).
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regards to open data sets, and data are expected to be made productive.
(Birchall 2014, 83). According to Birchall, this is expressed very clearly
in a report commissioned by the U.K. Cabinet Office, stating that

‘the release of data is intended to support the development of “social
entrepreneurs”.* Birchall says: “The citizen-auditor is called on to be
perpetually vigilant, to be part of “a continuous network” (Deleuze,
1992, 6), a key participant in this new informational capitalist-
democracy’ (Birchall 2014, 83).

From these transparency critiques, we learn that techniques used
to organise transparency are embedded in specific contexts and bring
about particular audiences. In the examples of formal transparency
procedures the audiences are constituted as civil, vigilant and neoliberal.
The arrangement of tools and mediators bring about a reconfiguration
of expertise. This allows for the emergence of particular subjectivities
and experiences of the state. My aim is to translate those insights to
WikiLeaks, as I will explain in more detail in the next section.

4.4 Textures of radical transparency

4.4.1 Open data versus opened data

The remaining part of this chapter deals mainly with the question: How
can we study ‘radical transparency’ with respect to the material that

is at stake — leaked data? I do that by discussing various data practices
surrounding WikiLeaks. Subsequently, I reflect in a more speculative
way upon the question: If we take into account transparency critiques
such as the ones articulated by Barry and Ruppert, what happens if we
transfer them to the field of leaked data, in which transparency is not
part of a legitimised procedure but part of a presumably uncivil and
unauthorised disclosure? In other words: if Wikileaks is engaged with
a form of radical transparency, and transparency is a political device
and performative for the emergence of specific data publics: Through
what kind of articulations are data rendered transparent? How does
WikiLeaks reconfigure expertise? I try to tackle this issue by looking at
WikiLeaks’ arrangement of tools by which the organisation facilitates
analysis and by posing the following questions: What kinds of data
practices contribute to WikiLeaks’ transparency agenda? To whom

is this transparency device directed? And: What does that imply for

45  These kinds of expectations are recognisable as well in discourses about
the ‘Smart City’, in which citizens are expected to engage productively
with urban data. In the Dutch context this phenomenon is critically
examined by Dorien Zandbergen (2014).
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the data public? In other words, I aim to make the above mentioned
transparency critiques productive for the context of leaked data.

Before looking more closely to some of the datasets WikiLeaks
works with, it is worth clarifying the distinction between the examples
of the formal transparency procedures mentioned above, and an
‘unauthorised’ transparency device such as WikiLeaks, because the way
in which the data are provided and the setting in which the data are
analysed are obviously different. First of all, in the case of WikiLeaks,
data are displaced. In the example of the UK Transparency Agenda,
Ruppert argues that the tools that come with the data are mobilised
within a specific setting and that they come with certain expectations.
The setting is post controversial and embedded in a governmental-
corporate complex. The expectations are that data analyses could
prevent future moral failures of the state and that data can be made
(economically) productive. However, in the case of leaked data, the
data has been taken out of governmental or corporate settings. The
working environment, which informs the modes of analysis, differs
from governmental or commercial settings, and the tools are produced
relatively self-organised collectives. That means that different modes
of reasoning and analysis co-produce the witnessing of leaked datasets.
This allows for a different reconfiguration of expertise.

Scholars from social movement studies, digital anthropology and
internet culture have emphasised the specificity of collaborative tools
and modes of knowledge production that emerge out of alternative
digital culture. Hacker anthropologist Gabriella Coleman tries to
describe the specificity of ‘hacker sociality’ (Coleman 2013, 105) by
paying attention to how technical hacker practices connect up the
certain values. She points to particular forms of ‘legal’ thinking that
emerged out of the hacker scene, when the connections between
programming code and legal code became hybridised in a productive
way and stabilised in the notion of code as speech (ibid.,169).* Using a
different vocabulary to describe more explicitly the activist dimension
of alternative digital platforms, Stefania Milan writes about ‘radical tech
activists’. The term refers to ‘the groups and networks of individuals
who provide alternative communication channels on the Internet
to activists and citizens, on a voluntary basis and through collective
organizing principles’ (Milan 2013, 12) According to her, they share a
culture of emancipation and empowerment, since they do not depend
on corporate or state-owned infrastructures (ibid.).

One interesting example of a conceptualised form of digital
sociality, which links this sense of autonomous practices, as expressed in
Milan, with analytic practices, is provided by Barret Brown'’s distributed

46 See 'jurisgenesis’, explained in chapter three (§3.5.1).
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think tank ‘Project PM’ (Operation Pursuant 2012).*” His ‘Guide to

the Establishment of Autonomous Online Entities’ contains a list of
more than forty tools for collaborative work, suggestions for strategies,
including methods for investigating the intelligence community. He has
conceptualised this loosely connected hackathon style of working as a
‘Pursuance’ (Operation Pursuant 2012). Garrido refers to pursuances as
part of a range of ICT-enabled ‘modalities of resistance’ (2015, 164):

Quite recently, hacktivists and hacktivism collectives as well as
collaborative networks that crowdsource open data analysis—which
journalist Barrett Brown calls ‘pursuances’ (Brown 2012)—have shed light
upon the strategies by which the state-corporate nexus deploys espionage
and persona management (i.e., using online identities for purposes of
astroturfing or disinformation) to infiltrate or hinder the activities of
non-profit organizations and sociopolitical activism groups (Masnick
25th November 2013). (Garrido 2015, 163)

Zooming out from the radical tech and hacker scene, Lovink and
Rossiter (2011) argue that ‘network culture’ is characterised by a set of
specific and recurrent methods (see also §2.1.2). They mean that many
alternative platforms for collaboration, meeting spaces, and methods
for knowledge production may develop in the niches and margins as
opposed to institutionalised and commonly known platforms. These
methods for collaborative production, or in some cases, ‘protocols of
radical tech activism’, whether they are physical meet-ups or digital
platforms, are important because it is from this loosely connected
working environment that the tools and interpretative devices emerge
for the analysis of leaked data.

A second way in which the case of WikiLeaks differs from the
‘open data’ examples as discussed in the previous section, is the manner
in which WikiLeaks acquires the data. Receiving open data is different
than ‘opening up’ data. Gurstein highlights that:

where Open Data has chosen to adopt a collaborative approach to
its efforts—working with governments to find ways of “opening up”
government data in ways which are presented as being mutually
beneficial, WikiLeaks has taken a rather more radical and conflictual
approach, forcibly opening information to broader public scrutiny
against the wishes of its current owner, the US Government. (Gurstein,
29 December 2010)

Therefore, open data versus ‘opened data’ initiatives have different goals
and articulate different expectations. Leaked data do not necessarily
come in circumscribed databases and people, therefore, have to be

47 Brown is a journalist who was indicted on 12 federal charges relating to
the 2011 Stratfor hack (Courage 2015).
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inventive. They have to deal with different file formats and improvise
to make sense of the mess.

4.4.2 Arrangements of tools

How does WikiLeaks bring order to the mess? How does the platform
present and organise datasets to facilitate analysis? WikiLeaks is known
for publishing datasets of a very large scale. In 2015, WikiLeaks had
published 2.325.961 US diplomatic cables and State Department records
(Assange 2015, 1). The cables are important for WikiLeaks according to
Assange because they form the heart of the (surveillance) state:

the State Department represents, and even houses, all major elements of
US national power. It provides cover for the CIA, buildings for the NSA
mass-interception equipment, office space and communications facilities
for the FBI, the military, and other government agencies, and staff to
act as sales agents and political advisors for the largest US corporations.

(Ibid., 4)

Assange’s perceives the state as an organic empire (see also Fenster
2012): US Empire has an ‘anatomy’ (Assange 2015, 3). His theory is
that leaks will damage internal flows of information because they
induce paranoia among the different parts of the state body and that
subsequently the body of the state will be suffocated (Fenster 2012,
24). Assange uses the Renaissance artist-investigator as an analogy:
understanding the state means ‘dissecting’ the body of the state: ‘One
cannot properly understand an institution like the State Department
from the outside, any more than Renaissance artists could discover
how animals worked without opening them up and poking about
inside’ (Assange 2015, 5). He regards the publication of the cables as
‘the vivisection of a living empire’ (ibid.). Assange explains how the
diplomatic communications can be seen as a residue of this living
empire: they are bi-products of the state’s daily operations. In other
words, they provide ‘behavioural data’ about the state. Moreover,
Assange argues that they are not distorted by public relations concerns
because they were internal documents and not meant to be public (5).*
The truth promise of this repository is that these bi-products of daily
operations are expected to reveal a reality that would otherwise remain
unseen. It is this promise of pattern-recognition that WikiLeaks needs
to facilitate to make the data more than a data dump.

48 Itis a truth promise that is similar to the one we sometimes hear about
behavioural online data: different from opinion polls in which people
can choose and adapt their answers in relation to the researcher or the
research, it is harder to make by-product data lie.
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So how does WikiLeaks help people witness the state? In “Indexing the
Empire”, WikiLeaks spokesperson Sarah Harrison provides a kind of
manual on how to deal with the data. To help people understand and
analyse the big datasets, WikiLeaks offers a set of tools. One example
is “The Public Library of US Diplomacy’, or ‘PlusD’, a large collection
of internal documents from the US Department of State (Harrison
2015, 145), which includes Cablegate. WikiLeaks began publishing
the searchable archive in 2010 and in 2015 it contained more than 2,3
million documents (ibid.). What Harrison’s explanation of PlusD shows
is that one needs to learn a specific kind of language to understand
the material. This includes understanding the anatomy of the cables,
their classification fields and acronyms, and a language of secrecy. The
material in this archive is of a specific kind. As Harrison explains, since
diplomats have written these texts, the documents should be seen as
assuming prior knowledge and as commentary on unfolding events
(Harrison 2015, 147). In other words, the style of language assumes a
certain common understanding referring to things outside of the text.
To facilitate the analysis of the archive, WikiLeaks has added
features for navigation, such as metadata fields that could demarcate
datasets. WikiLeaks has also made corrections when the metadata are
messy, for instance by adding tags with consistent spelling. In that way
they improve the data and enlarge the possible findings one can make
when using search software. Indexing through metadata also allows one
to make the connections between cables and opens up the possibility to
follow some of the story lines. Through these interventions, WikilLeaks
is ‘adding value’ to datasets:

Some of our hardest work goes toward adding value to datasets and
making our publications more accessible and usable. This involves
researching the structure of the data, designing and implementing search
engines, optimizing metadata, and adding a large number of features to
make the data easier to navigate and explore for researchers, journalists,
human rights groups, historians, students, and other. (Harrison 2015,
157)

Sorting by metadata categories allows for sorting by tags, for example
when one is interested in a certain period or region. One interesting
remark in Harrison’s piece relates to how data that seems uninteresting
in the first instance could become interesting through a detour of
sorting other types of data. She mentions that sorting by highest
classification could potentially give clues to information that might be
found in other — unclassified — documents:

Even if a cable is marked “SECRET//NOFORN,” this does not mean that
the information contained within it will be more sensational or interesting
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for your purposes than information contained in a document with a lower
classification level. (...) But there will often be other cables from that
period, possibly at a lower classification level - or even unclassified — that
contain important comments by a senior diplomat shedding light on a US
perspective on a national issue, or in aggregate disclosing an historically
significant or important insight. (Ibid.,151)

In other words, metadata categories could be a starting point for finding
what is not being said in the classified files, but might be commented about
in unclassified files. So, what is kept secret is studied by linking a certain
set of secret files with related unclassified files.

Cablegate contains diplomatic cables, which conform to a certain
format of communication that allows the indexing of metadata. But
not all datasets are formatted. They can be composed in different
ways and data are assembled in different ways. Therefore they require
different kinds of analysis and navigation structures. People engaged
with analysing leaked data have to come up with ways to analyse
them. For example, The Spy Files (2014), another repository published
by WikiLeaks is composed differently and leads to other analytic
practices. It is an unformatted dataset. The publication is a collection of
surveillance technology promotion material. The Spy Files consist of
hundreds of documents and they were released in a few tranches from
2011 till 2014. Not only do the Spy Files consist of different kind of files
(such as papers, brochures, contracts and video material), they were also
assembled at different places. Staff from the NGO Privacy International
collected the files when going undercover to attend surveillance trade
shows. These are gatherings at which tech companies showcase their
tools and at which governments and regimes of various descriptions
attend. Bringing these different strands of information together,
they give insight into the surveillance industry. The files have been
visualised with an export map showing where surveillance companies
are located and to which countries they sell their interception tools
("WikiLeaks Counter Intelligence Unit (WLCIU) Location Tracking
Map’). They have also enabled the ‘tracking’ of surveillance contractors.
These so-called ‘targets’ are available on the WikiLeaks website
(see the “WikiLeaks Counter Intelligence Unit (WLCIU) Location
Tracking’ (WikiLeaks 2013)). So whereas Cablegate has produced a
particular study of state operations (through cables), the Spyfiles have
lead to counter-intelligence practices (through tracing technological
devices). The Spyfiles have given activists a sense of people, tools and
the locations involved in the spyware industry through the promotion
material.

The Spyfiles have informed other surveillance research too. So
it is important to not regard the separate leaks as isolated. Surveillance
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researchers look for relationships and matches. For instance, in 2012
the Citizen Lab (University of Toronto) found traces of malware in
e-mails sent to Bahraini pro-democracy activists (Citizen Lab 2012).
The malware was hidden in an executable jpg-file. When loaded, the
malware would create a directory that was able to harvest data from

the computer of the target. Traces of the code indicated it was the
‘FinSpy’ tool, part of a package called FinFisher: IT Intrusion offered

by the company Gamma International. The Spy Files have shown
further specifications of the functionalities of FinFisher. It includes
tapping somebody’s microphone and key logging what the person
would type. (For a list of functionalities and explanation of the malware
research see the report by The Citizen Lab (2012).) In 2014 a hacked
file with information about spyware company Gamma Group was
leaked (through a torrent file) and published on the web. It contained
various kinds of information such as price lists, names of clients and
customer support data. It turned out that they were responding to
customer support questions from Bahrain. The hacked dataset also
included the names of Bahraini targets, amongst which opposition
leaders, human rights lawyers and members of pro-democracy advocacy
groups (Internet Protection Lab 2014). They were plotted on a (Google)
map to show how Bahrain reached out to targets internationally
through internet surveillance. Taken together, the report, the Spyfiles,
and the hack provide a larger picture of the tool, its possibilities, its
implementations and its reach. Therefore leaked data can enrich other
existing data or hypotheses.

Another dataset on surveillance practices, this time again a
‘formatted dataset’, is the repository of the The Global Intelligence Files
(WikiLeaks 2012). This was a set of emails from the global intelligence
company Stratfor. The Global Intelligence Files exposed the mundane
practice of confidential intelligence work by the firm. Stratfor
monitored the online activities of various activists. WikiLeaks itself
was part of Stratfor’s working domain: more than 4.000 e-mails dealt
with WikiLeaks or its spokesperson Assange (WikiLeaks 2012). Besides
drawing attention to the way (individual) activists were surveilled,
WikiLeaks stated that these files give insights into the knowledge flow
passing through the company involving governmental, diplomatic,
corporate and journalistic actors. Accompanying the files, WikiLeaks
provided a glossary to explain the internal terms and codes. However, as
this list was incomplete, the public was asked to participate in decoding
the files (through the Twitter hashtag #gifind) (ibid.). As such, the issue
of ‘how to read the data’ and decoding the files was presented as an
exercise for the public.

Analytic tools and analyses do tend to pop up on other websites
than WikiLeaks. ‘Cablesearch’ was a well known a search engine for
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Cablegate and information about WikiLeaks’ redactions (Heemsbergen
2014, 1352). ‘Cabledrum’ does a similar thing. This website also
published a ‘Gifind news index’ and WikiLeaks Press (an organisation
endorsed by but not tied to WikiLeaks) provided analyses on the
Stratfor leak (WikiLeaks Press). At the time of writing, however,
Cablesearch and WikiLeaks Press appear to be offline.

4.4.3 The production of radical expertise

So, what kinds of data practices contribute to WikiLeaks’ transparency
agenda? To whom is this transparency device directed? And: What
does that imply for the data public? With respect to the first question
a few examples have been discussed. WikiLeaks is adding value to
data, thereby allowing persons to sort data and to link secret files with
unclassified files. Furthermore, verification strategies are required

to give leaked data a more trustworthy status thereby stimulating
connections with other data. This could be other leaked data or this
could be legally acquired data. Crucially, pieces of data are being fitted
together: datasets need to be connected to find matches. Take the
Finfisher Malware whose traces ran through the Spyfiles, the Citizen
Lab research and the Hacking Team Leak.

‘What does the above imply for the way subjectivities are shaped
in WikiLeaks’ data public? The need for verification and especially the
awareness of what is not said in the documents, such as the subtext in
the cables, makes the way in which knowledge is constructed on the
basis of leaked data different from the examples that are highlighted
in the open data study. With the publication of leaked data there is a
continuous awareness of incompleteness that needs to be uncovered.
For example, through their sorting practices WikiLeaks politicises data
that do not seem to be of interest in the first place. Consider Harrison’s
remarks about how one can search for relationships where they might
not be obvious. When sorting data by secrecy and taking that as a point
of departure for looking at unclassified datasets, the assumptions about
what is interesting information is reversed, and the sense is that even
the less secret files become sources to be carefully dissected. Therefore,
as with open data, there is a sense of vigilance that speaks from the
prescribed procedures, but it is not directed towards preventing the
state from future failure. The sense of vigilance that operates through
the analysis of opened data is directed towards the data itself: What is
not in the data? And are the data trustworthy in the first place? The
ambiguity of, on the one hand setting hope in data liberation and
analysis goes together with an awareness of incompletion and this
makes working with leaked data fundamentally different. Making data
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public goes together with an articulation of distrust.

To whom is this transparency device directed? If digital devices
take part in the emergence of data subjects, as Ruppert (2015) suggests,
and allow for a particular form of witnessing, in the case of WikiLeaks,
this subject should take on the role of the investigator-interrogator rather
than that of the witness. One is expected to invest in the data and not
to look for the obvious, but one is expected to tinker with the various
categories. Therefore WikiLeaks seems to aim for producing data
experts.

Through their repositories, software and accompanying texts,
WikiLeaks is explaining how to read the leaked datasets in a particular
way. With explaining the basic steps they contribute to constructing
investigatory data literacy. Assange’s ideals of scientific journalism are
well documented (Fenster 2012). This refers to the inclusion of primary
sources as a verification method and an image of the existence of ‘true
data’ (ibid.). Also the manual expresses this image: one is also expected
to read the data as a scientist, by not starting in the obvious way, but
by learning a particular language, performing a vivisection, doing field
work, clustering categories and making connections to find something
unexpected. At the same time, the working environment for leaked data
is dynamic and experimental. There are clusters of small and temporary
research collectives that add tools and knowledge to the repositories of
leaked files. Data are added, analyses added, search engines and maps
are added. Research collectives are not static: websites that provided
insights into leaked files decease. So yes, there is a reconfiguration of
expertise, but it is very unstable.

For these reasons, I propose to see WikiLeaks as an experiment
or ‘pioneering’ project with the production of radical expertise. As Hess
argues about other (yet less antagonistic) ‘pioneering communities’
(Hepp 2016): ‘the use of media by these pioneering groups creates a
horizon of possibility to which the everyday media appropriation of
others orients itself, or at least can do so’ (Hepp 2016, 919). Along
the same lines, WikiLeaks has pioneered new forms of reading; it has
created a horizon of possibility for radical expertise.

I see the notion connected to that of radical transparency.

I noticed the use of the term when privacy advocate Van Daalen
defined a ‘radical expert’ as ‘someone who gains deep juridical or
technical knowledge, which could potentially lead to, from a certain
perspective, radical conclusions’ (Van Daalen cited in Martijn 2014;
personal translation). However, I find it an appealing term for
rethinking practices tied to radical transparency. If the notion of ‘radical
transparency’ refers to disruptive and unauthorised disclosures, ‘radical’
refers not just to the conclusions following from knowledge, but

also to the status of the data and the skills that emerge from working
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with those data and from within disruptive settings. As argued in the
previous section, we should pay attention to the (data) literacy and
investigatory skills that emerge from these interventions. Radical
expertise can be seen as a (multi-layered) process. Radical expertise is
‘radical’ in the sense that it is the production of knowledge from data
people are not authorised to look at, it attempts to share this type of
literacy, and it might lead to radical political insights or consequences. It
resonates with the, rather radical, risk that is often involved of working
with those datasets (Interference Conference 2014). It is a form of
‘expertise’ because, despite this radical dimension, the kind of auditor
that WikiLeaks tries to enact must be a scientific one, a knowledgeable
one, hence an expert. In other words, WikiLeaks wants to train people
to read data that one is not allowed to look at, which is radical. At the
same time, it aims to enact a public that treats the data in an expert way.
Radicalness and expertise are combined. The term radical expertise
contains no false promises of total openness, which is one specific
reading of radical transparency, nor suggestions of radical participatory
decision-making, which is the other reading of radical transparency (as
in Birchall’s notion (2014)). The data are publically available, but the
expertise is not, at least, it is not yet, since the way to get there is not
very straightforward: tools die and manuals are published in a book
and not on the WikiLeaks site. Data liberation and the democratisation
of expertise are two different things, and the latter is still work in
progress.

4.5 Conclusion: Sousveillance as radical data literacy?

It is worthwhile noting that whereas the website of WikiLeaks
described itself as a transparency initiative up until 2015, the current
website speaks of itself as a ‘multi-national media organization

and associated library’ (WikiLeaks 2016). This represents a shift in
vocabulary moving from transparency to a discourse of knowledge
production.

The analytic practices that I discussed show how WikiLeaks
data are used to make behavioural patterns of the state understandable,
rationales of secrecy visible, and find matches with long-standing
investigations into surveillance. Transparency originally refers to
material allowing light to pass through so that objects behind can be
‘distinctly seen’, but the texture of radical transparency in the case of
WikiLeaks can be better described as a data enrichment. It entails
the addition of categories, tools and the making of connections to
different new datasets. With open governmental data, as described
(and criticised) by Ruppert (2015), the data come pre-packaged with
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analytical tools. In the case of the leaks, neither the data nor the tools
are ‘given’, and people have to come up with methods of categorising
and ordering the data and explaining to others how to do it. However,
these methods are also not unmediated but come from a particular
working environment. Rather than leaving the data untouched,
WikiLeaks and researchers that make use of its publications are engaged
with enriching and translating the data. Rather than having to deal with
amorphous data (or a ‘data dump’), the datasets are all very different in
form and content, of which I gave three examples, and therefore they
require different kinds of treatments and analytic techniques.

The imagined WikiLeaks data public is both expert and radical.
WikiLeaks datasets require trained and investigatory subjects: experts.
At the same time working with this data is radical because they enrol
people in how to read unauthorised data. There is obviously a tension
here. To recall Barry (2010), the reading of data in an ‘ordered manner’
has in the past been associated with imaginary visions of a rational and
civil public. The enactment of rational data subjects would constitute
a public that behaves well. WikiLeaks provides a complicated picture
because it expresses something different. It expresses a combination
of expertise and radicalness, rationality and incivility. The question
is therefore whether and when this combination can be a mobilising
force.

Other authors have framed WikiLeaks as a phenomenon of
sousveillance because it has turned a watchful eye towards the watchers.
What does taking into account WikiLeaks’ datasets and analytic steps
imply for sousveillance theory? For sousveillance theory this means
that it is not only the interventionist dimension which matters — the
question of whether governments, or the surveillance industry, actually
feel threatened by WikiLeaks or not — but it is important to know how
this form of radical expertise is being shared and whether the analytic
techniques develop in a progressive manner over time. Will this remain
in the domain of hackers and journalists or could and should these
skills be institutionalised in educational or research settings? Will they
stabilise as new ‘protocols’ for doing surveillance studies?
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5 Turning a safety tool into a microscope

Tracking the trackers

5.1 Introduction: Web tracking as issue and web
tracking as data

Central in this chapter is the browser plugin and online detective
‘Ghostery.”” The previous two chapters addressed the investigatory
dimension of sousveillance. Chapter three focused on how on how
InformaCam invented a form of sensory forensics, and chapter four
discussed how WikiLeaks is a site for the production radical data
literacy. Both case studies show how these projects produce (online)
material that can be used for (further) investigation. In this fifth
chapter I will move from an analytical approach towards conducting
surveillance research myself by using the technical capacity and the
knowledge that emerges from a ‘sousveillant device’. Ghostery detects
techniques that collect data about internet users when they visit certain
websites and it gives them an alert with a small icon on the Web page.
It is an example of a detection device that brings web tracking into view
to make internet users aware of the fact that their browsing behaviour
is being monitored. In this study, I develop the argument that
Ghostery, by making ‘web tracking’ public, empirically and conceptually
contributes to a particular understanding of contemporary consumer
surveillance.

The fact that Ghostery has specific detection principles makes
the tool useful for Web researchers as well. Building on the work of
the Digital Methods Initiative (DMI), which specialises in repurposing
web devices for research (Rogers 2009b), I have explored the ‘Tracker
Tracker’. The Tracker Tracker mobilises Ghostery’s capacities for
the study of trackers on specific sets of URLSs. In this way, it enables
the comparison of the presence of trackers in a systematic manner.

I used the tool in the context of a particular Dutch affair as a way of

49 A previous version of this chapter has been published as “The Third
Party Diary: Tracking the trackers on Dutch governmental websites” in
NECSUS. European Journal of Media Studies (2014).

19



Surveillance as public matter

120

‘situating’ Digital Methods. This should be seen as a more experimental
attempt to discuss how the Tracker Tracker tool performs in relation
to a particular data set and its method of working. It is a story about
ANT-inspired digital methods (see §2.3.2 and §2.5), linking up to wider
academic debates about the increasing role of digital devices in social
research (Marres 2012b; Ruppert, Law and Savage 2013; Savage and
Burrows 2007). The Digital Methods programme mobilises digital
devices explicitly for knowledge production. However, as Marres and
Weltevrede argue, devices come with ‘epistemology built in’ (Marres
and Weltevrede 2013, 319). This subsequently raises questions about
the politics of knowledge that these devices bring along: questions that
a variety of digital methods researchers are currently examining (Borra
and Rieder 2014; Marres 2012b; Weltevrede 2016).

Those debates figure in the background of my case study.
Ghostery is a device that performs a particular role for how web
tracking is made public and it also performs a role as a research device.
It is this dual role that I aim to address. I do so through explaining how
Ghostery provides inscriptions into the issue of consumer surveillance
and by reflecting upon the consequences of its ‘material participation’
(Marres 2012a). Ghostery develops its particular social-technical way
of dealing with web tracking as a contemporary issue. This chapter,
therefore, offers a reflection on doing surveillance research with an
‘issue device’.

5.2 Digital devices in action

A running concern in this case study is how Ghostery makes web
tracking visible and what that means for the way it participates in
my research project. Gitelman and Jackson deconstruct some of the
general understandings of ‘data’: ‘At first glance data are apparently
before the fact: they are the starting point for what we know, who we
are, and how we communicate’ (2013, 3). They explain that data are
often imagined as being picked up from some ‘undifferentiated blur’
data are ‘collected’, ‘compiled’, or ‘mined’ (ibid.). However, as these
authors go on to argue, data always depend on operations of knowledge
production. Data, as they quote Lev Manovich, do not just ‘exist’ but
need to be ‘generated’ (ibid.). In Raw Data is an Oxymoron, Gitelman and
Jackson aim to pursue the question of how different disciplines have
imagined their objects and how different data sets harbor interpretative
structures of their own imagining’ (ibid.).

When using web devices for research, a reframing of this concern
would be a need to consider how these devices imagine data and how
this feeds back into the data sets that they generate. The specific use
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of the term ‘device’ by Ruppert, Law and Savage is useful here. They
state: ‘[w]ithin these cascades [of applications and software] a device
can make, compile and transmit digital data and/or remake, analyse
and translate data into information and interventions’ (2013, 35). They
stress the organisational activity of devices in which both knowledge
and social action are distributed. By doing so devices are constitutive
of emergent social relations. Similar to the performativity of devices of
the social sciences and economics (Callon and Muniesa 2005; Law and
Urry 2004), say Ruppert, Law and Savage (2013), digital devices ‘enact’
the social. They ‘inscribe’ something into the very thing they attempt to
analyse. This is why they say that key to what we as digital researchers
ought to do with digital devices is to get close. That is, to

get our hands dirty and explore their affordances: how it is that they
collect, store and transmit numerical, textual, aural or visual signals;
how they work with respect to standard social science techniques such
as sampling and comprehensiveness; and how they relate to social and
political institutions. (ibid., 32.)

As I hope to illustrate, Ghostery provides a good opportunity for such
an exploration. I look at the context in which it operates, its method,
assumptions, affiliations, and suggestions for actions, and how that is
constitutive for the issue of online tracking. In line with other work

in science and technology studies (STS) I take into consideration the
‘situated, material conditions of knowledge production’ (Gitelman and
Jackson 2013, 4). In other words I first approach the device as an ‘object’
of study before repurposing it as a ‘method’ for research, a distinction
made in the work by Marres and Weltevrede (2013). Another way of
putting it would be that this is an investigation into a ‘device in action’.
By setting up the study in this way there are several instances in which
the generation of data is made explicit. I discuss how Ghostery imagines
data, how the output of the Tracker Tracker tool shows in what ways
third parties get their data, and how I treated the data set myself. In all
these moments I try to show how data are organised through different
formats and how these formats interact in the context of the case study.

5.3 Getting close to Ghostery

Ghostery operates in the context of a data market in which website
optimisation coincides with behavioural advertising: Webmasters
make use of corporate tools to keep track of their visitors and often
share the data with third parties, for example advertising networks.
As McStay explains: ‘[b]ehavioral advertising tracks users’ browsing
activities between websites over a period of time for the purposes
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of serving advertising tailored to what advertisers assume are users’
interests’ (McStay 2013, 597). These assumed interests are drawn from
the type of websites and other indicators of browsing behaviour (such
as location, time, or type of device). After the data are collected, stored,
and aggregated, profiles are sold at real-time biddings. Advertisers can
bid for advertising space delivered to specific users — the more detailed
the profile the higher its value (Zuiderveen Borgesius 2013). Just as in
the ‘regular’ financial sector this market comes with ‘data brokers’ and
practices of ‘data speculation’ (Raley 2013). To characterise the culture
of data trade metaphors such as ‘Data Wild West’ circulate among
marketers themselves (Zuiderveen Borgesius 2013) as well as among
their critics (Leistert 2013). For individual users it is not easy to know
what happens with data that are collected because the privacy policies of
companies are not very transparent (McDonald and Cranor 2008, 541;
Zuiderveen Borgesius 2013).

In this context, a range of ‘privacy enhancing technologies’
(PETSs) or ‘transparency enhancing technologies’ (TETs) tools are
developed that tell users that their online behaviour data are being
monitored (Raley 2013; Van den Berg and Van der Hof 2012). To give
a few examples: ‘Lightbeam’ (previously called ‘Collusion’) is a Firefox
browser plugin developed by Mozilla that will display your online
traces through a real-time network graph. Another tool is ‘Disconnect’,
a Chrome extension that will visualise third party trackers per site you
visit and provide you with a bar chart estimating the time that you
saved yourself if you decided to block the trackers. Ghostery, which is
central to this study, delves deep into the trackers. Whereas privacy
policies that are supposed to clear up what happens to user data remain
opaque Ghostery brings the instruments that are crucial in this process
into view. As stated on the website, it ‘shows you the invisible web —
cookies, tags, web bugs, pixels and beacons — and gives you a roll-call of
over 1,800 ad networks, behavioural data providers, web publishers and
other companies interested in your activity’ (Ghostery 2014b).

Ghostery is above all a visualisation tool that focuses on the
collectors of data; it makes a translation from pieces of code in the page
source to the specific type of tool of which it recognises this code to
be a trace. For example, ‘http://b.scorecardresearch.com/beacon.
js?_=1391171393485’ is recognised as ‘ScoreCardResearch Beacon’.
Ghostery proceeds to bring this finding to the screen by displaying a
pop-up. In the screenshot below (figure 6) you can see that when one
visits this particular website (of the police), there are also two third
parties present: Google Analytics and ShareThis. In this particular
example, Ghostery shows that this computer is not only communicating
to the server of the website but also to the servers of other third party
companies.
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Figure 6. Ghostery pop-up on the website http://kombijdepolitie.nl.
Screenshot, January 2014.

To describe the techniques that collect user data, Ghostery uses the
term ‘third party elements’, or in short ‘3pes’. Ghostery orders and ranks
third party elements by indexing them into different types. It does so,
not according to their technological terms (such as pixels and bugs),

but according to what they do. Ghostery says third party elements can
deliver advertisements (AD), provide research or analytics for website
publishers (AN), track user behaviour (T),* provide some page function
through widgets (W), or disclose data practices involved in delivering
an ad (P).

Ghostery’s ranking system (Ghostrank) presents the ‘weight’ of
these elements according to their relative presence on the Web - at least
on the part of the Web that is visited by Ghostery’s user population
because Ghostrank is made possible through the participation of the
people who use the tool. People that opt-in to automatically share
their third party encounters with Ghostery’s database and thereby co-
construct the database. In spring 2013 Ghostery had 17 million users
and 7 million took part in Ghostery’s ‘panel’ that contributes to the
database (Evidon 2013). The table has the form of the periodic table of
elements (see figure 7). The higher the relative chance one encounters
a specific third party element the higher it is ranked in the table.
Therefore by providing visualisations and information during browsing
Ghostery makes third party elements not only ‘present’ but also more
accessible for further analysis.

50 In a later version Ghostery updated the ‘Tracker’ to Beacon (B) to
prevent confusion with the general term Tracker.
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Figure 7. Know your elements: Ghostery’s tracker ranking visualisation.
Screenshot, Data for August 21 — September 4, 2014.
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By making the invisible Web visible, Ghostery aims to help internet
users to make informed decisions and to give them more control

over when they are being tracked and by whom. The behaviours per
element are filed in a library. According to Ghostery’s parent company,
Evidon, the library contains more than ‘1,600 companies and 4,100
different types of trackers’, which makes it, according to them, ‘the only
comprehensive library of trackers on the internet’ (Evidon 2014a). The
library provides information about what kind of data are collected (such
as geo-location data, IP address, or phone number) by a particular third
party element and whether it shares data with (again) other parties.
Ghostery also suggests different ways to ‘handle’ third parties. It offers
users the possibility to block all or only some third parties by separately
flagging them.

The database is not only of use to privacy-aware individuals.
Evidon uses the information to inform online marketing companies
about the implementation of their tools and to offer advice on how
to comply with privacy rules (Ghostery 2014c). Evidon’s mission is
‘to enable a more transparent, trusted environment for consumers
and advertisers’ (Evidon 2014b). The company takes part in a larger
program managed by a consortium of advertising and marketing
associations - the Digital Advertising Alliance (DAA) - which pushes
a label that draws a parallel with ethical (food) consumption, referring
to the idea of a nutrition label: ‘[f]or businesses and NGOs, Evidon
provides the technological underpinnings that put the AdChoices
icon, which functions as a “tracking nutrition label” into ads, as well
as reports on trackers and what they are doing on the web’ (Ghostery
2014a).

5.4 Ghostery as a device

5.4.1 Ghostery as an issue device

Now that we have become more familiar with Ghostery we can

return to how to think about ‘devices in action’. How does Ghostery
(following Ruppert, Law and Savage (2013)) distribute information
and interventions, and what does that inscribe to the issue at hand?
Through its database and vocabulary, Ghostery mobilises particular
concepts and distributes what counts as information and action.
Through Ghostery, web tracking becomes something that can be
ordered, something that becomes knowledgeable. The (visual) language
of the periodic table is just a metaphor, but at the same time, it helps

to frame trackers as components and tracking as an environment.
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Trackers, instead of consisting of intangible processes, become elements
that can be mined themselves.

From science and technology studies we know that ideas of
nature can be constitutive in sorting what belongs to the realm of
knowledge and what belongs to the realm of values (and social action)
(Latour 2004). Ghostery is also engaged in a similar distribution - in
addition to the third party environment as something to become
‘informed about’ one can also learn how to ‘cope’ with it. By offering
a knowledge repository accompanied by an action repertoire of
possible ‘options’, you can detect, block, and pause. There is a common
denominator in this action repertoire — ‘you’. How to evaluate
web tracking becomes a matter of responsibility on the part of the
individual internet user, who can assess his or her trust relation with
different kinds of companies. Similar to Zizek’s argument that ethical
consumerism implies an acceptance of the capitalist system (Zizek
2011), one could say that for Ghostery tracking seems to be an accepted
condition for existence. After that, tracking becomes something that the
info-aware individual can choose to consume or not.

In a text on data communities Harvey, Reeves and Ruppert
(2013) use the notion of ‘transparency devices’ to describe how
these communities map things such as government transactions
or community conflicts with specific tools for measurement and
visualisation. They show how these communities, by making things
transparent and legible, simultaneously inscribe something to the
thing they study (ibid., 305). Ghostery does exactly that. Through
making web tracking transparent it enacts tracking as a material
thing, as something consisting of components that can be studied and
ranked; it subsequently brings an ethics of web tracking into existence.
web tracking can be ‘bettered’ through labels, changing consumer
behaviour and coalitions between companies. Here I refer to the work
of Marres who has coined the term ‘material participation’ (2012a).
With this term, she wants to stress the extent to which devices can
facilitate matters of concern, and ‘issue articulation’ is one way in which
this happens (see also chapter two, §2.3.3). Building upon Marres’
work (ibid.) we could say that Ghostery is a device that ‘redistributes
participation’; by articulating the issue in this way it organises the work
and responsibilities relating to coping with web tracking. So, if digital
devices materialise social relations, Ghostery materialises an issue, and
it does so in a very literal sense. I use the term ‘issue device’ rather than
‘transparency device’ to refer to the way in which Ghostery brings web
tracking to the fore. The performativity of the issue is also a relevant
point if one is concerned with what the device does to methods, which I
will address in the next paragraph.
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5.4.2 Ghostery as a research device

Because Ghostery provides certain ordering principles to detect third
parties and a typology relating to their activities it has proved to be
very useful as a research tool. The Digital Methods Initiative at the
University of Amsterdam deploys the ordering principles of existing
web devices for social research. Considering that these devices take
part in specific ‘device cultures’ they can produce situated knowledge
that is valuable for understanding contemporary social life (Rogers
2013; Rogers et al. 2013). The adagio is to follow the ‘language of the
medium’, or the ‘actors’, in Latourian jargon (Latour 2005b). That
means instead of using previously established categories (from the social
sciences) that emerged out of other research sites outside of the Web,
one would stay close to the terms of web devices and look at how they
articulate the connections between various web objects.

The Tracker Tracker is part of the toolbox of the Digital Methods
Initiative. It resulted from a collaborative DMI winter school project
dedicated to understanding the cloud.”" The Tracker Tracker uses a
database of pre-defined fingerprints of Web technologies provided by
Ghostery and compares those traces with the URLs that are of interest
to the researcher.”” This enables researchers to analyse specific data sets
by making use of Ghostery’s classificatory scheme. After inserting a list
of URLSs into the Tracker Tracker it provides a spreadsheet with all the
domain names and the respective names of third party elements that
are detected per URL, also adding their type (AD, Analytics, Widget,
etcetera). Therefore the tool does not only give an indication of the
overall presence of third party elements that collect data online but it
also enables you to zoom in on the different types of elements and to do
a comparative analysis between websites. Therefore, by making use of
a web device, we produced a new research device with more extended
methodological capabilities.

Tracker Tracker research has been relatively new and
experimental; projects have been done with data sets such as the
top-Alexa websites, technology blogs, and political party websites.53

51 The Tracker Tracker tool was developed in a collaborative project by
Yngvil Beyer, Erik Borra, Carolin Gerlitz, Anne Helmond, Koen Martens,
Simeona Petkova, JC Plantin, Bernhard Rieder, Esther Weltevrede, and
Lonneke van der Velden during the Digital Methods Winter School 2012,
‘Interfaces for the Cloud’. “Track the Trackers” (2012).

52 The DMI built upon Ghostery and not on a comparable device such as
Lightbeam because the latter was not yet publicly known at the time the
Tracker Tracker tool was built, also because Ghostery publishes their lists
of trackers and updates them regularly.

53 See the Tracker Tracker project page “Track The Trackers” (2012) and the
work of Helmond (2012) on Dutch political party websites.
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As work by Gerlitz and Helmond on the top-1000 Alexa websites

has shown, the Tracker Tracker can be used to map the connections
between websites and the ‘data objects’ that they share. Such maps
provide insight into what they call an ‘alternative fabric of the web’
(2013, 1348). This texture is not based on the hyperlinks through
which we often imagine the Web but on the relations between third
party tracking devices and the respective websites at which they are
detected (ibid., 1349). If we look at such networks we get a glimpse of
the material relations that provide the conditions for data transactions
within the previously mentioned opaque and “Wild West’ data market.
Trackers provide a texture for calculating various types of profiles.

As mentioned in the second chapter (§2.3.2), Callon and Muniesa
(2005) use the term ‘calculative spaces’ to refer to those arrangements
that make things calculable. This kind of exploratory tracker tracker
research helps us to imagine how data collectors and website weave
together textures that form calculative spaces for the data economy.

5.5 The Third Party Diary

In line with the above-mentioned digital methods projects, I looked
at the shared third party elements on a particular set of websites,
particularly the websites of the Government of the Netherlands. The
context of my case study was a debate in The Netherlands in 2012
about the Dutch implementation of the EU e-Privacy Directive.
Online tracking on Dutch governmental websites was controversial
at the time. There was a discussion about the extent to which the
Dutch government was still tracking internet users without their
consent, hence failing to follow the law. My question was whether
it was possible to measure the governmental response to this debate
by using the Tracker Tracker to map the presence of third parties on
governmental websites over time. As it turned out, the results raise
questions about the way governmental websites perform different roles
online; in addition to their expected and visible role as the primary
public service providers, they also have an active role in contributing to
the data economy by sharing (personal) data with major corporations.
Since June 2012 the Dutch law obliged website owners to ask for
the consent of internet users for technologies that access their devices in
order to collect or store data — a law which became (badly) known as the
‘cookie-law’.** A few months later the Government of the Netherlands
(‘Rijksoverheid’) was criticised for failing to follow the law. The debate
was focused on two main governmental websites: rijksoverheid.nl and

54 Because the law is formulated in a broad manner it applies to more
tracking technologies than just cookies (Telecommunicatiewet 2012).
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government.nl. Both sites were placing cookies. On 9 August 2012,
the government announced that they would disable all the cookies on
these two websites and that they would further assess whether ‘other
websites’ needed to be adjusted as well (De Haes 2012).

This discussion provided an incentive for me to dig a bit deeper
into this issue. The response by the government made me think
about which ‘other websites’ could be of relevance. Thanks to open
data guidelines the whole Website Register of the Government of the
Netherlands ("Websiteregister Rijksoverheid’) can be found online.
This register gives information about approximately 1100 websites that
belong to the Dutch government (cities and regional governments are
excluded).” This data set provided the starting point for my research.
The specific legal question about which particular tracking devices
are allowed (or not) I will leave aside by reformulating the debate in
socio-technical terms: can we also measure the response of the Dutch
government to this issue by mapping the presence of third parties on
these websites?

For four months in 2012, I registered the third parties that
collect visitors’ data on websites belonging to the Government of the
Netherlands. I presented the results in an online logbook (The Third
Party Diary), which gives an impression of third party encounters
when visiting the government online on a monthly basis. I chose the
diary format for several reasons. Keeping a diary would be a means
to structure the project and feature the results online, as it dealt with
a current affair. Another reason was that the research was not a clean
and automated process and I did not want to suggest it was — working
with this device was in fact pretty messy. It entailed cleaning data and
preparing the URLs before even using the tool and going through many
error reports.* As argued by Leistert, digital methods can give the
impression of being a disembodied process with respect to the objects
of research and the researcher as well (Leistert 2013). A diary seemed
to be a good format to signal the presence of the researcher (Mol 2010,
254) and deal with the idea that the outcome of the project was not just
through the tool but also through an engagement with the tool.

The methodological steps I took were as follows. I inserted the
total list of URLSs in the Website Register in the Tracker Tracker tool.
The Tracker Tracker output mentions third parties multiple times per
domain name when similar elements are detected in different ‘patterns’.

55 According to the ‘Whois” information the domain names listed in
the register are not all legally ‘owned’ by the government. Still, the
government presents this list as their responsibility (Websiteregister
Rijksoverheid 2013).

56 Detailed information about this can also be found at the Digital
Methods wiki page “The Third Party Diary”.
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Therefore these double findings were deleted from the tool’s results. I
then determined the total list of domain names containing third party
elements, the total amount of third party elements, and I randomly
checked for false positives and negatives. I repeated the study every
month for four months, from August until November 2012. In 2013
the study was taken up again in January and repeated irregularly. The
Website Register of the Government of the Netherlands is regularly
updated. Each time the latest revision of the register was used as input
for the Tracker Tracker tool. Below I will present my findings and
discuss how this contributes to an understanding of web tracking
practices.

5.5.1 Third party presence

In August 2012, in total 856 third party elements were detected from
38 different individual third parties (Google Analytics, Webtrends,
Facebook Connect, etcetera). The map on the next page (figure 8) is a
visualisation of the relative presence of third party elements (the size
refers to the amount of third party elements, the colour to the type of
activity).
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Figure 8. Third party elements in the Website Register of the Dutch Government
Dorling Map, Digtal Methods Initiative, August 2012
Sources: Website Register Rijksoverheid; Ghostery; Tracker Tracker Tool

The map shows which trackers frequently occur in the Website Register. The nodes refer
to the different third party elements (3pes) as distinguished by Ghostery. The size indicates
the amount of 3pes and the colour refers to the type of 3pe. The Register contained 1110
websites in total. Elements that occurred less than five times are not listed in the legend.
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Some companies operate several third party elements. This leads me to
the conclusion that only 28 companies seem to be involved, of which
Google is the biggest (see figure 9 below) followed by Comscore,
Webtrends, Twitter, AddThis, and Facebook. This finding is supported
by Hoofnagle et al., who reviewed tracking practices on websites

in 2009 and 2011 and concluded that there is a concentration of a
relatively small amount of companies operating a significant amount of
web tracking technologies (Hoofnagle et al. 2012).
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Figure 9. Companies operating third party elements in the Website Register of the Dutch
Government

Dorling Map, Digital Methods Initiative, August 2012
Sources: Website Register Rijksoverheid; Ghostery; Tracker Tracker Tool

The map shows which companies operate the most trackers in the Website Register. The
nodes refer to third party elements (3pes) as indicated by Ghostery. The size indicates

the ‘share in 3pes’ which companies have in the total amount of 856 3pes. The register
contained 1110 websites in total. Elements that occurred less than five times are not listed
in the legend.
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On average the percentage of websites containing third party elements
is always more than half of the website register. The percentage is
higher when taking into account the fact that many domain names
are not even active. For instance, in September the Website Register
contained 1088 websites of which 913 were active. 658 domain names
contained third party elements —-60% of the total register, but 72%
of the active domain names. A study by Koot, who simultaneously
investigated the same data set as I did in September 2012 (though using
a different approach), points to similar findings. He used software for
automated browsing (Mozrepl and Burp Suite), to fetch the third party
content on the domain names and to analyse the traffic (Koot 2012). He
found that 671 domain names of the active URLs contained third party
content (73%). Thus, despite Ghostery’s detection method not being
100% complete (Brock 2010) it does come pretty close to the findings of
other researchers.

Table 1 gives an overview of the presence of third party elements
in the website register for the months August-November 2012, the
months directly following the public debate.

Table 1. Overview of the presence of third party elements in the Website Register of
the Dutch Government. August-November 2012.

Sources: Website Register Rijksoverheid; Ghostery; Tracker Tracker Tool.



Turning a safety tool into a microscope

9T ve e/U %¢€S 8CL 865 6CLT | 1, 12quanoN
LT g¢ %¥9 %9S 124 889 S0l 1 ,13901R0
9T 9¢ %CL %09 €08 899 8801 | 1, 19quardag
8¢ 8¢ e/u %09 9S8 969 OITI 71,3030y
sad¢ sad¢
ururejuod | Surureyuod sad¢

Soureu I01S139Yy 3ururejuod I9)S139Yy

(uonewnsa) sadg¢ urewop SIS\ Souwreu EINEY)Y

saruedurod JUSISJJIP | 9ATIOR 913 JO a1 jo sad¢ jo | urewop jo Ul SOWEeU
Jojunowry | jojunowy | o3ejusdisgd [ a8eiusdisg | unouwry junowry Urewo(J IUON

135



Surveillance as public matter

136

Because the government was given an explicit warning in September
2012 by the Independent Post and Telecommunications Authority

of the Netherlands (OPTA) to abide by the law, I expected to see a
decrease in third parties over time (Wokke 2012). There was a small
drop in October and November but it is hard to say whether that
indicates removal. The decrease might also be explained by the fact that
the Website Register was updated and excluded a few redirects that
were included in September.” In November 2012 the overall percentage
of third party elements in the Website Register was still 53%. Hence,
over four months the decrease in third party elements was 7%. In fact,
when I checked a year later in December 2013 the percentage was back
to 63%. We can, therefore, conclude that after the August 2012 debate
about the government tracking their website visitors, the removal of
tracking devices has been limited.

5.5.2 Shared third parties

It is also possible to visualise the connections between websites and
third parties. Figure 10 gives an impression of the associations between
the third party elements (the collectors of the data) and the websites
within which the elements are located. The output of the Tracker
Tracker tool from September 2012 was visualised with Gephi.*® The
map (figure 10) shows the massive outreach of Google Analytics; it also
shows how certain nodes are surrounded by clusters of websites, for
instance the Webtrends cluster on the bottom. This means that several
websites use a Webtrends tracker.

57 Forinstance, in September raadvoordekinderbescherming.nl, which
was redirecting to kinderbescherming.nl, was excluded in the October
update. Therefore third party elements that were previously counted
twice were counted only one time in October.

58 The Digital Methods Wiki provides instructions for how to visualise
Tracker Tracker data with this software, see “Track the Trackers
Workshop” page.
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Figure 10. Network of websites and trackers in the Website Register of the Dutch
government.

Gephi visualisation, September 2012.

Sources: Website Register Rijksoverheid; Ghostery; Tracker Tracker Tool.

The map shows which websites use the same trackers. The coloured nodes are third party
elements. The grey nodes are the domain names. The names of the websites are deleted
for reasons of clarity, except for the cluster on the bottom in order to illustrate the purpose
of the map. For instance, nuclearforensics.eu and forensicinstitute.nl are connected with
WebTrends and Google Analytics.
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There are a few interesting insights when zooming in further into that
particular cluster. I first manually sorted the results by 3pe-type and
name (see Table 2 below).

rijveiligmetmedicijnen.nl tracker DoubleClick Spotlight
adviescollegeverloftoetsingtbs.nl tracker WebTrends
dienstterugkeerenvertrek.nl tracker WebTrends
psosamenwerken.wordpress.com tracker ScoreCard Research Beacon
kiesbeter.nl analytics Clicky
internetpillen.nl analytics Google Analytics
irak.nlambassade.org analytics Google Analytics
iran.nlambassade.org analytics Google Analytics
iran.nlembassy.org analytics Google Analytics
iraq.nlembassy.org analytics Google Analytics
ireland.nlembassy.org analytics Google Analytics
israel.nlambassade.org analytics Google Analytics
israel.nlembassy.org analytics Google Analytics
istanbul-tr.nlconsulate.org analytics Google Analytics
istanbul.nlconsulaat.org analytics Google Analytics
istanbul.nlconsulate.org analytics Google Analytics
italie.nlambassade.org analytics Google Analytics
pleegzorg.nl widget AddThis
hetgezondevoorbeeld.nl widget Hyves Widgets

Table 2. Third party elements sorted by type. September 2012.
Sources: Website Register Rijksoverheid; Ghostery; Tracker Tracker Tool

Selection. Complete list available at https://wiki.digitalmethods.net/Dmi/
ThirdPartyDiary.

It is here that Ghostery becomes more than a magnifier and shows

its microscopic capacities. This way of sorting shows which websites
share similar third party elements and how in some cases the use of
third party elements corresponds to departmental orderings of the
respective ministries. For Table 2 I selected only a sample, but at least
23 sites of the Ministry of Security and Justice were using Webtrends
in September 2012. These sites included the website of the Council
for Child Protection (Raad voor de Kinderbescherming), a committee
for research into child abuse (Commissie-Samson), and a committee
advising on the release of mentally-disordered offenders (Adviescollege
Verloftoetsing TBS).
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Trying to zoom in even further I picked one website, the website of
the Council for Child Protection (kinderbescherming.nl), and received
a Webtrends cookie in my browser which included my IP address.
The IP address stayed the same when I visited another website of the
Ministry of Security and Justice (avtminjus.nl) within the Webtrends
cluster. Webtrends only set a new cookie when I emptied my browser.
Checking the host of these Webtrends cookies led me to a company
called Imetrix, which provides hosting and analytics. Apparently, the
Ministry of Security and Justice hired this company to take care of a
whole set of its websites.*” This suggests Imetrix collected IP addresses
(and maybe more data) categorised in a specific ‘departmental’ way,
through websites that deal with child protection issues and mentally
disordered offenders — issues that fall under the category of ‘Security
and Justice’. They removed the trackers by the end of 2012.

Another interesting insight from the same data set is that
all Dutch embassy websites share Google Analytics. In Ghostery’s
library one can find a summary of what Google Analytics collects,
which includes (according to their terms) anonymised IP addresses,
locations, and search queries. This means that this kind of information
related to people interested in Dutch embassies is most probably
shared with Google’s servers. The cluster entails 250 Dutch embassies
and consulates. The point here is not only that behavioural data are
transferred from governmental websites to third parties, but it is
the standardisation in this process that raises interesting questions.
Because the government implemented Google Analytics as standard on
almost all of the ambassadorial websites the government shared with
Google a data set that is already in effect organised (as an ambassadorial
category), and as my December 2013 results indicate they still did so a
year later.

5.5.3 Lessons from The Third Party Diary

The results of the case study raise critical political-economic, legal,
and security-related questions. Is the Dutch government, in a sense,

a ‘miner’ for what Leister calls “Wild West data mining capitalism’
(Leistert 2013), by, wilfully or unwittingly, preparing datasets and
giving companies such as Google and Facebook a helping hand in
behavioural targeting? And since we are already familiar with Google
Flu Trends as a form of research into flu activity (http://www.google.
org/flutrends/) one could imagine what kind of ‘trends research’

59 Checking the Whois and trace route of the IP address suggests that
minjus.sdc.imetrix.nl was physically located in Amsterdam at the hosting
company Redbee.nl.
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Google could do with ambassadorial data sets. Will ‘Visa Request
Trends’ become the new migration studies? There could be potential
legal consequences as well, because data are shared with servers that
are under the jurisdiction of the United States. More concretely, the
use of tracking devices can bring along a range of privacy and security
problems. Koot’s study explains how third party content can provide
easy access points for cyber attacks (such as session hijacking and
malware infection) (Koot 2012. See also Tran et al.). Tracking devices
can be ‘repurposed’ too. Since the leaking of the NSA files by Edward
Snowden we know that Google cookies are repurposed by the NSA
to follow the behaviour of potential targets before the agency installs
malware on their computers.®® These new insights into the use of web
tracking devices show how consumer surveillance and state surveillance
coincide.

The case study raises questions with respect to the method as
well. Over time a few websites changed their tracking policy and began
to ask for explicit consent from the visitor (for example the Education
Council of the Netherlands at http://onderwijsraad.nl). Put simply, this
means that the internet user will see a pop-up that asks whether he or
she agrees to the use of cookies. Upon agreement the page should load
the trackers, or otherwise it should not (ideally speaking). The effect
of this change was that some third party elements disappeared from
my output. However, this does not mean that third party elements are
not operative. Studies have shown that people tend to accept terms of
services (King and Jessen 2010).! Reframed in Foucauldian terms, their
data bodies have become ‘docile’ (Rogers 2008).°* Therefore people
may consent to and load third parties that were (at the time of the
project) not indexed by the Tracker Tracker output of Dutch websites.
The disappearance of third party elements is, therefore, an interesting
phenomenon by itself.

About a decade ago, Elmer argued that cookies should be
understood as mechanisms of communication instead of using the
flattened definition of ‘a piece of text. According to him, the ‘data
definition’ of cookies obscures the process by which this information
reaches the hard drive of the computer (Elmer 2004, 130). Along the
same lines, in the example of the web page above, the loading of third

60 This concerns the ‘PREF-cookie’, which also comes with Google
Analytics. See Soltani, Peterson and Gellman (2013b).

61 This can be due to terms of services being non-negotiable (King and
Jessen 2010).

62 See in this context Rogers (2008) on Michael Stevenson’s media project
‘The Whatever Button’, a Firefox Extension that replaces the ‘| accept
buttons’ with a ‘whatever button’, expressing this dimension of docility in
contemporary surveillance society.
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party trackers also depends on a process of negotiation. Moreover,

the way websites organise the consent-procedure happens through
different programming languages. At the time of this study, the Tracker
Tracker tool did not recognise JavaScript and therefore behaved as an
atypical and old-fashioned browser. Some websites will treat this as

a ‘yes I accept’ and others as a no’. In other words, the device cannot
consent. It is treated differently depending on how the website treats
the device.

This brings me to the reflective question of whether turning
Ghostery from issue device into research device mattered for the way
web tracking was presented in the research project. What is, to recall
Marres and Weltevrede, the epistemology built into the tool? Does
it matter that Ghostery imagines ‘tracker data’ as components, as a
materialised environment, as things that can be mined in turn, and that
it distributes ‘tracker allowance’ to the realm of individual choice? To
an extent, | think it does. If we follow the device by only focusing on its
detection principles we limit ourselves to an elementary understanding
of tracking, in which it is located in the page source. The Tracker
Tracker then operates under the assumption that the activities of third
party elements are dictated by the set of sites and their code. However,
we cannot assume that in this case.

Since we are dealing with a particular local context in which
website owners are encouraged to ask for consent and people have
to interact with that code, the social or legal-material arrangement
is one in which interventions take place before scripts are loaded. In
some of these cases, depending on how the website responds to the
Tracker Tracker’s automated character and the inability of the tool to
interact with site content as a regular visitor, the tool will not show all
the trackers the visitor would encounter. A negative output from the
Tracker Tracker tool cannot be judged ‘tracker clean’ unless a manual
check — by accepting cookies — follows. In other words, in this context
‘tracker allowance’ turns out to be more complex than individual
choice only because web tracking is dealt with through a complex of
state legislation, cookie-walling, and user interaction. This becomes
particularly relevant in research projects with smaller and specific data
sets. A methodologically challenging question then arises: Is it feasible
for digital methods to enrich the Tracker Tracker in such a way that it
captures these processes of negotiation and acceptance? Can docility be
built in? At the time of writing, an update of the tool is being worked
on (in the sense that it now recognises JavaScript).

Lury and Wakeford have compiled a range of studies on devices
clustered under the term ‘inventive methods’. According to them
devices can be inventive when they can ‘change the problem to which
they are addressed’ (Lury and Wakeford 2014, 13). In this case study,
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the Tracker Tracker has prompted a reorganisation of the project by
provoking new questions: Can we capture web tracking as a more
interactive thing? Should and can the tool be changed to do that?
Therefore, the case study has also interrogated the device. Reflecting
upon the way Ghostery imagines its data and taking the device out
of its device culture to study a new context has led to the question of
how to capture web tracking as a negotiated practice. A more general
conclusion for future tracker research is that the context of the data
set is important. One could use digital methods to study ‘social life’
(in my case this was the state of the issue and institutional-tracking
assemblages). However, it is important to ask what kind of new
questions a data set brings to the web objects that we investigate.

5.6 Conclusion: Implications of conducting an
embedded sousveillance research

In this case study, I repurposed a sousveillance tool for gathering
empirical data about online tracking. Therefore, I discussed the tool as
an object of research and as a method (Marres and Weltevrede 2013).
Taken as an object of research I argued that Ghostery could be seen as
an ‘issue device it brings web tracking to the fore. It maps and ranks
practices of web tracking and uses a particular vocabulary to make these
technologies present and accountable. Ghostery’s inscription into the
issue is one in which web tracking becomes a material environment
with which to be coped.

Taken as a ‘research device’, it can point out the associations
between websites and shared objects and contribute to existing studies
into the transactions of behavioural data. The Tracker Tracker allows
zooming into clusters of websites and provides empirical data that can
feed concrete public affairs.® The Government of the Netherlands was
shown to participate intensively in the market of behavioural data. We
gain some insight into how specific data moves from one organisation
to another, such as from the Ministry of Foreign Affairs to Google. It
gives a few clues about the make-up of these data sets and about which
actors participate in this process. The project, therefore, contributes to
a better understanding of the first steps of the process of behavioural
targeting. It suggests that ordering by category is already embedded in
the process of collecting data due to very mundane and institutional
aspects of governmental life. Thus, instead of assuming that data
collection is a starting point for further enhancement and profiling
processes, practices of categorisation turn out to be already active from

63 The Dutch news site nu.nl paid attention to this study. See De Winter
(2012).
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the start.

The notion of material participation explicates us how devices
participate in the articulation of issues as both ‘issue devices’ and as
a ‘research devices’. Reflecting upon this dual role helps us see the
complications and challenges of the method. For instance, the Tracker
Tracker allows us to map trackers in the page source, but it cannot map
the interaction with the user.

With this study I hope to have shown that Ghostery produces
surveillance as ‘public matter’ in a very tangible sense. In other words:
Ghostery datafies surveillance: it turns online tracking into something
that can be mined. At the same time, this comes with specific issue
articulations. It turns web tracking into an issue but simultaneously
into research material: it is issuefied material. In this chapter I used
a ‘detection device’ for studying surveillance practically. In the next
chapter, I discuss how a ‘leak’ (the leaked files documenting NSA
surveillance) calls for an update of surveillance theory.
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6 Leaky apps and data shots

Technologies of leakage and insertion in NSA
surveillance

6.1 Introduction: Surveillance devices in the public
domain

This sixth chapter is about surveillance theory after the NSA disclosures
in 2013.64 In the thesis, device-centred approaches have been helpful to
explicate the translations and performative effects of devices that make
surveillance public. The last case study is set up a bit differently, because
it does not focus on one particular project or method of making public.
The NSA disclosures stand in a long tradition of whistle blowing, and in
her documentary about Edward Snowden, ‘Citizen Four’, Laura Poitras
(2014) shows that in order to make highly classified information public
in the digital age, one needs to go through various instances of secrecy:
one needs to use encryption, air-gapped machines (computers with

no internet connection) and identity verification in hidden channels
(Citizen Four). Such social-material trajectories of leaking would be

a worthy topic of research. However, with this text I aimed to make a
contribution to surveillance theory after the NSA disclosures and that’s
why it focuses mainly on their content. But like the previous chapter,

it tries to produce insights from surveillance material that is made
public. The NSA disclosures have brought specific objects, surveillance
devices, into circulation, and this case study offers a reflection upon the
consequences of that event.

Others have written about the making public of ‘secrets’ or
classified knowledge (Galison 2005) or about how the recent disclosure
of NSA'’s surveillance devices can be understood from a historically
informed perspective on surveillance and/or censorship (Galison
2016; Murakami Wood and Write 2015). What [ have done is taking
the event as a possibility to construct a collection of surveillance
devices, in order to rethink surveillance theory ‘post-snowden’, as

64 A previous version of this chapter has been published as “Leaky
Apps and Data Shots: Leakage and Insertion in NSA-surveillance” in
Surveillance & Society (2015).
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Surveillance Studies scholars called for after the disclosures (Murakami
Wood and Write 2015). The study is an attempt to theorise a set of
leaked data: that of the NSA files and more particular methods for

data collection they refer to. ‘Collect it All’ has become one of the key
terms to characterise the practice of the NSA since Edward Snowden’s
revelations (Greenwald 2014). The apparent totality of surveillance has
influenced the way we conceive of surveillance. With this case study I
delve deeper into the specific methods of capturing data that have been
disclosed. Its central focus is on displaying and analysing a range of
surveillance technologies that came to the fore through the NSA files
and have thus become present in the public domain.

The disclosures raised various socio-technical, political and
economic issues. To name but a few: the lack of oversight, the
enormous budgets involved, bilateral agreements between intelligence
agencies, the secret decryption lobby by intelligence agents, and the
potential information overload for the NSA (Greenwald 2014; Landau
2013; Poitras et al. 2013). The reason I focus on the tools is because
the NSA files offer an occasion to reflect upon how we think and talk
about technologies in surveillance theory. The disclosures allow me to
return to the trajectory of thought within surveillance studies that has
revised notions of surveillance after Foucault (see §1.4). Therefore the
files provide opportunities to shift our vocabulary about the vague term
‘data collection’ towards a more accurate conceptual repertoire. In short,
this is a good occasion to test whether the conceptual apparatus that is
used to make sense of surveillance is capable of accommodating these
disclosures about the state of the art of (state) surveillance.

In the next paragraph I will briefly sketch how information and
communication technologies have affected concepts of surveillance
in the past and how the NSA files have led to discussions, between
academics and in public forums, about how contemporary surveillance
society should be understood. By drawing on a set of news publications
about the NSA files, I will highlight two ways in which the NSA, or
occasionally the GCHQ, has captured data. The first consists of a list
of programs that extract data due to the fact that internet devices ‘leak’
data. The second is a list of ‘devices that insert’, for instance, malware.
This is done in order to conceptualise two distinct forms of movement,
leakage and insertion, by which data are captured by NSA programs. I
will discuss the (theoretical) questions for each form that these devices
could raise by drawing on existing media theory and conclude by
pointing out future sites of research for Surveillance Studies.
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6.2 Information technologies and surveillance theory

Since the rise of popular internet use, commentators have
conceptualised the surveillance potential of computer networks. As
also highlighted in the first chapter, part of that effort consisted of
debunking old notions of surveillance that are not able to deal with
contemporary information technologies. In the academic sphere, we
have seen consistent criticisms of famous concepts such as Orwell’s
‘Big Brother’ and the Foucauldian panoptic diagram. According to
influential scholars in the mid-2000s, these were outmoded ideas
because they primarily focused on individual bodies being subjected
to techniques of direct supervision. They were considered to be
inadequate to grasp the more volatile and fluid movements of data that
networked information technologies allow (Deleuze 1992; Haggerty
and Ericson 2000; Haggerty 2006; Lyon 2006). Gary Marx’s table of
the ‘new surveillance’ (Marx 2002) is indicative of an emerging shift
towards the idea that surveillance consists of a complex and remote
digitally mediated network that operates far beyond individual bodies
and the visual.

Within Surveillance Studies, the work of Foucault especially has
been a source of inspiration and criticism. This reworking of Foucault
can be traced back to Deleuze (1992) who outlined how disciplinary
techniques had been superseded by (code-based) technologies of
control. A decade later, Haggerty argued that many surveillance
scholars kept imposing panoptic tropes into contemporary reality
(Haggerty 2006) (see also §1.4). Presently, a post-Foucauldian paradigm
within Surveillance Studies seems to have stabilised itself.® Instead of
scrutinising the techniques by which physical bodies are being watched,
many have shifted attention to the topic of ‘data bodies’ or online
profiles: data composites that relate to our technologically mediated
behaviour and that become interesting material for both state and
corporate actors (Critical Art Ensemble 1998). Data bodies have shaping
effects; they can precede who we become ahead of our actions (Stalder
2002). Terms such as ‘surveillant assemblage’, pushed by Haggerty
and Ericson (Haggerty and Ericson 2000) who took inspiration from
Deleuze’s concept of distributed agency, describe how persons are
disassembled and recomposed into data doubles through fluid network
flows. (See also chapter one, §1.4.)

The move towards the notion of the assemblage exemplifies how
new concepts also change the sites of research and the questions that are
being asked. As highlighted in §1.4, moving from the panopticon to the
assemblage means that the locus of power shifts from the disciplinary

65 For critical perspectives on the way this is embraced, see Murakami
Wood (2007) and Caluya (2010).
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institutions to what Latour has termed ‘centers of calculation’ (Haggerty
and Ericson 2000, 613). These are the places of intersection in which
data are reassembled and made sense of, such as digital databases.
Hence, it is the database and algorithmic power that becomes of vital
interest Scholars have stressed concerns about algorithmic power and
its potential effects such as social sorting, in which online profiling can
have discriminatory consequences (Lyon 2003), as some profiles are
more ‘sensitive’ than others (King and Jessen 2010, 608).

As also mentioned in the §1.4, the merits of the concept of the
assemblage have been questioned. Critics have argued that the very
definition of the surveillant assemblage as an agent itself leads away
from an understanding of the specificity and agency of individual
surveillance practices (Prainsack and Toom 2010, 1119). Haggerty
himself expressed some hesitancy about ‘successor models’ in
surveillance theory being stretched to all surveillance contexts (2006,
39). Accompanying his critique he suggested that scholars should take
up the questions that ‘technologies raise themselves’ (Haggerty 2006,
32). One could argue that this becomes difficult when a notion of
distributed agency becomes the general guidance to a wide variety of
surveillance practices.

An important task, rather than doing away with conceptual
models altogether, is to keep in mind how the concepts we use
determine the range of questions we ask and do not ask. For instance,
shifting attention to data flows and algorithmic calculation risks leaving
the specific tools, which capture, data conceptually unattended. Despite
the importance of theorising the way power is exerted through data
bodies, one risks seeing data as something that can be ‘picked up’ from
data flows in some undefined way, as if people just leave’ all these pieces
of information out there as traces in public space. As other authors have
argued, what falls under the term ‘data’ is too often taken for granted
(Gitelman and Jackson 2013), as well as what constitutes a ‘data trace’
(Reigeluth 2014). Analogously, the devices involved in producing these
data traces risk receiving relatively little attention in the process of
‘concept production’ (Lovink and Rossiter 2012) when the concepts are
already in place.

One of the characteristics of the ‘new surveillance’ according
to Gary Marx (2004) was the relative invisibility of the surveying
actors and their methods. Surveillance Studies scholars have seen it
as their task to unveil the very technologies and objects that make up
surveillance networks/assemblages and there are plenty of case studies
to be found that pursue this goal (Adey 2004; Ball, Haggerty and Lyon
2012; Elmer 2004; Martin, van Brakel and Bernhard 2009; Monahan
2006). However, technologies of data collection often play a case-
specific role in what is subsequently conceptualised as larger ‘networks’,
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‘assemblages’, or ‘sorting machines’. I take a different route and explore
whether specific technologies, a variety of which are archived in the
NSA files, require their own concepts as well.

6.3 NSA files as game changers?

The revelations about NSA surveillance have obviously changed the
landscape of Surveillance Studies. In “After Snowden: Rethinking
the Impact of Surveillance”, Bauman and his co-authors argue for a
rethinking of the ‘canons’ of Surveillance Studies and critical security
studies:

Scholars have promoted promising ways of thinking about the complex
and rhizomatic character of interconnected networks of surveillance
tools, in which self-exposure has become commonplace, but now also
have to make sense of the extension of intelligence gathering together
with powerful integrative platforms such as PRISM. (Bauman et al. 2014,

124)

In other words, they say that the NSA files introduce something new
to a specific strand of surveillance theory. Intelligence practices (that
might have been very familiar to a particular discipline of intelligence
studies) have now become highly visible for those working on everyday
surveillance society. The question becomes: In what way are concepts
of rhizomatic, and less hierarchal, networks (Haggerty and Ericson
2000) and notions of self-exposure and ‘participative surveillance’
(Albrechtslund 2008) sufficiently able to make sense of this pile of
technologies of intelligence?

Next to academic debate, questions about what the NSA
files mean for understanding surveillance have also been posited in
public discourse. The NSA affair has sparked a discussion about the
appropriate concepts to describe surveillance. For instance, the PEN
American Center (2014) did a study into popular metaphors used to
describe surveillance (in over 60 news outlets).®® The Dutch online
news magazine De Correspondent composed a series of discussion posts
about surveillance metaphors in books and films (Berger 2014). My
impression from those publications is first that in popular imagery
the concepts used to describe what surveillance is ‘like” heavily depend
on grand systematic and visual concepts such as Big Brother and the
Panopticon.” Second, the PEN-study highlights that when speaking
of what surveillance ‘does’, words are used which express large-scale

66 PEN is an organization promoting literature and freedom of expression.

67 See also for instance the alternative proposal by Rosen and Santesso to
speak of ‘The Eye of Sauron’ in: Slate on 17 July 2013.
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movements, such as ‘sweeping’, but also many shipping and fishing-
metaphors such as ‘trawling’. In short, the bigger picture is sketched in
imaginative ways. The imagination is, however, considerably less visible
when the tools employed by these ‘Big Brothers’ and ‘Panopticons’ are
described. There are surprisingly few metaphors that are used to explain
how tools work. How to imagine those devices? They seem to be just
too complex, too technical, and too varied.

This writing is an attempt to merge the two issues mentioned
above, to draw theoretical consequences from the presence of
intelligence technologies in the public domain, and sketch a different
imagination by investigating the characteristics of the devices with
which the NSA documents present us. I will list methods of capturing
data and present ways of looking at the technologies involved. On the
basis of this overview, I suggest that we may reconsider the sense of
‘remoteness’ that is present both in the idea of the ‘new surveillance’
(Marx 2002) as well as in vocabularies on data flows and algorithmic
politics. Although contemporary surveillance technologies do operate
from distance, the way in which a number of devices come close to
people or networks challenges us to rethink proximity and intimacy.
The notions of leakage and insertion serve as illustration of how we
might approach these issues.

6.4 Devices for capturing data: Leakage and insertion

6.4.1 Concepts for capturing data

In this study I make use of two concepts for mapping ways by which
data are captured: leakage and insertion. I find them useful for several
reasons. When looking at the reporting about the NSA it struck me
that technologies for data collection were framed within a particular
language. Words such as ‘access’ ‘vulnerabilities’ ‘injections’ came up,
and also things such as ‘unencrypted’ ‘updates’ and ‘streams’. They all
refer to very material aspects of networking. Especially the first class
of words is familiar to people working on security, but to me they
seemed more alien to how Surveillance Studies literature writes about
surveillant assemblages.®® Having Latour’s suggestions of infra-language
(Latour 2005b, 30) mind (see also §2.1.1), [ came up with these two
concepts aiming to express two dimensions of data collection, in a way

68 A more fundamental reason might be that Surveillance Studies has been
inspired by Foucauldian theory that emerged from looking at practices in
prisons and medical institutions, and which has not focused on practices
of intelligence (e.g. wire tapping, infiltration).
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that remains close enough to how these devices were originally talked
about in the documents themselves. Both have a connotation that calls
into mind the material aspects of apparatuses. Furthermore, the bodily,
almost sexual, overtones make us aware of the intimate relationship
that surveillance technologies produce—see for instance Wendy Chun
(2013) on ‘leaky and promiscuous devices.®” Whereas ‘leaking’ has

a connotation with a human intention of leaking data, I propose to

use the word ‘leakage’ because it places the activity of leaking in the
material apparatus.”® Similarly, as [ will argue, ‘insertion’ aims to discuss
the proximity of surveillance practice as (malicious) software closely
interacts with the machines people use. In theorising ‘insertion’, I draw
upon earlier interpretations of viruses and malware by Jussi Parikka
(2007). Inspired by Chun and Parikka, I will approach a series of recent
controversial surveillance technologies with these concepts.

Leakage’ refers to the basic way in which the NSA is fed by bulks
of data that are already circulating; data can be picked up by tapping
into the flow. Besides the highly visible social media platforms that
provide intelligence agencies with easy access to feeds and public
profiles, there is a plenitude of unencrypted internet traffic that does
not seem to be public but which can be easily accessed. An interesting
example is a widespread use of what has been dubbed ‘leaky apps”
apps that share personal data. According to a collaborative piece by
Propublica, The New York Times and The Guardian, the NSA and GCHQ
have been trading methods for ‘vacuuming up address books, buddy
lists, phone logs and the geographic data embedded in photos when
someone sends a post to the mobile versions of Facebook, Flickr,
LinkedIn, Twitter and other services’ (Larson, Glanz and Lehren 2014).
As explained in more detail in Propublica (ibid.) and The Washington
Post (Soltani and Gellman 2013a), this information is subsequently
used by the NSA and GCHQ in systems for algorithmic sorting. This
kind of data is often seen as a ‘by-product’ of transactions (Savage and
Burrows 2007). However, seeing apps or practices as possessing a
degree or amount of ‘leakage’ instead of producing a by-product gives us
a different way of conceptualising unwanted data flows. As I will discuss
below, leakage might be more fundamental to their workings than by-
products.

69  Wendy Chun has pointed to the sexualized vocabulary of talking about
network devices in computer science, expressing the fact that these
devices need to get in contact with each other to communicate. She
describes these indiscretions as ‘promiscuous’. For other approaches to
leaky technologies see Lyon’s notion of ‘leaky containers’ (Lyon 2001)
and Rogers’ work (2009a) on leaky ‘walled gardens’.

70 See for instance leakage in chemistry, electronics or in audio, in which
material or signals are lost or picked up by different devices (Wikipedia
2015).
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‘Insertion’ refers to the way in which the NSA targets people or groups
by sophisticated interception methods. Take for instance what has been
termed ‘Deep Packet Injection’ (versus ‘Deep Packet Inspection’ or DPI).
Deep Packet Injection is a method of inserting data into internet traffic
when somebody launches a website. As explained in Der Spiegel, the
NSA uses software to fake and insert a website, thereby diverging the
URL-request to a server that is owned by the NSA (FoxAcid), located
at key internet switching points (SPIEGEL Staff 2013a). This only
works when the server of the NSA is faster than the server that hosts
the website that was originally requested; therefore these machines are
also referred to as ‘Race Servers'. If the intervention succeeds and the
person loads data from the fake server, malware can be installed on his
or her computer.” So whereas Deep Packet Inspection is a technique to
monitor and filter network traffic, Deep Packet Injection actively inserts
data in order to capture information or install malicious software. Der
Spiegel reported that the method is referred to as ‘QuantumlInsert’ and
is associated with a particular NSA program, TURBINE, conducted
by an NSA division called ANT (Appelbaum, Horchert and Stécker
2013). This form of attack was used by GCHQ to target the networks
of Belgacom (through fake LinkedIn accounts) (SPIEGEL Staff 2013b).
Another example of technologies of insertion is covert implants. One
document, published in a Dutch newspaper, NRC Handelsblad, showed
that the NSA intruded 50,000 machines/networks through covert
implants (Boon, Deriz, and Modderkolk 2014), pieces of malware able
to infect computer networks.

These examples illustrate two different ways, or movements,
by which agencies such as the NSA and GCHQ can acquire data: on
one end of the spectrum there is the kind of ‘leaky technologies’ which
people use on a massive scale, that as a consequence produce data
which can be tapped. The example of ‘leaky apps’ seems to fit well with
conceptual approaches that emphasise the ‘remoteness’ of contemporary
mass-surveillance and the participative dimension by which people
massively share personal data. However, perhaps equally important, are
technologies that come close to the machines that people use to acquire
information that is not in the open. They conduct, arguably, ‘on the
scene’ surveillance (albeit done by non-humans) and complicate the
participatory dimension and, in a way, the remoteness of surveillance as
well. They interfere with or are literally ‘planted in’, people’s networks
and/or devices.

71 The Intercept (2014) gives a visual explanation in: “How the NSA
Secretly Masqueraded as Facebook to Hack Computers for Surveillance.”
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6.4.2 Listing devices

The next few paragraphs try to order devices mentioned in the files along
these two lines of movement. The idea of listing aspects of surveillance was
originally inspired by Gary Marx’s table of the ‘new surveillance’ who listed
shifts in ‘dimensions’ of surveillance (Marx 2002). In what follows I will

be more modest by simply starting with a list of devices that we know are
part of recent developments in surveillance technology. This study covers
the first year of the Snowden revelations. At the time of the study, there
was no public archive of the Snowden Files (“Snowden Files For All”),
although people have recently been working on building them (see the
“Snowden Surveillance Archive”). The lists of devices I composed consist
of a number of tools mentioned in the “Timeline of NSA Domestic Spying’,
which was composed by the Electronic Frontier Foundation (EFF). As the
EFF collects coverage from a huge number of news outlets, this is a very
useful repository. The EFF, being dedicated to ‘defending civil liberties in
the digital world’ (EFF 2017) can be considered an ‘issue-expert’ in the field
of surveillance. The advantage of this ‘expert authored list’ (Rogers 2013,
48; see also §2.4.3) versus a query in a database such as LexisNexis, which is
the standard news database for academic research, is the fact that the EFF’s
repository provided an option to demarcate news on the basis of ‘leaked
documents’ (which contained over 70 news outlets), a selection criterium
that LexisNexis does not offer. That means that within the coverage of the
NSA affair, this selection deals with items that focus on the content of the
files (versus, for instance, Snowden himself).

I manually coded the tools and programs by type, such as ‘access
request’, ‘malware’, ‘court ruling’, ‘storage program’, ‘data analysis program’
and then zoomed into those items that explicitly addressed the issue
of data collection. What I therefore have not highlighted are a range of
systems for data analysis and data storage systems. Also excluded from
the analysis are methods for data acquisition that fall within the range of
(secret) court orders and intelligence exchanges.” I selected examples of
technologies of leakage and examples of programs that actively intrude
networks or computers. The idea was to see whether, when assembled,
they raise particular questions. Listing devices can lead to new questions
and concerns because, as argued earlier in this chapter, surveillance studies
have powerful concepts (the panoptic, the assemblage) in which the
devices have a place. This exercise is an attempt to turn that around, and
see whether starting conceptualising from the workings of a set devices
helps crafting a different outlook in terms of research questions (and
possibly research sites).

72 Systems for data analysis are the Internet Monitoring Engine Xkeyscore for
querying e-mails, browser history, IP addresses, and keywords. Data storage
systems include SOMALGET for audio data.
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Obviously, as [ have based this on a dataset of news articles, this
approach does not deliver exhaustive coverage, nor would the original
files be exhaustive. It is a selection taken from a particular context, in a
particular time period, and translated by journalists who make choices
about what to disclose. According to Laura Poitras and co-authors, the
Snowden revelations provide a ‘digital snapshot of the world’s most
powerful intelligence agency’s work over a period of around a decade’
(Poitras et al. 2013). Whether this repository offers proof concerning
cases of practical use is not part of my analysis. I approach this ‘digital
snapshot’ as an example of how surveillance technologies have been
‘made public’ (Latour and Weibel 2005), thereby fully acknowledging
that this has happened with a specific vocabulary, through specific
methods and with particular aims.

6.4.3 Insertion

The tools that I clustered under the header ‘technologies of insertion’
emerge in many different kinds. Table 3 (next page) lists a few
examples, including things such as the insertion of vulnerabilities

or back doors (‘Dual Elliptic Curve’) and data shots, or Deep Packet
Injection (as explained earlier in the chapter). The middle column
shows the phenomenon (for instance ‘embed backdoor’; ‘bug in

fax machine’), the right column mentions the associated name of

the program (sometimes there are multiple), and the left column
summarises the techniques (for instance, ‘inserting vulnerabilities’; ‘the
automation of insertion’).

Table 3. Examples of insertion methods in the NSA files.

The middle column contains the phenomenon, the right column the associated name of
the program, and the left column a summary of techniques.
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From this list, a few issues stand out. One of the more striking things
is that computational processes do not only play a role in the ‘analysis’
of data, or the ‘algorithmic’ side of knowledge production, as we know
very well from Surveillance Studies, but also in the methods of reaching
targets. In other words, ‘close observation’ by non-human infiltration
is automated and scalable. For example, when reporting on TURBINE
in The Intercept on 12 March 2014, Gallagher and Greenwald wrote
that the network of implants managed by the NSA’s Tailored Access
Operations (TAO) had increased from 100-150 implants in 2004 to
tens of thousands in a period of 6-8 years (Gallagher and Greenwald
2014a). The documents suggest that TURBINE enables ‘industrial-
scale exploitation’ (citation by The Intercept (ibid.)). They explain
TURBINE as being ‘designed to “allow the current implant network to
scale to large size (millions of implants) by creating a system that does
automated control implants by groups instead of individually” (ibid.).
Instead of seeing this, for instance, as a dragnet, we are in need of
a term that can conceptualise large-scale, penetration of and insertion
into targeted networks. Whereas many scholars in Surveillance Studies
have highlighted mass data collection, big data and the automated
analysis of big datasets (profiling, discriminatory algorithms and so
on), the NSA documents point just as well to large-scale, automated
practices of insertion of a wide variety of implants and malware,
the effects of which call for further study and conceptualisation.
Insertion is a way to describe this other genre of surveillance practices.
Furthermore, as I will show later, tropes of insertion are part of a
different, more intimate, way of imagining the effects of surveillance.”
The above-listed practices of insertion might also pose new
questions about the targets of ‘sorting’. With this [ mean not only
the selection criteria that are used to decide whether people under
surveillance are ‘suspect’ or not, but also the selection process in which
it is decided whether or not someone is useful for the insertion of
malware. For instance, particular groups of people are more vulnerable
to attacks than others because of their technological skills: an example
of a persona singled out not because of suspicion but because of their
skills is the system administrator. System administrators form the entry
points to communication networks. ‘T hunt sys admins’ was one of the
sentences in the documents, as highlighted in The Intercept (Gallagher
and Greenwald 2014b). If system administrators are a productive
interface for targeting networks, which happened in the Belgacom

73 Interestingly enough, the PEN study of the metaphors used to describe
surveillance mentioned above includes a small section (2.2 per cent) of
medical metaphors (implanting, infecting, stethoscope) (PEN American
Center 2014). It would be interesting to see the development of these
tropes over a longer period of time.
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case, this raises questions about the exploitation of a particular group of
professionals.

6.4.4 Leakage

Table 4 on the next page presents leaky devices. There exist a number
of programs that aim to capture ‘leaked’ metadata or leaked unencrypted
internet traffic. Almost every device leaks multiple data in multiple
ways.”* This includes SMS, e-mail, browsing, search queries, android
updates, IP addresses, and location data (see table 4).

74 Which does not mean everything is also analysed by the NSA, see Peter
Koop's blog (2014).
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Leakage Term of
reference or
name of the
program

Sending (meta)data | Mobile apps send location to Happyfoot
through phoneuse | advertising networks
Mobile devices send unencrypted | Dishfire
text messages, border crossings
receive roaming alerts

Mobile devices search for cellular | Fast Follower,
messages; registration messages | Happy Foot;

at the border JUGGERNAUT
Sending Yahoo'’s unencrypted webcam OPTIC NERVE
unencrypted streams (GCHQ)
internet traf fic

‘Web searches; unencrypted Xkeyscore

traffic (calling servers)
Sharing data Microsoft sends error reports Xkeyscore (+TAO)
through updates Mobile devices share data The mobile surge

through android update

Table 4. Examples of leaky devices in the NSA files.

The middle column contains the phenomenon, the right column the associated name of
the program, and the left column a summary of the techniques.

A couple of illustrations show how ‘leakage’ is not merely a by-product
but a constitutive part of the life of devices. With respect to mobile
phone communication, it is well known that mobile devices reveal
their location every time they make a connection to cellular networks.
(For details see Soltani and Gellman 2013a.) But a broad range of

data is transmitted in a wide variety of instances: ‘One secret report
showed that just by updating Android software, a user sent more than
500 lines of data about the phone’s history and use onto the network’
(Larson, Glanz, and Lehren 2014 in Propublica). Similarly, with regards
to unencrypted internet traffic one often thinks of the registration

of web searches or website visits. But data such as webcam imagery,
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provided it runs unencrypted over internet cables, can be collected
as well. The OPTIC NERVE program of the GCHQ captured data in
this way from 1.8 million Yahoo user accounts. [llustrating how some
form of ‘leakage’ is by no means exceptional, the Electronic Frontier
Foundation has made an interactive map which gives an impression
of which communication can be watched by whom and under which
circumstances (Electronic Frontier Foundation 2015).

What we can take from this is that our devices are continuously
communicating: they send, search and share. They are seeking
and calling other devices. In other words, they lead their own life.
Therefore, the question ‘how not to leak’ might be the wrong question.
Or, according to media scholar Wendy Chun (2013), it might be an
indication that we are fighting the wrong battle. According to her,
computer devices are ‘leaky’, or ‘promiscuous’, by default. This use
of the term ‘promiscuous’ originates in computer science and refers
to the mode of communication by which data transmission can be
freely shared and read. As argued by Chun, computer devices are
networked devices and designed to communicate. Locking them into
non-promiscuous mode makes them useless. As she describes in her
book, and as she demonstrates in her lectures by using simple tools, the
suggestion that you are in command of your computer is misleading:
‘Using a packet sniffer (...) you can see that your computer constantly
wanders without you’ (Chun 2006, 3). In one of her lectures (10
October 2013), she argues that it is mainly through branding efforts that
these devices have been commonly understood as ‘personal devices’,
which has obfuscated the fact that the tools were promiscuous from
the start. As amateur hackers can already read out part of our internet
traffic, it is not surprising that a mega-actor such as the NSA gains easy
access to these streams of information:

‘We have never been in control of our seemingly sealed, yet promiscuous,
machines. (...) It is not surprising that things leak, it surprising that we
ever imagined our computers not to leak. (...) New media is not about
leaks, new media is leak, new media are leaky. (Chun 2013)

6.4.5 Combinations

We should also look at technologies that combine leakage and
insertion. The massive use of ‘cookies’ could be considered a form of
bulk insertion conducted by corporate parties such as Google (being
massively stored on people’s computers), but they are also leaky in that
they communicate unencrypted information about the user:
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One secret 2010 British document suggests that the agencies collect such
a huge volume of “cookies”—the digital traces left on a mobile device or a
computer when a target visits a website—that classified computers were
having trouble storing it all. “They are gathered in bulk, and are currently
our single largest type of events,” the document says. (Larson, Glanz, and

Lehren 2014)

Moreover, the NSA also repurposes cookies: cookies leak information
about users after which targets can be identified and malware can be
placed on their device. This is the ‘cookie-hijacking’ mentioned in
Table 3 and refers to the use of the ‘Google PREF cookie’ by the NSA.”
Another example of ‘bulk-access’ is the use of Microsoft crash reports:

The automated crash reports are a “neat way” to gain “passive access” to a
machine, the presentation continues. Passive access means that, initially,
only data the computer sends out into the Internet is captured and saved,
but the computer itself is not yet manipulated. Still, even this passive
access to error messages provides valuable insights into problems with a
targeted person’s computer and, thus, information on security holes that
might be exploitable for planting malware or spyware on the unwitting
victim’s computer. (SPIEGEL Staff 2013b)

Also difficult to position, are the widely discussed examples of ‘tapping’
via the NSA program ‘Upstream’ and the GCHQ’s version ‘“Tempora’.
Splitters are pinned into fiber-optic cables to diverge a volume of the
photons that are being transmitted, allowing the agency to receive

a copy of the data. This could be considered to be a technology of
insertion (in the infrastructure), however, it produces a leakage and
captures data thanks to other leaky devices. Therefore, leakage and
insertion should not be seen as a strict binary categorisation, but as
movements that can overlap and mutually inform, influence and
enforce each other.

6.5 Implications for surveillance studies

6.5.1 Questions concerning insertion

Using leakage and insertion as conceptual lenses changes the kind

of questions we ask about devices and surveillance practices. The
concept of insertion is a necessary complement to existing concepts of
surveillance. It expresses more effectively the proximity of surveillance
than the detached, more distant notions of the dragnet, harvest or

75 The Electronic Frontier Foundation (2013) explains how this works in
‘NSA Turns Cookies (And More) Into Surveillance Beacons'.
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assemblage. Jussi Parikka’s book Digital Contagions: a Media Archaeology
of Computer Viruses is inspiring here (Parikka 2007). His work contains a
description of how security discourses, both among experts and within
the wider political and social imagination, have been influenced by

the introduction of viruses, worms and other ‘uncontrollable’ digital
incidents. According to Parikka, the recognition of computer programs
as a potential threat can be seen as a posthumanist shift:

As security discourse moved from emphasizing physical safety to securing
the safety of information patterns, or internal security, it deterritorialized
from practices based on human-to-human interaction to interactions
between machines, programs, and the temporal, nonrepresentational
processes of digital code. (Parikka 2007, 48)

For Parikka, the virus is also a theoretically interesting object because
it allowed new philosophical questions. The virus overflows its
boundaries of intentionality (ibid., 5) thus questioning the notion of
control.”® Analogously, what are the questions that the implant raises?
With the sudden public presence of implants and injections (‘shots’) that
became visible when the NSA documents were disclosed, will security
discourses and practices change as well? As companies and consumers
are confronted with new threats, how will these over time translate to
public understandings and imaginations? Something seems to happen
since major companies have already started with encrypting data.”’
Is the implant of a similar genre as the virus, or do implants and data
injections articulate different theoretical repertoires? For instance, as
the examples mentioned above show, non-human agency is massively
injected into realms associated with intimacy. What does this entail for
our notions of surveillance? In other words: What kind of theoretical
vocabulary can accommodate the ‘data shot’?

There are also implications for Surveillance Studies’ preferred
‘sites” of research. The infrastructural aspects of surveillance (such as:
Who operates the fiber-optic cables?) are obviously important for the
future study of the ‘materiality of surveillance’ (Bauman et al. 2014,
124). Often associated with consumer surveillance (Pridmore 2012;
Elmer 2004), cookie-research might need to be placed in a broader

76 The virus becomes uncontrolled and therefore it allows for a theoretical
repertoire that resides between Deleuze and Kittler (Parikka 2007,
18). He draws together these two thinkers because with Kittler's work
he can sketch a material genealogy of the virus and Deleuze helps
understanding the virus as an uncontrollable object in becoming (thus
combining concepts that allow us to understand the virus’ rigidity and
fluidity).

77 For example, Facebook has started collaborating with Open Whisper
Systems to provide end-to-end encryption in What'sApp (Open Whisper
Systems 2014).
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context. Recently Oliver Leistert argued that ‘[t]he political-economical
genealogy of cookies still remains to be written’ (2013). That point can
now be extended even further: How does the cookie perform its role

as an agent of infiltration? Similarly, the range of personas favored

by Surveillance Studies might be updated. Considering that system
admins are specific targets because of their position in providing access
to networks, the figure of the system administrator is in dire need of
conceptual attention. And as a side note relating to Parikka’s post-
humanist shift, this is interesting because it is not just an attack by non-
human programs that target other programs and devices, but the use of
humans for the infiltration of non-human networks. We should look
at what methods system admins use or can use to protect themselves. It
is important to tap into already existing modes of interaction with this
threat by system admins themselves. Analysis of their (tacit) knowledge
and the ways in which system admins see themselves as players in this
development would be of great potential value. Lovink and Rossiter
(2012) convincingly argue for ‘collaborative concept production’ with
actors within digital culture. Practically, it would be interesting to see to
what extent the (social) study of surveillance can move more closely to
‘malware research’, possibly in collaboration with hackers and security
experts.

6.5.2 Questions concerning leakage

With respect to leaky devices, it is productive to follow Chun who
states in light of a series of leaks (from leaky social media profiles

to the NSA revelations) that it is not only necessary to revisit our
perception of control over our ‘personal’ devices, but that we also

need to fundamentally rethink the status of public and private

space. Chun’s sobering analysis that our devices simply leak implies
that we need to rethink what it means habitually to share our lives
with these promiscuous devices. If we accept Chun’s argument and
accept that networked devices are not private property that we can

seal off hermetically, but that they are leaky by default, what are the
consequences for social life? Chun is not concerned with the NSA
primarily, but with an array of practices by which people’s intimate data
circulate over the web and the harsh and blaming way society responds
to this. She pushes us to think about leaky devices not only as threats to
privacy but also as devices of publicity and exposure. According to her,
they offer a terrain that needs to be claimed: not as safe, private spaces,
but as spaces in which people also have the right to take risks and enjoy
themselves in public. She compares this conceptualisation of space to
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loitering and SlutWalks.”® According to Chun, if we want to change
contemporary practices of shaming and blaming, we should engage
with a politics of forgetting and forgiving (versus memory as storage),
and possibly, although she primarily considers it to be a societal
problem, use technologies of deletion (‘technologies that let things die’).
Many studies have focused on how mobile technologies enable
people to contest, claim and constitute public and social spaces. These
studies show how engaging with the production of data through
tracking devices allow for specific spatial relations and sociality.
This influences the agency that allows people to shape public space
(de Souza e Silva and Frith 2010; Sutko and de Souza e Silva 2011;
Farman 2014; Tuters and Varnelis 2006). However, the kind of logic
that Chun hints at, a logic of deletion, and the spaces she appeals to,
inclusive spaces in which one can take risks, are of a particular kind.
An appropriate way in which such spaces can be conceptualised in the
context of computational data collection is articulated in a recent talk by
David Berry, published as a blog post (2014). He elaborates on Hakim
Bey's notion of ‘opaque temporary autonomous zones’, zones that set
up evasion or subversion of control. These can be highly visible, yet
opaque. Think of squatted cultural centres or occupied squares in the
centre of highly surveilled urban areas. Berry stresses the need to think
through conditions of possibility of such ‘opaque places’ for the digital
domain. ‘“These should be fully political spaces, open and inclusive,
but nonetheless opaque to the kinds of transparency that computation
makes possible’ (Berry 2014). This would entail engaging with practices
that do not promise or attempt to reach complete privacy or secrecy,
but practices that constitute ‘shadows’, moments of ‘hiding in plain
sight’. He mentions crypto-practices and the camouflaging of faces
to trick surveillance cameras as examples. So the challenge becomes
re-inventing repertoires of shadowing and tricking for collective
encounters and political purposes:

we could think about these crypto-practices as (re)creating the possibility
of being a crowd, both in the terms of creating a sense of solidarity around
the ends of a political/technical endeavour and the means which act as a
condition of possibility for it. (Ibid.)

Although many (security) tools and strategies are often considered in
terms of individual privacy, reclusive anonymity and private security,
it would perhaps be more interesting to follow Berry’s line of thought
and investigate to what extent these strategies allow for collectives

78 A SlutWalk is a protest march against ‘victim-blaming’, for instance the
often-heard argument that rape or sexual violence against women is
caused by their appearance.
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to emerge, and in what ways new forms of security and new forms

of public space are being constructed. Arguably, one of the clearest
examples of how collective presence increases security is Tor, a tool
that can be used for anonymous browsing. The more people use Tor,
the safer it becomes to be a Tor user. Therefore it is not only a tool
that increases the level of anonymity online, but it is also a tool that
technically builds on a solidarity principle (Tor 2015). Moreover, the
NSA has difficulties with Tor: one of the NSA slides states that the NSA
cannot de-anonymise all the Tor users (only fractions) (The Guardian
2013a). In fact, the slide offered somewhat of a compliment to Tor’s
developers by referring to it as ‘[s]till the King of high secure, low
latency Internet Anonymity’ (The Guardian 2013b).”” Tor is therefore
not only a tool for anonymity for the individual but it also symbolically
represents a collective counter-power against NSA surveillance.

Good starting points for a conceptualisation of such strategies
that operate on the intersection between crypto, opacity and
collectivity can be found in Raley’s extensive overview of anti-tracking
technologies and both technical and artistic interventions with
surveillance (Raley 2013) and Farman’s work on the ‘creative misuse’
of surveillance technologies (Farman 2014). Also, Gehl (2014) offers an
analysis of an emerging topic of study that is relevant for these matters.
By focusing on social networking on the dark web (e.g. by using Tor),
Gehl addresses how in- and exclusion is negotiated in a, technically,
anonymous space. According to Gehl, as yet, there is not much
scholarship on these ‘alternative’ forms of sociality (see also Lovink and
Rasch 2013). Similar to the Dark Web Social Network there are more
examples of technologies that try to accommodate group dynamics in
such a way that people become less legible. These practices constitute a
promising future topic for investigation. Examples include autonomous
servers (e.g. ‘Riseup.net’), alternative social networks (N-1), peer-
to-peer networks (Retroshare), and alternative internets (GNUnet).
Furthermore, there are apps such as InformaCam, which not only
aim to increase user-protection: collective use of the app increases its
effect.* Examples of lightweight techniques that interfere with leaking
of browser information ‘in public’ include browser extensions such as
‘Chameleon’ (in development, (Ghostwords/chameleon 2015). It detects
browser fingerprinting and will give Chrome users the mask of a Tor
user (tricking naive fingerprinters). Tools for obfuscation, such as Ad
Nauseam, interfere with leakage by adding randomness by clicking all

79 Although exploiting Firefox vulnerabilities targeted some Tor users, see
Schneier’s piece in The Guardian (2013).

80 InformaCam encrypts but also manages image metadata, thereby
facilitating ‘event mapping’ and digital reporting by using multiple
sources. See chapter three in this thesis.
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ads (AdNauseam 2005). What these examples share is a recognition of

the way in which private and social life is bound to devices and the way
in which personal devices are characterised by public leakage. Creative

interaction with encryption, deletion and sociability is actively shaping
new practices of counter-surveillance.

6.6 Conclusion: Suggestions for future surveillance
research

In this chapter, I returned to surveillance studies’ revisions of
surveillance concepts as was introduced in the first chapter of this thesis
(§1.4). On the basis of the NSA disclosures I have distinguished methods
for data collection and argued that the NSA files point to interesting
directions for surveillance research. I began by describing how the
rise of digital networks has made Surveillance Studies move towards a
conceptual repertoire of assemblages, profiling and algorithmic sorting.
The turn towards assemblages leads to an emphasis on specific sites
(such as databases) and specific questions (for instance about sensitive
profiles). As a result of this, the tools by which data are captured remain
conceptually somewhat unattended. The Snowden archive forces us
to also take notice of a wide range of tools with which intelligence
agencies collect data. When starting to locate data flows, we encounter
things such as cables, servers, implants, injections and leaky devices.
In spite of this material dimension, public imagination favours broad
immaterial terms to approach surveillance.

With this case study, I tried to draw theoretical consequences
from the devices brought to public attention by the disclosures of
NSA surveillance and to sketch a different imagination. So, instead of
looking at the devices that make surveillance public, I looked at public
surveillance devices. I argued that a vocabulary of leakage and insertion
addresses both the machinic aspects as well as the intimate, human
concerns that arise out of contemporary surveillance practices. The
devices, mapped according to two angles, insertion and leakage, point
to different lines of movement. The first focuses on devices that get
up close and personal and penetrate space that is often seen as private.
The massive presence of implants and injections challenges the way
in which we use and think of security practices, and there is a need for
new theoretical vocabularies to approach these objects. Similarly, for
social and humanities scholars of surveillance, this development means
that new sites of research in the field of malware are emerging and that
collaboration with new partners, system administrators, hackers and
security specialists, need to be set up. In addition to sensitive profiles,
there is a need to consider sensitive targets such as system admins.
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Second, technologies of leaking show the lack of control we have over
the devices that we share our lives with and require us to revisit notions
of public space. By doing so it becomes worthwhile to focus on ways in
which this new reality of surveillance is being subverted. Technologies
that combine encryption with sociability might provide the necessary
niches for critical public practices to evolve. This constitutes a whole
area of interesting input for a future research agenda for the study of
material publics in the context of surveillance, which I will elaborate on
in the next and last chapter of the thesis.
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7 Conclusion

The materiality of surveillance made public

7.1 Back to the research question and approach

In this study, I moved from explaining the role of socio-technical
devices in ‘making surveillance public’, towards my own research

into surveillance. The main thing this dissertation shows, is that
when technologies of surveillance are problematized, they become,

as it were, ‘datafied’ in a particular way and reshaped into publically
accessible (research) material. In other words, surveillance is turned
into ‘public matter’. In this concluding chapter, I retrace the trajectory
of my argument and I discuss its implications. I start by explaining
how I operationalised the central concern of the dissertation. I then
summarise the main insights of the previous chapters and I explain how
they contribute to Surveillance Studies and ANT’s focus on material
publics. Next, I discuss how the thesis opens a further research agenda
for studies into the materiality of surveillance publics. Lastly I reflect
upon the practical implications of this study.

On the most general level, this dissertation discusses
interventions through which surveillance is ‘made public’. Public
interest for this topic is related to a number of recent high-profile
public disclosures of surveillance practices. Mechanisms of surveillance

might become visible, but they are, however, often not well understood.

As scholars before me have argued, concepts of surveillance have
difficulties keeping up with rapidly developing technologpical
developments (Haggerty and Ericson 2000). Famously, the 2013 NSA
revelations by Edward Snowden put internet surveillance on the map
for a broad audience. The NSA affair was world news, and still today,
it is the large, more spectacular ‘leaks’ that determine the image people
have of surveillance. However, as I state in the introduction to this
thesis, there are many more, less high profile, projects endeavouring
to bring instances of data monitoring to the fore. These projects use
many methods, technologies and strategies that render the workings of
surveillance visible. These projects provide innovative and productive
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ways of understanding surveillance. Since surveillance consists of
technical and often obscure processes, this ‘rendering visible’ inevitably
requires a form of translation. By focussing on these translation
processes, I have provided a range of answers to the main research
question: How is surveillance made public?

Central to the dissertation are projects that render (digital)
surveillance visible and knowable. As highlighted in chapter one
(§1.2), surveillance scholars have asked why ‘the public’ is largely mute
concerning issues of surveillance (Ball, Haggerty and Lyon 2012, 4).
They wonder whether the public understands the problem sufficiently.
In contrast, I argue that we should pay explicit attention to those
projects (Marres 2012a, 28), however small, that attempt to make the
subject matter of surveillance into a ‘public matter’ (Latour 2005a, 14)
in order to provide insight in the many ways in which surveillance
can be understood. These smaller publics are not always vocal and
opinionated, sometimes they use technological practices to make their
point, or they mobilise technologically to form communities. In order
to better grasp the contributions of these publics, we need to include
technical and material ways of addressing (surveillance) problems in our
analysis.

To this end, the dissertation discusses four projects that make
surveillance public. The first is InformaCam, an app which makes
mobile phone users aware of the circulation of (meta)data when they
upload images to the web. The second case study deals with a set
of leaks about surveillance that were published by WikiLeaks. The
third case study focuses on Ghostery, an online browser plugin which
makes online trackers visible and researchable. The fourth case study
delves into the publication of the NSA files. Whereas InformaCam
and Ghostery can be seen as ‘detection devices’ that signal moments
in which internet users are or can be tracked, the publications by
WikiLeaks and the NSA disclosures are ‘leaks’ that have produced file-
based online repositories of surveillance material.

In the area of ‘surveillance studies’, these kinds of projects belong
to the type of practices categorised as ‘sousveillance’ (Mann 2004),
which refers to ‘surveillance from below’. ‘Sousveillance’ conducts
surveillance, but inversely: targeting authorities and often exposing
surveillance practices and/or infrastructures themselves. It would seem
that sousveillance is ideally suited to provide conceptual analysis of my
cases studies. However, my claim is that the literature on sousveillance
leaves some important dimensions unexplored. The notion of
sousveillance assumes that the mere making visible of surveillance
practices will result in a change in power relations. By focussing on
visibility, sousveillance analyses tend to focus on only one dimension of
what these interventions establish. It generally passes over the insight
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of surveillance scholars that part of the power of surveillance resides in
making things visible in a stable way, through, for instance, knowledge
infrastructures and databases (Simon 2005, 12). In short, the study of
sousveillance would benefit from a different approach and a different
conceptual vocabulary that also pays attention to the ‘back end’ stories
of sousveillance projects: How exactly do they make surveillance visible?
What are their methods? And what can be learned from these projects?
What are long-term strategies, implications and effects?

The alternative approach I develop is informed by ‘Actor-
Network Theory’ (ANT), also known as a ‘sociology of translations’
(Callon 2004; Latour 1983; Law 1992; Marres 2005). Specifically, I
employ the ANT-inspired concept of the ‘social-technical device’ (see
§2.3.2). This refers to how human and non-human elements interact
and make specific forms of action possible (Callon and Muniesa 2005).
The socio-technical device establishes specific forms of translations. It
guides me in focusing on the instruments through which surveillance
is brought into view, the transformations that take place along the
trajectory of making surveillance visible, and the importance of the
different settings in which this happens. I follow the suggestion by
Latour to stay close to the language of the actors and Mol’s perspective
on ANT as an adaptable repository: terms should be sensitive to the
practices at stake (see §2.3.1).

Since my interest is in a ‘public’ translation, my approach is
especially influenced by literature about devices that ‘make things
public’ (Latour and Weibel 2005; Marres 2012a). Following ideas
about ‘material publics’ (Marres 2012a; Marres and Lezaun 2011) I am
specifically interested in how devices participate in and mediate the
emergence of specific public forms (Marres 2012a, 9) (see §2.3.3). The
concepts that [ build on in the case studies highlight specific material
dimensions of these public interventions. Specifically, these are the
concepts of ‘forensics’ (Weizman et al. 2010) and ‘material witnessing’
(Schuppli forthcoming), ‘transparency devices’ (Barry 2010; Ruppert
2015), ‘data publics’ (Ruppert 2015) and ‘material participation’ (Marres
2012b). These are all variations of concepts that express how material
practices and the public are interrelated. I use a variety of concepts,
instead of one dedicated concept, in order to maximally emphasise
the specificity of each case. For example: inserting metadata into a
trajectory of ‘proof” is the most significant move that InformaCam
aims to make; hence I use the notion of forensics. WikiLeaks puts
forward simultaneously transparency as well as analytic promises
of the publication of datasets; hence, I depart from the vocabulary
of transparency devices and data publics. Ghostery is a tool for
empowerment and participation plus it has participated as a research
device in my own research project; hence, ‘material participation’. I
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use the cases as ‘lessons’ to attune my vocabulary (Mol 2010, 257) by
suggesting additions and rephrasing terms when the case requires so,
such as ‘forensic device’ (InformaCam), ‘radical expertise’ (WikiLeaks),
and ‘issue device’ (Ghostery). In the last case study (NSA disclosures), I
mobilise the notions of ‘leakage’ and ‘insertion’ to signal the materiality
of surveillance networks and how that could inform our thinking about
surveillance and publics in the context of surveillance.

In summary, I look at sousveillance interventions as
problematizations in which surveillance is brought to the fore through
particular and contextually embedded translations. I tackle the question
of ‘how surveillance is made public’ by combining an empirical inquiry
on how surveillance is traced, made visible and understandable with a
conceptual search for new, practically situated, vocabularies to address
surveillance practices and countermeasures.

Each case helps me to work out a specific theme. By ‘following
the circulation of particular objects, technologies and formats of
participation among different settings and practices’ (Marres 2012a,
XV) the cases provide the following insights: the InformaCam project
shows that surveillance is ‘hacked’ and turned into publically available
working material (especially relevant for human rights activists),
WikiLeaks shows that the analysis of leaked data requires a radical
expertise (which results in questions about sharing those skills),
Ghostery shows that making surveillance public results in ‘issuefied’
data repositories, and the NSA files show that surveillance devices in
the public require new notions to address the materiality of surveillance
networks (and ways of dealing with them). These themes have led me
to conclude that sousveillance turns surveillance into ‘public matter”:
meaning publically relevant research material, tied to particular issues.
Making surveillance public and thereby opening it up as ‘working
material’ for the public resonates with how critical internet cultures
often treat online material. In a variety of manners, critical internet
cultures present material and subsequently allow and invite the public
to modify it, participate in it or engage with it for various ends. In the
following sections, this point is discussed in more detail.

7.2 From sousveillance to surveillance as public matter

The main conclusion of the thesis can be broken down in the
following statements and contributions to the study of surveillance:
(1) Sousveillance practices do not only entail practices of visibility
only, but they also present a research dimension through which
surveillance is turned into data. Surveillance is ‘datafied’ and can be
analysed. This is important for sousveillance studies because it could
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help us to understand and potentially improve relevance and success of
sousveillance practices; (2) There is diversity of working styles through
which surveillance data are produced and disclosed. This means that
the way we get to understand surveillance should be understood
as depending on the specific issue-spaces and modes of working in
which the projects operate; (3) Sousveillance practitioners produce
surveillance as ‘public matter’ in a dual sense. Surveillance as public
matter should express the empirical insight that surveillance is turned
into ‘publically relevant’ research material. This notion of public matter
as public material situates material action explicitly in the context of the
creative dynamics of critical internet culture: making things public does
not just mean making things ‘knowable’, it also allows for the creation
of new things. But this might also mean that transformations are bound
to those that define this as matter of concern.

In what follows, I elaborate more on these three points and
discuss how they contribute to existing literature.

7.2.1 Datafying surveillance

The dissertation takes a device-centred approach with a focus on
knowledge production. This has allowed me, first of all, to show that
the various surveillance awareness projects have research dimensions.
This is illustrated most clearly in the chapters on Informacam,
Ghosterty and Wikileaks (chapters three, four and five).®! In all
instances, rendering surveillance practices visible is never a process
of simply uncovering surveillance, or rendering it ‘transparent’ as we
commonly understand the term. Surveillance is made public through
the deployment of devices that also add data to the phenomenon
that they target. InformaCam does so through the help of libraries
of metadata structures, by ‘ingraining’ categories into the metadata’
(personal communication with Holmes, 2013). WikiLeaks does it
through cleaning data, adding categories, indexes and facilitating
connections between different datasets, by ‘adding value to datasets’
(Harrisson 2015, 157). Ghostery builds libraries of trackers, measures
and ranks them through a periodic table (see ‘Ghostery’s tracker
ranking visualisation’, figure 4 in chapter five). In other words, the
projects produce a datafication of surveillance: ‘making surveillance
public’ entails processes of data enrichment in which surveillance is
contextualised and re-appropriated.

By stressing the research dimension, [ aim, in the first instance,

81 | do not discuss chapter six yet because it reflects primarily upon the
public presence of surveillance technologies and how that impacts
surveillance theory.
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to contribute to surveillance studies, and especially to the study of
‘sousveillance’ grassroots forms of ‘surveillance from below’. As
described in the first chapter (§1.3), sousveillance analyses generally
frame sousveillance as a form of ‘reflectionism’ (Mann 2004), raising
awareness through instances of turning surveillance back on the ones
that are usually in charge of the power to see. This notion of power
is understood as an ‘inversed panopticism’, referring to a particular
visibility technique that is most famously deployed by the architectural
model of the panopticon which was theorised in the late seventies
by Michel Foucault (1991). However, on a theoretical level, many
sousveillance analyses do not address the point that power, in panoptic
theory, stemmed from a combination of the visibility of the human
subject with the inclusion of the human population in a number of
registers (Simon 2005). Therefore, sousveillance analyses should also
inquire into the registers or databases of sousveillance. This is what I
add to existing sousveillance studies: by looking at the ‘production side’
of sousveillance I show that sousveillance practitioners do something
comparable to the knowledge production side of surveillance.

As I also explained in the first chapter (§1.4), panoptic theory
is regarded as out-dated. It is unable to accommodate the networked
behaviour of contemporary digital technologies. If we update our
vocabulary to the more contemporary notion of ‘surveillant assemblage’
(Haggerty and Ericson 2000), which, according to many surveillance
scholars is more useful to address the distributed behaviour of
surveillance networks, the focus changes. Haggerty and Ericson
made the notion of ‘centres of calculation’ relevant for surveillance
assemblage theory. The ‘centre of calculation’ is a Latourian concept (as
quoted in Haggerty and Ericson 2000, 613; see also §2.1), which they use
to refer to the places or institutions where data are being reassembled
and analysed. These centres of calculations have become the new nodes
of power in times when surveillance practices become distributed
(Haggerty and Ericson 2000, 613). So, phrased in the vocabulary of
‘surveillant assemblages’ we can say that my case studies show that
sousveillant assemblages have ‘centres of calculation’ too. Looking at these
centres of calculation gives further insights into how sousveillance
consists of more than interventions on the level of visibility.

By using the notion of the device (a derivation of assemblage)
as an analytic guidance into a study of translations, this thesis shows
how sousveillance practitioners are building databases and designing
methods to allow a more stable form of knowledge production.
Sousveillance practitioners produce data and use instruments and
experiments for keeping their knowledge about surveillance stable in
order to produce more than a single isolated intervention of ‘watching
back’. Paying attention to this ‘research’ side of sousveillance enriches
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sousveillance studies because it can say more about how such projects
have an impact beyond singular exposures. InformaCam serves as a
good illustration: by accommodating legal requirements in advance
of data collection it attempts to become prefigurative of future truth
claims. The developers also aim for ‘demonstration projects’ in order
to have their proposed formats circulate to wider (legal) audiences.
As the history of science has shown, making experiments replicable is
a known technique for making a device work (Shaping and Schaffer
1985; Barry 1999). Looking at these activities could therefore show
how sousveillance projects attempt to ‘set the standards’ (Lovink and
Rossiter 2011) and can become (as InformaCam calls for) juridically
relevant.

Device-centred approaches also stress the question in what way
devices matter for the way issues are articulated (Marres 2012a). To
address this question, [ show how, in the case of Ghostery, surveillance
‘as a problem’ is understood through this particular device. Ghostery is
pushing online tracking to the realm of ethical consumerism. Its vision
can be summarised in a two statements: tracking is something we
have to live with and it is a condition for contemporary digital life that
possibly can be ‘bettered’. Ghostery’s analysis and evaluation of tracking
do not go beyond that: it does not imagine a world in which tracking
can be banned. Let’s take another example by looking at my discussion
of the other device InformaCam. In this case, the technical affordances
of devices turn out to matter not only for what constitutes surveillance.
They also matter for what constitutes sousveillance. InformaCam serves
as the most obvious example of how a device can change the playing
field for sousveillance actors because of its technical affordances: it
makes space for proof to emerge. Since cameras have become tracking
devices, this changes the whole playing field for both surveillance and
sousveillance. InformaCam does away with the ‘gaze’ as a primary
locus of power, and transforms the question of power into an ‘art of
looking’, into a skill of determining ‘which data counts’. In other words,
sousveillance practitioners need to become skilful data curators.

However, it is equally important to realise that this change in
mode of operating is made possible due to a combination of things:
the phone as a tracking device, the app that makes intentional data
collection possible, and the composition of libraries and databases,
which in turn make it possible to bridge to other fields such as the
domain of law. The first three case studies all show that knowledge
infrastructures or ‘libraries’ on the back end play an important
role. WikiLeaks even calls itself a library at this point (WikiLeaks
2016). In short, the way these devices articulate and shape the issue
of surveillance is inherently tied to the construction of knowledge
infrastructures.

175



Surveillance as public matter

176

7.2.2 The production of surveillance data

The case studies show that the approaches of disclosing surveillance

are very diverse and differently situated. There are many processes of
data enrichment that use a variety of styles.?? This makes sense since
the working environment for a human rights focused organisation

such as InformaCam differs from the intelligence-driven context with
which Wikileaks interacts, which in turn differs from a company

such as Ghostery that operates in a setting defined by consumerism.
They operate in their own specific issue space with different targets,
adversaries, alliances and they articulate different hopes (with respect to
the data they produce). This results in different ways of handling data.

The InformaCam group operates in a human rights setting
informed by free software culture. They combine modes of working
and knowing from both milieus. They do interventions with sensory
metadata by linking them to the legal domain through legal formats
and they incorporate human rights ethics in their design. They also
want to mobilise formats from the free software sphere, such as
licences for tagging human rights data. They have, as it were, ‘hacked’
the surveillance risks and endeavour to open the data up for everyone
who has access to digital equipment. By doing so, they have invented
something new: a method of (sensory) forensics. Their approach
merges a free software hacker’s approach with human rights thinking.
As a result, the InformaCam project ‘moulds metadata’ according to
their relevance to operations of proof and ethics.

WikiLeaks” working field is (mass) state intelligence. It combines
styles of hacking, journalism and counter-intelligence. The content of
the datasets requires contextual knowledge and an awareness of secrecy.
Whereas an intuitive way of approaching datasets would be reading
data that are present, WikiLeaks’ instructions tell you to be aware of
the data that are not present (such as implicit knowledge and hidden
knowledge). Instead of presenting simple and clear transparency,
Wikileaks’ instructions for searching its data stimulate its public to
think ‘via the secret’.

Conversely, for Ghostery, web tracking is part and parcel of
consumer culture. Ghostery categorises the trackers on the basis of their
tracking behaviour and uses computational methods to assess how often
trackers are encountered. Following the logic of tracking companies,
Ghostery adds ranking analytics to the material. It views trackers as
elements that can be mined. It labels online trackers, mapping them

82 The fact that the thesis shows diversity in styles is maybe not surprising:
it is often simply part of doing case study research and STS-work tends
to highlight diversity as an argument against technological determinism
(Beaulieu, Scharnhorst and Wouters 2007, 675).



Conclusion: The materiality of surveillance made public

according to concerns of ethical consumerism. The way Ghostery
approaches trackers corresponds to how the project understands
trackers as positioned in the world, and what should be done about it.
Trackers become materialised like elements in the environment: protect
yourself or improve them through ethical regulations and standards.
In tackling surveillance, these projects produce issuefied data,
which means that surveillance is taken up in diverse configurations
of understanding. A feel for these different configurations could
contribute to studies into the different forms of ‘computational
objectivity’ (Gates 2013, 252) in sousveillance practices. Brucato
(2015) touches upon this issue when writing about the ‘production
of transparency’. What my case studies add to this emerging research
orientation is the insight that developers engaged with sousveillance
can be very self-reflective about their own forms of truth production.
Some participants in sousveillance are well versed in theories of
knowledge production themselves and re-insert those theories in their
projects. As discussed in the chapter on InformaCam, developers reflect
upon how they ‘ingrain’ categories into the metadata. In the chapter
about WikiLeaks, I discussed that some WikiLeaks spokespersons
have written about how they ‘add value’ to datasets. Studies into
computational objectivity of sousveillance should, therefore, take into
account developers’ self-reflexivity in truth construction processes.

7.2.3 Surveillance as public matter

In the previous sections I outlined how surveillance data are produced
in a diversity of ways and how surveillance data are made available
online for public use. Surveillance awareness projects not only make

the ‘issue’ of surveillance public, but they also make the ‘material’ public,
and in doing so they enable practices of significant public relevance. Let
me list the dimensions of public relevance per chapter. InformaCam
transforms metadata tracking using public tools in the service of human
rights. WikiLeaks curates surveillance databases and has pioneered
methods for radical data literacy, which could enable people to develop
new skills to form an understanding of, interact with and draw
conclusions from secret knowledge. Ghostery produces online research
material for anyone interested in studying the tracking landscape.

The NSA disclosures are widely acknowledged to be of utmost public
relevance. Besides the legislative repercussions of the disclosures (which
is not the focus of this thesis), they have shaken the foundations of
existing public and academic knowledge of surveillance. The case ‘Leaky
apps and data shots’ about the NSA files has not yet been discussed in
detail in this conclusion. The narrative I have told focuses less on the
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methods by which the files have made surveillance public, and more
on outlining the consequences of making public a range of surveillance
techniques. The NSA files inform our conception about surveillance
and stimulate us to rethink the way critical and collective practices

can take shape in the context of surveillance. Whereas the ‘detection
devices’ transform data monitoring technologies into online available
tools for forensics and research, the leaks become input for radical
literacy, and by being turned into a public repository, surveillance
material challenges surveillance theory and opens up new research
trajectories.

As the previous section outlined, the registers by which
surveillance data are shaped and analysed are formatted by devices
and are issue-specific. Data are treated in different ways, depending
on the working environment in which they are taken up. Therefore,
surveillance becomes a ‘public matter’ in two senses: referring (a) to
material that can be used for public ends; and (b) to the way the material
is shaped in a specific way, depending on its working habits and issue
space.

In other words, surveillance is made tangible, something that
people can act upon, and this transformation is bound to the devices
that constitute modes of witnessing and to the issue formats of
implicated actors. The notion of surveillance as ‘public matter’ that I
develop in this dissertation incorporates a concern for the materiality of
hacker practices (Coleman 2011; Kelty 2008; Lovink and Rossiter 2011)
with a more ANT inspired material publics research agenda (Marres
and Lezaun 2011). Specifically, studies into hacker and critical internet
culture have stressed particular values as reference points (such as
freedom of information, open infrastructures, and particular modes of
working (see §1.1.2). What I want to stress here is a dimension involved
in the process of making things public that resonates with what ‘public
things’ often become in critical internet cultures: public code that can
be changed. People provide public code, and invite users to adapt,
appropriate and further develop it. As I show, surveillance undergoes
a similar transformation: surveillance is transformed into working
material belonging to the public.®’

Authors writing about artistic interventions with invisible
infrastructures have argued that making things visible is not so much
about the elements suddenly to be seen and known (in other words:
‘transparency’s promise’), but it might even more about giving people
the possibility to develop new relationships to the issues that these

83 See also initiatives on the intersection of art, research and journalism
that call for ‘commoning secret knowledge’ in the context of the
Snowden files. (“Signals: Exhibition of the Snowden Files in Art, Media
and Archives” 2017).
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elements connect to (Mattern 2013). As discussed by Marres (2012a, 30)
informational participation and material action are closely intertwined.
This means that informational activism does not need to lead to
questions about informational citizenship only. Along similar lines,
making surveillance public allows for the production of public material
that people can use for inventive practices, and possibly the formation
of ‘tactical’ publics. Hence, when surveillance is made public, the public
status of the material opens up again new questions and concerns and
around these, new publics can emerge.

In contrast with ANT-informed studies that trace issue publics
and material publics as configurations of democratic participation
and/or institutional deficits (Latour 2005a, Marres 2005; Marres and
Lezaun 2011; Marres 2012a), I have situated the act of making public
within critical internet cultures in order to highlight another dimension
of the material public. By following what happens to ‘surveillance
data’ I have reflected upon what this situatedness in critical internet
culture means for the material. Public material is a resource for re-
appropriation. Making public is therefore also making public for future
and collective use, and possibly for tactical use.

7.3 Future research agenda: surveillance publics

Alongside these three series of contributions to the academic study

of surveillance and material publics, the dissertation reveals a field of
study that warrants further research into surveillance publics. This can
be dissected in a more theoretical and practical agenda. I discuss the
theoretical agenda in this paragraph; the practical agenda is discussed in
§7.4.

When taking the devices discussed in the chapters into account, a
striking insight is that making things public and making things private
can go together. To give a few examples: InformaCam produces two
kinds of images: images without metadata which can be posted on the
web, and images with contextual metadata which are only supposed to
be shared (and stored) through encrypted channels and with trusted
persons. Ghostery is a tool that ‘makes trackers public’, but at the
same time it is a Privacy Enhancing Technology. WikiLeaks combines
publication strategies with encryption. The communication about the
NSA files took place through e-mail encryption. These interventions
emerge from a socio-technical environment in which privacy, secrecy
and intelligence practices co-determine how things are done (see
§1.1.2). This indicates an interesting tension that could be investigated
further. As I argued in chapter six about the NSA disclosures, we should
reconceptualise publics in the context of surveillance, by rethinking
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the role and impact of devices that are usually only seen as privacy-
enhancing technologies for the individual. Instead, we could investigate
how they also contribute in forming collectives or publics (as also
proposed by Gehl 2014 and Lovink and Rasch 2013). How do these
tools constitute sociality? To what extent is the use of encryption a
‘public-enhancing technology’? In our analyses, we should include those
technological responses to surveillance that we usually do not associate
with forming publics in a classic sense. For instance, technologies of
tracing: How do people trace and counter complicated interception
technologies such as data injections? Can collaborative tracing also
bind these investigators as a collective? What imaginaries arise out

of the interactions with these technologies? This research trajectory
could benefit from insights from studies on hacker, crypto or techno
collectives (Coleman 2012; Kelty 2008; Lovink and Rossiter 2011;
Maxigas 2014a; Milan 2013).

It is important to pay attention to the kinds of concepts and
imaginaries of surveillance that are mobilised in specific assemblages.,
‘We should not only look for the famous, most-well known surveillance
concepts but we should also pay attention to concepts that are specific
and tied to very concrete technological practices. As I showed in
my discussion of the NSA disclosures, a disjuncture exists between
concepts of surveillance and the technologies that conduct surveillance.
I suggested two alternative concepts, leakage and insertion, that
cover particular modes by which data can be gathered. Leakage is an
appropriate term when referring to technologies by which people share
all sorts of data over unencrypted channels (for instance, by using ‘leaky
apps)). Insertion is useful for thinking about methods of intrusion by
which networks or computers are actively approached (for instance,
malware or mass scale ‘data injections’). As I argued, it is important to
link up more closely to malware research in collaboration with hackers
and security researchers, in order to be able to develop a conceptual
vocabulary that is even more informed by the technological features of
surveillance methods and to understand the devices that they use.

Finally, it is important to think about the kind of expertise
surveillance publics produce. In the chapter on the transparency devices
of WikiLeaks I concluded that there is a certain tension in, and maybe
challenge for, radical expertise. There is a radical dimension to the
knowledge WikiLeaks produces: the huge data WikiLeaks releases in
the public domain one is not supposed to see, and therefore making
sense of this data requires special analytic skills and approaches. At the
same time, Wikileaks expects data subjects to treat and read the data
in a disciplined way. Therefore, there is an inherent tension in the
way in which Wikileaks ‘leaks’ and ‘reads’ data. Although its form of
leaking is radical, its way of reading is not: Reading orderly data used
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to be associated with an enlightened and civil public that behaves well
(Barry 2010, §26). The ordering of numbers and rationality is associated
with a socially disciplined audience. But how do ordering devices
produce these unruly publics, the uncontained publics (the publics
more similar to controversial issue publics that point at fundamental
problems)? And with what effects? When does radical expertise lead to
radical data publics that take their own course? Since the completion

of this research, numerous WikiLeaks-related controversies have
highlighted that these are urgent and timely questions.** More research
into examples of radical expertise, or maybe into the history of radical
scientists and librarians, could help understanding potential alternative
imaginaries about the promises of data in relation to order and disorder.

7.4 Material research agenda: Collaborative
knowledge production

There is also a material dimension to the research agenda that arises out
of this dissertation. Stressing that surveillance becomes public matter
means emphasising the need for a discussion about the circulation
and curation of these datasets. What are the practical implications
of the presence of surveillance data as public material? What are the
implications of having access to surveillance data?

First of all, Rather than seeing interventions with surveillance
as only objects of study, and evaluating sousveillance as either a
counterweight to surveillance (Mann 2013; Van ‘t Hof 2010) or failing
to correct to the system (Monahan 2006), one can consider them
as research projects that share, or could share if they want to, their
knowledge, problems and material. I also stated that this enrichment
is played out, not only on an empirical level but also on a conceptual
level. Surveillance scholars that want to conceptualise contemporary
surveillance need input from those that are able to detect and capture
contemporary surveillance processes. In short, scholars could greatly
benefit from collaboration.

In such collaborations, it is crucial to be aware of the diverse
styles interaction with surveillance data. Issue devices bring surveillance
into view according to a certain register of what is important to

84  Take for instance ‘Pizzagate’ refering to a specific conspiracy reading of
the John Podesta e-mails, released by WikilLeaks in 2016, or the Clinton
files, which played a big role in the public debate about the US elections
in 2016. Both are not datasets about surveillance, and thus fall out of
the scope of this thesis. However, they put on the table questions about
thin lines between conspiracy and radical expertise, which both deal with
secret/unauthorised knowledge.
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observe, and they take part in particular alliances. Thus, when using the
material we need to realise that the knowledge one produces is tied, to
some extent, to this particular configuration. It is important to take this
into account because there is also contestation about the configurations
in which surveillance is made public. For instance, not everyone
appreciates Ghostery’s being in between a privacy-tool and a consultant
for the advertising industry. It is important to reflect upon how this
feeds back in the researcher’s work, and to take a step back to see which
other devices and actors can do certain jobs equally well, or better. Even
more controversial is WikiLeaks’ recent role in the 2016 elections in
the United States. In short, when using surveillance awareness projects
as research devices, a discussion about data ethics in relation to data
politics should be addressed.

Moreover, next to being of instrumental value for the social
sciences and humanities, there are also good public reasons to
support surveillance awareness initiatives. As I started off with in the
introduction, surveillance disclosures, such as the NSA affair, can force
large publics to rethink surveillance ‘as a problem’. However, three years
after Snowden, it seems that this rethinking exercise has somewhat
disappeared from the public eye again. Surveillance is still frequently
framed as an effective counter-measure to terrorist threats. Surveillance
awareness projects are continuing their difficult and, in these times,
politically sensitive and frequently unappreciated task. These collectives
often function on a voluntary or temporary basis and many have no
sustainable ways of funding or infrastructure. What follows is that
we need to think about how to support and maybe even develop such
projects. During my conversations with security researchers and
colleagues, this was a frequently mentioned concern. My dissertation
further highlights the need not just for doing research about, but also
a more sustained interaction with, coalitions for material publics that
engage with monitoring practices. In these final paragraphs, I would
like to briefly outline what some of the more practical implications of
my analysis brings to this debate.

This dissertation joins the voices of those within and beyond
academia who have reflected upon what needs to happen practically
with surveillance ‘as an issue’ and the curation of (leaked) data about
surveillance. In light of the public and academic need to bring expertise
together in order to better understand surveillance, I support the
calls for some sort of institutionalisation of knowledge and research
practices concerning surveillance. For example, the Dutch news outlet
De Correspondent suggested that the issue of surveillance is in need
of an ‘institution’ analogous to what the IPCC is for climate change
(Mommers and Martijn 2016). Others, such as the Berliner Gazette,
have argued that libraries should be the sites for the curation of
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surveillance data (regarding the NSA disclosures specifically), which
would allow research for activists and archivists (Apitz 2015).

As I have outlined above, both the field and topic are dynamic.
Therefore, I suggest that academic organisations could contribute
conceptually and materially to such ideas by supporting and/or funding
a project that combines the tasks of a ‘classical’ knowledge institute with
those of a participatory, activist platform, focussing on surveillance.
Such a project could provide an infrastructure at the intersection of
technical (awareness and crypto) practices and surveillance studies, and
disciplines with a related interest. It could bring together, and learn
from, the various manuals, toolboxes and software that are produced
by activists, (radical) experts and journalists that trace surveillance
and it could translate this material into an educational program
on (critical) data literacy. It should engage with on-going ethical
discussions about leaked and open data. We need to think about how
surveillance detection software can become accessible for those without
programming skills. Participants would be able to bring together
relevant research material that should be prioritised for investigative
purposes. Furthermore, it would not only need to focus on successful
initiatives, but could also analyse trajectories of failing: Why and
under what circumstances does documentation make or not make a
difference?

This dissertation raises important questions for such a project:
How does data production become tied to evidentiary procedures?
What kinds of skillsets are needed to conduct this kind of research
and how can these skills be learned? This includes technical skillsets,
but also insights into the histories of secret knowledge or data that
we are not used to seeing or noticing. Finally, fine-tuning conceptual
vocabularies to the material practices under study is key in order to be
able to more effectively design interventions. In short, such a platform
could bring together histories, practices and conceptual implications
of data politics and formation of radical data publics. I hope this
dissertation, and my work as an engaged researcher can contribute to
constructing such lasting platforms for collaboration and digital politics.
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Surveillance as public matter:
Revisiting sousveillance through devices and leaks

Concepts of surveillance have not kept pace with digital innovations.
Therefore, projects that render (digital) surveillance visible and
knowable become interesting analytic starting points. Since surveillance
consists of technical and often secret processes, this ‘Tendering visible’
inevitably requires a form of translation. This translation process is the
main concern of this thesis: How is surveillance made public? It tackles
this question by combining an empirical inquiry on how surveillance

is traced, made visible and understandable with a conceptual search for
new vocabularies to address surveillance practices and countermeasures.

In the first chapter, “Tackling internet surveillance”, I introduce
this main concern by situating the issue of surveillance within critical
internet cultures. Media theorists and anthropologists have stressed that
interventions with media technologies are key to the critical internet
scene and hacker cultures, that freedom of information and openness
are important points of reference, and that network cultures provide
(experimental) settings from which particular methods and approaches
are emerging. Also seen from this body of practices, surveillance
is a well-known object of intervention. It is something that can be
intervened with by technical interrogation and exposure.

I then discuss how Surveillance Studies have tackled surveillance
conceptually with a dedicated concept for exposing surveillance, which
is the notion of ‘sousveillance’. ‘Sousveillance’ is usually associated
with inversed surveillance in which people monitor the authorities. It
is this particular niche within Surveillance Studies to which my work
connects, but my study emphasises different aspects of sousveillance
than the ones usually highlighted in the sousveillance literature. Instead
of looking at the reflexive effects of encounters by which the watchers
are being watched, I propose to focus on instruments and methods
for bringing surveillance into view. After discussing sousveillance I
demarcate a specific conceptual trajectory within Surveillance Studies
that calls for new conceptualisations in response to new digital
technologies and which moves towards assemblage-oriented theory in
which (surveillance) agency is more evenly distributed than centrally
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organised. This thesis is coherent with that tradition in so far as it takes
into consideration the possibility that different technologies require
different conceptual registers, and that assemblages require a particular
research focus.

In the second chapter, I make the argument that it is useful to
bring Surveillance Studies into conversation with Actor Network
Theory (ANT) to guide this conceptual revision. ANT is an approach
that can be described as a material-semiotic reading of techno and
scientific practices. I discuss several ‘reluctant accounts’ of ANT by
summarising authors that do not present ANT as a method with
straightforward instructions, but take a detour in explaining the
approach. In doing that, they ‘make space’. Latour presents a negative
method of ANT, making space for the voices of the actors. Law presents
an account in translation, making space for variations that contributors
add to ANT. Mol presents a repository of sensitive terms, making
space for a dynamics of changing things. I use the suggestions of these
authors to update the conceptual repertoire around surveillance and
sousveillance in a way that follows the movements and translations
made by the actors.

In the analysis, the notion of the ‘device’, central to ANT, is
important. The device denotes the interactive process between human
and non-human constituents that allow for action to emerge. Since
the device is an operator of translations, it gives guidance to not only
the distribution of action, but more importantly, the reorganisation of
action. From device-centred modes of thinking I draw especially on
literature that stresses the material dimensions of contemporary publics,
which means that special attention is given to the active role of devices
and material artefacts in shaping how publics and public problems are
organised and articulated. I argue that notions of ‘material publics’ are
particularly useful to think about interventions with and exposures of
surveillance because rendering (digital) surveillance visible obviously
requires a form of translation. In this translation, devices can play a
formative role. Mobilising notions of material publics for surveillance
studies allows me to not only show some of the material dimensions
of how surveillance is made public as ‘visible’ but also explain how
surveillance is re-appropriated.

Against this context I put forward four case studies into four
projects that make surveillance public, ranging from devices such as
counter tracking applications for mobile phones and web browsing
(InformaCam and Ghostery) to leaks of surveillance repositories
(WikiLeaks and the NSA disclosures). I analyse these interventions
through the notion of the socio-technical ‘device’, with a sensitivity to
the materiality of publics. Empirically this means that I focus on the
instruments through which surveillance is brought to the fore, the
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transformations that take place along that trajectory, the importance
of the different settings in which this happens, and the kinds of
publics these configurations (could) enact. Conceptually I aim to use a
conceptual vocabulary that is fitting to the specificity of these cases.

Each chapter presents an ‘ANT-story” (Law 1997). Chapter
three presents a story about about making networks hold. I analyse
InformaCam as a ‘socio-technical device’ and show the translations that
it makes. Chapter four is about the performativity of devices. I discuss how
devices (in the case of the leaked datasets of WikiLeaks) can shape how
data are ‘witnessed’. Chapter five, on Ghostery, is an ANT inspired digital
methods study. | combine an analysis of a social-technical device with a
personal research project: I move towards doing research into online
tracking by ‘repurposing’ a surveillance awareness device. Finally,
in chapter six I reflect upon the implications of the NSA affair for
surveillance theory by trying to develop an infra-language (Latour 2005b)
that reflects upon the consequences of their public presence.

Chapter three, “A forensic device for activism”, is an inquiry
into the ‘laboratory’ of sousveillance practitioners. In this chapter, I
propose that InformaCam should be interpreted as a ‘forensic device’.
By using the conceptualisation of forensics (Weizman et al. 2010) and
work on devices of demonstration (Barry 1999; Callon 2004) I show
how InformaCam, through a range of interventions, establishes a
translation: it re-arranges metadata into a technology of evidence. By
treating data in this particular way, this app does more than enforcing
awareness about surveillance. It becomes engaged with investigatory
practices. My analysis shows that InformaCam indicates something
significant for narratives about sousveillance, namely that singular acts
of exposing the behaviour of authorities is only one part of the story.
Instead of being concerned with what can be seen (on an image), the
project shows how attention shifts to the ‘art’ of looking, which is
concerned with how to organise which data counts.

Chapter four, “Transparency devices for leaked data”, presents
a study on WikiLeaks. In the parlance of sousveillance theory,
WikiLeaks is a form of ‘undersight’ (Van Buuren 2013). Others have
said WikiLeaks carried a promise of ‘radical transparency’ (Birchall
2014; Heemsbergen 2014). I focus on working practices of ‘dealing
with surveillance data’ in the context of leaking and discuss how they
contribute to a particular form of expertise. Evelyn Ruppert has coined
the notion of the ‘data public’, implying that digital devices reconfigure
the production of expertise and play a constitutive role in how a public
is enacted (Ruppert 2015). In this study I combine this insight with
literature on WikiLeaks as a form of radical transparency (Birchall
2014) and reflect upon the role of tools and working practices around
Wikileaks as an ‘unauthorised’ or ‘radical transparency’ project. In
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the chapter, I argue that WikiLeaks could be seen as an experiment
in radical expertise. It is an experiment in unauthorised knowledge
production that requires investigatory data subjects — experts - that
need a particular form of data literacy.

In chapter five, “Turning a safety tool into a microscope”, [
show how a ‘sousveillant device’ enables the study of surveillance also
for other researchers, such as myself. The chapter presents empirical
findings about online tracking and it reflects on this ‘embedded
sousveillance research’. The key actor is the browser plugin Ghostery.
Ghostery makes surveillance public by detecting online trackers,
ranking and making them visible. But it does more than give people a
warning: it also analyses the trackers. In this study, I show how those
research activities make Ghostery a participant in doing surveillance
studies. Marres (2012b) uses the term ‘material participation’ to point
at the role that devices play in the distribution of problems. Along
these lines, I argue that this particular device develops particular
social-technical ways of dealing with web tracking as a contemporary
problem, both on the level of understanding and on the level of
channelling action. I analyse how Ghostery participated in two ways
in defining surveillance. First, it operates as an issue device, through its
way of defining and ranking trackers, and second, as a research device,
as a material research agent for conducting analysis of web tracking on
governmental websites. By building upon work of the Digital Methods
Initiative (DMI), which specialises in repurposing web devices for
research (Rogers 2009b), I use a tool that is built on top of Ghostery,
the ‘“Tracker Tracker’, to map trackers on Dutch governmental
websites. In this way, I conclude that Ghostery, by making web tracking
mechanisms empirically and conceptually contributes to a particular
understanding of contemporary consumer surveillance.

Chapter six, “Leaky apps and data shots”, returns to one of the
central themes in the first chapter of the thesis: the reconceptualisation
of notions of surveillance as a response to the introduction of new
technologies. The NSA disclosures have brought specific surveillance
devices into circulation, and the case study offers a reflection upon
the consequences of that event. The central focus is on displaying a
range of surveillance technologies that came to the fore through the
disclosure of the NSA files in 2013. In this chapter, I briefly sketch how
surveillance theory in the past has accommodated novel information
and communication technologies and how, in the contemporary
situation, the NSA files have lead to discussions, between academics
and in public forums, about how contemporary surveillance society
should be understood. By drawing on a set of news publications about
the NSA files, I highlight two ways in which the NSA, or occasionally
the GCHQ, captures data. The first consists of a list of programs that
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extract data due to the fact that internet devices ‘leak’ data. The second
is a list of devices that ‘insert’, for instance, malware. This is done in
order to conceptualise two distinct forms of movement, leakage and
insertion, by which data are captured by these intelligence agencies. It
is an attempt to draw theoretical consequences from the presence of
intelligence technologies in the public domain, and sketch a different
imagination about surveillance by investigating the characteristics of
the devices that the NSA documents present us with. Inspired by the
works of Wendy Chun (2013) and Jussi Parikka (2007), I discuss the
(theoretical) questions for each form and conclude by pointing out
future sites of research for surveillance studies.

In chapter seven, “The materiality of surveillance made public”,
the last and concluding chapter, I revisit the way I operationalised
the question of how surveillance is made public and present the main
conclusion of the dissertation. The conclusion can be reduced to the
following three contributions. Firstly, contributing to Surveillance
Studies, and in particular to the study of sousveillance assemblages, this
study shows that sousveillance has a research dimension: surveillance
is datafied and analysed. Secondly, by incorporating insights into the
formation of material publics, it shows that the analytic styles by which
this happens are embedded in particular working environments. In
tackling surveillance, projects produce surveillance data. Since there
is a diversity of working styles through which surveillance is data
are produced and disclosed, surveillance is to be taken up in diverse
configurations of understanding. Thirdly, bridging Surveillance Studies
and literature on material publics within Science and Technology
Studies, I conclude that the examples demonstrate how surveillance
can become ‘public matter’: in the process of turning surveillance
into a matter of concern, surveillance becomes ‘datafied’ itself and
this material can be used for public ends. The devices transform data
monitoring technologies into online tools for forensics and research;
the leaks become input for radical data literacy and open up new
research trajectories: surveillance-material, taking on the shape of a
public archive, puts surveillance theory under pressure.

Resonating with how critical internet culture treats other
forms of online material (and code), surveillance is turned into public
working material. Surveillance as public matter should express the
empirical insight that surveillance is turned into public resource for re-
appropriation. Making public is therefore also making public for future
and collective use, and possibly for tactical use. The notion of ‘making
public’, being one that is borrowed from the Latourian exhibition and
publication about the ‘politics of things’ (Latour and Weibel 2005), also
signals that this transformation is bound to those that shape it into a
matter of concern.

189



Surveillance as public matter

190

At the end of the concluding chapter, I reflect upon the implications of
the thesis. It opens a future research agenda into ‘surveillance publics’.
These are publics that are situated in a socio-technical environment

in which intelligence, secrecy and privacy practices co-determine the
modes of working, and thus, interestingly, ‘making private’ coincides
with ways of making public. Finally, since surveillance awareness
interventions open up surveillance as material for research, the
dissertation calls for more collaboration between academics and
technical (sometimes radical) experts and for supporting infrastructures
to allow this to happen.
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Nederlandse samenvatting

Surveillance als publieke materie:
Een herziening van sousveillance in het licht van digitale
apparaten en gelekte data.

Theorieén over surveillance kunnen de snelle digitale ontwikkelingen
maar nauwelijks bijbenen. Daarom zijn projecten die digitale
surveillance zichtbaar en inzichtelijk maken interessant als startpunten
voor het formuleren van nieuwe begrippen. Omdat digitale surveillance
bestaat uit technische (en vaak geheime) processen, maken dit soort
projecten noodzakelijkerwijs een vertaalslag. Dergelijke vertaalslagen
(ofwel ‘translaties’) staan centraal in dit proefschrift: Hoe wordt
surveillance publiek gemaakt? Het proefschrift gaat in op deze vraag,
door empirisch onderzoek te combineren met een zoektocht naar een
nieuw vocabulaire voor het adresseren van surveillance en eventuele
tegenmaatregelen.

In het eerste hoofdstuk, “Tackling surveillance”, introduceer ik
deze kwestie, door het onderwerp van surveillance te situeren binnen
kritische internetculturen. Mediatheoretici en antropologen hebben
laten zien dat interventies met nieuwe media een centrale activiteit
vormen binnen zogeheten de kritische internetscene en hackerculturen,
dat de vrije circulatie van informatie een centraal referentiepunt vormt,
en dat netwerkculturen de (experimentele) condities vormen voor
het ontstaan van specifieke methoden en benaderingen. Binnen dit
geheel aan praktijken, is surveillance een bekend object, dat technisch
ondervraagd en blootgelegd wordt.

Vervolgens bespreek ik hoe het veld Surveillance Studies
surveillance conceptueel gezien ‘getackeld’ heeft, middels het concept
‘sousveillance’. Sousveillance verwijst naar ‘omgekeerde surveillance’
waarbij mensen de surveillance-apparatuur (terug)richten naar de
autoriteiten. Mijn werk is relateerd aan dit specifieke deelgebied binnen
Surveillance Studies, maar belicht een andere dimensie dan doorgaans
wordt aangekaard via de sousveillance literatuur. Analyses van
sousveillance wijzen doorgaans op de reflectieve interrupties die deze
interventies veroorzaken. Dit proefschrift staat een andere benadering
voor door expliciet te willen kijken naar de instrumenten en methodes
waarmee surveillance zichtbaar wordt gemaakt. Het benadert praktijken
van sousveillance als praktijken van kennisproductie. Vervolgens
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sluit ik me aan bij denkers binnen de Surveillance Studies die pleiten
voor een herziening van concepten van surveillance als reactie op
digitale transformaties, en een beweging hebben gemaakt richting

een begrippenkader dat spreekt in termen van assemblages. Zij zien
het handelingsvermogen van surveillance actoren en technologieén
niet als een gecentraliseerd ‘Big Brother-achtig’ fenomeen, maar als
een gedistribueerd proces. Dit proefschrift volgt hun stellingname

in zoverre dat het in oogschouw neemt dat verschillende technieken
verschillende conceptuele registers aanspreken, en dat assemblages om
een specifieke onderzoeksfocus vragen.

In hoofdstuk twee, “Devices for making surveillance public”,
breng ik Surveillance Studies in dialoog met Actor Netwerk Theorie
(ANT) om deze conceptuele herziening te begeleiden. ANT is ook
wel bekend als een materiéle semiotiek van wetenschappelijke en
technologische praktijken. Ik bespreek drie beschrijvingen van ANT die
wat ‘onwillig’ geformuleerd zijn: zij presenteren geen eenduidig verhaal
over ANT met kant-en-klare instructies, maar maken daardoor wel
analytische ruimte vrij. Latour presenteert een zogenaamde ‘negatieve
methode’, waardoor ruimte wordt gemaakt voor de taal en bijdrage
van de actoren onder studie. Law presenteert ANT als een ‘verhaal in
vertaling’, waardoor er ruimte is voor onderzoekers om veranderingen
aan te brengen aan het verhaal dat ANT vormt. Mol presenteert ANT
als een ‘flexibel repertoire van sensitieve termen’, waardoor ruimte
komt voor een dynamiek van veranderende dingen. Ik gebruik deze
aanwijzingen om het conceptuale repertoire rondom surveillance en
sousveillance te updaten op een manier dat concepten zich voegen naar
de bewegingen en veranderingen van de actoren.

In de analyse neemt het concept van het ‘socio-technisch apparaat’
(socio-technical device), een belangrijk begrip in ANT, een centrale rol
in. Dat begrip articuleert het idee dat menselijke en niet-menselijke
onderdelen in samenspel handelen en middels een vertaalslag nieuwe
handelingen mogelijk maken. Daardoor is het begrip niet alleen zinnig
om kwesties van gedistribueerdheid te beschrijven, wat de Surveillance
Studies reeds hebben gedaan, maar met name om het ook reorganiseren
van handelingsmogelijkheden te duiden. Uit het geheel van literatuur
dat een dergelijke notie van het apparaat hanteert, borduur ik met name
voort op werk dat focust op de materiéle dimensies van hedendaagse
publieken. Dat wil zeggen dat binnen deze benaderingen bijzondere
aandacht is voor hoe technieken (apparaten) een actieve rol spelen in de
totstandkoming en articulatie van publieken.

Dit laatste doe ik omdat noties van materiéle publieken met
name relevant zijn om interventies met betrekking tot surveillance
netwerken te doordenken. Dit is met name zo omdat de vertaalslag
waarbij surveillance zichtbaar wordt gemaakt (digitale) technieken een
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formatieve rol spelen. Het inzetten van noties van materiéle publieken
in Surveillance Studies maakt het niet alleen mogelijk in te zien wat
het technisch en materieel gezien omvat om surveillance zichtbaar te
maken, maar ook hoe activisten zich surveillance kunnen toe-eigenen.

Tegen deze achtergrond breng ik vier case studies naar voren die
duidelijk maken hoe surveillance publiek wordt gemaakt. De gekozen
voorbeelden variéren van mobiele en online applicaties die tracking
detecteren en verhinderen (InformaCam en Ghostery), tot bekende
lekken van documenten over surveillance (publicaties van WikiLeaks
en de NSA-onthullingen). Ik analyseer deze interventies met behulp van
de notie van het socio-technische ‘apparaat’, en met speciale aandacht
voor de materialiteit van publieken. Dit betekent empirisch gezien dat
ik focus op de instrumenten waarmee surveillance zichtbaar wordt
gemaakt, de transformaties die daardoor plaatsvinden, het belang van
de verschillende settings waarin dit gebeurt, en het soort publieken
dat deze configuraties met zich mee (kunnen) brengen. Conceptueel
gezien gebruik ik een vocabulair dat past bij de specificiteit van de
verschillende casus.

Hoofdstuk drie, “A forensic device for activism”, is een onderzoek
naar wat je het ‘laboratorium’ van de sousveillance beoefenaars zou
kunnen noemen. In dit hoofdstuk bespreek ik InformaCam, een
voorloper van een applicatie die mensen bewust maakt van metadata
in beeldmateriaal en het mogelijk maakt om metadata op een specifieke
manier te beheren. Door metadata op een bepaalde manier te
behandelen, is de applicatie meer dan een manier om mensen bewust
te maken van metadata, maar krijgt het tevens een opsporende functie
in de context van mensenrechtenschendingen. Daarom beargumenteer
ik dat de applicatie InformaCam beschouwd kan worden als een
‘forensisch apparaat’. Met behulp van het concept forensics (Weizman
et al. 2010) en studies naar demonstraties (Barry 1999; Callon 2004)
laat ik zien hoe InformaCam middels een aantal interventies een
vertaalslag teweegbrengt: het reorganiseert metadata tot een techniek
van bewijsvoering. Die analyse laat zien dat InformaCam bestaande
interpretaties over sousveillance overstijgt. Het gaat niet alleen om de
visuele dimensie en het blootleggen van het gedrag van autoriteiten.
Dat is slechts een deel van het verhaal. In plaats van wat beeldmateriaal
laat zien, wordt de kunst’ van het kijken van belang: namelijk de
organisatie van welke data telt.

Het vierde hoofdstuk, “Transparency devices for leaked data”,
presenteert een analyse van WikiLeaks. Sommigen binnen de
sousveillancetheorie beschouwen WikiLeaks als klokkenluidersplatform
dat “undersight’ inzet (Van Buuren 2013). Anderen bespeurden in
WikiLeaks een belofte van ‘radicale transparantie’ (Birchall 2014;
Heemsbergen 2014). Dit hoofdstuk gaat over de verschillende
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manieren van werken met surveillance-data in de context van gelekte
gegevens, en hoe deze werkpraktijken bijdragen aan een bepaalde vorm
van expertise. Ruppert heeft de notie van een ‘datapubliek’ geduid,
waarmee ze bedoelt dat digitale technieken de productie van expertise
reorganiseren en mede bepalen hoe een publiek tot stand komt
(Ruppert 2015). Het hoofdstuk combineert dit inzicht met literatuur
over WikiLeaks als een vorm van radicale transparantie en reflecteert
op de rol van technieken en werkpraktijken rondom WikiLeaks als
een ongeautoriseerd of radicaal transparantieproject. In het hoofdstuk
beargumenteer ik dat WikiLeaks gezien kan worden als een experiment
in radicale expertise. Het is een experiment met ongeautoriseerde
kennisproductie dat behoefte heeft aan onderzoekende data-subjecten
(experts) die een specifieke vorm van data-geletterdheid onder de knie
hebben of kunnen krijgen.

In hoofdstuk vijf, “Turning a safety tool into a microscope”,
laat ik zien hoe een ‘sousveillance apparaat’ onderzoek ontsluit naar
surveillance, ook voor onderzoekers zoals mijzelf. Het hoofdstuk
presenteert empirische resultaten naar online tracking en het
reflecteert op dit ‘ingebed’ sousveillance onderzoek. De centrale actor
in het hoofdstuk is Ghostery, een browser plugin. Ghostery maakt
surveillance publiek door online trackers te detecteren, te rangschikken
en zichtbaar te maken. Naast waarschuwingen voor online tracking,
biedt Ghostery ook een analyse van dit fenomeen. In het hoofdstuk
laat ik zien hoe Ghostery deelneemt aan surveillance studies. Marres
(2012b) gebruikt de term ‘materiéle participatie’ om te duiden op
de rol die apparaten spelen in de distributie van problemen. In lijn
hiermee beargumenteer ik dat dit specifieke apparaat gekenmerkt
wordt door een bepaalde socio-technische manier van omgaan met
web tracking als hedendaags probleem. Ik analyseer vervolgens
hoe Ghostery op twee manieren deelneemt in het definiéren van
surveillance: Ten eerste als een issue device, door de manier waarop
het trackers definieert en rangschikt, brengt het een bepaalde definitie
van de kwestie consumentensurveillance naar voren. Ten tweede,
als research device, een materiéle onderzoekspartner om een concrete
analyse uit te voeren op een dataset van overheidswebsites. Door
voort te bouwen op het werk van het Digital Methods Initiative (DMI),
gespecialiseerd in het hergebruiken van web technieken (web devices)
voor onderzoeksdoeleinden (Rogers 2009b), gebruik ik een tool die het
DMI gebouwd heeft op basis van de detectietechnieken van Ghostery:
de Tracker Tracker. De Tracker Tracker maakt het mogelijk om
trackers zichtbaar te maken op overheidswebsites en onderlinge relaties
tussen trackers en websites te verkennen. In mijn case studie heeft de
tool laten zien dat de websites van de Rijksoverheid voor een groot
gedeelte deelnemen aan de data-economie op een manier waar grote
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bedrijven profijt van hebben. Op deze twee manieren draagt Ghostery
zowel conceptueel als empirisch bij aan inzichten in hedendaagse
consumentensurveillance.

Hoofdstuk zes, “Leaky apps and data shots” keert terug naar een
van de hoofdthema’s in het eerste hoofdstuk: de herconceptualisering
van begrippen van surveillance als respons op de introductie van
nieuwe technologieén. De NSA-onthullingen in 2013 hebben kennis
over specifieke surveillance-apparaten in circulatie gebracht. Dit
hoofdstuk reflecteert op de gevolgen daarvan. De nadruk ligt op
het tonen van een reeks aan surveillancetechnieken die naar voren
kwamen in de onthullingen. In het hoofdstuk schets ik kort hoe
surveillancetheorie nieuwe digitale technieken heeft geaccommodeerd
en hoe de NSA-documenten geleid hebben tot discussies, zowel
tussen academici als in publieke fora, over hoe de hedendaagse
surveillancesamenleving begrepen moet worden. Door gebruik te
maken van een set aan nieuwspublicaties over de NSA-documenten,
benadruk ik twee manieren waarop de Amerikaanse NSA, en soms
ook de Britse GCHQ, data vergaren. Ten eerste via programma’s die
data kunnen extraheren dankzij het feit dat veel van onze apparaten
data ‘lekken’ (leakage). Ten tweede via technieken die zich als het ware
‘invoegen’ (insertion) in computers of netwerken, zoals malware. Dit
doe ik om twee verschillende ‘datavangende bewegingen’ te kunnen
conceptualiseren. Het is een poging om theoretische consequenties te
trekken van de aanwezigheid van surveillancetechnieken in het publieke
domein, en een andere verbeelding van surveillance te schetsen door
de kenmerken van de technieken serieus te nemen. Geinspireerd door
het werk van Wendy Chun (2013) en Jussi Parikka (2007) bediscussieer
ik de (theoretische) vragen die iedere vorm opwerpt en concludeer ik
door te wijzen op toekomstige onderzoeksgebieden voor studies naar
surveillance en publieken in de context van surveillance.

In het concluderende hoofdstuk zeven, “The materiality of
surveillance made public”, kom ik terug op de manier waarop ik de
vraag ‘Hoe wordt surveillance publiek gemaakt?’ geoperationaliseerd
heb. De conclusie van het proefschrift kan onderverdeeld worden in
de volgende drie bijdragen aan de bestaande literatuur. Ten eerste,
het draagt bij aan de Surveillance Studies, en met name het deelgebied
van de studie naar sousveillance assemblages, door te laten zien dat
sousveillance een onderzoeksdimensie heeft: door interventies die
surveillance publiek maken wordt surveillance ‘gedataficeerd’ en
geanalyseerd. Ten tweede, de werkwijzen waarmee dit gebeurt zijn
ingebed in specifieke omgevingen. Door het onder handen nemen van
surveillance, produceren sousveillance interventies diverse surveillance
data. Aangezien er een diversiteit is aan werkstijlen waarmee data over
surveillance wordt geproduceerd en blootgelegd, wordt surveillance als
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kwestie opgenomen in verschillende begripsconfiguraties. Ten derde,
middels een poging om Surveillance Studies te koppelen aan concepten
van materiéle publieken binnen de Wetenschap en Technologie
Studies, concludeer ik dat het proefschrift laat zien hoe surveillance tot
‘publieke materie’ verwordt: in de vertaalslag van surveillance naar een
publieke kwestie, verwordt surveillance zelf tot data, data die gebruikt
kunnen worden voor publieke doeleinden. De detectie-apparaten

die ik in dit proefschrift bespreek transformeren tracking technieken
naar instrumenten voor forensisch werk en onderzoek; het gelekte
materiaal wordt input voor radicale vormen van geletterdheid en opent
nieuwe onderzoeksgebieden: in de vorm van een publiek archief, zet
surveillance-materiaal bestaande surveillancetheorie onder druk.

Vergelijkbaar met andere praktijken in de kritische
internetcultuur, waarin veel online materiaal wordt behandeld als
publiek werkdomein (denk aan publieke code en licenties daarvoor),
zien we dat surveillance eenzelfde transformatie of ‘hack’ doormaakt:
het wordt publiek materiaal dat bewerkt en herschikt kan worden.
‘Surveillance als publieke materie’ moet uitdrukken dat surveillance
tot publiek relevant onderzoeksmateriaal wordt gemaakt, een publieke
bron die kan worden hergebruikt. Surveillance publiek maken is
daarom ook publiek maken voor toekomstig en collectief gebruik, en
mogelijk ook voor tactische doeleinden. Tegelijkertijd moet de term,
refererend naar de notie van ‘public matter’ in Latour’s Dingpolitik,
aangeven dat deze transformatie gebonden is aan de termen van
degenen die haar tot publieke zaak maken.

Aan het eind van het hoofdstuk reflecteer ik op de implicaties
van de dissertatie. Het opent een onderzoeksagenda naar ‘surveillance-
publieken’. Dit zijn publieken die gesitueerd zijn in een socio-technische
omgeving waarin intelligence, geheimhouding en privacypraktijken
bepalend zijn voor de manier van werken. Vandaar vallen interventies
van ‘privéhouden’ interessant genoeg vaak samen met strategieén
van puliekmaken. Tenslotte, bij wijze van een meer ‘materiéle
onderzoeksagenda’ roept het proefschrift op om na te denken over
de status en circulering van surveillance als teriaal, het verkennen
van meer samenwerking tussen academici en technische (soms
radicale) experts, en pleit het voor het ondersteunen van institutionele
infrastructuren om dit mogelijk te maken.
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