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Chapter 1. Introduction*  

1.1. Levee health monitoring problem 
According to the European Union (EU) Floods Directive [4] “flood” means “the 

temporary covering by water of land not normally covered by water”. There are about four 
times more floods registered nowadays in comparison to the 1980s [6]. A detailed 
classification of the floods can be found in [44]. 

Usually flood is a result of high water level due to different reasons, e.g., heavy rains 
or melting snow. There are several well-known projects dedicated to flood monitoring that 
consider water level as the main factor describing the onset of failure. The Flood Early 
Warning System (FEWS) described in [20] monitors rainfall, water levels and low water 
crossings in Austin. Information about Bandon flood early warning system can be found in 
[1]. This system is designed to give up to 5 hours prior warning of a flood event. 
Information about Local Flood Early Warning System (LFEWS) can be found in [10]. Most 
of the mentioned above projects consider water level forecasting as the only method of 
generation of alarm: if the forecasted water level is above some predefined threshold the 
experts are notified.  

Some of the floods occur even in case of not critical water level, for example, flood 
due to dike failure in Wilnis (the Netherlands) happened as a result of drought [30]. 
Condition monitoring of flood defence structures (e.g., dams) becomes an important task 
nowadays.  

A “dam” is as an “artificial barrier constructed across a watercourse for the purpose 
of storage, control, or diversion of water” [18]. Dike (or levee) is usually an earth-filled 
dam.  

There are different reasons of levee failures. Most of them are caused by overtopping 
(see Figure 1.1(a)) (that often leads to external erosion of earth-fill dams), foundation 
defects, piping and seepage [125] that occur due to problems in the structural design or 
because of the lack of understanding of the relevant geological properties beneath and 
around the dam structures. Comprehensive analysis of various flood defence structure 
failure mechanisms can be found in [38] and [24].  

According to a study of dam failures in the USA [16] overtopping is the reason of 
34% of the observed floods. Foundation defects due to differential settlement, slides, slope 
instability, uplift pressures, and foundation seepage lead to 30% of all dam failures. Failure 

                                                           
* Parts of this chapter were published in:  
1. Pyayt, A.L., Kozionov, A.P., Mokhov, I.I., Lang, B., Meijer, R.J., Krzhizhanovskaya, V.V., Sloot, P.M.A. Time-

Frequency Methods for Structural Health Monitoring. Sensors (MDPI), 14, pp. 5147-5173 (2014), doi:10.3390/s140305147. 
2. Pyayt, A.L., Mokhov, I.I., Kozionov, A., Kusherbaeva, V., Melnikova, N.B., Krzhizhanovskaya, V.V., Meijer, R.J. 

Artificial intelligence methods and finite element model application for on-line dike measurements processing. Proceedings of the 
2011 IEEE Workshop on Environmental, Energy, and Structural Monitoring Systems (EESMS), Milan, Italy, 28 September 2011, 
pp 1-7, DOI: 10.1109/EESMS.2011.6067047. 

3. Pyayt, A.L., Kozionov, A.P., Mokhov, I.I., Lang, B., Krzhizhanovskaya, V.V., Sloot, P.M.A. An approach for real-
time levee health monitoring using signal processing methods. Proceedings of the International Conference on Computational 
Science (ICCS) 2013. Procedia Computer Science 18 (2013), Elsevier, pp. 2357 – 2366, DOI: 10.1016/j.procs.2013.05.407.  
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due to piping and seepage accounts for 20% of all failures. The remaining 16% of failures 
are caused by the problems with conduits and valves, and other miscellaneous problems. 

1735 dikes failed in the Netherlands between 1134 and 2006 [29]. 67% of the events 
were caused by erosion of inner slope protection, 11% by ice drift, 6% by erosion (Figure 
1.1(c)) or instability of outer slope protection, 5% by sliding inner slope (Figure 1.1(e)), 4% 
by external reason (human and animal), 3% by sliding outer slope (Figure 1.1(f)), 2% by 
liquefaction of shore line, 1% by piping, 1% by micro instability (Figure 1.1(b)), horizontal 
shear (Figure 1.1(d)) and other related mechanisms.  

a) b) c)

d) e) f)
 

Figure 1.1. Classification of dam failures: (a) wave overtopping; (b) micro-instability; (c) 
erosion of outer slope; (d) horizontal shear; (e) sliding of inner slope; (f) sliding of outer 

slope (based on classification presented in [112]). 

Recent research projects that considered levee stability problem are FLOODsite [13], 
FloodControl 2015 [11] and UrbanFlood [12].  

1.2. Overview of flood defence monitoring 
technologies 

1.2.1. Sensor technologies 

The mechanism of a possible failure is unknown beforehand and is difficult to be 
predicted. Visual inspection cannot guarantee detection of an onset of a levee failure early 
enough to prevent its collapse. Therefore a continuous levee health monitoring is required.  

There are two general approaches of continuous dam monitoring: remote sensing, 
e.g., by LiDAR [47] or by satellite [53], and in situ sensing. The latter technology assumes 
installation of sensors inside the levee. 

LiDAR technology measures distance by illuminating a target with a laser and 
analyzing the reflected light. This technology provides construction of high resolution 
maps. Comparison of the maps constructed at different moments in time provides detection 
of dam deformation. 

GPS is also used for surface monitoring of concrete dam [117]; real-time GPS 
deformation monitoring system is presented in [2]. Thermo-graphic camera providing 
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information about temperature of the monitored object has been used during the IJkdijk 
experiments [58].  

As we see, list of the monitored parameters is limited: deformation and temperature. 
This means that remote monitoring is useful for earth-fill and concrete dam monitoring in 
case of foundation defects detection (presented as cracks, for example). External erosion of 
an earth-fill dam can be detected; onset of a structural failure can be detected using remote 
sensing for monitoring of the concrete dams; dam leakage or seepage can be also detected 
(depending on location of seepage and sensitivity of the camera).  

 If the more detailed analysis of object behaviour is required sensors should be 
installed inside the object. Figure 1.2 illustrates installation of a distributed fibre optic cable 
and installation of individual sensors in cross-sections inside an earth-fill dam.   

Cross-
sections

Fiber optic cable

 

Figure 1.2. In situ monitoring. 

The use of fibre optic cables for deformation analysis for earth-fill dams is described 
in [119]. The pore water pressure sensors proved to be useful in levee stability analysis 
(e.g., detection of internal erosion) [3]. Inclinometers are generally used to measure tilt and 
to monitor lateral movements for embankments and dams (in other words – this type of 
sensor measures levee instability) [43]. Leakage can be detected by distributed fibre optic 
sensors measuring the temperature inside the levee [122]. A detailed overview and 
comparison of existing sensor technologies for levee monitoring can be found in [85]. 

The advantage of remote sensing techniques is that they are non-intrusive and they 
provide monitoring of large areas. One of the disadvantages of the sensors usage is that 
procedure of their installation can be dangerous for the monitored object. Selection of 
sensor placement and number of sensors is another tough task. If more accurate and reliable 
results are required, sensors should be installed inside the monitored object.  

Availability of the monitoring technology is not enough for efficient levee condition 
monitoring. Development of the models supporting expert in decision making is required 

1.2.2. Modelling approach for flood monitoring 

Usually data-driven (model-free methods) and model-based (numerical or physical 
modelling) approaches are applied in order to detect the failure development.  

Data-driven approach requires availability of the monitoring system that is 
constantly measuring the most important object characteristics defined by the domain 
experts. This class includes different techniques: machine learning methods (e.g., the 
artificial neural networks (ANN)), statistical methods (e.g., central moments, linear 
correlation, clustering), soft computing, data mining and others. Importance of data-driven 
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techniques application for hydro-informatics is presented in [115]; perspectives of these 
methods for application in geodetic deformation analysis are presented in [62]. These 
methods can be applied for on-line/real-time computations. 

Data-driven methods can be applied for analysis of data collected by both types of 
sensor technologies: remote sensing (e.g., pattern analysis of images) and in situ sensing 
(e.g., forecasting of sensor measurements). 

Dike failure due to uplifting and piping is defined as the event in which the 
resistance (the critical head) drops below the stress (the outer water level, a combination of 
both sea level and river discharge, minus the inner water level) [86]. For instance, the 
application of singular value decomposition (SVD) to distributed temperature values is 
suggested for automatic leakage detection in [65]. Artificial neural networks (ANN) were 
applied for slope stability analysis in [63]. The ANN were trained in [126] to identify 
possible locations of weak zones given surface displacements.  

Model-based approach (numerical modelling) requires information about the 
monitored object (e.g., initial geometry and soil properties); the constructed model will not 
depend on on-line measurements. Sensor values may be used for validation of the 
constructed model and as initial conditions for the modelling. Finite element method is 
widely used to simulate structural behaviour of dikes [116], [106], [35], [82]. Linear elastic 
perfectly plastic rheological soil model by Mohr-Coulomb [121] is employed for earthen 
structures. Flow through porous media is simulated by solving either Darcy’s equation for 
saturated flow or Richards' equation with wetting and drying of the soil, for the cases when 
water table changes in time [34]. Usually physical modelling is time consuming and 
requires significant computational resources. Because of high complexity of the models, 
they cannot be used for real-time data processing.  

Detection of the developing failure can be carried out in two different ways.  A 
model of the monitored object can be constructed and detection of deviations of model’s 
output from real object behaviour can be interpreted as an alarm (model-based and data-
driven (ANN as a black-box model, for example) approaches can be applied). The second 
approach implies identification of the specific failure mode development by detection of 
specific patterns of failures (both approaches can be applied to this problem solving). 

Data-driven methods fully depend on availability of data. For example, in case of 
dike behaviour analysis the historical measurements should be available. If the data are not 
available due to some reasons, the model-based approach can be used for generation of the 
required data set.  

 For the task of failure pattern recognition the sensor data gathered during the dike 
collapse should be available, that is usually impossible. Physical model can produce 
patterns of failure development and these data instead of results of real dike collapses can 
be used for data-driven methods training: pattern recognition or classification task. 

This means that computationally heavy model-based methods can be used in two 
different ways in combination with the “fast” data-driven methods: validation of alarm 
produced by one of the data-driven methods (one-point result validation) or preparation of 
the predefined tables with slope stability coefficients or “virtual” sensors measurements 
(related to normal or abnormal dam conditions). Example of combination of both 
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approaches for levee health monitoring can be found in [104]. The use of both types of 
models is required for robust monitoring of flood defence structures.  

1.3. Motivation and scientific challenges 
There are different ways of dam monitoring: remote sensing or installation of sensors 

inside the monitored object. The first approach provides monitoring of wide areas, but only 
limited number of parameters is available (deformation and temperature). Installation of 
sensors provides more reliable results but process of installation can be sometimes 
dangerous for the monitored object. The collected measurements should be stored in a data 
base (Figure 1.3). 

There are a lot monitoring techniques that can provide sufficient information about 
levee behaviour. The only problem is analysis of the collected data. Expert is usually not 
able to analyse in on-line all the measurements collected from the sensors. Delay in 
decision making can be very expensive. Intellectual monitoring system is required for 
analysis of the collected stream of measurements and for support in decision making. An 
expert can use two different classes of the models for further decision making: data-driven 
or model-based approach.  

Database

Collection and 
transmission of 
measurements

Analysis

1 Installation of sensors

2

3 Retrieval of 
measurements

4 Transmission of 
results of analysis

5 Decision 
making by 
the expert

 

Figure 1.3. Required scheme of data analysis. 

All the mentioned in the Sub-Section 1.2.2 examples of data-driven methods 
application for levee monitoring had a goal to solve specific (local) tasks, e.g., detection of 
leakage (only one of the classes of the levee failures). There is no example of the general-
purpose solution based on the data-driven methods that is able to detect onset of instability 
due to any failure mechanism. Model-based approach can definitely give very precise 
assessment of levee behaviour but it is not suitable for the on-line analysis because it 
usually requires high computational efforts.  

That is why development of the data-driven-based general purpose system is 
required in order to provide both properties: on-line alerting of any (even unknown or 
combined) class of levee failure. These requirements do not exclude possibility of 
combination with physical modelling approach. 

We suggest to use the following classification of levees states (Figure 1.4): anomaly 
or abnormal behaviour that can be a sign of developing failure. Levee can come back to the 
normal state after the anomaly, or levee can start collapsing. The failure states are related to 
different levee collapse scenarios: piping, macrostability, erosion and others.  
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Anomaly can be typical for an unstable dike; stable dike under tough external 
condition can be close to unstable conditions. This means that anomaly can be registered as 
a result of a non-destructive experiment or it can be simulated by a physical model.  

Abnormal
behaviour

Normal
mode

Failure

 

Figure 1.4. Classification of the dike states.  

The developed levee monitoring approach should be able to aggregate collected from 
multiple sensors information, provide data analysis. 

We can reformulate all the above mentioned items as one research hypothesis: one 
generic approach can indicate anomalies (instabilities) in flood defence structure using 
data-driven methods on-line.  

The scientific objectives can be formulated as follows: 
1) Investigation of raw sensor data properties. Selection of the required pre-

processing procedures. 
2) Investigation of different variants of construction of an anomaly detection 

approach. 
3) Validation of the investigated anomaly detection approach on real-world 

objects. 
4) Development of the anomaly detection approach as a component of the early 

warning system.  
5) Development of the approach for combination of the data-driven anomaly 

detection approach with physical modelling and validation of the developed 
approach. 

1.4. Outline of the thesis 
Chapter 2 contains short description of the projects where the anomaly detection 

approach has been developed and applied: UrbanFlood and IJkdijk experiment (All-in-One 
Sensor Validation Test). This chapter describes sensor technologies installed into the 
monitored objects. The monitored levees are shortly presented in this chapter. 

Chapter 3 describes state-of-the-art in data processing and anomaly detection 
domains. This chapter presents problems of sensor data analysis. Stages of sensor 
measurements analysis and the developed anomaly detection concept are introduced in this 
chapter. The developed concept includes two different anomaly detection approaches: one-
side classification and transfer function (scientific objectives 1 and 2). 

Chapter 4 presents detection of anomalies in measurements collected from the stable 
levees that were results of non-destructive experiments, sensor faults or real accidents 
(scientific objective 3).  
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Chapter 5 presents short description of implementation of the selected anomaly 
detection approach as the software component of the early warning system: artificial 
intelligence (AI) component (scientific objective 4). This component provides on-line 
analysis of the collected measurements.  

Chapter 6 describes approach for combination of data-driven methods with physical 
modelling. Results of combination of data-driven methods with physical modelling are 
presented in this chapter: for the UrbanFlood project on the example of combination with 
the Virtual Dike, for the IJkdijk experiment – combination with finite element model 
developed by the experts especially for the experiment (scientific objective 5).  

Chapter 7 brings a summary of results and conclusions. 





 

9 

Chapter 2. Description of the Monitored 
Flood Defence Structures*  

Several levees and dams are analysed in this work. This chapter presents sensor 
technologies and schemes of sensor installation inside the monitored flood defence 
structures. 

2.1. Short description of the projects 
The flood defence structures presented in this work were monitored within two 

projects: UrbanFlood and IJkdijk All-in-One Sensor Validation Test.  

2.1.1. UrbanFlood project  

The UrbanFlood (www.urbanflood.eu) European project investigated the use of 
sensors within flood protection systems (levees, dikes, dams) to support an online early 
warning system, real time emergency management and routine asset management (see 
Figure 2.1). One of the main goals of this project was the development of an early warning 
system (EWS) platform validated for flooding. 

The internal workflow within the UrbanFlood EWS is presented in Figure 2.2. The 
“Sensor Monitoring” component receives measurements from the sensor network installed 
in the dike. Raw sensor data are filtered by the “AI Anomaly Detection” block (or Artificial 
Intelligence (AI) component) that identifies anomalies in dike behaviour or sensor 
malfunctions. The “Reliability Analysis” module calculates the probability of dike failure 
in case of abnormally high water levels or an upcoming storm and extreme rainfalls. If the 
failure probability is high then the “Breach Simulator” predicts the dynamics of a possible 
dike breach, calculates the water discharge through the breach and estimates the total time 
of the flood. After that, the “Flood Simulator” models the inundation dynamics (Figure 2.2) 
and the “Evacuation Simulator” calculates the escape routes from the affected areas. 

                                                           
* Parts of this chapter were published in: 
1. Pyayt, A.L., Kozionov, A.P., Mokhov, I.I., Lang, B., Meijer, R.J., Krzhizhanovskaya, V.V., Sloot, P.M.A. Time-

Frequency Methods for Structural Health Monitoring. Sensors (MDPI), 14, pp. 5147-5173 (2014), doi:10.3390/s140305147.  
2. Pyayt, A.L., Mokhov, I.I., Lang, B., Krzhizhanovskaya, V.V., Meijer, R.J. Machine Learning Methods for 

Environmental Monitoring and Flood Protection, Proceedings of the International Conference on Artificial Intelligence and Neural 
Networks (ICAINN 2011), Amsterdam, the Netherlands, July 13-15 2011, pp. 118-124, pISSN 2010-376X and eISSN 2010-3778. 

3. Simm, J., Jordan, D., Topple A., Mokhov, I., Pyayt A., Abdoun T., Bennett, V., Broekhuijsen, J., Meijer, R.  
Interpreting sensor measurements in dikes - experiences from UrbanFlood pilot sites. Comprehensive Flood Risk Management – 
Klijn & Schweckendiek (eds). 2013 Taylor & Francis Group, London, ISBN 978-0-415-62144-1. Proceedings of the 2nd European 
Conference on FLOODrisk Management. 20-22 November 2012, Rotterdam, The Netherlands, pp. 327-336.   

4. Pyayt, A.L., Kozionov, A.P., Kusherbaeva, V.T., Mokhov, I.I., Krzhizhanovskaya, V.V., Broekhuijsen, J., Meijer, R.J., 
Sloot, P.M.A. Signal analysis and anomaly detection for flood early warning systems, Journal of Hydroinformatics, IWA 
publishing, 2014, doi: 10.2166/hydro.2014.067 (in press). 

5. Krzhizhanovskaya, V.V., Shirshov, G.S., Melnikova, N.B., Belleman, R.G., Rusadi, F.I., Broekhuijsen, B.J., Gouldby, 
B., L'Homme, J., Balis, B., Bubak, M., Pyayt, A.L., Mokhov, I.I., Ozhigin, A.V., Lang, B., Meijer, R.J. Flood early warning 
system design, implementation and computational modules. Proceedings of the International Conference on Computational 
Science, ICCS 2011, 1-3 June Singapore. Procedia Computer Science, V. 4, pp. 106-115, 2011, DOI: 10.1016/j.procs.2011.04.012. 
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Figure 2.1. UrbanFlood monitoring concept [12]. 

Information from all the modules is fed into the interactive “Decision Support 
System” (Figure 2.2). This is a multi-touch device that visualises levee cross-sections with 
installed sensors, raw measurements and results of data analysis. 

 

Figure 2.2. Workflow of the UrbanFlood early warning system [69]. 

More details on the UrbanFlood early warning system and computational modules 
can be found in works [92], [32], [114]. 

2.1.2. IJkdijk All-in-One Sensor Validation Test (AIO SVT) 

IJkdijk consortium (http://www.ijkdijk.nl/) organised in 2012 several full-scale levee 
destructive experiments (Booneschans, the Netherlands). This means that several full-scale 
dikes were constructed and were affected by abnormal conditions that led to collapse of 
these objects. 

The main goal of these experiments was to test ability of sensor technologies (remote 
and in situ monitoring) to identify the onset of levee collapse. Collected sensor 
measurements were analysed and visualised by several partners of the consortium.  
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The planned experiments have been carried out at three levees: the West levee piping 
experiment (21-26 August), the East levee piping experiment (21-27 August), the South 
levee macro stability experiment (3-8 September).  

The West/East levees are presented before start of the experiment in Figure 2.3. The 
main difference between the East and West levees was that DMC drainage system was 
installed into West levee that made process of piping more “controllable”. If this system is 
turned on, the water that is leaking through the levee will be pumped out of the levee that 
will postpone time of levee collapse. More details can be found on official website [14]. 

 

Figure 2.3. Photo of the West (left) and East (right) levees before start of the experiments 
(14 Aug 2012). 

Pore pressure measurements were provided to the IJkdijk consortium in these 
experiments. There were installed 3 cross-sections with 2 sensors within each cross-section 
at different depth for the West levee, 5 cross-sections for the East levee (Figure 2.4). More 
details about the sensor supplier are presented in the next Sub-Section. 
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Figure 2.4. Alert Solutions sensors installed into the West/East levees.  
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2.2. Description of the sensor technologies 

2.2.1. Alert Solutions 

In 2008, Alert Solutions introduced its sensor network, GeoBeads, to monitor levee 
and slope stability monitoring. GeoBeads was developed “to provide all essential dynamic 
parameters for the determination of soil stability” [97] (Figure 2.5(a)). 

a) b) c)
 

Figure 2.5. (a) GeoBeads sensor string with integrated bentonite shells for hydraulic 
isolation between measurement depths. (b) Installation of a GeoBeads string using a light 

weight direct push-in rig with a sonic drilling head. (c) Schematic overview of a GeoBeads 
sensor string installed vertically to obtain multilevel measurements of levees, mountain 

slopes and construction activities [101]. 

GeoBeads consists of fully digital sensor modules (nodes) that are based on robust 
semiconductor technologies and can be scaled to a wide network area for measurements. 
Each small-sized node in the network can simultaneously house various measurement 
devices. The set per node commonly includes a piezometer, an inclinometer and thermal 
sensors [96], [97]. Pore pressure, inclination and temperature are measured as a result. 
Local contractors execute the installation with regular drilling or push-rig equipment 
(Figure 2.5(b)).  

Data are immediately available on the Internet. 

2.2.2. GTC Kappelmeyer 

GTC Kappelmeyer uses distributed fibre optic temperature sensing technology that 
can accurately measure the ambient temperature along fibre optical cables with high 
accuracy. This measuring method is based on the fact that the optical properties of the fibre 
depend on the ambient temperature. 

Fibre optical cables suitable for applications in hydraulic engineering usually consist 
of a core with at least two fibres and a mechanical strength member that is covered by an 
outer jacket (Figure 2.6). 
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Fibers Stranded steel wires 

Coating  

Figure 2.6. Cable structure and measuring principle. Schematic display of different cable 
types [101]. 

Distributed fibre optical temperature measurements are most suitable for levee 
seepage detection due to their high information density [26]. Essentially, there are two 
measurement methods [27], the gradient method and the heat-pulse method. 

The gradient method requires using the temperature differences between the 
reservoir water and the dam material to successfully detect leakage. The leakage is detected 
when the temperature gradient significantly drops between the water and the ground 
temperature. 

GTC Kappelmeyer uses a heat-pulse method [15] that provides robust leakage 
detection in the autumn and spring, when the ground (TG) and water (TW) temperatures are 
nearly equal (Figure 2.7). The area of leakage is presented as a blue arrow in the central 
area of the pictures in the centre and right in Figure 2.7. The fibre optic cable is heated up 
(central picture in Figure 2.7) by sending an electrical current through the metallic cable 
coating (e.g., rodent protection, shielding). The temperature increase immediately 
surrounding the cable depends on the heat capacity and heat conductivity of the outcrop. 
However, during seepage flow, the poorly conductive heat transport is superimposed by the 
much more effective advective heat transport. Therefore, clearly visible temperature 
anomalies occur in these areas during the heating process (the temperature difference is 
shown using red figures in the right picture of Figure 2.7): the temperature in the seepage 
area is lower than in the dry soil.  
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Figure 2.7. Heat-pulse method for leakage detection [101].  
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2.3. The monitored levees 

2.3.1. Stammer dike in the Netherlands 

The “Stammerdijk” (or Stammer dike) lies along the Gaasp River near the A9 
motorway in Amsterdam, the Netherlands. The Gaasp River is a canal with a controlled 
water level (variations of no more than 0.2 m throughout the year). The dike is constructed 
on 5 to 6 meters of peat layers and on 3 m of sand. 

This levee is equipped with a detailed network of GeoBeads sensors that continuously 
measure the pore water pressure, temperature and inclination. Sensor modules have been 
installed at two cross-sections at depths of up to 10 meters below sea level in the various 
soil layers (sand, clay and peat)  [105]. The distance between the cross-sections is 
approximately 100 meters. 

 

Figure 2.8. Stammer dike. 

The scheme of one of the two cross sections is presented in Figure 2.9. 

 

Figure 2.9. Stammer dike cross section #2. 
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2.3.2. Boston dike in the United Kingdom 

The Boston dike is located in the town of Boston, Lincolnshire, which is located in 
the eastern region of the United Kingdom. The crest of the dike is covered with large trees 
and has shown various stages of failure in the past. The dike is constructed on layers of fine 
clays and sands that overlie boulder clays (see Figure 2.10). This levee was equipped with 3 
cross sections of GeoBeads sensors [114]. 

 

Figure 2.10. Boston dike cross section A-A [114]. 

2.3.3. Rhine levee in Germany 

Two types of sensors were installed in the Rhine river levee, Alert Solutions 
(GeoBeads) were installed in 2 cross-sections and a GTC Kappelmeyer fibre optic cable 
(250 m) was installed across the levee (Figure 2.11 – orange line). One of the two Alert 
Solutions cross-sections is presented in Figure 2.11. The fibre optics cable provides spatio-
temporal temperature measurements across the levee [101].  
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Figure 2.11. Alert Solutions sensors (marked with green balloons in the left portion of the 
picture, and marked with blue circles in the right part of the picture) and GTC Kappelmeyer 

fibre optic cables (marked with orange line) installed into the Rhine levee in the second 
cross-section, the left slope on the waterside slope of the levee, and the right side on the 

landside slope [101]. 
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2.3.4. Retaining dam 

GTC Kappelmeyer provided an anonymised data set. Because the description of the 
monitored object is confidential, it was not provided.  

2.3.5. Zeeland dike in the Netherlands 

Zeeland dike or "Oost Zeedijk" (East SeaDike) is presented in Figure 2.12. A cross-
section of the Zeeland dike is presented in Figure 2.13 [99].   

(a) (b)  

Figure 2.12. (a) Map of the Zeeland dike; (b) the enlarged image of (a).  

Several sensors have been installed, including a temperature sensor inside the 
drainage pipe (T). In Figure 2.13 P1 corresponds with the water level sensor inside the 
drainage pipe and P2 corresponds with the water level sensor at the back of the dike (before 
the road and the ditch). 

This dike is affected by constant weak piping, which requires the installation of a 
drainage pipe with the pump (Figure 2.13) that removes water from dike. The pump is 
automatically turned on and off when certain water levels are measured in drainage pipe. 

T
P1

P2

 

Figure 2.13. Zeeland dike cross-section with approximate sensor positions and arrows 
showing the piping direction. Excess water is pumped out through the drainage pipe to 

prevent piping.
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2.4. Conclusions 
Two different sensor technologies were applied for levee monitoring, GeoBeads 

sensors (Alert Solutions) that measure a wide range of parameters at a single point and 
distributed fibre optic temperature cables (GTC Kappelmeyer). The GeoBeads technology 
requires the installation of sensors at several cross-sections to monitor different parts of the 
levee. In contrast, the second technology provides a full set of information for the entire 
dike, but only for a limited set of parameters (e.g., temperature). The installation of 
GeoBeads sensors is required for detecting most levee failure scenarios. However, a fibre 
optic cable is useful for detecting potential leaks. 

GTC Kappelmeyer sensors were installed into the Rhine levee and the retaining dam 
(both in Germany). Alert Solutions sensors were installed into the Stammer dike 
(Netherlands), Boston levee (UK), and Rhine levee (Germany). The Zeeland dike was 
equipped with several sensors for measuring the water levels and temperatures inside of the 
levee. Alert Solutions sensors were also used for levee behaviour analysis during the 
IJkdijk experiments (see Chapter 6). 

Analysis of measurements collected from sensors installed into Rhine levee, 
Stammer dike, Zeeland dike and Boston levee was carried out within the UrbanFlood 
project. The results of the data analysis are described in Chapter 3 and Chapter 4.  

Short description of the IJkdijk experiment is presented in this chapter. Chapter 6 
presents results of this experiment analysis. 

All the described in this chapter flood defence structures are the earth-fill dams. 
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Chapter 3. Data Analysis and Anomaly 
Detection Approach* 

This chapter describes the main stages of sensor measurements analysis and 
illustrates problems using real-world data. Two anomaly detection approaches are presented 
in this chapter. 

3.1. State-of-the-art 

3.1.1. Application of data-driven methods for monitoring tasks 

Data-driven methods can be classified in different manners depending on the domain 
(Figure 3.1): frequency, time-frequency or time domain. 

These methods present an input signal in one of the domains for further processing. 
An analysis of related works indicates that all three groups are used for tasks of dike 
behaviour analysis, structural health monitoring (SHM), and environmental monitoring. For 
example, the fast Fourier transform (FFT) [37] provides extraction of frequency 
characteristics from the signal. 

Data analysis methods

Time domain
Frequency 

domain
Time-frequency domain

- Neural Networks (NN)
- Nonlinear dynamics methods

- Fractal dimension
- Hurst exponent

- L(1) trend filter
- Moving average
- Hodrick-Prescott (HP) filter
- Statistical analysis methods

- Fast Fourier 
Transform 
(FFT)
- Low-pass 
filter

- Short-Time Fourier Transform 
(STFT)
- Wavelet analysis

- Continuous Wavelet 
Transform (CWT)
- Maximum Overlap Discrete 
Wavelet Transform (MODWT)

- Singular Spectrum Analysis (SSA)
- Hilbert HuangTransform (HHT)  

Figure 3.1. Classification of data-driven methods [99]. 

                                                           
* Parts of this chapter were published in: 
1.  Pyayt, A.L., Kozionov, A.P., Kusherbaeva, V.T., Mokhov, I.I., Krzhizhanovskaya, V.V., Broekhuijsen, J., Meijer, 

R.J., Sloot, P.M.A. Signal analysis and anomaly detection for flood early warning systems, Journal of Hydroinformatics, IWA 
publishing, 2014, doi: 10.2166/hydro.2014.067 (in press). 

2. Pyayt, A.L., Mokhov, I.I., Kozionov, A., Kusherbaeva, V., Melnikova, N.B., Krzhizhanovskaya, V.V., Meijer, R.J. 
Artificial intelligence methods and finite element model application for on-line dike measurements processing. Proceedings of the 
2011 IEEE Workshop on Environmental, Energy, and Structural Monitoring Systems (EESMS), Milan, Italy, 28 September 2011, 
pp 1-7, DOI: 10.1109/EESMS.2011.6067047. 

3. Pyayt, A.L., Mokhov, I.I., Kozionov, A.P., Kusherbaeva, V.T., Lang, B., Krzhizhanovskaya, V.V., Meijer, R.J. Data-
driven modelling for flood defence structure analysis. Comprehensive Flood Risk Management – Klijn & Schweckendiek (eds). 
2013 Taylor & Francis Group, London, ISBN 978-0-415-62144-1. Proceedings of the 2nd European Conference on FLOODrisk 
Management. 20-22 November 2012, Rotterdam, The Netherlands, pp. 301-306. 
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In [113], FFT was applied for analysis of the horizontal acceleration simulated in 
earthquake modelling of earthen dam behaviour. Application of FFT for sliding window 
analysis (Short-Time Fourier Transform – STFT [88]) provides a more advanced analysis 
of time series in the time-frequency domain. STFT-based anomaly detection can be used for 
identification of anomalies, such as the increase of the amplitude of some frequencies in 
time; high deviations of amplitudes at base frequencies that differ significantly from 
deviation measured for a “normal” mode; and rapid changes of trend (outliers), which are 
usually exhibited as a rapid increase and subsequent decrease of amplitudes at high 
frequencies. Abnormal behaviour detection based on tracking the STFT complex 
coefficients of amplitudes in time is presented in [48] and [111]. Tracking of frequency 
amplitudes can be based on a simple comparison of FFT coefficients with a threshold or the 
more advanced one-side classification approach.  

Other time-frequency techniques applied for dam behaviour analysis are based on 
wavelet analysis: continuous wavelet analysis (CWT) [78] and maximum overlap discrete 
wavelet transform (MODWT) [93]. In comparison with STFT wavelets have better time-
frequency resolution and provide more accurate features extraction [78]. Wavelet analysis 
techniques address with non-stationary time series and can be applied in the same manner 
for anomaly detection as it was described for STFT.  

In [94], wavelets were applied for analysis of water temperature measurements from 
the Wivenhoe Dam. Each signal was decomposed using wavelets into daily, sub-annual and 
annual (DSA) components. Each of the components was used for further analysis.  

An overview of possible applications of wavelet transforms for structural health 
monitoring (SHM) tasks is presented in [108]. For example, wavelets were applied for 
crack detection at an arch concrete dam in [77]. In [51], an analysis of the dynamic 
behaviour of geotechnical structures for earthquake monitoring was performed by applying 
wavelets. Wavelets are also successfully applied for earthen dam behaviour analysis. In 
[89], numerical analysis of the seismic behaviour of an earthen dam was performed. One of 
the results of that work was that plasticity should be considered in the analysis of the 
seismic response of the dam because it leads to a decrease in the natural frequencies of the 
dam.  

The data de-noising and data compression abilities of the discrete wavelet 
transformation (DWT) are used in [109] for health monitoring of tendons and cables. As a 
result, the defect detection sensitivity of the whole health assessment system was improved. 
An extensive overview of the application of MODWT and CWT for analysis of geophysical 
time series is presented in [95]. Wavelet variance analysis was applied to averaged ice 
thickness analysis. 

CWT, like the STFT technique for anomaly detection, is based on tracking changes 
in coefficients over time by scales and across scales [127], [28]. Coefficients tracking can 
be based on simple comparison with thresholds [124] or more advanced one-side 
classification. 

Empirical mode decomposition (EMD) [59] is one the methods in the frequency 
domain that can process non-linear and non–stationary data. Time-frequency analysis is 
possible by combining EMD with the Hilbert transform in the so-called Hilbert Huang 
Transform (HHT) [52]. An application of this approach is presented in [107], in which 
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HHT analysis was applied to environmental data analysis: rainfall, temperature, wind and 
stream flow analysis. This approach was applied to SHM tasks in [98].  

For component analysis singular spectrum analysis (SSA) [50] is also used. This 
method decomposes a signal into components for further processing, such as filtering and 
forecasting. An application and analysis of the climatic time series method is presented in 
[49]. An analysis of short, noisy chaotic signals using the SSA method was performed in 
[120].  

Chaotic time series can also be processed in the time domain. Non-linear dynamics 
methods are usually applied [56] for qualitative and quantitative assessments of time series 
behaviour. The short-term predictability feature of the chaotic systems and phase space 
characterisation was used in [41] to make one-hour to one-day predictions of ozone levels. 
In [42], the embedding space and fractal dimension concepts were applied to monitor the 
condition of a system with clearance. Applications of the correlation dimension metric for 
vibration fault diagnosis of a rolling element bearing are presented in [74] and [75].  

Regression analysis was applied to climatic data analysis in [87].  
There are a lot of methods applied in area of condition and environmental 

monitoring. Selection of the specific method depends on complexity of the monitored 
object and on the specific task to be solved. Most of these methods are efficient as one of 
the stages of processing (e.g., pre-processing or feature extraction) but are hardly to be used 
for generation of alarms by themselves. Post-processing is required in most of the cases.    

3.1.2. Anomaly/fault detection methods overview 

The general task to be solved was formulated in the first chapter as “anomaly 
detection in levee behaviour”. An anomaly can be a sign of a developing levee/dam failure. 
Anomalies can be encountered in measurements of real-world unstable dikes and can be 
simulated using numerical models [81]. There are several approaches in the literature for 
classification of anomaly/fault detection methods. The first one can be found in work [61]. 
According to the author of that work faults (or errors) might be interpreted as “deviations 
from normal process behaviour. They may result in some shorter or longer time periods 
with malfunctions or failures if no counteractions are taken”.  

In Figure 3.2, a version of the classification of fault detecting methods from [61] is 
presented; we have adapted the classification to anomaly detection on the basis of various 
conditions of one or more sensor data streams. Some of the methods in Figure 3.2 require 
the exact pattern of anomaly (the “limit checking” and “trend checking” blocks), whereas 
another method requires construction of the model of the process (the “process models 
used” block) based on data from a dike in an acceptable state. Some anomaly detection 
models correlate the sensor data streams with others, thereby yielding sets of correlation 
coefficients. 

“Detection with multiple signals and models” performs anomaly detection using the 
relationships of two or more data streams. This class also includes methods that generate 
multiple data streams by performing an operation on a single data stream (e.g., coefficients 
of wavelet decomposition from several levels of decomposition).  
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An application of the methods in the “Process models used” block, e.g., neural 
networks, state observers and parity equations, for dike measurements analysis is presented 
in [102]. 

Fault-detection 
methods

Detection with 
single signals

Detection with multiple 
signals and models

Limit 
checking

Trend 
checking

Signal 
models used

Process 
models used

Multivariate 
data analysis

 

Figure 3.2. Survey of fault-detection methods based on [61]. In the case of dike 
conditioning monitoring anomalies hint at (the onset of) faults. 

Overviews of anomaly detection algorithms and their applications in various 
domains can be found in [73] and [40]. These works helped to construct Figure 3.3, which 
details the “multivariate data analysis” block in the survey presented in Figure 3.2. 

Anomaly detection

Classification

Nearest-neighbour

Clustering

Statistical Others  

Figure 3.3. Taxonomy of multivariate anomaly detection algorithms.

Methods from the classification group (Figure 3.3) require labelled data, which must 
be classified as normal or abnormal. The group contains one-class SVMs (support vector 
machines), one-class kernel Fisher discriminants, and one-class replicator neural networks. 

Methods that belong to the nearest neighbour group determine the distance of a data 
point to its k-th nearest neighbour and or the relative density of each data instance. The 
nearest-neighbour methods imply that normal data instances occur in dense 
neighbourhoods, whereas anomalies occur far from their closest neighbours. One of the 
advantages of nearest-neighbour methods is that they do not use any assumptions regarding 
the generative distribution of the data. However, the computational cost of such methods is 
high, and the reliability of the results in the case of unsupervised training is problematic 
[40]. 

The clustering approach assumes that normal data points have the following 
properties [40]: 

 They belong to a cluster of data, whereas anomalies do not belong to any cluster. 
 They lie close to their closest cluster centroid, whereas anomalies are far away 

from their closest cluster centroid. 
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 They are in large and dense clusters, whereas anomalies belong to small or sparse 
clusters. 

The self-organizing maps (SOM) and K-means clustering anomaly detection 
approaches are based on the second assumption. The process of anomaly detection requires 
two steps: construction of clusters and calculation of the distance to the closest cluster 
centroid. One of the important advantages of the clustering methods is that they provide 
good results in the case of unsupervised learning. 

Statistical methods assume that normal data instances occur in high-probability 
regions of a stochastic model, whereas anomalies occur in the low-probability regions of 
the stochastic model. Examples of such methods include Gaussian mixture models [22] and 
Parzen windows [90]). The key disadvantage of statistical techniques is that they rely on the 
assumption that the data are generated from a particular distribution. This assumption often 
does not hold, especially for high-dimensional real-world data sets [40].  

The other group includes methods from information theory, spectral decomposition, 
visualisation-based methods and other methods. 

The third approach of anomaly/fault detection methods classification is presented in 
[91], in which anomaly detection methods are classified as statistical methods, data mining-
based methods, and machine learning-based techniques. Bayesian networks, principal 
component analysis, and Markov models are included in the machine-learning group. Data 
mining-based anomaly detection methods include classification-based methods, fuzzy logic 
techniques, genetic algorithms, neural networks, clustering, and outlier detection methods. 

It must be emphasized that application of one-class anomaly detection algorithms is 
usually required because of a lack of measurements related to real-world collapses: there 
are not many full-scale levee collapse experiments (e.g., the IJkdijk Consortium 
experiments [14]), and physical modelling is more cost-effective but still requires a great 
deal of effort. 

It is important to mention that algorithms of anomaly detection can be applied 
directly to the collected measurements but extraction of advanced features is required in 
most of the cases. In this case we can interpret this group of methods as a post-processing 
stage. The general data analysis scheme is presented in the next Section. 

3.2. General data analysis scheme 
The general approach for data analysis is presented in Figure 3.4. The first stage of 

data processing is the data complexity evaluation. This stage requires the collection of 
information about the quality of the gathered measurements, information about the rate of 
measurements (e.g., stability of measurements), the existence of jitters, and the existence of 
intervals with different measurement rates relative to the reconfiguration of the sensor 
network settings. Next, the time series is checked for gaps, which is required for evaluating 
the possibility of applying additional data processing methods. Equidistant measurements 
without gaps are required for applying most of the data processing methods. Depending on 
the evaluation results at this stage, the appropriate methods are selected at the 2nd stage, 
which is the pre-processing stage. Input data for this stage is “raw” if any of the above-
mentioned problems are detected. 
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The pre-processing stage is one of the most important stages in the data analysis 
chain. This stage includes the data normalization procedures, the synchronization of 
measurements (required for multidimensional data analysis), and gap filling operations that 
are based on the statistics collected during the “data properties evaluation” stage. After 
these procedures, the collected “raw” data can be transformed into data that are suitable for 
analysis. Time series decomposition, including de-noising and de-trending operations, also 
is usually applied at this stage. For different tasks and methods, different types of pre-
processing are required. The quality of the output data at this stage significantly influences 
the final results of the data analysis 

The feature extraction block (the 3rd stage of data analysis) is strongly connected 
with pre-processing. For example, if a method is applied for gap filling at the pre-
processing stage and decomposition is applied for this task time series, then these features 
(components) are already available for further analysis. In this study, the term “feature” can 
be interpreted as the result of any time series transformation. 

The extracted features (and/or data) are used for further post-processing (4th stage). 
At this stage, different methods can be applied. Based on the calculated metrics, the 
decision is made by the expert in the 5th stage. 
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Figure 3.4. Data processing scheme 

The evaluation of the data properties (Section 3.3) is described in this chapter with 
the pre-processing (Section 3.4), feature extraction (Section 3.5) and post-processing 
(Section 3.6) blocks. 

3.3. Data complexity evaluation 
Multidimensional sensor data are generally affected by different measurement 

sampling schemes (due to the different settings) and delays between the measurements 
(e.g., due to serial polling). In addition, gaps caused by a system disruption, a connection 
fault, or an individual sensor failure affect the multidimensional sensor data (Figure 3.5). 
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This affects make applying the data analysis methods across the entire time interval 
more difficult. The collection of this information is required for further pre-processing of 
the available data. 

 

Figure 3.5. Illustration of problems when using multidimensional sampling with a sensor 
from a real dike monitoring system: sampling of the Zeeland dike (gaps are shown). The 

blue circles represent the expected base rate of the measurements (300 seconds) and the red 
circles represent the actual measurement rates. The X-axis corresponds to the sample 

number and the Y-axis corresponds to the difference between the neighbour samples in 
seconds [99].  

The second possible task of this stage is the evaluation of the time series dynamical 
properties (Figure 3.6). During this stage, the qualitative properties of the time series are 
evaluated to select the appropriate data analysis for future stages. For this purpose, the 
nonlinear dynamics methods can be applied (e.g., Hurst exponent and fractal 
dimensionality). These methods can only be applied after the pre-processing procedure 
because they require an equidistant time series. 
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Figure 3.6. Data properties analysis scheme. 
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3.4. Data pre-processing 
When the data complexity is evaluated, the next step is the data pre-processing step 

(Figure 3.7). This step can be split in three subtasks, the creation of the common time grid 
(CTG) and filtering and decomposition. Additional details regarding each of these blocks 
are presented below. 
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Figure 3.7. Data pre-processing scheme. 

3.4.1. Common time grid 

Most of the signal processing algorithms or machine learning algorithms cannot be 
applied to data with unstable sampling measurements. Thus, gaps in measurements can 
result in a loss of information. 

These issues require a common time grid (CTG), where all sensor data are 
synchronized at the same moment in time (see Figure 3.8(a)). 

The main steps of this algorithm include the following (Figure 3.8(b) [99]):  
1) detection of the gaps in all of the sensor measurements according to the required 

rate in the CTG; 
2)  interpolation of the measurements on the CTG (e.g., linear interpolation, spline);  
3)  application of the gap-filling procedure; and 
4)  saving the synchronized measurements or the application of data analysis 

methods. 
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Figure 3.8. (a) Problems with multidimensional data interpretation for one object, process 
or system. Each sensor is associated with an array of measurements and an array of 

timestamps of the measurements: ∆t1..N ± ε1..N is a sampling of sensor 1…N, where N  is the 
number of sensor, ε1..N  is the sampling error (jitter), and ∆tCTG is the sampling of the 

common time grid. (b) Flowchart of the data pre-processing algorithm. 

One of the most important steps of the algorithm is the gap filling procedure. Well-
known techniques are available for data assimilation and are used in meteorology, including 
4d-var and 3d-var [76]. For gap filling, both methods require a predefined state space 
model of measurements and are based on the optimal linear estimation of the process state. 
The gap filling methods are compared in [84]. Four methods were tested in this study, two 
versions of the Lomb–Scargle algorithm with different windowing schemes, the 
Kondrashov–Ghil method, and the smoothing spline method. Singular spectrum analysis 
(SSA) can be used to accurately and reliably reconstruct a wide range of time series [68]. In 
this study, additional experiments are not performed because the early experiments showed 
that this method performed well. 

Singular spectrum analysis is a non-parametric spectrum estimation method, which 
allows the components of a signal (trend, periodic, noise) to be separated for further 
analysis. In addition, relative to the 3d-var and 4d-var approaches, the SSA-based gap 
filling does not require an estimation of the signal model. The SSA only deals with uniform 
sampled data. Linear interpolation was performed before application of the gap filling 
procedure. 

The SSA gap filling steps are presented below (Figure 3.9). 
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1) Initialize a signal (interpolated on a common time grid) and a number of SSA 
components for gap filling. 

2) Perform signal pre-processing by subtracting the mean from the signal (centring) 
and filling the gaps with zeroes. 

3) Next, a SSA gap filling procedure is performed. In the outer loop, the next SSA 
component is added to the first reconstructed component (for a selected number of 
components). Then, SSA and inverse SSA in the inner loop are performed until the 
convergence criterion in the gaps is met and until the best estimate of the second 
reconstructed component is obtained. The convergence criterion is a ratio of the 
variance of the difference between the previous estimations and the present 
estimation. If this ratio is less than a specified level, then the next component is 
added and the outer loop is performed. This procedure is performed for a selected 
number of SSA components. This procedure is performed for a selected number of 
SSA components. 

Gap filling results using the SSA method are presented in Figure 3.10. 
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Figure 3.9. Flowchart of gap-filling with singular spectrum analysis (SSA). 
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Figure 3.10. The results of the Singular Spectrum Analysis (SSA) based gap filling for the 
water level sensor. The green line is the signal after interpolation on the Common Time 
Grid (CTG) and the red line is the result obtained from gap-filling the signal. The X-axis 

represents the discrete time step number, with a time step of 5 minutes for 2 weeks of 
observations. The Y-axis represents the water level (meter). 

3.4.2. Filtering 

One of the main goals of data pre-processing is noise reduction. Signal 
characteristics (e.g., position, height and width of the peak at some interval of a time series) 
can be extracted from filtered signals with a better accuracy.  

The following methods were used for data filtering: wavelet de-noising (Daubechies 
wavelet with 4 vanishing moments, a universal threshold and a hard threshold) ([78] and 
[45]), L1 smoothing [66], Hodrick-Prescott filtering (HP) [54], Singular Spectrum Analysis 
(SSA) with a window length 50 [46], and moving average (MA).  

To test these methods, a synthetic sensor signal was generated (see Figure 3.11), 
which contained discontinues and periodic functions that were similar to those observed in 
the real sensor data, with three intervals with linear trends and sine waves of different 
frequencies (black colour). In addition, the white noise and outliers were added (green 
colour) [104]. 

0 0.2 0.4 0.6 0.8 1 1.2 1.4 1.6 1.8 2

x 10
4

0

20

40

60

80

time

va
lu

e
s

 

Figure 3.11. Synthesized sensor signal (black colour), added white noise and outliers (green 
colour) [104]. 
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The results of the smoothing “jumps” and outliers are presented in Figure 3.12 and in 
Figure 3.13. 

1.292 1.294 1.296 1.298 1.3 1.302 1.304 1.306 1.308 1.31 1.312

x 10
4

12

14

16

18

20

22

24

26

28

Smoothing of 'jumps'

time

va
lu

e
s

 

 

noisy signal
wavelet
l1
hp filter
SSA
MA
signal

 

Figure 3.12. The results of the data “jumps” smoothing. 
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Figure 3.13. The results of outlier smoothing. 

The root mean square error (RMSE) (see Equation (C.19)) values are shown in Table 
1. 

Table 1. Root mean square error for the different methods 
 Wavelet l1 hp SSA MA 

RMSE 0.23 0.24 0.49 0.50 1.18 
 
While the RMSE for the wavelets is better than the other methods and does not 

distort the data in the jump area, the method also includes the outliers with the nearest noise 
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into the smoothed signal. L1 smoothing is often sharp at the local extremes, but nearly 
retains the “jump” area. The HP, SSA and MA methods have smooth surfaces. In addition, 
the HP and SSA methods result in smooth jumps that remain visible. Furthermore, the MA 
method shifts the “jump” area of the signal. 

For the data with complex behaviours, the best smoothing can be obtained by using 
wavelets, which performed well for processing data with jumps. To improve the 
performance of the wavelet in the presence of outliers, the algorithm parameters can be 
adjusted or other methods can be applied [104] . 

3.4.3. Time series decomposition 

In general, a time series can be represented as a combination of the following 
components [25]:  

 The trend component (denoted as Tt, where t stands for a particular point in time) 
is considered as an annual component that describes dike behaviour in general. 

 The cyclical component (Ct) represents the day/night and high/low tide cycles that 
can be easily detected by the water-pressure sensors. This component explains the 
short-term deviation of the time series. 

 The seasonal component (St) includes seasonal changes in the behaviour of the 
time series and long-term cycles, such as the moon cycle (approximately 30 days). 

 The irregular component (It) or “noise” describes the random and irregular 
influences. This component includes the accuracy of the available measurements. 

All of the components can be combined together to obtain: Xt=f(Tt,Ct,St,It), where Xt 
is the observed value of the time series at time t. In addition, differences between cyclical 
and seasonal components can be described because the cyclical components do not have 
stable periods like the seasonal changes do [60]. 

There are two general approaches for presenting the time series as a composition of 
the components [57]: 

 The additive model, Xt=TCt+St+It, where TCt, is a combined trend-cyclical 
component. 

 In addition, the multiplicative model is written as follows: Xt=Tt*Ct*St*It. 
An additive model is appropriate if the magnitude of the seasonal fluctuations does 

not vary with the series level. The multiplicative model is more appropriate when the 
seasonal variation increases with time [60] .  

The time series decomposition is required for the following operations:  
 separation of trends, harmonics and noise for further data analysis (MODWT, 

CWT, SSA); and 
 separation of the daily-seasonal-annual (DSA) components to obtain a more 

detailed analysis of the external factors that influence dike behaviour. 
We have applied DSA decomposition [94] (see Figure 3.15) based on the maximum 

overlap discrete wavelet transform (MODWT) [93] to Stammer dike (see Section 2.3) using 
air temperature data from the SD AIR (Y1) sensor (Figure 3.14). This sensor was selected 
because the temperature includes the cyclical (day/night) and seasonal components. 
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Figure 3.14. Air temperatures measured at Stammer dike using the SD AIR (Y1) sensor. 
The x-axis represents the discrete time step number, with a time step of 1 hour between the 

measurements for three months of observations (since 9th of September till 2nd of 
December).  

The main goal of DSA is to analyse the decomposition of a time series using 
MODWT in the time-frequency domain and to add the levels related to the daily (in 
frequency diapason until 1/24 hours), seasonal/monthly (1/720 hours), and annual/sub-
annual (1/2200 hours) components. This idea is presented in Figure 3.15. 
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Figure 3.15. Daily-seasonal-annual (DSA) time series decomposition concept.  

The results from using this approach application are presented in Figure 3.16. Each 
of the components can be independently used for further analysis independently. Figure 
3.16(c) shows how the annual component is related to the air temperature signal. Please see 
Appendix C.3 for additional details 
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Figure 3.16. The daily-seasonal-annual (DSA) decomposition of the air temperature sensors 
at the Stammer dike location. (a) Sum of the 1-4 levels presented for the daily component. 
(b) Sum of the 5-9 levels presented for the seasonal component. (c) Sum of the other levels 
presents for the annual component. The blue line represents the annual component and the 

red line represents the initial time series.  

3.5. Feature extraction 
The term “Feature”, as it was previously described in Section 3.2 is a result of any 

time series transformation. Figure 3.17 presents our interpretation regarding the 
functionality of this block. 

Statistical properties can be calculated for one/multidimensional input data, 
particularly for raw data or for data that were extracted during the pre-processing stage of 
the time series components.  

Nonlinear dependencies between the variables can be checked using regression 
analysis. If model construction is sufficient for imputing environmental conditions, it 
should be possible to evaluate the dike behaviour by only using the data-driven methods. 

The features that were extracted by applying various methods can be used for further 
tracking by using advanced techniques. Different levels of CWT or MODWT 
decomposition can be used independently for additional analysis. 
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Figure 3.17. Feature extraction scheme.

3.6. Post-processing 

3.6.1. Neural Clouds  

In this study, we describe the Neural Clouds (NC) [72] method from the branch of 
Statistical and Clustering methods (see Figure 3.3). The NC belongs to the “multivariate 
data analysis” block (Figure 3.2). A comparison of this method with the Gaussian Mixture 
and Parzen windows methods is presented in [72] . 

The core of the NC classification agent (single classification algorithm) is a 
combination of the advanced k-means (AKM) clustering algorithm and the extended radial 
basis function (RBF) network [72] approaches. AKM is a modification of the well-known 
k-means algorithm with an adaptive calculation for the “optimal” number of clusters. 

The AKM itself consists of the following steps. 
1) Set an initial number of K centroids and the maximum and minimum bounds. 
2) Use the k-means algorithm to position the K centroids. 
3) Insert or erase the centroids according to the following premises  

a) If the distance from a data point to the nearest centroid is larger than a certain 
threshold, a new centroid must be generated. 
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b) If any cluster consists of less than a certain number of data, the corresponding 
centroid must be removed. 

c) If the distance between some centroids is smaller than a certain value, then the 
centroids must be clustered into one centroid. 

4) Loop to step 2 unless a certain number of epochs is reached, or if the numbers of 
centroids and their coordinates have become stable. 

The outputs of the AKM algorithm are centres of clusters that represent historical 
data related to the “normal” behaviour (training period). After all of the cluster centres have 
been extracted from the input data, the data are encapsulated with the hyper surface. For 
this purpose Gaussian distributions, or the so-called “Gaussian bells”, are used. 

  2

2

2
imx

i exR





        (1) 
where mi is the centre of the Gaussian bell, σ is the width of the Gaussian bell, and x 

is the input data. 
This constructed mechanism could be described in the form of a radial basis function 

network, as shown in Figure 3.18. After such a network is manually trained by tuning 
parameters on the measured data, it can be used to estimate the confidence level for new 
measurements. The centres of the AKM clusters become the centres of the corresponding 
Gaussian bells (Figure 3.18– L1 part). The sum of the Gaussian bells is calculated to obtain 
the encapsulating surface. The sum of the Gaussian bells can equal unity when the bells 
overlap. 

The confidence value is calculated using Equation (2). 
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Here Ri(x) represents the Gaussian bells that are defined in Equation (1) and g0 is a 
global factor (more details in [72]). 
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Figure 3.18. Radial Basis Function network representation. The L1 portion represents the 
Gaussian bells, the L2 part represents the superposition of the Gaussian bells, and Pc 

represents the confidence level. 

The confidence values (Pc) that were calculated using Neural Clouds were between 0 
and 1. The confidence value can be interpreted as the “membership function”. A new 
multidimensional point is checked if it is related to the clusters of the previously known 



36                                              Chapter 3 Data Analysis and Anomaly Detection Approach 

 

normal behaviour. Confidence values near 1 reflect normal behaviour, while values near 0 
reflect anomalies. The final decision-making depends on expert knowledge or the expert 
model. 

The NC encapsulates all of the previously known configurations of the selected 
parameters for a given training period (Figure 3.19). After training, the NC calculates a 
confidence value for each new state of the dike and describes the confidence value of 
normal behaviour. 
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Figure 3.19. (a) Example of the application of Neural Clouds to 2-D data. The red points 
represent measurements that are incorrectly classified by the “box” approach. (b) A 3-D 

presentation of the confidence values of the normal behaviour of the object. Values near 1 
are related to normal behaviour, while values near 0 are interpreted as anomalies.

3.7. Description of the anomaly detection 
concept 

3.7.1. One-side classification approach 

The basic idea of applying Neural Clouds for complex system monitoring is based 
on using a single classification instance for detecting the deviations of behaviour from the 
normal state of the entire system. We extend this approach by introducing a set of 
classification agents that are trained and used independently to spot anomalies.  

Each one-sided classification instance uses raw or pre-processed data (Figure 3.20). 
Multidimensional sensor measurements can be grouped according to their physical 
redundancy. In this case, neighbouring sensors, sensors from the same cross-section or 
sensors measuring the same physical parameters can be combined using a one-side 
classifier. In addition, analytical redundancy between the sensors can be used to group 
measurements. When linear/nonlinear dependencies are detected for a historical period, the 
sensors will be grouped together. In this case, the stability of the detected dependency 
should be monitored [99].  

Various data analysis methods can be used for feature extraction (Figure 3.20), 
which can be classified into time, frequency or time-frequency domains. Fast Fourier 
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transform (FFT) is related to the frequency domain. An improved version of FFT, short 
time Fourier transform (STFT), can be applied for extracting time-frequency features. In 
this study,cwe applied FFT, STFT, continuous wavelet transform (CWT), and maximum 
overlap discrete wavelet transform (MODWT) analyses at feature extraction stage.  
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Figure 3.20. Abnormal behaviour detection methodology for the dike based on one-side 
classifiers.  

3.7.2. Transfer function approach 

The second anomaly detection approach is model-based. The benefit of this approach 
is that a high-accuracy model can be constructed that predicts the "normal" behaviour of a 
complete sensor system. The deviation of the sensor data from this "normal" model output 
can be detected easily. In addition, the development of a high-quality model is challenging. 

The approach used in this work is called transfer function (TF) modelling. If an 
accurate model is constructed and the input signal behaves normally, the comparison of the 
model output with the sensor readings detects anomalies in the output real sensor (Figure 
3.21(a)). The same approach can be used for sensor modules that measure several physical 
parameters at the same point (Figure 3.21(b)). In this case, the sensor measurements can be 
cross-validated [102] .  

The descriptions of the models that are applied for transfer function modelling are 
presented in Appendix C.5 and C.6. Both approaches are described in the next Section. 
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Figure 3.21. (a) Transfer function (TF) between the different sensors. (b) TF between the 
physical parameters in one sensor module. u is the input sensor signal, y is the output sensor 

signal, y* is the model output, and e is the output error [102]. 
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3.8. Description of the data processing 

3.8.1. FFT and STFT components analysis 

A data analysis scheme that uses fast Fourier transform (FFT) and short-time Fourier 
transform (STFT) is presented in Figure 3.22. The first standard operation is measurements 
synchronization. FFT transforms time series from the time domain to the frequency 
domain. All of the obtained coefficients are applied for further analysis (analysis of 
amplitudes). The FFT coefficients are calculated once for the whole period. For the 
obtained spectrum, the amplitudes of components can be checked, or the amplitudes of only 
the base components may be considered. Base frequency extraction can be performed by 
applying the relevant procedure or expert recommendation. For several sensors, pair-wise 
phase shift (see Appendix C.1) calculation procedures can be applied. These static metrics 
can give information about the delay between signals for each frequency of the spectrum 
for the whole period. 

Tracking the dynamics of the amplitudes of components can be performed by 
applying STFT. In this case, a time-frequency representation of the signal can be obtained. 
Tracking in time the number of base components, distribution of base frequencies in the 
spectrum (e.g., the number of base components can be stable, but the frequencies of the 
components can still change in time), and amplitude of each component of the selected 
stable base frequency can be performed by applying an empirically based or expert-defined 
threshold (supervised tracking block) or by application of unsupervised methods (e.g., a 
one-side classifier approach). Phase-shift monitoring between pairs of sensors provides the 
dynamics of delays between arrays of measurements. These spatial-temporal features can 
also be used as input for one-side classifiers. 
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Figure 3.22. Short-time Fourier transform (STFT) and fast Fourier transform (FFT) 
component analysis scheme. 
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3.8.2. CWT and MODWT components analysis 

A data analysis scheme that uses wavelet-based methods is presented in Figure 3.23. 
The scheme presented below involves 4 different data flows. The first data flow includes 
the denoised data. For this purpose, MODWT is applied. The DSA data flow refers to 
decomposition of the time series into daily, seasonal, and annual components, which are 
used for further analysis by other methods. The third and fourth data flows are levels of 
decompositions of CWT and MODWT. 

Wavelet anomaly detection techniques are based on the analysis of variations in the 
wavelet coefficient magnitudes with time and across scales.  

Changes in the CWT and MODWT coefficients with time can be tracked using a 
universal threshold (see Appendix C.4) or a one-side classifier (neural clouds). The tracking 
coefficients procedure is based on detection of increasing or decreasing wavelet magnitudes 
modules across scales. MODWT decomposition is used for the computation of DSA 
components (see Appendix C.3).  

The extracted features are used for further analysis by a one-sided classifier or expert 
for decision-making (in all cases). 
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Figure 3.23. Continuous wavelet transform (CWT) and maximum overlap discrete wavelet 
transform (MODWT) components analysis scheme.  

3.8.3. Transfer function analysis 

A scheme of transfer function analysis is presented in Figure 3.24. After 
measurement synchronization is performed, a model in which one or several sensors are 
used as input and one or several sensors are used as output should be constructed. 

The parameters of the linear regression model can be updated using a sliding 
window and used as input for the one-sided classification approach. 
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Figure 3.24. Transfer function analysis scheme.

3.9. Conclusions 
State-of-the-art in application of the data-driven methods for the tasks of condition 

monitoring and environmental monitoring is described in this chapter.  
The general data analysis scheme is presented (Section 3.2) in several stages. If gaps 

are detected and/or the data are asynchronous, the relevant data pre-processing procedures 
must be applied in the next stage. In this case, common time grid and gap filling procedures 
are used. Even if the raw data do not exhibit these problems, data filtering and time series 
decomposition must be applied in the second stage. An application of most of the data-
driven methods without this pre-processing procedure is impossible. All the mentioned 
above items describe the first scientific objective: investigation of raw sensor data 
properties. In the third stage, the relevant features are selected. These can be features from 
time, frequency or time-frequency domain. The pre-processed data can be used directly in 
the post-processing steps. 

The second scientific objective (investigation of different variants of construction of 
anomaly detection approach) is covered in this chapter (see Sections 3.7 and 3.8). Two 
different approaches can be applied at the post-processing stage: the one-side classification 
approach (e.g., Neural Clouds [72]) and the modelling approach (e.g., artificial neural 
networks). These approaches lead to different anomaly detection approaches. The first 
approach is based on the application of a set of one-side classifiers. The Neural Clouds 
approach is a clustering-based anomaly detection approach that is based on an updated 
version of the k-means algorithm (referred to as the advanced k-means (AKM) algorithm). 
Data that are related to the normal behaviour of the object are required for training this 
component. This requirement is important because the measurements that are related to the 
abnormal behaviour of the object are not generally available (levees are usually stable) or 
an expensive simulation of the levee collapse must be conducted using the physical 
modelling approach. 

The trained instance of a one-side classifier is used next for the testing phase 
(operational phase when the stream of the on-line measurements is analysed). If the new 
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multidimensional point that was verified by the Neural Clouds does not belong to the 
clusters of the previously known normal behaviours, the calculated confidence value of the 
normal behaviour will be low (close to 0). Otherwise, a high confidence value is produced 
(close to 1). 

The second approach requires the construction of a model using artificial neural 
network. The most complicated task is the construction of a qualitative model. 

For both approaches, it is important that the data are pre-processed. During pre-
processing, gaps should be excluded and the measurements should be synchronised.  

The results of application of the described above data processing schemes are 
presented in the next chapter 
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Chapter 4. Results of the Anomaly Detection* 

This chapter presents the results from applying the sensor data analysis and anomaly 
detection approaches (described in Chapter 3) to the dams listed in Chapter 2. 

4.1. Stammer dike non-destructive macro-
stability experiment 

4.1.1. Description of the experiment 

One of the dike failure mechanisms is the macro-instability of the slope. This 
mechanism has been extensively studied. For example, during the IJkdijk experiments in 
2008 [8], a full-scale levee crashed due to the high water content inside of the dike and the 
heavy load placed on top of it. 

The Stammer dike in Amsterdam (the Netherlands) was equipped with a detailed 
network of GeoBeads sensors that continuously measure pore water pressure, temperature 
and inclination (see Section 2.3). Sensor modules were installed in two cross-sections at 
depths of up to 10 m below sea level in the different soil layers (sand, clay and peat). 

During the “macro-stability” test that was performed at the Stammer dike, a heavy 
load was placed on the dike. The objective of this test was to determine the ability of the 
installed sensor network to translate the influences of external circumstances on the levee 
stability. This situation is suitable for testing the detection of abnormal behaviour. 

4.1.2. Results of the anomaly detection 

Some of sensors indicated the influences of the additional load on the dike. For 
example, the SD_1A1_322(Y1) and SD_1C2_540(Y1) inclinometers, which were used to 
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measure the relative degrees on inclination (relative to the reference time and averaged over 
1 day) of the GeoBeads suggested the presence of an additional load. Here, “SD” stands for 
Stammer Dike, “1” is the cross-section number, “C2” is the sensor location, and “540” is 
the depth of the sensor in centimetres. Figure 4.1(b) and Figure 4.1(c) show that the 
placement of the additional load on the dike three times was successfully detected by the 
selected sensors. Three rapid changes are depicted in the graphs related to the placement 
(time steps of 2238, 2711, and 3012) and removal (time steps 2607, 2866, and 3140) of the 
load [105].  

These anomalies were detected using the anomaly detection approach, which is 
based on the application of one-class classifiers (Neural Clouds) (see Figure 4.1(a)). The 
data related to the normal mode were used as the training set (blue colour). The test set 
includes data with anomalies and “normal” data (black colour). Figure 4.1(a) shows that the 
suggested approach is able to detect this type of anomalies. When the confidence values are 
near 1, the data are “normal”, and when the confidence values are near 0, anomalies 
occurred.  

0 500 1000 1500 2000 2500 3000 3500 4000
0

0.5

1
Confidence value of normal behaviour

0 500 1000 1500 2000 2500 3000 3500 4000
0

0.2

0.4

0.6

0.8
SD_1A1_322(Y1), relative inclination (degree)

0 500 1000 1500 2000 2500 3000 3500 4000
0

0.1

0.2

0.3

0.4
SD_1C2_540(Y1), relative inclination (degree)

(a)

(b)

(c)

t

t

t

detected anomalies

Placement of 
additional heavy load  

Figure 4.1. (a) Confidence values of the normal behaviour of the dike that were calculated 
using Neural Clouds for the 2 parameters presented in “b” and “c”. (b) and (c) illustrate the 
relative inclination (in degrees relative to the reference times averaged over 1 day). The NC 
training period was conducted between the time stamps of 1 and 2054 and the testing period 

was conducted from 2055 to 3735. The x-axes for (a), (b), and (c) represent the discrete 
time step number, with a time step of 10 minutes between the measurements.

The input data from the two selected sensors were pre-processed and the 
measurements were normalised. The pre-processed dike measurements were used as inputs 
for training the Neural Clouds (NC). The training set (Figure 4.1) was encapsulated by the 
NC (Figure 4.2) [105] . 
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Figure 4.2. The confidence levels of the Neural Clouds are represented by the 3D surface. 

4.2. Zeeland dike non-destructive piping 
experiment 

4.2.1. Description of the experiment 

The non-destructive piping experiment was organized by simply cutting off the 
pump. Thus, the water flow through the dike was not controlled by the pump [103].  

Anomalies in the Zeeland dike (see Sub-Section 2.3.5 for more details regarding the 
levee) measurements are presented in Figure 4.3. For the pump, two off/on anomalies were 
present. In addition, one outlier was related to an unknown behaviour [99]. 
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Figure 4.3. (a) “P1” sensor for water level (in meters). (b) Enlarged version of the “P1” 
sensor [99]. 
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4.2.2. First results 

The one-class classification anomaly detection approach was applied to detection 
abnormal behaviour. The Neural Clouds were trained on 6 parameters, T (Figure 4.4(d)), P1 
(Figure 4.4(b)), P2 (Figure 4.4(c)) and the moving averages of each of the parameter. The 
NC classifier was trained on the normal data (the blue colour in Figure 4.4). The remaining 
data were used for testing the NC. The NC detected a portion of the signal that was related 
to turning off the pump in Figure 4.4(a) (starts at point 5410), which can be interpreted as 
the development of the piping in the dike or as abnormal behaviour. Low confidence values 
were obtained for the period of 2864-3712. According to visual inspection of the available 
data, this result can be interpreted as a sensor fault or as some activity in which the sensors 
did not behave normally [103] . 

The suggested anomaly detection approach is able to identify dike anomalies and 
unknown behaviours that result from sensor fault. However, false alarms occurred between 
3500 and 5500 (Figure 4.4(a)). To improve the quality of the one-side classification 
approach, the features from the available measurements should be extracted. 
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Figure 4.4. Confidence values calculated by the Neural Clouds for 6 parameters. (a) 
Calculated confidence values of the normal dike behaviour. (b) and (c) represent the water 
level sensors (in meters), (d) illustrates the temperature sensor (degrees Celsius). The NC 
training period was conducted between time stamps of 1 and 1552 and the testing period 
was from 1553 to 6551. The x-axes for (a), (b), (c), (d) represent the discrete time step 

numbers, with a time step of 5 minutes between the measurements. 

4.2.3. Feature extraction 

One of the methods used for feature extraction is related to the frequency domain 
method and is referred to as fast Fourier transform (FFT). FFT was used for analysing the 
“P1” sensor measurements. Two base frequencies were extracted from the FFT spectrum at 
6 and 12 hours (Figure 4.5(b)). The extracted base frequencies can be used to select the size 
of the sliding window for use in other methods. The selected window size should not be 
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smaller than the period of the lowest base frequency (in this case, 12 hours or 144 
measurements) [103], [99] . 
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Figure 4.5. (a) Fast Fourier Transform (FFT) spectrum of “P1” (water level (meter)). (b) 
Enlarged portion of (a). 

The portion of the “P1” values that are presented in Figure 4.3(b) was used for short 
time Fourier transform (STFT) analysis (Figure 4.6), continuous wavelet transform (CWT) 
(Figure 4.7), maximum overlap discrete wavelet transform (MODWT) analysis (Figure 
4.8). During the application of STFT (Figure 4.6), anomalies were detected in time intervals 
where rapid increases or decreases were observed in the amplitudes of the base frequencies 
(Figure 4.6(b)). Anomaly detection can be conducted by only monitoring one base 
frequency (12 hours). This process simplifies the use of STFT for the automatic detection 
of anomalies in a dike. 
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Figure 4.6. For the interval of 18/03/2011 to 07/04/2011: (a) enlarged sensor measurements 
with anomalies; and (b) short time Fourier transform (STFT) spectrum near the anomaly. 
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Continuous Wavelet Transform (CWT) represents a signal in the time–frequency 
domain. CWT has a higher time–frequency resolution than STFT and provides more 
accurate features than STFT [78]. 

The simulation parameters were the following: the “Morlet” wavelet type was used; 
the scale of decomposition was 1:4:256 (each 4th scale is presented, for a total of 256 levels 
of decomposition)). Both modes (pump-off and unknown behaviour) can be detected by a 
rapid increase in the modules or by an increase in the variance of the CWT coefficients 
(Figure 4.7(c) – boxes #1 and #2). Figure 4.7(b) shows that a rapid change occurred in the 
local mean of the signal when the pump was off (boxes #1-4). Such signal behaviour affects 
the small scales (high frequency, e.g., from 1 to 50) of the wavelet coefficients [124]. 
Unknown behaviour (long outliers) and short outliers can be detected at small scales using 
the same method (Figure 4.7(b)). 
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Figure 4.7. (a) “P1” sensor measurements. (b) Continuous wavelet transform (CWT) 
spectrum near the dates with abnormal behaviours (18/03/2011 to 07/04/2011) enhanced 

from (c). (c) CWT spectrum of the signal (a). 
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The MODWT coefficients (see Appendix C.2) are presented in Figure 4.8. The top 
plot presents the signal decomposed by MODWT, and the levels of decomposition are 
presented from the 1st level (the second sub-figure) to the 7th level (bottom sub-figure). 
The dashed horizontal lines in all of the MODWT coefficient plots indicate the universal 
threshold (see Appendix C.4). If the value is out of the threshold, it can be interpreted as an 
outlier or as abnormal behaviour for the time stamp [124]. 
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Figure 4.8. Top panel: sensor measurements near the dates with abnormal behaviours. 
Including, the other subpanels, the maximum overlap discrete wavelet transform 

(MODWT) coefficients with W1-7 per level (solid curves) from the top (1st level) to the 
bottom (7th level) and the universal threshold (dashed lines). 
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MODWT requires less computational effort than CWT. Decreasing frequency (a 
higher decomposition level) causes a decreasing frequency resolution. However, a good 
time–frequency representation of the signal is available (in comparison with CWT). 
MODWT is comparable to STFT regarding the amount of time required for calculation. 
The detection of anomalies based on monitoring the STFT coefficients is a difficult task 
relative to the detection of anomalies based on monitoring the MODWT or CWT 
coefficients because it requires the automatic detection of the base frequencies in the FFT 
spectrum. In addition, STFT provides a worse resolution than CWT and MODWT. 
According to the results presented in this section, MODWT was selected as the most 
appropriate extraction method for detecting anomalies based on the computational costs and 
the resolution quality requirements. In this case, the 6th and 7th decomposition levels 
revealed the anomalies that were produced during the pump-off mode (Figure 4.8). Further 
analysis is presented in the Sub-Section 4.2.4. 

4.2.4. Anomaly detection using feature extraction 

In this Sub-Section, the one-side classification approach is applied to the features 
extracted from the available measurements. First, the multi-dimensional data were pre-
processed (synchronized). Feature extraction (MODWT, “la8” (least asymmetric) type, six 
levels of decomposition) was applied to the water level sensor (“P1”) (Figure 4.9(a)). The 
coefficients of the 6th level of decomposition (Figure 4.9(b)) and the coefficients of 
approximation of the 6th level of decomposition (smoothed version of the signal at the 6th 
level of decomposition) (Figure 4.9(c)) were used as inputs for the one-side classifier (NC). 
The calculated confidence values are presented in Figure 4.9(d). Portions of the time series 
are circled (dashed lines) in (Figure 4.9(b) and (c)) and were used as the training set. The 
remaining data were used as the test set. The training set was selected according to the 
available data with normal behaviour. Intervals with known anomalies were excluded from 
the training data set based on expert judgment. Next, the intervals with abnormal behaviour 
were used in the test set with the other normal test data. 

Figure 4.9(d) shows that the suggested approach allows for the detection of 
anomalies in the levee behaviour (dashed boxes numbered 1–3), including the pump off 
(for box #2) and the unknown behaviour (boxes #1 and #3). Box #5 contains a signal with 
different time–frequency properties (increased amplitude relative to the rest of the signal). 
Expert knowledge is required for correctly interpret this change in the time series 
properties. 

In addition, Figure 4.9(d) illustrates that expert knowledge is required. The anomaly 
in box #5 could be classified as normal or alarming behaviour by an expert. In addition, the 
detected abnormal data could be related to a previously unknown normal behaviour. In this 
case, the detected anomaly would be interpreted as an alarm. However, the new normal data 
could be added to the training set so that the system will not generate a false alarm if a 
similar behaviour is detected in the future. The use of a training set that was prepared by an 
expert or by a physical model is important to ensure the overall robustness of the system. 
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Figure 4.9. (a) Initial signal is represented by P1 (water level [m]). (b) Coefficients of the 
6th level of decomposition (W6). (c) Coefficients of approximation of the 6th level of 

decomposition (V6). (d) Results from applying NC. The dashed circles in (b) and (c) show 
the training sets and the lines not covered with circles show the test set. 

The anomalies detected in box #4 were enlarged in Figure 4.10. Real faults occurred 
in the time series (due to unknown reasons) that were identified by the one-side classifier. 
The anomalies in the wavelet coefficients were wider than the anomalies in the sensor data 
due to the boundary effects. 
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Figure 4.10. Enlarged portion of Figure 4.9 (box #4). (a) The initial signal is represented as 
P1 (water level [m]). (b) Coefficients of the 6th level of decomposition. (c) Coefficients of 

approximation of the 6th level of decomposition. (d) Results from applying NC. 

4.2.5. Results and conclusions 

The detection of anomalies in the non-destructive piping experiment at Zeeland dike 
was successful when the pre-processed data were subjected to the Neural Clouds method. 
In this case, the data quality was acceptable, but the feature extraction stage was required 
before the one-side classifier usage. Several time-frequency methods were considered, 
including STFT, CWT, and MODWT. The MODWT method is the most suitable method 
from a computational aspect. The MODWT coefficients were used as input values for the 
one-side classifier to increases the overall quality of the anomaly detection system. Our 
approach provides a robust method for monitoring the time–frequency properties of 
measured parameters. The successful detection of real-world anomalies proved the 
usefulness of this suggested concept. 

The produced anomalies were relatively evident based on the increasing mean values 
and amplitudes of the water levels that were detected by the P1 sensor. A series of 
experiments in which the pump capacity is varied from 0 to 100% in a series of steps would 
be useful for evaluating the sensitivity of the developed anomaly detection system. The 
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developed approach will be tested for other potential mechanisms of levee collapse (another 
type of anomalies). Automatic selection of the parameters used in the signal processing 
methods must be explored. 

The qualities of the anomaly detection methods can be evaluated using four 
variables, true positive Tp (correct identification of normal behaviour), true negative Tn 
(correct identification of an anomaly), false negative Fn (normal data are classified as 
abnormal), false positive Fp (abnormal behaviour is classified as normal) [64]. 

We assume that the dike behaves normally for most of the period because it was 
stable for a long period and all changes occurred slowly. We identified several intervals 
with abnormal behaviour (including two experiments with the pump off, Figure 4.9, box 
#2). In addition, intervals of abnormal behaviour occurred when there were problems with 
the sensor values (a frozen communication problem, Figure 4.9, boxes #1 and #3). All of 
these anomalies were identified. The short (not evident) anomalies are presented in Figure 
4.9 (box #4) and the enhanced version is presented in Figure 4.10. The alarms were 
generated from problems in the data. Thus, the Tp can be interpreted as 100%, or near 
100%. 

As expected, the data were mainly classified as normal, which indicates that the Tn 
was high. The concrete value could only be assessed after the expert evaluation of the 
anomaly presented in Figure 4.9 (box #5). In this case, the Tn will probably be greater than 
80%. 

The final evaluations of Fp and Fn depend on expert judgment. A small number of 
short-time alarms were detected that were not considered critical. To improve the overall 
reliability of the system, we suggest introducing a parameter that will filter out short 
duration alarms. 

4.3. Analysis of the Rhine levee data 
Descriptions of the sensors that were installed into the Rhine levee are presented in 

Sub-Section 2.3.3. 

4.3.1. Analysis of the Alert Solutions measurements 

The pore pressure measurements that were gathered from the Alert Solutions sensors 
were converted to the water level values (Figure 4.11). Each colour corresponds to a specific 
sensor (for example, the “E2” sensor is marked with red in Figure 4.11 and Figure 2.11). 
There are two lines per sensor, a straight horizontal line indicates the depth of the sensor 
installation and curved lines show the water head above the depth of the sensor. If the water 
level is above the straight line, then this sensor is “covered” with water [100], [101]. 

The two boxes drawn with green dotted lines in Figure 4.11 indicate the dates when 
the water level was higher than the ground water level (G1 sensor), including the 9th of 
January, 2012 (the 1st box) and the 25th of January, 2012 (the 2nd box). These peaks 
correspond to the peak Rhine water levels of 820 and 710 cm [7]. According to the reported 
data, although the levee was wet, the “strong seepage flow (>10−4 m/s) can be excluded.” 
The Alert Solutions sensors were useful for classifying the levee behaviour (dry/wet). If the 
piping begins near the GeoBeads sensors, it will be detected easily. A GTC Kappelmeyer 
fibre optic sensor should be used to test for leakage between cross-sections. 
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Figure 4.11. Alert Solutions pore pressure measurements converted to water level [m] 
relative to the NAP level (Y-axis). The X-axis corresponds to the number of time stamps at 

a rate of 1 each hour (from November 2011 to February 2012).  

4.3.2. Analysis of the GTC Kappelmeyer measurements 

In this section, we describe the collected GTC Kappelmeyer temperature 
measurements and the associated analyses. The fibre optic heating process is presented in 
Figure 4.12. As previously mentioned [7], the levee’s condition is normal because no 
piping was detected.  
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Figure 4.12. The amount of time required for the GTC Kappelmeyer fibre optic cable to 
heat up in the Rhine levee. The X-axis corresponds with the length of the cable (m) and the 
Y-axis corresponds with the temperature (Celsius). The colours indicate the temperatures 

across the fibre optic cable with time. 
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The only phenomena in the collected temperature measurements that could be 
interpreted as an anomaly occurred in a 15 m wide area (the dotted box in Figure 4.12) of 
the unsaturated soil. Thus, the soil contains holes that contain air. Air has a high insulation 
quality because it has a low thermal conductivity (~0.4 W/m/K). Thus, the presence of air 
results in higher temperatures. The temperature across the entire cable was generally the 
same during the heating process (approximately 28–30 degrees). However, the temperature 
was much higher from 209–221 meters (fibre optic cable length). 

This anomaly can be represented as two rapid changes in the spatial observations. 
Different approaches can be used to detect such rapid changes in a time series (e.g., 
Student’s T-test) [39]. A detailed overview of more advanced detection methods is 
presented in [33]. In [127], wavelets were used to detect abrupt faults. Wavelets were used 
to analyse the water temperature measurements from the Wivenhoe Dam in [94].  

The maximum overlap discrete wavelet transform (MODWT) method was used as a 
feature extraction method for the data analysis of the Rhine Levee. Overall, 8 levels of 
decomposition (“la8” represents the least asymmetric wavelet with 8 levels of 
decomposition) are presented in Figure 4.13.  

The coefficients corresponding to the third and fourth levels of decomposition 
(Figure 4.13) after pre-processing were used as input values for the one-side classifier. 
Measurements that were related to the cold fibre and were collected during the first several 
minutes of heating were used for the NC training.  
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Figure 4.13. The results from applying the maximum overlap discrete wavelet transform 
(MODWT). The X-axis corresponds with the length of the cable (m), and the Y-axis 

corresponds to the temperature (degrees Celsius). 
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Values in the spatial time series after 10 minutes of heating (Figure 4.14 (a)) are 
presented as normal or abnormal points in Figure 4.14(b). In this case, values near 1 
correspond to normal behaviour and values near 0 correspond to anomalies. Figure 4.14(a) 
was classified in Figure 4.14(c) by using a 2D view of the constructed Neural Clouds. A 
cluster with normal data related to the training set is presented in Figure 4.14(c) by the blue 
points. In addition, the test set is presented by the black points and the detected outliers are 
presented in red. MODWT does not have ‘perfect’ localization properties according to the 
Gibbs phenomenon [93]. Thus, some points are not correctly classified as abnormal. For 
example, the lower points in Figure 4.14(c) correspond to normal temperatures (Figure 
4.14(a)). This example proves the functionality of the developed anomaly detection 
method.  
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Figure 4.14. Detection in the unsaturated portion of the Rhine Levee following 10 minutes 
of heating. (a) The input time series. (b) The calculated confidence values, where values 

near 1 indicated normal behaviour and values near 0 indicated an anomaly. (c) The 3rd (X-
axis) and 4th (Y-axis) levels of decomposition after pre-processing. The blue points 

represent the training set, the black points represent the normal behaviour, and the red 
points are related to an anomaly. 

4.4. Detecting leaks in the retaining dam

4.4.1. Anomaly detection results 

GTC Kappelmeyer provided further testing of the developed anomaly detection 
method, which was a real example of abnormal behaviour and was recorded in the data that 
were collected at the earth filled dam with bitumen sealing (total length of > 2 km). These 
data indicated that a bitumen seal composed of asphalt-coated gravel and a bitumen binder 
was leaking in the dam. This anomaly is presented in the spatial time series as a rapid drop 
in the interval approximately 150 meters (Figure 4.15). The results of the MODWT 
application are presented in Figure 4.16. 
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Figure 4.15. Retaining dam during heating of the GTC Kappelmeyer fibre optic cable with 
time. The X-axis corresponds with the length of the cable (m) and the Y-axis corresponds 
with the temperature (degrees Celsius). The colours indicate the temperatures across the 

fibre optic cable with time. 
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Figure 4.16. The results from applying maximum overlap discrete wavelet transform 
(MODWT) application. The X-axis corresponds with the length of the cable (m) and the Y-

axis corresponds with temperature (degrees Celsius). 
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MODWT has been applied for extraction of features from spatio-temporal time 
series (“la8”, 8 levels of decomposition). The coefficients (Figure 4.16) that corresponded 
to the second and third levels of decomposition after pre-processing were used as input 
values for the one-side classifier.  

The calculated confidence intervals (Figure 4.17(a)) show that the portion of the 
cable between 150 and 160 m is classified as abnormal, with confidence values close to 0. 
A 3D presentation of the constructed NC is provided in Figure 4.17(b). 
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Figure 4.17. Detection of leakage in the retaining dam (the 6th iteration). (a) The calculated 
confidence values that were nearly 1 were related to normal behaviour and those near 0 

were related to an anomaly. (b) 3D view of the constructed Neural Clouds.  

4.4.2. The analysis of the Rhine levee and of the retaining dam 

Two types of sensor networks were installed in the levees that were considered in the 
last two sections, the Alert Solutions and GTC Kappelmeyer sensors. The Alert Solutions 
sensors (GeoBeads) that were installed in the Rhine levee measured the pore pressure, 
inclination and temperature simultaneously at one point simultaneously. The GTC 
Kappelmeyer fibre optic cable that was installed in the Rhine levee and the retaining dam 
measured the temperature by using the active principle, in which the cable is heated (see 
Sub-Section 2.2.2).  

Two types of anomalies were considered in the last two Sections. The first anomaly 
is faulty abnormal behaviour. This anomaly was considered as unsaturated soil in the fibre 
optic measurements at the Rhine levee. This levee was not affected by leakage and no other 
anomalies were found. The measurements collected from the retaining dam contained a 
pattern of real leakage (second type of anomaly).  

All data sets were analysed using a one-sided classification approach (Neural 
Clouds) in combination with a feature selection stage that provides robust detection of 
anomalies. Neural Clouds do not require anomalies to be presented in the training set. The 
time-frequency method (MODWT) was selected at the feature selection stage because it 
combines the presentation of input signals across time and frequency domains. The 
frequency analysis of the signal permits the application of the anomaly detection approach 
to objects with different natures, including slow processes (tides when considering earthen 
levees) and fast processes (vibrations when considering concrete structures). Time 
presentation is often required to compare these values with thresholds.  
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The anomalies in GTC Kappelmeyer measurements have been detected as a change 
in the spatial time series (values for some regions were much higher or lower in comparison 
to other sections of the cable).  

4.5. Boston dike sensor faults detection 
A description of this levee is presented in Sub-Section 2.3.2.  

4.5.1. Introduction to the Boston levee 

This dike (Figure 4.18) was equipped with different types of sensors, including pore 
pressure sensors. Pore pressure sensors show periodic behaviour due to the sea tides and 
seasonal changes.  
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Figure 4.18. (a) Cross-section of the Boston dike. The circles with numbers show the 
installation of the pore pressure sensors. (b) Photo of the Boston dike. 

The selected models (see Appendix C.5 and C.6) require stable measurement rates 
without gaps. For model construction, the periods without gaps must be selected or a gap 
filling procedure must be applied. Thus, a gap filling procedure was applied (see Figure 
4.19) to the pore pressure measurements that were obtained from sensor #501 (Figure 
4.18(a)). The pre-processed data can be used as input parameters for linear or non-linear 
models [102]. 
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Figure 4.19. Example of gap filling for pore pressure sensor #501. The "reconstructed" 
signal is shown in red (inside the box). Measurements were made every 15 minutes. 
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4.5.2. Input sensors selection 

The data from the pore pressure sensor were selected for modelling because of the 
pore pressure can be used to detect different dike failure modes (e.g., internal erosion or 
piping). Pore pressure sensor #506 (see Figure 4.18(a)) was selected for the output signal 
modelling. This sensor showed abnormal behaviour (see Figure 4.20) that began in January 
2011. During the same observation period, sensor #501 behaved normally (see Figure 
4.21). The red colours in Figure 4.20 and Figure 4.21 that are marked with boxes show gaps 
that were filled. 
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Figure 4.20. Pore pressure measurements (mbar) from sensor #506. The blue line represents 
the raw data and the red line represents the gaps that were filled in. Extended periods where 

the gaps were filled are denoted by boxes. 
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Figure 4.21. Pore pressure measurements (mbar) from sensor #501. The blue line represents 
the raw data and the red line represents the gaps that were filled. Extended periods where 

the gaps were filled are denoted by boxes. 

4.5.3. Results from applying the linear transfer function model 

Two methods are used for calculating the model output. In the first method, the real 
sensor output values are used y(t-1),..,y(t-na) (one-step forecasting). This model is the first 
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linear model. In the second method, only the previous model outputs are used, without the 
real sensor outputs.  

The first model provides a more accurate estimation of the output according to the 
RMSE (see Equation (C.19)) and R2 (see Equation (C.23)) values for the training period 
(see Table 2). However, this model cannot detect trend changes, with RMSE and R2 values 
that are the same during periods with and without anomalies (see also Figure 4.22(a)). In 
this case, the modelled values and the real sensor measurements corresponded throughout 
the observation period. However, the linear model is able to detect abrupt faults (Figure 
4.22(b)). 
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Figure 4.22. (a) Results of one-step forecasting using the first linear model. (b) The errors 
of the one-step forecasting. 

Table 2. Criteria of the first linear model quality for 3 periods, the training period, the test 
set with only normal data only, and the test set with anomalies. 

Criterion Training set “Normal” set “Abnormal” set 
RMSE 0.9209 0.9054  0.9729 
R2 0.9989 0.9986  0.9988 

 
The second approach provides a less accurate estimation of the actual output, but 

allows for the detection of abrupt changes and changing trends (Figure 4.23). Divergence 
between the real transfer function and the model can be detected by using the RMSE (high 
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value during a period of abnormal behaviour) or R2 (very low value during abnormal 
behaviour) (see Table 3). However, this approach is difficult to use for model estimation.  
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Figure 4.23. (a) Results of one-step forecasting using the second linear model. (b) The 
errors of the one-step forecasting.  

Table 3. Criteria for the quality of the second linear model for 3 periods, the training period, 
the test set with only normal data, and the test set with anomalies. 

Criterion Training set “Normal” set “Abnormal” set 
RMSE 9.4751 11.8003  27.9838 
R2 0.8182 0.7518  -0.2913 

4.5.4. Results from applying the non-linear transfer function model 

The results from applying the FFNN model (see Appendix C.6) to detect anomalies 
are presented in Figure 4.24. The error of the model increases significantly in the test sets 
with anomalies. 
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Figure 4.24. (a) Results of one-step forecasting using the feed-forward neural network 
(FFNN). (b) The errors of the one-step forecasting. 

An analysis of Table 4 shows that the quality of the model that was based on the 
training set and test set with normal behaviour is good.  

As a result of the exhaustive search for the model parameters described in Equation 
(C.22) (see Appendix C.6), the following parameters were obtained: k=50 (the number of 
delayed input values) and m=20 (the number of delayed output values). The number of 
hidden layers is 2, and the number of neurons in the hidden layers is 10. The number of 
epochs is 300, and the learning rate is 0.01. The filtering pre-processing procedure included 
the use of a Hodrick-Prescott filter [54]. 

Table 4. Criteria of the feed-forward neural network (FFNN) quality for 3 periods, the 
training period, the test set with only normal data, and the test set with anomalies. 

Criterion Training set “Normal” set “Abnormal” set 
RMSE 1.1057 2.8746  14.0712 
R2 0.9970  0.9599 0.4147 

 



64                                            Chapter 4 Results of the Anomaly Detection 

 

4.5.5. Results and conclusions 

In this section, the identification of anomalies in sensor measurements by using a 
model-based approach with data-driven models is presented. This method detects anomalies 
in sensor measurements as deviation of the model outputs from the real sensor values 
(transfer function approach – see Section 3.7.2). This approach was applied for identifying 
anomalies in measurements that were gathered from sensor networks installed in the Boston 
dike (UK). Sensor faults were registered in measurements collected from pore pressure 
sensor #506. 

A comparison of the non-linear model with the first linear model (which provides 
one-step forecasting using real sensor values) indicates that the accuracy of the linear model 
is higher than that of the non-linear model for the test set with normal behaviour 
(RMSElin1 = 0.9054, RMSEFFNN = 2.8746, R2

lin1 = 0.9986, R2
FFNN = 0.9599). However, the 

linear model could not detect sensor faults (R2
lin1 = 0.9988). In contrast, the FFNN was able 

to detect sensor faults (R2
FFNN = 0.4147). These results indicated that the model output and 

real values were significantly different. 
A comparison of the first and second linear models (which only used the modelled 

output for time series forecasting) indicates that the second model is less accurate 
(R2 = 0.8182). However, this model can detect any type of anomaly, including abrupt and 
trend changes. The first linear model is only able to detect anomalies such as abrupt 
changes and is not suitable for detecting anomalies in dikes. In contrast, the second linear 
model can be used to identify any type of anomaly (abrupt or trend changes) and only 
requires the input data for the testing period (the estimated values are used rather than the 
real output values). However, it is difficult to develop a stable and accurate model using 
this method. The construction of the non-linear model requires more effort than the 
construction of the linear model. However, the non-linear model can be used to identify 
anomalies involving abrupt and trend changes.  

The identification of anomalies in sensor measurements is important for early 
operational flood warning systems. In addition, a more challenging problem is that of 
distinguishing between the onset of dike failure and sensor fault. To solve this problem, 
expert knowledge or an expert model is required. However, the cross-validation of one-side 
classification and model-based approaches is another possible solution. Finally, for the 
automatic selection of model parameters, the special optimization procedures should be 
applied. 

4.6. Conclusions
This chapter covers the third scientific objective (validation of the investigated 

anomaly detection approach on real-world objects.). The applications of two data-driven 
approaches for anomaly detection are presented. The one-side classification approach (see 
Sub-Section 3.7.1) was applied in the analysis of the Stammer dike (non-destructive macro-
stability experiment), Zeeland dike (non-destructive piping experiment), Rhine dike 
(especial sensor behaviour) and retaining dam (real leakage). Possible data analysis 
schemes were described in Sub-Sections 3.8.1 and 3.8.2. Maximum overlap discrete 
wavelet transform (MODWT) showed the most promising results in comparison with Short 
Time Fourier Transform and Continuous Wavelet Transform on stage of feature extraction 
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(see Sub-Section 4.2.3). It can be concluded that variant described in Sub-Section 3.8.2 
(combination of MODWT with one-side classification) should be considered as the 
promising anomaly detection scheme. Operability of this cascade was successfully 
confirmed by detection of especial sensor behaviour (Rhine dike) and real leakage 
(retaining dam). Rapid changes detected in Zeeland dike using time-frequency methods can 
be detected in the similar manner for the Stammer dike (see Appendix B). 

The developed one-side classification anomaly detection approach is visually 
presented in Figure 4.25. Different types of sensors can be used by a set of one-side 
classifiers (considering the required pre-processing and feature extraction procedures) for 
evaluation of a levee’s state. 

Cross-
sections

Fiber optic:

•Temperature 
distribution 

Sensors:

• Pore pressure

• Inclination

• Acceleration

• Temperature

Anomaly detection by Artificial 
Intelligence (AI)

measurements measurements

Levee/dam

leakage

0 200 400 600 800 1000
10

15

20

25

30

35

Distance along the dam (m)

Temperature (C)

Distance (m)

Temperature (C)
One-class classification

 

Figure 4.25. The one-side classification anomaly detection approach. 

A modelling-based (transfer function – see Sub-Section 3.7.2) anomaly approach 
was applied to the data analysis of the Boston levee (sensor faults) data analysis. Detailed 
description of this approach is presented in Sub-Section 3.8.3. An analysis of the transfer 
function approach (linear and non-linear modelling, phase shift approach [101]) indicates 
that this branch of methods may also be applied to the detection of anomalies. The most 
challenging task in this case is the construction of an appropriate model.  

The one-side classification based approach is more suitable for monitoring of the 
levees with not significantly changing external conditions. In this case all the monitored 
parameters are more or less stable. Detection of rapid changes or even simple deviation can 
be efficiently done using one-side classification approach (in combination with required 
pre-processing and feature extraction methods). Transfer function approach application is 
efficient if the external conditions are changing significantly (e.g., Boston levee). In this 
case the stability of relationship between the sensors should be monitored. 

Most of the monitored within the UrbanFlood project levees had more or less stable 
external conditions (stable water level): in case of Stammer dike the water level is 
controlled by the local authorities; in case of Zeeland dike the water level inside the levee is 
controlled using a pump. Only really extreme conditions can be interpreted as outliers for 
the Rhine levee (e.g., during high water level due to melting snow). Taking into account all 
the above mentioned items the one-side classification approach was selected for further 
implementation in the Artificial Intelligence (AI) component and integration into the 
UrbanFlood EWS (see Chapter 5). 
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Chapter 5. Artificial Intelligence Component* 

A short description of the anomaly detection approach as implemented within the 
artificial intelligence (AI) component is presented in this chapter. 

5.1. Requirements for the early warning system 
component  

According to the UrbanFlood project specification, each component of the early 
warning system (EWS) should have a number of common interfaces (Figure 5.1): 

1. Data transfer (input and output): Java Message Service (JMS), web service (WS), 
file transfer (FTP/SCP) or network sharing (SMB, NFS). 

2. Component configuration: XenStore (required for start-up), JMS, WS, file transfer 
(FTP/SCP) and network sharing (SMB, NFS) (required for runtime mode). 

3. Component status notification: JMS, WS. 
4. Debugging and administration (human-machine interface (HMI)): remote desktop 

and console (VNC, RDP, SSH, Telnet). 

Initialisation

Run-time 
configuration

Data input

Status output

HMI

Data output

Plug-in

 

Figure 5.1. Component interfaces technology. 

More details regarding the UrbanFlood EWS architecture can be found in [31] and 
[32]. 

5.2. Artificial intelligence component 
development 

The artificial intelligence (AI) component was implemented in the Java 
programming language.  

                                                           
* Parts of this chapter were published in: 
1. Pyayt, A.L., Kozionov, A.P., Kusherbaeva, V.T., Mokhov, I.I., Krzhizhanovskaya, V.V., Broekhuijsen, J., Meijer, R.J., 

Sloot, P.M.A. Signal analysis and anomaly detection for flood early warning systems, Journal of Hydroinformatics, IWA 
publishing, 2014, doi: 10.2166/hydro.2014.067 (in press). 

2. Krzhizhanovskaya, V.V., Shirshov, G.S., Melnikova, N.B., Belleman, R.G., Rusadi, F.I., Broekhuijsen, B.J., Gouldby, 
B., L'Homme, J., Balis, B., Bubak, M., Pyayt, A.L., Mokhov, I.I., Ozhigin, A.V., Lang, B., Meijer, R.J. Flood early warning 
system design, implementation and computational modules. Proceedings of the International Conference on Computational 
Science, ICCS 2011, 1-3 June Singapore. Procedia Computer Science, V. 4, pp. 106-115, 2011, DOI: 10.1016/j.procs.2011.04.012 
(English, published). 
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It uses all of the advantages of Java, e.g., the standard classes for XML, its support 
of network computing, and its cross-platform features. 

The core of the AI component is the Siemens Machine Learning (SML) library 
[110]. SML is a cross-platform software toolbox that contains numerous algorithms for 
signal processing and machine learning. SML is primarily implemented in the C++ 
programming language. For this reason, the Simplified Wrapper and Interface Generator 
(SWIG) tool was used to generate Java Native Interface (JNI) code for connection of blocks 
written in C++ with blocks written in Java.  

The last specification of the AI component interfaces is presented in Figure 5.2: 
1. JMS was selected as one of the data transferring buses. The input data contain 

measurements from the dike in XML format. The results of data processing from 
different components are published to the output data stream. The output message 
of the AI component is also prepared in XML format and contains the calculated 
confidence value of levee normal behaviour along with timestamps of the 
measurements and analysis. The input measurements and calculated abnormal 
confidence values are visualised using the WebDashBoard internal component 
(Figure 5.3). An example of visualisation is shown in Figure 5.7. 

2. Configuration of the EWS component is performed by the XEN store, which 
provides the network parameters required for the initialisation of the AI 
component.  

3. Each component should provide status messages to fulfil the EWS self-monitoring 
task. Thus a separate thread of the AI application sends messages with component 
status in XML format to the JMS bus at the specified rate.  

4. The HMI is provided by the administrator of the virtual machine on which the 
component is deployed. VNC and SSH, for example, are actively used for testing 
and debugging purposes on the remote machine. 

Initialisation

Data input

Status output

HMI

Data output

AI

JMS

XenStore

JMS

Web-
interface

JMS

Dike measurements

Confidence values 
of normal behaviour

AI component state

Network configuration 
(source and target JMS 

topics)

Dike measurements

Confidence values of 
normal behaviour

 

Figure 5.2. Interfaces of the artificial intelligence (AI) component.

There are two classes of input data: online input measurements in the testing mode 
and large dump files with historical measurements (the size depends on the selected time 
interval of the data) in the training mode. Both of them are in XML format. There are 
multiple different XML parsing technologies available: the Document Object Model 
(DOM), Simple API for XML (SAX), Streaming API for XML (StAX), and Java 
Architecture for XML Binding (JAXB).  
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JAXB provides a fast and convenient method to bind XML schemas and Java 
representations, thereby making it easy for Java developers to incorporate XML data and 
processing functions in Java applications. JAXB also provides a method to generate XML 
schema from Java objects [17], so-called marshalling/unmarshalling. The unmarshalling 
process optionally involves validation of the source XML documents. Validation is the 
process of verifying that an XML document meets all of the constraints expressed in the 
schema. 

StAX has a set of classes to write XML documents, which SAX, for example, does 
not treat at all. Unlike DOM or any other tree-based parser, the document does not remain 
in memory while it is being built [79]. That is why StAX technology provides high-
performance stream filtering, processing, and modification, particularly with low memory 
and limited extensibility requirements. Detailed specifications can be found in [17].  

In dike monitoring, there is a large amount of sensors and dumps in the training 
mode, and the performance of the XML parsing is a critical issue. Thus, StAX technology 
is preferable for reading input messages and publishing output results. 

5.3. AI component of the UrbanFlood EWS 
The AI component of the UrbanFlood EWS is presented in Figure 5.3. AnySense is 

a database that collects all of the measurements from the sensors gathered in the sensor 
cabinet. These data are distributed among all components of the EWS through a Java 
Message Service (JMS) bus in XML format and consumed by the AI component. The data 
analysis block consists of various data-driven methods for implementing data pre-
processing, feature extraction and anomaly detection. The results of the data analysis, 
which contain confidence values of dike normal behaviour, are sent to the JMS bus to be 
received by the Decision Support System (DSS) and other components [99].  
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Figure 5.3. Artificial intelligence (AI) component of the UrbanFlood early warning system. 
The AnySense data base stores on-line measurements. 
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Multiple one-sided classifier instances can be created within one AI component, and 
several AI components can be created within one EWS for monitoring. This component 
architecture efficiently utilizes the cloud-computing infrastructure of the EWS. Each AI 
component instance is a separate virtual machine (VM) that runs on a virtualization host. 
Any required number of AI components can be started and configured [69]. An example 
visualisation of the results of the AI component is presented in Figure 5.4. 

a) b)
 

Figure 5.4. (a) Screenshot of the multi-touch table with the Artificial Intelligence (AI) 
component output and Livedike cross-sections. (b) Visualization of confidence values 
calculated by the AI component for the selected sensor from the selected cross-section. 

5.4. AnySense Messages Generator
The AnySense Messages Generator (ASMG) reads XML dumps of historical 

measurements for all sensors and sends one message per sensor to the JMS topic at a rate 
specified by the user (e.g., the AnySense messages with the sensor measurements). In this 
case, the ASMG works as an “artificial” dike and is able to simulate abnormal dike 
behaviour upon the user submitting a request through a web interface (Figure 5.5 and 
Figure 5.6). ASMG was developed as an independent EWS component and can be easily 
used for testing purposes for other components. 
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Figure 5.5. Interfaces of the AnySense messages generator (ASMG) component. 
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Figure 5.6. AnySense messages generator (ASMG) component as part of the UrbanFlood 
early warning system. 

5.5. Combination of AI and ASMG components 
The ASMG component generates the dike measurements that are related to normal 

behaviour and sends them to the JMS bus. The AI component reads and analyses these data. 
For each sensor with at least two parameters, one neural cloud is trained. Then, an anomaly 
is generated upon the user’s request (timestamp 36). This anomaly is successfully detected 
by NC, as indicated by the blue line between timestamps 36 and 37. Then, the abnormal 
regime was deactivated (timestamp 39) and the NC exhibits normal behaviour (Figure 5.7). 
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Figure 5.7. (a) Combination of the Artificial Intelligence (AI) and AnySense messages 
generator (ASMG) components. (b) Visualisation of artificial anomaly detection. The dark 

blue line confidence values of normal behaviour (close to 1 indicates normal behaviour, 
whereas values close to 0 indicate anomalies); the brown and light blue colours represent 

measurements.  
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5.6. Evolution of the AI component
This section presents the stages of the AI component evolution. In the first stage only 

one set of the one-side classifiers was used (Figure 5.8). The first results for the Zeeland 
dike and Stammer dike data analysis are related to this period. A special component for 
downloading the historical measurements from the AnySense database was prepared. A 
manual download procedure was required for preparation of the training data set. Manual 
changes to the Java source code were required for updating the training procedure inside 
the AI component (e.g., to change a set of neural clouds or the set of sensors to be used as 
the training set); see Figure 5.9. 
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Figure 5.8. First version of the AI component workflow. 

  

Figure 5.9. First version of the Artificial Intelligence (AI) component training method. 

The second generation of the AI component is presented in Figure 5.10. A feature 
extraction procedure was added. This required updating of the AI component training 
procedure (Figure 5.11). The training set still had to be downloaded manually from the 
AnySense database. A configuration file that describes two stages of data processing 
(feature extraction and classification) was prepared but creation and modification of the 
overall data analysis workflow still required manual modifications of the Java source code. 
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Figure 5.10. Second version of the Artificial Intelligence (AI) component workflow. 

  

Figure 5.11. Second version of the Artificial Intelligence (AI) component training method. 

The third generation of the AI component (called flexible AI, or Flex AI) is 
presented in Figure 5.12. All required stages of data analysis were implemented. Manual 
tuning of the data processing workflows became too complicated; thus, a configuration file 
was used for management of the overall data processing chain (Figure 5.13).  

 

Figure 5.12. Third version of the Artificial Intelligence (AI) component workflow. 
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The operator of the system had to work with only the XML file; all other procedures 
(e.g., downloading historical measurements and training of the one-sided classifiers) were 
performed automatically. Development of this tool required involvement of several experts 
from Siemens LLC. Development was performed using the Spring framework [19]. 

 

Figure 5.13. Third version of the Artificial Intelligence (AI) component training method. 

The experts also implemented a configuration tool for creation of the XML 
configuration files in a visual manner. A library of visual elements, e.g., neural clouds, was 
developed. Data analysis blocks are connected in the workflow (Figure 5.14). The Eclipse 
Modelling Framework [5] was used for this task.  

 

Figure 5.14. Screenshot of the configuration tool. 
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5.7. Conclusions 
This chapter is dedicated to development of the anomaly detection approach as a 

component of the early warning system (fourth scientific objective): a short overview of the 
development of the artificial intelligence (AI) component is presented.  

The selected one-side classification based anomaly detection concept was 
implemented within this component. Increasing complexity of data processing required 
more flexibility of the AI component for generation of cascades on data processing. 
Evolution of the AI component is presented in this chapter. The last version of the AI 
component (Flex AI) provided flexible management of the data analysis workflow: only 
one XML configuration file had to be created in order to construct the full data analysis 
chain. A visual tool for preparation of XML configuration file was developed by the 
experts.  

The development of the additional component (the AnySense Messages Generator) 
is also presented in this chapter. This component was used for testing purposes. 

There are several well-known data analysis tools like Weka data mining software 
[21] or Knime [9] that could be theoretically adapted to the tasks of the project. There were 
several reasons why this was not done and why the new component was developed.  

The first reason was the natural process of the component development. The first 
version of the AI component had to be prepared on a short timescale, which is why 
development in pure Java was selected after considering the requirements for interfacing 
with the component described in Section 5.1. Filling of the component with data driven 
methods was a continuous process because the complexity of the anomaly detection task 
could not be evaluated in advance. 

The second reason was the requirement of on-line processing. The Knime software 
package, for example, provides only a single calculation of input data. If the regular 
automatic execution is required, than the server license has to be obtained. 
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Chapter 6. Combination of Data-driven 
Methods and Physical Modelling* 

The possible strategies of combination of data-driven methods with physical 
modelling are described in this chapter. Two examples of combination of the anomaly 
detection approach with physical modelling are presented. 

6.1. Approach for combination 
In this Section we summarize possible ways of communication of the anomaly 

detection approach based on data-driven methods (implemented within the Artificial 
Intelligence (AI) component – see Chapter 5) with the computational models providing 
physical simulation of behaviour of the monitored object.  

A conceptual scheme of computer modelling (CM) component is presented in Figure 
6.1. CM is a module that consists of the “Dike Mechanical Model” and the “Interpreter” 
blocks. First one is based on the method of finite element modelling and serves to imitate 
behaviour of a real dike under various environmental conditions. Second one is needed to 
translate the results of computational modelling into language known to the artificial 
intelligence (AI) component and experts. CM takes as the input information about 
environment and sensor data from a real dike. As the output it produces virtual sensor data 
and risk assessment. 

Dike 
Mechanical 

Model

Environmental
conditions

Dike state 
and behavior

Interpreter

Virtual sensor data

Risk assessment

Computer Modeling (CM)

Dike sensor data

 

Figure 6.1. Computer modelling (CM) component. 

Validation of the CM component serves to check a quality of its behaviour imitation. 
An idea of a validation process is presented in Figure 6.2. To examine the model quality, 
set of virtual and real sensor indications for the same environmental conditions have to be 
compared. The output of the “Comparator” element estimates the agreement between the 
CM imitation results and real dike data. Assume that a CM component describes behaviour 

                                                           
* Parts of this chapter were published in Pyayt, A.L., Mokhov, I.I., Kozionov, A., Kusherbaeva, V., Melnikova, N.B., 

Krzhizhanovskaya, V.V., Meijer, R.J. Artificial intelligence methods and finite element model application for on-line dike 
measurements processing. Proceedings of the 2011 IEEE Workshop on Environmental, Energy, and Structural Monitoring Systems 
(EESMS), Milan, Italy, 28 September 2011, pp 1-7, DOI: 10.1109/EESMS.2011.6067047 
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of a real dike with sufficient accuracy. Virtual sensor data produced by the computer model 
can be used to train an AI component.  
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Figure 6.2. Validation of computer modelling component.

Procedure of training is presented in Figure 6.3. The input of CM model consumes a 
dataset of year-round historical and predicted environmental conditions. If modelling 
results show an absence of a risk for dike stability, virtual sensor data produced by the CM 
are used to train the AI component. 
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Figure 6.3. Training the artificial intelligence (AI) component using the virtual sensor data. 

When the AI component detects an abnormal behaviour, the advanced computer 
models are launched. The CM starts calculations of a dike condition to assess whether 
current state is critical. If the modelling shows that situation is normal then current 
condition can be added to the set of “normal” states in the AI component (Figure 6.4). 
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Figure 6.4. Combination of artificial intelligence (AI) and computer modelling (CM) 
components in one data processing chain. 

The idea is to form a dataset, which would contain information on different kinds of 
dike failures (a breach, a piping, a slippage) (Figure 6.5). The dataset should be formed 
using measurements collected from a real dam or using results of modelling taking into 
account expert knowledge. The next step is training of the AI component in order to form a 
set of clusters for further recognition of various types of dike behaviour. As an output, this 
component will provide a set of confidence values for every specific predetermined class of 
failure and a general confidence value of levee behaviour. 
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Figure 6.5. Preparation of the training set for the dam failure detection. 

6.2. Combination within the UrbanFlood project 

6.2.1. Virtual Dike 

The Virtual Dike is a finite element model developed within the UrbanFlood project 
by the University of Amsterdam for simulation of levee behaviour [82], [80]. The finite 
element model was designed similar to the LiveDike – a sea dike protecting the port of 
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Groningen in the Netherlands (Figure 6.6(a)). LiveDike was equipped with 56 GeoBeads 
sensors installed in four cross-sections. More information about the levee can be found in 
[83]. 

The geometric configuration and boundary conditions of the model dike are similar 
to those of the LiveDike, while material properties have been artificially set weaker, to 
obtain a more pronounced plastic zone under the condition of a simulated flood. A model 
dike is composed of homogeneous sand. More details about the constructed model are 
presented in work [104]. 

In order to generate a training set for the AI component, an abnormal behaviour of 
the dike has been simulated. Flood condition has been modelled by linearly increasing the 
water level from a Mean Sea Level (MSL) to the artificially extremely high level of +6.6 m 
above the MSL. The top of the dike is at 9 m. In Figure 6.6(b) are presented locations of the 
six “virtual” sensors at the land-side slope of the dike where simulation results are probed 
for stability criterion. 

 

(a) (b)

1

 

Figure 6.6. (a) Photo of LiveDike. (b) Locations of six “virtual” sensors where simulation 
results are probed for stresses and stability criterion [104]. 

Stability criterion dynamics is shown in Figure 6.7. Criterion values become 
negative with plastic deformations taking place. 

 

Figure 6.7. Stability criterion dynamics, for six virtual sensors located as shown in Figure 
6.6(b) [104]. 
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6.2.2. Detection of artificially generated anomaly  

The first principal strain and X deformation measured by the virtual sensor located at 
point (X=55 m, Y=-4.2 m – green point marked with arrow in Figure 6.6(b)) were used as 
input parameters for the one-side classifier by Neural Clouds.  

Figure 6.8 shows the constructed Neural Clouds for calculation of the confidence 
value of dike normal behaviour. 
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Figure 6.8. 3D view of the constructed Neural Clouds. 

Figure 6.9 presents input variables (first principal strain and X deformation - (a) and 
(b) parts of figure) and time dynamics of the confidence value (c).  
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Figure 6.9. Detection of anomaly using the Neural Clouds (NC) approach.  
(a) and (b) represent the input data; (c) illustrate the calculated confidence values. Blue 

lines indicate the training period (timestamps 1-460), black lines indicate the testing period 
(timestamps 461 and further). 
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The first principal strain is a metric of maximal strain in soil skeleton. Intensive 
deformations in a dike always precede failure. The more intensive deformations occur in a 
dike, the higher these metrics are. X deformation here is the displacement of a material 
point in soil along X-axis. Naturally, rapidly developing displacements are markers of 
intensive sliding (which is a failure process) occurring in the dike.  

 Vertical red line in Figure 6.9 shows the moment when confidence value went down 
from the values close to 1 (normal behaviour) to zero (detected anomaly).  

Figure 6.10 demonstrates the ability of Neural Clouds to detect anomaly: confidence 
value went down to zero at the moment when the stability factor changed the slope angle. 
The dike failure can occur when the stability factor becomes zero and lower. In Figure 6.10 
it happens around the time step 1100, which means that the AI detected the onset of 
forthcoming dike instability over 600 time steps earlier [104].  
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Figure 6.10. Detection of dike anomaly. (a) Confidence value of dike normal behaviour 
calculated by Artificial Intelligence (AI) component. Blue line is training period, black line 
is testing period. (b) Stability criterion calculated by the Virtual Dike finite element model. 

6.3. Combination within the IJkdijk project 
In this section we present results of combination with the physical model developed 

by Siemens LLC within the IJkdijk 2012 experiment: All-in-one Sensor Validation Test 
(AIO-SVT) [67]. 

6.3.1. Results of physical modelling 

This section contains those results of numerical modelling which have been 
compared with the results of natural experiment with the aim of demonstration of 
applicability of finite element modelling (FEM) for prediction tasks. Sensors measuring 
pore pressure values were selected for comparison with results of numerical experiment. 
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The model that was constructed by the experts was based on documents and 
drawings provided by Deltares; finite-element method and finite-element software 
PLAXIS, which is oriented at studying of soil behaviour. 

Two sets of virtual sensors were considered. These two sets correspond to the 
sensors presented in Figure 2.4. Virtual sensors from one set differ from each other by the 
distance to the ground surface. Finite-element model with virtual sensors positioning is 
shown in Figure 6.11. 

 

Figure 6.11. Placement of virtual sensors in the West levee.  

As soil levees under consideration are lengthy objects at the point of interest, so it 
was possible to use 2-D model, which describes characteristic cross-section of the object. 

The finite-element model of the East Levee is presented in Figure 6.12. 15-nodes 2-
D elements were used. Each model has about 300 000 degrees of freedom. 

 

Figure 6.12. The finite-element model of the East Levee. 

Water level changing during the experiment is presented in Figure 6.13.  
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Figure 6.13. Changing of water level in East Levee. 

Distribution of pore pressure at different stages of natural experiment is presented in 
Figure 6.14 - Figure 6.17. It could be seen, that water rising at north side of the levee leads 
to increasing the value of pore pressure. Also it should be mentioned that high pore 
pressure front has non-linear shape under levee body and moves from north to south side of 
the levee during the experiment. 

 

Figure 6.14. Distribution of pore pressure at initial state. 

 

Figure 6.15. Distribution of pore pressure (the water head is 1.6 m). 

 

Figure 6.16. Distribution of pore pressure (the water head is 2.8 m). 
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Figure 6.17. Distribution of pore pressure (the water head is 3.4 m). 

Distribution of pore pressure which arises at two sets of virtual sensors is shown in 
Figure 6.18. It is clearly seen that pore pressure values in virtual sensors increase with 
increasing of depth. Also it increases with moving away from external side of levee. 

a) b)
 

Figure 6.18. (a) Pore pressure in set 1 of virtual sensors. (b) Pore pressure in set 2 of virtual 
sensors. 

6.3.2. Comparison of virtual and real measurements for the East 
levee 

Figure 6.19 shows comparison between results produced by the Virtual Model 
developed by Siemens LLC and measurements collected from the Alert Solutions sensors. 
The Virtual Model simulates behaviour of one cross-section taking into account that soil 
properties in all cross-sections are the same. The first virtual sensors are marked as AS 213-
217, the second set - AS 218-222. 

Each step in time series reflects the increase of water level inside the levee. Small 
shifts between steps for real and virtual measurements are caused by not precise dates in the 
initial logbook provided by the organizers of the experiment. 

For both sensors behaviour look similar till some point in the middle of Figure 6.19 
(depends on evaluation of expert). Deviation between real sensor measurements and 
modelled values can be used for identification of anomaly by visual inspection or using 
data processing methods [71]. 
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Figure 6.19. East levee: comparison of virtual sensors (solid line) and real sensors (dotted 
line), AS 213 (red) and AS 218 (blue). X axis: date in format “hh:mm-dd”. 

6.3.3. Comparison of virtual and real measurements for the West 
levee 

Figure 6.20 shows comparison between Virtual Model and real Alert Solutions 
sensors. Virtual Model simulates behaviour of one cross-section taking into account that 
soil properties in all cross-sections are the same. This allows to mark first virtual sensor as 
SVT 01-03 and second SVT 04-06. 

Each step in time series reflects the increase of water level inside the levee. Virtual 
Model includes also simulation of drainage system activation. Small shifts between steps 
are caused by not precise dates in the initial logbook provided by the organizers of the 
experiment. 

For both sensors behaviour look similar till some point in the middle of the figure 
(depends on evaluation of expert). Both figures (Figure 6.19 and Figure 6.20) can be used 
for visual inspection or used for further data processing – for automatic detection of start of 
deviation between modelled and real sensors [71]. 
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Figure 6.20. West levee: comparison of virtual sensors (solid line) and real sensors (dotted 
line), SVT 06 – red colour, SVT 03 – blue colour. X axis: date in format “hh:mm-dd”. 

6.3.4. Anomaly detection on the example of the East levee 

Figure 6.21 and Figure 6.22 show comparison of virtual and real sensors for pore 
pressure and hydraulic head parameters. Small shifts between the same values are 
represented because of not very precise initial version of the events logbook. Hydraulic 
head (water level) measurements almost coincide for both of type sensors (virtual and real), 
for pore pressure values the divergence is presented.  
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Figure 6.21. East levee: comparison of virtual sensor AS 218 (blue) and real Alert Solutions 
sensor AS 218 (green). X axis: date in format “hh:mm-dd”. 
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Figure 6.22. East levee: comparison of virtual sensor measuring hydraulic head (blue) and 
real Deltares sensor (green). X axis: date in format “hh:mm-dd”. 

The Neural Clouds were trained on pair of virtual sensors (the whole available data 
set) and tested on real sensors Alert Solutions AS 218 measuring pore pressure and Deltares 
sensor measuring hydraulic head (the whole available data set). 

Figure 6.23 presents clusters constructed on basis of virtual sensors. Black and red 
points are related to test set: black points are related to clusters related to normal conditions, 
red point are related to abnormal behaviour. 

 

Figure 6.23. East levee: constructed on basis of virtual sensors 2-D clusters of normal 
behaviour (X axis – pore pressure after air pressure subtraction, Y axis – hydraulic head) 

and results the real sensor data testing (AS 218 and Deltares hydraulic head): blue circles – 
training set, black circles – test data related to normal conditions, red circles – data outside 

clusters related to abnormal behaviour. 
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In Figure 6.24(b) are presented results of confidence value calculation based on 
results of clustering presented in the Figure 6.23. The root cause of low confidence value is 
the difference between real and virtual pore pressure values (Figure 6.24(a)). 

First short alarm for 2 data points was identified at 24-Aug-2012 15:06:18 (NL 
time). Start of the main alarm – 25-Aug-2012 02:06:18. 
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Figure 6.24. East levee. (a) Comparison of virtual sensor AS 218 (blue) and real Alert 
Solutions sensor AS 218 (green). (b) Confidence value calculated on basis of clustering 

presented in Figure 6.23. Blue points are related to normal conditions – higher than selected 
threshold of 0.8 (green line), red points – alarm situation. X axis: date in format “hh:mm-

dd”. 
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6.4. Conclusions 
This chapter is dedicated to development of the approach for combination of the 

data-driven anomaly detection approach with physical modelling and validation of the 
developed approach (fifth scientific objective).  

The possible variants of combination are presented. There are two different 
opportunities: physical model can be used for data generation or for validation of the alarms 
generated by a data-driven model.  

In the first case, the physical model can generate patterns of abnormal behaviour for 
testing of the developed anomaly detection approach. The physical model can generate 
normal data if there are no historical measurements but monitoring using data-driven 
methods has to be started immidiately.  

In the second case, the physical model can be used for validation of the generated by 
the data-driven methods alarms: if the real alarm was detected it is verified. If the false 
alarm was generated, this can mean that new (previously un-known) state occured, the 
component should be retrained including these new measurements.  

Validation of the developed approach for combination of the anomaly detection 
approach with physical modelling is presented in the second part of this chapter. Two 
examples of combination of data-driven methods are presented in this chapter. The first is 
referred to the UrbanFlood project, where the Virtual Dike constructed by the University of 
Amsterdam was used for simulation of a dike similar to the LiveDike (levee protecting 
Groningen city in the Netherlands) – the same geometry but the material properties have 
been artificially set weaker. The Virtual Dike simulated change of deformation and strain in 
several points in conditions of increasing water level. These parameters were used as input 
for the one-side classifier. The Neural Clouds were able to identify the moment when the 
stability factor changed the slope angle what can be interpreted as anomaly. 

The second example is related to combination of data-driven methods and numerical 
modelling during the full-scale All-in-One Sensor Validation Test organised in 2012 by the 
IJkdijk consortium. The physical model developed by Siemens LLC proved to be very 
accurate [123]. One-side classifier trained on the expected values of water level and virtual 
sensors (pore pressure) showed in advance divergence from the real sensor measurements 
(real water level and real pore pressure), that was a sign of developing levee failure. 

 



 

91 

Chapter 7. Conclusions 

The problem of structural health monitoring in application to flood defence 
structures is investigated in this work. Application of the data-driven methods was required 
for on-line monitoring of levee behaviour. Only in this case the onset of the levee failure 
can be detected in advance. It is important to be able to detect any kind of levee failure. 
This can be achieved by application of the physical model but it will not provide early 
warning signals. Several scientific objectives were formulated and covered step-by-step in 
the study.  

The first scientific objective was dedicated to investigation of the raw sensor data 
properties and selection of the required pre-processing procedures. This is an important 
problem because data-driven methods fully depend on measurements collected from 
sensors installed into the monitored objects. It was shown (Sections 3.3 and 3.4) that 
measurements collected from the sensors installed into the monitored object often have 
problems (e.g., gaps) that prevent application of most of the data-driven methods for 
analysis. Combination of interpolation technique (e.g., linear interpolation) with gap filling 
procedure (e.g., singular spectrum analysis) improved quality of data. 

Several dams were analysed in this work: the Stammer dike (in the Netherlands), 
Zeeland dike (in the Netherlands), Rhine levee (in Germany), a retaining dam, and the 
Boston levee (in the United Kingdom). We considered only levees/dikes in this work 
(earth-fill dams).  

There were two types of sensor networks installed into levees listed above (except 
for the Zeeland dike): Alert Solutions and GTC Kappelmeyer sensors (Chapter 2).  

The Alert Solutions sensors (GeoBeads) installed in the Stammer, Rhine and Boston 
levees simultaneously measure the pore pressure, inclination and temperature at one point. 
The pore pressure values exhibit periodic behaviour in the case of river levees (Rhine levee 
and Boston levee) and sea levees (Zeeland dike). In Dutch canals and rivers, the water level 
is usually fixed at a relatively stable level. This is the reason why pore pressure values do 
not change significantly in the case of the Stammer dike. Inclination measurements are 
useful for detection of possible erosion. It is difficult to use temperature measurements for 
leakage detection because they provide information about the specific monitored points 
only. Usage of distributed temperature sensor technology is required if the levee is 
considered to be unstable because of piping development.  

The GTC Kappelmeyer distributed fibre optic cable installed in the Rhine levee and 
retaining dam measures the temperature using the so-called active principle, in which the 
cable is heated. This cable provides detection of leakage even during the spring and 
autumn, when the water and ground temperature are nearly the same.  

Investigation of different variants of construction of anomaly detection approach was 
considered as the second scientific objective. One of the most important requirements to the 
developed approach was ability to identify onset of failure without patterns of real collapse 
(levees are usually stable). That is why we interpreted condition monitoring task as the 
anomaly detection task. We defined an “anomaly” as a deviation from the previously 
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known normal conditions. Two concepts of anomaly detection were developed (Section 
3.7). The first approach is based on one-side classification method (e.g., Neural Clouds 
(NC)): deviation from clusters of the “normal” historical measurements is interpreted as an 
anomaly. Training set should include only measurements related to the normal conditions 
only. Each NC produces the confidence values of normal behaviour: values close to 1 mean 
that the new measurements can be classified as “normal” data, values close to 0 mean that 
the received measurements are unknown (“abnormal” behaviour). The second approach 
assumed construction of a transfer function between sensors. Monitoring of stability of this 
function was interpreted as the task of anomaly detection. The detailed data analysis 
schemes were described in Section 3.8. These schemes are based on results of raw sensor 
data properties investigation. The separated methods were well known before this work, but 
combination of the methods is the novelty of this work.  

The third scientific objective was formulated as validation of the investigated 
anomaly detection approach on the real-world objects. Application of the demonstrated in 
Section 3.8 anomaly detection processing schemes is presented in Chapter 4. The one-side 
classification approach has been tested on measurements collected from the Stammer dike, 
Zeeland dike, Rhine levee and retaining dam. Preliminary results for the Stammer dike 
(non-destructive macro-stability experiment) and Zeeland dike (non-destructive piping 
experiment) measurements analysis demonstrated the operability of this anomaly detection 
approach, but a feature extraction stage was required to improve the quality of the overall 
approach. Time-frequency methods were selected at the feature selection stage because 
they combine representations of the input signal in both the time and frequency domains.  

Based on a comparison of several time-frequency methods for the Zeeland dike, the 
maximum overlap discrete wavelet transform (MODWT) method was selected as an 
appropriate feature extraction technique (Sub-Section 4.2.3) because the MODWT method 
is the most suitable method from a computational aspect in comparison with short time 
Fourier transform (STFT) and continuous wavelet transform (CWT). The same cascade of 
methods (MODWT and NC) was applied for the GTC Kappelmeyer data analysis (for the 
Rhine levee and retaining dam). Abnormal behaviour in the case of Rhine levee was caused 
by non-saturated soil, and a data set collected from the retaining dam contained a pattern of 
real leakage. Both anomalies were successfully detected. 

Successful detection of real-world anomalies demonstrates the operability of the 
suggested concept. One of the weak points of the suggested anomaly detection approach is 
that previously unknown normal behaviour (i.e., behaviour that is not included in the 
training data set) will be classified as an anomaly. If the low confidence value of normal 
behaviour calculated by the component is evaluated by a physical model or expert as a false 
alarm, the training set should be extended and the component should be retrained. 

The second anomaly detection (transfer function) approach was used for detection of 
“strange” behaviour of the pore pressure sensor at the Boston levee. This approach assumes 
that the dependency (or transfer function) between sensors should be stable in time. If the 
modelled values and real sensor measurements do not coincide, this can be interpreted as an 
anomaly. A nonlinear (feed-forward neural network) model and a linear (polynomial 
autoregressive) model were applied for this task. Both models exhibited good results. If a 
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good model is constructed, it provides robust detection of anomalies. The most complicated 
task is construction of a high-quality model which requires an expert knowledge. 

The one-side classification approach turns to be more suitable for monitoring of the 
levees for that the external conditions do not vary significantly. Most of the levees within 
the UrbanFlood project had controllable water level (or controllable external parameters). 
That is why the one-side classification approach was selected as the basis for 
implementation of the anomaly detection approach within the artificial intelligence (AI) 
component of the UrbanFlood early warning system (EWS). Condition monitoring using 
the UrbanFlood EWS provided a scalable solution: the required number of virtual 
machines (VM) that contained the AI component could be initiated in the cloud-computing 
infrastructure of the EWS on demand (Chapter 5). This covered the fourth scientific 
objective: development of the anomaly detection approach as a component of the early 
warning system. Implementation of the component performing on-line computations 
fullfilled the goal of on-line alerting. 

Investigation of combination of the data-driven anomaly detection approach with 
physical modelling and validation of combination of the anomaly detection approach with 
physical modelling are presented in Chapter 6 (the fifth scientific objective). An artificial 
abnormal state of the levee generated by the Virtual Dike (another component of the 
UrbanFlood EWS) was successfully detected by the AI component. During the full-scale 
IJkdijk All-in-One Sensor Validation Test organised in 2012 anomaly detection appoach in 
combination with physical model was able to identify the onset of levee collapse in 
advance. 

The developed in this work anomaly detection approach can be applied for 
monitoring various objects within the structural health monitoring domain: it can be used 
for artificial (e.g., bridge, concrete dam, or building) or natural (e.g., levee) construction 
monitoring. The only requirement is installation of sensors that provide comprehensive 
information about important object parameters and availability of an on-line data stream for 
on-line analysis. The developed AI component can be integrated into existing condition 
monitoring systems.  

An automatic procedure for relevant feature selection is to be considered as one of 
the tasks for further research. The transfer function approach can be used simultaneously 
with the one-side classification approach to increase the robustness of the condition 
monitoring system. 

Combination of various data-driven approaches with physical modellling provides 
the most robust solution: the physical model can generate pattern of normal and abnormal 
behaviour. The generated by the data-driven methods alarms can be validated using the 
physical model.  

It should also be mentioned that the developed anomaly detection approach reduces 
the amount of data to be analysed by the expert and reduces the time needed for decision-
making: an alarm will be generated if some previously unknown behaviour is registered. 
The final evaluation of levee behaviour should be still made by an expert and using high-
accuracy physical models  

The results were validated in two projects: UrbanFlood (2009 - 2012) and IJkdijk 
AIO SVT (2012). 
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Summary 

Modern society fully depends on properly functioning energy, communication and 
other types of systems. Natural or technological hazards can cause great losses if these 
systems are functioning improperly. Condition monitoring of objects protecting us from 
possible hazards becomes nowadays more and more important problem.  

The problem of the flood defence structures condition monitoring is considered in 
this thesis. Analysis of levee behaviour using the measurements collected from the sensors 
installed inside the dams provides the early warning indicators. Available time before the 
possible levee collapse can be used for mitigation of possible effects of the flood. The goal 
of this work was to make a new step in investigation of the concepts of levee condition 
monitoring for providing on-line alerting. We developed a data-driven approach for levee 
condition monitoring. 

 Data-driven methods require high-quality of input data. The discovered issues (e.g., 
gaps, asynchronous measurements) required application of the specific pre-processing 
procedures that increased quality of data.   

The main problem in application of data-driven methods for condition monitoring is 
absence of patterns of levee failures. In this case we evaluate deviation of the new gathered 
measurements from the historical as an anomaly. We formulated the problem of flood 
defence structures monitoring as the anomaly detection task.  

We tested the developed approach in application to the several real-world levees. 
The results of non-destructive experiments analysis showed operability of the anomaly 
detection approach. The event of the real levee leakage was successfully detected. The 
developed data-driven approach was implemented as a component of the UrbanFlood early 
warning system. 

Combination of this approach with the computationally heavy (not applicable for on-
line monitoring) physical model was considered. The goal of detection of the artificially 
generated anomaly was successfully achieved.  

Further testing was carried out during the full-scale dike failure experiment (All-in-
One Sensor Validation Test) organised by the IJkdijk foundation. Combination of the data-
driven methods with physical modelling provided early generation of the warning signals. 
The physical model generated expected behaviour of the sensors. Deviation of real sensor 
values from the expected behaviour was interpreted as the anomaly.  

We demonstrated that it is possible to monitor the levee behaviour using the data-
driven models independently and in combination with physical modelling. The developed 
approach can be used by the domain experts as an alerting tool in order to reduce time for 
decision making. 
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Nederlandse Samenvatting 

De moderne samenleving is afhankelijk van behoorlijk functionerende energie- en 
communicatiesystemen en andere soorten systemen. Natuurlijke of technologische risico’s 
kunnen grote schade teweegbrengen als deze systemen onjuist functioneren. Het monitoren 
van de toestand van objecten die ons beschermen tegen mogelijke gevaren is tegenwoordig 
een steeds belangrijker probleem aan het worden. 

In dit proefschrift wordt het vraagstuk van monitoren van de conditie van 
waterkeringen beschouwd. Een analyse van dijkgedrag gebruikmakend van metingen 
verzameld van sensoren geïnstalleerd binnenin dijken verschaft waarschuwingsindicatoren 
(‘early warning’). De beschikbare tijd vόόr een mogelijke dijkdoorbraak kan worden 
gebruikt ter mitigatie van mogelijke overstromingseffecten. Het doel van dit werk was om 
een nieuwe stap te maken in de bestudering van de concepten van conditiemonitoring van 
rivierdijken voor het bieden van online alarmering. Wij hebben een datagestuurde (‘data-
driven’) benadering voor conditiemonitoring van dijken ontwikkeld. 

Datagestuurde methodes hebben hoge kwaliteit invoerdata nodig. De ontdekte 
aandachtspunten (bijvoorbeeld gaten, asynchrone metingen) vereisten toepassing van 
specifieke voorverwerkingsprocedures die de kwaliteit van de data deden toenemen. 

Het voornaamste probleem in de toepassing van datagestuurde methodes voor 
conditiemonitoring is de afwezigheid van patronen van het bezwijken van dijken. In dit 
geval evalueerden wij de afwijking van de nieuw vergaarde metingen met historische data 
als een anomalie. We formuleerden het probleem van het monitoren van waterkeringen als 
een anomaliedetectietaak. 

We testten de ontwikkelde benadering in toepassingen op verschillende echte dijken. 
De resultaten van analyse van de niet-destructieve experimenten toonde de werking van de 
anomaliedetectiebenadering aan. Een gebeurtenis van daadwerkelijke dijklekkage werd 
succesvol gedetecteerd. De ontwikkelde datagestuurde benadering is geïmplementeerd als 
een component van het UrbanFlood waarschuwingssysteem. 

Een combinatie van deze benadering met een rekenkundig zwaar fysisch model (niet 
van toepassing op online monitoring) werd ook beschouwd. Het doel van detectie van de 
kunstmatig gegenereerde anomalie is met succes bereikt. 

Verdere testen zijn uitgevoerd gedurende het dijkbezwijkingsexperiment op volle 
schaal (de ‘alles-in-één sensor validatietest’) georganiseerd door de stichting IJkdijk. De 
combinatie van datagestuurde methoden met fysisch modelleren leverde vroege 
waarschuwingssignalen op. Het fysische model genereerde het verwachte gedrag van de 
sensoren. Afwijking van echte sensorwaarden van verwacht gedrag werd geïnterpreteerd als 
een anomalie. 

Wij hebben aangetoond dat het mogelijk is om dijkgedrag te monitoren met alleen 
datagestuurde modellen en in combinatie met fysisch modelleren. De ontwikkelde methode 
kan door domeinexperts als een alarmeringstool worden gebruikt om de tijd nodig voor 
besluitvorming te reduceren. 
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Appendix A. Acronyms and Abbreviations 

AI Artificial Intelligence 
AKM Advanced k-means 
ASMG AnySense Messages Generator  
CM Computer Modelling 
CTG Common Time Grid 
CWT Continuous Wavelet Transform 
DSA components Daily, Sub-annual (Seasonal) and Annual components 
DFT Discrete Fourier Transform 
DWT Discrete Wavelet Transform  
EMD Empirical Mode Decomposition 
EWS Early Warning System 
FEM Finite Element Modelling 
FFNN Feed Forward Neural Network 
FFT Fast Fourier Transform  
JMS Java Message Service 
MODWT Maximum Overlap Discrete Wavelet Transform 
NC Neural Clouds 
NN Neural Networks 
R/S analysis Rescaled Range analysis 
SHM Structural Health Monitoring 
SSA Singular Spectrum Analysis 
SWIG Simplified Wrapper and Interface Generator 
STFT Short Time Fourier Transform 
UF Urban Flood 
VD Virtual Dike  
WS Web Service 
XML eXtensible Markup Language 
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Appendix B. Additional results of Stammer 
dike data analysis  

Results of additional feature extraction are presented in this chapter.  
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Figure B.1. SD_1_C2_540 (Y1) sensor measuring inclination (degrees).  

B.1. Short-time Fourier transform 
Parameters of simulation: 

 Window size: 1024 samples. 
 Shift of sliding window in each iteration: 24 samples. 

The short-time Fourier transform (STFT) represents a signal in the time and 
frequency domains and, unlike FFT, local signal behaviour can be analysed along time. In 
Figure B.2, STFT is represented in the form of a spectrogram; only the amplitudes of STFT 
are analysed. The component that corresponds to 0 Hz was removed for better visualization.  

Anomalies in dike behaviour are represented as three intervals with shifted means. 
The amplitudes of the FFT coefficients near intervals with abnormal behaviour are 
presented in Figure B.3.  
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Figure B.2. (a) Sensor measurements. (b) Short-time Fourier transform (STFT) spectrum. 
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Figure B.3. (a) Sensor measurements. (b) Short-time Fourier transform (STFT) spectrum 
(zoom in).

This type of signal behaviour (Figure B.3) can be detected as a rapid increase of FFT 
coefficient amplitudes during the experiments with heavy loads placed at the dike. This 
analysis can be performed by monitoring low frequencies; high frequencies can also be 
applied to identify rapid changes in the mean value. This simplifies application of STFT 
analysis for automatic detection of anomalies in dike measurements. 



B.2 CWT and MODWT components analysis  107 

 

Stability analysis can be performed by constructing confidence intervals or by 
applying more-sophisticated algorithms such as a one-sided classification approach (neural 
clouds). 

Analysis of Figure B.3 indicates that there is a delay in the identification of new 
behaviour. Thus, STFT can be applied for detection of long-term deviations in time series 
with a delay proportional to the size of the sliding window.  

B.2. CWT and MODWT components analysis 
The continuous wavelet transform (CWT) represents the signal in the time-frequency 

domain. It has better time-frequency resolution than STFT and provides more-accurate 
feature extraction than STFT. 

Parameters of the simulation: 
 wavelet type: ‘Morlet’; 
 scales of decomposition: 1:4:256 (each 4th scale is presented; in total, there are 256 

levels of decomposition). 
Results of the application of CWT to the selected sensor are presented in Figure B.4. 

The results have better time-frequency resolution than those of STFT and provide more-
accurate feature extraction than STFT. 

The base frequencies are extracted by calculating the variance for each scale and 
selecting the scale with a local maximum in the variance. In the current results, no 
significant base frequencies were identified. 
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Figure B.4. (a) Sensor measurements. (b) Continuous wavelet transform (CWT) spectrum 
and variance of scales. 
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A zoomed variant of Figure B.4 is presented in Figure B.5. It provides more 
information about the presentation of anomalies generated during the experiment in which a 
heavy load was placed on the dike. 

Figure B.5(b) indicates that the heavy load could be detected as a rapid change in the 
local mean of the signal. Such features affect small-scale (high-frequency, e.g., from 1 to 
50) wavelet coefficients. 
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Figure B.5. (a) Sensor measurements. (b) Continuous wavelet transform (CWT) spectrum 
near the anomaly.  

The maximum overlap discrete wavelet transform (MODWT) is another technique 
that analyses a signal in the time-frequency domain. Compared with CWT, it requires lower 
computational costs because a smaller number of scales are considered. Here, each level of 
decomposition is a power of 2 (the scales are numbers such as 2, 4, 8, etc.); such a 
representation affects the frequency resolution of the input signal. With decreasing 
frequency (higher number of the decomposition level), the frequency resolution is 
decreased, but the transform still obtains a good time-frequency representation of the 
signal.  

Parameters of the simulation: 
 Wavelet type: ‘least asymmetric 8’ (3 zero moments); 
 Levels of decomposition: 1:1:13 (scales 21, 22,…,213). 

Application of MODWT technique does not extract any base frequencies. The 
spectrum obtained by applying the MODWT looks similar to the CWT spectrum. The high 
oscillations at the boundaries in Figure B.6(b) are caused by boundary effects in the wavelet 
decomposition. 
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Figure B.6. (a) Sensor measurements. (b) Maximum overlap discrete wavelet transform 
(MODWT) spectrum. 

For detailed analysis, another presentation of the coefficients calculated using 
MODWT is presented in Figure B.7. The top plot presents the signal decomposed by 
MODWT; the levels of decomposition are presented from the 1st level (the top row in the 
figure) to the approximation of the 13th level (the lowest row in the figure). Red horizontal 
lines in all plots of MODWT coefficients denote the universal threshold; if a value is above 
the threshold, it can be interpreted as an outlier or abnormal behaviour for this timestamp. 

Heavy load periods are represented by three green boxes (from the 1st to 7th levels) 
and three red boxes (from the 8th to 10th levels). The analysis indicates that this anomaly can 
be detected as an increase in the modules or variance of coefficients of the 8th to 10th levels 
(red boxes) of decomposition. 

Heavy load intervals can be detected as rapid changes in the local mean of a signal. 
In small (high-frequency) levels (from the 1st to 7th) – the green boxes in Figure B.7 - such 
features affect the small-scale wavelet coefficients.  

Application of a universal threshold (see C.4) shows good results in identification of 
such type of signal behaviour. Universal threshold can be replaced by application of one-
side classification approach, e.g., Neural Clouds.  
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Figure B.7. The top figure: sensor measurements near dates with abnormal behaviour. All 
other plots show the maximum overlap discrete wavelet transform (MODWT) coefficients 

per level (blue colour), from the top (1st level) to the bottom (approximation of the 13th 
level trend) with their own universal threshold (red colour). 
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Appendix C. Description of the Methods 

C.1. FFT, STFT and phase shift  
One of the possible time-frequency features to be used for levee behaviour 

monitoring is the phase difference between oscillating signals of different sensors. This 
feature can be extracted from any monitored system with some periodic behaviour, such as 
electrical signals, vibrations or more-complex engineering, microeconomic and socio-
dynamic systems. A sudden change in frequencies, amplitudes or phase shifts indicates a 
potential problem in the system.  

In case of levee health monitoring, tidal changes in water levels propagate through 
the soil inside the dike and cause periodic increases in the water pressure at the sensors (see 
Figure C.1). Because soil that fills the levee is a porous material with a relatively low 
permeability, water flow experiences resistance and reaches the sensors with some delay. 
Areas further from the sea exhibit longer time delays (this effect is called "phase shift" in 
signal analysis).  

If the levee is stable (i.e., the structure is not damaged and the soil layers are not 
eroded), then the "resistivity" of the porous levee remains constant. Consequently, the 
phase shift between the sensors also stays constant. A change in the phase difference 
indicates that the levee integrity might be corrupted. Moreover, it also identifies the exact 
location of a problem, i.e., between the two sensors that revealed an anomalous phase shift.  

Similar to the water pressure dynamics, other sensors also respond to the 
dynamically changing hydraulic forces caused by tides. Therefore, our methodology can 
also be applied to sensors that measuring inclination, displacement, stress, strain, and other 
levee health parameters.  
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a) b)  

Figure C.1. Levee health monitoring based on pairwise phase shift monitoring. (a) A 
schematic of the monitored levee (filled with permeable soil) and sensor positions. (b) 
Illustration of the phase shift concept: a pressure wave caused by sea tides is reaching 

sensor #2 with a time delay relative to sensor #1, which is located close to the river. This 
time lag is called a “phase shift” or “phase delay” in signal analysis. 
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We consider a phase shift between the Fourier transform components calculated for a 
selected frequency as the time delay metric.  

The short-time Fourier transform (STFT) is the correct method to represent the 
signal in both the time and frequency domains [88]. This property facilitates detection of 
anomalies by tracking phase changes over time. 

Time-frequency representation by STFT is performed using a discrete fast Fourier 
transform (FFT) algorithm in a sliding window. Each new sliding window overlaps with a 
previous window to reduce boundary effects. The STFT coefficients have a time delay at 
each frequency. The STFT for a discrete time series is given by 

     , j n

m

X n x m w n m e 






  (C.1)  

where x[m] is the analysed signal; w is the window function (e.g., a rectangular 
window, Hamming, Gaussian), and x[m]w[n‒m] is the short-time section of the signal x[m] 
at time n. 

The phase  at timestamp n of frequency ω can be calculated as an argument of each 
STFT component [118]:  

    , arg ,n X n   (C.2)  

The phase delay  is then calculated as: 
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(C.3)  

The minus in the formula (C.3) is required for the positive presentation of the delay 
in the time domain. 

The phase shift Δ (in radians) and time delay Δ(n, ω) in seconds between two 
selected sensors is calculated as: 
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(C.4) 
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   (C.5)  

where 1( n, ω) is the phase of sensor #1 and 2( n, ω) is the phase of sensor #2.  
A pairwise phase shift analysis can be extended to the analysis for sensor triplets 

(Figure C.1(a)). The phase delay within the triangle should not change in time. Application 
of each individual sensor in a phase-shift analysis of several pairs guarantees redundancy. 
Thus, detection and localization of the anomaly are possible. A phase delay is calculated 
from the time-frequency components that are related to two sensors; therefore, we classify 
this feature as a “spatial time-frequency feature”. 
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C.2. Maximum overlap discrete wavelet 
transform (MODWT) 

The maximum overlap discrete wavelet transform (MODWT) technique is a method 
for time-frequency representation of time series. Unlike CWT, MODWT does not require 
high computational costs. 

We chose the maximum overlap discrete wavelet transform (MODWT) [93] for 
feature selection. MODWT is a computationally efficient method for time-frequency 
representation of time series. The MODWT transform is similar to the discrete wavelet 
transform (DWT), but it does not produce downsampling of wavelet coefficients [93], 
which allows it to overcome the lack of translation-invariance present in DWT and does not 
require the length of the signal to be a power of two. In contrast with CWT, MODWT 
calculates coefficients at scales 2j (where j is the level of the transform) without loss of 
information. This property provides faster computation of MODWT coefficients than CWT 
computation. The procedure of MODWT coefficient calculation can be described as an 
application of linear filters (wavelet and scaling filters) via a cascade algorithm (see Figure 
C.2). 
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Figure C.2. Maximum overlap discrete wavelet transform (MODWT) cascade algorithm. X 
is the analysed signal; gi and hi are the scaling (low-pass) and wavelet (high-pass) filters, 

respectively; and vi and wi are the approximation and detail MODWT coefficients of the i-
th level of decomposition, respectively. 

The frequency bands of the MODWT levels are illustrated in Figure C.3. 

W1W2W3V3

nf2
nf

4
nf

8
nf0

Level 3 Level 2 Level 1

frequency

W1W2W3V3

nf2
nf

4
nf

8
nf0

Level 3 Level 2 Level 1

frequency

 

Figure C.3. Frequency-domain representation of the MODWT levels. fn is the upper limit of 
the frequency range of the analysed signal. 

It is easier to work with the equivalent MODWT filters, which are analogous to the 
wavelet and scaling functions, because the MODWT filters calculate coefficients by direct 
convolution with a signal [93]: 
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(C.6)  

where X is the analysed signal; j is the level of decomposition; Vj,t is the vector of 
approximation coefficients at level j; gj is the MODWT equivalent scaling filter; and Lj is 
defined by Equation (C.8).  
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(C.7)  

where X is the analysed signal; j is the level of decomposition; Wj,t is the vector of 
wavelet coefficients at level j; hj is the MODWT equivalent wavelet filter; and Lj is defined 
by Equation (C.8).  

The length L of the equivalent MODWT filters for level j can be calculated using the 
following equation: 

  2 1 1 1j
jL L   

 
(C.8)  

C.3. Daily-seasonal-annual (DSA) transform  
The daily-seasonal-annual (DSA) transform is based on the MODWT transform. 

This transform assumes a combination of MODWT levels in daily, seasonal (monthly) and 
annual components (Figure 3.15). 

The DSA transform allows one to correlate deviations of dam parameters with 
natural fluctuations, which have base frequencies at daily, seasonal (monthly) and annual 
frequencies (e.g., air temperature). The DSA transform represents a MODWT as a set of 
physically motivated components. 

For computation of the DSA transform, time delays in MODWT levels must be 
compensated. This compensation can be performed by implementing MODWT wavelet and 
scaling filters for reconstruction of each wavelet level in the following manner [94]: 
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where the variables are as follows: 
x – time series; 

jD  is the “detail” coefficient of level j; 

0JS  indicates smoothing at the last level 0J ; 

0JV  is the last approximation level of the MODWT; 

jg~
 
is the MODWT scaling filter for reconstruction; and 

jh
~

 is the MODWT wavelet filter for reconstruction. 
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Combination of “details”, which correspond to the bands of frequencies, produces a 
DSA transform [94]. Suppose that dj  is the level for which the frequency band includes 

the frequency 
24

1
 (1/hours). Then, the daily component is 
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(C.10)  

If sj  is the level for which the frequency band includes the frequency 
720

1
 

(1/hours), then the seasonal (monthly) component is 
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(C.11)  

Summation of all other detail levels and smoothing at the last level produces an 
annual component: 
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C.4. Universal threshold 
Donoho and Johnstone describe a "universal threshold" λ [70]: 

2 log n 


  

 1 11.4826* | |j jmedian d median d


      

(C.13)  

where  1jd   is the vector of the finest wavelet coefficients of the wavelet transform 

and 


 is the MAD estimate. 

C.5. Polynomial autoregressive model 
The autoregressive (AR) linear model is defined as follows [36]: 
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 (C.14)  

where y(t) is the output at time t; αi and bi (i = 1:n) are the parameter of the model 
that must be estimated; na is the number of poles in the system; nb is the number of zeroes 
in the system; nk is the number of input samples that occur before the inputs affect the 
output current; y(t-1) and y(t-na) are the previous outputs on which the output current 
depends; u(t-nk) and u(t-nb-nk+1) are the previous inputs on which the current output 
depends; and e(t) is the white-noise. The na and nb parameters are referred to as model 
orders. 

The AR model can be written in a compact way using the following notation: 
( ) ( ) ( ) ( ) ( )A q y t B q u t e t   (C.15)  
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q-1 is the backward shift operator, which is defined as  

)1()(1  tutuq
 

(C.17)  

The following block diagram shows the AR model structure (Figure C.4). 
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Figure C.4. Autoregressive block diagram, where u is the model input, y is the model 
output, and B(q)/A(q) is a transfer function.  

The training procedure of the AR model is based on finding the best order (na, nb). 
The stopping criterion corresponds to the root mean square error (RMSE) in Equation 
(C.18), where RMSE is defined in Equation (C.19). 
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where y is the model output and y’ is the expected output. The RMSE is 0 when 
y(t)= y’(t). In addition, the RMSE must be less than the threshold that is selected by the 
user. 

Another approach for the best model selection is to use the Akaike Information 
Criterion (AIC) [23] as follows: 

2 2
ln

d
AIC

N
   (C.20)  

where σ2 is the variance of the model error (mean squared error), d is the model length, and 
N is the length of the training set. The minimal value of AIC corresponds to the best model.  

C.6. Artificial neural networks 
An artificial neural network is a non-linear approximation of an input signal to 

output time series. In the current study, we use the feed-forward neural network (FFNN). 
The structure of FFNN is presented in Figure C.5. 
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Figure C.5. The structure of the three-layered (input, hidden and output layers) feed 
forward neural network that that is used for the static nonlinear transformation of the input 
u(n) values into the output values y(n). Win and W represent the matrices of the connections 

(weights) between the layers. 

The NN training is conducted by optimizing the weights of the network so that the 
input signal for the NN produces the right output signal. The inputs of the NN propagate 
through the input, hidden and output layers. The following transfer function is used: 
f(x)=tanh(u).  

The gradient descent is used as the optimization algorithm. The learning error 
function is defined as follows: 
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where yt is the model output, dt is the target output, and T is the number of model and 
target instances. 

For more information regarding FFNN, please refer to [55]. 
The following types of models are considered and approximated using FFNN: 

1... ,( , , ), ,.., .tt t k m tty F yu yu    (C.22)  

where F is a nonlinear function, u is the input signal, y is the model output signal, k 
is the time-delay for the input signal, and m is time delay for the output signal that was used 
as an input value in the model. 

C.7. Model quality assessment 
The quality of modelling (for the models described in Sections C.5 and C.6) can be 

characterized using the following quality measures described below. 
1) The coefficient of determination R2 is calculated as follows: 
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(C.23)  

where yt is the model output, dt is the target output, and T is the number of the model 

and target instances. This metric lies in the range of 1, , where 1 corresponds to the 

best model fit. 
2) Root-mean-square error, see Equation (C.19).
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