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Article
DAC8 and Extraterritoriality: How to Enforce
Compliance for non-EU Operators

Claudio Cipollini*

Directive on Administrative Cooperation (DAC8) extends its scope to non-EU operators to improve the effectiveness of the exchange
of information on crypto-asset transactions. Nonetheless, it is still for the Member States to determine the nature and size of the
penalties for non-compliance and address their extraterritorial enforcement. Starting from this assumption, the present article aims to
explore what penalties the Member States can adopt against non-compliant operators based in third countries. Furthermore, this
study focuses on the multilateral, bilateral, and unilateral instruments for the extraterritorial enforcement of such penalties. To this
scope, the author conducts doctrinal research followed by a conceptual analysis of the existing literature as well as interdisciplinary
research focusing on the effectiveness of DAC8 for decentralized crypto-assets. The conclusions underline that the Member States
should introduce a combined set of monetary and non-monetary penalties, including internet content blocking and a ban on crypto-
asset transactions with blacklisted non-EU operators assisted by a sanctions program. Besides, to ensure their extraterritorial
enforcement, Member States should adopt a broader definition of tax claim within the Convention on Mutual Administrative
Assistance in Tax Matters (CMAAT) and the OECD Model Tax Convention as well as appropriate dissuasive measures against non-
cooperative jurisdictions in the area of recovery assistance.

Keywords: Administrative cooperation, Tax transparency, Exchange of information, DAC8, Crypto-assets, Monetary penalties, Non-
monetary penalties, Internet content blocking, Extraterritorial enforcement, Non-EU operators

1 INTRODUCTION

On 17 October 2023, the Council of the European
Union unanimously adopted the seventh amendment to
the Directive on Administrative Cooperation (DAC),
known as DAC8.1 The new legislation aims to expand
cooperation between Member States and help them to
address the challenges of the digitalized economy. The
main goal is to extend the scope of automatic exchange
of information to include revenues from crypto-assets
transactions and advance tax rulings for high-net-worth

individuals. Member States will have until 31 December
2025 to transpose the new rules into national law with
the first application for most provisions from 1 January
2026.

The DAC8 provisions impose due diligence procedures
and reporting obligations on Reporting Crypto-Asset
Service Providers (R-CASPs), such as crypto exchanges
or platforms. R-CASPs are required to annually collect,
report and exchange information on crypto-assets.
Information to be reported to tax authorities includes
data on the R-CASP itself, the reportable users and trans-
actional information on reportable crypto-assets. The tax
authorities will then share the locally reported information
with tax authorities of the users’ residence via the EU
Common Communication Network using an Extensible
Markup Language (XML) schema. Reportable crypto-
assets covered by DAC8 have in common that they can
be transferred in a decentralized manner without the
intervention of traditional financial intermediaries. They
include payment tokens like Bitcoin or Ethereum, asset-
referenced tokens (known as ‘stablecoins’), equity tokens
representing equity shares in a company, debt tokens
representing debt instruments, and certain non-fungible
tokens (NFTs).2

DAC8 is the outcome of more than two years of work
of the EU institutions including consultations with

* Assistant Prof. in Tax & Technology, University of Amsterdam (the
Netherlands). This article has been developed within the frame-
work of the Amsterdam Centre for Tax Law (ACTL) research
project ‘Designing the tax system for a cashless, platform-based
and technology-driven society’ (CPT project). The CPT project is
financed with university funding and funds provided by external
stakeholders (i.e., businesses and governments) interested in sup-
porting academic research to design fair, efficient and fraud-proof
tax systems. Stakeholders participating and financing this project
include the private commercial organizations Ernst & Young (EY),
Gatti Pavesi Bianchi Ludovici, Loyens & Loeff, Microsoft, Netflix
and NEXI Group; Other organizations financing this initiative are
the Dutch Association of Tax Advisers (NOB) and the Dutch
Branch of the International Fiscal Association (IFA). Part of the
CPT project is also financed by the Netherlands legal research
agenda 2019–2025 on Digital Legal Studies. For more information
about the CPT project and its partners, please visit its website,
https://actl.uva.nl/cpt-project/cpt-project.html.
Email: c.cipollini@uva.nl.

1 Council Directive (EU) 2023/2226 of 17 Oct. 2023 amending
Directive 2011/16/EU on administrative cooperation in the field
of taxation, OJ L 2226 of 24 Oct. 2023 (2023), http://data.europa.
eu/eli/dir/2023/2226/oj (accessed 14 Nov. 2023).

2 NFTs are in-scope to the extent that they are issued in a large series
or collection and thus are fungible.
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stakeholders and impact assessments. The new provi-
sions largely reflect the global standards for the auto-
matic exchange of information represented by the
Crypto-Asset Reporting Framework (CARF), which was
recently approved by the OECD under the G20’s
mandate.3 Indeed, also the CARF provides for the
reporting of this tax information in a standardized man-
ner based on a set of due diligence procedures and a
common definition of in-scope crypto-assets and service
providers.

Despite these similarities, the scope of DAC8 is
broader than the OECD CARF standards, as the DAC8
rules also apply to non-EU operators with reportable
users in the European Union. In particular, non-EU
operators that intend to obtain access to the EU market
are required to register in a Member State of choice and
comply with the reporting rules in this country. In case
of non-compliance, the new rules provide that Member
States shall take ‘all measures necessary to ensure that
they are implemented’ and the related penalties shall be
‘effective, proportionate and dissuasive’.

However, DAC8 leaves to the Member States’ sover-
eignty the definition of the exact nature and size of the
penalty measures against non-compliant non-EU opera-
tors. Furthermore, the new rules do not include any
guidance on how to enforce these measures outside of
the Member State of registration, especially within the
third country where the non-EU operator is based. In
other words, while the new DAC8 provisions extend
their scope to non-EU operators to improve the effec-
tiveness of the new framework for the exchange of infor-
mation, it is still for the Member States to determine the
nature and size of the penalties as well as to address their
extraterritorial enforcement in case of non-compliance.
Therefore, the resulting framework highlights the crucial
role of the Member States’ legislative initiatives in ensur-
ing the compliance of non-EU operators with the new
DAC8 obligations.

Starting from this gap, the present article aims to
develop the following research question: How can
Member States ensure that non-EU operators comply
with the new DAC8 obligations?

To answer this question, the analysis is developed on
two different levels. First, there is the need to explore
which monetary and non-monetary penalties the
Member States can adopt in case of non-reporting from
a non-EU operator or in the event of a failure to register
in a Member State. Therefore, the first part of the analy-
sis process requires focusing on the following research
sub-question: What penalty measures can Member States
adopt to ensure that non-EU operators comply with the

DAC8 obligations? Second, once these penalty measures
are defined, it is also necessary to ensure their extrater-
ritorial enforcement through the appropriate unilateral,
bilateral, and multilateral instruments. Without these
instruments, non-EU operators will easily circumvent
the DAC8 provisions by engaging in forum shopping
and establishing in third countries where the penalties
cannot be enforced because of the lack of cross-border
agreements. Therefore, the second research sub-question
is as follows: What instruments can Member States use
to enforce such penalty measures in third countries?

To this scope, the methodology of the present study
starts from a comprehensive review of the new registra-
tion and reporting obligations under DAC8, focusing on
non-EU operators and the related penalty framework for
non-compliance. The author first conducts doctrinal
research followed by a conceptual analysis of the existing
literature on tax penalties covering both monetary and
non-monetary penalties. To integrate the results, the
research process also involves interdisciplinary research
focusing on the interplay between tax and technology to
explore the effectiveness of the DAC8 rules in light of the
technological features of decentralized crypto-assets.4

Accordingly, the structure of this article is developed
as follows. After this first section containing the intro-
duction, section 2 includes the review of the new DAC8
provisions for non-EU crypto-asset operators (CAOs) to
outline their registration and reporting obligations and
define the main categories of infringement situations. In
section 3, the author explores the different possibilities
Member States have to develop domestic measures
against non-compliance from non-EU operators, includ-
ing an overview of the designing principles and the
monetary and non-monetary penalties. Section 4 aims
to define the mechanisms for extra-territorial enforce-
ment having regard to the different multilateral, bilateral,
and unilateral instruments. Finally, the conclusions are
presented in section 5 with the answer to the main
research question and some personal remarks of the
author.

2 DAC8 AND NON-EU OPERATORS

The DAC8 provisions impose due diligence procedures
and reporting obligations on R-CASPs, which include
both providers regulated under the Markets in Crypto
Assets Regulation (MiCA)5 and those falling outside the
MiCA scope. The former are referred to as ‘Crypto-Asset
Service Providers’ (CASPs). Based on the MiCA

3 OECD, Crypto-Asset Reporting Framework and Amendments to the
Common Reporting Standard (OECD 2022), https://www.oecd.org/
tax/exchange-of-tax-information/crypto-asset-reporting-framework-
and-amendments-to-the-common-reporting-standard.pdf (accessed
14 Nov. 2023).

4 For details on this research methodology see C. Cipollini, A
Systematic Introduction to Tax and Technology, 5 Int’l Tax Stud. 3,
18 (2022).

5 Regulation (EU) 2023/1114 of the European Parliament and of the
Council of 31 May 2023 on markets in crypto-assets and amending
Regulations (EU) No 1093/2010 and (EU) No 1095/2010 and
Directives 2013/36/EU and (EU) 2019/1937, OJ L 150 of 9 Jun.
2023, 40–205 (2023).
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provisions, CASPs correspond to a legal person or other
undertakings whose occupation or business is the provi-
sion of one or more ‘crypto-asset services’ to third parties
on a professional basis and that is allowed to provide
crypto-asset services under an authorization issued by
the competent authorities.6 The latter, which cover
R-CASPs not authorized to operate in the EU under the
MiCA, are referred to as CAOs.7

For both these subcategories of R-CASPs, the subjec-
tive scope of DAC8 is limited to operators that conduct
crypto-asset services permitting users ‘to complete an
exchange transaction’. Under DAC8, ‘exchange transac-
tions’ are defined as encompassing both crypto-to-fiat
exchanges and fiat-to-fiat exchanges.8 Consequently,
R-CASPs within the scope of the MiCA that are solely
‘providing advice on crypto-assets’ are excluded from the
scope of the new DAC8 provisions.9

The focus of this article is on CAOs that are resident
in third countries. In the event they intend to operate in
the EU market and provide crypto-asset services to EU
resident users, DAC8 imposes them to have a single
registration with a Member State of their choice.10

Following registration, CAOs are required to report
their relevant information such as name, postal address,
electronic addresses, tax identification number (TIN),
and Member States in which their reportable users are
residents.11 Stated otherwise, providers that are not
based in the EU only obtain access to the EU market if
they register in an EU country and comply with the
reporting rules in that country.12 However, in order to
foster administrative cooperation with third countries,
CAOs that meet certain conditions should be allowed
to solely report information on crypto-asset users resi-
dent in the Union to the tax authorities of a non-Union
jurisdiction insofar as the reported information corre-
sponds to the information set out in DAC8

and insofar as there is an effective qualifying compe-
tent authority agreement in place with such non-Union
jurisdiction.13

Based on this framework, the new rules produce extra-
territorial effects as far as they impose obligations on enti-
ties based outside the EU territory. This type of
extraterritoriality of the reporting rules is not included in
the OECD’s CARF. The CARF only applies to operators
with an effective nexus to a participating state (incorpora-
tion, tax residence, place of business etc.) that goes beyond
the mere provision of services within the market.14

Nevertheless, this is not the first example of extraterritori-
ality within the EU legislation on administrative coopera-
tion. The same type of extraterritorial effects of the EU
reporting obligations has also been included within the
DAC7 rules covering digital selling platform operators.15

In both cases, the Commission justifies such rules by the
need to ensure a level playing field, while avoiding the
engagement in forum shopping.16

When focusing on CAOs based in third countries, the
following situations involving an infringement of DAC8
may emerge in practice.

The first case is that of a CAO active in the EU market
failing to register in a Member State of choice or having a
revoked registration. This is an infringement of the
DAC8 rules under which CAOs providing services to
EU resident users must register in one single Member
State and comply with the related reporting rules.

The second case refers to registered CAOs failing to
report the required information on their reportable users
and reportable crypto-assets. Under DAC8, this violation
becomes punishable only after two reminders by the
Member State of single registration as long as the CAO
still does not comply with its reporting obligations.17

The third case is that of registered CAOs reporting the
required information in an incomplete, incorrect, or false
form. This type of infringement of DAC8 rules covers
grey situations subject to interpretation. To address this
issue, the previous draft proposal of DAC8 specified that
incomplete, incorrect, or false data qualify as a punish-
able infringement as long as they substantially affect the
integrity and reliability of the reported information,
namely when they amount to more than 25% of the
total data that the taxpayer or reporting entity should
have correctly reported.18 However, this suggests the6 Ibid., Art. 3(1).

7 Council Directive (EU) 2023/2226 of 17 Oct. 2023, Annex VI, s.
IV, B(2).

8 Ibid., Annex VI, s. IV, B(3).
9 B. Michel, Everybody’s Got Something to Hide Except Me and My

NFT’s Monkey – An Analysis of the European Commission’s DAC8
Proposal on Automatic Exchange of Cryptoasset Information, 77 Bull.
Int’l Tax’n 1, 66 (2023), doi: 10.2139/ssrn.4323158.

10 Council Directive (EU) 2023/2226 of 17 Oct. 2023, Art. 8ad(7).
11 Ibid., Annex VI, s. V, F(2).
12 B. Michel, EU Ambition for DAC8 Transparency on Crypto Is Cut

Short by Failure to Think Outside the OECD Box (Tax Justice Network
2023), https://taxjustice.net/2023/05/25/eu-ambition-for-dac8-
transparency-on-crypto-is-cut-short-by-failure-to-think-outside-
the-oecd-box/ (accessed 14 Nov. 2023).

13 Council Directive (EU) 2023/2226 of 17 Oct. 2023, Annex VI, s. I,
C. In particular, for the implementation of this provision, the
Commission will adopt implementing acts, following a reasoned
request by any Member State or on its own initiative, to determine
whether the information that is required to be automatically
exchanged pursuant to an agreement between competent

authorities of the Member State concerned and a non-Union jur-
isdiction corresponds to that specified under DAC8. Based on the
similarities between DAC8 and the OECD’s CARF, it is likely that
future multilateral agreements implementing the OECD’s CARF
could qualify as instruments that grant participating third countries
the status of ‘qualified non-Union jurisdictions’ in the context of
DAC8 (see Michel, supra n. 9, at 69).

14 Michel, supra n. 9, at 68.
15 Council Directive (EU) 2021/514 of 22 Mar. 2021 amending

Directive 2011/16/EU on administrative cooperation in the field
of taxation, OJ L 104 of 25 Mar. 2021, 1–26 (2021), Annex V, s. I,
A(4)(b).

16 Michel, supra n. 9, at 67.
17 Council Directive (EU) 2023/2226 of 17 Oct. 2023, Annex VI, s. V,

A(2).
18 Proposal for a Council Directive amending Directive 2011/16/EU

on administrative cooperation in the field of taxation, COM/2022/
707 final, Art. 25a(3) (2022), https://eur-lex.europa.eu/legal-con
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need for further guidance as to how the 25% of errors
should be assessed for the sake of legal certainty.19

Despite these possibilities for violations, the approved
final version of DAC8 provides a very limited framework
for penalties including only general principles without
any minimum penalty levels. In principle, such penalties
shall be ‘effective, proportionate, and dissuasive’20 but
their definition and enforcement remain under the sover-
eign control of Member States. Furthermore, DAC8
requires the Member State of single registration to take
the necessary measures to revoke the registration of the
CAO in case of non-compliance with the reporting obli-
gations. This being the case, the registration shall be
revoked not later than after the expiration of ninety
days but not before the expiration of thirty days after
the second reminder.21 Finally, DAC8 also requires that
Member States endeavour to coordinate their actions
aimed at enforcing compliance, including the prevention
of non-compliant CAOs from being able to operate
within the Union as a last resort.22

Therefore, the approved version of DAC8 is a step
back compared to the previous draft proposal discussed
in the stages of the consultation process.23 The draft
proposal included a more comprehensive penalty frame-
work with minimum penalty levels depending on the
severity of the violation and the size of the operator
concerned. Nevertheless, these minimum penalty levels
have been dropped from the final version of DAC8 as the
consultation process raised some political concerns. The
private sector expressed negative views, especially for
small and medium-sized enterprises arguing that the
policy objectives of DAC8 could be achieved without
the provision of any minimum penalty regime.24

Moreover, commentators argued that a minimum pen-
alty regime would enter into conflict with the tax sover-
eignty of Member States due to the specific
characteristics of each domestic legal system concerning
criminal and administrative law.25 They also expressed
doubts about the legality of the determination of penalty
levels by the EU legislators by referring to Article 83(1)
of the Treaty on the Functioning of the European Union

(TFEU) under which the European legislators may estab-
lish minimum rules for penalties only if the violation
concerns particularly serious crimes with a cross-border
dimension.26

3 DOMESTIC MEASURES AGAINST NON-
COMPLIANCE

The framework resulting from the previous section
shows that DAC8, while producing extraterritorial effects
on non-EU CAOs, finally leaves to Member States the
definition and the enforcement of the penalty measures
in case of violations. The new provisions do not include
minimum penalty levels. Furthermore, although Member
States are required to revoke registration in case of
violations and prevent non-compliant CAOs from being
able to operate within the Union, it is for the Member
States to design these measures in practice and address
their implementing and enforcing issues.

This suggests the need to approach the analysis of the
first research sub-question of this article exploring what
penalty measures Member States can adopt to ensure
that non-EU operators comply with the DAC8 obliga-
tions. Accordingly, the following sub-sections 3.1, 3.2,
and 3.3 give an overview of the designing principles the
Member States should consider when adopting penalties
in this area and then identify the possible monetary and
non-monetary penalties the Member States can adopt in
case of violations from non-EU CAOs.

3.1 Designing Principles

When considering the introduction of penalties for vio-
lations from non-EU CAOs, Member States have to take
into account a series of limits defined under EU law.

The development of a penalty measure at the domes-
tic level should first consider the provision contained in
Article 25a of the latest amended version of DAC.
According to this provision, ‘Member States shall lay
down the rules on penalties applicable to infringements
of national provisions adopted pursuant to this
Directive […] and shall take all measures necessary to
ensure that they are implemented’. In particular, penal-
ties must ‘be effective, proportionate, and dissuasive’.

Therefore, it is necessary to address the practical
meaning of these general principles and give Member
States a clear picture of the limits within which they can
design their penalty measures for DAC8-related
violations.

First, as far as the effectiveness of a penalty measure is
concerned, penalties should neither be so minimal that

tent/EN/TXT/?uri=celex%3A52022PC0707 (accessed 14 Nov.
2023).

19 See European Commission, Proposal for a directive – COM(2022)
707, Commission Adoption, Feedback period 8 Dec. 2022–30 Mar.
2023 (2023), https://ec.europa.eu/info/law/better-regulation/have-
your-say/initiatives/12632-Tax-fraud-evasion-strengthening-rules-
on-administrative-cooperation-and-expanding-the-exchange-of-
information_en (accessed 14 Nov. 2023), feedback from the
European Banking Federation (EBF).

20 Council Directive (EU) 2023/2226 of 17 Oct. 2023, Art. 25(a).
21 Ibid., Annex VI, s. V, F(7).
22 Ibid., Annex VI, s. V, F(6).
23 Proposal for a Council Directive amending Directive 2011/16/EU

on administrative cooperation in the field of taxation, COM/2022/
707 final, Art. 25a.

24 See European Commission, supra n. 19, feedback from Blockchain
for Europe.

25 M. Bernt, DAC8: Commentary on the European Union’s New Crypto
Tax Reporting Regime, 63 Eur. Tax’n 9 (IBFD 2023).

26 See European Commission, supra n. 19, feedback from European
Tax Adviser Federation (ETAF) where reference is made to the
following areas of crime: terrorism, trafficking in human beings
and sexual exploitation of women and children, illicit drug traffick-
ing, illicit arms trafficking, money laundering, corruption, counter-
feiting of means of payment, computer crime and organized crime.
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they fail to incentivize taxpayer compliance nor so high
that they foster increased corruption.27 According to a
simplified rational choice theory, taxpayers should logi-
cally refrain from non-compliance when faced with a
monetary penalty that increases the overall amount of
tax due. However, the effectiveness of monetary penal-
ties in pursuing deterrence goals is not always guaran-
teed. Some taxpayers may perceive these penalties as
merely a component of the overall tax payment, espe-
cially if their amount is insufficient to serve as a compel-
ling deterrent. Individuals may assign a higher value to
aspects of personal significance, such as the reputational
factor or the possibility to conduct a specific business or
profession. Monetary penalties are also less effective in
the case of insolvent taxpayers without assets in the
jurisdiction.28 Therefore, based on the different attitudes
of taxpayers, an effective tax penalty system should also
include the provision of non-monetary penalties. Non-
monetary measures aim to promote compliance by
depriving taxpayers of rights and benefits that are more
significant to them than a mere monetary fine. Indeed,
the objective of non-monetary penalties is to promote tax
compliance by attacking something valued more highly
by the taxpayer than money.29

Second, for what regards the proportionality of a
penalty measure, the recent case law of the Court of
Justice of the European Union (CJEU) and the
European Court of Human Rights (ECHR) offers the
opportunity to explore this concept by outlining a coor-
dinated approach towards their determination, coordina-
tion, and quantification of a penalty measure.30 For
instance, in Affaire Mamidakis v. Greece, the ECHR
holds that Greece’s penalty system imposes an undue
burden violating the right of property.31 Likewise,
Commission of the European Communities v. Hellenic
Republic highlights that penalties should not surpass
what is strictly necessary for the pursued objectives,
and control procedures should not impose penalties so
disproportionate to the gravity of the violation that they
affect freedoms protected by the TFEU.32 In Menci, the
CJEU adds that the Charter of Fundamental Rights of the
European Union (the Charter) precludes VAT penalty
regimes which, whilst providing for concurrent penal-
ties, lack mechanisms coordinating and mitigating the
overall effect of such concurrent penalties.33 In

particular, the CJEU here refers to Article 49(3) of the
Charter according to which the severity of penalties must
not be disproportionate to the criminal offence and to
the following Article 50 under which ‘no one shall be
liable to be tried or punished again in criminal proceed-
ings for an offence for which he or she has already been
finally acquitted or convicted within the Union in accor-
dance with the law’.34 Furthermore, scholars argue that
considerations of culpability and mitigating factors
should play a role in determining the appropriate level
of penalties and their proportionality. They propose that,
as a fundamental guideline, the severity of a penalty
should correspond to the level of culpability exhibited
by the taxpayer.35 Striking a balance is crucial. In the
DAC8 public consultation process, some private stake-
holders also recommended exempting penalties for the
initial three years, providing leniency for genuine mis-
takes, and safeguarding intermediaries who relied on
others’ compliance. They asserted that a penalty protec-
tion system would be essential to ensure proportionality,
especially in cases where an intermediary in good faith
fails to comply after being assured of another R-CASP’s
compliance regarding a specific crypto-asset user.36

Third, the dissuasive nature of a penalty relies on a
careful calibration to achieve both deterrence and fair-
ness. For instance, the previous draft proposal of DAC8
included provisions giving Member States the power to
apply penalties to both legal entities and individuals.37

Consequently, the personal liability (civil or criminal) of
directors or members of the management body could
emerge in case of failures in the reporting process.
Scholars argue that this further ensures the dissuasive
nature of a penalty measure in accordance with the
principles outlined in DAC.38

Based on these principles and their conceptual bound-
aries, Member States are thus required to design penalty
measures for the violation of DAC8 provisions with a set of
monetary and non-monetary penalties aimed at ensuring
compliance from non-EU CAOs. The following sub-
sections are intended to illustrate the possibilities Member
States have in practice to design such measures.

3.2 Monetary Penalties

Monetary penalties are the first type of measures Member
States can use to ensure that non-EU CAOs comply with

27 C. Waerzeggers, C. Hillier & I. Aw, Designing Interest and Tax
Penalty Regimes, Tax Law Technical Note 1/2019, 8 (International
Monetary Fund 2019), https://www.imf.org/en/Publications/Tax-
Law-Technical-Note/Issues/2019/04/04/Designing-Interest-and-
Tax-Penalty-Regimes-46648 (accessed 14 Nov. 2023).

28 Ibid., at 7.
29 Ibid.
30 See R. Attard, Tax Penalty Regimes, A Call for Harmonization, (5) EC

Tax Rev. 229–232 (2023).
31 Mamidakis v. Greece [Sec. I], no. 35533/05, §§44-45, Eur. Ct. H.R.

2007.
32 Case C-210/91, Commission of the European Communities v. Hellenic

Republic [1992] E.C.R. I-06735.

33 Case C-524/15, Luca Menci v. Procura della Repubblica, 20 Mar.
2018, ECLI:EU:C:2018:197. For a comment, see A. Clifford,
Menci & Garlsson Real Estate SA and Others v. Commissione
Nazionale per le Società e la Borsa (Consob) & Joined Cases Di Puma
v. Consob and Consob v. Zecca (CJEU), 57 Int’l Legal Materials 4,
583–615 (2018), doi: 10.1017/ilm.2018.31.

34 See Attard, supra n. 30, at 230.
35 Waerzeggers, Hillier & Aw, supra n. 27, at 2.
36 Example, in case of bankruptcy.
37 Proposal for a Council Directive amending Directive 2011/16/EU

on administrative cooperation in the field of taxation, COM/2022/
707 final, Art. 25a(3).

38 See for instance, Waerzeggers, Hillier & Aw, supra n. 27, at 12.
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the DAC8 obligations. They involve the payment of
certain amounts of money to tax authorities in the
event of non-compliance. Generally, such penalties are
designed in two different ways: (1) as a fixed monetary
amount applied to all taxpayers (fixed penalty) or (2) as
a percentage-based monetary amount (percentage pen-
alty), i.e., a percentage of the tax underpaid or paid late
or of the taxpayer’s gross or net income. Monetary
penalties can also be designed as a hybrid model incor-
porating a combination of these two main options.

3.2.1 Fixed Penalties

Fixed penalties are often used where there is the need for
tax authorities to react quickly in the case of a violation.
As seen, the approved text of the DAC8 does not include
any minimum penalty level against non-compliant
R-CASPs. However, the previous draft proposal of
DAC8 included mandatory minimum fixed penalties applic-
able either in the event of a failure to report after two valid
administrative reminders, or in the event of incomplete,
incorrect, or false data amounting to more than 25% of the
information that should have been reported.39

Although these minimum penalties have been
dropped in the approved version of DAC8,40 they can
still represent a starting point to develop some monetary
penalties at the domestic level, especially when consider-
ing the adoption of fixed penalties. Stated otherwise, the
minimum penalties included in the previous draft pro-
posal give input for possible design options to be imple-
mented at the domestic level in order to introduce
effective, proportionate, and dissuasive measures against
non-compliant CAOs based in third countries.

According to the draft proposal of DAC8, the amount
of these minimum penalties depends on the turnover of
the non-compliant entity and on whether it concerns a
company or an individual. In detail, these fixed penalties
amount to a minimum of EUR 50,000 or EUR 150,000,
depending on whether the annual turnover of the com-
pany is below or above EUR six million, or to a minimum
of EUR 20,000 when the CAO is a natural person. In the
case of multinational enterprises operating as a CAO, such
minimum penalties increase up to EUR 500,000.41

Several private stakeholders who participated in the
public consultation on DAC8 highlighted that such mini-
mum penalty levels are extremely punitive, especially for
small and medium-sized RCASPs.42 This would involve a

disproportionate impact, especially considering the possi-
bility that, under the draft proposal of DAC8, the same
penalties could also be imposed on individuals having
management responsibilities. For these reasons, commen-
tators questioned whether these sanction levels proposed
can effectively be qualified as ‘minimum penalties’.43 To
support these doubts, they argued that in most Member
States, the existing levels of penalties are lower. For
instance, in France, failure to comply with DAC6 require-
ments leads to the application of a fine which may not
exceed EUR 10,000 or EUR 5,000 depending on whether
this is the first violation in the current calendar year or the
first in the three previous years.44

The point is that EU law requires that penalties are
always effective, proportionate, and dissuasive. In the
author’s view, this implies the need to take into account
the different economic situations and legal traditions of
Member States also when designing fixed penalties.
Therefore, it is necessary that Member States, when
introducing fixed penalties against non-compliant
CAOs based in third countries, consider the proportion-
ality of the monetary amounts having regard to the
economic environment of reference, the ability to pay
of the taxpayer, and the gravity of the violation. At the
same time, the monetary amounts should be sufficiently
relevant to ensure the effectiveness of these measures and
dissuade CAOs from persevering in non-compliance.

3.2.2 Percentage Penalties

Percentage penalties are usually linked to the amount of
tax that is underpaid or paid late or to the taxpayer’s
gross or net income. Neither the draft proposal nor the
final approved version of DAC8 contain any reference to
percentage penalties. However, to comply with the EU
principles of effectiveness and proportionality, Member
States should also consider the possibility of introducing
such penalties against non-compliant CAOs. In the case
of larger taxpayers, a fixed, smaller penalty could not be
effective or appropriate for encouraging compliance.45

To address this risk, percentage penalties can be calcu-
lated having regard to the tax due or the taxable income
of the non-compliant CAO to ensure the effectiveness
and the dissuasive effect of the measure also in case of
larger taxpayers.

Interesting possibilities to design percentage penalties
come from the US experience. Under the Foreign
Account Tax Compliance Act (FATCA),46 foreign financial

39 Ibid.
40 See E. Lamer, EU Countries Show Little Support for DAC8 Non-

reporting Penalties, Tax Notes Today International (Tax Analysts
2023), https://www.taxnotes.com/tax-notes-today-international/
cryptocurrency/eu-countries-show-little-support-dac8-non-report
ing-penalties/2023/03/24/7g85c (accessed 14 Nov. 2023).

41 For an overview of the minimum penalties included in the draft
proposal of DAC8, see O. Popa & C. Valério, The (Most Recent)
Proposal for an EU Directive to Amend the Rules on Administrative
Cooperation in the Field of Taxation (DAC8), 63(2/3) Eur. Tax’n
(IBFD 2023); M. Bernt, DAC8: Commentary on the European Union’s
New Crypto Tax Reporting Regime, 63(9) Eur. Tax’n (IBFD 2023).

42 See European Commission, supra n. 19, feedback from Blockchain
for Europe.

43 See European Commission, supra n. 19, feedback from European
Tax Adviser Federation (ETAF).

44 See Art. 1729 C-ter of the French General Tax Code.
45 Waerzeggers, Hillier & Aw, supra n. 27, at 2.
46 Foreign Accounts Tax Compliance Act, 26 U.S. C. ss 1471–1474

(2012). For access to the FATCA regulations and the related admin-
istrative guidance see https://www.irs.gov/businesses/corporations/for
eign-account-tax-compliance-act-fatca (accessed 14 Nov. 2023).
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institutions (FFIs) are required to register with the
Internal Revenue Service (IRS), identify US persons
that directly or indirectly own accounts, establish pro-
cesses to identify US persons when new accounts are
opened and provide information to the IRS about US
source and foreign-source payments received on behalf
of US account holders.47 In case of non-compliance,
FFIs incur a 30% withholding tax on any US-sourced
income, such as interest, dividends, and gross proceeds
from sales of securities received from the US.48 Thus, if
FFIs do not agree to report to the US on accounts held
and income earned by US individuals, FATCA requires
withholding on a wide range of payments from the US
to those same financial institutions. Stated otherwise,
FATCA creates a duty upon FFIs to either report certain
information or incur a withholding tax of 30% when
withholdable payments are made from the United
States to these FFIs.49 FATCA also requires that parti-
cipating FFIs withhold payments to non-participating
FFIs in cases where the funding for those payments
could be attributed to withholdable payments (pass-
through payments).50

Based on these characteristics, it is evident that
FATCA does not involve a conventional withholding
tax. The 30% withholding is better understood as a
percentage penalty intended to force FFIs to disclose
information to the IRS.51

For these reasons, while designing the penalty sys-
tem to implement DAC8 at the domestic level,
Member States should consider introducing similar
withholding measures. By simply imposing a with-
holding tax on payments made from any EU entities
to non-compliant CAOs, Member States could easily
increase compliance from these operators based in
third countries. Failure to register in a Member State
or report under DAC8 would determine for a CAO the
application of a percentage penalty – in the form of a
withholding tax having a sanctioning nature – linked
to the amount on inbound payments from other EU
entities.

3.3 Non-monetary Penalties

The purpose of non-monetary penalties is to promote tax
compliance by depriving taxpayers of something they
value more than money. When designing such penalties,
it is crucial to identify the non-monetary rights and
benefits that specific types of taxpayers are likely to
hold in high regard and restrict access to them in case
of non-compliance. For instance, some taxpayers prior-
itize aspects of greater economic or personal significance,
such as the ability to conduct a specific type of business,
professional standing, or reputation, over the monetary
consequences. Other taxpayers are insolvent or do not
own any assets in the jurisdiction. In all these situations,
monetary penalties are less effective and non-monetary
penalties become a fundamental instrument to ensure
tax compliance. However, caution is necessary to ensure
that non-monetary penalties do not inadvertently hinder
the taxpayer’s ability to settle tax debts. To this scope,
Member States should impose non-monetary penalties
only in case of non-compliance after the expiration of a
reasonable term.

As far as DAC8 and CAOs are concerned, the applic-
able non-monetary penalties aim to revoke registration
and prevent non-compliant CAOs from being able to
operate within the Union. In both cases, interdisciplinary
research is useful to identify the various alternatives
Member States have to ensure the effectiveness of such
measures having regard to the technological features of
decentralized crypto-assets.

3.3.1 Revoking Registration

Revoking registration is a non-monetary penalty typically
referring to the authority’s decision to cancel or with-
draw a taxpayer’s registration. In the context of DAC8,
this measure is mentioned under section V, paragraph
F(7) of Annex VI. According to this provision, where a
CAO does not comply with the obligation to report after
two reminders by the Member State of single registra-
tion, the Member State of single registration shall take
the necessary measures to revoke the registration of the
CAO not later than after the expiration of ninety days
but not before the expiration of thirty days after the
second reminder. Based on this rule, the competent
authority of the Member State concerned should have
the power to issue an administrative decision subject to
judiciary review, which becomes executable thirty days
after the second reminder.

Revoking registration has significant implications, as
it eliminates the CAO’s entitlement to legitimately oper-
ate in the Union and provide services to EU crypto-asset
users. Therefore, it serves as a deterrent by directly
affecting the legitimacy of the CAO’s operations in the
Union. However, the effectiveness of such a measure also
depends on the presence of alternative means for the
CAO to continue its activities without official registra-
tion. Even after the revocation of registration, CAOs may

47 R.A. A. Pfister, Rethinking the International Tax Transparency
Framework, 28(6) Trusts & Trustees 477 (2022), doi: 10.1093/
tandt/ttac057 (accessed 14 Nov. 2023).

48 Under I.R.C. Sec. 1471(a), a withholding agent ‘shall deduct and
withhold a tax equal to 30 per cent of the amount of such payment’
if the foreign financial institution receives a withholdable payment
and does not comply with the requirements of I.R.C. Sec. 1471(b).

49 For an overview of these rules, see L. De Simone, R. Lester & K.
Markle, Transparency and Tax Evasion: Evidence from the Foreign
Account Tax Compliance Act (FATCA), 58 J. Accounting Res. 1, 105–
153 (2020), doi: 10.1111/1475-679X.12293; T. R. Murray, The
Eighth Amendment and Tax Evasion: Whether FATCA Non-compliance
Fines and FBAR Penalties Are Excessive, 24 Wm. & Mary Bill. Rts. J.
553–593 (2015), https://scholarship.law.wm.edu/wmborj/vol24/
iss2/8 (accessed 14 Nov. 2023); L. Snyder, The Unacknowledged
Realities of Extraterritorial Taxation, 47 S. Illinois U. l..J. 253–256
(2022).

50 Ibid.
51 Ibid., footnote n. 22.
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explore various alternatives to continue their operations.
For example, the operator might simply decide to con-
tinue to illicitly operate in the EU providing services to
the same EU crypto-asset users. From a pragmatic per-
spective, the CAO could consider still convenient to
keep this line of business and accept the economic risk
of monetary penalties for any consequent DAC8-related
violations, especially if the third country where it is
based does not have any agreement with the EU
Member States for the extraterritorial enforcement of
the related penalty measures.

3.3.2 Internet Content Blocking

The effectiveness of non-monetary penalties strictly
depends on the capability of Member States to develop
more advanced tools focusing on the technology through
which crypto-asset services are provided. When revoking
registration is not sufficient due to a situation where a
CAO continues to operate in the EU illegitimately, the
appropriate non-monetary penalty should also involve
‘internet content blocking’ to ensure that non-compliant
CAOs cannot operate within the Union.

Internet content blocking usually implies that the
competent authority notifies an order to internet service
providers (ISPs). Based on this order, ISPs are required
to redirect users trying to access certain websites to
another web page showing a policy statement.52 Non-
compliance by the ISPs with the administrative order
should be punished through the general rules on civil
liability in each Member State.53

However, such non-monetary measures should also
focus on the techniques ISPs generally use to effectively
prevent non-compliant CAOs from operating in the
Union. Executing internet content blocking orders is
not an easy task. To this scope, existing technologies
offer different alternatives, each having its pros and
cons. Understanding the different blocking techniques
and their effects is important for competent authorities
considering the use of such measures in the context of
the new DAC8 provisions. Therefore, a more granular
analysis is needed to explore the possibilities Member
States have to effectively prevent non-compliant CAOs
from being able to operate within the Union. In parti-
cular, the following types of internet content blocking
should be considered: Internet Protocol (IP)-based
blocking, Uniform Resource Locator (URL)-based block-
ing, and Domain Name System (DNS)-based blocking.

In IP-based blocking, there is a blocking party – such
as an ISP – having a list of IP addresses to block called
the ‘block list’. Any attempt to connect to a server with
an IP address on the block list is interrupted. The block-
ing party has complete control over the connection
between the end-user and the content. In detail, IP-
based blocking54 places barriers in the network (e.g.,
firewalls) that block all traffic to a set of IP addresses.
Generally, it is considered a poor filtering technique that
is not very effective, is difficult to maintain effectively,
has a high level of unintended additional blockage, and
is easily evaded by publishers who move content to new
servers (with new IP addresses). For instance, with IP-
based blocking, a server that has both ‘bad’ and ‘good’
content is unavailable, no matter what content is
requested, when the IP address of that server is on the
block list. Similarly, a server that is not on the block list
is accessible, without regard to the type of content on the
server.55 Furthermore, users who make use of a virtual
private network (VPN)56 are not affected by this type of
blocking as the true destination of their traffic is masked.
IP-based blocking also does not work when internet
publishers use content delivery networks (CDNs), since
the IP addresses of the published information are highly
dynamic and constantly changing.57

In URL-based blocking,58 a filter intercepts the flow
of web traffic and checks the URL against a local data-
base or online service. Based on the response, the URL
filter will allow or block the connection to the web server
requested. The URL filter can simply stop the traffic, or it
can redirect the user to another web page, showing a
policy statement or noting that the traffic was blocked.
URL-based blocking is generally considered to be very
effective at identifying content that may be on different
servers or services because the URL does not change
even if the server changes IP addresses.59 However, all
types of URL-based blocking are highly dependent on
the quality of the filter, and a poorly designed or overly
broad filter may block unintended traffic or have other
negative effects on the user experience, such as affecting
the loading or formatting of web pages when some
component is being blocked. Besides, encrypted traffic

52 Internet Society, Internet Society: Perspectives on Internet Content
Blocking: An Overview (2017), https://www.internetsociety.org/
resources/doc/2017/internet-content-blocking/ (accessed 14 Nov.
2023).

53 Swiss Institute of Comparative, comparative Study on Blocking,
Filtering and Take-Down of Illegal Internet Content, 378 (2015),
https://wilmap.stanford.edu/entries/italy-study-blocking-filtering-
and-take-down-illegal-internet-content (accessed 14 Nov. 2023).

54 An IP address (abbreviation of Internet Protocol address) is an
identifier assigned to each computer and other devices (e.g., prin-
ter, router, mobile device, etc.) connected to the internet. It is used
to locate and identify the node in communications with other
nodes on the network.

55 See Internet Society, supra n. 53, at 12.
56 A virtual private network (VPN) extends a private network across a

public network, such as the internet. It enables users to send and
receive data across shared or public networks as if their computing
devices were directly connected to the private network.

57 See Internet Society, supra n. 53, at 13.
58 Uniform Resource Locator (URL) is a reference to a web resource

that specifies its location in the network and a mechanism for
retrieving it. URLs occur most commonly to reference web pages
(https). Most web browsers display the URL of a web page above
the page in an address bar. A typical URL could have the form,
https://www.example.com/index.html.

59 See Internet Society, supra n. 53, at 16.
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is invisible to URL-based blocking. To address this issue,
more advanced URL-based blocking techniques use
active devices (called proxies) that intercept and decrypt
the traffic between the user and the web server, breaking
the end-to-end encryption model.60 Furthermore, URL-
based blocking may fail to fully block the traffic when
the URLs are very complicated or change frequently.
URL blocking usually is effective at high-level URLs,
such as a particular web page, but is not as effective
when deep links are considered.61 Furthermore, this
type of blocking may fail when an information publisher
has deliberately decided to actively evade URL filter
blocking. Finally, also in this case, the use of VPN
technology can represent a serious issue since it encrypts
communications and hides the true destination and type
of traffic.62

DNS-based content blocking63 focuses on domain
names assigned to each of the network devices. It
requires firewalls or other devices that can intercept
and redirect all DNS queries to specific blocking-aware
DNS servers. However, this blocking technique is less
effective because changing domain names is simpler than
changing IP addresses, which makes it easier for both
end users and information publishers to evade the
block.64

However, none of the above blocking techniques can
solve the problem at the source since the underlying
CAO website content remains in place. These techniques
do not remove content from the internet, nor do they
stop the illegal activity; they simply put a curtain in front
of the content. All these blocking techniques can be
bypassed by a sufficiently motivated user. In many
cases, only minimal work is needed to evade the block.
If traffic to an IP address or domain name is blocked,
tools such as VPNs can be used to hide the traffic. If the
traffic content is being inspected, then it can be
encrypted so that it does not trigger the block. If the
content is taken down, other users may reload it on
other servers. If the domain name used is removed,
end users can still access the host if they know the IP
address, or a new domain name can be selected as a
replacement. End users are not the only ones who can
evade blocks. Information publishers also have many
approaches to duck various blocking techniques. If a
publisher works hard enough to distribute and dissemi-
nate content, no block technique can stop them.65

These considerations highlight that internet content
blocking is not likely to be an effective measure. The
most appropriate way to counteract illegal operations in
the Union from non-compliant CAOs is to attack them at
their source through enforceable measures targeted at
the publishers of the exchange platforms, including the
seizure or confiscation of the related hardware in the
third country.66

3.3.3 Ban on Crypto-Asset Transactions With Blacklisted
CAOs

One more possibility for non-monetary penalties is
instating a ban on crypto-asset transactions with non-
compliant CAOs to prevent them from being able to
operate within the Union.

In this regard, the US experience gives evidence of
sanctions programs that could provide inspiration for
Member State’s actions. For instance, the Office of
Foreign Assets Control (OFAC), which is an agency of
the US Department of the Treasury, administers and
enforces economic and trade sanctions against targeted
foreign countries and entities included in a specific list.67

These sanctions are designed to restrict the targeted
entities’ access to the US financial system and transac-
tions involving US entities. Under the OFAC regulations,
all US persons are required to ensure they do not engage
in unauthorized transactions or dealings with sanctioned
entities.68 In particular, failing to adhere to OFAC reg-
ulations can cause various enforcement actions such as
requesting additional information from involved parties,
issuing either a ‘no action’ letter, a ‘cautionary’ letter, a
‘finding of violation’ letter, or even civil monetary penal-
ties or referring the matter to other government agencies,
if appropriate, for a criminal investigation.69

Starting from the OFAC experience, Member States
could consider the implementation of sanctions pro-
grams within their domestic systems. In the case of
DAC8, these sanction programs would be aimed at
ensuring the effectiveness of a ban on crypto-asset trans-
actions with non-compliant CAOs. To this scope, there is
the need to develop domestic rules in two different
directions. First, Member States should provide legisla-
tion to establish a general ban on crypto-asset transac-
tions with non-compliant CAOs. This involves the
creation of a specific blacklist of non-compliant CAOs.
To update the blacklist, competent authorities should
actively monitor internet activities also through postal
police officers. In this case, whistleblowing could serve60 Ibid., at 15.

61 For example, a website may include its ‘.com’ URLs, but also
embedded content using the ‘.tv’ domain name. A URL filter that
does not also include ‘.tv’ URLs would not block the related
content.

62 See Internet Society, supra n. 53, at 15.
63 The Domain Name System (DNS) associates various information

with domain names assigned to each of the participating entities. It
translates memorized domain names to the numerical IP addresses
needed for locating and identifying computer services and devices.

64 See Internet Society, supra n. 53, at 22.
65 Ibid.

66 Ibid. See also Swiss Institute of Comparative, supra n. 54, at 380.
67 For more information see US Department of the Treasury, Office of

Foreign Asset Control, About OFAC (2023), https://ofac.treasury.
gov/about-ofac (accessed 14 Nov. 2023).

68 OFAC – US Department of Treasury, Sanctions Compliance Guidance
for the Virtual Currency Industry, 10 (2021), https://ofac.treasury.
gov/media/913571/download?inline (accessed 14 Nov. 2023).

69 Ibid., at 9.
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as a mechanism for updating the list and reporting non-
compliant CAOs any time they are found to provide
crypto-asset services to EU resident users. Second,
Member States should determine the appropriate actions
against the EU resident users who violate the ban by
engaging in crypto-asset transactions with blacklisted
CAOs. Several other types of actions can be included
within these sanction programs. In any case, such initia-
tives against end users must be effective, proportionate,
and dissuasive especially if they involve the application
of penalties. For instance, a ‘finding of violation’ letter
could be a balanced way to react against end users who
violate the ban. In case of repeated violations, Member
States could also provide monetary penalties calculated
as a percentage of the value of the completed crypto-
asset transactions with blacklisted CAOs.

However, some doubts may arise about the compat-
ibility of the proposed non-monetary penalty with free
moment of capital and payments (to and from the third
states where non-compliant CAOs are established). At
first glance, the ban on crypto-asset transactions with
non-compliant CAOs and the related sanctions program
could be qualified as a prohibited restriction on the
movement of capital between Member States and third
states. Nevertheless, it is worth noting that regulation of
third-state capital movement is not always comparable to
regulation of intra-EU capital movement, and wider jus-
tification for restrictions is possible in a third-country
situation because of the ‘different legal context of third-
state movement’.70 For instance, in Haribo and Salinen,71

the CJEU accepted that restrictive measures are justified
by the need to guarantee the effectiveness of fiscal super-
vision any time there is an absence or deficiency of
exchange of information with the third state involved.
Therefore, the ‘different legal context criterion’, which
applies in third state capital movement, could serve as a
safe harbour for Member States wishing to apply a ban
on crypto-asset transactions with non-compliant CAOs,
especially in the case of absence or deficiency of
exchange of tax information with the third country
where such CAOs are established.

4 EXTRATERRITORIAL ENFORCEMENT

The monetary and non-monetary penalties identified in
section 3 are domestic measures, which in principle are
enforceable within the limits of the Member State
concerned.

When CAOs are based in third countries, a question
arises on how to enforce such penalties beyond the

Member State’s territory. The point is that the indepen-
dence and sovereignty of States involve the duty to
refrain from intervening in their internal or external
affairs. Indeed, one of the corollaries of international
law is the so-called ‘principle of non-intervention’ in
the reserved domain of domestic jurisdiction.72

In the case of monetary penalties, in both their fixed
and percentage variants, the issue of extraterritorial
enforcement is relevant any time the non-compliant
CAO does not own any assets in the Member State
where the competent authority applying such penalties
is based. The lack of seizable assets within the territory of
that Member State often determines the practical impos-
sibility of collecting the penalties, while the non-compli-
ant CAO does not bear any negative consequence
following the application of the same penalties by the
competent authority.

In the case of non-monetary penalties, extraterritorial
enforcement is fundamental for all the measures focusing
on internet content blocking, while revoking registration
and banning blacklisted CAOs seem not to imply any
extraterritorial issue due to the possibility to enforce
them domestically. As far as internet content blocking
is concerned, the CAO publishing the crypto-exchange
platform may be established in a third country outside
the jurisdiction of a Member State’s competent authority.
In all these situations, the blocking order can only affect
local ISPs within the territory of that Member State based
on blocking techniques (IP-based blocking, URL-based
blocking, or DNS-based blocking), which simply put a
curtain in front of the content. Research in the field
suggests the need to do more and solve the problem at
the source by removing content from the internet. To
this scope, the extraterritorial enforcement of the block-
ing order is necessary to add the possibility of attacking
the illegal content at the source and seizing or confiscat-
ing the related hardware.

These considerations put in evidence that extraterri-
torial enforcement is a necessary step to ensure the
effectiveness of such penalty measures.73 The absence
of an extraterritorial enforcement mechanism may deter-
mine that the collection of monetary penalties and the
blocking of internet content at the source are adminis-
tratively unfeasible in most cases.

This highlights the importance of cooperation across
jurisdictions to ensure the extraterritorial enforcement of
these penalty measures. International cooperation is the
solution to solve the gap between substantive jurisdic-
tion and enforcement jurisdiction. Without these instru-
ments, non-EU operators will easily circumvent the
DAC8 provisions by engaging in forum shopping and

70 See A. P. Dourado & P. Wattel, Third States and External Tax
Relations, in Terra/Wattel European Tax Law, vol. 1 General Topics
and Direct Taxation 8th ed. 110–111 (S. Douma, O. Marres, H.
Vermeulen & D. Weber eds, Kluwer Law International 2022).

71 Joined Cases C-436/08 and C-437/08, Haribo and Österreichische
Salinen [2011] E.C.R. I-00305.

72 R. J. Jeffery, The Impact of State Sovereignty on Global Trade and
International Taxation, 37 (Kluwer Law International 1999).

73 J. Scott, Extraterritoriality and Territorial Extension in EU Law, 62
Am. J. Comp. L. 87–125 (2014), https://academic.oup.com/ajcl/
article-abstract/62/1/87/2572174, doi: 10.5131/AJCL.2013.0009
(accessed 14 Nov. 2023).
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establishing in third countries where the penalties can-
not be enforced because of the lack of cross-border
agreements. Stated otherwise, as the information held
by CAOs is located in third countries, cross-border
arrangements for administrative assistance are necessary.

Based on these facts, it is necessary to approach the
second research sub-question of the article: What instru-
ments can Member States use to enforce such penalty
measures in third countries? To answer this question, the
present section aims to explore the multilateral, bilateral,
and unilateral instruments Member States can use to
achieve the objective of extraterritorial enforcement.

4.1 Multilateral Instruments: The Convention on
Mutual Administrative Assistance in Tax
Matters

The first way to enforce DAC8-related penalties beyond
the Member States’ boundaries is to make use of multi-
lateral instruments covering the non-EU countries where
CAOs are based. In this regard, there is a need to explore
the possibilities of the Convention on Mutual
Administrative Assistance in Tax Matters (CMAAT)
developed jointly by the OECD and the Council of
Europe in 1988 and amended by a protocol in 2010.74

Today, 147 jurisdictions currently participate in the
CMAAT, including all OECD countries and an increasing
number of developing countries.75

The CMAAT also provides for assistance in the recov-
ery of tax claims. If some assets of a taxpayer are located
in the requested state, the requesting state may ask the
requested state to implement measures to recover tax
claims (Article 11).76

Therefore, the analysis requires to verify whether
monetary penalties based on DAC8 may be qualified as
‘tax claims’ and consequently benefit from the assistance
mechanism of the CMAAT. Under the definitions
included in the text of the convention, the term ‘tax
claim’ means ‘any amount of tax, as well as interest
thereon, related administrative fines and costs incidental
to recovery, which are owed and not yet paid’ (Article 3).
Thus, administrative fines can benefit from assistance in
recovery by other contracting states only if they are
related to an amount of tax. This suggests that purely
administrative fines, which are completely unrelated to a
given tax, are out of the scope of the CMAAT provisions
for assistance in recovery.

In the case of DAC8 and its monetary penalties for
non-compliant CAOs, it does not seem possible to relate
such penalties with a specific amount of tax. Monetary
penalties are here provided simply to react against an
entity that does not comply with a registration or a
reporting obligation. There is neither tax unpaid nor
tax underpaid, which is attributable to the entity respon-
sible for the DAC8 violation. Therefore, the current ver-
sion of Article 11 CMAAT, which focuses on the
recovery of tax claims, cannot be used to ensure the
extraterritorial enforcement of the DAC8-related mone-
tary penalties.

Furthermore, in the case of internet content blocking
measures for DAC8, the CMAAT provisions do not offer
a vehicle to obtain the enforcement of the blocking order
in the third country where the CAO is based.
Administrative cooperation under CMAAT is strictly
focused on tax matters and does not cover purely admin-
istrative measures such as seizure or confiscation, which
are unrelated to an amount of tax due to the tax autho-
rities. Only in case of a tax claim to recover – under the
strict definition of Article 3 CMAAT – Member States
could have the possibility to obtain a measure of con-
servancy under Article 12 CMAAT with the seizure of all
the CAO’s assets including the hardware where the
crypto exchange platform is located.

Based on the above analysis, it is possible to conclude
that the CMAAT requires substantial amendments before
being used to enforce the DAC8 penalties against non-
compliant CAOs in other contracting states. In particu-
lar, there would be the need to introduce a broader
definition of ‘tax claim’ including not only tax-related
administrative penalties (i.e., related to ‘any amount of
tax’) but also all the other types of administrative penal-
ties that are functional to the effectiveness of the tax
collection process (i.e., penalties for the violation of
reporting obligations regardless of any amount of tax).
This way, Member States would obtain assistance in the
recovery of DAC8-related monetary penalties from the
other contracting states. Furthermore, they would have
the possibility to enforce any internet content blocking
order in the third country by simply requesting a mea-
sure of conservancy of their tax claim (intended in a
broad sense including the DAC8-related monetary penal-
ties), such as the seizure of the CAO’s hardware.

4.2 Bilateral Instruments: The OECD Model Tax
Convention

In developing bilateral instruments to enforce DAC8
penalties against non-compliant CAOs, Member States
can rely on the OECD Model Tax Convention.77

74 OECD/Council of Europe, The Multilateral Convention on Mutual
Administrative Assistance in Tax Matters: Amended by the 2010
Protocol (OECD 2011), https://doi.org/10.1787/9789264115606-
en (accessed 14 Nov. 2023).

75 See OECD, Convention on Mutual Administrative Assistance in Tax
Matters (2023), https://www.oecd.org/tax/exchange-of-tax-informa
tion/convention-on-mutual-administrative-assistance-in-tax-mat
ters.htm (accessed 14 Nov. 2023).

76 X. Oberson, International Exchange of Information in Tax Matters:
Towards Global Transparency 87 (3d Edition, Edward Elgar Pub
2023).

77 OECD, Model Tax Convention on Income and on Capital: Condensed
Version 2017 (OECD 2017), https://doi.org/10.1787/mtc_cond-
2017-en (accessed 14 Nov. 2023).
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The OECD Model provides a standardized and widely
accepted set of rules that countries can use when nego-
tiating tax treaties with each other. In particular, Article
27 enables contracting states to negotiate whether and to
what extent assistance should be given in the collection
of taxes. Based on the template text included in the
OECD Model, the assistance provided includes the col-
lection of ‘revenue claims’, this term meaning ‘an amount
owed in respect of taxes of every kind and descrip-
tion […] as well as interest, administrative penalties
and costs of collection or conservancy related to such
amount’. Similar to the wording in the CMAAT, in this
case, the scope of the assistance covers administrative
penalties only to the extent they are related to ‘an
amount owed in respect of taxes’. Again, this means
that the template text of Article 27 of the OECD Model
does not allow the enforcement of DAC8 monetary
penalties in the other contracting states. Furthermore,
when considering a non-monetary penalty such as the
internet content blocking order, the same template text
includes conservancy measures (which could potentially
lead to the seizure of the CAO’s hardware) but only if
they are related to an amount of taxes.

Therefore, to ensure the possibility of extraterritorial
enforcement of DAC8 penalties against CAOs, Member
States should choose to adopt some substantial modifi-
cations within the text of Article 27 when entering into
bilateral tax treaties with third countries. Also in this
case, they should negotiate a broader definition of ‘rev-
enue claim’ capable of including not only tax-related
administrative penalties but also all other administrative
penalties that are applied for the mere violation of a
reporting obligation regardless of any amount of tax due.

4.3 Unilateral Instruments: Dissuasive Measures
Against Non-cooperative Jurisdictions

While waiting for sufficient coverage of the treaty net-
work, Member States should also consider adopting the
appropriate defensive measures against non-cooperative
jurisdictions. These are unilateral instruments addressed
to those third countries that refuse to negotiate the
appropriate multilateral or bilateral instrument covering
mutual assistance in the recovery of tax claims.78

Before implementing such defensive measures at the
domestic level, the EU Council should first create a
blacklist of non-cooperative jurisdictions having regard
to the enforcement of DAC8 penalties. Once a jurisdic-
tion has been added to such a list, Member States should

then apply a set of domestic dissuasive measures against
it. These dissuasive measures should serve to incentivize
non-cooperative jurisdictions to enter into the necessary
negotiations and sign the appropriate bilateral and multi-
lateral instruments.79

Examples of dissuasive measures at the domestic level
include tax measures that are targeted at taxpayers that
are resident in the blacklisted third country or are EU
resident but have business relations with an entity from
such a third country. For instance, Member States may
impose withholding taxes on certain payments made to
entities that are resident in non-cooperative jurisdictions,
such as payments of interest, royalties, or dividends.
Member States may also impose limitations on the
deductibility of certain expenses related to transactions
with entities in non-cooperative jurisdictions. For exam-
ple, expenses incurred in transactions with entities in
blacklisted jurisdictions might be subject to restrictions.
Then, Member States might impose additional reporting
requirements for transactions involving entities or resi-
dents in non-cooperative jurisdictions. This can enhance
transparency and provide tax authorities with more
information to assess the tax implications of such trans-
actions. Member States may also strengthen or introduce
anti-abuse provisions or controlled foreign companies
(CFC) rules in their domestic tax laws to target transac-
tions with these non-cooperative jurisdictions.
Furthermore, transactions involving entities or residents
in non-cooperative jurisdictions may face heightened
scrutiny from tax authorities. This could involve more
thorough reviews and audits to ensure compliance with
domestic tax laws. In this context, the reversion of the
burden of proof is one more dissuasive measure against
non-cooperative jurisdictions. It essentially means that
an entity is presumed to be engaged in certain practices
unless it can prove otherwise. For instance, failure to
provide sufficient evidence of compliance may lead to
various consequences for taxpayers who are residents in
a non-cooperative third country, such as sanctions,
restrictions, or other dissuasive measures. These conse-
quences are intended to discourage the jurisdiction from
refusing treaty negotiations.

Besides such domestic instruments, more dissuasive
measures could also be adopted at the EU level based on
the previous experience of the EU institutions in the area
of taxation.80 One example is the exclusion of the non-

78 For more details on these unilateral instruments, see S. van Thiel,
Harmful Tax Competition and the Code of Conduct for Business
Taxation, in Terra/Wattel European Tax Law, vol. 1 General Topics
and Direct Taxation 8th ed. 655–656 (S. Douma, O. Marres, H.
Vermeulen & D. Weber Eds, Kluwer Law International 2022); see
also Communication from the Commission on an External Strategy
for Effective Taxation, COM(2016) 24 final of 28 Jan. 2016, at
point 5.

79 See A. M. Jiménez, The External Tax Strategy of the EU in a Post-
BEPS Environment, 27 (IBFD 2019); see also S. Geringer,
Dissemination of Tax Good Governance Standards by the European
Union and the OECD: A Comparative Analysis of Changes in
Treatment and Tone, 77 Bull. Int’l Tax’n 4 (2023), doi: 10.2139/
ssrn.4138157.

80 See for instance, Art. 22 of Regulation (EU) 2017/1601 establishing
the European Fund for Sustainable Development (EFSD), the EFSD
Guarantee and the EFSD Guarantee Fund, which includes a link to
the EU list of non-cooperative jurisdiction. See also Communication
from the Commission on an External Strategy for Effective
Taxation, COM(2016) 24 final of 28 Jan. 2016.
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cooperative jurisdiction from the possibility of being a
beneficiary of aid from the European Fund for
Sustainable Development (EFSD) or of being involved
in projects that are financed by other EU funds. Stated
otherwise, if a third country is subject to dissuasive
measures due to the lack of cooperation in tax matters,
this might impact its eligibility for various international
funds, including the EFSD, as these funds usually prior-
itize partnerships with cooperative countries demonstrat-
ing a commitment to a set of widely accepted principles
of good governance.

Given all these options available, the use of dissuasive
measures is a fundamental opportunity for Member
States to strengthen their position and indirectly obtain
the enforcement of DAC8-related penalties in the third
countries where non-compliant CAOs are based. In this
direction, dissuasive measures, as they also impact tax-
payers that are resident in blacklisted third countries,
can finally incentivize these jurisdictions to enter into
negotiations for the appropriate multilateral and bilateral
instruments in order to create a legal basis for assistance
in the recovery of DAC8 penalties.

5 CONCLUSIONS

Based on these results of the analysis process, it is finally
possible to answer the main research question of this
article, which was formulated in the introduction as
follows: How can Member States ensure that non-EU
operators comply with the new DAC8 obligations?

To this scope, Member States should first introduce in
domestic legislation a combined set of monetary and
non-monetary penalties.

Monetary penalties can be designed as a fixed monetary
amount applied to all taxpayers or as a percentage-based
monetary amount. The previous draft proposal of DAC8
included mandatory minimum fixed penalties. Although
these minimum penalties have been dropped in the
approved version of DAC8, they can still represent a start-
ing point to develop fixed penalty measures at the domestic
level. However, in the case of larger taxpayers, percentage
penalties are more effective. To address this issue, Member
States should consider introducing withholding measures
similar to the FACTA experience, by imposing a withhold-
ing tax having a sanctioning nature on payments made
from any EU entities to non-EU CAOs.

The research also showed that there are situations
where monetary penalties are less effective, while non-
monetary penalties become a fundamental instrument to
ensure tax compliance. As far as DAC8 and CAOs are
concerned, the applicable non-monetary penalties aim to
revoke registration and prevent non-compliant CAOs
from being able to operate within the Union. In particular,
when revoking registration is not sufficient due to a
situation where a CAO continues to operate in the EU
market illegitimately, the appropriate non-monetary pen-
alty is internet content blocking. This measure involves a

blocking order notified to ISPs based on different types of
internet blocking techniques: IP-based blocking, URL-
based blocking, and DNS-based blocking. Nevertheless,
this study showed that none of these blocking techniques
can solve the problem at the source since they can be
bypassed by a sufficiently motivated user while the under-
lying CAO website content remains in place.

One more non-monetary penalty is instating a ban on
crypto-asset transactions with non-compliant CAOs to
prevent them from being able to operate within the
EU. Starting from the US experience of OFAC, Member
States could consider the implementation of sanctions
programs within their domestic systems with the crea-
tion of a specific blacklist of non-compliant CAOs. These
programs should include the appropriate actions against
the EU resident users who violate the ban by engaging in
crypto-asset transactions with blacklisted CAOs.

In any case, penalty measures must be effective, pro-
portionate, and dissuasive to comply with the EU law
principles. They should neither be so minimal that they
fail to stimulate taxpayer compliance nor too extremely
punitive. In particular, as far as proportionality is con-
cerned, penalties should not surpass what is strictly
necessary for the intended objectives and should corre-
spond to the level of culpability exhibited by the tax-
payer also having regard to the situations of good faith.
They also require careful calibration to achieve both
deterrence and fairness for the legal entities and also
for the individuals who are directors or members of the
management body.

Once all these penalty measures are in place, Member
States will also have to implement the necessary extra-
territorial enforcement mechanisms through appropriate
multilateral, bilateral and unilateral instruments.

As for the multilateral and bilateral instruments, the
research showed that both the CMAAT and the OECD
Model Tax Convention require substantial amendments
before being used to enforce the DAC8 penalties against
non-compliant CAOs in other contracting states. In par-
ticular, there would be the need to introduce a broader
definition of ‘tax claim’ or ‘revenue claim’ including not
only tax-related administrative penalties but also all the
other types of administrative penalties for the mere vio-
lation of reporting obligations regardless of any amount
of tax. Furthermore, the unilateral measures for extra-
territorial enforcement should focus on the adoption of
defensive measures against blacklisted non-cooperative
jurisdictions, such as withholding taxes, limitations of
the deductibility of certain expenses, anti-abuse provi-
sions or CFC rules. This way, Member States would
incentivize these jurisdictions to negotiate the appropri-
ate multilateral and bilateral instruments in order to
create a legal basis for assistance in the recovery of
DAC8 penalties.

This answer to the research question suggests formu-
lating some final remarks on the future of DAC8 with
respect to CAOs based in third countries.
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As seen, DAC8 requires that Member States endea-
vour to coordinate their actions to prevent non-compli-
ant CAOs from being able to operate within the Union.
However, internet content blocking is not likely to be
an effective measure since a sufficiently motivated user
can easily bypass all the blocking techniques. This
suggests the need to focus more on the end users and
develop sanction programs addressed to all EU resi-
dents to refrain them from engaging in crypto-asset
transactions with non-compliant CAOs based in third
countries. Although this might raise some political con-
cerns, the US experience of the OFAC regulations may
constitute a valuable starting point for moving in this
direction.

Furthermore, it is worth noting that the highest
levels of crypto-asset transactions are recorded in
third countries with high rates of poverty, low rates
of financial inclusion and a general distrust of the
traditional financial system. In the near future, these
countries might attempt to establish themselves as
CAOs-friendly destinations or even as ‘crypto-tax
havens’.81 They could refuse to enter into negotiations
with EU Member States and consequently refrain from
signing multilateral and bilateral treaties allowing the
extraterritorial enforcement of DAC8 penalty mea-
sures. To address this issue, Member States should
do their best to implement the appropriate unilateral
dissuasive measures rather than relying on treaties
signed with a limited number of OECD and non-
OECD countries. The risk is that while most countries
across the globe cooperate in the recovery of tax

claims (also including DAC8-related penalties), there
will still be a few non-cooperative jurisdictions attract-
ing most of the crypto businesses. Therefore, Member
States are required to implement the appropriate dis-
suasive measures to incentivize cooperation also from
these countries and discourage the growth of new
crypto-tax havens.

One more final remark deals with untraceable
transactions involving the decentralized finance
(DeFi) industry and self-hosted wallets. In this case,
the extraterritorial enforcement of DAC8 provisions,
even if based on a global network of treaties covering
all countries with no exceptions, will not enable tax
authorities to collect the relevant tax information.
Indeed, these applications do not involve R-CASPs
that can act as third-party information holders. While
centralized exchanges, such as Coinbase and Kraken,
frequently build the infrastructure to tackle these tax
reporting requirements, decentralized exchanges, such
as Uniswap, use smart contracts to execute cryptocur-
rency transactions with no controlling party having the
capability (and the responsibility) to do reporting.
Furthermore, peer-to-peer transfers between self-
hosted wallets do not involve a centralized information
holder in the form of an R-CASP and, thus, are not
covered either by the DAC8 provisions or by the
OECD CARF. As these untraceable transactions
increase, stakeholders should also start to address the
new challenges of disintermediation by focusing less
on centralized intermediaries and more on the features
of blockchain technology.82

81 To explore these ideas, see Omri Marian, Blockchain Havens and the
Need for Their Internationally-Coordinated Regulation, 23 Fla. Tax
Rev. 2 (2020), doi: 10.5744/ftr.2020.2011; E. Czuleger, The Tiny
Nations Plotting to Become Tax Havens for Cryptocurrencies (OZY
2018).

82 For these considerations, see also Michel, supra n. 9.
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