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Abstract—The evolution of information and communi-
cation technologies has affected all fields of science,
including health sciences. However, the rate of technologi-
cal innovation adoption by the healthcare sector has been
historically slow, compared to other industrial sectors. In-
novation in computer modeling and simulation approaches
has changed the landscape in biomedical applications and
biomedicine, paving the way for their potential contribution
in reducing, refining, and partially replacing animal and
human clinical trials. In Silico Clinical Trials (ISCT) allow
the development of virtual populations used in the safety
and efficacy testing of new drugs and medical devices. This
White Paper presents the current framework for ISCT, the
role of in silico medicine research communities, the differ-
ent perspectives (research, scientific, clinical, regulatory,
standardization, data quality, legal and ethical), the barri-
ers, challenges, and opportunities for ISCT adoption. In
addition, an overview of successful ISCT projects, market-
available platforms, and FDA- approved paradigms, along
with their vision, mission and outcomes are presented.

Index Terms—Computational modeling, in silico clinical
trials, in silico medicine, opportunities.

[. INTRODUCTION

OR any medical device and medicinal product to be
launched and released in the market, established research,
development, and regulatory steps are currently followed. These
include: (i) biomedical product discovery and concept definition,
(ii) preclinical research- prototype development, (iii) adherence
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to regulations, and (iv) post-market biomedical product surveil-
lance [1]. Most of these steps follow predefined well-established
processes.

Preclinical assessment evaluates product safety and mecha-
nisms before human trials. A variety of evaluations, including
ex vivo (interaction with excised animal/ human tissues), in
vitro (e.g., device interaction with perfused cells/tissues cultures,
device mechanical testing), or in vivo (e.g., device implantation
in an animal experiment) testing, examine device mechanics for
safety and effectiveness [2]. While preclinical assessment lays
the foundation for understanding the basic safety and efficacy
of a potential medical device/ medicinal product, clinical testing
is essential for confirming these findings in humans, optimizing
treatment parameters, and obtaining the necessary regulatory
approvals for widespread use.

The clinical trials follow a series of escalating interventions
starting with tracking of safety in normal healthy volunteers
to full-fledged efficacy in subjects with targeted indications.
This process consists of four phases: (i) Phase I ensures safety
under controlled conditions in a small group. (ii) Phase II
assesses safety and effectiveness in diverse usage scenarios. (iii)
Phase Il involves comparative safety and efficacy and risks
assessment culminating in regulatory approval [3]. However,
the limitations of these initial phases have led to the emergence
of Phase IV or post-marketing trials [4]. In this post-market
phase, devices/drugs are assessed in a broader real-world patient
population, considering various factors like disease severity,
progression, and treatment, beyond the confines of a clinical
trial.

In what concerns the regulatory landscape of medical de-
vices/drugs approval, pharmaceuticals and medical devices ex-
hibit distinct regulatory requirements (e.g., approval process,
review criteria, etc.). While drug safety can be assessed with
dose-response relationships, medical devices outcomes depend
on additional complex factors, including patient-device inter-
action and clinician applicable practice, and can be further
complicated by variations in international regulatory standards
and practices, such as those of the European Medicines Agency
(EMA) [5] and the US Food and Drug Administration (FDA)
[6]. Understanding these distinctions requires delving into the
unique languages and processes of these regulatory bodies.
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Currently, the landscape of medicine is rapidly changing,
through the explosion in computational power and resources.
With the advancements in technology, there is a change from
physical to virtual medicine landscape. Computer modelling and
simulation is used in standard practice by many biomedical and
pharmaceutical companies [7]. This paradigm is also embraced
over the last decades in biomedical research to supplement
experimental and clinical findings with additional insights that
could not be obtained by other means. It is used in the de-
velopment pathway, in the design phase using, for instance,
conventional modelling methodologies, molecular dynamics
simulations [8], pharmacokinetics approaches [9], or systems
biology modelling [10] for uncovering the performance of a
product, the chemistry of new pharmaceutical compounds and
potential risks and side effects.

However, computational methods have traditionally mainly
focused on the early stages of design and discovery and not on the
design, aims and impact of clinical trials, which are associated
with enormous costs and time limitations. In the world of in silico
medicine, “in silico clinical trials” (ISCT) represent the develop-
ment of animal- or patient-specific and virtual population models
to be used in the safety and efficacy testing of new drugs and/or
new medical devices [11]. In accordance to the 3R principle
[12], ISCT can: (i) reduce the number of animals or even patients
involved in clinical trials and the associated duration, (ii) refine
the clinical trials by improving the understanding of their impact
and accurately predicting the short/long term outcomes, the side
effects, and the risks, (iii) partially replace a portion of the
animals/ patients with animal and patient-specific computational
models., addressing scientific/clinical questions which could not
be otherwise answered.

The objective of this White Paper is to inform the reader on
the current framework for ISCT, the role of in silico medicine re-
search communities, the different perspectives (research, scien-
tific, clinical, regulatory, standardization, data quality, legal and
ethical) and the barriers, challenges, and opportunities for ISCT
adoption. In addition, an overview of successful ISCT projects,
market-available platforms, and FDA- approved paradigms,
along with their vision, mission and outcomes are presented.

[I. IN SiLico MEDICINE: FROM EVOLUTION TO REVOLUTION

We are now in the midst of a two-fold transformation of
the application of medicine involving evolution and revolution.
Evolution concerns the natural way in which medicine evolved,
while revolution concerns the way health is understood, the
transformation of the methods employed for optimized diagnosis
and treatment and the established relationship between health-
care professionals, patients, industry, researchers, and other
ecosystem actors.

In silico models have existed for several years; however, in
the last few years a more coherent approach, introduced by the
Avicenna Roadmap, paved the path for a systematic definition
of ISCT [13]. In fact, ISCT development started to accelerate
rapidly, with recommendations: (i) from US Congress [14],
which states that the FDA encourages the use of in silico ap-
proaches as innovative complementary research tools, and there

is a need for their engagement with device and drug sponsors
to explore and expand greater use of ISCT for advancing new
devices and drug therapy applications, (ii) from the European
Parliament [15], supporting the alternative testing and the need
to create aregulatory framework considering the recognition and
evaluation of modeling and simulation technologies. Then, in
2018, the American Society of Mechanical Engineers (ASME)
V&V-40/2018 technical standard was introduced, providing a
framework for relevance and adequacy assessment of verifica-
tion and validation activities for establishing the credibility of
computational models [16]. This standard assists the users in
defining, establishing, and communicating the value and cred-
ibility of computational models and decision support tools, by
presenting a methodological framework for sound engineering
judgment assessments, applicable in medical devices. ASME
V&V-40/2018 relies on other existing standards, including: (i)
the ASME V&V 10 [17], which provides Computational Solid
Mechanics (CSM) experts with common terminology, a theoret-
ical framework, and general guidance for computational model
verification and validation processes application and, (ii) the
ASME V&V 20 [18], which employs experimental uncertainty
analysis for considering errors and uncertainties, in both the
solution and the data.

Since then, research efforts have become more concrete,
with the generation of evidence through in silico methods for
replacing in vitro experiments. For instance, the new ASTM
F2996-24 [19] provides requirements and considerations on the
practice to be followed for numerical analysis of non-modular
metallic orthopedic hip femoral stems, using Finite Element
Analysis techniques, and supplements the ISO 7206-4:2010
[20], which specifies the test parameters and the requirements for
the endurance limit of the stemmed femoral component. There
are also other examples of replacing animal experiments [21].

[ll. IN SiLico MEDICINE COMMUNITIES

In silico medicine has now become a reality, but many years
ago, it was merely a visionary concept. It seems that the main
reason could probably be a lack of applicable mathematical
knowledge transformation and the unavailability of computa-
tional tools and infrastructure. Another reason could be the lack
of appropriate, targeted, and efficient communication. There-
fore, to allow the adoption of ISCT, communication should be
enabled, not only between the scientific and research community
but also with the wider audience, to provide better explana-
tions and evidence of the profound impact of this revolutionary
paradigm. In addition, there is a need to provide clinical insights
and integration and realize the soul of ISCT, by fostering the
ability and desire to train the next generation of clinicians,
scientists, and other targeted users to embrace computational
models, in silico tools, Artificial Intelligence (AI) and Machine
Learning (ML).

This challenge can be addressed by the in silico medicine
communities, which play a pivotal role in advancing drug
and medical device discovery, accelerating personalized treat-
ment development, fostering interdisciplinary collaboration,
and being indispensable drivers of innovation and progress in
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TABLE |
IN SiLico MEDICINE COMMUNITIES

Name of Goal Application of ex{stiqg initiatives/
Community Key activities
e ASME V&V40 standard
o Good Simulation Practice (GSP)
Initiative
e EMA and Heads of Medicines
Agencies (HMA) joint network
strategy to 2025
Represents o International Council for
VPHi academia and Harmonization of Technical
Institute health'carf': Requirements for Pharmaceuticals for
organizations Human Use (ICH) reflection
e AI/ML-Based Software as a Medical
Device Action Plan
e White paper on risk-informed
evaluation framework for mechanistic
model credibility evaluation
o e Engagement with the Notified bodies
Combination : .
of 50% to increase acceptance of in silico
Avicenna industry . ngde?lce fth ; hall
liance representation e Creation of the Community Cha lenge
and 50% towards Consensus on Characterization
academic of Biological Tissues (C4Bio)
representation e Creation of In Silico World

healthcare delivery. On one side there are individual researchers
and scientists working towards the technical implementation and
the user experience of in silico approaches, on the other side of
the spectrum, there are the policymakers providing incentives,
and finally the communication between both groups is enabled
through the in silico medicine communities. Examples of such
in silico medicine communities are the VPHi Institute [22] and
the Avicenna Alliance [13] (Table I).

VPHi is a scientific society involved in stakeholder outreach
and engagement, exploiting the applicable standards, and look-
ing at the policy-making perspective. Avicenna Alliance brings
together the scientific community, the industry, and the policy-
makers by supporting the policy changes relating to research
and market developments. The mission of both organizations,
VPHi and Avicenna Alliance, is to accelerate medical innovation
and establish the entire path, from the computer screen to the
patients, be the go-to organizations for all issues related to
in silico medicine for all stakeholders, and contribute to safe,
affordable, and cost-effective healthcare delivery through the
adoption of in silico medicine.

Concerning the interaction of both VPHi and Avicenna Al-
liance with the regulatory agencies, this involves the applica-
tion of the existing initiatives/standards, including, the ASME
V& V40 standard, the Good Simulation Practice (GSP) initiative
[23], the EMA and Heads of Medicines Agencies (HMA) joint
network strategy to 2025 [24], the International Council for
Harmonization of Technical Requirements for Pharmaceuticals
for Human Use (ICH) reflection [25] and the AI/ML-Based
Software as a Medical Device Action Plan [26], among others.
These directives and standards have resulted in the interaction
between the members of the National Regulatory Agencies,
the members of the EMA computer modeling and simulation
working party and the members of academia and industry, who

have been working on translating some of the ASME V&V40
concepts and merging them with concepts that drive regula-
tory processes within the EMA. This collaboration has also
led to the publication of a White Paper [27], which proposes
a risk-informed evaluation framework for mechanistic model
credibility evaluation, presenting concepts such as the Context
of Use (CoU), the regulatory impact, and the risk-based analysis.

VPHi has also contributed to the creation of the Community
Challenge towards Consensus on Characterization of Biological
Tissues (C4Bio) [28], which focuses on the standardization of
the testing protocols for material characterization of biolog-
ical tissue. Another activity that VPHi has organized is the
interaction with the clinical community through establishing a
working group [29]. This working group conducted a survey
on the computer modelling and simulation application in clinics
and mapped the different user opinions for advancing in silico
medicine. The survey assessed the level of awareness and famil-
iarity with in silico concepts, clinical expertise, and the barriers
and opportunities for adopting the in silico medicine approach
for healthcare delivery. The analysis of the survey showed that:
(1) the terms “Patient-specific modelling” and ‘“‘Personalized
medicine” were the most familiar, while “Digital Twin” and
“ISCT” were the least familiar, (ii) there were cultural and
background differences among the different medical specialties,
affecting the familiarity with the different applicable methods
(e.g., ML, etc.), (iii) the adoption of the computational models
in real clinical practice is limited, (iv) the level of trust was
high, (v) there were certain barriers related to the access to the
computational resources and low accuracy of the results.

Another VPHi activity is the one related to the in silico
medicine continuum. As described in a White Paper of VPHI,
there are data-driven and Al technologies (black box), on the one
side, and on the other side, there are physics-based technologies
(white box) [30]. Still, currently, several solutions answer
a clinical need using a combination of AI and mechanistic
approaches. And this is one of the messages that VPHi is trying
to convey to the European Commission, related to the need for
consistent terminology, since a common language can provide
the ground for establishing the credibility of in silico models,
their utilization, and adoption objectively and consistently.
In previous and current HORIZON Europe calls, there were
several synonyms or partial synonyms, such as Digital Twins,
computer modeling, and in silico technologies. Towards this
direction, a consistent effort has been put from VPHi to the
European Health Union in providing clearly and explicitly
mentioning of digital solutions involving AI, computational
solutions, and virtual twin concepts.

In addition, within Avicenna Alliance several Task Forces have
been created, such as the EMA Collaboration Task Force, the
Global Harmonization Task Force, the Notified Bodies (NB)
Task Force, etc. [31]. These are active in informing, educating
and engaging with the regulatory agencies and the NBs for
increasing acceptance of in silico evidence in Europe and in
providing them with guidance documents in the review process
of digital evidence [13], [32].

Similar to Good Clinical Practice (GCP), adopting GSP would
allow for more consistent application quality standards and
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TABLE Il

INDICATIVE EU FUNDING OPPORTUNITIES FOR IN SiLICO MEDICINE

Topic ID

Title

TOPIC ID: HORIZON-
HLTH-2022-TOOL-12-01
[37]

Computational models
stratification strategies

for new patient

TOPIC ID: HORIZON-
HLTH-2022-STAYHLTH-01-
04 [38]

Trustworthy Al tools to predict the risk of
chronic non-communicable diseases and/or
their progression

TOPIC ID: HORIZON-
HLTH-2022-TOOL-11-02
[39]

New methods for the effective use of real-
world data and/or synthetic data in
regulatory decision-making and/or in health
technology assessment

HORIZON-HLTH-2023-
TOOL-05-03 [40]

Integrated, =~ multi-scale ~ computational
models of patient pathophysiology (“virtual
twins”) for personalized disease
management

HORIZON-HLTH-2023-
TOOL-05-04
[41]

Better integration and use of health-related
real-world and research data, including
genomics, for improved clinical outcomes

HORIZON-HLTH-2023-
TOOL-05-05 [42]

Harnessing the potential of real-time data
analysis and secure Point-of-Care computing
for the benefit of person-centered health and
care delivery

HORIZON-HLTH-2023-
TOOL-05-08 [43]

Pandemic preparedness and response: In
vitro diagnostic devices to tackle cross-
border health threats

DIGITAL-2021-DEPLOY-01-
TWINS-HEALTH [44]

CSA- An ecosystem for digital twins in
healthcare

DIGITAL-2021-DEPLOY-01-

Uptake of digital solutions in Health and

HEALTH [45] Care

provide guidance to academia and industry on in silico applica-
tions. Avicenna Alliance and VPHi established a GSP Task Force
[23], that supervises the work of a grass-root consensus group co-
ordinated by the In Silico World project. This is a pre-competitive
safe space in which experts from academia, industry, regulatory
agencies, clinical centers hospitals and contract research orga-
nizations (CROs) exchanged experiences and established best
practices for in silico applications. The publication of the results
of this effort as an open-access book was published in February
2024 [33].

IV. EU FUNDING OPPORTUNITIES FOR IN SiLICO MEDICINE

In recent years, the European Commission has launched a
series of funding opportunities under work programs, such as
HORIZON Europe [34], Digital Europe [35] and HORIZON
2020 [36] (Table II).

Indicative funding opportunities, in 2022 and in 2023, targeted
the: (i) development and validation of new computational mod-
els integrating complex health data from multiples sources to
guide patient stratification strategies and improve the standard-
of-care and the clinical outcomes [37], (ii) development and
testing of Al tools to be used in assessing and predicting the
risk of disease onset or progress, considering several factors
including the genotypes, phenotypes, lifestyle, environmental,
socio-economic and behavioral characteristics [38], (iii) adop-
tion of optimized data-driven methodologies and the utilization
of real-world and synthetic data originated from digital twins and
advanced modelling and simulation and machine learning/Al
approaches, for the evaluation of medicinal products and digital
health innovations [39], (iv) development of multi-organ in

silico models simulating the individual patient pathophysiology,
covering different anatomical scales; molecular to cell/ tissue/
organ/ systems level [40], (v) development of a data analytics
platform employing distributed learning and Al approaches to
efficiently, effectively and securely analyze data from multiple
sources for improved clinical outcomes [41], (vi) development of
in silico models of physiological systems and in silico point-of-
care applications, and integrate them with different data sources,
for improved disease management [42], and (vii) development
of data-driven diagnostic and prognostic platforms integrating
Al and advanced data analytics tools for responding to new and
multiple pathogens/threats [43].

Another new EU funding programme that focuses on strength-
ening the societal capacity in supercomputing, Al, cybersecurity,
and digital skills and on increasing the uptake of digital technolo-
gies through the creation of Digital Innovation Hubs is the Digi-
tal Europe Programme. Digital Europe published, among other,
two Coordination and support actions (CSA) funding opportuni-
ties: (i) DIGITAL-2021-DEPLOY-01-TWINS-HEALTH [44],
in which the 24 months EDITH project was funded [46]. EDITH
designs and develops an inclusive methodological approach for
digital twins in healthcare to enable the creation of a common
strategy for digital ecosystem innovation [47]. The main pillars
of EDITH capitalize on the concept of in silico medicine, health
data interoperability, high-performance computing (HPC) and
federated cloud-based analytics. The user communities, includ-
ing healthcare professionals, patients, industry, and academia
co-design and co-create the EDITH ecosystem, while the par-
ticipation of external advisory experts and the creation of pub-
lic activities allow the establishment of a sustainable ecosys-
tem and the realization of the vision of the integrated digital
twin for personalized healthcare. (ii) DIGITAL-2021-DEPLOY-
01-HEALTH [45], in which the DigitalHealthUptake (DHU)
project was funded [48]. DigitalHealthUptake accelerates the
uptake of digital health and care solutions in healthcare by
applying the paradigm of levelling digital solutions to reduce
the onset of COVID-19. DHU enables the active participation
of multidisciplinary stakeholder groups across the digital health
ecosystem, including the patients, the healthcare professionals,
the supply chain experts, public institutions and universities,
Standards Developing Organizations (SDOs), and other key
experts, including regulators and policymakers.

V. ISCT Use CASES
A. EU Funded Projects

In this section, an overview of the most competitive EU-
funded projects in the field of ISCT due to their integrative
in silico approach and the beyond the state-of-the-art results,
are presented (Table III). These projects have been funded
under the framework of the HORIZON2020 funding opportunity
“SC1-PM-16-2017 - In-silico trials for developing and assessing
biomedical products” [49].

InSilc - In-silico trials for drug-eluting bioresorbable vas-
cular stents design, development, and evaluation: The InSilc
project focused on the treatment of atherosclerosis with stents,
which are currently the most widely used devices for treating
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TABLE IlI
PARADIGMS OF IN SiLico TRIALS EU PROJECTS
Project Name Title
InSile In-silico trials for drug-eluting bioresorbable vascular
[50] stents design, development, and evaluation
INSIST e . .
51] In-silico trials for treatment of acute Ischemic Stroke
SILICOFCM [52] In szl{co trlals' for drug' t.racmg 'the effects of protein
mutations leading to familial cardiomyopathy

fST?arj Tuvab In-silico trial for tuberculosis vaccine development
In Silico World Lowering the barriers to universal adoption of /n Silico
[54] Trials

symptomatic coronary disease. For designing a new coronary
stent, several key aspects of device performance must be ful-
filled, and there is a great challenge, particularly when these
functions must be addressed across a diverse patient population,
whose coronary anatomies vary significantly. Almost 20 years
ago, simple models were used to explain to the community
of clinicians and scientists how different stent designs were
superior or inferior to others [55]. But the research did not stop
at this point.

The InSilc project extended that work with advanced silico
models, performing stent virtual implantation, focusing on key
aspects of the device performance, such as drug delivery. In
more detail, InSilc: (i) combined the in silico investigation of
both medical devices (the stent) and drugs, (ii) created ISCT for
coronary stents by integrating multiscale computational models,
which provided detailed predictions of the stent performance in
its pre-operative, acute, short-, medium- and long-term phases.
This has been accomplished through the design, development
and validation of the following models/tools: (i) the Mechan-
ical Modelling Module, which performs virtual in vitro bench
testing of coronary stents [56], (ii) the 3D reconstruction and
plaque characterization Tool, which is a standalone software
tool accurately reconstructing parts of the arterial tree including
the arterial lumen, the outer wall, as well as the underlying
atherosclerotic plaque components [57], (iii) the Deployment
Module, which predicts the acute and short-term outcomes of
the stent implantation, including the degree of vessel re-opening,
lumen gain, minimal stent area and malapposition to the lumen
wall, following stent deployment [58], (iv) the Fluid dynamics
Module, which predicts the patient-specific velocity and wall
shear stress patterns in the coronary arteries following the stent
implantation [59], (v) the Drug delivery Module, which gener-
ates simulation-based predictions of drug distribution and uptake
by the vessel wall, following the stent implantation, (v) the My-
ocardial perfusion Module, which allows for the simulation of
post-operative coronary flow in patients by describing the local
response of the cardiac muscle and the coronary autoregulation
system and, (vi) the Degradation Module, which enables predic-
tions of long-term degradation and mechanical performance of
the scaffold. These models are integrated into the InSilc platform
and tested through the InSilc Virtual Population [60]. The InSilc
Virtual Population includes pre-implantation arterial and plaque
geometries, representative of a real clinical trial population, with

a variety of lesions, plaques, comorbidities and medication, and
is employed in a series of in silico scenarios: (i) Scenario I -
Pre-clinical testing assessment, (ii) Scenario II- Design of new
stents, (iii) Scenario Il — Comparison of existing stents, (iv)
Scenario IV — Comparison of arterial anatomies, (v) Scenario V
Comparison of different clinical procedures [61].

INSIST - IN-Silico trials for treatment of acute Ischemic
Stroke: The INSIST project focused on acute ischemic stroke,
which is a major health problem affecting more than 1.3 million
patients in Europe, each year. An acute ischemic stroke results
from the artery supplying blood to the brain, being blocked by
a thrombus. By now, thrombectomy is the standard treatment of
choice for acute ischemic stroke. However further improvements
are required, for alternative treatment options to be effective.

The INSIST project created in silico clinical stroke trials with
virtual stroke patients for the execution of in silico models of
treatments and in silico models of the biophysiological aspects
of the human response to stroke. In more detail, INSIST: (i)
generated virtual populations of stroke patients utilizing clinical,
imaging, and histopathological data from 4500 patients with
acute ischemic stroke, (ii) created in silico models simulating
thrombosis and thrombolysis, the intra-arterial thrombectomy,
the microvascular perfusion, the death and healing of the brain
tissue, (iii) applied the in silico stroke models to virtual popu-
lations of stroke patients and, (iv) developed an ISCT platform
aiming at faster and safer introduction of a new treatment to the
market.

SILICOFCM - In silico trials for drug tracing the effects of
sarcomeric protein mutations leading to familial cardiomyopa-
thy: The SILICOFCM project focused on Familial cardiomy-
opathies (FCM), a major classification of cardiomyopathy, and
developed an ISCT platform integrating stopped-flow molecular
kinetic assays, magnetic resonance imaging of the whole heart,
bioinformatics, and image processing tools with beyond the
state-of-the-art computational models towards the development
of a new drug and the optimization of the clinical therapy of
FCM. FCM was modelled accounting on a comprehensive list
of patient-specific features, such as genetic, biological, pharma-
cologic, clinical, and imaging, implemented in different drug
testing workflows.

STriTuVaD - In silico Trial for Tuberculosis Vaccine De-
velopment: The STriTuVaD project focused on Tuberculosis
(TB), which is one of the deadliest diseases, in Europe and
worldwide, due to the appearance of several new Multi-Drug
Resistant (MDR) bacterial strains. Once a person presents with
the disease, the most critical issue is the duration of therapy. A
very promising approach for shortening the therapy duration is
the new host-reaction therapies (HRT), as a coadjuvant of the an-
tibiotic therapy. The overall objectives of the STriTuVaD project
were the: (i) credibility assessment of a patient-specific compu-
tational modelling framework to simulate the human immune
system’s complex dynamics at a large scale, (ii) development and
integration into the general modelling framework of the module
featuring the simulation of the TB engaging immune system
response with and without the administration of antibiotics and
vaccine therapy, (iii) set-up of virtual patients libraries using
data of real patients enrolled for the clinical trial eventually
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empowered with in silico augmented adaptive Bayesian clinical
trial [62], and (iv) the ISCT framework release [63].

In brief, in the STriTuVaD project, the RUTI vaccine [64]
was tested through a phase IIb clinical trial. The RUTI vac-
cine is one of the most advanced vaccines being developed
as a therapeutic vaccine against Drug- susceptible (DS)-TB
and MDR-TB treatment. StriTuVaD focused on exploring two
use cases: (i) Use Case I- Investigate whether the proposed
approach can be used to infer the outcome of phase III clinical
trial from the results of a phase II clinical trial, (ii) Use Case
II- Investigate whether the observations at 12 months can be
used to predict the risk of relapse at 24 months. Moreover,
in STriTuVaD project a new activity that deals with extending
the Universal Immune System Simulator (UISS) computational
framework to implement the SARS-CoV-2 disease model, was
approached [65]. In more detail, all the virus dynamics and
its interactions with the immune system (i.e., viral entry, lung
epithelial cell infections through virus receptors, the innate and
adaptive immune response against the virus, pathological effects
on the lungs due to the SARS-CoV-2 infection) were inserted
into the STriTuVaD in silico platform and tested according to
the available literature.

In Silico World - Lowering the barriers to universal adoption
of In Silico Trials: The mission of the In Silico World project
[54] is to lower the existing barriers to the uptake of ISCT and
increase trust in these innovative technologies. The project has
selected eleven ISCT solutions representing the entire spectrum
regarding Technology Readiness Levels, and diseases, and tar-
gets medical product classes, as case studies. Six (6) objectives
have been identified, including: (i) developing more advanced
models for the evaluation of the safety and efficacy of medical
products, (ii) developing and sharing validation collections,
(iii) proposing good regulatory practices for the qualification
of ISCT methodologies, (iv) adopting Responsible Research
and Innovation principles and practices, (v) improving scal-
ability and efficient computing, and (vi) promoting retraining
and education. So far, the project has already achieved various
outcomes: (i) Eleven (11) ISCT solutions have been further
developed, and three are now commercially available [66], (ii)
three (3) validation collections are available on the Zenodo In
Silico World community [67], (iii) a clear credibility regulatory
pathway based on the VV-40 is now available for the CE marking
of digital twins in healthcare [68].

Table IV presents the outcomes of the aforementioned EU
funded projects with emphasis on the innovative aspects of the
modeling, clinical and regulatory perspective.

B. ISCT Market Available Platforms

In this section, an overview of two market available platforms
for ISCT is presented (Table V).

InSilicoTrials [71]: Currently, there is exponential growth of
cost and time invested into the development of both pharmaceu-
tical products and medical devices, contributing to significant
pressure for the companies; the average cost of bringing a new
drug/ medical device into the market is approximately $2.8
billion and $94 million, and lasts for 12 years [73] and 5

TABLE IV
INNOVATIVE ASPECTS OF THE SC1-PM-16-2017 EU FUNDED PROJECTS

Project

Innovation aspects
Name P

Modeling perspective. InSilc integrates multi-scale and
multi-level models which consider the whole process of stent
development process (in vitro testing, deployment, fluid
dynamics, drug-delivery, degradation, myocardial perfusion).
Such an integrated and holistic in silico approach was not
available before.

Clinical practice perspective. InSilc extends the current
clinical practice by providing information on specific short
and long-term clinical outcomes, for which information is not
available from real clinical trials.

Regulatory pathway. InSilc created a detailed regulatory
framework describing all the actions to be implemented for
the regulatory approval of InSilc platform (Software as a
Medical Device- SaMD).

Modeling perspective. A fully integrated in silico clinical
stroke trial, combining data driven modelling for creating
virtual stroke populations and estimating the clinical endpoint
with knowledge driven mechanistic models for stroke
treatment and brain tissue infarction.

Clinical practice perspective. INSIST resulted in a spin-off
company bringing stroke treatment simulations to the market,
mainly to industry in the form of in silico trials. The full
modeling pipeline is also being exploited, in the Gemini EU
project [69] in personalized medicine applications, to be used
as decision support during the acute phase of stroke
treatment.

Regulatory pathway. A formal regulatory approval has not
been implemented in INSIST but is underway from the spin
off Insteps company [70]. Part of the modeling pipeline has
been analysed against the V&V-40 standard, but not by
official regulatory bodies.

Modeling perspective. SILICOFCM is a multiscale ISCT
platform which uses coupled macro- and microsimulation on
sarcomere contraction level through finite element modeling
of fluid—structure interactions and molecular drug interactions
with the cardiac cells. A nonlinear material model of the heart
wall with electro-mechanics coupling with principal action of
specific drugs was developed.

Clinical practice perspective. SILICOFCM  allows
optimization of drug therapy for specific patients for
hypertrophic and dilated cardiomyopathy.

Regulatory pathway. SILICOFCM has defined the
regulatory framework for the regulatory submission of the
platform (SaMD for drug therapy optimization).

Modeling perspective. The STriTuVaD consortium has
developed a comprehensive computational —modeling
framework, the UISS. This framework simulates the complex
dynamics of the human immune system, particularly its
interaction with TB. By integrating modules that simulate
TB-immune system interactions, antibiotic therapy effects,
and immunity induced by TB vaccines, the consortium
created a library of virtual patients. These virtual models are
crucial for predicting patient responses in clinical trials,
potentially revolutionizing the approach to TB treatment
research.

Clinical practice perspective. The STriTuVaD consortium's
use of ISCT, through UISS, offers a transformative approach.
By simulating patient responses to treatments like the RUTI
vaccine in a virtual environment, clinicians can gain insights
without the traditional lengthy and costly physical trials. This
could lead to more efficient and tailored treatment strategies,
ultimately benefiting patients and healthcare systems.
Regulatory pathway. The introduction of new treatments to
the market requires rigorous regulatory scrutiny to ensure
patient safety and treatment efficacy. The STriTuVaD
consortium's pioneering ISCT work presents a potential
paradigm shift in this regulatory process. By using virtual
simulations to predict patient responses, the consortium
provides a novel method to gather evidence for treatment

InSilc

INSIST

SILICOFCM

STriTuVaD

years [74], respectively. However, even if several computational
models are developed worldwide by experienced researchers
and institutions, it is difficult to reach the targeted industry.
InSilicoTrials provides a web-based cloud-based platform tar-
geting the application of modeling and simulation approaches
for drugs and medical devices. InSilicoTrials platform integrates
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(CONTINUE)

efficacy. This approach not only expedites the regulatory
approval process but also offers a more cost-effective method,
especially crucial for low-income, high TB burden countries.
The successful integration of ISCT could set a new standard
for regulatory evaluations, making the pathway to approval
more streamlined and efficient.

Modeling perspective. 11 ISCT solutions were further
developed, for three firm plans for commercialization are
ongoing.

Clinical practice perspective. /n Silico World focus is on
ISCT, which is more relevant for industry than for clinical
use. Three companies are already exploiting the project’s
research results.

Regulatory pathway. In Silico World worked in three
directions: led the collaborative writing of the Good
Simulation Practice Open Access book soon to be published,
fostered a discourse between IEC/ISO and ASME to bring
also within the CE marking for digital twins the VV-40
standard for credibility assessment; conducted two
qualification advice with EMA, which will be released in
Open Access in 2024.

In Silico
World

TABLE V
ISCT MARKET AVAILABLE PLATFORMS

Platform name Description

A platform for modeling and simulation in Life
sciences. Main in silico simulators: InSilicoONCO
and InSilicoCARDIO.

ISCT to inform drug research and development.
JINKO platform predicts the clinical outcomes of
trials carried out in human subjects, by combining the
power of data science, biology, and medicine

InSilicoTrials [71]

Novadiscovery-
Jinko [72]

simulation engines and multiple solvers and can support the re-
search experts in the pharma and medical industry. The available
computational solutions are classified by therapeutic areas (e.g.,
oncology, cardiology, neurology, etc.) and integrated into groups
of complementary applications (e.g., “Drug Safety Suite” for
torsadogenic risk assessment).

Representative use cases of ISCT available on the InSilico-
Trials platform are the InSilicoONCO and the InSilicoCAR-
DIO simulators [77]. InSilicoONCO focuses on the treatment
effects of a gonadotropin-releasing horQmone (GnRH) agonist
on a virtual cohort of prostate cancer (PCa) patients through
the development of an ISCT which optimizes and investigates
the drug’s pharmacokinetics. The platform integrates a phar-
macokinetic/pharmacodynamic (PK/PD) modeling approach:
(i) describing the change in the testosterone after the GnRH
agonist administration, (ii) simulating the drug and testosterone
concentration levels in the PCa virtual population, and (iii) pre-
dicting the percentage of virtual patients in whom testosterone
is reduced below the castration limit.

InSilicoCARDIO focuses on valvular heart disease, a leading
cause of cardiovascular morbidity and mortality in Europe and
worldwide [75]. The minimally invasive implantation of tran-
scatheter self-expandable valves (SEVs) is the most common
treatment approach for valvular heart disease. The SEV Radial
Force Test application of the InSilicoCARDIO simulator is a
web-based application of a computational model which allows
the prediction of the radial resistive and chronic outward forces

and strains in the SEVs, reproducing the applicable ISO 5840-
3:2021 standard [76]. This tool can also test different prototype
SEV configurations before these are manufactured, or assess the
final design, as part of the FDA regulatory submission [77].

Novadiscovery Jinko platform [72]: Novadiscovery Jinko is
a collaborative ISCT platform predicting the clinical outcomes
of trials carried out in human subjects, by combining the power
of data science, biology, and medicine. In Jinko platform the
users can handle most of the workflow, from model design to
running a simulation. The platform provides: (i) information on
the simulation outputs with multiple filtering options (e.g., based
on patient stratification), (ii) mapping of the clinical knowl-
edge to computational models through user-friendly interfaces,
(iii) a curated knowledge base based on existing research and
publications, and (iv) cross-functional workflows, as a means
for fostering communication and strengthening collaboration
among multi-disciplinary users. The ISCT through Novadiscov-
ery Jinko platform can address translational questions, clinical
trial design and the full range of model-informed drug discovery
and development (MIDD(D)) [21]. Jinko facilitates the execu-
tion of ISCT for clinical scenarios [78], such as: (i) for atopic
dermatitis (AD), in which a mechanistic model describing the
interaction between the skin barrier and the immune system was
created [79], (ii) for non-alcoholic fatty liver disease (NAFLD),
in which knowledge-based mechanistic models capturing the
most relevant biological entities and pathways involved in
NAFLD were developed, accessible via a Software-as-a-Service
(SaaS) subscription model [80].

For the simulation, an existing non-small cell lung cancer
model available in Jinkd’s library of disease models was used,
together with 5000+ virtual patients based on demographic data
from more than 30 lung cancer patients enrolled in earlier trial
phases, accounting for more than 65000 parameters.

C. FDA Approved Paradigms

In addition to the successful EU funded projects and the
market available ISCT platform, there are also several FDA-
approved paradigms demonstrating the effectiveness and the
added value of the ISCT application:

o Comprehensive in vitro Proarrhythmia Assay (CiPAin sil-

ico model, which predicts the torsadogenic effects (a type
of tachycardia) of drugs [81].

® Computational approach for assessing the risk of new
opioids (PHASE) [82] developed by the Center for Drug
Evaluation and Research (CDER).

o [n silico modeling for toxicity endpoints’ predictions (e.g.,
toxicokinetics, genetic toxicity, carcinogenicity) [83], em-
ployed by the Office of Food Additive Safety (OFAS).

e "Virtual Family” (VF) in silico models, which consist of
detailed, static, anatomical whole-body models used in
medical device safety simulations. The VF models laid
the foundation for the “Virtual Population”, the MIDA
head model [84], and the NEUROMAN project [85], and
finally to the Open Online Simulations for Stimulating
Peripheral Activity to Relieve Conditions (02S2PARC)

Authorized licensed use limited to: Universiteit van Amsterdam. Downloaded on April 14,2025 at 11:26:25 UTC from IEEE Xplore. Restrictions apply.



KARANASIOU et al.: ADVANCING IN SILICO CLINICAL TRIALS FOR REGULATORY ADOPTION AND INNOVATION

2661

project [86], which predicts the nerve electrophysiology
and organ physiology interaction.

® Homology modeling and molecular dynamics simula-
tions of the interactions between the trimeric spike pro-
tein of SARS-CoV-2 and its host cell receptor protein,
angiotensin-converting enzyme 2 (ACE2) [87].

e HeartFlow Planner, which is a medical software tool
used for treatment planning in coronary artery disease.
HeartFlow combines computational modeling with medi-
cal imaging data and simulates blood flow in the coronary
arteries, assisting in optimal strategies for personalized
patient care [88].

e Virtual Imaging Clinical Trials for Regulatory Evaluation
(VICTRE), which enables the creation of in silico breast
radiographic images to assess digital mammography and
breast tomosynthesis devices [89].

e [n silico fit assessment model of 3D-Printed Facemasks,
which employs a finite element and fluid dynamics anal-
ysis for virtual mask placement and bio-aerosol particles
leakage estimation, respectively [90].

® [nsilico modeling for antibiotic resistance genes detection
and phenotype-genotype correlation for antibiotic suscep-
tibility or resistance predictions [91].

Additional success paradigms of FDA approvals for Al based
devices in medicine are presented in Table VI.

VI. OPEN CHALLENGES

ISCT hold great promise, but they also face several open
challenges that need to be addressed for their wider adoption
and success. In this section, an overview of the: (i) research,
scientific and clinical, (ii) regulatory, (iii) data quality and, (iv)
legal and ethical challenges are presented.

A. The Research, Scientific and Clinical Perspective

The penetration of ISCT to the research and scientific com-
munity can be realized through Al-driven or mechanistically
oriented approaches, each having its own peculiarities and con-
ceptually requiring different strategic planning. Al and statistical
modeling both stem from analogous mathematical foundations.
While they employ distinct tools, they harmoniously augment
the broader analytics knowledge spectrum [114]. Statistics has
been employed in clinical research for many years and the
familiarity with Al could have contributed to the acceptance
of Al among clinicians. In addition, Al methods treat data as a
“black box”, and useful and meaningful clinical predictions can
be provided, even if sufficient knowledge of biological scenarios
is lacking.

Regarding the mechanistic models, the case is different since
clinicians are unfamiliar with these methods. Researchers need
to explain better why, in some cases, when the available knowl-
edge is reliable, mechanistic models can be as good or even
better than statistical or Al-based methods. Mechanistic models
are fully “explainable”, which is also arequirement when putting
in silico methods in practice. In recent years there has also
been a third hybrid approach integrating Al with mechanistic
modeling [115].

TABLE VI
FDA APPROVALS FOR Al BASED DEVICES

Name Supporting Purpose
Decision
AI-ECG ECG analysis Assists  physicians  in  measuring,
[92] support platform/ interpreting, and analyzing ECG
Diagnosis i i
Aids in enhancing patient diagnosis by
AiCE Reconstruction eliminating signal noise, transforming
[93] algorithm/ Diagnosis ~ raw projection data into the clearest
possible image.
ANW}"S Software 'fmalyzmg Provides automated, interior and
Cardio MRI cardiovascular . . . X
. exterior ventricle segmentations using
DL images/ cardiac MRI images
[94] Diagnosis £8es-
Software solution for ~ Allows breast anatomy assessments by
Arterys . . .
Breast Al breast cancer the automatic detection of lesions
[95] detection/ suspected of breast cancer in 2D/3D
Diagnosis mammograms.
f;tn”yj 7 Lung cancer Allows  the  quantification  and
[%]g diagnosis tool/ localization of lung nodules in lung CT
Diagnosis and MRI images.
Arterys Neuroimaging tool/ Offers analysis and automated reports
Neuro Al X . .
[97] Diagnosis of standard neuro-MR images.
EchoMD Echocgrdlagram Provides automated estimation of left
[98] analy§1s soft\fvare . ventricular ejection fraction
algorithm/ Diagnosis i
Eko Identifies potential heart murmurs, atrial
Murmur Cardiac Monitoring fibrillation, and regular sinus rhythm.
Analysis tool/ Computes  heart rate and QRS
Software  Diagnosis (ventricular depolarization) span, and
[99] EMAT.
Cloud-based Automatically detects events in sleep
EnsoSlee  platform for sleep s staces of  sleo obstructive
p[100] disorders/ & & P
. . apneas).
Diagnosis
FerriSma  Liver iron . . .
. Automatically measures liver iron
rt System  concentration tool/ . . .
. . concentration using R2-MRI images.
[101] Diagnosis
Health Pneumothorax . .
PNY assessment t0ol/ z;\];li(;llélstt;c-argys detects pleural effusion
[102] Diagnosis ys-
Idx DlabeFlC retinopathy Automatically detects mild diabetic
[103] detection tool/ retinopathy in diabetes patients
Diagnosis pathy P i
OsteoDet  X-ray wrist fracture Detegts }ilstal radius Abreaks in the
X . examination of posterior-anterior and
ect [104] tool/ Diagnosis .
lateral x-rays of adult wrists.
Breast cancer
ProFound detection Detects breast cancer malignant soft
A1 software . X . . .
* algorithm/ tissue densities and calcifications.
[105] > .
Diagnosis
Radiological
QuantX software for Performs characterization of breast
[106] cancer lessions/ irregularities using MRI data.
Diagnosis
Radlolo_gy 1mage Enables quality enhancement of MRI
Subtle PET  processing .
protocols using sharpness enhancement
[107] software/ .
. . and denoising.
Diagnosis
Viz.AI Stroke de?ecuonl Analyses CT, ECG, echocardiograms
[108] on CT/ Diagnosis imacing data
& Treatment gmne i
Radiological
BriefCase computer aided Anglys‘es images and alerts for
[109] trlage anfl 1ndlc§1t10ns of Large Vessel Occlusion
notification conditions.
software/ Triage
cmTriage Mammogram Delivers a notification triage code to the

[110] workflow tool/

mammography worklist when a region

Concerning the academic community, even if there is high
adoption of in silico methods in the academic sector, the model-
ing experts should make their in silico models open and available
so that these can be tested and used by third parties [116]. Re-
garding the difference between the perception of the researchers
and clinicians in ISCT, it is obvious that since researchers are the
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(CONTINUE)
Triage of interest is detected by its core
algorithm.
L. Chest X-ray
Critical .
. assessment Evaluates and alerts in case of suspected
Care  Suite .
pneumothorax findings of pneumothorax.
[111] .
tool/ Triage
DreaMed Insulin Analyses blood glucqse and insulin
[12] management tool/  pump data for insulin pump dose
Treatment optimization.
Guardian Glucose . .
L Provides glucose levels for avoiding
Connect monitoring . .
hypoglycemic/ hyperglycemic events
System system/ and optimizing diabetes management
[113] Treatment P & & )

ones developing the models, working with either virtual patients
or real patients, the acceptance and adoption of such technology
by them is easier. However, most of the applicable examples
have shown that a close collaboration with clinicians is required.
To alleviate some of the uncertainties, show the strength of the
ISCT, and build trust with the clinical side, interaction with the
regulators is also a significant aspect. In fact, this interaction
with regulators is critically important also for clinical experts,
who are increasingly becoming engaged as stakeholders in the
regulatory processes.

B. The Regulatory Perspective

It is unarguable that regulators are much more positive today
regarding the uptake of computational modeling and simulation
practices in the different regulatory submissions and that great
progress has been accomplished in how regulators consider
computer-based evidence. Currently from the regulatory side
it has been accepted that simulation-based evidence can support
the regulatory process of medical devices and drugs; however,
there is a need on agreeing on the standards for assessing the in
silico models so as these are of acceptable quality [117].

When the models are submitted to the regulatory agencies,
these should be in a format and in content that facilitates
collaboration, discussion, and agreement on positive outcomes.
For engaging with regulators, modeling experts should proceed
with the qualification with the FDA, to get useful feedback, and
position the targeted in silico technology closer to the market.
Regarding the European landscape, a good starting point would
be to submit an evaluation of the new medical device to the
European NB, capitalizing on the existing in silico evidence and
the ASME V&V 40 standard. In fact, since there are still no
European standards available, the modeling experts may be able
to refer to any other technical standards, so that the NBs can
accordingly evaluate the submitted evidence.

C. The Standardization Perspective

In personalized medicine, the reproducibility of clinical re-
search and development efforts and results is closely linked
to and affects patient safety. Standards are important drivers
for reproducibility, for ensuring higher quality of data, and for
increasing trust in the scientific and clinical findings. The Inter-
national Organization for Standardization (ISO) plays a critical

role in the standardization process by providing an independent
platform to all stakeholders and enabling them to participate in
standards development. DIN [118], the German body in ISO,
is a private association for standardization in Germany and
worldwide, providing consultation services regarding standards
and standardization. In the context of ISCT, DIN: (a) is involved
in the standardization of the in silico simulations ensuring they
reflect real-world clinical situations accurately, (b) assists in en-
suring that ISCT produce high-quality data that regulatory bod-
ies can trust, (c) facilitates communication in terms of bringing
together in constructive dialogue researchers, regulatory bodies,
and other stakeholders, (d) provides guidelines on best practices
for conducting ISCT ensuring that these trials are robust and
informative, (e) provides standards to ensure that ISCT don’t
inadvertently introduce risks. Additionally, the acceptance of
ISCT by regulatory agencies (like the FDA in the U.S. or EMA
in Europe) depends on whether DIN is being convinced of the
rigor, reliability, and relevance of the proposed in silico method-
ologies. An initial approach for formalizing systems medicine
standards was the one performed by the EU-STANDS4PM Euro-
pean standardization framework in collaboration with ISO and
DIN committees [117].

Among the different standards which could be useful for the
in silico technologies adoption are: (i) terminology standards,
(ii) guidance documents on the integration of the in silico
technologies in existing medical devices processes and related
standards, (iii) standards on reporting of in silico technologies
and results, and (iv) device-specific standards or guidance
documents (Table VII).

To ensure that these standards represent the state-of-the-art in
all related fields, it is crucial that all relevant stakeholders, such
as regulators, industry, clinicians, and researchers and others
participate in their development.

D. The Data Quality Perspective

ISCT presents an opportunity to reduce dependence on an-
imal trials and strengthen evidence that would otherwise pose
some potential risk for the patients enrolled in clinical trials.
Indeed, there is an emerging need for capitalizing on the power
of ISCT, which is predicated on data quality. However, data
quality has certain challenges for developing and validating in
silico models since in some cases the models are trained with
poor or incomplete data [121]. This deficiency can stem from
various reasons; data collection was performed without stringent
or outdated protocols, which are no longer representative of
the current situation. Additionally, missing values, outliers, or
errors introduced during data entry can further compromise the
dataset’s integrity. Access to quality data is the utmost challenge
for ISCT methods to get into standard clinical practice. Conse-
quently, the selection of appropriate methods facilitating access
to data and boosting underrepresented subgroups within datasets
should be approached. A possible solution for such problems is
the use of synthetic data [122] and virtual population data [60],
which can mimic the properties of and relationships in real data,
to be used in the development and validation of new in silico
and Al models.
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TABLE VII
PROPOSED STANDARDS FOR ISCT

Standards Importance and Role
Importance: In any scientific or technical field, consistent
terminology is the core of clear communication. This is
especially crucial in the realm of in silico technologies
where  precise terms can  significantly  impact

Terminology interpretations and decisions.

Standards Role: These standards provide a unified vocabulary
ensuring that researchers, developers, regulators, and other
stakeholders have a shared understanding. Consistent
terminology minimizes ambiguities and misinterpretations,
fostering efficient collaborations and reviews.

Importance: The integration of in silico technologies into
pre-existing medical device processes demands clear and
specific guidelines.

Role: For instance, the Quality Management standard (ISO
13485:2016 [119]) provides a framework for a

Guidance comprehensive quality management system essential for

Documents on  regulatory purposes. Implementing in silico technologies

the Integration ~ within this system ensures that the products meet

of In Silico consistent quality and regulatory requirements. Similarly,

Technologies the Risk Management standard (ISO 14971:2019 [120])
outlines the process for identifying and controlling
potential hazards related to medical devices. Integrating in
silico methods ensures that potential risks introduced by
these technologies are systematically evaluated and
managed.

Importance: The transparency and reproducibility of ISCT

Reporting of is affected by the systematic reporting.

In Silico Objective: These standards dictate the structure and

Technologies content of reporting, ensuring that the results from in silico

and Results methods are presented comprehensively, allowing for
objective evaluation and comparison.

Importance: Given the vast array of medical devices and
. their specificities, generic standards might not be

Device- .

Specific sufficient. ' ‘ _

Role: These standards could provide guidance tailored to

Standards or . . . . .

Guidance speglﬁc d'e'vlces or categorlgs of devices, ensuring that the
particularities of each device type are addressed when

Documents

integrating in silico methodologies, enhancing this way the
relevance and accuracy of the results.

E. The Legal and Ethical Perspective

In silico medicine legal and ethical governance includes re-
gional, national, and international laws, which aim to protect
patients from privacy and confidentiality breaches, and from
health data discrimination. At European (EU) level, with the
General Data Protection Regulation (GDPR) being in force from
2018, important implications for the processing of personal data
have been introduced [123], such as the need for protecting the
individual’s identity from a large dataset and the need to provide
explanations for any automated decision-making [124].

In addition, international agreements and regulations allow
significant discretion for national legislatures, causing variations
and legal uncertainty in the implementation among the different
member states and potential uncertainty. Concerning the in silico
models legal and ethical aspects, several challenges exist. Even if
adirect effect in all EU member states is employed by the GDPR,
there are certain variances that cause significant implications
for cross-border research collaboration. For instance, despite the
GDPR’s direct effect, the regulation allows for certain provisions
where member states can make specific decisions or adjustments
based on their national contexts. This can lead to variations in
how the GDPR is applied in different member states [125].

Another challenge is that in silico models raise concerns
regarding the type of information and extent of detail provided to
the research subjects to meet GDPR consent requirements, or the
principle of data minimization and the level of anonymization
required for data to avoid falling under GDPR.

Currently, there are also ethical concerns related to real clini-
cal trials since patients are exposed to an unapproved treatment.
There is also an ethical dimension of advanced science and
ISCT, too, in case these are non-accurate or even wrong. On
the other side, a contradictory perspective could imply that it
may not be ethical that a new medical device/drug is initially
tested on animals or humans before these are tested in silico.
These statements could initiate a lot of discussion, since on one
hand, there is an ethical imperative to reduce harm and suffering
to living beings but on the other, there is an argument that current
in silico models, while promising, might not fully replicate the
complexities of living organisms, and direct testing might still
be crucial for ensuring safety.

VIl. CONCLUSION

Even if, in the past few years, research in the field has
significantly accelerated and now some very promising ISCT
use cases exist, it is evident that the adoption of ISCT is slower
than anticipated, since several challenges still exist (technology,
validation, regulatory, scalability, communication, exploitation,
training) [126].

® Technology challenges: There is a need of additional
ISCT technologies for the medical devices and drugs
available in the market. For instance, limited progress
has been achieved in the Advanced Therapy Medicinal
Products (ATMPs) [127] or in the tissue engineering area.
There is a shortfall of complete toolkits to cover the risk
analysis associated with ISCT. In addition, even if a very
sophisticated model for one failure criteria or scenario
may exist, acompany which designs a new medical device
would require a software solution that assesses the entire
risk analysis of the medical device and not only one single
failure scenario.

® Validation challenges: There is a limitation of publicly
available validation datasets for cross-comparison in terms
of accuracy for the predicted in silico technologies. More
Grand challenges are required, such as the MIGRA Grant
Challenge Competition [128], which validates muscu-
loskeletal dynamics models to predict joint forces during
physical activities. This Grand collection was introduced
a few years ago. Another solution to this barrier is the
utilization of the European Health Data Space (EHDS)
for collecting high-quality, diverse datasets from across
the EU member states to be used in the validation of the
in silico models [129].

® Regulatory challenges: While the FDA pathway around
medical devices has been very effective and fast, the entire
regulatory framework in Europe is still behind. There are
no established processes for using ISCT for medical de-
vice regulatory approval. Pappalardo et al. [68] presented
the current state-of-the-art towards a regulatory system
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for ISCT applied to medical devices while exploring the
European regulatory system towards this topic and showed
that inviting and challenging the regulators in several ways
is of utmost importance. For instance, experts develop-
ing ISCT technologies could request qualification advice
from the regulators [130], [131]. In FDA, the experts
could request qualification to validate a medical device
and/or drugs. In Europe, qualification advice for drug-
development methodologies cannot be requested since a
central authority for medical devices does not exist. In
addition, the qualification advice should be made publicly
available, for accelerating and sharing the GSP. Another
critical need is creating a theoretical and methodological
basis for the generalization of the concept of verification
and validation and uncertainty qualification of the in silico
models and ISCT, as presented by Vicecontietal. [132] and
Curreli et al. [133]. However, it should be highlighted that
significant efforts have been made from both regulatory
and industrial perspectives to advance this progress [134],
[135], [136], [137].

Scalability challenges: Optimisation problems have be-
come very expensive in terms of computational cost and
therefore more scalable services are required, for simulat-
ing, for instance, Phase III Clinical Trials with thousands
of virtual patients. An example of the need for scalability
is the ISCT of osteoporosis drugs that predicts the force
required to fracture the bone, since to execute such in silico
model for a Phase III clinical trial, HPC infrastructure is
required [138].

Communication challenges: There are still many impor-
tant stakeholders who are not properly informed on ISCT,
and there is a lot of effort to be put into the information
shared between modeling experts, patients, clinicians, and
policymakers. What should be paid attention to is that the
decision on whether ISCT are acceptable or not will be
taken by humans. Therefore, it is important to acknowl-
edge the role of human influence in decision-making and
understanding. In fact, people perceive things on different
levels; there is a cognitive level, an emotional level, or
an experience level. The more complex the technology is,
the more people rely on their emotions and experiences
before a final decision is made. So how can the confidence
of people in decision-making positions be increased? A
solution is the creation of case studies in which people
can experience the power of ISCT.

Exploitation challenges: Concerning the exploitation of
ISCT, developing a sustainable and economically viable
business model requires the consideration of several fac-
tors such as development costs, pricing strategies, and re-
imbursement models. Currently, most of the existing start-
ups have different business models, which are not mature
enough, with no clear understanding of the value chain. On
the other hand, large companies may be hesitant to allocate
significant resources without a clear understanding of the
return on investment and long-term viability of ISCT.
Training challenges: As ISCT is becoming part of an
industry and is growing very quickly, there are not enough
trained and experienced people in the workforce or even

Fig. 1.

$1: Reduce cost

$2: Reduce time

§3: Safety

S4: Reproducibility
S5: Data Integration

SWOT analysis for the ISCT adoption.

resources to retrain the available resources already work-
ing in the in silico field. However, some training initiatives
do exist, such as the CompBioMed community [139],
which is a user-driven Centre of Excellence in Compu-
tational Biomedicine, encouraging, promoting, and pro-
viding training activities for biomedical applications and
ISCT, for the academia, the industry and the clinical arena.

For ISCT to be in a competitive position, appropriate strategic
planning towards their acceptance and adoption should be per-
formed, considering their Strengths, Opportunities, Weaknesses,
and Threats (SWOT) (Fig. 1). In more detail, concerning the
Strengths (S):

S1: ISCT are more cost-effective than traditional clinical
trials, since there is a reduction in the product development
costs, areduction in the expenses related to patient recruit-
ment, monitoring, and data collection (Reduce cost).

S2: ISCT can be performed faster than traditional clinical
trials, as they don’t rely on real-time recruitment and
monitoring of patients. This contributes to the reduced
time to reach the market (Reduce time).

S3: ISCT do not pose any harm or risk to human partici-
pants, they can simulate complex problems and learn from
previous failures. It is an ethical choice for testing poten-
tially dangerous interventions, as well (Promote Safety).
S4: ISCT leverage advanced simulation and modeling
techniques, resulting in high reproducibility. This ensures
consistent, reliable testing across various conditions, pro-
viding a cost-effective and reliable avenue for medical
research and experimentation (Enhance Reproducibility).
S5: ISCT allow for the integration of diverse multi-source
data, elevating the precision of clinical trial outcomes. This
ability to synthesize complex information enhances the
reliability and effectiveness of virtual medical research
(Optimize Data Integration).

Concerning the Weaknesses (W):

W1: Results from ISCT may not always generalize to
real-world scenarios, as they rely on assumptions and
simplifications of complex biological systems (Validity
and Generalizability).

W2: ISCT may not capture the full complexity of human
biology, particularly in the interactions between different
physiological systems (Lack of Real-World Complexity).
W3: The quality and quantity of data available for ISCT
can be limited, affecting the accuracy and reliability of
results (Data Limitations).

W4: There are certain challenges in gaining regulatory
approval for ISCT methodologies, as they are relatively
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new, and they do not fit existing regulatory frameworks.
While ISCT might be promising, it hasn’t been fully es-
tablished as a standard method and still has limitations and
challenges. Therefore, there is a need to invest further and
demonstrate that what is performed is reliable and better
than the current practice to be accepted by the regulators
(Regulatory obstacles).
Concerning the Opportunities (O):

® O1:ISCT can be tailored to individual patient data, paving
the way for advanced personalized treatment approaches
(Personalized Medicine).

® 02:ISCT provide a platform for testing existing drugs for
new indications, which can accelerate drug discovery and
save time and resources (Drug Repurposing).

e O3: ISCT can be integrated into the existing healthcare
systems and provide valuable information, aid treatment
decision making and improve patient healthcare delivery
(Healthcare System Integration).

® (4: ISCT promote and foster international collaborations
and data sharing, facilitating the pooling of diverse re-
sources and expertise from across the world, promoting
synergy, innovation, and efficient problem-solving on a
global scale to achieve common objectives related to clin-
ical trials (International collaboration).

Concerning the Threats (T):

e T1: The medical device and pharmaceutical industries
may exhibit hesitancy in embracing in ISCT due to deeply
established conventional clinical practices. The inertia of
long-established methods can impede the swift integration
of innovative, data-driven and in silico approaches (Resis-
tance to Change).

e T2: The management of substantial quantities of sensitive
patient information in ISCT prompts concerns regard-
ing data privacy and security. Safeguarding these data
is paramount to ensure compliance with regulations and
protect individuals’ confidential health information from
unauthorized access and breaches (Data Privacy and Se-
curity).

e T3: The effectiveness of ISCT is affected by the accessibil-
ity of cutting-edge computational tools and reliable data.
The capability to conduct rigorous virtual experiments
is often limited by the availability and quality of such
essential components (Technical Limitations).

e T4: Validating in silico models poses a persistent chal-
lenge, demanding rigorous verification against actual clin-
ical outcomes. Accuracy and reliability are paramount,
necessitating comprehensive testing to ensure that the
virtual simulations faithfully mirror the intricacies of real-
world medical scenarios, thus strengthening their credibil-
ity and trustworthiness in informing medical research and
decision-making processes (Validation Challenges).

e TS: Incorporating ISCT into regulatory and clinical
decision-making can introduce complex legal and ethical
dilemmas. Ensuring compliance with existing regulations
while addressing concerns related to data privacy, trans-
parency, and the validation of these virtual trials is vital.
Striking the right balance between innovation and ethical

considerations is a significant challenge (Legal and Ethi-
cal Issues).

To conclude, in silico medicine and ISCT are becoming more
and more accepted and considering that appropriate and well-
designed actions will be performed, it is a matter of time before
their wide adoption is realized.
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