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The (-encoder is an analog circuit that converts an input signal = € [0, 1] into a finite bit stream
{b;}. The bits {b;} are correlated and therefore are not immediately suitable for random number
generation, but they can be used to generate bits {a;} that are (nearly) uniformly distributed. In
this paper, we study two such methods. In the first part the bits {a;} are defined as the digits of
the base-2 representation of the original input z. Under the assumption that there is no noise in
the amplifier we then study a question posed by Jitsumatsu and Matsumura on how many bits

bi,...,b,, are needed to correctly determine the first n bits aq, . .

., . In the second part, we show

this method fails for random amplification factors. Nevertheless, even in this case, nearly uniformly

distributed bits can still be generated from by, ..

., b,, using modern cryptographic techniques.

Keywords: $-encoder; binary expansions; Lochs’ Theorem; random number generation.

1. Introduction

Any real number z € [0,1] can be represented in
base 2 as

o an
x:;%, a, € {0,1}. (1)

With the exception of a countable set of dyadic
rationals of the form :c:%, K,NeZ,, the

TCorresponding author.

representation (1) is unique. The digits {a, = a,(z)}
can be obtained iteratively as follows: let z; = x, and
for n > 1, we let

0,
a, = 1

T, = 2%,_1 — Q.-

if 22, ; <1,
if 2l‘n_1 >1 and (2>
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amplifier

\_ b,

Tp = ﬂxn—l — by,

Fig. 1. Tteration process of the (3-encoder.

Similarly, for § € (1,2), any number z € [0,1]
can also be represented in non-integer base (3 as

o b
= E _7L7 3
) n=1 ﬁn ( )

again with binary digits b, in {0,1}. (In fact, any
number z € (0,515 has an expansion of the form
(3).) Since g € (1,2) is not an integer, Lebesgue
almost all points x have uncountably many different
(3-expansions.’? This somewhat curious fact from
number theory has some interesting applications

in signal processing. As is well known, for each u €
[1,%] expansions of the form in (3) can be

obtained in a similar fashion as the base 2 expan-
sions by setting zy = z, and for n > 1,

0,
bn - { 17

Ly = ﬂxnfl - bn

if Bz, < u,
if IB.CL'",1 >u (4)

This iteration scheme is used in S-encoders, which were
introduced in Ref. 3 by Daubechies et al. Using an
amplifier with amplification factor 5 and a quantizer

0 ify<u,

for an input signal x ==z, in [0,1] a [-encoder
outputs bits b, = Q,(6z,_1) where z, = fx — Q,
(Bx,_1), see Fig. 1, which corresponds to the itera-
tion scheme in (4). In practice, however, due to
the intrinsic presence of noise in analogue circuits,
the amplification factor 8 and the threshold value
u fluctuate during the operation of a [-encoder
circuit. If we denote by (3,),>1 and (u,),>; the
consecutive (random) amplification factors 3, and
threshold values u,,, respectively, used at each time
step of the approximation algorithm, the 3-encoder

in reality outputs bits b, = Q, (8,2,-1) where
z, = 3,2 — Qy (B,Tn—1). The robustness of the
(-encoder in the A /D-conversion process has been
studied in e.g., Refs. 4-11 and 12.

In recent years [-encoders were also considered
as sources for random number generation, see
Refs. 13-15 and 16. If z is chosen uniformly at
random in [0, 1], then the digits {a,(z)},>; from (1)
form a sequence of binary independent identically
distributed random variables with P(a, =0) =
P(a,, = 1) = 1. On the other hand, it is known that
successive bits {b, } in the output of a F-encoder are
correlated and therefore not immediately applicable
as pseudo-random numbers. Under the assumption
that the amplification factor 3 does not fluctuate,
Jitsumatsu and Matsumura proposed in Ref. 13, a
coding scheme which ‘removes’ the dependence be-
tween the bits and converts the output bits {b,}
of the B-encoder into the binary digits {a, } in base
2 of the number it represents. It is verified in
Ref. 13 that the resulting output sequences {a,}
pass the NIST statistical test suite from Ref. 17,
which shows that this method performs well as
a pseudo-random number generator. A natural
question asked in Ref. 13 is the following: If we use
u = (u,),>; to denote the consecutive (random)
threshold values u,,, what is the number k(m,u, z)
of bits {b,} from the (-encoder that are necessary
to obtain m digits in base 2 of the number z via
this process? In Ref. 13, the lower bound k(m, u, z)

> % was found. The authors of Ref. 13

remarked that a theoretical analysis of the expected
value of k(m, u, x) is relevant as an indication of the
efficiency of the proposed pseudo-random number
generator.

The question from Ref. 13 is reminiscent of the
considerations of Lochs in Ref. 18 from 1964, where
Lochs asked how many regular continued fraction
digits of a real number z one can determine from
knowing only the first n decimal digits of z. If we
call this number of digits mp(n,z), then Lochs’
Theorem states that for Lebesgue almost every
z € 10,1],

mp(n,z) 6log2log10

lim
n—00 n 2

()

aThis bound was found in Ref. 13 for bits {b, } from a scale-adjusted [S-encoder, that is, if the iteration scheme is given by (4) but
with u € [ —1,1] and z,, = Bz,_; — (8 — 1)b,. This difference is not principal in the first three sections where the amplification
factor is assumed to be fixed. However, in reality, the amplifier and scale-adjuster are subject to noise as well, and to minimize this

influence we therefore consider a model without scale-adjuster.
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The somewhat mysterious expression on the right-
hand side turns out to be a ratio of entropies of
the interval maps T'(xz) = 10z mod 1 and S(z) =
1/zmod 1 that generate the decimal expansions
and regular continued fraction expansions, respec-
tively. Lochs’ result was extended in Ref. 19 to
other types of number expansions including binary
expansions and [-expansions by placing it in a
dynamical systems framework, see also Ref. 20.
These results are further generalized in Ref. 21
to number expansions generated by random dy-
namical systems. Unfortunately the results from
Refs. 1821 do not immediately apply to the
question from Ref. 13 due to the uncertainty in the
threshold value w. In this paper, we adapt the
methods from Refs. 19 and 21 to the specific iter-
ation scheme of the (-encoder.

The first goal of this paper is to address the
question posed in Ref. 13. In our first main result
we recover the lower bound from Ref. 13 and we
obtain a statement on an upper bound for k(m, u, x).
More precisely, we obtain the following results.
Here )\ denotes the one-dimensional Lebesgue
measure.

Theorem 1.1. Consider 3 € (1,2) and a sequence
of thresholds u = (u,),>1 € [1,(8—1)"YN. For all
z € [0,1] and all m € N it holds that

mlog 2
> .
b, w.2) > (6)

Moreover, for each e € (0,1) there exists a constant

C(e) > 0 such that for all m € N,
)\<{a: €10,1] : k(m,u,x) — > C(a)}) <e.
(7)

From these bounds, we obtain the following cor-
ollary on the asymptotic behavior of the sequences

(k(mv u, x))mzl'

mlog 2
log 3

Corollary 1.1. For any real positive sequence
(Ny)men with lim, .. n, =00, each wuc
[1,(8— 1)1 and € > 0 it holds that

1 log2
lim A({x €10,1] P k(m,u,x) _nfo;gﬁ >€}>

=0,

i.e., the sequence (- (k(m,u,x) — ”}(}g%))mzl con-
verges to 0 in )\—proéability.

Pseudo-random number generation with 3-encoders

In particular, the above corollary has the
following implications:

o Taking n,, = /m for each m gives a Central
Limit Theorem result where the limiting distri-
bution has zero variance;

o Taking n,, = m for each m we retrieve a limit
statement in the spirit of (5), but with conver-
gence in probability instead of almost surely.

By adjusting the setup from Ref. 19 to suit our
purposes, we obtain the stronger result of almost
sure convergence for the specific sequence (n,,),,>1
with n,, = m for each m that is stated in the next
theorem.

Theorem 1.2. For each u € [l,(3—1)71N, it
holds that

k(m,u,z) log2
~log 3
More specifically, for typical z and large N one

lim for A —a.e. z €0,1].
m—oo m

needs approximately N 112;29 output bits of the

(B-encoder to obtain N correct binary digits.

Since the implementation of (-encoders it has
been observed that (like for the threshold value u)
there is uncertainty about the precise value of
during the encoding process. The actual value of 3
can only be determined to lie within an interval
[Bmins Bmax)- Possible solutions to this problem were
studied in Refs. 5, 6 and 12. We will argue that in
this case, one is not able to extract a large number
of digits (aq,...,a,) in the base 2 expansion of
the input value z using the output bits (by,...,b,,)
from the (-encoder. Nevertheless, the output bits
(by,...,b,,) are still sufficiently random, and using

modern cryptographic techniques, one is still able
log2
log
output bits, where v > 1 is a fixed factor, which

depends on how close to ‘nearly independent’ the
final output bits should be.

The paper is organized as follows. In the next
section, we introduce the necessary notation and
preliminaries on base 2 expansions and [(-expan-
sions. In Sec. 3, we prove Theorem 1.1, Corollary 1.1
and Theorem 1.2. Here it is assumed that the am-
plification factor is fixed and only the threshold
value fluctuates. Finally, in Sec. 4, we discuss mod-
ern cryptographic techniques to apply for the case
that the amplification factor fluctuates as well.

to extract m nearly independent bits from ~n

2450026-3
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2. Preliminaries

For a set A and an integer m > 1 we use the nota-
tion A™ ={(ay,...,a,):aq; € A,1 <i<m} and
AN = {(ap)p>1 : a, € A,k > 1}. If T'is an interval in
the real line, then we write 01 for the set containing
the two boundary points of I and we use I~ and I ™
to denote the left and right endpoints of I,
respectively.

For each m > 1 the collection of dyadic intervals
of order m is given by

ko k41
Dp=1{ |0 =) :0<k<2m—1}.

If we write the point & = Y7, & 21, d; € {0,1}, in
its binary expansion, then we see that the interval
[Qlfn ,k;,nl) contains precisely those z € [0,1) that
have dy,...,d,, as their first m binary digits. For
each z € [0,1) and each m > 1 there is a unique
element of D,, that contains xz. We denote this

interval by D,,(z). Then
)‘(Dm(l')) =2"" (8)

Hence, each collection D,), is a partition of [0,1) by
intervals of length 27™. By adding the point 1 to
the last interval of D,,,, we obtain a partition of the
closed interval [0, 1] without disturbing any of the
properties mentioned above.

Usually A/D-converters rely on binary expan-
sions of numbers to produce good approximations
of the input signal. The [-encoder is based on
(-expansions instead. Fix a value of # € (1,2). An
expression of the following form:

mzz%,

n>1

b, € {0,1},

is called a (-expansion of z. The set of numbers that
can be written in this way is equal to the interval
[0, - 7-1/- We now briefly explain how one can get a

(B-expansion of a number z from the (-encoder in-
troduced in the introduction with varying threshold
values u,

For each u € [1,(8—1)71] define the interval
map T, : [0,(8—1)""] = [0,(8—1)~"] by

By if y < %
By—1 ify>—.
5
The graph of such a map is shown in Fig. 2. If we
let u,, denote the threshold value of the quantizer

T

Fig. 2. (Color online) The graph of one of the maps T, is
shown for 8 = %2 the golden mean. The yellow area in the
middle relates to the interval in which the threshold value u
may be chosen. At the top we see the two intervals 7 ) and Z
that are the elements of the cover Z;.

at time n, then the dynamics of the G-encoder can
be represented as

Ty = Tun(m'nfl) = Tun ©---0 Tu1 (%)7
For each n>1, set b, =b,(x) =0 if Sz, ; <wu,

and 1 otherwise. By putting z, = x, then for each
n>1,

n>1. (10)

Tun (xnfl) = ﬁxnfl - bm
so that
" b, T, 00T, ()
xr = s —|— “ 1 .
; /Bz ﬁn
Since T, o---oT, (x) €[0,(6—1)""] holds for

each n, we immediately conclude that z = > 724 %

From Fig. 2, it becomes clear that each threshold
value u, must lie in the interval [1,(3—1)7] to
obtain a recursive process and bits that corre-
spond to [-expansions. It follows from Theorem
2 in Ref. 22, where for the case that (€ (1,2)
only the choices u, € {1,(8— 1)} for each n >
1 are considered, that in fact all §-expansions
can be generated using the above iteration
process.

Remark 2.1. Note that if one starts this process
with a number x € [0, 1], then typically z, > 1 for
many n. The reason to look at = € [0, 1] instead of
x € [O,ﬁ] is to make the comparison with the
dyadic intervals D,,(z), which are defined on [0, 1],
easier.

Given the first k£ output bits by,...,b; of the
(-encoder, we know that the input signal x € [0, 1]

2450026-4
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has to satisfy

b, s b, 1
B
&

For each by,...,b;

lz Sy 1)].

Comparable to the partitions D,, for binary
expansions, we consider for each k& > 1 the coverZ,
of [0, (8 — 1) 1] associated to 3-expansions given by

Ik:{I(bl bk)bZG{O,l},lﬁsz}

{0,1} define

See Fig. 2 for an illustration of 7, = {Zp),Z )}
If for K>1 the first k£ output bits of the
f-encoder for an input signal z € [0,1] and a

threshold value sequence w € [1,(8—1)7!N are
by, ..., b, then we set

Ti(u, ) =T, . b
since the information that the bits by, ..., b, give us

is that z is contained in this interval. Note that

MNTp(w, 7)) = m. (11)

Furthermore,

E(m,u,z) =inf{k > 1:Z;(u,x) C D, (z)}. (12)

3. Fixed Amplification Factor

In this section, we prove our first main results where
the amplification factor is assumed to be fixed. We
start with the proof of Theorem 1.1, which provides
bounds for the quantities k(m,w,z). This proof is
inspired by the proof of Theorem 2.3 in Ref. 23.

Proof of Theorem 1.1 Fix u = (u,),>1 €

[1,(8—1)71N. For all m €N and z € [0,1] we
find by (8) and (11) that A(D,,(x)) =2~ and
A(Ik(mu,x)(uvl‘)) :ﬁ k(m,u,ac)(ﬂ_ ) L Hencev
mlog2 log(f—1)
k(m,u,x) oz 3 log 3

1 AD@)
“logs (A(Ium,u,x) <u,x>>>‘ 1)

Pseudo-random number generation with 3-encoders

Furthermore, by the definition of k(m,u,z) we
have Ty uq)(u, ) € D, (x) and since € (1,2)
the above yields

_log(8—1)
log 3

mlog 2

k(m,u,x) > m log 2 .
log 3

— logp
This gives (6).

For (7) let € € (0,1) and fix some integer m > 1.
By the definition of k(m,w,x), we have that
Tiimuz)-1(w, ) L Dy, (). Hence, the distance be-
tween z and the nearest boundary point of D,,(x),
denoted by |z —90D,,(z)|, is at most equal to
MZ k(m,u,z)-1(w, z)). Furthermore, we have

lOg A(Ik(m,u,x)—l (uv 33)) - 10g )‘(Ik(m,u,x) (’LL, :U)) = 10g /6
Together this gives that
XD
tog [ APu@)
A(Ik(m,u,x) (I))
<log \(D,,(z)) + log 8 — log |z — 9D, (z)|.
(14)

We slightly adjust the intervals in D,,, by removing
small intervals at the endpoints: For each m € N
and interval J € D,,, let J’ be the interval obtained
by removing on both ends of J an interval of length
5-27™ and let C,, =Ujep,J- Then A(J')=
(1—¢)-27™ and A\(C,,) =1—c¢. For z € C,, we
have the bound |z — dD,,(x)| > §A(D,,(x)). Com-
bining this with (13) and (14) gives for each integer
m € N and each z € C,, that

K ) mlog2 log2
m,u,T) —
T logB3 ~ logﬂ
Hence, we obtain (7) with constant C(c) =
log?
Tog 3 + 1. O

Theorem 1.1 gives bounds on the value of
k(m,u,x) and immediately leads to the statement
on the asymptotics of the sequence (k(m,u,x)),,>1
from Corollary 1.1 that we prove next.

Proof of Corollary 1.1 Let (n,),>1 be a
sequence of positive real numbers that satisfy

lim,, . n,, = co. From (6) we get that for each x €
[0,1] and m € N,
1 mlog 2
2 _ >0

2450026-5
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Hence, it suffices to show that for all 6, >0
there exists an M € N such that for all m > M we
have

A({x € [0,1] :% (k(m,u,m) _

This immediately follows from (7) by taking M € N
big enough such that e < ¢ for all m > M, which

m

is possible because hm,7HOO n,, = Q.

As we saw in the introduction, by choosing n,, =
m for all m > 1, Corollary 1.1 gives a limit state-
ment reminiscent of Lochs’ Theorem, but with
convergence in probability. Our final result, Theo-
rem 1.2, shows that this limit statement also holds
almost surely. The proof we present for Theorem 1.2
below is inspired by the proof of Theorem 4 in
Ref. 19.

Proof of Theorem 1.2 Fix some u € [ —1,1]".
It follows from (6) that for all = € [0, 1],

k(m,u,a:) log 2
logﬂ
Conversely, let € € (0,1) and for each m > 1 define
F(m) = [(1+ ) 2252]. Let

P ={z €0,1] : Zjy (0, 2) £ Dy () }
cly U 4nB

lim inf
m—o00 m

BED,, ATy, :ALB

C U 155+ 5
BeD,,
U [B+ _ ﬁ*(1+a)"ﬂ,l:%2 Bﬂ

. mlog2
Since D,, has 2™ = 37 elements, we have

mlog2

F<9.5 s =9.2-m

mlog2

A( 771,) < ﬁ log 3

2 ,8 (1-’1—5

Y

which gives that > ,_; A(P,,) < co. From the
Borel—-Cantelli Lemma it follows that

A{ze€[0,1]:z e P,
for infinitely many m € N}) = 0.
Hence,

A{z €1[0,1]: IM € N s.t. Vm
> M Iy (u,2) € D,y(2)}) =1,

or in other words, for Lebesgue almost all z € [0, 1]
there exists an M € N such that for all m > M it

mlog?2
log 3 ) >€}> < 6.

holds that k(m,w,x) < k(m). This gives

lim supM < lim sup k(m)
m—o00 m—o0o m
log 2
= (1 A-a.e.
(1+¢) g 3’ a.e

Since € > 0 was arbitrary, this concludes the proof. O

Remark 3.1. Note that the first part of the
previous proof holds for all z € [0, 1]. It is the second
part that only holds Lebesgue almost everywhere.

4. Random Amplification Factor

In practice, it is not only the threshold value u that
is subject to fluctuations present in the circuit, but
also the amplification factor (3. This issue and its
implications for signal processing were discussed
extensively in Refs. 5, 6 and 12. Under some extra
assumptions, e.g., amplification factors varying
slowly and smoothly, one can find some ways to
remedy this issue. However, in the general case, as
the following simple consideration shows, in the
presence of random amplification factors, one can-
not expect to reliably determine a significant num-
ber of digits in the base 2 expansion of the input
signal z by linking them to the digits from a random
(-expansion of z.

Let us start by modeling the random amplifica-
tion factors. Suppose that at each iteration the
amplification factor § assumes a random value in
C (1,2). Denote by B =

some interval [Bin, Bmax)
(ﬁn)nZl € [ﬂminv 5max]N the corresponding sequence.
Similarly, we denote by u = (u,),>1 again the se-
quence of the corresponding random threshold
values. We assume u,, € [1, (Bmax — 1) 7] for all n.
As we will see below, the sequence u will not have
any effect on the conclusions.

Again, randomly choose z; =z uniformly in
[0, 1]. The bits b,, n > 1, are defined iteratively by

= Qun(/@n n— 1)
0 if ﬁn Tp-1 < Up,
1 if ﬂnxn—l > U,

Ty = ﬁnmnfl - bn

Thus for all n, one has

" b; T
= _t n__ 16
) ; H3'=1 5j " H?:1 6]’ ( )

2450026-6
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Lemma 4.1. We have z,, < (Bpax — 1) ! for all n.

Proof. We have z75 <1< (Bpa —1)7!. Now
suppose T, < (Bpax — 1)1 holds for some n. If
b,.1 =0, then

= 6n+1xn - bn+1

< (ﬂmax - 1)_1
On the other hand, if b,,; = 1, then

Tpt1 = ﬁn+1xn < Upy

1
Tp+1 = ﬁnJrlxn 1 <— Ign+1 —-1< ﬁmax Bmax +
ﬂIII(lX /Blndx
= (/Bmax - 1)
So the statement holds in both cases. O

Setting s = (Bpax — 1)1, it follows from the
above lemma and (16) that

& b; ”
OSJ}— iZ S n
anzlﬂj

i=1 min

— 0 asn — oo.

(17)

Hence, the digits b,, correspond to an expansion of z
00 b;

S T

Hj=1 Bi
Cantor real base expansions and are studied in
Ref. 24.

However, given the first m output digits
bi,...,b,,, without exact knowledge on the sequence
B of random [-encoder amplifications, the only
certain conclusion about the location of z = x; one
can draw from (16) is that

E E

IIlaX k=1 min min

These are called a

of the form z =

z 6 b17 m)

The immediate conclusmn is that the length
) does not converge” to 0 as m — oo, and

hence We cannot reliably determine a large number
of binary digits of z. Hence, under the assumption
that amplification factors fluctuate in the S-encoder
circuit, one cannot guarantee the quality of the
corresponding pseudo-random number generators
studied earlier in the literature.

Nevertheless, it is absolutely clear, that the
‘random’ (-expansion circuit does produce digits
(b,,) which are sufficiently random, and hence can,
in principle, be used in random number generators.
The natural practical questions are how much

bUnless all 3-digits b,, are 0.

Pseudo-random number generation with 3-encoders
randomness is in (by,...,b,,), and how can one
extract this randomness?

Let us start with the first question. Suppose 3 =
(8,) is a random process of random amplification
factors assuming values [3,, € [Buin, Bmax) for all n.
We denote by p the corresponding probability law
on [Buin, Bumax) - As we will see, the threshold values
u = (u,,) will not be important. For convenience we
will assume u,, = 1 for all n. The initial point x = x,
will be chosen uniformly in [0,1]. Recall that A
denotes the Lebesgue measure on [0,1]. Let =
[Biins Bmax) ™ % [0,1] and let P = p x X denote the
corresponding probability law. Consider now the
first m (-digits (by,...,b,,) obtained according to
(15). We will view by = b;(w),...,b,, = b,,(w) as
random variables on Q with w = (3, z,) distributed
according to P = p x A.

One way to quantify randomness in (by,...,b,,)
is to estimate the so-called min-entropy H. (P,,)
of the corresponding probability distribution PP,, on
the space of binary strings of length m. If we write
cl":=¢; ¢, €{0,1}™ for a word of length m,
then

H, (P,):= min log?
oo (Prm) (i, log

2

P (et")

max P, (c7
Cme{o_l}m m( 1)

= —log? P{weQ:b
og" max ({w 1(w)

Sbn(w) =¢n}).

The lower bound on H, (P,,) is relatively straight-
forward: indeed, for any ci* € {0,1}™, by the law of
total probability,

= —log

= Cqy ..

Pm(cT) = P({(B,LI}) € bl(B?'x)
=C1y--- 7bm(ﬂam) = Cm})
- [ Aeeb:n@)
[BuninsBma) ™
=c1,- -, bn(B,2) = ¢ })p(dB).
For fixed 3y,..., 3,,, one has

{z €10,1]:(8,2) =c1,...,b,(8,x) =c,}

m s m c. %
—, — =~ 18
= [zz—l: [1=18; Z [15=15; " [T 5 (18)

i=1

2450026-7
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and hence,
P, (c]") < / d
(c1') HJ 5" p(dpB)
> ”
< pldB) = ———
(ﬁmm) /[ﬂnllu B ¥ (ﬁ min)

Therefore,

H, (P,,) > mlog?Bym — log?s. (19)

This argument shows that the min-entropy of
our physical source of randomness—the (3-encoder

circuit—grows linearly in m, and that the growth-

IOg gmm
2 Y

or the least random (B-transformation, which is
present in the mix. A random variable X is called an
(m, k)-source if X takes values in {0,1}™ and
H_ (X) > k. The computation above shows that,
independent of p, the string of the first m bits of the

B-encoder b,, = (by,...,b,) is an (m, k)-source for
]‘Ogﬂlnll]

rate is at least i.e., the entropy of the ‘worst’

any k < m=22u — Jog, s,

For the next step, we turn to the theory of
randomness extractors developed in the 1980s by
Chor, Goldreich, Cohen, Wigderson, Zuckerman
and many others (c.f., Refs. 25 and 26). The basic
idea is, given a sufficiently random binary vector of
length m, X € {0,1}™, find a possibly smaller in-
teger n, n <m, and an extractor function Ext
mapping from {0,1}" into {0,1}", such that ¥ =
Ext(X) is (nearly) uniformly distributed in {0,1}".
To formalize this idea further, we say that a random
variable Y taking values in {0,1}" is e-close to the
uniform distribution U,, on {0,1}" if the distribu-
tion Py of Y satisfies

1
dry(Py,U,) = 5 > IPy(w) —27" <,
we{0,1}"

where dry is the total variation metric. Unfortu-
nately, a simple argument (e.g., Ref. 27) shows that
it is not possible to construct a universal extractor,
capable of producing an output bit, which is e-close
to uniform, £ < 1/2, for all random vectors with X
€ {0,1}™ with large min-entropy H, (X) > m — 1.
Indeed, suppose that such an extractor Ext : {0,1}™
— {0, 1} exists. Let

So={zx € {0,1}™ : Ext(z) =0} and
Sy ={z € {0,1}™ : Ext(z) = 1}.

Note also, that since Sy U S; = {0,1}", one of the
sets Sy and S; has cardinality at least 2™~1. Sup-
pose for simplicity that |Sy| > 2™~! and consider a
random element X, which is uniformly distributed
on Sy. Then H_ (X)) >m —1. However, Y =
Ext(X,) = 0 identically, and hence Y is not e-close
to Uj;.

Hence, given a random (m, k)-source X, in order
to construct an extractor Ext:{0,1}"™ — {0,1}"
such that Y = Ext(X) is e-close to uniform, more
information on the distribution of X is needed than
only a lower bound on the min-entropy. Writing
X : Q — {0,1}™ for the first m bits of the S-encoder
and as before Q2 = [ﬁminv ﬂIIIaX:IN X [07 1]7 to get more
insight into the distribution P,,(-) = p x A(X~1(-))
beyond min-entropy would require at least a better
understanding on the sets X 1(¢]") and further
assumptions on p. However, even if we know more
about the sets X ~1(c{") and p, finding Ext such that
Ext(X) is e-close to uniform would still be very in-
volved and most probably not practical, since this
problem in principle is even more difficult than a
weakened version of the problem of Lochs’ Theorem
generalized from ([0, 1], A) to (2, p x A).

Indeed, more generally, if X :Q — {0,1}™ is
a random vector, note that any function Ext:
{0,1}™ — {0,1}" gives a random vector Y : Q) —
{0,1}" satisfying, for each c{* € {0,1}™,

X7Hel") Y Ha1) (20)

(compare with (12)) where a = Ext(c]") by setting,

for each w € Q,
Y (w) = Ext(X(w)). (21)

Conversely, any Y : 2 — {0,1}" such that for each
cl" € {0,1}™ there exists a} € {0,1}" such that
(20) holds, defines by setting Ext(c[") = a] a func-
tion Ext:{0,1}™ — {0,1}" that satisfies (21) for
each w € 2. Hence, constructing an extractor for
which the output bits have distribution e-close to
uniform and for which the number n =n(m) of
output bits grows as the number m of input bits
X = X,,, grows implies the weaker® result of finding
Y, : Q2 — {0,1}" for each n such that

(i) Py () =P(Y,, (- )) is e-close to U, for each n,
(ii) for each m and ¢ € {0, 1}m there is n and
at €{0,1}" such that X,1(c?) C Y, Ya})

with n — oo as m — o0,

cIndeed, note that in (ii) the n depends not only on m but on 7" as well.
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where P is the underlying probability measure on §2
under consideration. In the case where X, : Q —
{0,1}™ are the first m bits of the -encoder and as
before (Q2,P) = ([Bmin, Bmax)™ X [0,1], 0 X ), we see
from (18) that (ii) requires that

U {8} xAB.e") = X! (c1) C Y, ' (al)
,BE [ﬂmiuaﬂmax] N

for certain sets A(3,c7") that satisfy

m m

A 9 T C ,Ci ) 'Ci + WJL{ '
(B,cl") C ;Hézlﬂj ;H;:lﬂj [T 8

In general, there does not seem to be an obvious
choice of Y,,’s that satisfy both (i) and (ii) and their
construction would depend on the in principle un-
known p. (As we saw before, setting each Y,,(3, x) to
be equal to the first n digits in the base-2 repre-
sentation of z would give (i) with Pyy = U,, and (ii)
with the exception that n — oo as m — oo only if
ﬁmin = ﬁmax')

Nevertheless, even though constructing the Y,,’s
for the [-encoder is not obvious, they do exist. In-
deed, more generally it is known (see e.g., Proposition
3.9 of Ref. 28 and references therein) that for a given
random (m, k)-source X, if n <k — 2logy(1/e) —
O(1) and Ext : {0,1}™ — {0,1}" is chosen uniformly
at random (from the 2" possibilities), then ¥ =
Ext(X) is e-close to U,, with probability 1 — 22",
Here f(z) = O(g(x)) (respectively, Q(g(z))) is the
usual big-O (respectively, big-{2) notation meaning
that f(z) grows asymptotically not faster (respec-
tively, slower) than g(x). This shows that, for a fixed
distribution p on By, Bmax) > Mapping the first m
bits of the S-encoder under a randomly chosen func-
tion Ext:{0,1}™ — {0,1}" with n <mEm —
2log,(1/e) — O(1) gives n bits with a nearly uniform
distribution with high probability (if 3, ! < £2).
Unfortunately, this result is nonconstructive and also
gives no indication whether extractors exist that can
be computed e.g., in time polynomial in m. Fortu-
nately, one can turn to the so-called seeded ran-
domness extractors.

Definition 4.1 ((k,e)-extractor, Ref. 29). A
function Ext:{0,1}™ x {0,1}¢ — {0,1}" is a
(k,e)-extractor if for every random vector X €
{0,1}™ with min-entropy at least k, Y = Ext(X, Z)
is e-close to uniform, when Z is uniformly

Pseudo-random number generation with 3-encoders

distributed on {0,1}%. An extractor is explicit if it
is computable in polynomial time.

A (k,e)-extractor, if it exists, is able to take an
arbitrary sufficiently random input X (measured in
terms of its min-entropy), and, hopefully, a rela-
tively short uniformly distributed random seed Z, to
produce a nearly uniformly distributed output. The
principal question is under which conditions on m,
d,k,n, and ¢, a seeded extractor exists. There are
numerous results of such nature. Let us recall the
following;:

Theorem 4.1 (Theorem 1.5, Ref. 29). For
every constant o > 0, and all positive integers n, k
and all € > 0, there is an explicit construction of a
(k,e)-extractor Ext:{0,1}™ x {0,1}¢ — {0,1}"
with d = O(logm +log(1/¢)) and n > (1 — a)k.
Taking into account that the distribution of digits
produced by the (-encoder has min-entropy at least

of the order of m %, the above theorem states that
we can produce n = (1 — oz)m% of nearly uni-
formly distributed binary digits (ay,...,a,). Equiv-
alently, we need m = 1-n blggim output bits of the
random (-encoder to obtain n binary well-distributed
bits.

One can compare this result with the result of
Theorem 1.1, which states that we would need at

least nllggz output bits of the S-encoder, while the

g 3
more robust universal randomness extractor would
. log?2 . .
require (1ia) nlgg =, i.e., only a fixed fraction more.

Thus, the price we have to pay is rather small since
the bits are produced by a relatively cheap circuit
working at high clock frequency. Therefore,
switching from a specific extraction scheme based
on entropy encoding suggested by Jitsumatsu
et al.'® to a universal randomness extractor does not
constitute a significant limitation.

However, the important point we have not yet
taken into account is the need to use a relatively
short, but “purely random”, seed of length
d = O(logm +log(1/¢)). In practice, one does not
have access to such sources of “pure randomness”.
Fortunately, weak sources of randomness, such
as (-encoders, can be used as seeds as well. This
brings us to the discussion of extractors with weak
random seeds. In Ref. 27, the following definition
of two-sources-extractors is given.

2450026-9
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Definition 4.2  (Two-Sources-Extractor,
Ref. 27). A function Ext:{0,1}"™ x {0,1}" —
{0,1}™ is an [(mq, ky), (my, ko )—n ~ €]-two-sources-
extractor if for every (mq,k;) source X; and every
independent (mg, ky)-source X, the distribution of
the random variable Ext(X;, X,) is e-close to U,
(i.e., the uniform distribution over ({0,1}")).

Similarly, one can define source extractors for
any number of sources ¢ > 2,

Ext : {0,1}™ x {0,1}™ x --- x {0,1}™ — {0,1}"

such that the extractor Ext(Xj, ..., X,) is e-close to
U,, for all independent (mq, k,),. .., (my, k,)-sources
(X1,...,X)).

The theory of multiple source extractors was
actively developed in the past 25 years. It turns out
that there is a significant difference between the
cases £ =2 and £ > 3. The case ¢ = 2 is substan-
tially more complicated. It is indeed possible to
construct good, efficient two-source extractors, say
for m; =my =m with the min-entropy of at
least %m

Theorem 4.2 (Ref. 30). For every constant 6 > 0
there is a constant C > 0 such that for large enough
m, setting k= (1/2+8)m and e < 278" there
is an explicit [(m,k), (m,k)—n ~ €|-two-source
extractor Ext : {0,1}™ x {0,1}™ — {0,1}" for n =
2k — Clog(1/e).

In our case, given the bound on min-entropy
(19), that would necessarily imply that we need an
extra assumption that

/Bmin > \/§

It is not immediately clear whether such a re-
striction would constitute a serious limitation for
applications, but it is clear that such an a priori
assumption would be undesirable. On the other
hand, if one turns to randomness extractors for ¢
weak sources with ¢ > 3, assumptions on (3, can
be relaxed. Barak et al.*' showed using techniques
from additive combinatorics that for any 6 > 0,
there exist randomness extractors requiring only £
= poly(1/6) independent (m,ém)-sources, where
poly is some polynomial function. It means that
assuming that G, > 1, i.e., By =1 + 6 for some
6 > 0 is sufficient. These results were further im-
proved by Raz’” who showed that ¢ = 3 is indeed
sufficient.

The final point of discussion is whether one could
get £ > 1 independent weak sources of randomness.
This could be achieved by running the (-encoder
several times, or, running it once, generating a very
long series of bits N > 1, and then extracting
strings of length m, with sufficiently large gaps be-
tween them.
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