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ABSTRACT

Today, scientific research is increasingly becoming data-centric and compute-intensive, relying on data and
models across distributed sources. However, challenges still exist in the traditional cooperation mode, given
the high storage and computing costs, geolocation barriers, and local confidentiality regulations. The Jupyter
environment has recently emerged and evolved into a vital virtual research environment for scientific computing,
which researchers can use to scale computational analyses up to larger datasets and high-performance computing
resources. Nevertheless, existing approaches lack robust support of a decentralized cooperation mode to unlock
the full potential of decentralized collaborative scientific research, e.g., seamlessly secure data sharing. In this
work, we change the basic structure and legacy norms of current research environments via the seamless
integration of Jupyter with Ethereum blockchain capabilities. As such, it creates a Decentralized Virtual Research
Environment (D-VRE) from private computational notebooks to a decentralized collaborative research ecosystem.
We propose a novel architecture for the D-VRE and prototype some essential D-VRE elements for enabling
secure data sharing with decentralized identity, user-centric agreement-making, membership, and research asset
management. To validate our method, we conduct an experimental study to test all functionalities of D-VRE smart
contracts and their gas consumption. In addition, we deploy the D-VRE prototype on a test net of the Ethereum
blockchain for demonstration. The feedback from the studies showcases the current prototype’s usability, ease of
use, and potential, and suggests further improvements.

1. Introduction

In the contemporary era, data are at the center of most scientific

in the scientific toolbox for small-scale, single-node exploratory analysis
with the Jupyter Notebook interface. JupyterLab? can support custom
applications and extensions that live alongside the core Notebook inter-
face. JupyterHub® can serve a variety of research environments that

research, particularly in fields such as medical research [1], climate sci-
ence [2], and biodiversity [3], which usually require data and analysis
models across distributed sources. To tackle complex scientific prob-
lems, teams of researchers used to travel to different institutes, reserving
time slots to discuss collaborations, collect data, and then analyze the
data afterward [4].

The Jupyter!, well-known as data scientists’ computational notebook
of choice, has played a vital facilitating role in such processes for scien-
tific computing [5]. On the one hand, Jupyter is already well-established

* Corresponding authors.
E-mail addresses: y.wang8@uva.nl (Y. Wang), z.zhao@uva.nl (Z. Zhao).
https://jupyter.org/.
2 https://github.com/jupyterlab/jupyterlab.
3 https://github.com/jupyterhub/jupyterhub.
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can be configured with authentication to provide access to a subset
of users to share data and scientific workflows remotely. On the other
hand, Jupyter shares some features with Virtual Research Environments
(VREs) [6-8] and science gateways [9-12], for example, they are Web-
based platforms providing scientists with computational services. Over
the past couple of years, many studies have explored how it would be
beneficial to scale computational analyses up on larger datasets and
compute resources using Jupyter. For instance, Stubbs et al. [13] pre-
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Fig. 1. Three-dimensional extensions of Jupyter environments for scientific re-
search within the context of lifecycle management.

sented TACC’s approach to integrating and operating multiple produc-
tion JupyterHub clusters into cyberinfrastructure platforms for different
research communities to support remote infrastructures. When examin-
ing the entire research lifecycle, the efforts of existing frameworks can
be classified into three dimensions, as illustrated in Fig. 1. For instance,
both CERN’s VRE [8] and CyberGIS-Jupyter [10] can support remote
access to assets (e.g., data and analytic models) by configuring group
access permissions, enable remote collaborators to design experiments
by collaborative sharing, as well as execute workflows on remote infras-
tructures, e.g., cloud and High-Performance Computing (HPC) clusters.
Moreover, Zhao et al. [6] proposed NaaVRE, which provides user-centric
support in the lifecycle of research activities, for instance, discovering
and accessing research assets or composing and executing application
workflows on cloud infrastructures.

It is known that the current success of the traditional cooperation
mode should be attributed to the centralized research data lifecycle
governance pattern [14], which usually covers identity management,
sharing policies, research assets transfer, workflow orchestration, and
infrastructure management. There are a few works in which the shar-
ing policies are in whole or part based upon terms defined by the
end-users. For example, D4Science [15] allows users to define autho-
rization policies that satisfy the authorization requirements using the
policy language. WorkflowHub [16], which is based on the FAIRDOM-
SEEK framework*, allows users to choose different levels of pre-defined
sharing permissions. The fact is that the traditional centralized coop-
eration mode is not a preferable choice today, with the advent of the
explosive burst of big data. The fully centralized pattern has inherent
disadvantages, including increased data traffic and concerns about data
ownership, privacy, security, and confidentiality [17]. Undoubtedly, the
increasing data volumes significantly require large storage and comput-
ing costs in the centralized management paradigm [18]. Noticeably,
data assets are naturally decentralized and stored on geographically
distributed infrastructures or facilities. Data policies and compliance re-
quire researchers or data scientists to include robust and detailed plans
for how the research data will be managed and shared during the en-
tire lifecycle of their research. Therefore, challenges in research asset
management still exist due to geolocation barriers and local confiden-
tial regulations.

We hypothesize that the decentralized cooperation mode would
overcome the weaknesses of current centralized methods and accom-
modate inherently decentralized data and sharing policies regarding
confidentiality and workflow efficiency in the lifecycle of scientific re-
search. In the past few years, impressive progress has been achieved

4 https://docs.seekdscience.org/, https://fair-dom.org/.
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by decentralized models using blockchain [19,20], which removes the
central control elements from the system and decentralizes its role for
various purposes, e.g., enabling controllable remote computing for shar-
ing based on a zero-trust decentralized identity infrastructure [21] and
confidential distributed machine learning [17]. Decentralized Science
(DeSci) and Decentralized Artificial Intelligence (DeAl) are hot topics
emerging with the advent of the infrastructure of Web 3.0 in recent
years [14,18,22,23]. DeSci [22] is an attempt to solve the bottleneck
problems of oligarchy and data silos, and make science more fair, ac-
cessible, responsible, and sensitive. Blythman et al. [18] explore the
potential of decentralized technologies for DeAl to address the limita-
tions caused by current centralized solutions. However, since this work
is still in its very early stages, not all aspects are managed in a decen-
tralized manner for collaborative research.

Our prior work [6,24] has demonstrated how Jupyter Notebook, as
a VRE, can facilitate user-centric research activities in scientific commu-
nities. However, it lacks built-in decentralized cooperation capabilities
to speak to various decentralized computing platforms, applications,
or custom sharing policies. In this article, we target leveraging de-
centralized technologies and Jupyter to bridge this gap and propose a
Decentralized VRE (D-VRE) framework to serve as a reference for the
development and implementation of such a decentralized cooperation
mode in Jupyter-enabled VREs. The main contribution of this work can
be summarized as follows:

We characterize existing research environment exemplars by com-
paring the management of identity, asset, and infrastructure, as well
as workflow orchestration.

We propose the D-VRE framework for decentralized collaborative
research within a human-in-the-loop scientific research lifecycle
context.

We propose a detailed architecture design and description of the
D-VRE components and the custom smart contract-based sharing
policy as its core functionality.

We provide a Proof-of-Concept (PoC) implementation of the D-VRE
architecture and its evaluation by an experimental study and a case
study.

The remainder of this article is structured as follows: Section 2 re-
views the current state of existing VRE-related exemplars and analyzes
research gaps. Section 3 presents the conceptual framework, architec-
ture design, and technology choices of the proposed D-VRE. Section 4
details the PoC implementation, experimental and case studies, and its
evaluation. In Section 5, we discuss open challenges and future improve-
ments; and finally, Section 6 concludes this work.

2. Related works

This section reviews the state-of-the-art literature in collaborative
research environments on managing scientific research. To make the
analyses deeper and clearer, we classify the existing works into two
contrasting dimensions: centralized versus decentralized management
and co-located versus distributed infrastructure resources, as shown on
the axes of Fig. 2. As a result, the classification is divided into four
distinct phases, e.g., centralized management over co-located infrastruc-
tures (Phase I), centralized management over distributed infrastructures
(Phase II), decentralized management over distributed infrastructures
(Phase III), and decentralized management over co-located infrastruc-
tures (Phase IV). To be specific, we focus on four key aspects of the
asset management: identity management (), sharing policy (Q)), asset
transfer (@), and workflow orchestration (@).

Jupyter Notebook, as a computational notebook, is typically used
for small-scale and single-node analysis, e.g., on personal computers,
in modern scientific research. Thus, we place it in Phase I. To scale up
the analyses, JupyterLab, as a web-based interactive development envi-
ronment for notebooks, code, and data, can be configured and installed
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Fig. 2. An overview of comparisons of existing research environment exemplars by comparing the ways of identity management (), sharing policy (), assets

transfer (@), and workflow orchestration (@@).

on a large server, which provides a complete virtualized working en-
vironment in the browser. For example, Gazzarrini et al. [8] enhanced
the JupyterLab interface with a Rucio plug-in to enable users to access
datasets stored across multiple sites and orchestrate workflows in a dis-
tributed manner. Nevertheless, the management of user identity and
sharing policies remains centralized over the co-located infrastructure.

In addition, several studies have implemented interactive large-scale
services with JupyterHub to scale computational analyses or scientific
workflows on HPC, cloud, and hybrid HPC-cloud scientific comput-
ing facilities. For instance, Zonca et al. [11] deployed JupyterHub at
scale on XSEDE resources with three strategies, which typically pro-
vide JupyterHub services on a cluster. Similar examples include Jupyter
at NERSC [4], the CyberGIS-Jupyter framework [10], TACC’s Jupyter-
Hub [13], and HPC Notebooks services at MSI [25]. These approaches
utilize JupyterHub as a companion application to gateways, lowering
the entry barrier to various computational resources on large servers,
clusters, or distributed infrastructures. Although these works support as-
set (e.g., data and/or analyses) transfers across distributed sources, man-
agement remains centralized, as the computing center typically handles
the operations and maintenance of the platform. Besides, the authentica-
tion scheme is usually implemented by reverse HTTP proxy with third-
party providers for authentication. In some instances, the back-end com-
prises a federated computing system (e.g., XSEDE resources) involving
multiple organizations. Nevertheless, the user identity, custom-sharing
policies, asset transfers, and workflow orchestration are still governed
in a centralized manner due to the collective consensus or codes of con-
duct, while the asset transfers and workflow orchestration are based on
distributed infrastructure resources.

Compared with science gateways using Jupyter, VRE exemplars such
as CERN VRE [8] and D4Science [15] are often implemented as an inte-
grated environment, including a catalog of research assets, a workflow
management system, a data management layer, and a bunch of tools
that enable user collaboration. Both CERN VRE and D4Science integrate
Jupyter for documenting and recording analytic processes. The D4Sci-
ence computing infrastructure is geographically distributed across four
main sites [7] and managed across different administrative domains.
Since D4Science relies on a single entity to store and manage user data,

it should be attributed to centralized identity management (see Phase
II). Similarly, Amazon Web Service (AWS) offers Trusted Research En-
vironment (TRE) to help secure and analyze sensitive data, supporting
data controllers, researchers, and IT teams alike with a secure and flexi-
ble platform [26]. The architecture has a central data lake, and it serves
many data science tools in workspaces or VRE. As this platform is based
on AWS cloud infrastructure resources, identity, workflow orchestra-
tion, and asset transfers are always governed by AWS, representing the
distribution in Phase II—centralized management over distributed re-
sources. However, TRE on AWS helps custodians of sensitive data to
comply with privacy legislation and safeguard the trust of data providers
which aligns with the Turing Institute’s guidance on TREs, the privacy
standards set by the UK Health Data Research Alliance (UKHDRA), and
the Five Safes, as defined by the Office of National Statistics (ONS). Thus,
their sharing policies can be attributed to decentralized management.

Google Colab is a hosted Jupyter Notebook service that provides free-
of-charge access to computing resources, including Graphics Processing
Units (GPUs) and Tensor Processing Units (TPUs), especially those well
suited to machine learning, data science, and education.® It has a built-
in mechanism in the Web-based interface to copy or share a Notebook.
Since the computing resources and the OAuth service for authentica-
tion are mainly from Google, we place its identity management in the
centralized zone. Colab shares some features with D4Science about the
sharing policy definition, for instance, both can manage access control
by defining who has what access to which resource. Based on this, we
pose them in the decentralized management zone (i.e., Phase III) regard-
ing the sharing policy aspect.

WorkflowHub [16], evolved by myExperiment6, is a collaborative
environment where scientists can safely publish their workflows and in
silico experiments, and share them with groups and find those of oth-
ers [27]. It is a domain-agnostic workflow registry’ designed around
the Findable, Accessible, Interoperable, and Reusable (FAIR) princi-
ples. WorkflowHub brings together scientists from different countries

5 https://colab.research.google.com/.
6 https://www.myexperiment.org/about.
7 https://workflowhub.eu/.


https://colab.research.google.com/
https://www.myexperiment.org/about
https://workflowhub.eu/

Y. Wang, S. Tripathi, S. Farshidi et al.

and across individual research institutes to contribute to the federated
registry. WorkflowHub and JupyterHub share some features that al-
low users to organize space, teams, and their workflows; yet, managing
JupyterHub on a cluster is more centralized than WorkflowHub, in terms
of the workflow orchestration and user identities. Since the main devel-
opment, hosting, and maintenance of the WorkflowHub are done by a
single institute, we see that identity, workflow orchestration, and asset
transfers are still in centralized cooperation mode. However, it provides
different levels of sharing permissions for users to define access con-
trol to various research assets within or across teams or organizations.
Hence, the activities related to sharing policies behave in a decentral-
ized manner.

With the advent of the infrastructure of Web 3.0, decentralized co-
operation solutions have emerged for data-centric scientific research,
which aims to address the shortcomings of the current centralized so-
lutions. Integrating decentralized technologies, such as blockchains,
smart contracts, decentralized storage and protocols, and Web3 wal-
let for research data management marks a significant shift toward
decentralized data governance and autonomy over research lifecycle
management [17,18,22]. Cao [23] described a vision of decentralized
intelligence systems and services that leverage intelligence at edge,
blockchains, Metaverse, Web3, and DeSci. Blythman et al. [18] explored
Web3 wallets, Peer-to-Peer (P2P) marketplaces, decentralized storage
and compute, and decentralized autonomous organizations to address
the limits of the centralized management, decisions, and governance
for DeAl

Although these visions and approaches are close to the decentralized
capabilities in our work, there is a big difference between their works
and ours. This work, which is based on our prior work NaaVRE [6],
aims to bridge the gap between Jupyter-enabled VREs and decentralized
cooperation modes with identity management, asset sharing and custom
policy definitions, and decentralized workflows (see Fig. 2).

3. Decentralized virtual research environment

This section illustrates the system design and technical architecture
of the D-VRE that bridges the research gaps identified in Section 2.

3.1. Conceptual framework for D-VRE

From the foundation of the embedded VRE solution using Jupyter
[6,24], we attempt to create a decentralized collaborative environment
in the community by embedding essential D-VRE components and cor-
responding logical layers. Fig. 3 provides a high-level overview of the
D-VRE conceptual framework, starting from the Jupyter-enabled private
research environment.

3.1.1. Jupyter-enabled private research environment

We target scientific research communities as the primary stakehold-
ers; our objective is to advance literate programming within Jupyter
for data analysis by developing custom extensions that serve as a VRE
explicitly tailored for data scientists and researchers. We start with an
individual research environment, which can be a collection of research
assets, storage and computing, and software tools supporting research
activities and managing research assets within the lifecycle context, e.g.,
the database, e-notebooks, repositories, local storage and computing,
and private cloud resources. In the decentralized research ecosystem,
we assume that each has equal rights to others and will access D-VRE
features seamlessly through the interactive interfaces embedded in the
Jupyter, e.g., Graphical User Interfaces (GUIs) and services, without an
extra learning curve while reducing the effort.

3.1.2. D-VRE components

We propose the following essential components for enabling decen-
tralized identity, custom sharing policy definition, secure data transfer
or sharing, and decentralized workflow management in the Jupyter-
enabled private research environment.

Blockchain: Research and Applications 6 (2025) 100244

Auth via Digital Wallet. Auth via Digital Wallet shall ensure the decen-
tralized identity function for distributed users to engage in the D-VRE
network via individual digital wallets. It allows users and entities to
join the D-VRE network effortlessly, enabling interaction with online
services as authenticated users without a centralized oversight body,
which emphasizes accessible yet secure engagement in the blockchain
networks.

Make Agreements. Make Agreements, as one of D-VRE’s most novel fea-
tures, shall empower end-users to forge and customize the collaboration
agreements, ensuring that precise, mutually agreed-upon terms govern
collaborations while automating smart contracts. This aspect is vital for
delineating the scope and rules of engagement within collaborative re-
search.

Membership. Membership shall allow a collaboration initiator or cre-
ator to assign several users to become group members to quickly access
the research assets under the defined access conditions. This compo-
nent facilitates the efficient management of virtual research groups in
the D-VRE network.

Asset Manager. Asset Manager is the component that streamlines the
administration of research assets for end-users. This function shall facil-
itate users in managing the assets with diverse groups while catering to
both shared and private data.

Workflow Manager. Workflow Manager, coupled with the Asset Man-
ager, is the module that enables collaborative workflow management.
Our use cases include federated learning workflows with decentral-
ized data stored on heterogeneous infrastructures [28] and scheduling
privacy-aware workflows over hybrid clouds [29]. This function shall
be integral to the collaborative PoC workflows in the D-VRE ecosystem
and enhance the efficiency and effectiveness of research collaborations
within private groups.

Provenance Manager. Provenance Manager is an essential feature that
shall maintain a transparent record of any changes made to a digital
research object. Existing literature on provenance management inves-
tigates effective methods for collecting and utilizing provenance infor-
mation in VREs, with the goal of enabling the sharing, restoration, or
reproduction of specific stages of research progress [30]. We consider a
combined solution to this layer, for example, utilizing secure and trans-
parent records of blockchain and research metadata approaches, e.g.,
Research Object Crate (RO-Crate) [31] and Schema.org [32]. These con-
cepts are highly relevant for designing and refining VREs to enhance
reproducible interactive services and ensure traceable management of
data and metadata.

3.1.3. Logical layers
In the framework, we consider the following five logical layers to
achieve the above D-VRE components.

Research activity layer. Research activity layer is toward individual
users, organizations, and research communities in the decentralized
scientific research ecosystem. Research activities among distributed re-
searchers in scientific communities might vary across different disci-
plines. In this layer, we point out several main activities related to the
research collaboration—viz., the discovery of resources, making agree-
ments for sharing research assets that cover ownership, access control,
data usage rights, and workflow composition and publishing.

Access policy layer. Access policy layer aims to collect users’ input for
making agreements from the human-in-the-loop interactive interface
and translate it into the D-VRE system’s agreement policy and access
protocol. This layer shall facilitate efficient agreement-making and en-
force the access control policies.
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Fig. 3. An overview of the D-VRE conceptual framework with the key components and logical layers.

Encryption and decryption layer. Encryption and decryption layer is a
safeguard of the secure connection between the Jupyter-enabled private
research environment and the D-VRE ecosystem. Cryptography is cru-
cial for data integrity, availability, and confidentiality. We assume that
decentralized signing and encryption can be embedded in the Jupyter-
enabled private research environment. Thus, this layer shall introduce
robust cryptographic solutions for the system.

Digital object storage layer. Considering the long-term research activi-
ties, the system shall provide robust data storage solutions and archiving
capabilities for various data types, e.g., documents, project code files,
datasets, Al models, and e-notebooks. In accordance with the FAIR prin-
ciples, the digital object shall be stored with the data themselves, a
variable amount of metadata, and a globally unique identifier [33], mak-
ing it findable, accessible, interoperable, and reusable.

Distributed ledger layer. Distributed ledger layer is known that a dis-
tributed ledger is the consensus shared and synchronized across various
sites, institutions, or geographical locations, and accessible by multi-
ple users. Any changes or additions made to the ledger are instantly or
within minutes reflected and copied to all participants [34]. The most
famous distributed ledger is the blockchain network. This layer shall
support the underlying data management with such features.

3.2. D-VRE architecture

Based on the conceptual framework design, we propose the D-VRE
system architecture, as illustrated in Fig. 4. It visually represents the
overview of the D-VRE, and highlights the modules within the D-VRE
middleware and their interactions between the individual’s private re-
search environment and the decentralized network hosting different
customers. Although users’ private research environments may vary
greatly, the D-VRE middleware shall be able to adapt to various envi-
ronments via Jupyter. Thus, individual users, institutes, or groups using
Jupyter can easily engage in the community.

In our design, the metadata of research objects, including research
assets, distributed workflows, computing resources, and access policies,
shall be published and stored on the blockchain, e.g., the Ethereum
blockchain. An Ethereum account could work across public networks
(e.g., Ethereum Mainnet and Testnets) and private networks (e.g., devel-
opment and consortium networks). Stakeholders can choose a preferable
operational model to construct blockchain networks based on their re-
quirements and budgets. By leveraging blockchain, the system can verify

the processes and automatically deploy a number of immutable smart
contract instances in the blockchain network. It thus ensures that all
participants will adhere to the agreed-upon terms. Consequently, it can
pave a powerful way to enhance the integrity, traceability, and security
of the digital objects.

Regarding the application scenarios, we refer to the prior research
experience and user requirements from several EU projects, such
as CLARIFY®, BlueCloud2026°, ENVRI-Hub NEXT!’, and LifeWatch
ERIC'!. In general, there are three main categories regarding collabora-
tion and sharing: (1) research asset sharing, (2) collaborative workflows
in machine learning and data science, and (3) federated infrastructures.
This paper focuses on research asset sharing. Regarding collaborative
workflows with D-VRE, we have considered potential applications for
data quality control (ocean data and medical images), digital twin ap-
plications, and distributed machine learning workflows (at the training
phase and inference phase, respectively). Furthermore, participants in
the D-VRE might want to share idle storage and computing resources.
From the perspective of federated infrastructure, examples include out-
sourcing computational tasks to remote infrastructure in multi-institute
collaborations.

3.3. Technology choices

After the analysis of the literature survey and technology investiga-
tion, we select the following key technologies.

Web technology. Web technology is critical for developing Web-based
applications. It can be utilized to design and implement the user in-
terface and interactions that present information to users, capture user
input, and access functions and services. Our D-VRE shall involve both
Web 2.0 and Web 3.0 technologies. To develop D-VRE GUIs, we have
considered common Web 2.0 technologies such as HTML, CSS, and
JavaScript (JS), including Node.js, Express.js, Vue.js, and React. We in-
vestigate Node.js and React for the web page design. Regarding Web
3.0, we have investigated the following key technologies for further im-
plementation.

8 http://www.clarify-project.eu/.

9 https://blue-cloud.org/about-blue-cloud-2026.
10 https://envri-hub.envri.eu/.
11 https://www.lifewatch.eu/.
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Fig. 4. An overview of the D-VRE architecture, in conjunction with the individual’s private research environment (left), D-VRE middleware layer and the management
of asset, workflow, and infrastructure above (middle), and different potential customers in the blockchain network (right).

Blockchains. Blockchains are the first citizens of Web 3.0. We look
at Ethereum Virtual Machine (EVM)-compatible blockchains (e.g.,
Ethereum'?, Polygon'®, and Avalanche!*) and non-EVM blockchains
(e.g., Hyperledger Fabric'® and Cardano'®). We have chosen Ethereum
in this work because of its potential for full decentralization (e.g., public
blockchain networks), native cryptocurrency support, and a broad de-
veloper community. Ethereum provides a comprehensive development
toolchain for researchers and developers to implement smart contracts,
DApps, and secure transactions between nodes in the network using
Web3.js and Ethers.js. This is crucial for custom agreements or sharing
policies and automatically enforcing and executing contract terms when
predefined conditions are met.

Digital wallet. Digital wallet injects Web3 objects into the web page’s
JS content, and enables D-VRE components to interact with the decen-
tralized Web via individual user’s browsers (e.g., Chrome, Firefox, and
Safari). We have chosen Metamask [35], a self-custody digital wallet,
for the first component implementation. MetaMask can act as the user’s
digital identity and bank. It allows users to sign transactions and mes-
sages without revealing their private keys and offers a secure way to
prove ownership and authorize processes.

Litprotocol. To enhance the distributed trust and security of the system,
we also investigate advanced security mechanisms for the encryption
and decryption layer. It is well-known that MetaMask, as a self-custody
wallet, might face the issue of a single point of failure. To address this,
we have chosen Lit protocol as the key management module to enhance
secure data sharing with access conditions. It distributes encrypted key
shares across the Lit network by harnessing multi-party computation,

12 https://ethereum.org/.

13 https://polygon.technology/.

14 https://www.avax.network/.

15 https://www.hyperledger.org/projects/fabric.
16 https://cardano.org/.

threshold secret schemes, and trusted execution environments to ensure
that node operators never have access to key shares or computations pro-
cessed within the nodes. Lit allows users to manage sovereign identities
on the open Web with self-defined flexible access control,'” ensuring
robust, efficient, and secure DApp solutions embedded in the system.

IPFS. 1IPFS, a.k.a., the InterPlanetary File System [36], can provide a
set of composable, P2P protocols for addressing, routing, and transfer-
ring content-addressed data in a decentralized file system.'® The main
reasons why we choose the IPFS include (1) it can lower the cost associ-
ated with data storage on the blockchain due to the off-chain settings, (2)
the adoption of the IPFS enhances data availability and persistence, and
(3) IPFS benefits from a robust open-source community that enhances
its potential adoption within academic settings while providing multi-
ple implementations. It is known that decentralized file storage may be
crucial in modern scientific research. Considering the challenges of big
data and distributed computing—particularly the inefficiency and high
costs associated with transferring large volumes of data over networks—
the IPFS provides Compute over Data (CoD) functionalities and efficient
handling of time-series and array data (e.g., Bacalhau'® and Arbol*°),
enabling fast, cost-effective, secure, and distributed computations. An-
other alternative is using Pinata with the IPFS. Pinata is commonly used
in the Non-Fungible Token (NFT) ecosystem [37] to store the media
files and metadata associated with NFTs in a decentralized and tamper-
proof manner,?! where the IPFS can work for NFTs. With the off-chain
settings, it can save costs.

-

7 https://www.litprotocol.com/.

https://docs.ipfs.tech/.

9 https://docs.ipfs.tech/concepts/cod/#bacalhau.
https://docs.ipfs.tech/case-studies/arbol/#arbol-ipfs-the-future.
https://docs.pinata.cloud/web3/ipfs-101/how-does-ipfs-work-with-nfts.
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contract GroupContract {
struct ContractDetails {
string groupName;
address groupOwnerAddress;
string permissions;
string [] organizations;
string [] countries;

b

modifier onlyGroupOwner() {
require (msg.sender == contractDetails.groupOwnerAddress,

>

b
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"Only group owner can call this function");

function addFilesToGroup(FileDetails[] memory fileDetails) public {

for (uint256 i = 0; i < fileDetails.length; i++) {
FileDetails memory fDetail = fileDetails[i];
string memory IPFSHash = fDetail.IPFSHash;
sharedIPFSHashes [IPFSHash] = true;
addedFileDetails.push(fDetail);
emit Success("Files

}

}

successfully shared in the group");

function associateUsersToGroup (UserInput[] memory users) public onlyGroupOwner{

for (uint i = 0; i < users.length; i++4) {
setUserAccess(users[i].eoaAddress,
}

emit Success("Users successfully added to the group");

users[i].accessFrom,

users[i].accessTo);

Fig. 5. Example of the GroupContract smart contract.

4. Prototype, experiments, and evaluation

This section illustrates the current implementation of the D-VRE pro-
totype, details the experimental study, and demonstrates the visualized
results with a case study and its validation. The source code is available
at the GitHub repository??. It is worth noting that the demonstration
and case study results presented here are, in whole or in part, based on
the collaborative research activities, e.g., seamlessly trusted asset (data,
models, and code) sharing in the CLARIFY project. This paper showcases
the data-sharing application scenario using the D-VRE prototype.

4.1. Prototype implementation

We have configured INFURA?® and Pinata®* API keys to simplify the
management of blockchain infrastructure and the IPFS. The Pinata API
key simplifies the process of storing, managing, and sharing decentral-
ized data without the need to maintain their own IPFS infrastructure,
which is crucial for the prototype implementation at the early devel-
opment stage. We implemented smart contracts in Solidity 0.8.0 and
developed custom Web3 applications and extensions for D-VRE, which
are seamlessly integrated into the JupyterLab environment. To evalu-
ate the D-VRE prototype in a realistic setting, we deployed these smart
contracts on one of the Ethereum Testnets—viz., the Sepolia network.

4.1.1. D-VRE smart contracts

In this prototype, we implemented four smart contracts, namely,
UserMetadataFactory, UserMetadata, PolicyManager, and
GroupContract, by leveraging the idea of human-in-the-loop smart
contracts. The first two contracts were designed for user identity man-
agement, for example, user registration or login, authentication, and
authorization. The user metadata factory is the parent contract of the

22 https://github.com/yuandoul68/D_VRE/tree/clean.
23 https://docs.infura.io/api.
24 https://docs.pinata.cloud/api-reference/introduction.

user metadata contract. Similarly, the group contract is the child con-
tract of the policy manager. Fig. 5 shows an example of the Solidity
implementation of the GroupContract. Any user with an Ethereum
Externally Owned Account (EOA) can create private groups and become
a group owner. In the ContractDetails struct, it contains the group
name, group owner’s address, permissions, organizations, and coun-
tries, as well as a modifier, and two functions in the listings. The group
owner can invite other users to become group members via the func-
tion associateUsersToGroup. Participants in the group can share
digital objects via IPFSHash to reduce the storage cost in the blockchain
through the addFilesToGroup function. Note that we also implement
the access duration control as some shared data might be timely within
a research lifecycle context.

4.1.2. Lit-based encryption and decryption

The IPFS uses transport encryption but not content encryption, if
anyone has the content identifier (IPFSHash code) of a digital object,
then he or she can download and view that data via the IPFS gateway.
To address this issue, we leverage Lit to encrypt the content stored in
the IPFS and guarantee that only registered users can decrypt it with
qualified access control conditions.

The main procedures for encrypting files and uploading them to the
IPFS have been written in pseudo-code in Algorithm 1. The user can
create an access control condition and combine it with selected files,
e.g., those stored in the IPFS. The user holds the encryption metadata,
i.e., access control condition, IPFSHash, the time window of the private
data, and a ciphertext. This mechanism guarantees that only authorized
users can successfully decrypt the ciphertext and access the shared data
while reducing the data storage cost in the blockchain. More decryption
details are presented in Algorithm 2.

For more complex security or access control requirements, we can
customize the access control condition definitions. For example, the
security module could be adopted in various application scenarios by
setting the parameters, such as blockchain network or chain name, Lit
node network name, and so forth.
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Fig. 6. The screenshot of the embedded D-VRE components in the JupyterLab environment: @ Auth via MetaMask, @ Make Agreements, ® Membership, and @ Asset

Manager.

Algorithm 1: Encrypt file and upload.

Output: A zipped folder with the encrypted file and its metadata ¢ and
the response r.

Input: Key of a user’s local storage k, litNetwork.

f, state < selected file from local storage with k;

client « litNodeClient(litNetwork);

accs < define the access control conditions;

authSig « check and sign on Ethereum chain;

¢ « encryptFileAndZipWithMetadata(accs, chain, f, authSig, client,
readme);

6 r < respond to uploading c and f.name to IPFS gateway;

7 returnc, r

g H W N =

Algorithm 2: Decrypt file and download.

Output: A zipped folder with the decrypted file f and its metadata and
the response r.

Input: IPFS gateway, c, litNetwork.

client « litNodeClient(litNetwork);

authSig « check and sign on Ethereum chain;

f « decryptZipFileWithMetadata(c, authSig, client);

r « respond to downloading f with metadata from IPFS gateway;

return f, r.

ga hw N =

4.1.3. Jupyter integration

Fig. 6 presents the screenshot of our current D-VRE prototype im-
plementation embedded in JupyterLab. Four out of six (4/6) essential
D-VRE modules have been seamlessly integrated into the launcher of the
JupyterLab environment: @ Auth via Metamask, ® Make Agreements,
® Membership, and @ Asset Manager. In Fig. 7, we present a collection
of critical GUIs from these four components. Note that the rest features

of D-VRE, such as Workflow Manager and Provenance Manager, are still
under development and work in progress.

4.1.4. Auth via Metamask

Fig. 7(a) presents the screenshot of the login page in the @ Auth
via MetaMask component, where Jupyter users can register as D-VRE
users and log in to the D-VRE system via Metamask. Specifically,
each user can register with the Metamask’s publicAddress (e.g.,
0x680Axxxx810A), the username, organization, and country de-
tails. When interacting with D-VRE, the user’s MetaMask public address
is by default associated with the D-VRE account for decentralized sign-
ing and encryption.

4.1.5. Make Agreements

In the ® Make Agreements component, we have implemented flex-
ible group creation with custom terms of agreement. Fig. 7(b) presents
the details of this feature, including customized policies of data shar-
ing, uploading assets (files) to the IPFS, and group creation details.
The user can first upload an asset, for example, an image titled #bi-
nary#mask.png, from the local system to the IPFS. In the PoC im-
plementation, the IPFS storage is configured with the free-of-charge
account of the Pinata IPFS gateway, which freely supports a total of
500 pinned files and 1 GB of storage per workplace member.2> Then,
the user can add one or multiple groups for data sharing purposes
by customizing the name—DataSharing, permission settings—Full
Access, cross-organizational collaboration among Uva, UiSs, and UPV,
and countries—Netherlands, Norway, and Spain. The user saves the
input by clicking on the button SAVE POLICIES. Finally, the system
will automatically generate a group smart contract instance, write it
into code, and deploy it to the Ethereum network.

25 https://pinata.cloud/pricing.
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Fig. 7. An overview of the collection of the D-VRE GUIs: (a) Auth via MetaMask, (b) Make Agreements, (c¢) Membership, and (d) Asset Manager.

4.1.6. Membership

As shown in Fig. 7(c), a group owner can increase group members
by adding the EOA address of the users, which refers to the user’s pub-
licAddress introduced in the Metamask. Meanwhile, the user can
customize the access period of the group and shared research assets in-
side. For example, the user (i.e., 0x68 0Axxxx810A) was selected by the
DataSharing group owner and granted unlimited access to the shared
data, available from 2024-03-27 to 2024-03-29 in the ® Member-
ship page.

4.1.7. Asset Manager

Fig. 7(d) showcases the web page of an authenticated user in
the ® Asset Manager interface. It lists the group and the shared
files in the group. The authenticated user or group member (e.g.,
0x680Axxxx810A) can select local files to upload to the IPFS for group
sharing. In addition, the user can view and download the shared file
#binary#mask.png. If a user has become a group member and has
been granted access permission, he or she will see all the involved groups
and shared files through the action buttons VIEW and DOWNLOAD.

4.2. Experimental study

To simplify the analysis of gas usage of the smart contract implemen-
tations in our D-VRE, we conducted an experimental study by deploying
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Fig. 8. An overview of the gas usage for the D-VRE smart contract deployment.

the implemented smart contracts on the Ganache®®. As an essential
tool in the Ethereum development ecosystem, it provides a personal
blockchain that developers can use to deploy contracts, run tests, and
execute commands without the need for a live network. We leverage
the first retrieved account from the local Ganache node to execute the
interfaces and estimate different types of gas according to the D-VRE
smart contract implementations. Figs. 8 and 9 present the results of this
experimental study.

26 https://github.com/trufflesuite/ganache.
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Fig. 9. An overview of the gas consumption of all functions in smart contracts.

We compare the gas units consumed by the deployment of differ-
ent smart contracts, as presented in Fig. 8. It is obvious that deploying
parent contracts, i.e., PolicyManager and UserMetadataFactory,
consume more gas than child smart contracts do, i.e., GroupContract
and UserMetadata, respectively. The first place (PolicyManager,
2,738,927 gas used) has 498,248 more gas consumption than the sec-
ond one (UserMetadataFactory, 2,249,679 gas used). In contrast,
UserMetadata contract has the lowest cost (1,602,341 gas units), less
than that of the GroupContract (1,917,322 gas usage), and their dif-
ference is 314,981. Fig. 9 compares the gas used for all functionalities in
each smart contract. It is noticeable that the function createGroup-
Contract from the PolicyManager smart contract used the most gas.
Similarly, the function createUserContract places the second. No-
tably, the gas costs for creating group and user metadata contracts are
estimated at 1,832,050 and 1,535,460, respectively, far above (nearly
seven and six times) the gas costs of other functions.

These differences in gas consumption highlight the operation effi-
ciency and resource use of the current implementations. There is still
optimization space to reduce gas consumption by optimizing interface
design and implementation in smart contracts.

4.3. Feedback from the case study

Analysis of the researchers’ feedback is beneficial for the usability,
ease of use, impact, and improvement suggestions of the D-VRE proto-
type. We disseminated our D-VRE software prototype and surveyed the
CLARIFY community by asking the following four questions.

Q;: Do you think the D-VRE features are functional or helpful in the
research lifecycle? And why?

Q,: Are the D-VRE features easy to use? And why?

Qj5: Will you be interested in using the proposed D-VRE in your daily
research practices, for example, in building decentralized collaboration
and data sharing?

Q,: (optional) Do you have any suggestions for improvement for a
research collaboration scenario you would like to facilitate during the
D-VRE dissemination?

Usability. We collected five responses to Q; about usability and use-
fulness, and 3/5 of the participants gave very positive feedback. They
liked the idea of defining policies by individual researchers, making data
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available only during a specific period, and the encryption and decryp-
tion feature for sensitive data. The rest of the participants thought the
D-VRE features may be useful since they still look a bit limited:

+ “The D-VRE looks like an institute-level feature not so functional
for individual researchers. Maybe organization design helps.”

+ “It is unclear how much leverage we get using D-VRE instead of the
simpler sharing option on Google Colab. Maybe comparing existing
solutions can highlight their usefulness in different cases.”

Note that we have compared existing solutions, including Google
Colab, in Section 2.

Ease of use. Based on the responses to Q,, all participants think the
D-VRE features are easy to use because (1) the GUI looks simple and
understandable, (2) buttons and features are clearly named and straight-
to-the-point, and (3) the video tutorials are well detailed. However, we
also received some suggestions about GUI improvements:

+ “Hopefully a better visualization in GUIs.”

+ “Maybe A/B testing with different features can help understand
how different groups can find it easier without knowing much about
notebooks.”

One participant suggested A/B testing with different features to im-
prove the D-VRE prototype implementation. This is a way to compare
multiple versions of a single variable, for example, by testing a subjec-
t’s response to the D-VRE prototype variant A against variant B, and
determining which of the variants is more effective [38]. In the next
version, we will conduct studies to experiment with new functionali-
ties and make better-informed decisions about which features to keep,
modify, or discard, all based on user data.

Impact. With respect to whether they would be interested in using the
proposed D-VRE in their daily research practices, we received 4/5 pos-
itive feedback about Q3. One participant commented that it needs to
be robust, and he or she wanted to know if the D-VRE supports large-
scale datasets and training. The biggest concern in the responses is the
volume of data. The participants wondered how much it can handle.
As discussed in Section 4.1.5, limited by the free user account of using
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Pinata IPFS gateway, our prototype can offer a total of 500 pinning files
and 1 GB storage per workplace member. Although it also commercially
supports big data storage, e.g., offering 500 GB and 2.5 TB storage with
different pricing plans, i.e., 20$ per month and 100$ per month, respec-
tively, the cost of a big volume of data is still an issue. To be honest, this
remains an open challenge, and we will continue to explore how exist-
ing IPFS solutions, such as CoD or NFT with the IPFS, can be leveraged
for future improvements.

5. Discussion and open challenges

This section discusses the limitations of the current D-VRE, open
challenges, and possible improvements in future directions.

D-VRE, which is based on a decentralized nature, is expected to im-
pact many scientific domains that rely on research data and models from
distributed sources. By using Jupyter for data analytics and performing
large-scale computation in the age of Web 3.0, it gives power back to
the users in the form of ownership. We argue that D-VRE can serve as
a novel framework for achieving a decentralized virtual research envi-
ronment ecosystem, and our vision is to make it a working system that
can serve as a key driver for DeSci. To achieve that goal, it must be
researched, developed, tested, deployed, and evaluated based on the in-
frastructure of Web 3.0 and address core research questions in scientific
communities.

The primary objective of this study is to bridge the gap between
an individual’s private research platform and the decentralized collab-
orative research ecosystem from three perspectives: asset management,
workflow management, and infrastructure management. We prototyped
D-VRE with seamless integration of JupyterLab. Despite this significant
bridge, this study has several limitations.

5.1. Operation model

First and foremost, there is still optimization space in the opera-
tion model. Currently, the D-VRE is deployed on the Sepolia Testnet,
which features a Proof-of-Stake (PoS) consensus mechanism to mimic
the Ethereum Mainnet, where everyone can test running a validator.
However, it might face an issue with the cheating validators or other
risks related to cheating behaviors. A consortium network may be prefer-
able because a pre-defined set of trusted nodes controls the consensus
process. For instance, a group of academic institutes like universities can
construct a private network, and each institute governs a single node.
As a result, the institute can verify individual user identities and make
research activities more reliable. In this case, it can also be combined
with verifiable credential models to enhance the decentralized identity
management for decentralized authentication.

Besides, some may be concerned about blockchain, such as Ethereum’s
standing regarding General Data Protection Regulation (GDPR)?’ com-
pliance. A key question is how to ensure that D-VRE smart contracts
meet GDPR requirements, such as the rights to be forgotten, data con-
troller identification, and cross-border data transfers. One anticipated
design is to code the GDPR terms into the “Make Agreements” feature
in a human-in-the-loop manner and deliver this capability to different
user roles in the community, like data controller and processor. In terms
of designing smart contracts to align with GDPR’s “right to be forgot-
ten”, it is written in GDPR’s requirement for users to have the ability to
request the deletion of their personal data. To cope with this, we have
taken several anticipated approaches and strategies into consideration:
1) privacy-preserving smart contracts [39] and 2) redact privileges to-
ken [40]. This question remains open and represents a critical focus
for our future work, even though several existing studies have explored
smart contracts under GDPR [41-43].

27 https://gdpr-info.eu/.
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5.2. Energy consumption and sustainability

According to the statistics of Crypto Carbon Ratings Institute
(CCRI),%® the annualized electricity consumption of the Ethereum PoS
is estimated to be approximately 0.0060 TWh across the entire global
network, which corresponds to the estimated yearly carbon emissions
of 0.0019 MtCO,e. In contrast, the annual global data centre electric-
ity consumption in 2022 was 240-340 TWh, according to the tracking
from the International Energy Agency (IEA).>° Thus, we can say that
Ethereum is a green blockchain thanks to the PoS consensus mecha-
nism. However, there is still optimization space to reduce the energy
consumption by optimizing the consensus algorithms and/or the re-
source utility of distributed infrastructures. For example, there might
be a PoX (X is an unknown factor) consensus mechanism in the future
that will make the Ethereum blockchain greener than using PoS.

Apart from energy consumption and CO, emissions, smart contracts
or transaction optimization is another aspect to facilitate sustainability.
It is known that every operation that performs a transaction or smart
contract on the Ethereum platform costs certain units of gas, and the
gas used denotes the metering unit for the use of the EVMs in the world
computer. Assuming that we could decrease the gas used in smart con-
tract deployment and operations in the smart contract functionalities,
the use of the Ethereum world computer can also be reduced. As such,
the corresponding electrical energy and carbon emissions will be re-
duced.

5.3. Community support

Last but not least, our D-VRE needs the support from the community.
However, one of the biggest challenges to the sustainability of any scien-
tific tools or software is community support. There is a need to continue
research and development and engage in D-VRE dissemination, includ-
ing a well-documented manual, demonstration of D-VRE features, and
tutorials for the target communities.

The current prototype implementation and demonstration may be
narrowed down to the case study of one project community, i.e., CLAR-
IFY, showing significant potential for medical research use. Since sev-
eral EU projects support this research, more research requirements and
challenges exist in these scientific communities. To achieve the great re-
search vision of the proposed D-VRE, we are inspired by the real-world
use cases and motivated by addressing research challenges to deliver
our solutions in communities while exploring strategic priorities and
milestones for incrementally building a sustainable infrastructure in the
research ecosystem.

6. Conclusion and future work

This article presents D-VRE, a significant bridge between the Jupyter
environment and a decentralized ecosystem for scientific research.
The PoC prototype achieved seamless integration with blockchain-
empowered D-VRE applications and extensions, such as Auth via Meta-
mask, Make Agreements, Membership, and Asset Manager into Jupyter-
Lab. We conducted an experimental study to test all functionalities
written in D-VRE smart contracts and their gas consumption. In addi-
tion, the conducted case study demonstrates the D-VRE’s usability, ease
of use, and potential in P2P trustworthy data sharing and collaboration
scenarios. The promising results from the D-VRE prototype bridge the
gap between traditional Jupyter-related VREs and blockchain capabili-
ties, paving the way for broader collaborative applications in real-world
situations using Jupyter. However, there are still open challenges that
remain and are needed more efforts in our future work.

28 https://carbon-ratings.com/, retrieved on 19 June 2024.
29 https://www.iea.org/energy-system/buildings#tracking, retrieved on 19
June 2024.
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Our future work will investigate the underlying metadata manage-
ment to enhance FAIRification in the context of research lifecycles based
on our strategic priorities. Another working-in-progress research is on
the FAIR federated learning operations based on the D-VRE context.
Moreover, we will continuously improve our D-VRE by engaging in more
data-centric scientific communities and exploring more real-world use
cases.
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