UNIVERSITY OF AMSTERDAM
X

UvA-DARE (Digital Academic Repository)

Imprisoned at Work: The Impact of Employee Monitoring on Physical Privacy
and Individual Liberty

Hariharan, J.; Noorda, H.

DOI
10.1111/1468-2230.12922

Publication date
2025

Document Version
Final published version

Published in
The Modern Law Review

License
CcCBY

Link to publication

Citation for published version (APA):

Hariharan, J., & Noorda, H. (2025). Imprisoned at Work: The Impact of Employee Monitoring
on Physical Privacy and Individual Liberty. The Modern Law Review, 88(2), 333-365.
https://doi.org/10.1111/1468-2230.12922

General rights

It is not permitted to download or to forward/distribute the text or part of it without the consent of the author(s)
and/or copyright holder(s), other than for strictly personal, individual use, unless the work is under an open
content license (like Creative Commons).

Disclaimer/Complaints regulations

If you believe that digital publication of certain material infringes any of your rights or (privacy) interests, please
let the Library know, stating your reasons. In case of a legitimate complaint, the Library will make the material
inaccessible and/or remove it from the website. Please Ask the Library: https://uba.uva.nl/en/contact, or a letter
to: Library of the University of Amsterdam, Secretariat, P.O. Box 19185, 1000 GD Amsterdam, The Netherlands.
You will be contacted as soon as possible.

UVA-DARE is a service provided by the library of the University of Amsterdam (https://dare.uva.nl)

Download date:06 Oct 2026


https://doi.org/10.1111/1468-2230.12922
https://handle.uba.uva.nl/personal/pure/en/publications/imprisoned-at-work-the-impact-of-employee-monitoring-on-physical-privacy-and-individual-liberty(ad5f42cd-1940-4e32-bd71-27f381b96008).html
https://doi.org/10.1111/1468-2230.12922

'.) Check for updates

THE MODERN LAW REVIEW

Modern Law Review
DOI:10.1111/1468-2230.12922

Imprisoned at Work: The Impact of Employee
Monitoring on Physical Privacy and Individual Liberty

Jeevan Hariharan* % and Hadassa Noorda™

There are now a wide range of tools available to monitor employees, boasting sophisticated
features like keystroke logging, geolocational tracking and video surveillance. From a legal per-
spective, employee monitoring is most commonly analysed in terms of the impact it has on an
employee’s control over their information and data, ie their ‘informational privacy’. This article
argues that monitoring is a more complex and layered issue, requiring the consideration of other
values as well. Specifically, we argue that there are two (by no means exhaustive) reasons why
employee monitoring is concerning which go beyond the use of information and data. First,
monitoring affects physical and spatial, not just informational, components of privacy. Second,
monitoring can be so severe in extreme cases that it curtails individual liberty and constitutes a
form of imprisonment. The article draws out the significant legal implications of each of these
claims, while addressing counterarguments to our position based on employee consent and the
idea that work has always involved constraints on individual freedom.

INTRODUCTION

Companies are increasingly seeking out new and sophisticated ways to monitor
workers. A whole ecosystem of employee surveillance tools, sometimes known
as ‘bossware’, has emerged, boasting features like keystroke logging, website
monitoring, geolocational tracking and video surveillance.! Keeping track of

*Lecturer in Private Law, Queen Mary University of London.
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London Labour Law Discussion Group, the University of Edinburgh Criminal Law Discussion Group,
the University of Amsterdam Digital Justice Lecture Series, the Digital Legal Talks, the British and
Irish Law, Education and Technology Association Annual Conference, the Oxford-UCL Colloquium
on Law, Technology and Fundamental Rights, as well as to audiences at UCL, Queen Mary Univer-
sity of London and the University of Amsterdam. We are extremely grateful to all of the participants
for their feedback and engagement. For helpful comments and discussion, particular thanks are owed
to Joe Atkinson, Jef Ausloos, Mohsin Bhat, Lizzie Barmes, Jack Beadsworth, Balizs Bod6, Andrew
Cornford, Sarah Davies, Kajsa Dinesson, Antony Duff, Ronan Fahy, Lindsay Farmer, Martin Fis-
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1 See for example Bennett Cyphers and Karen Gullo, ‘Inside the Invasive, Secretive “Bossware”
Tracking Workers’ Electronic Frontier Foundation 30 June 2020 at https://www.eff.org/deeplinks/

© 2024 The Author(s). The Modern Law Review published by John Wiley & Sons Ltd on behalf of Modern Law Review Limited.
(2025) 88(2) MLR 333-365

This is an open access article under the terms of the Creative Commons Attribution License, which permits use, distribution and reproduction
in any medium, provided the original work is properly cited.


https://orcid.org/0000-0003-2795-2805
https://orcid.org/0000-0002-2060-0009
http://creativecommons.org/licenses/by/4.0/
http://crossmark.crossref.org/dialog/?doi=10.1111%2F1468-2230.12922&domain=pdf&date_stamp=2024-10-09

The Impact of Employee Monitoring on Privacy and Liberty

employees is, of course, hardly a new phenomenon? But the nature and ex-
tent of employee monitoring has changed dramatically in recent years. In the
platform economy, ridesharing and food delivery companies like Uber, Bolt
and Deliveroo have been engaged in a ‘surveillance arms race’, particularly in
their roll-out of facial recognition software.> More generally, as a result of the
Covid-19 pandemic, and the sudden shift to home-working in many fields, the
deployment of monitoring technologies has increased across the board.* The
use of such tools has now started to garner significant media attention, and is
likely to be one of the long-lasting impacts of the pandemic?

From a legal perspective, the permissibility of employee monitoring is com-
plex. Under UK and European law, the issue is typically analysed through the
lens of data protection legislation and compatibility with the right to ‘private
and family life, home and correspondence’ enshrined in Article 8 of the Eu-
ropean Convention on Human Rights (ECHR). However, when one delves
into data protection law and the decisions of the European Court of Human
Rights (ECtHR) which deal specifically with employee monitoring, it can be
observed that the legality of worker surveillance is most commonly understood

2020/06/inside-invasive-secretive-bossware-tracking-workers [https://perma.cc/SJX5-JD8A];
Matt Scherer, ‘Warning: Bossware May Be Hazardous to Your Health’® (Center for
Democracy and Technology Report, 2021) at https://cdt.org/wp-content/uploads/2021/
07/2021-07-29-Warning-Bossware-May-Be-Hazardous-To- Your-Health-Final.pdf [https://
perma.cc/XHQ9-NRA7].

2 See Ifeoma Ajunwa, Kate Crawford and Jason Schultz, ‘Limitless Worker Surveillance’ (2017)
105 California Law Review 735, 740-745.

3 ‘Managed by Bots: Data-Driven Exploitation in the Gig Economy: Report’ (Worker Info Ex-
change, 2021) 15-16 at https://www.workerinfoexchange.org/wie-report-managed-by-bots
[https://perma.cc/KQ45-WCAT]; ‘Managed by Bots: surveillance of gig economy workers’
(Privacy International, 13 December 2021) at http://privacyinternational.org/long-read/4709/
managed-bots-surveillance-gig-economy-workers [https://perma.cc/KTD5-6958].

4 See Kirstie Ball, ‘Electronic Monitoring and Surveillance in the Workplace: Literature re-
view and policy recommendations’ (European Commission Joint Research Centre, 2021)
12 at https://publications.jrc.ec.europa.eu/repository/handle/JR C125716 [https://perma.cc/
G8PK-FCTF]; Rachel Connolly, ‘The pandemic has taken surveillance of workers to the next
level’ The Guardian 14 December 2020 at https://www.theguardian.com/commentisfree/2020/
dec/14/pandemic-workers-surveillance-monitor-jobs [https://perma.cc/ES7P-B9E5].

5 For example Jodi Kantor and others, “The Rise of the Worker Productivity Score’ The New York
Times 14 August 2022 at https://www.nytimes.com/interactive/2022/08/14/business/worker-
productivity-tracking.html [https://perma.cc/P48M-82D3]; Valentina Romei, ‘Surveil-
lance risks “spinning out of control”, warns UK workers’ union’ Financial Times 28
February 2022 at https://www.ft.com/content/c8135f25-7c42-4587-977t-577td5dae156
[https://perma.cc/F57X-KRXY]; Zoé Corbyn, ‘““Bossware is coming for almost every
worker”: the software you might not realize is watching you’ The Guardian 27 April
2022 at https://www.theguardian.com/technology/2022/apr/27/remote-work-software-
home-surveillance-computer-monitoring-pandemic [https://perma.cc/USX2-T2KH]; John
Naughton, ‘Think WFH means your boss isn’t watching you? Think again’ The Guardian 26
February 2022 at https://www.theguardian.com/commentistree/2022/feb/26/think-wth-
means-your-boss-isnt-watching-you-think-again [https://perma.cc/93QM-PC3N]; Thorin
Klosowski, ‘How Your Boss Can Use Your Remote-Work Tools to Spy on You’ The New York
Times 10 February 2021 at https://www.nytimes.com/wirecutter/blog/how-your-boss-can-
spy-on-you [https://perma.cc/EZ98-RAAG].
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Jeevan Hariharan and Hadassa Noorda

in terms of the impact it has on an employee’s ‘informational privacy’® On
this logic, the main concern with workplace surveillance is that it implicates an
employee’s control over certain information and data about themselves. And if
the interference with informational privacy is considered proportionate or the
risks can be appropriately managed, then monitoring can be justified.

The primary aim and main contribution of this article is to rethink the per-
missibility of employee monitoring in the digital age, highlighting that the is-
sues with such surveillance include, but are not limited to, informational privacy.
Specifically, we argue that there are two additional, but by no means exhaustive,
reasons why employee monitoring is concerning — physical privacy and indi-
vidual liberty. Unpacking these values is important because it helps us better
understand the nature of digital monitoring, which is a significant yet theo-
retically under-explored aspect of our modern working lives. Moreover, as we
demonstrate in this article, analysing workplace surveillance in this way also
has substantive legal implications, because it highlights that there are different
aspects of the law which need to be considered when determining whether
monitoring in a particular case is lawful.

While physical privacy and individual liberty are both values which have
been insufficiently explored in discussions of employee monitoring thus far,
the arguments we raise are consistent with other important scholarship which
has called attention to the level of control exercised over employees in many
workplaces. Perhaps most notably, in her influential 2015 Tanner Lectures,” Eliz-
abeth Anderson pointed out that we often speak as though the only threat to
our liberties comes from the state, and that employees are free at work because
they can choose to enter and exit an employment contract. Anderson power-
fully argues that we should instead recognise that many modern workplaces are
‘private governments’, whereby employers are empowered to impose ‘minute,
exacting, and sweeping regulation of employees’, often constraining employee
freedom in a manner that the state only controls in domains like prisons and the
military® Modern workplace monitoring, which Anderson mentions at various
points in her analysis,” is in our view a key aspect of the way that firms exert
control over their employees. To properly understand the nature of that control,
we suggest here that we need to look not just at informational privacy, but also
to move beyond information and appreciate the relevance of other values as
well.

Our discussion proceeds as follows. The first section lays the foundation for
the positive claims made in the second and third parts. Here, we detail the nature
of current monitoring practices, the different dimensions of privacy relevant to
our discussion and the orthodox way that surveillance is legally analysed in
informational terms.

6 The concept of ‘informational privacy’ and the current legal framework is discussed in the first
section below.

7 Elizabeth Anderson, Private Government: How Employers Rule Our Lives (and Why We Don’t Talk
about It) (Princeton, NJ: Princeton University Press, 2017).

8 ibid, 63.

9 ibid, xix, 38.

© 2024 The Author(s). The Modern Law Review published by John Wiley & Sons Ltd on behalf of Modern Law Review Limited.
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The Impact of Employee Monitoring on Privacy and Liberty

In the second section, we focus specifically on ‘physical privacy’ and demon-
strate its significance in the monitoring context. Physical privacy is conceptually
distinct from informational privacy, as it is concerned not with the unautho-
rised use of information and data about us, but rather intrusions into our bod-
ies and personal space, particularly through visual, auditory and other sensory
interferences. From a legal perspective, the hitherto unexplored link between
employee monitoring and physical privacy is important because it brings into
focus aspects of our law not centrally concerned with informational misuse.
This includes different dimensions of Article 8 jurisprudence, and in English
law, property torts such as private nuisance and torts of trespass to the person.

In the third section, we turn to ‘liberty’ to make the novel claim that, in
extreme situations, monitoring can be so severe that it constitutes a form of
imprisonment. Imprisonment is the restraint of individual liberty, typically in a
custodial institution managed by the state with walls and locks. However, as the
UK Supreme Court has recognised in the context of the false imprisonment
tort, physical barriers are not necessary for imprisonment to occur.!” We argue
that some of the most egregious forms of monitoring meet the relevant thresh-
old which, in turn, reframes the legal risks of conducting worker surveillance.

In the course of our discussion, we will address some powerful counterar-
guments which may be levelled against our claims. Some critics will argue that
employee monitoring is not wrongful for the reasons we identify because any
interference with physical privacy or liberty has been explicitly or impliedly
authorised by the employee, typically through an employee’s consent in their
employment contract. Relatedly, it will also be pointed out that constraints
on employee freedom are nothing new. Technological developments may have
changed the means through which employers exercise supervision over em-
ployees, but surveillance techniques have long been used to monitor workers,
including through punch clocks and other tools. These counterarguments de-
serve careful attention, but ultimately (as we explain in the second and third
sections) they do not undermine our primary claims.

CURRENT EMPLOYEE MONITORING PRACTICES AND THE
DOMINANT ‘INFORMATIONAL’ APPROACH

In order to understand the novel arguments made later about physical privacy
and imprisonment, this section deals with three important foundational mat-
ters. First, we provide some tangible examples of current monitoring practices,
which helps to ground the rest of our discussion and reveals the sweeping nature
of modern workplace surveillance. Second, we outline the different dimensions
of privacy which are relevant to our analysis. Third, we explain how the current
legal framework regulating monitoring is centrally focused on informational
privacy.

10 See R (Jalloh) v Home Secretary [2020] UKSC 4; [2021] AC 262 (Jalloh), a decision unpacked in
more detail in the third section below.

© 2024 The Author(s). The Modern Law Review published by John Wiley & Sons Ltd on behalf of Modern Law Review Limited.
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Jeevan Hariharan and Hadassa Noorda

The nature and extent of modern workplace monitoring

Without practical examples it is difficult to appreciate the nature and severity of
current monitoring practices. We begin, therefore, by outlining three short case-
studies which, although not exhaustive, offer a glimpse into the extensiveness
of monitoring in a variety of workplaces. At the outset of this discussion, it
is important to note that the pervasive forms of employee surveillance which
we see today have deep and long-standing roots, inextricably connected with
the historical monitoring of slaves,!' people of colour,'? factory workers,'> and
poor people who receive financial assistance.'* Yet, as Gabrielle Rejouis has
explained, although tracking workers is nothing new, monitoring in the past has
tended to be constrained because of the resources and expense required.”” Over
time, with technological advances, ‘surveillance has become more sophisticated,
more granular and more invasive’.!®

The first example of current monitoring practices concerns systems intro-
duced at Teleperformance, one of the world’s largest call centre companies. In
2021, extensive reporting by The Guardian revealed that employees at Teleper-
formance faced the introduction of specialist webcams which scan their remote
working spaces for breaches of business rules.!” The system, known as “TP Ob-
server’ uses facial recognition and location tracking technology which scans for
worker infractions like ‘missing from desk’, ‘unauthorised mobile phone usage’
and ‘detecting an idle user’ (which happens if the system detects no keyboard

11 See Matthew Desmond, ‘In order to understand the brutality of American capitalism,
you have to start on the plantation’ The New York Times 14 August 2019 at https://
www.nytimes.com/interactive/2019/08/14/magazine/slavery-capitalism.html [https://perma.
cc/6YAH-9KD6]. Desmond explicitly traces the ubiquitous workplace supervision occurring
today to practices on cotton plantations. In his words, ‘[t|he technology that accompanies this
workplace supervision can make it feel futuristic. But it’s only the technology that’s new. The
core impulse behind that technology pervaded plantations, which sought innermost control over
the bodies of their enslaved work force’.

12 See for example Simone Browne, Dark Matters: On the Surveillance of Blackness (Durham, NC:
Duke University Press, 2015). In a wide-ranging study, Browne demonstrates how modern
surveillance practices are informed by the history of policing black life from the time of slavery.

13 Ajunwa, Crawford and Schultz, n 2 above, 741-742. The authors provide Henry Ford’s fac-
tory in the early twentieth century as an early example of modern employee monitoring. Ford
would stalk the factory floor with a stopwatch to time his employees and would send pri-
vate investigators to their houses to find out about potential interferences with their work.
See also Michael Ballaban, “When Henry Ford’s Benevolent Secret Police Ruled His Workers’
Jalopnik 23 March 2014 at https://jalopnik.com/when-henry-fords-benevolent-secret-police-
ruled-his-wo-1549625731.

14 The notorious English Poor Laws required poor people to work in exchange for benefits and re-
lied on neighbours to report each other. See Gabrielle M. Rejouis, “Why Is It OK for Employers
to Constantly Surveil Workers?” Slate 2 September 2019 at https://slate.com/technology/2019/
09/labor-day-worker-surveillance-privacy-rights.html [https://perma.cc/S3VM-AGCC].

15 ibid. See also Ajunwa, Crawford and Schultz, n 2 above, 742.

16 Rejouis, n 14 above.

17 Peter Walker, ‘Call centre staff to be monitored via webcam for home-working “infrac-
tions”” The Guardian 26 March 2021 at https://www.theguardian.com/business/2021/mar/
26/teleperformance- call-centre-staff-monitored-via-webcam-home-working-infractions
[https://www.theguardian.com/business/2021/mar/26/teleperformance-call-centre-staff-
monitored-via-webcam-home-working-infractions]|.

© 2024 The Author(s). The Modern Law Review published by John Wiley & Sons Ltd on behalf of Modern Law Review Limited.
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strokes or mouse-clicks).!® Eating is not permitted on a shift and if staff want
to leave their desk even momentarily to get a glass of water, they must click
‘break mode’ on the associated app.!” If any breach is detected, TP Observer
will immediately capture and send a photo to the employee’s manager.

A second illustration, typical of work within the modern gig economy, comes
from the popular food delivery company Deliveroo. At Deliveroo, just like a
number of other platforms such as Uber and Bolt,a core element of surveillance
is the use of facial recognition technology ostensibly for the purpose of identity
verification, with riders asked to upload selfies of themselves at random times
when they are using the app.>’ While working, riders are subject to ‘end to end’
monitoring,?! which begins with a requirement at the start of a shift to go to a
‘zone centre’ where all riders congregate to wait for orders?? From that point,
the platform engages in extensive tracking of each worker’s GPS positioning
and timing, pushing out piecemeal instructions to workers about the next stage
of each delivery>® The overall effect is that, even though there is no supervisor
standing over the rider, surveillance and control via the app is constant, creating
what has been conceptualised as an ‘algorithmic panopticon’ 2*

The third example concerns work in the legal industry, at its face a more
traditional field compared to the world of gig workers or even call centres. In
the legal sector, as The Washington Post has reported, one of the fastest growing
jobs is contract lawyering, where law firms hire out individuals on a short-
term, ad hoc basis principally to conduct document review?> As a result of
the pandemic, many of these lawyers now work remotely, and are required to
activate a facial-recognition system in order to get paid. Workers have said that
if they look away from their system for too many seconds, they have to scan
their face in again from three separate angles, a process that has to be repeated
constantly throughout the working day?® Of particular concern is that people
of colour report having to do this significantly more often than lighter-skinned
colleagues, over 25 times a day, because the system fails to recognise dark skin
or mistakes knots in their hair for unauthorised recording devices?” Somewhat
similar to TP Observer, the technology used has the capability to track ‘active’

18 See Peter Walker, ““Missing from Desk” Al Webcam Raises Remote Surveillance
Concerns’ The Guardian 26 March 2021 at https://www.theguardian.com/business/2021/
mar/26/missing-from-desk-ai-webcam-raises-remote-surveillance-concerns  [https://perma.
cc/8MXF-KXHB].

19 Walker, n 17 above.

20 ‘Managed by Bots: Data-Driven Exploitation in the Gig Economy: Report’ n 3 above, 15.

21 Ball, n 4 above, 61.

22 ibid, 28; Jamie Woodcock, ‘The algorithmic panopticon at Deliveroo: Measurement, precarity,
and the illusion of control’ (2020) 20 Ephemera 67, 81.

23 Ball, n 4 above, 28; Woodcock, ibid, 81-84.

24 See Woodcock, ibid, 86-90.

25 Danielle Abril and Drew Harwell, ‘Keystroke tracking, screenshots, and facial recognition:
The boss may be watching long after the pandemic ends’ Washington Post 24 Septem-
ber 2021 at https://www.washingtonpost.com/technology/2021/09/24/remote-work-from-
home-surveillance/; Drew Harwell, ‘Contract lawyers face a growing invasion of surveil-
lance programs that monitor their work” Washington Post 12 November 2021 at https://www.
washingtonpost.com/technology/2021/11/11/lawyer-facial-recognition-monitoring/.

26 Abril and Harwell, ibid.

27 Harwell, n 25 above.
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and ‘idle’ time, patrol for background noise, and scan an employee’s room for
rule-violations such as eating or drinking

For the companies that use monitoring technologies, whether they be call-
centres, platforms, law firms or any number of other employers, the stated rea-
sons for using the software are usually similar. On the record at least, the purpose
of such technologies never seems to be to subject workers to constant surveil-
lance or ‘end to end’ tracking. Instead, the rationales cited for monitoring are
generally framed in terms of boosting productivity>’ improving collegiality be-
tween workers,*” and fraud protection.31 For the workers who are monitored,
however, the experiences of surveillance are overwhelmingly negative. As we
explain in more detail in later sections, people have reported deep psycholog-
ical impacts as a result of monitoring which far exceed what they expected
when signing up for a job, including feeling constant stress, anxiety and indig-
nity. Such experiences, it is worth noting, are not limited to monitoring in the
employment context. Companies that sell monitoring software also offer their
services for use in other situations, such as online exams>? Mirroring the feel-
ings of workers, students taking exams with ‘online proctoring’ have said they
have ‘wept with stress’ because of these testing systems>® Some are afraid to
rest their eyes and others have urinated at their seats for fear of punishment or
being labelled cheats®* Again this is a point that we return to in the discussion
below.

The different dimensions of privacy: physical and informational privacy

When considering current monitoring practices such as those just outlined,
especially from a legal perspective, perhaps the first issue that comes to mind
is that the activities in question pose risks in terms of the employee’s ‘privacy’.

28 ibid.

29 See Drew Harwell, ‘Managers turn to surveillance software, always-on webcams to ensure
employees are (really) working from home’ Washington Post 30 April 2020 at https://www.
washingtonpost.com/technology/2020/04/30/work-from-home-surveillance/.

30 For example, in response to reporting from The Guardian outlined above and worker concerns
about comprehensive surveillance, a spokesperson from Teleperformance said that the purpose
of the webcam system was ‘to respond to the overwhelming concerns of isolation, lack of team
engagement and support, not seeing anyone from one day to the next, raised by those who are
at home’: see Walker, n 17 above.

31 This is a point raised in particular by platforms such as Deliveroo engaged in facial recognition of
gig workers. See for example ‘Managed by Bots: Data-Driven Exploitation in the Gig Economy:
Report’n 3 above, 15-16.

32 See Harwell, n 25 above which cites the example of Verificient Technologies as a company
offering both services. A cursory Google search reveals a broad number of providers selling
‘online proctoring’ software.

33 Drew Harwell, ‘Cheating-detection companies made millions during the pandemic. Now stu-
dents are fighting back’ Washington Post 13 November 2020 at https://www.washingtonpost.
com/technology/2020/11/12/test-monitoring-student-revolt/.

34 ibid; Harwell, n 25 above. In the UK, students taking the bar exam in 2020 also described being
forced to urinate in bottles and buckets while remaining in front of their laptop screens and
maintaining eye contact so as to not be accused of cheating: see ‘Online law students “had to
use bucket toilet” in exams’ BBC News 13 August 2020 at https://www.bbc.com/news/uk-
england-53765462 [https://perma.cc/N7TZ-TVKF].
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The Impact of Employee Monitoring on Privacy and Liberty

Privacy is a term which will be central throughout the rest of the analysis, but
it is important to be precise as it is a multi-faceted concept.®® It is not necessary
for the purposes of this article to endorse any overarching or exhaustive theory
of privacy. However, it will be at the heart of the argument made below that the
current legal analysis surrounding monitoring is concerned with ‘informational
privacy’ alone and has not sufficiently focused on ‘physical privacy’, so it is
important to be clear about what these components are and how they interact
with one another.®

‘Informational privacy’, in short, concerns the regulation of information or
data about an individual. On the account that is adopted here,”” it specifically
refers to a person’s interest in controlling the use of information about them-
selves. This interest can be interfered with through the unauthorised acquisition,
storage or dissemination of information about someone. ‘Physical privacy’, by
contrast, is not about information, but rather concerns sensory intrusions into
our bodies and personal space. It refers to a person’s interest in controlling the
circumstances in which their body is sensed. A person’s physical privacy can be
interfered with by touching, watching, listening to or otherwise sensing some-
one without authorisation, including via technological aids.

It can often be the case that a particular situation will involve interferences
with both informational and physical privacy. Wiretapping, for example, can
interfere with the subject’s physical privacy interest because they are being
listened to without their authorisation. And if the tapping is used to acquire
information about the subject, it can involve an interference with their infor-
mational privacy as well. The notion that physical and informational privacy are

35 Despite there being multiple accounts of privacy in the literature, most contemporary theorists
view privacy as a concept embracing a number of different components. Perhaps most obviously
this is true of ‘pluralistic’ theories of privacy such as that offered in Daniel J. Solove, Understanding
Privacy (Cambridge, MA: Harvard University Press, 2008) ch 2, 5. On this view, there is no one
‘common denominator’ underlying all privacy interferences. However, even in approaches of
privacy which do define privacy by reference to a single ‘common denominator’, there are now
various approaches which see privacy as being multifaceted. Nicole Moreham, for example,
says all privacy interferences are linked by the notion of ‘desired inaccess’ but breaks this down
into two distinct components: physical inaccess and informational inaccess: see N.A. Moreham,
‘Privacy in the Common Law: A Doctrinal and Theoretical Analysis’ (2005) 121 LQR 628,
636-643, 648-651; N.A. Moreham, ‘The Nature of the Privacy Interest’ in Nicole Moreham
and others (eds), Titgendhat and Christie: The Law of Privacy and The Media (Oxford: OUP, 3rd ed,
2016) paras 2.10-2.37. In similar terms, Julie Inness develops a conception of privacy centring
on the notion of ‘intimacy’ but divides this into different components. In her view ‘privacy’s
content covers intimate information, access, and decisions’: Julie C. Inness, Privacy, Intimacy, and
Isolation (Oxford: OUP, 1996) 56.

36 This is not to say that physical and informational privacy are exhaustive of privacy. Indeed, on
a number of accounts, there are additional aspects of privacy such as ‘decisional privacy’ or
misappropriation of a plaintiff’s image. But there is less consensus about these additional aspects,
and they are not as relevant in the current context.

37 For a fuller account of these definitions see Jeevan Hariharan, ‘Physical Privacy and Bodily
Integrity’ in Fabiana Bettini and others (eds), New Directions in Private Law Theory (London:
UCL Press, 2023) 241-244. As noted there, these definitions draw inspiration from and closely
resemble the account of physical and informational privacy proffered by Moreham in N.A.
Moreham, ‘Beyond Information: Physical Privacy in English Law’ (2014) 73 CLJ 350, 353-355;
Moreham, ‘The Nature of the Privacy Interest’ n 35 above, paras 2.04-2.37; Moreham, ‘Privacy
in the Common Law’ n 35 above, 636-643, 648-651.
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complementary and are often at stake in the same situation will be significant
in the discussion below. What is crucial to understand, however, is that physical
privacy is conceptually distinct from informational privacy, and not necessarily
reducible to it. When someone is subject to a strip-search or is watched in the
shower, the nub of their concern is about the interference with their bodies, not
necessarily the use of their personal information or data’®

The legality of monitoring and the dominant informational approach

Armed with a better understanding of contemporary workplace surveillance
and the distinct physical and informational dimensions of privacy, we can turn
now to look at how the law deals with this issue. How, if at all, does the law
regulate employee monitoring and are the practices described above legal?

To the extent that firms themselves address this point in media statements, the
answer seems to be that there is a clear legal framework surrounding monitor-
ing, which is being complied with. Teleperformance, for example, has strongly
denied that monitoring software is being used to spy on staff. Instead, it has em-
phasised that its ‘work-at-home tools and processes ensure that the processing
of our employees data complies with the General Data Protection Regulation
(GDPR) and other applicable regulations’® The language used here (which
would almost certainly have been vetted by in house lawyers or external coun-
sel) is quite mundane and general, no doubt at least partly because Teleperfor-
mance is a global company operating in a number of jurisdictions. Nevertheless,
even these short comments are revealing. Most importantly, the spokesperson’s
remarks demonstrate that the way Teleperformance itself understands the legal
risks of employee monitoring seems to be purely in terms of the processing of
employee data.

The approach taken by Teleperformance is illustrative of the way that moni-
toring is typically analysed within the law. As it stands, the lawfulness of worker
surveillance 1s primarily understood in UK and European law through the lens
of two main regimes: (1) the GDPR;* and (2) the right to ‘private life’ in Ar-
ticle 8 of the ECHR.*' When one examines these regimes and the way they

38 See Hariharan, ibid, 235-244. As explained there, physical privacy has a different normative foun-
dation to informational privacy. Specifically, physical privacy is best understood as a ‘subset’ of an
individual’s ‘bodily integrity’ which is a person’s broader interest in controlling the use of their
body. See also Moreham, ‘Beyond Information’ ibid, 355.

39 Jo Faragher, ‘Call centre denies webcam monitoring claims’ Personnel Today 29 March
2021 at https://www.personneltoday.com/hr/ call-centre-denies-webcam-monitoring-claims-
teleperformance/ [https://perma.cc/3LYJ-WLJA].

40 Regulation 2016/679 on the protection of natural persons with regard to the processing of per-
sonal data and on the free movement of such data, and repealing Directive 95/46/EC (General
Data Protection Regulation) [2016] OJ L119/1 (GDPR). Following Brexit, the GDPR contin-
ues to be part of the UK law as ‘retained EU law’ by virtue of the European Union (Withdrawal
Act) 2018. The retained version (which contains slight changes of no material relevance here) is
now usually referred to in the UK as the ‘UK GDPR’. It is supplemented by the Data Protection
Act 2018.

41 There are other potentially relevant laws as well. In the UK, for instance, the Investigatory Powers
Act 2016 governs the interception of electronic communications. This regime is not discussed
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are currently applied, it becomes clear that the current legal enquiry is centrally
focused on the informational dimension of privacy alone.

In terms of the GDPR, such a claim is relatively obvious. The GDPR is
not legislation specifically directed at worker surveillance nor does it render
employee monitoring unlawful. Instead, as its name suggests, the GDPR is a
regime focused squarely on the protection of ‘personal data’. For the purposes of
this article, ‘data’is taken to be equivalent to ‘information’,*> which is consistent
with the way the GDPR defines ‘personal data’ as ‘any information relating to
an identified or identifiable natural person’*

The GDPR requires any processing of worker data, including during surveil-
lance, to be consistent with core data protection principles,* in particular that
processing must accord with one of the lawful bases enumerated in Article 6.
There are other GDPR rules applicable to monitoring practices as well, includ-
ing special provisions for the processing of special category data (for example
data related to health or trade union membership),*® requirements to make sub-
jects aware of the nature and extent of data processing except in exceptional
circumstances,”’” and to be clear about the purposes of data processing.*® Taken
as a whole, therefore, the GDPR is chief among the ways that the law ensures
that employee monitoring is not completely unchecked. But to the extent that
its provisions safeguard the employee’s interests, it is entirely focused on control
over ‘data’ and so only protects the worker’s informational privacy.

The position with respect to the ECHR is more nuanced, but again demon-
strates that employee monitoring is chiefly analysed through an informational
lens. Our point, to be clear,is not that the scope of Article 8 is necessarily limited
to informational privacy by definition. The ECtHR has repeatedly confirmed,
for example, that the concept of ‘private life’ in Article 8 is broad and incapable
of exhaustive definition.* Among other things, it covers the physical, moral

in further detail here, in part because the main arguments made with respect to the GDPR and
ECHR framework apply equally to the Investigatory Powers Act regime.

42 A deeper analysis into the concept of ‘personal data’ is not required for this article, nor is it
necessary to provide any exhaustive account of ‘information’. For an excellent discussion of
‘data’ and ‘information’ and how they relate to one another in the data protection context, see
Nadezhda Purtova, “The Law of Everything. Broad Concept of Personal Data and Future of EU
Data Protection Law’ (2018) 10 Law, Innovation and Technology 40.

43 GDPR, Art 4(1).

44 GDPR, Art 5(1).

45 The six lawful bases are: (a) the data subject has given consent; (b) the processing is necessary
for the performance of a contract; (c) the processing is necessary for the compliance with a legal
obligation; (d) processing is necessary to protect an individual’s vital interests; (¢) processing is
necessary in the public interest; and (f) processing is necessary for legitimate interests, except
where overridden by the subject’s interests or fundamental rights.

46 See GDPR, Art 9.

47 GDPR, Art 5(1)(a). The first principle is that personal data shall be processed ‘lawfully, fairly
and in a transparent manner’ (emphasis added). ‘Employment Practices and Data Protection
— Monitoring Workers Guidance’ (UK Information Commissioner’s Office, 2023) 20-21 at
https://ico.org.uk/media/for-organisations/uk-gdpr-guidance-and-resources/employment-
information/employment-practices-and-data-protection-monitoring-workers-1-0.pdf
[https://perma.cc/6UNV-9GIN].

48 GDPR, Art 5(1)(b). The second principle is that data shall be collected for ‘specified, explicit
and legitimate purposes’. See UK Information Commissioner’s Office, n 47 above, 16.

49 See for example Niemietz v Germany Application No 13710/88, Merits and Just Satisfaction,
16 December 1992 at [29]; Pretty v United Kingdom Application No 2346/02, Merits, 29 April
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and psychological integrity of a person,”” and rights to personal development,
which potentially encompass multiple aspects of a person’s physical and social
identity®! These broader aspects of Article 8 have certainly been considered
relevant in the employment context, for example in various cases concerning
unfair dismissal.>> What we want to draw out, however, is that as yet employee
monitoring practices specifically have tended not to have been analysed in terms
of the full breadth of Article 8. Instead, information is at the centre of the
ECtHR’s workplace surveillance jurisprudence, in cases involving both public
and private sector employees.

In relation to public sector employees, where the employer is a ‘public au-
thority” and the state is therefore under a ‘negative obligation’ not to interfere
with the employee’s Article 8 rights > a good example of the ECtHR’s ap-
proach in a monitoring case is Copland v UK>* The case involved an employee
ofa college whose telephone, email and internet usage were subject to surveil-
lance. The ECtHR had little difficulty determining that there was a violation
of Article 8, because there was an interference with the employee’s right to
private life and correspondence, which was not in accordance with law. How-
ever, crucial to the Court’s reasoning was that Article 8 was engaged because
of the misuse of the employee’s information. Specifically, the ECtHR pointed
to the ‘collection and storage of personal information relating to the applicant’s
telephone, as well as to her email and internet usage, without her knowledge’,
saying it was this which brought the college’s surveillance within the scope of
Article 83°

Beyond the public sector, the ECtHR has more recently and importantly
also found that a state has positive obligations to ensure that workplace moni-
toring by private employers does not interfere with Article 8. The key case in
this regard was Barbulescu v Romania (Barbulescu), where the applicant had been
dismissed by a private company following the monitoring of personal messages

2002 at [61]; Peck v United Kingdom Application No 44647/98, Merits and Just Satisfaction, 28
January 2003 at [57].

50 See X and Y v The Netherlands Application No 8978/80, Merits and Just Satisfaction, 26 March
1985 (X and Y) at [23].

51 See S and Marper v United Kingdom Application Nos 30562/04 and 30566/04, Merits and Just
Satisfaction, 4 December 2008 at [66].

52 See for example Smith and Grady v United Kingdom Application Nos 33985/96 and 33986/96,
Merits, 27 September 1999 (concerning dismissals based on the sexual orientation of the appli-
cants) and Pay v United Kingdom Application No 32792/05, Admissibility Decision, 16 Septem-
ber 2008 (concerning dismissals of the applicant based on sexual activities which were conducted
when he was entirely off-duty). For an overview and analysis of the wide application of Article
8 in the unfair dismissal context, and how the ECtHRs jurisprudence has expanded in this area,
see: Hugh Collins, ‘An Emerging Human Right to Protection against Unjustified Dismissal’
(2021) 50 Industrial Law Journal 36. As we will explain in more detail below, one of the implica-
tions of our argument is that the full breadth of Art 8 needs to be accounted for when examining
the legality of employee monitoring.

53 This negative obligation is the essential object of Art 8: see for example X and Y n 50 above at
[23]; Kroon and Others v The Netherlands Application No 18535/91, Merits and Just Satisfaction,
27 October 1994 at [35]; Von Hannover v Germany Application No 59320/00, Merits, 24 June
2004 (Von Hannover) at [57]. In the UK, individuals are able under, the Human Rights Act 1998,
ss 6 and 7, to directly enforce their ECHR rights against ‘public authorities’ in domestic courts.

54 Copland v United Kingdom Application No 62617/00, Merits and Just Satisfaction, 3 April 2007.

55 ibid at [44].
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sent via his Yahoo messenger account from a workplace computer>® The dis-
missals had been ruled lawful by domestic courts, but the ECtHR decided that
not all the relevant elements had been considered, and therefore that the state
had failed in its obligations to protect the applicant’s Article 8 rights.>’

In Bdrbulescu, the ECtHR pointed specifically to six considerations which
domestic authorities need to treat as relevant when considering measures in-
troduced by an employer to monitor the correspondence and other commu-
nications of employees.>® These include most relevantly: (a) whether there was
notice of the monitoring which should normally be given clearly and in ad-
vance; (b) the extent of monitoring and degree of intrusion into the employee’s
privacy (with a distinction to be drawn between checking the flow of an em-
ployee’s communications versus monitoring the actual content of those com-
munications); and (c) whether it would have been possible to establish a less in-
trusive method of monitoring than directly accessing the content of employee
communications. How exactly these and other factors will be applied in cases
involving other forms of monitoring, including the contemporary surveillance
practices discussed above, remains to be seen. In a more recent decision, Lopez
Ribalda v Spain (Lépez Ribalda), the ECtHR applied the criteria less strictly
and found that there was no breach of Article 8 in a case where supermarket
employees were subject to CCTV surveillance without their knowledge >’

For present purposes, what is important is the extent to which concerns
about data and information are central to the way the ECtHR articulates the
Article 8 issue. In Bdrbulescu, the focus is on the employee’s ‘communications’,
with specific emphasis placed on the intrusiveness of a boss finding out about
the ‘content’ of someone’s messages®’ And in very different circumstances in
Lépez Ribalda, the court similarly treats CCTV surveillance at various times as
being an instantiation of a broader issue about the collection of the employee’s
personal data®! Taken in the round, therefore, what we observe is that infor-
mation and data are key to the law’s current approach to employee monitoring,

56 Bdarbulescu v Romania Application No 61596/08, Merits and Just Satisfaction, 5 September 2017.
For excellent commentary on the decision and the nature of the positive obligations expressed in
the judgment see Joe Atkinson, “Workplace Monitoring and the Right to Private Life at Work’
(2018) 81 MLR 688.

57 Barbulescu ibid at [108]-[141].

58 ibid at [121]. A number of these factors were drawn from Kopke v Germany Application No
420/07, Admissibility Decision, 5 October 2010, a case involving covert video surveillance at a
supermarket where the applicant worked.

59 Lépez Ribalda v Spain Application Nos 1874/13 and 8567/13, Merits and Just Satisfaction,
17 October 2019 at [118]-[137]. Serious doubts have been raised as to whether such a
finding can be transposed into monitoring in other scenarios such as surveillance while
working from home. See Eleni Frantziou, ‘The right to privacy while working from home
(“WFH”): why employee monitoring infringes Art 8 ECHR’ UK Labour Law 5 October
2020 at  https://uklabourlawblog.com/2020/10/05/the-right-to-privacy-while-working-
from-home-wth-why-employee-monitoring-infringes-art-8-echr-by-eleni-frantziou/
[https://perma.cc/4WTX-UDDU].

60 The term ‘communications’is deployed extensively throughout the judgment, particularly when
enumerating the relevant factors to be accounted for when considering the proportionality of

monitoring: Barbulescu n 56 above at [121].
61 Lépez Ribalda n 59 above at [131].
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whether the issue is analysed from the perspective of the GDPR or Article 8
of the ECHR.

EMPLOYEE MONITORING AS AN INTERFERENCE WITH
PHYSICAL PRIVACY

The rest of this article does not seek to undermine the importance of protecting
employee information and data. Nor, importantly, is it intended to understate
the significance of the GDPR or Article 8 jurisprudence just discussed. Infor-
mational privacy is undoubtedly a core value which is at stake in employee
monitoring scenarios, and central to the way that the law should respond. At
the same time, however, we should be careful not to assume that the only rea-
son why people are impacted by monitoring is because of concerns over their
information and data. The positive claim we make in the rest of this article is
that employee monitoring, especially in the home-working context, is a deeply
complex and multi-layered issue which requires the consideration of other val-
ues as well. With this in mind, this section and the next explore two significant
(albeit non-exhaustive) dangers of employee monitoring which have been hith-
erto underexplored and unpack the legal implications of each.

Employee monitoring and physical privacy: the core argument and potential
objections

The first danger with employee monitoring which has not been given sufficient
attention 1s the impact that such surveillance has on an individual’s ‘physical pri-
vacy’. The key to this argument is the conceptual point explained in the first
section above about privacy having both ‘informational’ and ‘physical’ compo-
nents. Put simply, the use of modern surveillance technologies certainly raises
privacy concerns because information about us has been acquired, stored or dis-
seminated without our consent. However, these practices are also objectionable
because our control over our bodies has been compromised by sensory interfer-
ence. Just like it is in your interests to determine the circumstances in which
you can be touched, it is in your interests to control the circumstances in which
you are watched, listened to or sensed in other ways. By reducing surveillance
to an informational issue alone, we miss an important dimension of why such
behaviour is objectionable.

In cases where employees are subject to constant monitoring by their bosses
throughout the working day, physical privacy concerns are particularly stark.
As canvassed above, many of the surveillance tools used these days go further
than collecting a worker’s communications using work systems — employees
are subject to ‘real time’ video monitoring, including using sophisticated fa-
cial recognition technology which records people’s precise movements. Where
these tools are used, such that employees are constantly observed throughout
the working day, their physical privacy is clearly being interfered with.
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The Impact of Employee Monitoring on Privacy and Liberty

The language that employees use to describe their experiences of such tech-
nology accords with the idea that being observed is objectionable in and of itself.
Kerrie Krutchik, for instance,a US contract lawyer subject to surveillance using
a company-mandated facial recognition system (as described above) discussed
her experience of surveillance in the following terms: ‘It’s just this constant,
unnecessary, nerve-racking stress: You’re trying to concentrate and in the back
of your mind you know you’re on camera the entire time ... While you’re re-
viewing a document, you don’t know who is reviewing you.®?

Krutchik’s language in this passage, expressing concerns about being ‘on cam-
era the entire time’ and that the surveillance is ‘reviewing you’, is striking in
the way that it captures a concern running deeper than simply the collection of
personal data. From the company’s perspective, the measures imposed may only
ever be thought of as allowing bosses to gather information on employees and
keep tabs on them to ensure productivity. But from the worker’s perspective,
the impact is more personal and more direct; suggesting that there is a distinct
aspect of privacy at stake. It is their entire selves, not only data about them,
which is under their bosses’ control.

For some readers, the above analysis regarding physical privacy will be un-
satisfactory. A compelling counterargument will immediately be raised; namely
that even if there is a distinct ‘physical’ component of an individual’s privacy,
the employer’s activities in monitoring situations are not wrongful on this basis.
Here, the critic will likely rely on two points. First, it might be argued that the
worker has authorised their surveillance. In some contexts, it is possible that
such authorisation could exist explicitly in an employment contract (though it
will be unlikely that an employee has specifically consented to an invasion of
physical privacy even if they have consented to some form of data processing).
But even if consent is not explicit, it is arguably implicit in cases where the
worker is fully aware that such surveillance is occurring. By making a decision
to continue working at an organisation where such surveillance is present, it is
still the employee who is in ultimate control of who is watching or listening
to them. Second, and relatedly, the critic might raise the fact that people have
been watched and listened to in the work environment by their bosses since
well before the pandemic and the deployment of sophisticated technologies.
If we never conceived of worker monitoring as wrongful when it happened
previously in-person, why should surveillance be treated any differently when
bosses seek to watch and listen to their employees remotely?

These are difficult points, and the answer is not necessarily straightforward.
In large part, this is because the notion of consent operates in workplace con-
texts in a complicated way. As has been well documented, including in the
existing literature on workplace surveillance, there is good reason to be scepti-
cal whenever the notion of consent arises in an employment context. Ifeoma
Ajunwa, Kate Crawford and Jason Schultz, for instance, have argued that asym-
metrical bargaining power means employee consent in these situations is ‘essen-
tially ceremonial’, especially where it comes in the form of signing a contract.®’

62 Abril and Harwell, n 25 above.
63 Ajunwa, Crawford and Schultz, n 2 above, 774 (see also, 762). Other writers, it should be ac-
knowledged, have argued that despite difficulties with the concept in the employment context
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Interestingly, this is also a point which has been clearly acknowledged in the
data protection context in the European and UK guidance on the GDPR.Both
the European Data Protection Board® and UK Information Commissioner’s
Office (ICO)® have stated in their current guidelines that the imbalance of
power in an employment relationship makes it unlikely that an employee can
freely consent to monitoring activities, which means that ‘consent’ is gener-
ally not an appropriate lawful basis for data processing at work. This concern,
in our view, applies with even more force in the context of physical privacy
interferences than it does in data protection. The fact that an employee signs
an employment contract or in some other way expresses that they ‘consent’ to
surveillance tells us little about whether they genuinely authorise an interfer-
ence with their bodies. When it comes to monitoring at work, both before the
pandemic and today, an individual’s physical privacy could still be at issue, even
when they appear to consent to the surveillance in question.

What further complicates matters, however, is that consent is not necessarily
the end of the story in our assessment of whether employee monitoring is
wrongful. Just like there are a variety of situations where we are subject to non-
consensual touching which are not considered wrongful (for example being
jostled on a crowded bus), it is not necessarily the case that all instances of
monitoring are wrong just because the employee does not consent.

The key point to recognise here, in our view, is that there is a distinction
between saying one has an inferest in physical privacy and that one has a right to
physical privacy. Being jostled on the bus interferes with our interests because
we are non-consensually touched. But whether this conduct violates our rights
so as to be wrongful is a more complex question, invariably involving a process
of balancing our interests with the interests of others. In the bus scenario, there
is no violation of our rights in the usual scenario of being jostled, even if it
is non-consensual — our interests have to yield to the interests of others as we
all share the burdens of mass transportation.®® But if we modify the scenario,

due to the inequality of bargaining power, consent is still valid in various employment contracts
—see for example the excellent recent discussion in Maayan Niezna and Guy Davidov, ‘Consent
in Contracts of Employment’ (2023) 86 MLR 5.

64 European Data Protection Board, ‘Guidelines 05/2020 on Consent under Regulation
2016/679° (4 May 2020) paras 21-22 at https://edpb.europa.cu/sites/default/files/files/file1/
edpb_guidelines_202005_consent_en.pdf [https://perma.cc/H4VV-7VE2]. Similar guidelines
had been adopted by the Article 29 Working Party, the EDPB’s predecessor, which had re-
leased specific guidelines on data processing in the workplace: Article 29 Data Protection Work-
ing Party, ‘Opinion 2/2017 on Data Processing at Work — wp249’ (European Commission,
Opinions, 23 June 2017) para 6.2 at https://ec.europa.eu/newsroom/article29/items/610169
[https://perma.cc/6A5U-VSIC].

65 See UK Information Commissioner’s Office, n 47 above, 6-7.

66 For a similar argument explaining why jostling on public transport does not involve a violation
of our rights see George Letsas, ‘Reclaiming Proportionality: A Reply to Arthur Ripstein’ (2017)
34 Journal of Applied Philosophy 24, 25-26; Scott Hershovitz, ‘The Search for a Grand Unified
Theory of Tort Law (Review of Private Wrongs by Arthur Ripstein)’ (2017) 130 Harvard Law
Review 942, 949-952. One important point raised by both Letsas and Hershovitz is that we
should avoid the temptation to say that jostling is wrongful because users of public transport
impliedly ‘consent’ to being touched on the bus. Holding up a sign on a bus expressly saying ‘I
do not consent to being touched’ would not thereby render all jostling impermissible. Rather, as
Letsas notes ‘to individuate interpersonal rights properly, we need an account of the significance
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the dial shifts. The same amount of bodily contact can become wrongful if the
jostling is deliberate or, for example, sexually motivated. This is because the
interests of others no longer outweigh our interests in the revised scenarios.

The upshot of this in the context of employee monitoring is that determin-
ing the wrongfulness of surveillance will be a highly fact-specific enquiry. Many
instances of monitoring will amount to an interference with the claimant’s in-
terest in physical privacy, especially because little stock can be placed in the mere
fact that employees ‘say’ they consent (or formally appear to have consented).
However, working out whether the employer’s conduct is a violation of rights
so as to be wrongful will invariably be a more complex enquiry, involving a
balance between the employee’s physical privacy and the interests of the em-
ployer. Invariably, one factor in that analysis will be the extent of the surveillance
and the purpose for which it is conducted. And in our view, another crucial
factor will be the nature of the employment and the employee’s expectations
of their working conditions when they started the job. Taken as a whole, it may
therefore be helpful to think in terms of physical privacy interferences lying
on a scale, which at a certain point become wrongful depending on the pre-
cise nature of the monitoring involved. In the ordinary course, some level of
watching over employees at work is reasonable and permissible. However, in sit-
uations where monitoring has become more extreme over time, involves heavy
incursions into a person’s home, and is disproportionate to goals of reasonable
supervision, a strong case can be made that the activity in question is a violation
of the employee’s rights.

Legal implications: harnessing the full breadth of Article 8 of the ECHR

As flagged in the introduction of this article, appreciating that there are values
beyond informational privacy which are implicated by employee monitoring
is not just a matter of theoretical importance. Our analysis has important legal
implications as well. At present, as discussed in the first section, the question
of whether monitoring is legal in the UK and Europe seems to be understood
almost entirely in terms of whether employee information is dealt with in a
manner compliant with the GDPR and Article 8 of the ECHR. However,
the legal issues involved in monitoring are actually much broader than this. In
relation to physical privacy, this can be observed by first considering the ECHR
framework, before turning to look more specifically at some of the implications
our analysis might have for the development of English law.

In ECtHR jurisprudence, as noted above, it has long been acknowledged
that the concept of ‘private life’ is broad. It includes among other things a per-
son’s ‘physical and psychological integrity’®” Article 8 also explicitly includes

of human interests, as well as the reasons for which one interferes with someone else’s interests’,
ibid, 26.

67 The first time this was indicated was in X and Y n 50 above at [22]. It has been repeatedly reaf-
firmed since: see for example Von Hannover n 53 above at [50]; Spadijer v Montenegro Application
No 31549/18, Merits and Just Satisfaction, 9 November 2021 at [80]. See notes 49-51 above
and accompanying text.
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protection for a person’s ‘family life, home and correspondence’. In the context
of its case law on ‘physical and psychological integrity’, the ECtHR has stated
that a person’s body represents the most intimate aspect of private life, and thus
that even minor interventions with the body constitute an interference with
Article 8 rights®® Importantly, this aspect of the right to private life has been
recognised as being relevant not just in situations involving physical contact or
violence, but also in cases where an individual is subject to unauthorised film-
ing® or an invasive search (with or without touching).”” Where the conduct
prevents a person from enjoying the amenities of their home’! or children are
involved,”? the ECtHR has determined that the invasion is particularly serious.
And the Court has confirmed that states have positive obligations to ensure that
citizens respect for physical and psychological integrity is secured.”?

The effect of seeing many forms of contemporary monitoring as compromis-
ing a person’s control over their bodies, and not just their data and information,
is that it brings the physical aspect of the right to private life into focus. In a
case like Bdrbulescu, where the core issue was monitoring of messages sent from
a workplace computer, it may be true that an individual’s physical integrity was
not a primary concern.’* But the same is clearly not true of the sophisticated
surveillance practices outlined in the first section above which are being used
in a post-pandemic world, such as the TP Observer software at Teleperfor-
mance or the facial recognition technology used to monitor contract lawyers.
In these situations and others, there should be an acknowledgement that the
concern is not simply about the collection of data or communications, and
as such that the permissibility of monitoring cannot be determined purely by
reference to the factors enumerated in Barbulescu (which are squarely focussed
on the monitoring of ‘communications’).”> Instead, the proportionality analysis
should be much stricter, consistent with the high level of protection which is
afforded to an individual’s physical and psychological integrity in other con-
texts, as highlighted above. Moreover, where the monitoring is occurring in a
work-from-home setting, and particularly where there is scope to capture the

68 See for example YF v Tirkey Application No 24209/94, Merits and Just Satistaction, 22 July
2003 at [33].

69 For example Sioderman v Sweden Application No 5786/08, Merits and Just Satisfaction, 12
November 2013 (Soderman); Khadija Ismayilova v Azerbaijan Application Nos 65286/13 and
57270/14, Merits and Just Satisfaction, 10 January 2019 at [106].

70 See for example Wainwright v United Kingdom Application No 12350/04, Merits and Just Satis-
faction, 16 September 2006 at [41]-[49]. Wainwright involved the strip-search of two claimants.
While only one of the claimants (Mr Wainwright) was touched in the course of the search, the
ECtHR found that both individuals’ Article 8 rights were violated.

71 Moreno Gomez v Spain Application No 4143/02, Merits and Just Satisfaction, 16 November 2004
at [53].

72 Sc’)'c[lem]mn n 69 above at [81].

73 ibid at [78]-[80]; Milicevic v. Montenegro Application No 27821/16, Merits and Just Satisfaction, 6
November 2018 at [54].

74 This is a point made by in Bdrbulescu itself in the joint dissenting opinion of Judges Raimondi,
Dedov, Kjoelbro, Mits, Mourou-Vikstrom and Eicke. See Bdrbulescu n 56 above at [4] (joint dis-
senting opinion), where these judges explicitly distinguish Bdrbulescu from Séderman, ibid, which
involved grave facts of a stepfather installing a hidden video camera to film a 14 year old while
undressing.

75 Bdrbulescu ibid, para 121, discussed in n 58 above and accompanying text.
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movements of other family members such as children, there should be an ac-
knowledgment that the interference is serious, and thus more likely to fall foul
of Article 8.7° This is particularly so given that the ‘home’ and ‘family life’ are
explicitly covered by the provision.

Legal implications: English law and novel avenues for physical privacy
protection

Moving beyond the ECHR framework, and looking at the English context in
particular, the protection of physical privacy has long been a matter of consider-
able debate. Historically, English law has refused to recognise a general invasion
of privacy action,”” and unlike in US, Canadian or New Zealand law, there is no
specific tort of intrusion upon the plaintift’s seclusion or solitude which maps
on to physical privacy.® As is well-known, courts in England and Wales have
recognised a tort of ‘misuse of private information’,”” which primarily protects
against the disclosure of information which the claimant reasonably expects to
be private®” There is academic writing which suggests that this tort, either in
its present form or with further judicial development, is sufficiently capacious
to protect physical privacy comprehensively as well ¥ The difficulty with such
proposals is that they do not properly account for the conceptual distinction be-
tween physical and informational privacy®* Misuse of private information, as its
name suggests, should firmly be understood as a tort addressing informational
privacy concerns.

The better way of protecting physical privacy interests is to look to actions
which directly protect against visual and other sensory intrusions. Two of those

76 For a somewhat similar claim, see Frantziou, n 59 above. In a persuasive post, Frantziou explains
that the ECtHR’s broader jurisprudence, including in relation to protection of the home, casts
serious doubt on whether monitoring in a work-from-home setting is compatible with Article
8. While Frantziou still largely explains monitoring in data-based terms, she rightly points out
that in a work-from-home setting in particular, a very strict proportionality test needs to be
applied.

77 VPI)/trl)inwrtght v Home Office [2003] UKHL 53; [2004] 2 AC 406 (Wainwright) at [19]. See also Kaye
v Robertson [1991] FSR 62, 66.

78 In the US, ‘intrusion upon seclusion’is one of the four privacy torts identified by William Prosser,
and then effectively codified into US law via incorporation into the American Law Institute’s
Restatement (Second) of Torts. More recently, intrusion into seclusion actions have been recognised
in Canada (see Jones v Tsige 2012 ONCA 32) and New Zealand (see C v Holland [2012] NZHC
2155).

79 The seminal case in this regard was Campbell v MGN Ltd [2004] UKHL 22; [2004] 2 AC 457.
Opver time, the action has developed and is now recognised as a standalone tort: see Vidal-Hall v
Google Inc [2015] EWCA Civ 311;[2016] QB 1003.

80 In recent years, there have been indications that the action has now extended beyond disclosure
to cover the acquisition of private information: see for example Gulativ MGN Ltd [2015] EWHC
1482 (Ch); [2016] FSR 12 (where this was common ground between the parties). Given the
matter was not in dispute in Gulati, a further decision will likely be required to conform this
point. See further Thomas D. C. Bennett, ‘Triangulating Intrusion in Privacy Law’ (2019) 39
OJLS 751,752.

81 See particularly Moreham, ‘Beyond Information’n 37 above, 373-377; Paul Wragg, ‘Recognising
a Privacy-Invasion Tort: The Conceptual Unity of Informational and Intrusion Claims’ (2019)
78 CLJ 409.

82 See Hariharan, n 37 above, 230-235, 244-245.
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options are canvassed here. The first (and arguably less plausible) option is pri-
vate nuisance, a property tort which protects against interferences with the use
and enjoyment of one’s land. Although it had long been thought that a physical
emanation of some sort (such as fumes, dirt or noise) was required to engage
this action, the potential to bring a nuisance claim in a novel situation not in-
volving an emanation has opened up following the Supreme Court’s recent
decision in Fearn v Board of Tiustees of the Tate Gallery®> (Fearn). In that case,
which concerned the operation of the viewing gallery at the Tate Modern
where visitors could look out into the claimants’ nearby apartments, the Court
was unanimous that visual intrusion could in principle constitute a nuisance®*
The majority went as far as holding that a nuisance could occur by any means
whatsoever, and determined (unlike the minority) that there was a clear nui-
sance on the facts®

The question of how far private nuisance now extends following Fearn is a
matter which is yet to be determined. On one view, it is arguable that a nuisance
action could now be brought in circumstances where visual or auditory intru-
sion occurs by technological means.®® Indeed, just prior to the Supreme Court’s
decision, there was a county court case, Fairhurst v Woodard (Fairhurst), involving
the use of home surveillance devices (including Amazon Ring cameras) to spy
on the claimant®” The court held in Fairhurst that private nuisance was not
available precisely on the basis that overlooking was not actionable, and so it is
likely that this case would be decided differently if heard today®® If that is so, and
nuisance does extend to surveillance via technological devices, it would seem
that the action at least in principle could be deployed in monitoring situations
where an employee is working from home and subject to intensive surveillance.
The argument a claimant would make, following the logic of Fearn, is that an
important aspect of one’s enjoyment of property rights in one’s homes is the
ability to live free from unauthorised sensory intrusions (whether from close
neighbours or otherwise)® Being under constant digital observation or sub-
ject to other forms of monitoring constitutes a substantial interference with
these rights, analogous to visual intrusion from a neighbouring property.

The primary difficulty with the action, which has previously been acknowl-
edged in the physical privacy context, is that nuisance is a tort to land and so

83 Fearn v Board of Tiustees of the Tate Gallery [2023] UKSC 4; [2024] AC 1.

84 ibid at [16]-[17] per Lord Leggatt, with whom Lord Reed and Lord Lloyd Jones agreed, at [179]
per Lord Sales, with whom Lord Kitchin agreed.

85 ibid at [12], [48]-[52].

86 See Jeevan Hariharan ‘The View from the Top: Visual Intrusion as Nuisance in Fearn v Tate
Gallery’ (2024) 87 MLR 697, 713.

87 Fairhurst v. Woodard (Oxford County Court, 12 October 2021, unreported).

88 ibid at [129]. Specifically, HHJ Clarke said that she was bound by the Court of Appeal’s decision
in Fearn v Board of Tiustees of the Tate Gallery [2020] EWCA Civ 104; [2020] Ch 621 where it
had been held that overlooking could never constitute a nuisance. The Supreme Court in Fearn
overturned the Court of Appeal on this point.

89 See Fearn n 83 above at [16]-[17] per Lord Leggatt; at [176] per Lord Sales. On the idea that the
defendant need not necessarily be a neighbour following the reasoning in Fearn, see Hariharan,
n 86 above, 713.
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The Impact of Employee Monitoring on Privacy and Liberty

requires the claimant to have exclusive possession of the land in order to sue.”

In employee monitoring cases, this means that the action would only ever have
application where the employee is at their home and they have a proprietary
interest in the land (which generally requires exclusive possession).”! More-
over, even if the claimant is a property holder, it would be a high threshold
to cross to establish that someone’s utility and amenity interest in their land
has been affected by surveillance. In Fearn, the majority’s conclusion that vi-
sual intrusion constituted a nuisance on the facts rested on the idea that the
Tate inviting large numbers of people to look out from the viewing gallery
went significantly further than ‘mere overlooking’ in the ordinary course from
a neighbouring property, which would not be actionable’? In the monitor-
ing context, it would similarly need to be established that the surveillance in
question constitutes a substantial interference with one’s rights to use and enjoy
one’s home, far beyond any observation that would ordinarily be expected in
the domestic context.

The second novel (and arguably more viable) way of protecting physical
privacy is for courts to look to the torts of trespass to the person. This is an
umbrella of legal actions comprising battery, assault and false imprisonment,
which is squarely concerned with the protection of a person’s body and liberty
from external interference”® The tort of false imprisonment and the scope of
its protection of liberty will be discussed further in the next section. For present
purposes, our primary focus is battery, a tort which is centrally directed at the
protection of our interest in bodily integrity*

On traditional principles, the main limitation of battery in cases of unautho-
rised surveillance is that the tort requires physical contact with the claimant.
That contact can be very slight, such that even grazing the claimant’s body in-
tentionally and non-consensually could in principle engage the action.”> How-
ever, training a camera on someone, even for an extended period, would not. In
our view, the requirement of physical contact is problematic and should be care-
tully interrogated by courts, especially in light of modern technologies. Proper
protection of a person’s interest in bodily integrity in the digital age requires
an acknowledgement that our bodies can be seriously interfered with in ways
not involving contact.”® Indeed, particularly in an online world where intense

90 See Aidan Economu, ‘Fearn v Board of Trustees of the Tate Gallery: A Lost Opportunity for
the UK’s Protection of Physical Privacy’ (2021) 52 Victoria University of Wellington Law Review 1,
20-22 (a discussion following the Court of Appeal’s decision in Fearn).

91 In the Supreme Court, the principle that only a person with legal interest in land can sue in
nuisance was reaffirmed, see Fearn n 83 above at [10].

92 ibid at [89]-[93].

93 See Wainwright n 77 above at [8].

94 See for example Parkinson v St James and Seacroft University Hospital NHS Trust [2001] EWCA
Civ 530; [2002] QB 266 at [56], where Hale LJ (as she then was) said that ‘[t|he right to bodily
integrity is the first and most important of the interests protected by the law of tort’. The
textbook Clerk & Lindsell on Torts is cited for this proposition, which in its current edition states
‘[t]he law of torts affords to mentally competent adults a near-absolute right to bodily integrity’
because any deliberate touching, even trivial touching, constitutes a battery: Andrew Tettenborn
(ed), Clerk & Lindsell on Torts (London: Sweet & Maxwell, 24th ed, 2023) para 1-31.

95 Collins v Wilcock [1984] 1 WLR 1172, 1177 (Collins). See also Cole v Tisrner (1704) 6 Mod 149,
149, where Lord Holt CJ said: ‘the least touching of another in anger is a battery’.

96 See further Hariharan, n 37 above, 240-241.
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and constant visual and sensory intrusion is possible and increasingly prevalent,
it is arbitrary and illogical for the law to draw the line at touch.

The law of trespass to the person, in our view, can and should be incre-
mentally developed by courts to encompass other forms of sensory interfer-
ence beyond contact, including in certain serious cases where the claimant is
watched or listened to without proper justification.”” Any such claim will need
to be pleaded by counsel and accepted by courts, probably at an appellate level.
However, it is suggested that such a position is entirely arguable, and could po-
tentially be achieved in different ways. One way for litigants to fashion such a
claim in an appropriate case would be to argue that the battery tort itself can be
extended to accommodate other forms of sensory interference beyond physical
contact. Here, a direct analogy could be drawn with Fearn where it was held
that a physical emanation is not necessary for a nuisance and that, given the
underlying interest protected by the tort is the claimant’s use and enjoyment of
land, any activity which interferes with such use and enjoyment is actionable.
Alternatively, it could be argued that courts should recognise a distinct form
of trespass to the person for non-consensual interferences with the body not
involving contact. The underpinnings of such an argument would be the idea
that the different actions under the umbrella of trespass protect against differ-
ent ways of interfering with a person’s interests in their body. On this view,
the acknowledgement that a person’s control over their bodies can be seriously
interfered with through senses other than touch necessitates the recognition of
a distinct form of trespass.

Regardless of the precise manner in which this argument was to be legally
framed, in our view, an employee monitoring fact pattern would represent the
right type of test case for the limits of trespass to the person to be reconsidered.
On a principled level, there is no logical reason to hold a defendant liable in
cases where there is minor contact with the claimant’s body and situations where
someone is subject to intense observation and photography over the course of
the working day. In both these cases, the subject’s fundamental objection is the
same; namely, that their interest in controlling the use of their body has been
compromised.”

As already flagged above, there are complex issues which will arise as to
whether the employee can be said to have ‘consented’ to the surveillance,
given the inherent imbalance of power involved in an employment relation-
ship. This will be highly relevant when considering any development of tres-
pass to the person, given that liability generally only arises where conduct is
non-consensual.”” Moreover, even if the employee has not consented, the em-
ployer’s actions may still be considered reasonable in the circumstances and thus
not attract liability, analogous to circumstances where someone is jostled on a

97 This possibility has been briefly canvassed, albeit not in the employee monitoring context, in
Hariharan, ibid, 245; Hariharan, n 86 above, 713-714.

98 See further Hariharan, n 37 above, 240-241.

99 Collins n 95 above, 1177.In Freeman v Home Office [1984] QB 524, 537-539, McCowan ] stated
that the burden of proof for proving the absence of consent is on the claimant, which effectively
makes it an element of the cause of action. However, doubt was cast on this position in Ashley v
Chief Constable of Sussex Police [2006] EWCA Civ 1085;[2007] 1 WLR 398 at [31]. On consent
to trespass to the person generally, see Tettenborn (ed), n 94 above, paras 14-93-14-99.
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bus and this conduct is viewed as acceptable in the ordinary conduct of daily
life.!"” Ultimately, however, it is suggested that courts would be well-placed to
consider individual cases and determine the precise circumstances where the
interference with the claimant’s body via monitoring rises to the level of an
actionable trespass. Moving the law in this direction would be a principled and
incremental development of the common law, more fully capturing the ways in
which sophisticated workplace monitoring in the twenty-first century engages
not just informational issues, but constitutes an interference with employees’
bodies and implicates their physical privacy as well.

EMPLOYEE MONITORING AS A FORM OF IMPRISONMENT

The second danger of employee monitoring that we explore in this article is
the impact such practices have on an individual’s liberty. In this section, we
will develop the argument that in extreme situations, monitoring can be such
a severe constraint on liberty that it constitutes a form of imprisonment. As
with the discussion on physical privacy in the preceding section, after setting
out this claim we will turn to its legal implications, discussing both the ECHR
framework and English law.

Individual liberty, the concept of imprisonment and employee monitoring

At first blush, the claim that employee monitoring amounts to a form of impris-
onment may seem rather bold. It is helpful therefore to begin this discussion
by unpacking ‘imprisonment’, as it is a concept which is less clear-cut than
might be initially thought. From a traditional point of view, imprisonment is
the forcible physical restraint of a person’s liberty in a confined space, such as
a prison facility with walls and locks.'”! Typically, such a confined space re-
stricts the physical liberty of targeted persons, subjects the organisation of their
lives to others — including control over their daily rhythms, property and work
opportunities — and limits their social and political functioning.

This traditional understanding of imprisonment as a practice that places indi-
viduals behind walls and locks may appear straightforward, but when one studies
particular instances of imprisonment, the boundary between imprisonment and
other kinds of measures becomes blurred. For example, it can be observed that
the liberty-limiting scope of a sentence served in prison depends on the prison
regime. In many jurisdictions, inmates are permitted to take furloughs, which

100 As Goff LJ explained in Collins ibid, 1177-1178 and later, when he was elevated to the House
of Lords, in Re F [1990] 2 AC 1, 72-73 cases such as jostling are now best understood as falling
under a broad exception to battery for conduct acceptable in the course of daily life.

101 For a critical analysis of this understanding of imprisonment, see Hadassa Noorda, ‘Imprison-
ment’ (2023) 17 Criminal Law and Philosophy 691.

102 Gresham M. Sykes addresses how imprisonment behind bars can subject individuals to an all-
embracing control over their lives; see Gresham M. Sykes, The Society of Captives: A Study of a
Maximum Security Prison (Princeton, NJ: Princeton University Press, 1958)
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Jeevan Hariharan and Hadassa Noorda

allow them to visit relatives and friends outside of prison,!*® and in some ju-

risdictions, there are ‘open prisons’, where inmates have the keys to their own
rooms and are permitted to go out of prison for a period of time.!”* A further
way in which the boundary between imprisonment and other kinds of mea-
sures is blurred is evident if we consider the implications of alternative measures
on the lives of those targeted. It is now increasingly thought that non-custodial
measures, including electronic tagging, and bans on visiting particular places
and on travelling, can impinge on an individual’s liberty in much the same way
as many measures that are traditionally not considered imprisonment.!%

The idea that there are practices of restraint that do not subject individuals to
prison or jail sentences but do deprive them of their liberty has been described
elsewhere using the language of ‘de facto imprisonment’ or ‘exprisonment’.!%
Persons subjected to the mandatory wearing of electronic tagging devices and
house arrest, for example, can be checked continually to see if they are in the
designated location. The tagging device will send an alert to a monitoring cen-
tre if tagged persons leave the location, and force can be used against them.'"”
It has been argued that such practices restrict the physical liberty of targeted
persons and subject the organisation of their lives to the control of others.!"® Es-
pecially in egregious cases of such monitoring that prohibit the targeted person
from leaving a particular area, tagging may, to some degree, restrict the tagged
person’s ability to establish and maintain relationships, impact their employment
prospects and create vulnerabilities for offenders, similar to how imprisonment

103 For example the ECtHR encourages countries to allow conjugal visits for prisoners. See Aliev v
Ukraine Application No 41220/98, Merits and Just Satisfaction, 29 April 2003 at [189]. However,
the ECtHR has not recognised a right to conjugal visits for prisoners. For an analysis, see Denis
Abels, Prisoners of the International Community: The Legal Position of Persons Detained at International
Criminal Tribunals (The Hague: T. M. C. Asser Press, 2012) 543.

104 Victor Lund Shammas, ‘The pains of freedom: Assessing the ambiguity of Scandinavian penal
exceptionalism on Norway’s Prison Island’ (2014) 16 Punishment and Society 104. Inmates in
these facilities may not experience the deprivation of control over their lives as severely as in-
mates subject to traditional imprisonment, but they are required to comply with rehabilitation
programs and daily life routines that mimic those outside of prison. Research shows that targeted
individuals experience such regimes as equally demanding.

105 For example Norval Morris and Michael Tonry, Between Prison and Probation: Intermediate Punish-
ments in a Rational Sentencing System (Oxford: OUP, 1990); Gabriel J. Chin, “The New Civil Death:
Rethinking Punishment in the Era of Mass Conviction’ (2012) 160 University of Pennsylvania Law
Review 1789; Zachary Hoskins, Beyond Punishment?: A Normative Account of the Collateral Legal
Consequences of Conviction (Oxford: OUP,2019); Erin Murphy, ‘Paradigms of Restraint’ (2008) 57
Duke Law Journal 1321; Sandra G. Mayson, ‘Collateral Consequences and the Preventative State’
(2015) 91 Notre Dame Law Review 301; Hadassa Noorda, ‘Preventive Deprivations of Liberty:
Asset Freezes and Travel Bans’ (2015) 9 Criminal Law and Philosophy 521; Hadassa Noorda, ‘Ex-
prisonment: Deprivation of Liberty on the Street and at Home’ (2023) 42 Criminal Justice Ethics
1; Virginia Mantouvalou and Hadassa Noorda, ‘Non-Custodial Sentences and Human Rights’
[2024] European Human Rights Law Review 228.

106 Noorda, ‘Preventive Deprivations of Liberty: Asset Freezes and Travel Bans’ ibid; on exprison-
ment, see also Noorda, ‘Exprisonment: Deprivation of Liberty on the Street and at Home’ ibid.

107 As William Biilow points out, in such sentences, the prison plays a part already, because, if tagged
persons disobey their requirements, they might get sent to prison. See William Biilow, ‘Retribu-
tivism and the Use of Imprisonment as the Ultimate Back-up Sanction’ (2019) 32 Canadian
Journal of Law & Jurisprudence 285.

108 Mantouvalou and Noorda, n 105 above; see also William Biilow ‘Electronic Monitoring’ in
Jesper Ryberg (ed), Oxford Handbook on Punishment Theory and Philosophy (Oxford: OUP, 2024).
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can affect the life of an inmate. This means that ‘even without using a prison
cell, persons can be so restricted that they are in fact prisoners’.””

Difterent scholars, it should be acknowledged, have analysed the impact of
measures applied outside prison facilities and the connection between such
practices and imprisonment in different ways. On the account that we adopt
here, imprisonment in a facility exists on a continuum alongside other mea-
sures.!!” For some, this analysis would seem unsatisfactory. Antony Duff, for
example, has stated that home curfews are unlike imprisonment because they
do not involve exclusion from the community.!'! Based on this analysis, one
could argue that measures that are imposed outside of traditional prison facil-
ities, such as electronic tagging, should not be seen as a variant of imprison-
ment but should instead be seen as an alternative to it. We agree that, at first
sight, measures that are applied outside of prison facilities seem less intrusive
than imprisonment behind bars; however, a closer look at such practices reveals
that the deployment of measures imposed outside of prison can impose signif-
icant restrictions on individual liberty to the extent that these practices should
not be viewed as less restrictive than imprisonment.!!> Some measures may be
more intrusive than others, but understanding the connection between tradi-
tional imprisonment and non-custodial measures shows the potential harshness
of non-custodial practices and provokes thinking into how the law can enhance
the protection of the rights of individuals targeted with non-custodial measures.

We address the connection between imprisonment and employee monitor-
ing against this background. Two points are worth noting explicitly here at the
outset. First, while imprisonment is generally associated with the state, the state
is not the only party that can subject someone to imprisonment. Moreover, it is
not necessarily surprising that the workplace is another context in which severe
restrictions on liberty can occur. As addressed above by reference to Anderson’s
writings, many modern workplaces can be conceptualised as a form of ‘private
government’ in which employers exert a pervasive degree of control on em-
ployees, constraining employee freedom in a manner typically associated with
the state.!’> Second, imprisonment is typically addressed as a punishment, but
the essence of imprisonment, as understood here, is not necessarily punishment,
but rather being made to stay in a particular place by another person. So far as
the tort of false imprisonment is concerned, for example, there is no reference
to punishment being an aspect of imprisonment.''* This is a tort we return to
and discuss in more detail below.

109 Noorda, ‘Preventive Deprivations of Liberty: Asset Freezes and Travel Bans’ n 105 above, 529.

110 Noorda,n 101 above.

111 R.A.Duff, Punishment, Communication, and Community (New York,NY: OUP,2001) 150. See also
Helen Brown Coverdale and Bill Wringe, ‘Non-Paradigmatic Punishments’ (2022) 17 Philosophy
Compass 5.

112 See also Noorda, ‘Exprisonment: Deprivation of Liberty on the Street and at Home’n 105 above.

113 See Anderson, n 7 above, ch 2.

114 False imprisonment is sometimes labelled an intentional tort — but ‘intention’ here simply means
that the defendant must have deliberately committed the movements involved. There is certainly
no requirement that, for example, the defendant acted in bad faith or intended to bring about
any consequences from their imprisonment: see James Goudkamp and Donal Nolan, Winfield
and Jolowicz on Tort (London: Sweet & Maxwell, 20th ed, 2020) paras 3-008, 4-024.
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In our view, surveillance in the modern employment context can impose
significant restrictions on individual liberty, and amounts to imprisonment in
egregious cases. While some may argue that employee monitoring is inher-
ently less restrictive than non-custodial measures such as tagging exercised by
the state, we suggest that on closer examination some of the most extreme forms
of monitoring rise to the level of imprisonment. This concern is particularly
stark in cases where employees are constantly monitored by their employers. As
addressed in the first section above, some companies use very severe forms of
surveillance: they track workers’ ‘active’ and ‘idle’ time, record their screens and
web-browser history, check their location, scan for background noise, and use a
worker’s webcam for facial scans and rule-breaking activities, such as eating and
drinking on a shift. It continues offline too. In a BBC story about monitoring
in an in-person office environment, an employee describes monitoring in im-
prisonment terms: ‘If we stood up or spoke to each other we were constantly
watched, it felt like we were in prison.!!®

US contract lawyers subject to surveillance while working from home ad-
dress their experiences of surveillance in similar terms. In such cases, where
employees are constantly observed throughout the working day, their individ-
ual liberty is significantly restricted. One contract lawyer, who was required
to use a company-mandated facial recognition system, depicts the practice as
‘sitting like a “gargoyle”, knowing any shift in position might log him out’ !
Employees in these interviews use the notion of the prison as a metaphor to
describe their experience of surveillance activities in the workspace; however,
as we argue here, practices of monitoring can literally impinge upon aspects of
a free life.

In particular, we argue that there are two significant ways in which employee
monitoring resembles imprisonment. First, when we consider surveillance in
the working-from-home context, especially when people are confined to a
room in their homes, monitoring itself can have the effect of literally forcing
people to stay in a particular place at a particular time. The aforementioned
cases are exemplary illustrations of monitoring in the workplace that curtail
the freedom of employees in such a comprehensive way. Individuals subject to
monitoring in the workplace are not under lock and key in a state-run facil-
ity, nor are private sector employees subject to any threat of sanction from the
state for non-compliance. However, the effect of monitoring practices is that
employees are restricted in their behaviour and freedom to move to a high de-
gree. Employees are provided strict rules and are under constant observation to
determine their compliance with those conditions. And the pressure to comply
is strong, coming from the threat of losing one’s job for any contravention of
company policies, potential disciplinary action or not getting a promotion or
raise. The effect of these measures in some situations at least is that the employee
cannot move from their desk or physical environment; monitoring curtails their

physical liberty.

115 “What happens if a hypersurveillance approach to spying on workers becomes the norm?’
BBC Warklife 2019 at https://www.bbc.com/worklife/article/20190705-we-were-constantly-
watched-it-felt-like-we-were-in-prison [https://perma.cc/4GF2-5NND].

116 Harwell, n 25 above.
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Critics may object that the employee authorised the employer’s surveillance
activities, either explicitly (in an employment contract) or implicitly (by being
aware that such practices are occurring and continuing to work at the organ-
1sation). However, as has been addressed above, the notion of consent in the
workplace operates in a complicated way due to an imbalance of power be-
tween employers and employees. Even in circumstances where workers say that
they consent, their rights could be at issue.!'” In particular, if we see monitoring
as implicating aspects of individual liberty, it seems questionable whether some-
one can consent to significant curtailments of their free movement by signing
an employment contract at the outset of their employment. Another reason
why employees might not leave their job when facing constraining circum-
stances 1s that work is a crucial part of life. Work provides people with income
and influences the quality of life to a significant extent. The possibility of losing
one’s job or not performing well in a review might therefore be an important
part of what is constraining their liberty.

Second, individuals subject to egregious surveillance in the working-from-
home context are in a situation similar to that of people in prison, because they
are subject to the control of others, not only in their physical liberty but also in
their behaviour and daily rhythm. Examples include when they are restricted
in making choices with respect to when they eat and drink. At Teleperfor-
mance, for example, eating on a shift is not allowed, and if staff want to leave
their desk to get a glass of water, they must click ‘break mode’ on the associ-
ated app.''® If any breach is detected, the system will capture a still photograph,
which 1s immediately sent to the employee’s manager. A report by the Euro-
pean Commission on electronic monitoring and surveillance in the workplace
suggests that the ‘pressure to be always on’ due to constant monitoring is one
of the psychosocial risk factors of monitoring remote workers.''” As empirical
studies suggest, work pressure spills over into non-work life. This is reflected
in the inability to ‘switch off’ after work. The transition from work to home is
even more difficult when employees work remotely,'*’ and it is predicted that
negative work-home spillovers are heightened when employees are subject to
intensive monitoring.!?!

The issues that arise from such monitoring practices should not only be
viewed as a stress factor. They also resemble the constant control that is often
used in prison facilities. Imprisonment in a prison facility is generally associated
with comprehensive control over almost all aspects of the lives of inmates, taking
away inmates’ abilities to make basic decisions about, for instance, when and
what food they eat.!?? In a similar way, people subject to the most intensive
forms of monitoring while working from home are subject to constant control

117 See among other sources Ajunwa, Crawford and Schultz, n 2 above, 774.

118 See notes 17-19 above and accompanying text.

119 Ball, n 4 above, 55.

120 Ball, ibid; on the pre-pandemic impact of employee monitoring, see Alan Felstead and Golo
Henseke, ‘Assessing the growth of remote working and its consequences for effort, well-being
and work-life balance’ (2017) 32 New Technology Work and Employment 195.

121 Ball, ibid.

122 On the deprivation of autonomy in prison facilities, see Sykes, n 102 above, 73. On the impact
of alternative measures on the daily rhythm of targeted individuals, see Noorda, n 101 above.
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by their employees such that the monitoring practice can potentially constitute
a form of imprisonment.

‘What further problematises the use of surveillance is its potential for discrim-
ination. The use of technology with bias clearly raises concerns,' but debiasing
is not sufficient to eliminate discrimination in the remote workplace. The use
of technology without bias can still increase the structural inequalities that al-
ready exist in society when the monitoring of employees in remote workplaces
is disproportionately targeted at particular groups over others. Studies show that
surveillance can reproduce and entrench gender, race, class and immigration sta-
tus inequalities in terms of the extent to which these groups are represented in
particular types of employment.!** These groups are disproportionally targeted
with technologies that may impact their liberty.

A compelling counterargument is that there have always been various work-
ing environments that involve high degrees of supervision, although previously
such practices occurred in person and often with less sophisticated technologies
(such as punch clocks). Although we agree with this criticism, we believe that
determining whether certain working conditions represent an imprisonment
will be a complex and fact-sensitive enquiry. One factor in that analysis will be
the extent of the surveillance activity and the purpose for which it is conducted.
For example, the restriction of movement of those working in a submarine may
be considered an acceptable part of their job that is proportionate to the goals
of the job in question. Another factor will be the employee’s expectations of
their working conditions when they started the job and what they accept when
they sign up to work. When someone applies for and accepts a job on board a
submarine, they know the way and extent to which their movements will be
restricted as a part of the job. However, if there are restrictions that go beyond
what would ordinarily be expected or understood by the employee, then their
individual liberty might be at stake.

In light of situations in which monitoring has become more extreme with
the pandemic and the resulting shift to working remotely, the activities in
question seem particularly wrongful. Practices of intense monitoring in the
working-from-home setting likely render the question of what the employees
expected of their working conditions insignificant. As Eleni Frantziou argues,
in cases where monitoring involves heavy incursions into a person’s home, the

123 Studies demonstrate that automated facial analysis algorithms and datasets can discriminate based
on classes like race and gender, see Joy Buolamwini and Timnit Gebru, ‘Gender Shades: Inter-
sectional Accuracy Disparities in Commercial Gender Classification’ (2018) 81 Proceedings of Ma-
chine Learning Research 77; Harwell, n 25 above; ‘Managed by Bots: Data-Driven Exploitation in
the Gig Economy: Report’,n 3 above, 17-21. See also a recent complaint filed with The Nether-
lands Institute for Human Rights about the use of racist proctoring software by educational insti-
tutions: Hans de Zwart, ‘Dutch student files complaint with the Netherlands Institute for Human
Rights about the use of racist software by her university’ Racism and Technology Center 28 July 2022
at https://racismandtechnology.center/2022/07/28/dutch-student-files-complaint-with-the-
netherlands-institute-for-human-rights-about-the-use-of-racist-software-by-her-university/.

124 Ball,n 4 above, 8. On racially disparate impact of race neutral monitoring in another context, see
also Emily Hopkins and Melissa Sanchez, ‘Chicago’s “Race-Neutral” Traffic Cameras Ticket
Black and Latino Drivers the Most” ProPublica 11 January 2022 at https://www.propublica.
org/article/chicagos-race-neutral-traffic-cameras- ticket-black-and-latino-drivers-the-most
[https://perma.cc/VXY2-GVHN].
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impact is unlikely to be counterbalanced with the employer’s interests, particu-
larly where the monitoring entails the possibility of capturing the activities of
other members of the employee’s household.!”> Moreover, while some level of
watching over employees at work is reasonable and permissible, the pandemic
created conditions for employers to shift work rules around quickly and to ini-
tiate the use of more extreme forms of monitoring. This makes the pandemic
the type of situation that is vulnerable to a mismatch between what workers
understood when they signed a contract and what they were suddenly required
to do at work. Although an employee may know prior to starting a job and
accept that they will be monitored in certain ways, further restrictions on their
liberty which go beyond what would ordinarily be expected or understood
may be clearly objectionable.

Legal implications: The ECHR framework

We turn now to the legal implications of the above analysis, starting briefly
with the ECHR. The first point to note here is that a distinction is drawn in
the Convention between ‘deprivations’ of liberty (which are afforded absolute
protection under Article 5) and ‘restrictions’ on liberty of movement (which are
governed by the qualified right in Article 2 of Protocol 4 to the ECHR).!?® The
ECtHR has repeatedly emphasised that the difference between a deprivation
and restriction is one of degree, and that a range of criteria will be relevant
to determining whether a deprivation has occurred, such as the type, duration
and effects of the measure in question.!”” The ambit of Article 5, however,
has been held to be relatively narrow. So, although there are certain situations
where someone will have been considered to have been deprived of their liberty
outside of the classic case of detention in a prison facility,'?® even measures
falling just short of full house arrest (such as prohibiting someone from leaving
their home at night times) have been held to be a restriction, not deprivation,
of liberty.!*

Applying this standard, it seems highly unlikely that electronic monitoring
practices, even of the intense kind we described in the first section above, would
be considered to be a deprivation of liberty within the meaning of Article 5.
Such measures, in our view, would in many cases constitute a restriction on
liberty of movement under Article 2(1) of Protocol 4, and thus be subject to
a proportionality analysis of whether the measure is in accordance with law
and justified by the public interest in a democratic society pursuant to Article
2(4). This is a provision which seems not to have been invoked in the employee

125 Frantziou has pointed this out in the context of working-from-home and private life, see
Frantziou, n 59 above.

126 Guzzardi v Italy Application No 7367/76, Merits and Just Satisfaction, 6 November 1980 (Guz-
zardi) at [92]; Austin v United Kingdom Application Nos 39692/09, 40713/09 and 41008/09,
Merits and Just Satisfaction, 15 March 2012 (Austin) at [57]-[59]; De Tommaso v Italy Applica-
tion No 43395/09, Merits and Just Satisfaction, 23 February 2017 (De Tommaso) at [80].

127 Guzzardi ibid at [92]; Austin ibid at [57]; De Tommaso ibid at [80].

128 See Guzzardi ibid at [95].

129 For example ibid at [84]-[89].
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monitoring context thus far, but should be considered both by firms engaging
in monitoring practices and by litigants in other contracting states who are
challenging such measures. The UK, however, is one of four states which have
not ratified Protocol 4, so it has no application in the jurisdiction.!*

Legal implications: The application of the English tort of false imprisonment
in egregious cases

The above analysis means that, in the UK at least, the rights to liberty enshrined
in the ECHR have limited relevance in the employee monitoring context. But
this isn’t necessarily the end of the story. Interestingly, in English law, there may
be scope for the common law tort of false imprisonment to apply, especially
in egregious situations where an individual is subject to intense monitoring
within the confines of their own home.

The key case which helps to ground this argument is the Supreme Court’s
decision in R (Jalloh) v Home Secretary because it emphasises the capacious-
ness of the concept of ‘imprisonment’ at common law. The case involved a
claimant who was not restrained by any physical barrier but rather subject to an
(unlawful) curfew imposed by the Secretary of State, backed by electronic tag-
ging and the threat of criminal sanctions for any breach. In its decision, the
Supreme Court explicitly rejected a submission by the Secretary of State that
the meaning of imprisonment for the purposes of the false imprisonment tort
should be aligned with the concept of deprivation of liberty under Article 5.1°!
Lady Hale (with whom the other judges agreed) said that restricting the under-
standing of imprisonment in this way would be a retrograde step and that in the
common law context there is no need for a distinction to be drawn between a
deprivation and restriction of physical liberty.'*?

Instead, in the critical part of the judgment, Lady Hale defined the concept
of imprisonment within the false imprisonment tort as follows: ‘The essence of
imprisonment is being made to stay in a particular place by another person. The
methods which might be used to keep a person there are many and various.
They could be physical barriers, such as locks and bars. They could be physical
people, such as guards who would physically prevent the person leaving if he
tried to do so. They could also be threats, whether of force or of legal process."*>

There are two critical points to draw out from this passage. First, and most
importantly, Lady Hale identifies that the core of imprisonment as being made
to stay in a particular place by another person, rather than necessarily being
subject to physical confinement. This accords with the way we have outlined

130 See the discussion in Austin v Commissioner of Police of the Metropolis [2009] UKHL 5; [2009)]
1 AC 564 at [12]-[16] where the House of Lords held that the ‘kettling’ or containment of a
crowd by police was not a deprivation of liberty (a decision which was subsequently upheld by
the ECtHR). Lord Hope noted that the importance of Protocol 4 in the UK context is that it
puts the ambit of the absolute right in Article 5 into its proper perspective (see particularly at
[15]).

131 Jalloh n 10 above at [29]-[34].

132 ibid at [33].

133 ibid at [24].
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imprisonment above as a concept which is more complex than simply placing a
person in a prison facility behind lock and key. Second, Lady Hale clarifies that
the restriction on movement necessary for imprisonment can occur by ‘many
and various’ means. The methods used to imprison could be in the form of
physical barriers, someone standing physically in front of someone preventing
them from moving, or even threatening someone with force or legal process.
But the repeated use of the word ‘could’ clarifies that these methods are non-
exhaustive. It is not physical restraints, or monitoring, or threats of force which
are in themselves constitutive of imprisonment. What a court is centrally fo-
cused on is whether, on any particular facts, the measures in place mean that
the person is being made to stay in a particular place.

On the facts of Jalloh itself, Lady Hale said that there was ‘no doubt’ that the
Secretary of State defined the place where the claimant was to stay.!** Impor-
tantly, it did not matter that the claimant ignored his curfew from time to time.
What mattered in this particular case was that the claimant’s compliance with
the curfew was enforced, not voluntary, backed by electronic monitoring and
the authority of the state.

In our view, on the basis of the reasoning in Jalloh, it is not at all implausi-
ble that employee monitoring could be actionable as a false imprisonment, for
example in a situation where someone is subject to intensive tracking in their
home or other confined space, with significant consequences for any infrac-
tion. Indeed, it is worth noting that this is not even the first time that the tort
has arisen for consideration in the context of people staying at home follow-
ing the pandemic. False imprisonment has also come up when examining the
lawfulness of the lockdown restrictions placed on the entire UK population in
the first wave of Covid-19.1%> Drawing on Jalloh, Jonathan Morgan has pointed
out that the question of whether people were ‘imprisoned’ in the lockdown
is a fact-sensitive exercise, requiring careful consideration of the regulations in
force, and in particular the extent to which being permitted to leave for a ‘rea-
sonable excuse’ meant that there was no curtailment of liberty.!*® If there was
imprisonment, a second issue would arise about whether the imprisonment was
‘false’ which would turn on whether the Covid-19 regulations were lawful.

Determining whether a particular case of employee monitoring constitutes
a false imprisonment will, we suggest, involve some similar considerations, par-
ticularly at the stage of determining whether an ‘imprisonment’ has occurred.
The idea that conditions imposed by employers have the effect of imprisoning
employees cannot simply be dismissed out of hand. Rather, as we have seen
above, the tools used to monitor workers are now highly sophisticated, using
features like facial-recognition and location-tracking technology to determine
exactly where a worker is positioned at a certain point in time and ensure that
they are not moving from a particular spot. Thus, just as with the lockdown
restrictions or an imposition of an electronic tag, working out whether certain

134 ibid at [24]-[28].

135 See Jonathan Morgan, ‘Covid-19 and False Imprisonment” UK Constitutional Law Associa-
tion Blog 3 November 2020 at https://ukconstitutionallaw.org/2020/11/03/jonathan-morgan-
covid-19-and-false-imprisonment/ [https://perma.cc/R7C4-72SY].

136 ibid.
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monitoring conditions constitute an imprisonment will ultimately be a highly
fact-specific exercise, requiring an examination of whether the overall effect of
the monitoring in a particular case is to keep an individual in a particular place.
In that exercise, courts will have regard to previous cases where it has been
held that a total restraint on liberty, even for a matter of seconds, is sufficient to
constitute an ‘imprisonment’ for the purposes of the tort."”’

There are, however, also important differences which need to be accounted
for where the defendant is a private employer, not the state. One core differ-
ence is that in the employment situation, unlike electronic tagging or other
restrictions imposed by the government, the monitoring is not backed by the
threat of sanction from the state. Instead, as highlighted above, the element that
‘forces’ the employee to remain in a particular place may come from a range
of sources, including the risk of being fired or subject to disciplinary action for
non-compliance, or not being rewarded through a promotion or a raise. An-
other difference is that, in the employment situation, imprisonment does not
turn on whether the employer has the legal authority sourced in legislation to
detain the employee. Rather, a key issue would again concern whether the em-
ployee consents, because false imprisonment requires the absence of consent.'*®
On the part of the employer, it would no doubt be argued that the employee
has voluntarily entered into working arrangements on certain conditions and
so cannot then complain that those conditions constitute an imprisonment.!’

Consistent with the analysis above, our view is that consent is not a straight-
forward issue in this context. To start with, there are difficult questions about
whether an employee can ever be said to consent to the conditions they are
subject to in the workplace, particularly given the power imbalance involved.
Beyond this, however, even if one accepts that a person can consent to a certain
level of restriction when working, this doesn’t mean that any curtailment of
their movement will be permissible. In the discussion above, we explained that
although a submarine worker may know and accept prior to starting a job that
their movements will be limited in certain ways, further restrictions on their
liberty which go beyond what would ordinarily be expected may be highly
objectionable. Similarly in the monitoring context, and in line with the reason-
ing in_jJalloh, we argue that determining whether certain monitoring conditions

137 See for example Walkerv Commissioner of the Police of the Metropolis [2014] EWCA Civ 897;[2015]
1 WLR 312 where a police officer stood in the front doorway of a house for a few seconds in
such a way as to prevent the claimant from leaving (without touching him). The Court of Appeal
overturned the trial judge’s conclusion that this was not an imprisonment because it was brief,
trivial and had not in the true sense deprived the claimant of his liberty.

138 See Goudkamp and Nolan, n 114 above, para 4-023. The authors note that consent cannot be
inferred from the absence of forcible resistance.

139 In support of this proposition, old cases will likely be cited such as Herd v Weardale Steel Coal and
Coke Co Ltd [1915] AC 67.In Herd, the House of Lords held that it was no false imprisonment
when a plaintiff miner descended to the bottom of a pit and was not transported back up when
he refused to work because he thought it unsafe. In line with our discussion in the next paragraph,
we suggest that the best way of explaining this case is that it was a situation where the court was
persuaded that the mine worker understood and voluntarily accepted the restrictions on liberty
involved in their job. But this does not mean that the position would necessarily be the same
in all cases. In each situation, whether there is an imprisonment or not will be a fact-sensitive
enquiry.
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represent an imprisonment will be a context-sensitive exercise. Especially if an
employment contract or working arrangement is not clear as to the extent of
monitoring practices, it can be argued that there is no consent to the restriction
of liberty and that liability for false imprisonment should follow. This could par-
ticularly be the case in circumstances where intrusive monitoring is sprung on
employees without properly informing them (for example because of a quick
transition to employees working from home) and there are serious ramifications
for the employee for non-compliance.

As a final point on this issue, it is important to acknowledge that, while we
have argued above that monitoring could in principle constitute a false im-
prisonment, liability is likely to be rare. If the matter is to be considered and
accepted by courts, it will require a test case with egregious monitoring prac-
tices, where an employee’s movement is completely constrained. At the same
time, however, it is also important to emphasise that the link between mon-
itoring and imprisonment has ramifications beyond the limited cases where
the activity results in a total restriction on movement. The connection tells us
something significant about the phenomenon of employee monitoring more
generally; namely, that the activity in question is in some respects on the same
continuum as imprisonment. For employers, we suggest that this changes the
legal risks associated with monitoring and makes the position for those wanting
to impose monitoring practices less straightforward. If the only factor that dif-
ferentiates monitoring from imprisonment in a given case is that the employer’s
movement is not sufficiently constrained or that the employee consents, then
companies will need to scrutinise their practices very closely, ensuring that the
monitoring does not slide into imprisonment territory. In particular, the na-
ture of employee consent will come into sharp focus, bringing with it all the
complexities about how consent in the workplace actually operates. At the very
least, it seems questionable that an individual could ever be considered to have
accepted significant reductions in their ability to move freely without this be-
ing clearly understood and agreed to in advance, and not simply through text
buried in an employment contract. In short, employers must take more seri-
ously that their monitoring could be in the same realm as imprisonment and
analyse their practices accordingly.

CONCLUSION

This article has argued that the dangers presented by employee monitoring
technology run far deeper than concerns about the use of our information
and data. The intense surveillance practices used by many firms today involve
sophisticated technology which can be used to keep staff under constant obser-
vation. Such measures resemble (and even go beyond) the types of constraint
on freedom more commonly associated with the state. In addition to issues
around informational privacy, we have argued that monitoring practices impli-
cate an employee’s physical privacy and, in extreme cases, can constrain liberty
so as to constitute a form of imprisonment. Appreciating these points has im-
portant legal implications. In particular, it reframes our understanding of how
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the ECHR applies in the monitoring context and, in the UK, brings into fo-
cus the relevance of longstanding torts like private nuisance, battery and false
imprisonment.

We conclude by noting that this article has sought to identify one particu-
lar area, highly relevant in modern life, where we see difficulties emerge from
a singular focus on informational privacy. In many ways, however, employee
monitoring is only one of a number of situations where this issue arises. In the
above discussion, we have alluded briefly to other scenarios, such as online exam
proctoring, where the same types of sophisticated tracking technology are used
(at times developed by the same companies).!*” We would suggest that many
of the arguments made in this article, and legal implications we have drawn
out, would be applicable in that context as well. Even more generally, though,
we can observe that in a world where surveillance has become increasingly
commonplace, especially by private entities, the issue we are so often presented
with is that our data is constantly being tracked, collected and passed on. By
recognising that the problems are more layered than this, and understanding
that surveillance technologies implicate values such as our physical privacy and
our individual liberty, we can make much better sense of how the law can help
us as we navigate our lives in the digital age.

140 See for example n 32 above and accompanying text.
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