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A B S T R A C T

Time-critical computing systems are essential for industries requiring precise timing, such as automotive and
aerospace. With technological advances in integrated circuits, cloud computing, and the Internet of Things
(IoT), these systems have rapidly expanded into diverse areas including smart grids, e-health, environmental
monitoring, and autonomous vehicles. This expansion not only broadens their application scope but also
complicates their design and operation, raising issues of efficiency, reliability, security, and privacy. The goal of
this special issue aims to investigate the application of Artificial Intelligence (AI) in enhancing the performance,
design, monitoring, and maintenance of time-critical computing systems. It aims to demonstrate how AI can
overcome existing limitations in time-critical computing systems and applications, and to advance the state of
the art in AI techniques for these systems.

1. Introduction

Time-critical computing systems have been crucial in meeting strict
deadlines and have been widely used in industries such as automo-
tive and aerospace. However, with the advent of technologies such
as integrated circuits, cloud computing, and the Internet of Things
(IoT), these systems have seen an exponential growth in deployment
and development across a wide range of domains. Specifically, from
smart grids and e-health to environment monitoring and autonomous
driving, time-critical computing systems have enabled a multitude of
applications that have become an integral part of our daily lives. In the
meantime, the runtime platforms of these systems have also evolved
and expanded, encompassing everything from personal devices like
smartphones to large-scale, distributed systems such as cloud comput-
ing. This growth has led to the development of advanced hardware
and software solutions, but has also created complex issues in terms of
efficiency, reliability, security, and privacy. To tackle these challenges,
Artificial Intelligence (AI) has emerged as a promising tool in creating
more advanced, reliable, and efficient computing systems.

This special issue focuses on the application of AI in time-critical
computing systems, exploring how AI can be used to optimize per-
formance, design, monitoring, and maintenance. It also addresses the
security and privacy challenges inherent in these systems and their
applications. The objective is to explore the potential of AI for time-
critical computing and to push the boundaries of current AI techniques
within this field.

∗ Corresponding editor.
E-mail addresses: lcheng@ncepu.edu.cn (L. Cheng), xiaomin.chen@reading.ac.uk (X. Chen), z.zhao@uva.nl (Z. Zhao).

2. Contents of the special issue

This special issue received a total of 23 submissions, each of which
was subjected to a thorough and rigorous review process. At least
two internationally recognized experts in the field evaluated each
manuscript. The assessments focused on a range of criteria including
originality, novelty, scientific and technological rigor, methodological
soundness, relevance to the current state of the art, coherence, practical
applicability of any proposed use cases, potential impact within the
scientific community, and overall clarity. Following this meticulous
review, 9 papers were chosen for inclusion. These articles collectively
address a diverse array of topics related to time-critical computing sys-
tems, covering systems optimization, privacy and security, algorithms
and applications.

2.1. System optimization

The paper ‘‘Imitation Learning Enabled Fast and Adaptive Task
Scheduling in Cloud’’ authored by K. Kang, D. Ding, H. Xie, L.
Zhao, Y. Li, and Y. Xie [1] introduces the ILETS (Imitation Learning
Enabled Task Scheduling) framework, which enhances task scheduling
in cloud computing by integrating deep reinforcement learning (DRL)
with imitation learning. This approach focuses on optimizing response
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times, reducing energy consumption, and improving task success rates.
The framework consists of two main components: offline initial network
parameters training and online asynchronous imitation learning. The
former part uses behavior cloning to train the DRL model with expert
demonstrations for high-quality initial decision-making, while the latter
updates the DRL model in real-time with expert inputs to adapt to
changes in the cloud environment. Experimental results using real-
world datasets show that ILETS outperforms standard DRL and other
advanced techniques, making it highly effective and adaptable for
dynamic, deadline-driven task environments in cloud computing.

The work ‘‘EdgeOptimizer: A Programmable Containerized Sc-
heduler of Time-critical Tasks in Kubernetes-based Edge-Cloud
Clusters’’ authored by Y. Qiao, S. Shen, C. Zhang, W. Wang, T. Qiu,
and X. Wang [2] presents EdgeOptimizer, a modular and decoupled
system designed to enhance the scheduling of time-critical tasks across
Kubernetes-based edge-cloud clusters. Addressing the inefficiencies in
existing scheduling systems, EdgeOptimizer provides a customizable
and testable environment for deploying various algorithms, ensuring
improved orchestration and dispatch of tasks. It supports multiple edge-
cloud collaboration scenarios and allows for agile algorithm design and
switching, significantly reducing setup costs and facilitating easy adap-
tation to changing requirements. The performance of the system was
rigorously evaluated against traditional models, demonstrating its supe-
riority in handling real-time, delay-sensitive tasks by improving success
rates and optimizing resource usage. The innovative approach not only
streamlines the deployment process but also enhances the scalability
and effectiveness of service orchestration and request dispatching in
dynamic cloud environments.

The article ‘‘A Fine-grained Robust Performance Diagnosis
Framework for Run-time Cloud Applications’’ authored by R. Xin,
P. Chen, P. Grosso, Z. Zhao [3] presents a sophisticated framework
called FIRED (Fine-grained Robust Performance Diagnosis) designed to
address challenges in maintaining the quality of service for time-critical
cloud applications. The FIRED framework enhances the identification
and diagnosis of performance anomalies by integrating a metrics se-
lection component to reduce noise and enhance detection efficiency,
a deep ensemble-based anomaly detection component that leverages
multiple models for robust accuracy, and a fine-grained, real-time
root cause localization component that uses a dependency graph to
accurately pinpoint the origins of performance issues. Extensive exper-
iments show that the framework can effectively reduce data noise and
precisely localize the root causes of performance anomalies, achieving
notable improvements in accuracy and robustness over existing meth-
ods. The framework significantly contributes to the field by offering a
more reliable and precise tool for performance management in dynamic
cloud environments.

2.2. Privacy and security

The paper ‘‘FLPM: A Property Modification Scheme for Data
Protection in Federated Learning’’ authored by S. Xu, H. Xia, P.
Liu, R. Zhang, H. Chi, W. Gao [4] presents FLPM (Federated Learn-
ing Property Modification), for enhancing data security in federated
learning environments in time-critical computing applications such as
IoT. FLPM addresses the dual challenges of property inference and data
poisoning attacks by modifying training data properties using a series
of algorithms for property separation, selection, and control based on
variational autoencoders. This method strategically obfuscates non-
task-related properties, sacrificing minimal classification accuracy for
significantly improved data protection. The experiments demonstrate
the effectiveness of FLPM in substantially lowering the success rates of
property inference and data poisoning attacks, highlighting its potential
to safeguard sensitive data in federated learning applications.

The article ‘‘Privacy-Preserving Clustering Federated Learning
for Non-IID Data’’ authored by G. Luo, N. Chen, J. He, B. Jin, Z.
Zhang, Y. Li [5] aims to address the challenges of traditional federated

learning (FL) frameworks that struggle with the non-independent and
non-identically distributed (non-IID) nature of data across devices in
IoT networks. The authors introduce a novel approach employing a
lightweight randomized response differential privacy method to safe-
guard the distribution characteristics of client data while efficiently
quantifying their similarity. This method also integrates a community
detection algorithm with linear time complexity to strategically cluster
clients, enhancing the performance of FL models in heterogeneous data
environments. The experimental results demonstrate the effectiveness
of the approach, showing minimal impact on model accuracy while
significantly boosting privacy and performance in personalized learning
scenarios.

The paper ‘‘YOLO-based ROI selection for joint encryption and
compression of medical images with reconstruction through
super-resolution network’’ authored by Priyanka, N. Baranwal,
K. Singh, A. Singh [6] presents an integrated approach to secure
and compress medical images using YOLOv7 for Region of Interest
(ROI) detection, followed by a novel encryption-compression technique
and a super-resolution network for image reconstruction. The process
begins with YOLOv7 identifying the ROI in medical images quickly
and accurately. Subsequently, a combination of a three-dimensional
chaotic map and customized Huffman coding is applied for encrypting
and compressing the ROI, ensuring both security and efficiency without
sacrificing the compression ratio. At the receiver end, a super-resolution
network reconstructs the ROI images to a high degree of accuracy
for diagnostic purposes. Extensive experiments demonstrate that the
method achieves superior security and compression performance while
maintaining high image quality, making it suitable for real-time smart
healthcare applications.

The work ‘‘PBRL-TChain: A Performance-enhanced Permiss-
ioned Blockchain for Time-critical Applications Based on Rein-
forcement Learning’’ authored by Y. Zhang, J. Lin, Z. Lu, Q. Duan,
S. Huang [7] introduces PBRL-TChain, a framework designed to en-
hance the performance of permissioned blockchains for time-critical
IoT applications using deep reinforcement learning (DRL). The key
innovations of PBRL-TChain include a priority ordering mechanism
to minimize latency, a fast retransmission method to reduce the im-
pact of transaction conflicts, and a DRL-based dynamic adjustment
method to optimize performance continuously. Experiments demon-
strate that PBRL-TChain significantly outperforms existing systems,
achieving drastically reduced latency for time-critical transactions and
improved overall system reliability and throughput. The framework
offers a promising approach to meeting the stringent requirements of
low latency and high reliability in time-critical blockchain applica-
tions.

2.3. Algorithms and applications

The article ‘‘Grassroots Operator Search for Model Edge Adap-
tation using Mathematical Search Space’’ authored by H. Ben-
meziane, K. Maghraoui, H. Ouarnoughi, S. Niar [8] explores an
innovative approach in hardware-aware neural architecture search
called Grassroots Operator Search (GOS). The methodology focuses on
optimizing deep learning architectures for edge devices by redesigning
each operator from the ground up using mathematical instructions. This
enables the creation of efficient operators that maintain the accuracy of
the original models while reducing computational complexity. The GOS
method has demonstrated significant improvements over traditional
models, achieving up to 2.2x speedup on devices like the Redmi Note 7S
and Raspberry Pi3. A key application showcased is pulse rate estimation
on wearable devices, where GOS achieves state-of-the-art performance
with reduced computational demands. The paper presents a promising
direction for developing deep learning models that are not only high-
performing but also resource-efficient, tailored specifically for edge
computing environments.
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The paper ‘‘Modeling and Energy-Optimal Control for Freight
Trains based on Data-Driven Approaches’’ authored by X. Tao, P.
Sun, Z. Xiao, C. Fu, X. Feng, Q. Wang [9] addresses the energy
optimization of freight trains, a critical aspect in time-sensitive logistics
and transportation. It introduces a data-driven approach that incorpo-
rates a dynamic programming algorithm and a multi-input multi-output
self-organizing fuzzy neural network to optimize the control of freight
trains in real-time. This method focuses on efficiently managing the
energy consumption of traction substations by dynamically adjusting
to varying operational conditions and environmental factors. The ca-
pability to perform real-time adjustments and deliver precise control
makes it essential for applications where time and energy efficiency
are crucial, demonstrating a substantial reduction in energy usage by
34.8% compared to conventional methods. The approach showcases
significant advancements in the field of time-critical computing within
transportation systems.
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