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1
General Introduction

1.1 The Goal: Flexible and Accountable Data Exchange

In recent years, a multitude of academic and industrial projects have developed
consortia, infrastructures, and software systems for various cases of data exchange:
the controlled sharing and processing of valuable data across organisational boundaries.
Consider the following examples of data exchange platforms and projects.

1. AutoMat is a marketplace for sharing automotive vehicle sensor data across vehicle
brands and models, to improve autonomous vehicle systems, e.g., to keep traffic
routing informed by (changes in) local weather and road quality [PWZ+17].

2. The ICARUS framework specialises in brokering aviation data exchange agree-
ments, by handling the sharing policies and intellectual property rights [BPP+19].

3. The Health Research and Innovations Cloud is under development, aiming to
facilitate safe and ethical sharing of health research data accross the EU [AAA+20].

4. The International DIPG Registry is used to share anonymised medical data, spe-
cifically on the DIPG disease, toward the development of new treatments [BBL+17].

5. Developed by the OpenAIRE project [SK12], Zenodo is a platform for unrestricted
sharing of research papers and other digital artefacts1, e.g., AI models, source
code, experimental data, and project documentation [GN25].

The mass of these projects reflects the promise of their efforts; there is a great
deal of value currently locked away in large silos of private data. The variety of these
projects reflects the variety of (application) domains with potential for data sharing,
e.g., sharing the scarce DIPG data is necessary to develop treatments, and vast
amounts of aircraft sensor data is needed to train accurate AI models for predictive
aircraft maintenance [LdPMS25,LTK+18]. All these projects are complicated by the

1In fact, this thesis makes extensive use of Zenodo for disseminating the source code, documentation,
and experimental data behind the main contributions. Please see Figure 1.2 for the details.
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crucial need to carefully regulate the exchange and usage of the data, to safeguard
the privacy of medical patients and industrial secrets, as the case may be. For
example, [BBL+17] presents their process of reviewing user applications, and their
procedure for anonymising shared DIPG data, toward the satisfaction of the HIPAA
(an act of the United States Congress regulating access to medical patient data).

Several projects have made some progress in developing and validating software
systems that meet all the stakeholders’ requirements. But progress is impeded by the
difficulty in eliciting these requirements. Different stakeholders are concerned with dif-
ferent facets of the system, and formulate their requirements in different terms [GRJ22].
For example, in the automotive industry, different stakeholders must cooperate,
despite being specialised in the legal regulations of different countries [LTK+18].
Often, legal experts and system administrators must reconcile their notions of privacy,
and how they pertain to the sharing of data. The elicitation process also reveals
conflicts between requirements, causing delays while they are renegotiated [BZ19].
Indeed, requirements negotiation is an entire area of study [BBHL94] offering several
solutions [RM22,KKS21,BZ19,Suh19]. The most difficult cases arise where conflict
is intrinsic, and the stakeholders must compromise. For example, scientists are
incentivised to access as much sensitive medical data as possible, to enable significantly
meaningful results; e.g., this necessity motivates the sharing of DIPG data [BBL+17].
Meanwhile, medical patients are incentivised to keep their sensitive data private,
because even the most carefully controlled sharing of their data incurs some risk that
it is misused in the future [GKV+20]. For example, medical patients with serious
conditions harm themselves by revealing the details of their illnesses to their (future)
medical insurers [HR00,AS15]. Finally, the requirement elicitation and reconciliation
effort never ends, because stakeholder requirements change over time. For example,
data processor requirements change as particular vendors come and go over the
lifetime of the system, and legal regulations change to update requirements on the
software, for example, in its guarantees about user privacy [TCM24,Shi11].

In abstract, two notable requirements never seem to change. Firstly, data exchange
systems must remain flexible to the user requirements being enforced, such that the
system can operate, despite ever-changing users and user requirements. Secondly,
these systems must systematically enforce the accountability of users to their actions,
to mitigate the high risk of misuse of valuable data in an ever-changing environment.

The EU commission has mandated the coordination and inter-operation of data
exchange projects, for the sake of streamlining, inter-connecting, and de-duplicating
their work, while improving the quality and longevity of their results [Eur20]. New pro-
jects and consortia have responded with large-scale consultation and standardisation
efforts, aiming to expose and create relations between existing projects and solutions.
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The Amsterdam Data Exchange (AMdEX) is such a project (see https://amdex.eu),
emphasising solutions that generalise many use cases and application domains.

The grants for AMdEX-Fieldlab and AMdEX-DMI funded my research. So
the question was: what theory and tooling aligns with the EU mandate of generic
solutions to the problem of flexible and accountable data exchange?

1.2 The Means: Piecewise Specification and Enforcement

This thesis overviews my contributions to the greater research effort that is ongoing
in my research group of the University of Amsterdam (UvA2), and which reflects my
background and the influence of my peers.

This thesis takes a consistent approach to challenges of facilitating, reasoning about,
and controlling the operation of complex, distributed, multi-agent, (data exchange)
software systems. Many problems are framed as the need for agents to effectively
specify their requirements on the behaviour of the system. For example, their selected
specification language must be able to faithfully capture their requirements.

What is a Specification Language? Ultimately, every specification in every
language has the same main purpose: it is a concrete and communicable artefact,
whose value lies in its formalised meaning in relation to behaviour, e.g., of a data
exchange system [SMHB98,MK20]. Ultimately, the meaning of any specification is in
its discrimination between the behaviours it accepts from those it does not.

How we use these specifications varies from case to case. The simplest case is
perhaps the selection of a specification, because it assigns a value to each system
behaviour. Depending on the context, these values express requirements, expectations,
observations, or predictions of (future) behaviour. Thus we can frame the problem of
eliciting stakeholder requirements on the data exchange system as their selection of a
specification. For example, this is the main concern of Chapter 3, where stakeholders
take turns formalising each of their requirements in a shared specification.

Once a specification is available, there are many ways it can be put to good
use. Often, we enforce specifications in a real system: we prevent or correct system
behaviour which is specified to be unacceptable. For example, in Chapter 6, agents
specify which actions they permit, and then auditors punish agents for acting without
permission. In other situations, acceptance is systematically preserved. For example,
in Chapter 5, agents specify which communication behaviour they accept, and then
some behaviour is selected and realised, such that all agents are satisfied.

To make sense of these various usages and application contexts, this thesis borrows
terminology from the literature. The following overviews the main terms.

2Please refer to the Glossary to clarify such names and abbreviations used in this thesis.
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1. A model is an abstraction of a concrete (data exchange) system. Generally, our
specification languages are also modelling languages, because they model the
current state and acceptable system behaviours of the system. The precise roles of
the model(s) in each specification depend on the language, so they vary between
the chapters. For example, in Chapter 2, each specification models the system
as it is, including which actions may happen next, and which ways it currently
violates norms. And in Chapter 5, each specification models the current system
state and models each communication pattern that would be acceptable next.

2. A program is some syntactic object, assembled from parts. A program is executable,
whereupon it produces some result. In many chapters, specifications are the
(syntactic) programs that users manipulate, and their execution results are
(semantic) models that users reason about. For example, in Chapter 3, programs
specify granular relationships between entities, and their execution applies logical
reasoning to fill in any implied relationships. When programs are deterministic,
the same programs necessarily always (re)produce the same results. In Chapter 6,
agents rely on the determinism of their language, so that their explicit agreement
on specifications implies their agreement on models. But in Chapter 5, programs
are nondeterministic; users reason about the set of possible execution results, but
execution ultimately selects one result in particular.

3. We use norm and policy3 to refer to specifications of normative concepts from the
social and legal literature and traditions. For example, in Chapter 2, specifications
are policies because they capture obligations between institutional entities.

4. We use protocol as an alias for specification in Chapter 5, where behaviour is
communication, i.e., the (coordinated) passing of messages over time.

How do we Define and Use Specifications? We only consider specification
languages which are defined in some well-understood mathematical formalism like
a set theory or a type theory. As per tradition, we usually break each language
into its syntax and its semantics. The former characterises how specifications are
represented, built from smaller parts, and broken down again. The latter relates
each specification to the semantic domain that we reason about, usually a model
of data exchange systems. Many times throughout this thesis, we will define a new
specification language as a syntax-semantics definition pair, often in terms of existing
languages. This formal approach has many advantages. Firstly, by basing different
languages on the same mathematical foundations, we have a starting point for their

3The term ‘policy’ is particularly overloaded in the literature. Often, it takes on an imperative
connotation, where policies operationalise specifications of another kind. For example, this is the
case in XACML policies, whose granular rules express enforceable conditions on access to resources.
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comparison. Secondly, assuming we all agree on the mathematical foundations, they
standardises the interpretation of specifications. For example, in Chapter 4, it suffices
for the agents to agree on which specification is selected, because then they will
certainly all reach the same conclusions when reasoning about its meaning.

Lastly, rigour is necessary to automate all of the aforementioned usages of specific-
ations. We run into automation from the start, during the development process. We
implement our language definitions in software tools, to aid (the reproducibility of) our
experimentation. For example, all of our contribution chapters are backed by software
artefacts: implementations of language compilers or interpreters, and experimentation
scripts and results. But automation is also needed in application; human interaction
with specifications and behaviour is mediated by automation at every level. For
example, in Chapter 5, humans rely on a distributed software system to communicate
their specifications over the network, and to realise communications. In Chapter 6,
autonomous software agents act on the behalf of humans, creating new specifications,
communicating them with their peers, and reasoning about them at runtime. This
degree of automation is unavoidable in practice, where specifications become too large
– and reasoning becomes too complicated – for humans to manage without machine
assistance [End17]. In this context, humans rely on the rigour and correctness of the
theory and its implementation for the systems to behave as intended.

What is the Novelty? This thesis consistently reflects a unique emphasis on
specifications that can be extensively modified or composed, sometimes at the cost
of other features. In every case, we use this to keep specifications aligned with
changing requirements and expectations on the system. For example, Chapter 3
defines a language in which agents can refine the (semantic) model by composing new
parts on the persistent and shared (syntactic) program. The later sections keep this
incremental aspect, but connect more and more functionality to specifications.

1.3 Structure and Contributions of the Thesis

The main contributions of the thesis are spread over Chapters 2 to 6. Figures 1.1
and 1.2 lay out the research articles and supplementary artefacts (source code, proofs,
and experimental results) which are the bases of these chapters. The contributions are
laid out roughly in order that the underlying research efforts were started, because they
significantly overlapped, and some even continue at the time of writing. Section 1.4,
to follow, lays out the narrative thread through these chapters, but we summarise
it here: all chapters concern the incremental specification of multi-agent software
systems, but successive chapters introduce complications as we approach our goal.
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• Chapter 2 improves the semantics and tooling for the existing eflint language,
where users incrementally build specifications, e.g., of data exchange systems.

• Chapter 3 defines Seaso, a new eflint-like language for cooperative specification,
where multiple agents incrementally develop a shared specification, and use the
same specification to control the contributions of their peers. Here we see that
the specification’s definition and enforcement become intertwined.

• Chapter 4 formalises the aforementioned cooperative specification problem, and
generalises away from Seaso, evaluating it alongside other specification languages:
Datalog, Alloy, eflint, and Slick (another new language that is based on Seaso).

• Chapter 5 spreads the agents over a distributed system, so they can no longer
maintain their overview of the shared specification. The key is to co-design
the specification language (PDL) with the distributed system (the Connector
Runtime) to make the changing specification enforceable in this context.

• Chapter 6 generalises away from PDL and the Connector Runtime, and generalises
the cooperative specification framework to distributed systems. As in Chapter 5,
the agents cannot overview the entire specification, but now there is no such
specification; within agreed limits, agents act on different views of their system.
Nevertheless, we show that agents can decide when they have sufficient information
to justify their actions, such that all observers necessarily agree. We then recreate
an existing medical data exchange system, and highlight the added flexibility and
accountability: agents cooperate to change fundamental data exchange agreements
at runtime, and to enforce (their peers’) compliance to the specification.

Finally, Chapter 7 concludes by reflecting on the main contributions. We reflect on
their role in the larger research efforts in the AMdEX project and in the research
group, and we summarise the various avenues for future work.

1.4 Narrative Thread through the Chapters

Here, I link the contribution chapters together by laying out a more personal,
candid, and informal narrative. This gives me a chance to present the underlying
efforts, my motivations beforehand, and the insights I gained along the way. The
narrative is summarised visually by Figure 1.3. Naturally, this figure is an incomplete
approximation of a subjective reality, but I hope that it helps to paint a picture.

In the Beginning Prior to my arrival, research at the university aimed to close
the gap between data exchange software systems and the legal regulations that
specify how they are permitted to behave. The flint language was developed as
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a means of modelling legal relationships [vDvdSvE16,BvDdB+22]. flint models
relationships between institutional entities by implementing Hohfeld’s framework
for legal reasoning. For example, each flint specification models actions as actor-
recipient relationships, and specifies their pre- and post-conditions as constraints
over entity attributes. Then eflint (‘executable flint’) was developed as a flint
variant for automated case-analysis, via a collaboration with CWI, spearheaded
by dr. Thomas van Binsbergen [vBLvDvE20, vBKB+21]. The eflint interpreter
digests input specifications, enumerates the normative violations in input scenarios;
for example, an action was triggered while prohibited, because its pre-condition was
unsatisfied. Somewhere along the line, derivation rules were added to the language,
internalising the fundaments of logic programming. For one thing, these rules enabled
qualifications. For example, when a rule derives bid instances from raise hand
instances, the eflint specification internalises a notion of qualification: the physical
event of raising a hand circumstantially counts as the social act of bidding in an
auction. The language grew and changed to meet the needs of the students and
researchers that used it as a modelling and reasoning tool in various application
contexts.4 I joined their ranks under Thomas’s supervision, and I turned my attention
to eflint, asking: how can this approach be adapted in a context where everything
about the specified system becomes distributed, decentralised, and federated, to
afford its application to regulating data exchange systems?

Developing eFLINT Chapter 2 takes the eflint language as a starting point,
approaching its application to the specification of (norms of) data exchange systems.
First and foremost, we refine the language by filling holes in its existing definition,
such that each eflint specification has a single, standard interpretation. In the
process of this work, we encountered a flaw in the existing eflint interpreter,
concerning a facet of the language that was under-specified. The issue arose in
eflint specifications which express reasoning by default; some specifications have
behaviour that is unexpected, and sensitive to unspecified details. To close the gap
between our new interpreter and the relevant literature, and to minimise our own
effort, our definition of eflint is expressed as a translation to the existing Clingo
language [GKKS19]. Clingo has the appropriate logical foundations [GL88], and
its open-source reasoner addressed the problems with reasoning by default. Our
translation repurposes the Clingo reasoner as the reasoning back-end for a new
interpreter of our eflint variant. After an experimental comparison of the two
interpreters, we conclude that we have correctly redefined and reimplemented the
original eflint semantics, except where we have deviated on purpose, in cases of
reasoning by default. As we had hoped, we also found that our new interpreter exploits
4Somehow, updates to Thomas’s language were most frequent when Thomas was out of office.
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Figure 1.3: Informal overview of tools, languages, frameworks, and research topics
relevant to this thesis (italicised text), how they have influenced one another (influen-
cer −→ influenced), and in which clusters they are presented (coloured rectangles).

the extensive performance engineering behind Clingo to usually achieve significant
speedup. Most interestingly, our approach lets us exploit the powerful answer-set
solving features of Clingo, affording new usages of eflint specifications: users can
automate the (bounded) search for (counter)examples to user-defined constraints
over scenarios. This usage is common in existing eflint-like languages, such as
FIEVeL [VC08] and Symboleo [PRR+24]. We hope this work to complement the
existing applications of eflint to data exchange, e.g., to model-check the logical
consistency of normative data sharing agreements.

From Chapter 2, we take the lesson that logic programming is fertile ground for
a declarative expression of many facets of our systems. It is easy to specialise the
interpretation of logical variables by their syntactic structure, and this suffices for us
to model many concepts at layers that seem separate at first glance. For instance,
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in Chapter 2, our eflint translation to Clingo embedded eflint’s notions of truth
alongside permissions, duties, and events, which are associated with radically different
modalities, and so the corresponding concepts are usually strictly separated. We
didn’t stop there; in Chapter 2, we even embedded a significant chunk of the rules
eflint semantics (defining eflint) at the meta-level as Clingo rules alongside the
Clingo rules translating the domain-level (using eflint). We observed that eflint
adopted a characteristic of the logic programming paradigm which is particularly
desirable in our context: semantic objects that are the focus of users are highly
explainable, because they arise entirely from reasoning steps formulated in terms of
program rules under user control.

Branching Off Chapter 3 is the result of a language-design process, reflecting
my attempt to build a lightweight language that is inspired by eflint, but which
tightly focuses on my use case: the incremental specification of complex, inter-domain
cyber-social systems. The result was Seaso, a very simple domain-specific language.
Like eflint specifications, Seaso programs 1. model systems as a collection of named
relations, denoted by a collection of nested, typed tuples, 2. fundamentally distinguish
domain elements representing truths from violations, and 3. are extensible, affording
the alteration and refinement of models. Put together, Seaso affords the same
essential usage of eflint: programs are incrementally extended, updating a model of
the domain of discourse. The presence of explicit violations affords Seaso’s role as
a specification language: each program specifies that its extensions should add no
violations. However, Seaso differs from eflint in some key points.

1. The inbuilt integer arithmetic operators and semantics are removed.

2. The syntax is decoupled from legal concepts like duty-holder and action-recipient.

3. eflint’s expression combinators are replaced with Datalog-style rules [MTKW18].

4. The stable-model semantics underlying the logical inference of eflint and Clingo is
replaced by the (related) well-founded semantics for logic programming [VGRS91].

5. The novel seal construct is added to control how programs are extended.

Points 1–3 all reflect an extreme emphasis on minimalism in the language definition,
with the goal of affording rapid iteration of the language design, and the rigorous
definition and analysis of the Seaso language and its programs. Points 1 and 4
reflect a new emphasis on a semantic robustness that is necessary in our context,
where models of the system are expected to be constructed piecewise, as norms and
details take shape by passing through the hands of many stakeholders, with various
specialisations, over long periods of time. More precisely, Point 1 lets us prove that,
unlike eflint, every finite Seaso program has a finite model, which is computable
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in finite steps, and which prescribes unique answers to every conceivable semantic
query. So, for example, malicious stakeholders cannot craft Seaso programs which
cause the interpreter to hang. Point 4 subtly changes the meaning of programs which
(perhaps unintentionally) express inconsistent logical properties. For example, the
original eflint interpreter erroneously answers true to ‘is Amy a user?’ given the
specification ‘Bob is a user but Amy is a user only if Amy is not a user’, while our
new eflint interpreter answers ‘your specification is inconsistent’ and our Seaso
interpreter answers ‘Bob is a user but Amy’s status is inconsistent’. Intuitively, Seaso
models ‘contain’ logical inconsistencies, rather than collapsing entirely. The final
Point 5 is a very modest technical contribution: like visibility keywords in Java or
type-declarations in Haskell, it lets Seaso programs control the usage of program
constructs, quickly raising errors when programs are used improperly. However,
Chapter 3 extensively explores the potential of this language feature as an additional
meaningful layer of Seaso specifications. In a nutshell, like eflint’s normative
violations, these new seal constructs in Seaso programs internalise user requirements
that must be expressed at some point: which changes to the program itself are
permitted? For example, are data-consumer stakeholders permitted to alter the legal
experts’ definition of legal consent? Probably not. But are they allowed to add
and remove particular instances of consent? Probably in some circumstances. In
Chapter 3, we build a suite of reusable interdependent Seaso specifications which
precisely define and relate many concepts from the data exchange literature, including
events, archetypes,5 workflows, and access control policies.

The work behind Chapter 3 was important to my personal development; working
on and with Seaso clarified ideas that persisted throughout my future works, which
is evident in the subsequent chapters. Unfortunately, the paper itself was never
accepted for publication, but the reviewers of our rejected drafts directed me to
relevant work on topics such as argumentation frameworks and the Alloy specification
language [Jac03]. Eventually, I became more interested in the ideas behind Seaso
than in the language itself, and so I focused on exploring these ideas instead.

Zooming Out Chapter 4 generalised the ideas of Chapter 3 beyond Seaso. First,
we finally precisely formulated the problem of cooperative specification: where
autonomous agents incrementally build a shared specification that captures everyone’s
contributions. Crucially, our framing emphasised the need for control over the process.
How can agents avoid (unintentionally) stepping on each others’ toes? We took
the approach of internalising the means of control in the shared specification itself.
Chapter 4 provides language schemas and control triples as theoretical tools for

5Seaso was born from attempts to formalise these archetypes in eflint alongside Nina Verheijen,
who was working on her Master’s thesis at UvA at the time. We struggled with the lack of control.
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precisely defining and evaluating languages for solving the cooperative specification
problem. Through this lens, Chapter 4 looks back on the Seaso language, and situates
it in the vast space of possible approaches, languages, and cooperation scenarios. We
evaluate our framework and perform a cursory exploration of the language space by
adapting languages Datalog, eflint, and Alloy for cooperative specification. We
identify a ‘static–dynamic’ spectrum on which composition-control features fall; in
summary, static features are easier to evaluate, but have limited expressivity. We
re-frame the sealing mechanism – developed for Seaso in Chapter 3 – as just one
of the possible composition-control mechanisms, situate it on the static end of the
spectrum, and explore its use in other languages. We identify dynamic invalidity on
the opposite end of the spectrum, and explore its strengths and weaknesses. Finally,
we introduce Slick as a variant of Seaso that is designed around dynamic invalidity
instead of static seals. In a nutshell, Slick sacrifices some of Seaso’s static robustness
for an even simpler language definition and greater expressivity.

Chapter 4 became a sort of central lynchpin of my thesis, because it finally clarified
our specification-centric approach. Also, it resulted in the Slick language, which
would become a useful exploratory tool, and would become integral to the case study
in the final Chapter 6. There, the expressivity of Slick afforded our specifications
which capture concepts that are particularly complex, because they blur the line
between the usual domain- and meta-level facets of the specification. For example,
in Chapter 6, Slick programs let legal experts specify that data-consumers are only
permitted to create consent (at the meta-level) on the condition that they are known
to be the subjects of the data (at the domain-level).

Meanwhile Chapter 5 introduces the Reowolf project, a line of research that ran
concurrently with the AMdEX project that drove the previous chapters. Chapter 5
also reflects the paradigms of a different community: formal (synchronous) network
and coordination languages. But over time, this line of research would influence and be
influenced by my other research. Chapter 5 reports on just the most relevant facet of
my role in developing Reowolf connectors, which aimed to replace BSD-style network
sockets (like good old TCP and UDP) for multi-party communication sessions on the
Internet. Reowolf extended the programming methodology of the Reo coordination
language to the Internet (hence the name). Reo had been mostly applied to software
systems in shared memory, where its highly abstract protocols are used to specify
dataflow-dependencies between software components. The strengths of Reo come
from its extremely abstract relation- and constraint-based formalism, and its design
emphasising modularity and compositionality [Arb11]. Reo has seen significant work
in developing its Reo-to-Java glue-code generator tool (‘the Reo compiler’ [DA18])6

6In fact, my master thesis [Est19] developed new a Reo compiler back-end, translating to Rust.
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and formal methods of systematically reconfiguring Reo protocols and verifying their
properties. Reowolf raised the question: can we use a Reo-like language to specify and
verify internet protocols, such that Reo’s usual compositionality and safety properties
follow? As the core developer, I worked with some dear CWI colleagues for a year to
develop Reowolf’s Protocol Description Language (PDL), a specialised Reo variant,
alongside the Connector Runtime, a distributed and incremental PDL interpreter.
The idea is that our connectors played the role of BSD-style sockets, letting users
drive communications by exchanging datagrams with their peers. But the novelty
of connectors is their extreme configurability: users control connectors via PDL
protocols; programmers can time and synchronize messages in flight between multiple
parties. For example, PDL trivialises the expression of synchronous, distributed,
and ad-hoc transactions, whose low-level implementations are far from trivial. For
example, Amy can specify ‘Send “hi” to Bob or Eva iff Bob sends “hello” to Dan’.

But Chapter 5 does not focus on the design, implementation, and testing of
PDL or connectors.7 Instead, it reports on a more recent effort: we summarise
the result of formally 1. defining Reowolf’s PDL, 2. proving key PDL properties,
and 3. characterising runtime systems that continuously construct communication
behaviour from PDL protocols. Thus, we clarify what exactly the Reowolf project
contributed, such that the key ideas can be applied in other contexts. Notably, we
distinguish dual notions of PDL behaviour. 1. Users constrain what behaviour is
accepted, generalising over unknown parts of the session with unknown peers. 2. The
runtime system constructs behaviour from the protocol, interpreting it as a closed
system. We highlight how these notions make PDL fit for its purpose; acceptance
has the strengths of constraint programming, because syntactically composing PDL
protocols precisely intersects the sets of behaviours they accept. We highlight how our
application context sets our notion of runtime system apart from similar works, such
as the Esterel and Lustre languages. PDL runtime systems are largely decentralised,
and protocols can be changed on the fly. For example, consider the contrast to Esterel,
whose specifications are used to generate runtime systems in overview first, which
generally cannot change once communication has begun.

Work on Reowolf in general, and formally verifying our proofs in Coq8 [BC13] in
particular, were formative in my more methodical thinking and communicating about
formal systems in general and specification languages in particular.9 Over time, the
essential tenet underlying Reowolf merged with the main idea behind cooperative
specification. I focused on the potential in – and challenges of – framing the fuzzy

7The Reowolf deliverables [EH24] detail these, but steel yourself for another 150+ pages.
8Since this work, Coq was renamed to Rocq, after decades of research and history. Personally, I find
the original name charming, but I suppose I can see why it was changed.

9If it were up to me, stakeholder negotiations would be conducted via specifications in Coq.
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problem of eliciting and combining multiple agents’ requirements on their shared
system as a continuous specification problem. The first step to productivity was
to choose the right language for expressing the requirements. Chapter 5 convinced
me that the composite specifications that result from this process can be executed
automatically and reliably, even in (mostly) decentralised runtime systems.

Putting it all Together On the one hand, Chapter 6 makes a contribution that best
reflects the earliest research effort during my time as a PhD student: addressing the
decentralised (re)definition and enforcement of complex normative policies. Chapter 6
reflects what I intended from the start, e.g., in my poster for the NWO ICT Open
conference in 2022 (Figure 1.4). On the other hand, Chapter 6 leverages more
recent results shown in the other chapters. Much as Chapter 4 generalised the
problem and Seaso language in Chapter 3, Chapter 6 provided a generic framing
which combined the continuous, cooperative specification in Chapter 4 with the
decentralised runtime system context of Chapter 5, e.g., generalising away from
PDL and the Connector Runtime. In a nutshell, in Chapter 6, we characterise
the languages and runtime systems that afford meaningful cooperative expression
and enforcement of specifications. We define the JustAct framework as an abstract
ontology, a collection of key requirements, and a specification of what happens
when these requirements are not met. The ontology and requirements characterise
and inter-relate the chosen 1. policy language, expressing composable normative
(meta)specifications, 2. distributed runtime system, which mediates inter-agent
communications, 3. agent statements, which contribute to the policy, and 4. agent
actions, which are regulated by the policy. By remaining abstract, the JustAct
framework itself remains extremely generic, primarily prescribing the responsibilities
on the agents to regulate their own behaviour and the behaviour of the peers. The
framework leaves room for different kinds of systems, and preserving the autonomy
of the agents to act as they please. But a key concept – reflected in its name10 – is
that JustAct fundamentally supports the task of auditors: checking which actions
are justified by their policies, i.e., permitted. This is despite the decentralisation
of the agents and their communications. We demonstrate the applicability of the
JustAct framework via a case study; we instantiate our framework and reproduce
the use cases of the brane medical workflow processing system [VCB21,KAA+24].
Moreover, we show how our version of brane supports new use cases. For example, in
brane today, the organisation-local policies regulating the authorisation of workflow
tasks are strictly separated from brane’s inter-organisation control plane, to prevent
sensitive medical (meta)data from leaking out of local policies. But because our
prototype uses the same notion of policies for inter- and intra-organisational policy,
10Credit for the name goes to Thomas. I must admit that he is better than me at naming things.
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Event histories are unfolded, but only 
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The system state is modeled by two 
abstractions interfaced by unfolding 
graphs of immutable events, much 
like the unfolding chains of im-
mutable transaction blocks in 
blockchains.

Collecting Facts
Agents create and share facts about 
their data exchange scenario. Based 
on input, agents decide which facts 
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1 Unfolding Event History
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Context: Organizations are eager to come together to share 
and exchange data and compute resources.

Problem: It is difficult to exchange data while preserving rel-
evant norms such as EU regulations and access control poli-
cies.

Solution: Build an infrastructure for generic data exchange, 
programmable with norm specifications to be automatical-
ly enforced.

Context: Work exists to formally specify norms, and to 
drive conformant execution given a specification.

Problem: Existing work encourages centralized design, 
emphasizing consistency over agent autonomy, which 
does not suit all use cases.

Solution: We develop a formalism and prototype 
which enables balancing consistency and autonomy as 
best suits the use case.

Figure 1.4: My poster for the 2022 edition of the NWO ICT Open Conference.
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agents can benefit from choosing to share non-sensitive parts of their local policies.
As in Chapter 3, this showcases a pervasive idea: there is benefit in situationally
internalising requirements in the shared specification; the contributor experiences
it as control over their peers, while their peers experience it as insight into the
requirements, leading to better informed decisions.

In Chapter 6, once again, multiple agents incrementally specify the behaviour
of their system. The specification languages themselves have changed little since
Chapter 3, but the new framing gives them new significance. Like Chapter 5,
JustAct relaxes agents’ views on each others’ specifications, such that they can work
concurrently, and keep sensitive (meta)data to themselves. Unlike Chapter 5, the
nature of their synchronisation is configurable also. We show that statically agreeing
which details must be synchronised suffices to create complex and configurable
inter-agent power dynamics, just by selecting specifications as usual. Thus, even
simple specifications play complex roles. Fortunately, this complexity is curbed by
our unifying view on language semantics; the same specification-evaluation function
is the basis of many important activities that are often distinguished: auditing,
runtime monitoring, action planning, and model checking. The key question is
always the same: given this specification is that behaviour acceptable? Naturally, the
implementations and case study in Chapter 6 is just the tip of the iceberg. Many
combinations of language and configuration remain to be explored and evaluated.
Which other systems can we recreate and improve?
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2

eFLINT Semantics and Model-Checking via Clingo

Abstract

Since its introduction at GPCE2020 [vBLvDvE20], the eflint norm
specification language has been used in academic and industrial applica-
tions to specify and automate compliance for various norms, such as privacy
regulations and data processing agreements. The eflint interpreter has
been used to automate the analysis of real-time or historical cases by
computing logical consequences and reporting normative violations.

To support future language and tooling developments, we contribute
a formal definition of the language as a translation to first-order logic
programming with stable model semantics. The described semantics
aligns with the previous semi-formal descriptions of the language, but
resolves issues relating to logical inference with negative antecedent and
aggregation operators. Specifically, we formalise the connection between
eflint’s derivation rules and Horn-clauses under the stable-model se-
mantics. Secondly, by repurposing the Clingo answer-set solver as a
highly-optimised eflint interpreter, we extend the tool-set for eflint
with model-checking abstract properties in addition to case-analysis.

We evaluate the new semantics and interpreter via an empirical compar-
ison of the existing implementation to our prototype implementation. We
observe that the expected subset of our tests have equivalent behaviours.
Moreover, we find that our use of Clingo for reasoning causes our new
interpreter to generally outperform the original interpreter.

Basis of this Chapter This chapter adapts the GPCE2025 conference article
[EMvB25b] and adopts its supplementary artefact, which is available at [MEvB25]: a
new eflint interpreter implementation and our experimental data and results. This
chapter extends the article with extra explanations and benchmark results.
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2.1 Introduction

The eflint language, first introduced at GPCE2020, is a domain-specific language
(DSL) designed to specify and reason about interpretations of normative documents
such as laws, regulations, and contracts [vBLvDvE20]. eflint has been used in
research of normative multi-agent systems [ZMKvE22,PvBSvE22], distributed data
processing systems [LSvE20, vBKB+21, SMO24, EvB24], and to develop partially
automated data governance solutions [AKAA+24,vBORS+24]. In these cases, eflint
has been used to specify, for example, (parts of) data protection regulations, data
processing and consortium agreements, and data access or usage conditions.

From the start, eflint was designed to bridge the gap between the normative
concepts typically expressed by legal experts, and event-driven software systems that
may require legal regulation. Thanks to its high level of abstraction, the language
serves as a lingua franca for normative concepts in separate domains. For example,
by their common encoding in eflint, smart contracts, data protection regulations,
and organisational policies have meaningful compositions [vBKB+21]. The eflint
interpreter, available online,1 checks the compliance against an eflint specification
of given scenarios, which instantiate specifications by laying out the events that
happen(ed) in the scenario. Precisely, the tool computes logical consequences and
enumerates the normative violations: unmet obligations and prohibited actions.

Section 2.2 explains the eflint language in more detail. Until then, we exemplify
the typical usage of the language; the eflint interpreter monitors the compliance of
a software system by checking system traces (modelled as scenarios) for compliance
against regulatory norms (modelled as a specification). Example 2.1 introduces our
running example of such a usage; in this case, the specification models the institutional
relationships between users, datasets, and instants, and formalises the norm that
users must inform data controllers of (the purpose of their) data accesses within a
given time frame. The scenario lays out a concrete sequence of events.

Example 2.1 (Running Example eflint Usage). A system is regulated by the
following specification, which expresses: accessors of datasets must notify the dataset’s
controllers (or the administrator by default) within ten time steps of the access.
// Introduce three basic record-types.

// Whenever controls relates controller X and dataset Y, derive existence of X and Y.

Fact instant Identified by Int

Fact user Identified by String Derived from (Foreach controls: controls.controller)

Fact dataset Identified by String Derived from (Foreach controls: controls.dataset)

1The Haskell implementation sees active development. But we focus on the version authored on the
13th of February 2025: https://gitlab.com/eflint/haskell-implementation/-/blob/cfe73e9a0ed59
4e384027ea29529da62dab1fe0f. See Section 2.9 for details of our dependency on this implementation.
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// Introduces type-aliases. E.g., any variable 'controller' has type 'user'.

Placeholder controller For user

Placeholder deadline For instant

// Introduce (mutable) relations over users, instants, and datasets.

Fact elapsed Identified by instant

Fact controls Identified by controller * dataset

Derived from (Foreach dataset: controls(user("Admin"),dataset)

Where Not(Exists user: user != user("Admin") && controls(user,dataset)))

// Actions are facts that can be triggered (with defined effects).

Act access Actor user Related to dataset, instant

Derived from (Foreach user, controls, instant: access(user, controls.dataset,

instant))

// When instance access(user,dataset,instant) is triggered, create these instances:

Creates (Foreach controls:

must_notify(user, controls.controller, access(user,dataset,instant), instant + 10)

Where controls.dataset == dataset)

// Duties are facts that are violated (under defined conditions).

Duty must_notify Holder user Claimant controller Related to access, deadline

Violated when Holds(elapsed(deadline))

Act notify Actor user Recipient controller Related to must_notify

Derived from (Foreach must_notify:

notify(must_notify.user, must_notify.controller, must_notify))

// when notify(user,controller,must_notify) is triggered, remove this instance:

Terminates must_notify

The following eflint scenario models a hypothetical system configuration just after
user Bob accesses the X-Ray dataset. It applies five effects in sequence.
+dataset("X-Rays"). // create

+controls(user("Amy"),dataset("X-Rays")). // create

+instant(9). // create

+user("Bob"). // create

access(user("Bob"), dataset("X-Rays"), 9). // trigger

Given the above input, the eflint interpreter emits the following output. The first
lines confirm the input. The final lines report that Bob’s access action was enabled
(i.e., permitted), and it had some effects: Bob acquired the permission and duty to
notify Amy and the administrator of the access event.
New types: access, controls, dataset, elapsed, instant, must_notify, notify, user

+dataset("X-Rays").

|-> +user("Admin")

'-> +controls(user("Admin"),dataset("X-Rays"))
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+controls(user("Amy"),dataset("X-Rays")).

'-> user("Amy")

+user("Bob").

+instant(9).

|-> +access(user("Admin"),dataset("X-Rays"),instant(9))

|-> +access(user("Amy" ),dataset("X-Rays"),instant(9))

'-> +access(user("Bob" ),dataset("X-Rays"),instant(9))

executed transition: access(user("Bob"),dataset("X-Rays"),instant(9)) (ENABLED)

|-> +notify(user("Bob"),user("Admin"), ... ,instant(19)))

|-> +must_notify(user("Bob"),user("Admin"), ... ,instant(19))

|-> +notify(user("Bob"),user("Amy"), ... ,instant(19)))

'-> +must_notify(user("Bob"),user("Amy"), ... ,instant(19))

The eflint language is motivated, described, and demonstrated in research
articles [vBLvDvE20,vBKB+21]. The syntax and fundamentals of the semantics are
defined using conventional mathematical notation and precise natural language. For
example, [vBLvDvE20] makes clear that each specification denotes an action-labelled
transition system, and that each scenario denotes a sequence of actions that traces a
path through the transition system. Figure 2.1 visualises a scenario, its constituent
actions, and their corresponding transitions. The existing eflint interpreter agrees
with the existing description of the eflint semantics. For example, the details
in [vBLvDvE20] suffices for users to agree that Derived from (Foreach dataset: ...) in
Example 2.1 denotes an eflint derivation clause which expresses ‘the administrator
control of datasets which have no other controllers’.

s1 s2 s3 ][]t3 s4

i1 a1 ∪ i′1 i2 a2 ∪ i′2 i3 a3 ∪ i′3 i4

t1 t2

Figure 2.1: A trace through states s1−4 over transitions t1−3, induced by a scenario
triggering actions [a1, a2, a3] in sequence. Each state and transition models the
(current) normative relationships as (elements of) some structured data base i.

However, at the time of writing, facets of the eflint semantics are not rigorously
defined. Consequently, details of the semantics remain unclear. For example, does
the administrator retain control over the X-Rays once Amy has taken control, i.e.,
after the events of the running example scenario? In the original interpreter, querying
?controls(user("Admin"),dataset("X-Rays")) after Example 2.1 yields true, so the answer
seems to be yes. However, this observed behaviour conflicts with the plausible
interpretation of [vBLvDvE20], that a derivation clause should yield a fact precisely
when all of its conditions are satisfied. Then why is the administrator’s control of
the X-Rays derived in a state where another user (Amy) already has control? In
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general, we observe that the behaviour of the eflint interpreter deviates from our
expectations in interpreting negation (Not), iteration (Foreach) or aggregation (e.g., Max)
expressions. But without a formal eflint semantics, how can we distinguish surprising
but intended behaviour from bugs in the interpreter implementation? In either case,
the current behaviour is undesirable, because its evaluation of expressions is sensitive
to semantically irrelevant details, such as the alphabetic ordering of type-identifiers.
For example, the outcome of the query is flipped if user is named agent instead.

Presently, we contribute a (re)definition of the eflint language with a new
semantics. Our goal is to formalise eflint’s semantic concepts in detail, such that
eflint scenarios and specifications have unique and unambiguous meanings. We
give the semantics an intuitive and mature foundation: first-order logic programming
under the stable-model semantics [GL88]. This is also pragmatic choice, as it lets us
leverage existing logic programming tools. Precisely, we formulate a translation of
eflint specifications and scenarios into (the input language of) Clingo, the answer-set
solver. Thus, eflint inherits the clarity of Clingo’s stable model semantics, and we
repurpose the Clingo solver as the main component of our eflint interpreter.

We recreate the existing eflint descriptions and interpreter as much as possible.
Specifically, we realise the description in [vBLvDvE20] by aligning key eflint
constructs with the inference rules (Horn-clauses) of logic programming. Thus,
users are afforded powerful, (de)compositional reasoning about scenarios and systems
via specifications. As part of this (re)design, we make two changes relative to
the existing eflint interpreter. Firstly, the ambiguity of the original description
regarding the semantics of derivation clauses with negation, iteration, and aggregation
is resolved. We do so by connecting these constructions to the literature on (the
challenges of) reasoning with negated conditions in logic programming. Consequently,
in Example 2.1, the specification expresses ‘in each state, each dataset is controlled
by the administrator unless it has no other controller’, and then, as expected, the
administrator’s default control over the X-Rays is removed as Amy takes control.
Secondly, we leverage our translation to Clingo to support a new, more general
use case for eflint: via Clingo, our tool searches for scenarios with user-defined
properties. For example, ‘find all counterexamples to the proposition: scenarios
taking only permitted actions violate no duties’. This use case has many practical
applications, e.g., in model-checking and recommendation, and is already popular
with languages related to eflint, such as Symboleo [PRR+24] and FIEVEL [VC08].

We formulate our translation from eflint to Clingo as the multi-stage translation
pipeline shown in Figure 2.2. This helps to structure our presentation. But moreover,
it introduces novel intermediate representations which are useful in their own right.
For example, we introduce Core eflint as a new language between eflint and Clingo;
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although it is entirely embedded in Clingo, it captures much of the eflint semantics,
and it unifies eflint specifications with eflint scenarios.

specification× scenario =⇒ Core eflint −→ state traces −→ Clingo

Figure 2.2: Translation from an eflint specification-scenario pair to Clingo via the
intermediate eflint core and state trace abstractions. Each (=⇒) is implemented via
an explicit translation function, while each (−→) is implemented as an embedding of
the source language in the target language, i.e., a library in the target language.

Concretely, we make the following contributions:

• We define a translational semantics for eflint specifications and scenarios with
first-order logic programming and stable-model semantics as the semantic domain.

• We implement our semantics by using the Clingo solver for reasoning.

• We define Core eflint as a language embedded in Clingo, capturing the essence
of eflint: the representation and reasoning of stateful facts and violations.

• We experimentally evaluate the prior contributions via a suite of test specification-
scenario pairs, confirming the correctness – and benchmarking the performance –
of our new eflint interpreter, in comparison to the existing interpreter.

Our artefact at [MEvB25] includes our new interpreter implementation, our
experimental tests and results, and the tools needed to reproduce our evaluation.

This chapter proceeds as follows. Sections 2.2 and 2.3 begin by giving our own
accounts of the existing eflint and Clingo languages, the source and target languages
of our translation, and their respective background literature. Sections 2.4 to 2.7
build up the stages of our translation pipeline ‘bottom-up’, i.e., we build layers
of abstraction atop Clingo. The stage in Section 2.7 handles the two forms of
reasoning: scenario-compliance and scenario-search. Section 2.8 briefly describes
the implementation before Section 2.9 evaluates its behaviour and performance in
comparison to the original eflint interpreter. Finally, Section 2.10 identifies related
and future work, before Section 2.11 concludes with a summary.

2.2 Translation Source Language: eFLINT

Normative Specification Languages in General Each (formal) specification
language affords the systematic development of complex artifacts called specifications.
The rigour of a formal language definitions is useful because it ensures that each
specification has a precise, unambiguous meaning. Automated analyses can then
reveal or confirm (un)desirable properties of specifications and the concepts they
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model. For example, a formal specification of a communication protocol can be used
to regulate a distributed system; events that deviate from the specification can be
ruled out beforehand, monitored, or audited via the inspection of system logs.

Normative specification languages are designed to model norms (e.g., laws and con-
tracts) that regulate social systems. These languages formalise notions of permission,
prohibition, and obligation and facilitate the systematic modelling and reasoning about
cases. Languages based on the Hohfeldian legal framework [Bia15,Dd16], such as
Symboleo [PSA+22,SPA+20] and eflint [vBLvDvE20,vBKB+21] are action-oriented,
by formalising the mutable relations between institutional entities: their powers and
duties to act. The focus on actions affords the specification and control over software
systems’ interactions with the social world. Such systems are also beholden to
norms; e.g., systems processing personal data may be subjected to the General Data
Protection Regulation of the European Union [Eur16].

The eFLINT Language Here, we give a brief account of the eflint language
constructs and how they afford the modelling of (normative) domains of discourse.
Throughout, we demonstrate concepts with the running example Example 2.1.

Each specification lays the ontological foundations of the model as a collection of
record-type definitions. For example, controls is a record with controller and dataset

fields. Each type is also defined alongside a collection of clauses, which instantiate
these types, identifying particular (relationships between) entities. For example,
controls(agent("Amy"),dataset("X-Rays")) is an instance of controls. The specification
models the system by building up a collection of current instances. However, instances
never occur alone; they are always contextualised by an attribute, such as holds or
actViol. Users of the language (statically) agree on how these attributes are interpreted
as modalities. For example, instances with actViol witness particular cases of violating
actions, because they were not permitted when they were triggered. Later, we see
how the eflint semantics formalises such meanings by inferring some attributes
from others. For example, by definition, instances with created also have holds.
Users model systems by defining clauses like (Derived from ...) and (Terminates ...), to
capture different normative concepts; precisely, they also infer attributes from others.
For example, associating Derived from (Foreach user...)) to the access type, the user
associates derived to access(-type) instances. Clauses are evaluated in the context
of a concrete current state. The states only become concrete when the specification
is evaluated alongside a scenario. The scenario lays out the instance-attribute pair
which gets each successive state started. Typically, the attribute is trigger, such that
the instance identifies an action that happens in transition to the next state. For
example, because access is marked Act, its instances can be triggered. Some attributes
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have effects that persist over subsequent states. For example, when triggered, access

instances create new control instances, which persist until they are terminated.
Thus, eflint models complex and stateful cyber-social systems, unambiguously

specifies which states are (not) desirable, and lays out the details of concrete scenarios.

2.3 Translation Target Language: Clingo

Recall Figure 2.2: we ultimately define the semantics of eflint by translating
arbitrary eflint specifications and scenarios to Clingo programs: sets of Clingo rules.

2.3.1 Clingo in Context: Logic- and Answer-Set Programming

The logic programming paradigm operationalises formal logics: logical theories
correspond to declarative logic programs, and the evaluation of logical formulae
corresponds to executing the programs. Different logic programming languages
and tools are designed for different cases, striking different compromises between
expressivity, performance characteristics at runtime, guarantees about program
termination, and so on. [CGT89] overviews the work and tools around the Datalog
language, and [Pac24] is a recent PhD thesis focusing on Datalog.

Answer-set-programming or -solving can be seen as sub-paradigm of logic pro-
gramming with an emphasis on modelling search problems via rich language features.
Its name comes from its basis on the answer-set semantics, which is also called the
stable-model semantics [GL88]. This semantics is characterised by attributing a set
of stable models to each program; each is interpreted as a solution to the search
problem. [GKKS22] studies the formulation of search problems in these languages.
For example, there are many different ways to encode the same search problems in
answer-set programs, and the choice of encoding affects the efficiency of reasoning.

Clingo is an answer-set solving language and toolset [GKKS19]. It is well-known
in the answer-set solving community for its maturity and its high performance in
solving. For example, [CGMR16] reports on the results of an answer-set solving
competition where various Clingo components outcompeted similar tools.

2.3.2 Features of The Target Fragment of Clingo

Here, we explain the features of Clingo that are the target of our translation.
Section 2.10 discusses the potential to target other languages (some of) these features.

We pervasively use Clingo’s general logic programming features, e.g., these are
shared with Datalog. Each rule asserts that the truth of a consequent term (or ‘con-
clusion’) is implied by the conjunction of listed antecedent terms (or ‘conditions’).
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Each rule denotes a set of concrete rules for all substitutions of the variables. E.g.,
wet(Day) :- rainy(Day), cold(Day) expresses that ‘rainy and cold days are wet’. The :-

can be omitted from rules with no conditions. Ultimately, Clingo maps programs of
this form to (logical) models. Each model prescribes a Boolean truth-valuation to each
term (also called atom) that is variable free (also called ground). For example, given
the above rule as input, Clingo outputs the empty model; wet(Day) is not valuated
because it contains variable Day, and wet(monday) is valuated to false, because it is
absent from the model, i.e., no concrete rule inferred it. But if the same input is
extended by the condition-free rule cold(monday), the output model is {cold(monday)},
which attributes truth to the term cold(monday) but falsity to the term wet(monday).
The first rule did not apply with Day = monday, because rainy(monday) is still false.

Clingo admits negated antecedents, matching not a, expressing weak negation or
negation by default of a: the inability to infer the truth of a. From a proof-theoretic
perspective, this promotes the unprovability of a to a proof of ¬a. This is distinct
from classical negation or strong negation, which must be proven independently of a.
Clingo denotes classical negation of each term a as -a, but we make no use of it.
Weak negation affords reasoning by default: drawing conclusions from the absence
of truth. E.g., wet(Day) :- rainy(Day), not sunny(Day) expresses ‘rainy but not sunny
days are wet’. Languages supporting weak negation must address the absence of
canonical (i.e., unique) semantic interpretations for syntactically valid rules such as
p :- not p. Many solutions have been explored in the literature. Some languages opt
to simply disallow these programs. Answer-set solvers like Clingo generally embrace
the lack of a unique interpretation and simply enumerate all the separate stable
models as alternative answers. Intuitively, this enumerates the possible combinations
of assignments to logical variables (‘models’) that satisfy each program rule. For
example, p :- not p has zero stable models as none satisfies this contradictory rule.

Clingo’s answer-set semantics supports the expression of (integrity) constraints
over the values of logical variables. These take the form of rules with no explicit
consequent, which express the conditional truth of ⊥: logical inconsistency. For
example, :- not wet(monday) asserts that ‘it is inconsistent to assume that Monday is
not wet’ or, perhaps more intuitively, ‘Monday must be wet’. We use such constraints
in Sections 2.4 and 2.5 to protect the abstractions in our intermediate representations.
Effectively, these rules let us document our semantic invariants. In each stage of our
translation, we argue why the constraints of prior stages are satisfied.

Clingo admits (syntactically) nested atoms, i.e., the logical variables in the
model may be identified by arbitrarily deep syntactic structures. Correspondingly,
rule consequents and antecedents admit nested terms, and variables can bind subterms
at any depth. For example, the rule controls(agent("Amy"), dataset(D)) :- dataset(D)
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is admissible in Clingo, but it is inadmissible in Datalog, because the consequent
nests the term agent("Amy"). In the literature, this language feature is also called
function symbols; reflecting the distinction between the function symbol constants of
nested terms (e.g., agent above) in contrast to predicate symbols (e.g., controls above);
only the latter construct terms that are valuated by the model. Some formalisms
emphasise their separation by drawing function and predicate symbols from different
alphabets, but like eflint and Clingo, we do not. So, for example, in the above rule,
dataset acts as both a function symbol (in the consequent) and a predicate symbol (in
the antecedent). Regardless, the ability to nest terms affords significant modularity
in definitions. Consider how controls(user,dataset) in Example 2.1 is independent of
the internal syntactic structure of terms matching agent(...).

We exploit Clingo’s convenient tuple terms, which effectively have the empty
function symbol. E.g., (agent,"Amy") approximates agent("Amy"), but only in the
former term can agent bind variables. Note that Clingo forbids tuple consequents or
antecedents, so f(x) :- x is a syntactically valid Clingo rule, but (f,x) :- x is not.

Unfortunately, because Clingo supports the nesting of terms, its inference proced-
ure is generally not guaranteed to terminate. This problem has no straightforward
solution [dSD94], and we make no attempt to solve it ourselves.2 Instead, we inherit
the behaviour of the current eflint interpreter and Clingo alike: the evaluation
of some programs simply does not terminate. For example, the Clingo interpreter
diverges on input f(f(X)) :- f(X). f(0). Intuitively, these programs denote infinitely
large models. In Section 2.6, we address the only threat to the termination of our
programs: user-defined eflint-derivation and -synchronisation rules.

Like eflint, Clingo provides an integer theory. Integer operators (e.g., <, +, -)
and integer and string constants (e.g., 100 and "Douglas", respectively) are constant
symbols given special treatment; the operators are concretely denoted in infix position,
and their applications are normalised under evaluation, as one is likely to expect. For
example, in Clingo and eflint, 3 + 1 normalises to 4 and 0 < 1 holds true.

We often rely on (in)equality constraints. These are conditions of the form
a = b, which assert the syntactic equality of terms a and b once all variables are
concretised. Mostly, we use these to filter assignments to variables. For example,
cool(X) :- person(X) ; not X = "Dan" asserts that all persons but Dan are cool. Clingo
lets a be a fresh variable in cases all variables in b are bound in other conditions. Thus,
a can stand in for b. For example, cool(X) :- X = "Amy" is equivalent to cool("Amy").

Section 2.6 relies on (and discusses and demonstrates) features that make individual
Clingo rules more expressive. Firstly, we use conditioned conditions (or ‘nested

2Chapter 3 designs the Seaso language such that inference is terminating, at the cost of other
features; notably, Seaso integers are simple constants, because Seaso provides no integer theory.
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rules’) such as (b : c, d nested in) a :- b : c, d ; e. Thus we model disjunctive
conditions; for example, x : not y encodes x ∨ y as the logically equivalent x← ¬y.
Note that (:) and (,) are the nested counterparts of (:-) and (;), respectively. Secondly,
nested rules can be aggregated by a preceding #sum, #count, #max, or #min, yielding
integers. For example, f(1) :- 0 = #count{x : f(N)} is contradictory.

Section 2.7.2 relies on a feature of Clingo that is atypical outside of answer-set
solving: rules admit disjunct consequents. For example, rule {a}. supports but
does not imply the truth of a. There are two stable models: either nothing is true, or
only a is true. We use these rules to encode search spaces of eflint scenarios.

2.4 State Traces

eflint models dynamic (normative) systems as event-labelled transition systems as
was visualised in Figure 2.1. The original article [vBLvDvE20] explicitly bases this
approach on the event calculus, a logical theory for modelling dynamic systems.

2.4.1 A Primer on the Event Calculus

Like eflint, we are influenced by the situation, event, and fluent calculi. For the
curious reader, we give our own brief account of their relation in Appendix A. But
here it suffices to focus on the event calculus, which is the main influence.

The event calculus formalises notions of state, fluent, and their relation as (holds)
in ⊆ fluent × state. The fundamental notion of inertia is formalised as an axiom,
expressing ‘the truth-value of fluents persist from each state to the next until it is
acted upon’, where actions and states are (inter-)related by a (partial) ordering on
times. Particular systems are modelled by naming actions and specifying their effects:
how they change truth in the future as a function of truth at present. Particular
scenarios are modelled by causing particular actions to happen at particular times.

2.4.2 State Traces, Embedded in Clingo

We capture this fundamental layer of the eflint semantics in our most abstract
intermediate representation: state traces. As visualised in Example 2.2, each state
trace details one scenario as a path through a transition system, representing the
linear updates to the system’s current state over time. We adopt a simplistic model,
in which many features of the event and situation calculi coincide: the system is
unfolded as a sequence of states, indexed by a finite prefix of the natural numbers
{1, 2, 3, ..., n}. We use Clingo’s integer theory for traversing and comparing states:
S+1 is the successor of state S, and (<) orders states. We likewise index the sequence
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of transitions, i.e., each i in 1 ≤ i < n identifies the ith transition from state i to
state i+ 1. We denote the truth fluent F in state S as in(F , S).

Precisely, Definition 2.1 encodes the syntax and semantics of our state trace
language as a Clingo rule set. The first four rules characterise the states: state predic-
ates some non-empty and contiguous prefix of the natural numbers. Rule (inertia)
encodes the main axiom of the event calculus: F is true in each state where it was
added with (add, F ) more recently than it was removed with (rem, F ). Note that
this holds even in cases where the same F is added and removed simultaneously, in
which case the removal suppresses addition (which results in simpler semantic rules
than the alternative). Predicates in((add, F ), S) and in((rem, F ), S) have no direct
influence on the truth of F in state S, but rather affect the truth of F in state S + 1
onward. It is helpful to think of in((add, F ), S) and in((rem, F ), S) as labelling the
transition indexed by S, which goes from state S to state S + 1.

Example 2.2 demonstrates the behaviour of state traces in general, by modelling
a facet of the running example in particular (Example 2.1): Amy sometimes controls
the X-Rays dataset, and the administrator controls datasets that have no other
controller. Via Clingo, the state trace acquires the stable model semantics, so our
representation of the scenario acquires a unique and unambiguous meaning: per state,
the administrator controls "X-Rays" iff Amy does not.
Notation 2.1 (Semantic Rules in Clingo). As per the tradition of formal languages,
when they encode our semantics, we notate Clingo rules in the style of the Gentzen-
style sequent calculus or natural deduction. For brevity, we fuse rules with identical
antecedents by conjoining their consequents. For example we notate Clingo rules
a :- f, g(P,Q) and b(Q) :- f ; f(P,Q) fused together as f∧g(P,Q)

a∧b(Q) .

Definition 2.1 (state trace semantics). These Clingo rules assert the contiguity of
states in {1, 2, 3, ..., n} up for some final n, and encode the inertia axiom of the event
calculus: each (add, F ) implies the truth of fluent F until after (rem, F ).

⊤
state(1)

in(F , S)
state(S)

state(S) ∧ 1 < S

state(S − 1)
state(S) ∧ 0 ̸< S

⊥

in((add, F ), S) ∧ ¬in((rem, F ), S) ∧ state(S + 1)
in(F , S + 1) ∧ in((add, F ), S + 1) (inertia)

Example 2.2 (example Clingo rules defining a state trace). When the following
rules are input to the Clingo interpreter along with the state-trace semantic rules
(Definition 2.1), the output is as visualised below: the states, transitions, and fluents
comprising a particular state trace. We colour each term red or black iff it is the
conclusion of an example or state-trace semantic rule, respectively. The figure uses
ctl(X) as an abbreviation for the Clingo term controls(X,"X-Rays").
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state(3). in((add,controls(user("Amy"),dataset("X-Rays"))),1).

state(4). in((rem,controls(user("Amy"),dataset("X-Rays"))),2).

in( dataset(D),S) :- in(controls(A,D),S).

in( other_control(D),S) :- in(controls(A,D),S) ; not user("Admin") = A.

in(controls(user("Admin"),D),S) :- in( dataset(D),S) ; not in(other_control(D),S).

(rem,ctl("Amy"))
(add,ctl("Amy")) (add,ctl("Amy"))

1 1 2 2 3 3 4

ctl("Admin") ctl("Amy") ctl("Admin") ctl("Admin")
other_control("X-Rays")

2.4.3 State-Internal Rules atop State Traces

The library defined in Definition 2.1 affords the definition of state traces using add
and rem in rules to control the presence and absence of fluents in states. Definition 2.2
defines a syntactic property over rules that ensures that fluents in one state cannot
influence fluents in other states. Example 2.3 clarifies the subtleties of this property
with some suggestive (counter)examples.

The idea is that only Rule (inertia) in Definition 2.1 is not state-internal, and
all other rules rely on it to relate states. For example, the prior Example 2.2 models
(part of) the running example scenario as a set of state-internal Clingo rules which
‘initialise each state’ and ‘inter-relate fluents within each state’, but rely on the state
trace semantics (Rule (inertia) in particular) to relate the fluents of different states.

Definition 2.2 (state-internal). Rule is state-internal iff, for each antecedent identical
to in(F , S) for some F and S, each consequent is identical to in(F ′, S) for some F ′.
I.e., if any antecedent ‘reads’ from state S, all consequents must ‘write’ only into S.
Intuitively, state-internal rules do not let information ‘leak’ out of states.

Example 2.3 (synthetic examples of (non) state-internal rules).

• in(f,S) :- state(S) is state-internal; no antecedent matches any in(F ,S).

• in(x,S) :- in(y,S) ; f(y) is state-internal; in(x,S) is identical to in(F ,s) if F = x.

• in'(x,S) :- in(y,S) is not state-internal; constant in' is not identical to constant in.

• in(x,1) :- in(y,S) is not state-internal; constant 1 is not identical to variable S.

2.5 Core eFLINT

The library defined in this section can simultaneously be seen as a Clingo-embedded
domain-specific language (EDSL) and as a core language underneath eflint.
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Core eflint refines the prior state trace abstraction; as before, fluents are related
to states by the in relation. But now each fluent F is an attribute-instance pair (A, I),
i.e., each in((A, I), S) attributes A to instance I in state S. Instances are opaque in
the semantics, i.e., they are always bound to Clingo variables. Instances are further
structured by the users (e.g., by specifications in Section 2.6). Core eflint fixes the
attributes A in Definition 2.3, and prescribes their semantics in alignment with the
corresponding semantics of eflint, as it is described [vBKB+21,vBLvDvE20] and
with missing details drawn from the Haskell code of the original interpreter.
Definition 2.3 (instance attributes). This lists the (instance) attributes a, a1, a′, ... :
A ≜ At ∪ As, in states (As) and transitions (At). Attributes are underlined and
boldfaced when they occur in antecedents or consequents, respectively, of the core
eflint semantic rules in Definition 2.4; i.e., they are input and output of the library.

At create, terminate, obfuscate, actTrigger, actViol, trigger
As created, terminated, holds, enabled, dutyViol, enum,

derived, suppressed, violated

Definition 2.4 (core eflint semantic rules). The following eight Clingo rules define
the semantics of core eflint atop the state trace semantics (Definition 2.1).

in((create, I), S)
in((add, (created, I)), S)

∧in((rem, (terminated, I)), S)

in((terminate, I), S)
∧¬in((create, I), S)

in((rem, created(I)), S)
∧in((add, terminated(I)), S)

(upper)

in((obfuscate, I), S)
∧¬in((terminate, I), S)
∧¬in((create, I), S)

in((rem, created(I)), S)
∧in((rem, terminated(I)), S)

in((holds, I), S)
∧¬in((suppressed, I), S)

in((enabled, I), S)
(middle)

in((created, I), S)
in((holds, I), S)

in((derived, I), S)
∧¬in((suppressed, I), S)
∧¬in((terminated, I), S)

in((holds, I), S)

in((actTrigger , I), S)
∧¬in((enabled, I), S)
in((actViol, I), S)

in((violated, I), S)
∧in((enabled, I), S)
in((dutyViol, I), S) (lower)

Precisely, Definition 2.4 defines the semantics of Core eflint. These rules relate
the different attributes of each instance. Note that these rules are all state-internal
(Definition 2.2); (only) the upper rules in Definition 2.4 use add and rem to relate
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the present and future attributes of each instance. Intuitively, the ephemeral truth of
transition-attributes (in At) like create affect the persistent truth of state-attributes
(in As) like created and enabled. It is helpful to think of each in((A, I), N) as labelling
the N th transition whenever A is a transition attribute, i.e., labelling the transition
from the N th state to the N + 1st state. To follow, in turn, we discuss each cluster of
inter-related Core eflint rules: { upper, middle, lower }.

(When added to Definition 2.1) the above rules in Definition 2.4 relate fluents
with transition-attributes {create, terminate, obfuscate} ⊆ At to the fluents with
state-attributes {created, terminated} ⊆ As in the post-transition state. For example,
in((create, X), S) implies adding in((created, X), S + 1). The correspondence sugges-
ted by the symmetry between names is formalised by the rules. However, there is a
notable asymmetry: the state-attribute correspondent ‘obfuscated’ of obfuscate is not
represented explicitly; it is implied by the absence of created and terminated, instead.
The upper rules capture a form of three-value logic. The conditions on these rules
recreate eflint’s existing, static prioritisation of different effects: termination is
prioritised over obfuscation, and creation over obfuscation and termination.

The middle rules in Definition 2.4 attribute holds and enabled to instances, based
on whether the instances are created, terminated, obfuscated, derived, or suppressed.
The two rules attributing holds to instances show the distinct roles of creation and
termination; in summary, instance I holds if it is either derived (and not terminated
or suppressed) or created, thus abstracting away the details on how the truth of
I was established. The enabled instances hold while not suppressed. Suppression
lets eflint users express conditions that must always be true for an instance to be
enabled, regardless of its other attributes. In practice, this lets (the makers of) eflint
specifications (which use suppress) constrain the enabled actions, despite their lack
of control over (the makers of) eflint scenarios (which use create).

Finally, the lower rules in Definition 2.4 define eflint’s dual notions of normative
violation. Duty violations arise in states when enabled instances’ violation conditions
are met. Action violations arise in transitions when disable instances are triggered.
Note how the enabled attribute occurs in both rules; intuitively, this ensures that
there is a finite search space of violation-free scenarios from any finite state; the finite
enabled instances bound the permitted actions, and then it suffices to consider the
next state’s enabled instances to check for violated duties. In eflint today, this kind
of search problem is externalised, e.g., to human users of the interpreter. But in
Section 2.7, we internalise this kind of scenario-search problem via Clingo rules.

Examples 2.4 and 2.5 show state-internal Clingo rules that formalise clauses
Violated when Holds(elapsed(deadline)) and Derived from (Foreach dataset: ... ) from of
Example 2.1, respectively. The former is the result of the systematic translation of
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an eflint specification clause in Section 2.6, while the latter is hand-crafted. Both
demonstrate how Core eflint may be used as a language in its own right.

Example 2.4 (must-notify violation condition as a Clingo rule).
in((violated,must_notify(U,C,A,D)),S) :- state(S) ;

in((holds,elapsed(D)),S) ; in((enum,must_notify(U,C,A,D)),S)}.

Example 2.5 (default administrator control as Clingo rules).
in((derived,non_admin_control(dataset(D))),S) :-

in((holds,controls(U,dataset(D))),S) ; not U = user("Admin") .

in((derived,controls(user("Admin"),dataset(D))),S) :-

in((holds,dataset(D)),S) ; not in((holds,non_admin_control(dataset(D)))),S) .

2.6 Specification Translation to Core eFLINT

This section defines the eflint specification language: its abstract syntax is a formal
language S, and its dynamic semantics is given by a translation from S to Clingo.

2.6.1 Abstract Syntax

After Notation 2.2 introduces some basic notation, Figure 2.3 defines an abstract
syntax for eflint specifications as its own formal language. It adheres closely to that
which was originally defined in [vBLvDvE20] and then generalised in [vBKB+21].
Our minor deviations improve consistency and simplicity.

Each eflint specification s : S consists of type-definitions: mappings from user-
defined (record or structure) types t : T to pairs of the form ⟨V,C⟩, respectively
defining the fields and clauses of t. This definition enables the construction of t-type
instances, whose structure is fixed by V = [v1, v2, ..., vn]; t acts as a constructor for
t-type instances from smaller instances.

Ultimately, Section 2.6.4 defines the dynamic semantics of each specification in
terms of its clauses. Intuitively, each clause of each type t is evaluated in the context of
an arbitary current state S to give new attributes to t-type instances in S. Each clause
fixes the attribute in question, but the instances arise dynamically, from the evaluation
of instance expressions in E . In the simplest case, the instance expressions are concrete
instances (as I ⊂ E). For example, derive(struct(instant, [int(9)])) gives the attribute
derived to precisely the instance instant(9) in each state. The for construct generalises
these concrete expressions to lists of instances, by quantifying over instances (already)
with a given attribute, and binding these to variables in a new local scope. The where
construct filters these lists. For example, for(enabled, p,where(p, check(dutyViol, p)))
enumerates the current duty violation instances with the type of instance pattern p.
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Notation 2.2 (Common Types and Type-Combinators).
• Z ≜ {...,−2,−1, 0, 1, 2, ...} is the integer type.
• S is the type of string literals like "Well, howdy do?".
• A→ B is the type of functions from A to B.
• A×B ≜ {⟨a, b⟩ | ∀a :A, b :B} is the product of any gives types A and B.
• We use set, map, and list as the usual types of arbitrarily large but finite collections.

For example, [x, y] is a list with two elements. We coercemap(A,B) toA→ B∪{⋆},
where ⋆ /∈ B marks each missing mapping, and to or from list(A×B), and we style
these pairs ⟨a, b⟩ suggestively as a 7→ b. We coerce set(A) to and from list(A).

t, t′, ... : T ≜ {Z,S, ...(more identifiers)} (type ID)
v, v′, ... : V ≜ T × S (variable)
g, g′, ... : G ≜ sum | count | min | max (aggregator)
e, e′, ... : E := struct(t, x : list(E)) | int(x : Z) | str(x : S)

| proj(e, v) | agg(g, l) | var(v) (inst. expr.)
p, p′, ... : P ⊆ E (just struct, int, str , var) (inst. patt.)
i, i′, ... : I ⊆ P (just struct, int, str) (instance)
l, l′, ... : L := for(p, a, l) | let(p, e, l) | where(l, b) | e (inst. list)
b, b′, ... : B := true | b1 ∧ b2 | b1 ∨ b2 | ¬b

| e1 < e2 | e1 = e2 | check(a, e) (bool expr.)
c, c′, ... : C := derive(l) | affect(x : At, l) | actType

| infinite | filter(a, b) | finite(x : list(I)) (clause)
s, s′, ... : S ≜ map(T , list(V)× set(C)) (spec.)

– – – – – – – – – – – – – – – – – – – – – – – – – – – – – – – – – – –
exists(p, b) : B ≜ int(0) < agg(count, for(enum, p,where(p, b)))
forall(p, b) : B ≜ ¬exists(p,¬b)

Figure 2.3: Abstract syntax of eflint specifications S, where the attributes
a, a1, a

′, ... : A are defined in Definition 2.3.

Definition 2.5 (field pattern of type t in specification s).
fieldPatt(t, s) ≜ struct(t,fields) where ⟨fields, x⟩ ≜ s(t)

type(agg(g, l)) | type(int(x)) ≜ Z type(str(x)) ≜ S

type(⟨t, x⟩ : V) | type(struct(t, x)) ≜ t type(proj(e, v)) ≜ type(v)
type(where(l, b)) | type(for(p, a, l)) ≜ type(l)

Figure 2.4: The typing function for instance (list) expressions.

33



Variables are the simplest patterns, binding quantified instances in their entirety.
Other patterns quantify instances and bind their sub-instances to many variables. For
example, if for(struct(controls, [var(⟨agent, "X"⟩, ⟨dataset, "Y"⟩)]), enabled, l) quantifies
enabled controls-type instances, but binds its controller and dataset to variables
named X and Y, respectively. Like for , let binds instances to variables via patterns,
but without any quantification.

2.6.2 Instance Types and Static Semantics

Only when type t has defined fields F : list(V ) can any instance i : I of type t
be constructed. F determines the structure of t-type instances. Instances are
constructed with struct and de-constructed (projected to a given field) with proj, and
only when the instances are (de)constructed with the specified fields; e.g., struct(t, [ ])
is well-typed iff t has fields [ ]. We require each types’ fields to be distinctly identified
(i.e., fields are map-like) such that each projection is unambiguous. Figure 2.4 defines
the (static) typing function, such that evaluating each instance expression e : E yields
an instance i : I with type(e) = type(i). Example 2.6 demonstrates by specifying all
types and fields (but omitting the clauses) of the running example.

Example 2.6 (specifying fields (not clauses) of Example 2.1). For legibility, we use
x to abbreviate each variable ⟨x, "x"⟩.
[ instant 7→ ⟨[Z], [ ]⟩, user 7→ ⟨[S], [ ]⟩, dataset 7→ ⟨[S], [ ]⟩,

elapsed 7→ ⟨[instant], [ ]⟩,

controls 7→ ⟨[⟨user , "controller"⟩, dataset], [ ]⟩,

access 7→ ⟨[user , dataset, instant], [ ]⟩,

must_notify 7→ ⟨[user , ⟨user , "controller"⟩, access, ⟨instant, "deadline"⟩], [ ]⟩,

notify 7→ ⟨[user , ⟨user , "controller"⟩,must_notify], [ ]⟩, ]

The primitive types integers (Z) and strings (S) are implicitly defined. Uniquely,
their instances cannot be (de)constructed. Instead, int and str introduce their
instances as literals in the program text. Integers also emerge dynamically, from inbuilt
operators {+,−,×,÷,%}. We treat these as ordinary constants in the abstract syntax,
but their special status is reflected by their infix notation in the concrete syntax, and by
their reduction under evaluation. For example, users expresss struct(+, int(2), int(3))
concretely as 2 + 3, which is then reduced to int(5) under evaluation.

Finally, each eflint specification begins with the prelude Fact int Identified by

Int. Fact string Identified by String. Fact actor Identified by String.. Users consider
int, actor, and string to be inbuilt, but they have no special properties.
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The static semantics of eflint recognises specifications which only use types and
variables as one might expect: 1. variables are bound to instances with matching
types, 2. per struct(t, x), x binds each field defined for t once with none left unbound,
3. when any i is projected to v then x has a field v, and 4. accessed variables occur
exactly once in patterns of an enclosing let- or for-expression.

2.6.3 Restricted Normal Form

Our translation accepts specifications in restricted normal form S′ ⊂ S, which we
characterise as the well-typed specifications that satisfy Properties 2.1 to 2.5.
Property 2.1 (CNF Booleans). Boolean expressions are in conjunctive normal form.

Property 2.1 ensures that there is no {¬,∨,∧} inside any ¬e, and no {∨,∧} inside
any e1 ∨ e2. This works around a syntactic limitation of Clingo: antecedents can
express e1 ∨ e2 as e1: not e2, but such terms cannot be nested. Fortunately, we can
apply standard algorithms to normalise our Boolean terms to satisfy Property 2.1.
Property 2.2 (structured instances). In each for(e, a, l) and check(a, e), e ̸= var(...).

Ultimately, Property 2.2 ensures that eflint’s instance types are preserved in
Clingo: each term matching in((A,e),S) necessarily quantifies instances of type(e).
Where type(e) is primitive, the expression is trivial, as primitive instances have no
attributes. In the more difficult case, where e is some var(v), we can statically
de-structure the variable by replacing it with fieldPatt(type(v), s) (Definition 2.5) and
renaming the new variables to avoid name collisions, if necessary.
Property 2.3 (projection-freedom). No subterm matches proj(e, v).

Property 2.3 reconciles a fundamental difference between how eflint and Clingo
destructure terms. Clingo uses matching and unification to bind subterms to variables.
In contrast, eflint uses proj to project structures to given fields, for which Clingo
has no analogue. We reconcile this difference by applying eflint-style projection
to each proj(e, v), statically. Because the specification is well-typed, type(e) is not
primitive, so e is either a variable or a structure. In the first case, where e = var(v),
we first ‘explode’ the var(v), replacing it with fieldPatt(type(v), s) (Definition 2.5),
renaming variables as needed. In both cases we get proj(struct(t, [e1, e2, e3, ...]), v),
which we rewrite to ek, where v is the kth field of t.
Property 2.4 (no nested aggregators). In each agg(g, l), term l contains no {agg,∨}.

Fortunately, Clingo and eflint have corresponding syntax and semantics for
aggregators. But unfortunately, only eflint permits aggregators to be arbitrarily
nested. Property 2.4 works within this limitation. Any specification can be trans-
formed such that it satisfies Property 2.4 by ‘extracting’ each nested aggregator
agg(g, l) via reification: it is replaced by struct(t, ⟨var(v)⟩) where v is a fresh variable
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of the fresh type t, defined with fields [Z]; intuitively, t collects the elements to be
aggregated. In Example 2.5, non_admin_control demonstrates how the eflint expression
(Exists user: ...) in Example 2.1 can be reified as a new predicate non_admin_control .
But, as this contains no nested aggregators, Example 2.1 already satisfies Property 2.4;
this particular eflint expression does not need to be reified.
Property 2.5 (antecedent aggregators). Each agg occurs in the l of some let(p, e, l)
or in the b of some where(l, b).

Property 2.5 works around Clingo’s limitations on aggregations in consequents.
For example, f(X) :- X = #count{ g(Y) } is valid Clingo, but f(#count{ g(Y) }) is not.
It suffices to replace agg(g, l) with let(var(v), agg(g, l), var(v)) for a fresh v, which
achieves a similar result; the aggregation becomes an antecedent.

2.6.4 Dynamic Semantics of eFLINT Specifications

The dynamic semantics of a specification s is defined as a translation to state-internal
Clingo rules from the clauses C ⊆ C associated with each type definition t 7→ ⟨V,C⟩
in s. The translation for a clause c ∈ C associated with t in s is denoted Js, t, cK, where
function J·K is defined in Figure 2.5. A complete translation applies this function
to each clause in a given specification, in any order. The result is well-formed if
the specification is of the restricted normal form, i.e., it is well-typed, and satisfies
Properties 2.1 to 2.5. The translation benefits from the declarative nature of Clingo.
Notably, reordering the rules or adding white space never changes their meaning.

Figure 2.5 translate the six kinds of clauses to Clingo; each ultimately gives new
attributes to (new) instances. The cases of the J·K definition show how the specialised
semantics of these clauses are reconciled. For example, the translation makes explicit
the instances which are implicitly quantified by affect clauses: each effect arises
from some triggered instance. Ultimately, the translation proceeds by inductively
unfolding syntactic sub-structures. For example, [·]L separates rule-consequents from
-antecedents, and [·]G maps eflint’s aggregator syntax to the corresponding Clingo.

Much of the complexity of the translation represents a reconciliation of the
semantics of eflint and Clingo. For example, clauses in eflint are evaluated in
the context of an implicit current state, but our translation makes it explicit as the
Clingo variable S. Some other complexities arise from the idiosyncrasies of eflint and
Clingo. For example, Clingo’s concrete syntax differs inside and outside of aggregator
expressions such as #sum { ... }; for example, Clingo rules separate antecedents from
consequents with :- outside, but with : inside.

Example 2.7 demonstrates our translation of part of the running example: a filter
clause chosen because it is already in the restricted normal form (see Section 2.6.3).
As with the Clingo rules in Example 2.5, these rules are state-internal, applying to
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Js, t, derive(l)K ≜ [l, derived]L .

Js, t, affect(l, a)K ≜ [for(p, trigger , l), a]L .

Js, t,filter(b, a)K ≜ [for(p, enum,where(p, b)), a]L .

Js, t, infiniteK ≜ [for(p, holds, p), enum] .
Js, t, actTypeK ≜ [for(p, trigger , p), actTrigger ] .

Js, t,finite([i1, i2, ..., in])K ≜ [i1, enum]L . [i2, enum]L . ... [in, enum]L .

where p ≜ fieldPatt(t, s)
– – – – – – – – – – – – – – – – – – – – – – – – – – – – – – – – – – –

[for(p, a′, l), a]L ≜ [where(l, check(a′, p)), a]L

[where(l, b), a]L ≜ [l, a]L ; [b]B

[let(p, e, l), a]L ≜ [l, a]L ; [p]E = [e]E

[e, a]L ≜ in(( [a]A , [e]E ),S) :- state(S)

[true]B ≜ #true

[check(a, e)]B ≜ in(( [a]A , [e]E ),S)

[b1 ∧ b2]B ≜ [b1]B ; [b2]B

[b1 ∨ b2]B ≜ [b1]B :

[
b if ∃b,¬¬b = ¬b2
¬b2 otherwise

]B
[¬b]B ≜ not [b]B

[e1 < e2]B ≜ [e1]E < [e2]E

[e1 = e2]B ≜ [e1]E = [e2]E

[struct(t, [e1, e2, e3, ..., en])]E ≜ t ( [e1]E , [e2]E , [e3]E , ... , [en]E )

[agg(g, l)]E ≜ [g]G { r([l, enum]L) }
where r replaces each ; with , and :- with :

[r(x)]E ≜ x for r ∈ {var , int, str}
[·]G : G → S ≜ {count 7→ #count, sum 7→ #sum, ...}
[·]A : A → S ≜ {trigger 7→ trigger, create 7→ create, ...}

Figure 2.5: This defines functions J·K and [·] functions. Js, t, cK is the translation to
Clingo of the clause c in the definition of type t in (restricted) specification s.
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each state S individually, relying on underlying Core eflint and state trace semantics
to relate fluents within and between successive states, respectively.

Example 2.1 shows the full translation of Appendix B; readers can scrutinise the
eflint and Clingo side-by-side to better understand the details our translation.

Example 2.7 (translating the running example violation condition to Clingo).

We represent the concrete eflint clause Violated when Holds(elapsed(deadline))

in Example 2.1 on the must_notify duty-type as the abstract eflint clause
filter(b, violated), where b ≜ holds(struct(elapsed, [⟨instant, "deadline"⟩])). In nat-
ural language, this clause gives attribute violated to each (implicitly) quantified
must_notify-type instance i, on the condition that the deadline of i has elapsed. In
the following, let p ≜ fieldPatt(must_notify, s), i.e., p abbreviates the field pattern of
type must_notify in s, the running example specification; it suffices to recall from
Example 2.6 that must_notify has fields of types [user , user , access, data].

Js, must_notify ,filter(b, violated)K

where b ≜ holds(struct(elapsed, [⟨instant, "deadline"⟩]))

=⇒ [for(p, enum,where(p, b)), violated]L .

where p ≜ fieldPatt(must_notify , s)

=⇒ [where(where(p, b), check(enum, p)), violated]L .

=⇒ [where(p, b)), violated]L ; [check(enum, p)]B .

=⇒ [p, violated]L ; in((holds,[b]B),S) ; in((enum,[p]E),S) .

=⇒ [p, violated]L ; in((holds,elapsed(D)),S) ; in((enum,[p]E),S) .

=⇒ in((violated,[p]E),S) :- state(S) ; in((holds,elapsed(D)),S) ; in((enum,[p]E),S) .

=⇒ in((violated,must_notify(U,C,A,D)),S) :- state(S) ;

in((holds,elapsed(D)),S) ; in((enum,must_notify(U,C,A,D)),S) .

Our Generalisations Our version of the eflint specification language generalises
the original in three ways. Firstly, our let binders are new. Secondly, we generalise
binders in for (and let) from variables to patterns. Thirdly, our for quantifies over
instances with any attribute and not just the enumerables (with enum). In principle,
these generalisations enable new usages, but we only use them within the translation:
for transformations described in Section 2.6.3; e.g., our experiments use none of these
generalisations. But Section 2.10 discusses our interest in exploring eflint variants.
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2.7 Scenario Translation to Core eFLINT

This section completes the definition of eflint by defining the scenario language and
translating it to Clingo. We distinguish the two scenario representations, reflecting
the two use cases of our new interpreter. In either case, we assume we are given an
eflint specification, which has already been translated into Clingo rules.

2.7.1 Use Case: Check if a Scenario is Compliant

The first use case is scenario-compliance (demonstrated in Example 2.1) in which
the interpreter checks the compliance of a given scenario. Precisely, each scenario
is in list(At × I ). Intuitively, each scenario labels each N th transition with an
effect: assigning a transition-attribute to a given instance. Example 2.8 shows the
running example scenario before and after translation. Note that the translation is
straightforward, and the resulting rules are state-internal.

Example 2.8 (three encodings of the scenario in Example 2.1).
Concrete eflint Abstract eflint Clingo encoding
+dataset("X-Rays"). [⟨create, dataset("X-Rays")⟩, in((create,dataset("X-Rays")),1).

+controls(user("Amy"),

dataset("X-Rays")).

⟨create, controls(user("Amy"),
dataset("X-Rays"))⟩,

in((create,controls(user("Amy"),

dataset("X-Rays"))),2).

+user("Bob"). ⟨create, user("Bob")⟩, in((create,user("Bob")),3).

+instant(9). ⟨create, instant(9)⟩, in((create,instant(9)),4).

access(user("Bob"),

dataset("X-Rays")).

⟨trigger , access(user("Bob"),
dataset("X-Rays"), 9)⟩]

in((trigger,access(user("Bob"),

dataset("X-Rays"),9)),5).

In the dynamic semantics of a scenario, a concrete ‘current state’ is modified
to its successor state in between the elements of a scenario. Recall that the dy-
namic semantics of a specification (Section 2.6) refers to an abstract current state
S and assigns attributes to instances in S. The rules generated from an eflint
specification – alongside the rules of Core eflint (Section 2.5) and state traces
(Section 2.4) – thus produce attribute-assignments for all concrete states generated
by the scenario according to the clauses of the specification. It is precisely these
attribute-assignments that are interesting output to the eflint user. For example,
the output of Example 2.1 enumerates the instances derived throughout the scenario,
which includes the administrator’s control, derived by default, in state(1).

2.7.2 Use Case: Search for Satisfactory Scenarios

In this novel usage, the user encodes a scenario-search problem: Clingo rules which
define 1. the search space of possible scenario actions, e.g., via Clingo’s disjuctive-head
rules, and 2. the satisfaction criterion, e.g., via Clingo’s constraint rules.
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The search problems expressible via these rules enjoy the same freedoms and are
subject to the same limitations as expressing search problems with Clingo in general.
For example, the search space and search criterion do not need to be state-internal.

Example 2.9 shows the Clingo encoding of a search-problem that is of particular
interest to eflint users and the normative domain in general. Precisely, Example 2.9
model-checks the specification against the proposition ‘taking only enabled actions
violates no duties’, captured by the final rule in the negative, such that stable models
encode counterexamples. Each solution details one offending counterexample scenario.

Example 2.9 (find a scenario that is act-compliant but not duty-compliant).
– – – – – – – – – – – – – the case-generic part – – – – – – – – – – – – –

1 = { choose(X,S) : triggerable(X,S) } :- state(S).

in((trigger,X),S) :- choose(X,S).

:- 0 = { in((dutyViol,X),S) }.

– – – – – – – – – – – – – – the case-specific part – – – – – – – – – – – – – –
{ state(S) } :- S = 1..1000.

triggerable(X,S) :- state(S + 1) ; in((enabled,access(U,D,I)),S)).

triggerable(X,S) :- state(S + 1) ; in((enabled,notify(U,C,M)),S)).

in((create,controls(user("Amy"),dataset("X-Rays" ))),1).

in((create,controls(user("Amy"),dataset("Cat Scans"))),1).

in((create,controls(user("Bob"),dataset("Allergies"))),1).

in((create,controls(user("Dan"),dataset("CT-Scans" ))),1).

The case-specific part defines the search space: its depth is limited to 1000
states, and its breadth is defined by the triggerable (enabled access- or notify-type)
instances, which result from the initially created control-instances. This input yields
no stable model; the property holds! But the scenario is not interesting because no
actions advance the elapsed time. Adding in((create,elapsed(instant(S))),S) :- state(S)

conflates the passage of states with the passage of time; then counter-examples arise,
e.g., where Dan accesses the X-Rays, but violates the duty to inform Amy at instant 11.

2.8 Implementation Overview

The artefact accompanying this chapter at [MEvB25] includes the Haskell source
code of our new eflint interpreter, which implements our new semantics.

Input Language Our new implementation is a fork of the existing eflint interpreter
implementation, and we have kept its front-end unchanged: its parser, tokeniser, and
de-sugarer. Consequently, the two interpreters have exactly the same concrete eflint
input language, e.g., as is shown in the running example (Example 2.1).

Implementation Internals Like the original, our new implementation accepts
any eflint specification-scenario pair as input, interprets it, and outputs the logical
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consequences and violations. Internally, our new implementation processes the input
in the following stages:

1. The entry point is a Python script, parametrised with the path to the input(s).
The script invokes our fork of the eflint interpreter implementation in Haskell.

a) The input eflint is parsed, tokenised, and de-sugared, using the existing
interpreter front-end, resulting in the original implementation’s internal
representation: scenarios and unrestricted eflint specifications.

b) A new function applies the transformations described in Section 2.6.3, map-
ping to our restricted normal form, encoded in a simple Haskell-embedding
of our eflint abstract syntax that is shown in Figure 2.3.

c) The internal representation is translated into a combined Clingo ruleset R1,
using the translations that are detailed in Sections 2.6 and 2.7 for specifica-
tions and scenarios, respectively.

d) R1 is appended to another, fixed ruleset R2: the Clingo rules encoding the
semantics of state traces and Core eflint in Definitions 2.1 and 2.4 and
presented in Sections 2.4 and 2.5, respectively. R1 ∪R2 is returned.

2. The Python script invokes the Clingo reasoner with the ruleset R1 ∪R2 as input
in the ‘enumerate all (stable models)’ mode. The resulting Clingo output is a set
of stable models, each consisting of a set of true Clingo terms.

Output Language The two implementations have the same output language: an
enumeration of the fluents in each state and transition. Both implementations
also have identical encodings of instances such as controls("Amy","X-Rays"): each is a
(nested) tuple of its arguments preceded by its type identifier, as shown throughout
this chapter. But otherwise, the ordering of the fluents and their encoding of attribute
information differs between the two implementations. The differences are ultimately
reconciled by a utility script, which is included in our artefact, and which we use
throughout our experiments to compare the two implementations’ outputs.

The original interpreter is an interactive read-evaluate-print-loop (REPL): users
interleave the introduction next scenario steps with queries of the current state.
Transition-fluents are extracted from the interpreter’s output in reaction to each next
scenario step: it enumerates each newly created, terminated, and obfuscated instance
is enumerated with a preceding (+), (-), and (~), respectively. Triggered instances
have no prefix. In the case the effect is a triggered instance, the consequent effects are
enumerated as a tree, i.e., because triggers can cause new triggers. Also, triggered
instances are annotated: whether they are also enabled (ENABLED) or not (DISABLED).
State-fluents are extracted from the interpreter’s response to the query :d (‘show all
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contents of the current [state]’), which enumerates the instances with attributes holds
and terminated as instances suffixed by = True and = False, respectively. After each
transition, each duty violation is enumerated with a preceding violated duty!:.

Our new implementation relies on Clingo to enumerate all states and their fluents
explicitly, in alphabetic order. Fluents are encoded as shown in Section 2.6.

Aside from the superficial differences in how attributes are expressed, there
are only two significant considerations in reconciling the two interpreters’ outputs.
Firstly, not all fluents are observable using the original interpreter. For example,
the suppressed and derived only influence the original interpreter’s output indirectly;
they are never enumerated and cannot be queried, but they affect which instances
hold. Secondly, the output of the original interpreter uses delta encoding in reporting
which instances become created and terminated in each new state. In contrast, Clingo
explicitly enumerates each fluent in each state. To demonstrate the difference, consider
the running example; the original interpreter (only) reports that dataset("X-Rays") is
created after the 1st transition, but we can infer that it remains created in the 4th state,
because in that state the response to the query :d includes dataset("X-Rays") = True.

2.9 Implementation Evaluation

We experimentally compare the behaviours of the two eflint interpreter imple-
mentations. In each experiment, each interpreter is given the same input eflint
specification-scenario pair, using the existing concrete eflint language syntax.

Scope: Scenario Search We focus on the existing use case of checking given
scenarios (see Section 2.7.1), because our search for scenarios is incomparable to in
the existing interpreter, and because the performance of Clingo is extensively evaluated
elsewhere [BBF23,HCP22]. Section 2.10 discusses planned future evaluations, for
example, by comparing our scenario-search to other languages’ model-checkers.

Reproducibility The accompanying artefact includes our source code, experimental
data, scripts, and a command-line tool for comparing behaviours [MEvB25]. Figure 2.6
exemplifies the output of this tool: it parses the output of each eflint interpreter,
and compares the results side-by-side in the style of a Git ‘diff’.

Test Suite Our test suite contains many specification-scenario pairs. At the time
of writing, there are 108 pairs (43 specifications and 108 scenarios), but we expect to
continue adding tests. Most tests are small and hand-crafted to test individual facets of
the semantics. For example, three distinct cases test the behaviour of 1. simultaneously
creating many instances, 2. simultaneously creating and terminating one instance,
and 3. simultaneously suppressing and deriving one instance.
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Figure 2.6: A screenshot of our prototype command-line visualiser tool, comparing
the outputs of our new eflint implementation (right) against the original (left), for
the same specification-scenario input pair. This shows the result of some test input
(in the supplement) where three fluents are inferred by only the original interpreter.
This test passes because the difference is expected in this case.

Our test suite also includes two larger tests, which evaluate many facets of the
semantics in combination. Firstly, we include the running example (Example 2.1) in
its entirety; as explained in Section 2.1, the interpreters have identical behaviour only
after the type user is renamed to agent, whereafter the interpreters implement the same
reasoning by default, reaching the same states with the same fluents. Secondly, the
test suite includes the Algemene Afsprakenstelsel3, a formalisation of the data sharing
agreement of the Dutch Metropolitan Innovations Ecosystem (DMI) consortium,
which is (to our knowledge) the most complex and realistic eflint specification at
the time of writing. For example, this document stipulates how the consortium’s
yearly ‘commons’ budget may be spent by its members.

The experimental results to show only an illustrative subset of the entire test
suite. Please see the artefact for the entire test suite.

2.9.1 Correctness Evaluation

We characterise the correctness of our new eflint semantics as matching input/output
behaviours of the two implementations, where expected.
3The document is available at https://dmi-ecosysteem.nl/wp-content/uploads/bb_documents/
2023/10/2023.06.01-DMI-Afsprakenstelsel-v1.pdf, our formalisation process is documented at
https://definities.dmi-ecosysteem.nl. Snapshots of both of these documents are stored alongside
our eflint formalisation in the supplementary artefact.
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Differences in Reasoning by Default The implementations are expected to
disagree only in cases of reasoning by default where conclusions are conditioned on the
implicit or explicit absence of fluents, namely, the evaluation of where(l, check(...)) and
agg(...), change when fluents are removed. The Not(Exists...) expression in Example 2.1
is such a case. From the user perspective, the existing interpreter can ‘overlook’
conditions of this form. This emerges from the reasoning algorithm it implements; in
summary, it interleavedly evaluates expressions and populates a collection of fluents
with the valuation true, but it does not keep track of which fluents were previously
checked for falsity, i.e., absence from the collection, and so, additions can overturn
prior checks. Consequently, the order in which clauses are evaluated and instances are
quantified affects the output. The trouble is that this ordering is sensitive to incidental
details of the specification; recall from Section 2.1 that this includes sensitivity to
type identifiers; in that case, renaming user to agent changed the result. In fact, the
result is also changed if the first scenario step (+user("Amy")) is omitted; unexpectedly,
it matters whether user("Amy") holds because it was created in the 1st transition or
because it is derived in the 4th state from controls(user("Amy"),dataset("X-Rays")).

Different Canonical Models First, we focus on cases where, given the same input,
the interpreters both return a single (‘canonical’) model, but the models are different.

First, Experiment 2.1 shows the case of a very small input, where only two rules are
applied in total. Here, the original interpreter’s behaviour is sensitive to a superficial
syntactic features of the specification. Consequently, only minor transformations
to these inputs are required to force the original interpreter to apply the specified
derivation rules in the right order, and thus, correctly reason by default.

Experiment 2.1 (the original interpreter is sensitive to type naming). For the
following two specifications, both versions of the eflint interpreter agree that only
y("") holds. Indeed, these specifications have the same stable model, constructed by
applying the second derivation clause, after which the first clause is not applicable.
Fact x Identified by String Derived from x("") Where Not(Holds(y("")))

Fact y Identified by String Derived from y("")

– – – – – – – – – – – – – – – – – – – – – – – – – – – – – – – – – – – – –
Fact z Identified by String Derived from z("") Where Not(Exists y: True)

Fact y Identified by String Derived from y("")

Our new interpreter reaches the same result given the following, third version of
the specification. In contrast, the order in which the original interpreter evaluates this
third version of the specification is (mysteriously) disturbed, changing its meaning. It
lets x("") hold, ‘forgets’ the prior condition on y(""), and finally lets y("") also hold.
Fact x Identified by String Derived from x("") Where Not(Exists y: True)

Fact y Identified by String Derived from y("")
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Experiment 2.2 shows another case where the original interpreter behaves unexpec-
tedly. The problem is that, unlike Experiment 2.1, a more significant reformulation
of the specification is required to force the derivation rules to be ordered correctly.
In general, the original interpreter tends to interleave derivations of different instance
types, but here, primes can be derived ‘spuriously’ if the clause deriving primes is
applied before rules deriving integers have already been applied.

Experiment 2.2 (where re-ordering the rules is more difficult). The following
specification formalises a dependency between derivations. For each 2 ≤ I ≤ P , the
rule deriving prime(P ) depends on whether int(I) is derived. These dependencies are
acyclic, so the rules can be ordered such that the conditions of each is preserved by
later rules. For any scenario +int(N), our interpreter derives the expected primes:
prime(M) holds iff M is prime and M ≤ N . But the original interpreter lets each
integer be prime. This is a consequence of it applying rules in the wrong order; it
repeatedly ‘overlooks’ smaller integers. This problem arises no matter how these
type-definitions and clauses are re-ordered, or how identifiers are renamed.
Extend Fact int Derived from (Foreach int: int(int - 1) Where 2 < int)

Fact prime Identified by Int Derived from (Foreach int: prime(int)

Where Not(Exists int1, int2: 1 Where int1 * int2 == int))

The following specification postpones the derivation of prime instances (to state 2),
such that they are derived only after the holding integers are finalised (in state 1).
Now both interpreters derive the expected primes for any scenario addleq(N).
Fact prime Identified by Int Derived from (Foreach int: prime(int)

Where Not(Exists int1, int2: 1 Where int1 * int2 == int))

Event addleq Related to int Creates int Syncs with addleq(int - 1) Where 2 < int

We posit that the new interpreter has the superior behaviour in these cases, because
the alternative behaviour of the original interpreter has two major drawbacks in prac-
tice. Firstly, users experience specifications as brittle, i.e., small changes to the input
can have large, unexpected consequences on the output. Secondly, users experience
conditions in clauses as unreliable, i.e., under surprising circumstances, the meaning
of a specification is unaffected by the inclusion of some of its conditions. For example,
eflint programmers cannot rely on the original interpreter to enforce the mutual
exclusive applicability of two clauses Derive isReady(agent) Where Holds(ready(agent))

and Derive unReady(agent) Where Not(Holds(ready(agent))), despite it seeming obvious.

Differences in the Absence of Canonical Models The original interpreter
guarantees a canonical (logical) model for every input: it assigns one Boolean truth
value to every conceivable query. Unfortunately, this behaviour can give users a false
sense of security if they expect their specifications and scenarios to encode logical
relationships. The problem arises in inputs expressing logical relationships which
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have no sensible canonical meanings. We distinguish two cases: 1. the input has no
logical interpretation, because it is contradictory, and 2. the input has several distinct
and equally sensible logical interpretations. The stable model handles these cases by
attributing a non-singleton set of stable models to the input, enumerating its distinct
logical interpretations. Experiments 2.3 and 2.4 demonstrate. In the former, there is
no stable model, so queries have no sensible answer. In the latter, there are several
stable models, so queries only have sensible answers per model.

Experiment 2.3 (no stable model). Given the following input, our interpreter
gives no stable model, which is distinct from one empty stable model. The original
interpreter lets p("") hold, because it applies the only derivation rule, overlooking the
fact that this immediately overturns the condition Not(Holds(p(""))). Neither model {}
nor { p("") } satisfy the logical formula p↔ ¬p asserted by this specification.
Fact p Identified by String Derived from p("") Where Not(Holds(p("")))

Experiment 2.4 (several stable models). Given the following input, our interpreter
gives two stable models: in one, f("A") holds but f("B") does not, and vice versa in
the other. The original interpreter agrees with just the second stable model.
Fact f Identified by String Derived from f("A") Where Not(Holds(f("B")))

Derived from f("B") Where Not(Holds(f("A")))

We posit that users of our interpreter are better informed in these cases. In
Experiment 2.3, its output makes the unsatisfiability of the specification explicit,
rather than silently violating the logical formula encoded in the derivation clause.
In Experiment 2.4, its output recognises logical ‘nondeterminism’, enumerating the
consistent interpretations of the specification, rather than arbitrarily picking one.

Identical Behaviour Otherwise The two interpreters exhibit equivalent output
behaviours precisely when expected. Their behaviours differ only in cases of reasoning
by default; of the subset of tests shown in this chapter, these are Experiments 2.1,
2.3, and 2.4. We conclude that we have correctly redefined and reimplemented the
original eflint semantics, except for the aforementioned intentional differences.

2.9.2 Performance Evaluation

Here, we report on the comparison between the two interpreters’ performance in
evaluating the same inputs and producing the same output. Note that we run
both interpreters in single-threaded mode; the original eflint interpreter has no
data-parallelism features at present, and our cursory experiments found that the
Clingo solver achieves no significant speedup from multithreading for inputs with
single stable models, which is the case for all our test cases in this section.
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Hypothesis A priori, we hypothesised that Clingo’s native implementation and
extensive performance engineering would speed up the new interpreter’s reasoning
with the ‘semantic’ complexity of the input: the number of applied rules and the size
of the resulting model. For example, we expected Clingo to significantly outperform
eflint in the case of inputs with many complex reasoning steps in each state, e.g.,
where many derivation rules apply. However, we expected this speedup to be undercut
in cases where the original interpreter exploits specialised characteristics of eflint,
i.e., in these cases, our Clingo approach would proceed naïvely. Firstly, because only
the new interpreter must translate from eflint to Clingo, we expected overhead in
cases where the syntactic input is proportionately large and complex, but its stable
models are small and simple. In the extreme case, the translation predominates,
and Clingo infers no fluents at all. Secondly, because the original implementation is
specialised to a characteristic of the eflint semantics, we expected runs with long
scenarios to slow down; the original interpreter fundamentally reasons one state and
transition at a time, while our Clingo encoding may be subject to slowdown as Clingo
wastes time attempting to apply rules to fluents in unrelated states.

Test Setup Each measurement is the median of 10 runs on a machine with the
following specifications: { processor: Intel core i9 9th generation (16 hardware
threads), memory: 32GB RAM DDR4, storage: NVMe hard drive }.

Where the New Interpreter is Always Faster First, Experiment 2.5 evaluates
the performance of the interpreters for a pathological input, where inference grows
an ever-increasing collection of facts and concrete rules with satisfied conditions, but
where exactly one rule is applicable at a time, inferring x(N − 1) from x(N) and and
finishing with x(0). We observe that both interpreters run longer, superlinearly, with
the length of the inference chain, presumably as a consequence of reasoning about
ever-larger collections of inapplicable rules. But the new interpreter starts faster, and
then slows down more gradually. The net result is that, compared to the original
interpreter, the new interpreter begins with a 2× speedup, which grows to 25× for the
most complex inputs. We have no explanation for N = 211 representing a significant
outlier, but we note that it was reliably reproduced by both interpreters.

Experiment 2.6 shows a case where achieved approximately 2× speedup in each
scenario. Apparently, some task that is common to both interpreters predominates the
cost of selecting and testing rules, which the two interpreters do differently. Because
the output size of these inputs is consistently small, we expect the cost of dividing
integers (/) to predominate. However, further investigation is needed to be certain.

Experiment 2.7 shows the case of a scenario that was crafted to emphasise the
expected strengths of Clingo: rules require quantifying many combinations of terms,
performing many valuations and comparisons between terms. The cost of reasoning
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Experiment 2.5 (deriving each preceding natural number).
Specification: Fact x Identified by int

Derived from (Foreach x: x(x.int - 1) Where 0 < x.int)

Scenario: (+x(N).) for N ∈ {8, 16, 32, ..., 4096}
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Experiment 2.6 (deriving midpoints of existing integer pairs).
Specification: Fact x Identified by Int

Derived from (Foreach x1, x2: x((x1 + x2)/2))

Scenario: (+x(0). +x(N).) for N ∈ {0} ∪ {4, 8, 16, ..., 4096}
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Experiment 2.7 (complex checks conditioning derivation of integer triples).

Specification:

Fact x Identified by Int
Derived from (Foreach y: y.x1), (Foreach y: y.x2)
Derived from (Foreach y: y.x3), (Foreach x: x(x - 1) Where 0 < x)

Fact y Identified by x1 * x2 * x3
Derived from (Foreach x: y(x,x,x)), (Foreach x1, x2, x3:

y(x1,x2,x3) Where (x1 == x2 || x2 != x3) && (Exists y: x2 < y.x1))

Scenario: (+x(N).) for N ∈ {0, 1, 2, ..., 15}
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about these scenarios scale more sharply than those of Experiment 2.5, before, but
the speedups of the new interpreter over the original are similar: the simpler scenarios
achieve 2× speedup, and the largest scales up to 17× speedup.

Experiment 2.8 shows the case where (the same) reasoning is spread over many
states. We expected the original reasoner to excel in this situation, because is
implemented with eflint’s scenario-testing usage in mind, so its implementation
exploits a fundamental ‘causality’ property of its semantics: all fluents in the N th

depend only on fluents in the N th state and the N − 1st transition. It implements the
intuition: fluents of each state and transition are populated interleavedly. Precisely,
we have formalised this property of eflint as all Clingo rules being state internal
(Definition 2.2), except the state trace semantic Rule (inertia), which infers fluents
each state from the fluents of its predecessor. In contrast, our new interpreter is
naïve in this respect, because all states and transitions are encoded at once, and
Clingo cannot be relied upon to recognise and exploit the subtle causality property.
As expected, our interpreter consequently scales superlinearly with the length of the
scenario, because the rules reasoning in each state are evaluated alongside unrelated
rules, which nevertheless consume resources. For example, they certainly consume
memory, and they possibly consume time (besides cache misses), as Clingo fruitlessly
applies tries rules in the wrong order. Indeed, Experiment 2.8 shows that, after
peaking at N = 26 with 94% speedup, the new interpreter’s begins to lose speedup.
However, surprisingly, the decrease is far slower than we expected. It was impractical
to test an input size large enough to test whether the runtime curves ever cross. In
our largest test case, with N = 210, the new interpreter achieved a speedup of 82%.

Where the Old Interpreter is Circumstantially Faster Experiment 2.9 com-
pares the runtime performance of the eflint specification for the computation of
primes, where the two interpreters agree on the result: the 2nd specification shown in
Experiment 2.2. In this case, the original interpreter consistently outperforms our
new interpreter for N ∈ {50, 75, 100, ..., 225}, but for neither smaller nor larger N .
At the most extreme, the original interpreter achieves 96% speedup over the new
one! From Experiment 2.8, we conclude that the original interpreter’s sequential
reasoning about the two states is not the cause for its speedup. We have a plausible
explanation for this surprising result, but we leave its validation out of scope. We
posit that the prior results that showed Clingo’s superior performance resulted from
its successful application of appropriate optimisations, e.g., heuristics which apply
rules in an efficient order. But this specification encodes a problem which Clingo
fails to optimise, so it falls back on a more naïve approach to evaluating rules. This
is conceivable, because this problem encodes the primality test problem, which is
famously hard; e.g., in 2004, Agrawal, Kayal, and Saxena published their work
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Experiment 2.8 (the new interpreter excels unexpectedly at long scenarios).
Specification: Specification in Experiment 2.7.

Scenario: (+x(4). concatenated N times) for N ∈ {0} ∪ {20, 21, 22, ..., 210}
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Experiment 2.9 (the old interpreter unexpectedly can excel at computing primes).
Specification: 2nd specification in Experiment 2.2.

Scenario: (add_leq(N).) for N ∈ {0, 25, 50, 75, ..., 300}
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on their P-time primarily test algorithm [AKS04], for which they won the coveted
Gödel prize.4 Without an advantage in ordering rules, the new interpreter is at a
disadvantage, because our encoding imposes overhead in the form of terms it must
output explicitly (e.g., derived instances) which the original interpreter handles only
internally. Whatever the reason, the original interpreter is outperformed by the new
interpreter when N > 255, where Clingo’s optimisations evidently predominate.

Optimising the Core eFLINT Rules Experiment 2.10 compares the relative
performance of the new interpreter before and after the Core eflint rules are hand-
optimised to exploit unique properties of the input specification. These optimisations

4I expect that most readers will not need to be convinced that primality testing would be hard to
find and solve efficiently in arbitrary Clingo programs. But I make this point for completeness.

Experiment 2.10 (optimising Core eflint). We let the new interpreter repeat
Experiment 2.9, before and after the Core eflint rules in Definition 2.4 are replaced
with the following rule sets. The ‘lossless’ rules produce identical output for this input.
The ‘lossy’ rules produce identical holds fluents for this input.

‘lossless’ optimised Core eflint ‘lossy’ optimised Core eflint

in((add,created(I)),S) :- in(( create,I),S).
in(( holds,I) ,S) :- in((created,I),S).
in(( holds,I) ,S) :- in((derived,I),S).
in(( enabled,I) ,S) :- in(( holds,I),S).

in((add,holds(I)),S) :- in(( create,I),S).
in(( holds,I) ,S) :- in((derived,I),S).
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are hand-crafted and very straightforward: we remove rules which we know will never
apply (e.g., because the input produces no violations) and we remove rule-antecedents
which we know are always true (e.g., because the input produces no obfuscations).

In the ‘lossless’ case, we restrict this optimisation such that the resulting output
is entirely identical. In the ‘lossy’ case, we let the result remove create and enabled
fluents, but fluents with other attributes (e.g., holds) remain identical. This result
suggests that the output-preserving ‘lossless’ optimisation of the Core eflint rules
achieved no speedup whatsoever; in fact it was slightly slowed down. But the ‘lossy’
optimisation, which removed uninformative fluents, achieved a significant speedup.

From this, we conclude that Clingo was already performing significant optim-
isations internally, so our hand-crafted rule- and antecedent-removal optimisations
resulted in no speedup. However, there was speedup in the case we reduced the burden
on Clingo to produce output. We conclude that (only) more elaborate transformations
of the input to Clingo have the potential for speedup. These findings also support
our conclusions from Experiment 2.9; Clingo’s optimised choice of derivation rules is
a major contributor to the performance speedups our new implementation.

2.10 Related & Future Work

Optimised Usage of Clingo Our usage of Clingo is conservative, in the sense
that the majority of our translation pipeline depends on a minority of Clingo-specific
features. In the future, we are interested in augmenting our translation pipeline to
optimise Clingo’s performance in reasoning about our scenarios. Some features promise
to open the way for new applications of eflint specifications, hopefully with minimal
changes to our translation pipeline. We consider starting by understanding Clingo’s
advanced features. For example, the Clingo input language offers the following ‘meta-
statements’ (macros and pragmas): 1. #show filters output terms, 2. #include <incmode>

opts into incremental reasoning mode, such that program parts distinguished by
#program can be incrementally evaluated and inspected, and 3. #maximise lets Clingo
solve optimisation problems, which generalise the usual answer-set search. Clingo and
the underlying components such as Clasp [GKS12] and Gringo [GHK+15,HLY13] also
offer a myriad of configuration parameters which we have yet to explore. For example,
in the Clasp solver, 1. --pre pre-processes the input ruleset, 2. --enum-mode selects from
one of several internal solving algorithms, and 3. --project defines a projection on
output facts, and enumerate only one solution per projection-equivalence class. These
features are documented alongside many others in Clingo’s user guide5.

5Available at https://github.com/potassco/guide/releases
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Efficient Chronological Reasoning In our experiments, we found that the run
time of both interpreters was superlinear with the length of the input scenario.
In principle, we see potential in explicitly exploiting eflint’s ‘causality’ property,
which we have formalised as all rules being state-internal (Definition 2.2) except
Rule (inertia), which lets fluents in the N th depend only on fluents in the N th

state and the N − 1st transition. Intuitively, any eflint interpreter should be able
to reason about states and transitions, interleavedly, one step at a time, avoiding
the overhead of reasoning about unrelated states. We consider two approaches to
implementing this optimisation in our new interpreter. Firstly, we will investigate
leveraging Clingo’s incremental and multi-shot solving features, which are intended
for these situations: they let Clingo break up programs, such that rules are evaluated
in the order that respects causality. Secondly, we will investigate projecting large
eflint scenarios into local fragments, e.g., focusing on just one transition at a time.

Unfortunately, these optimisations seem incompatible with our new scenario search
usage, where search criteria are encoded via non-state-internal rules; i.e., they may
reason back and forward over the scenario. Fortunately, we expect many complex
search problems to be expressible via only state-internal rules, e.g., by ‘threading’
bookkeeping information via fluents between states using Rule (inertia) as usual.

Evaluating Scenario Search We have left the evaluation of our interpreter’s
scenario-searching out of scope. We want to more precisely characterise what
expressive power its gives users, and then compare this to (model-checkers of) similar
languages: Symboleo [PRR+24] and Fievel [VC08,SHH24]. How does eflint compare
in this usage? What can we learn from their approaches to model checking?

Substituting Clingo In this work, we prioritised the cohesion in our semantics
accross the two use-cases of eflint. But in the simpler use case of scenario-checking,
we make little use of Clingo’s more advanced answer-set solving features. In the
future, we are interested in specialising the translation pipeline to target languages
more suited to this specialised task. For example, we consider instead targeting the
Datalog-based Soufflé language [JSS16]. Unlike Clingo, Soufflé has eflint-like record
types and type checking. Can we translate between these notions of type? Does this
result in more efficient reasoning and more explainable output?

Fundamentally Different Ways to Define eFLINT The impetus for our
work was the observation that, in abstracto, eflint specifications resemble logic
programs. Thus, we chose to give eflint a translational semantics via an existing
logic-programming language. But we acknowledge that entirely different approaches
are available also. For example, [AVDM05] formalises another language which is also
normative and used for case analysis and model-checking. But their formalism is based
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on first-order linear temporal logic. Consequently, their work is more self-contained;
e.g., readers of [AVDM05] are not burdened with the idiosyncrasies of Clingo. But
our approach has the benefit of leveraging the existing Clingo interpreter. If the
trade-off changes in the future, newer semantics can always be defined and related to
this one, e.g., as was done extensively for the Reo language [JA12].

eFLINT Simplifications and Variants Our present approach aims to faithfully
reproduce the details of eflint. However, we identify cases where we capture semantic
features in attributes, but they could instead be user-defined, via types and instances.
We want to explore the results of removing these features, e.g., to standardise how
concepts are modelled, and to simplify our implementation. For example, users
can compensate for the removal of terminate (e.g., using obfuscate instead), and if
each finite([i1 , i2 , ..., in]) clause is approximated by n by derive clauses, emit can be
removed, because its instances would coincide with those that hold.

Moreover, our approach of formalising semantic rules in Clingo eases our exper-
imentation with the semantics of (core) eflint. For example, it is easy to change
the priority ordering used to resolve conflicts between effects create, terminate, and
obfuscate on the same instances, by tweaking the Core eflint rules. In this vein, we
want to explore the further stratification of the semantic Clingo rules in the hopes of
identifying languages that can ease inter-operability between eflint and other similar
languages. For example, we hope to establish a common core language between
eflint and DCPL (previously called DPCL in [SvBPvE22]), which is developed by
our colleagues, and is promising, because of its shared notion of state trace, inference
rules, and reasoning with various modalities.

Logical Theories of Dynamic Systems As in the original article, which defined
eflint [vBLvDvE20], in Section 2.4, our semantics draws from work on the event-,
situation-, and fluent-calculi. Other works (e.g., [ST06]) thoroughly overview and
compare these formalisms. Here, it suffices to acknowledge that our notions of state
and action were originally inspired by the event calculus [Sha01], but in our simple
case of linear traces, many features of the other calculi emerge also. Like situations,
our scenarios list actions in the order they happen [McC63,McC02].

Many-Valued Logics Prior works have generalised the usual Boolean value domain
of logical variables [Olk16b, BFC19, OZ19]. For example, [Olk16b] distinguishes
essential from accidental truth, and distinguishes their semantics under combination
with ∧, ¬, and so on, to capture ‘natural language reasoning’. Regardless, the system
can be reasoned about systematically. For example, [Olk16a] axiomatises a first-order
fragment of the system, and proves its completeness.
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Similarly to these works, we distinguish attributes of the same instances to encode
many truth values, and our semantic rules define how they interact. Also similarly,
we prescribe distinct (modal) interpretations of different values. For example, actViol
truths are undesirable, because they represent actions taken without permission. We
also model a three-valued logic in Core eflint in three rules that encode the priority
relation between attributes create, terminate, and obfuscate.

Constraint- vs. Logic Programming An experimental eflint model-checking
backend was developed in 2022 by Florine de Geus [dG22], inspired by [PRR+24]:
model checking Symboleo norms via the nuXmv SMT solver. In turn, Florine’s
work inspired our own, but we opted to target Clingo instead of nuXmv, because
Clingo’s stable-model semantics aligns more closely with the description of eflint.
This concerns the distinction between logic- and constraint-programming: only the
former requires that truths be supported by concrete inference steps, i.e., each truth
in the model is the root of a proof tree. Consequently, truth are more explainable
in practice. For example, in nuXmv but not in Clingo, any X is true in the trivial
specification, where its truth is unconstrained. But in Clingo, X is false, because its
truth is unsupported: it is the consequence of no applicable program rule.

2.11 Conclusion

We re-defined the eflint normative specification language via a translation to Clingo
answer-set solving. We defined a new eflint semantics and interpreter.

Our semantics is desirable for its rigour. Notably, we have formalised an idea of
the original article [vBLvDvE20]: eflint clauses express logical inference rules. In
the process, we have identified and corrected a flaw in the existing eflint interpreter
concerning inference about conditions by default, which is well-studied in the logic
programming community. Our interpreter reasons by default correctly.

In fact, our interpreter consists almost entirely of the Clingo solver; by translating
eflint to Clingo, we let Clingo perform our normative case analysis. This approach
minimises the gap between the semantics and the interpreter, laying the groundwork
for experimentation with the eflint semantics by changing the (translated) Clingo
rules at various levels of abstraction. Fortunately, (our translations between) these
abstractions did not incur the performance overhead that we expected for simple
scenarios. In fact, it resulted in substantial speedup in most cases: while it had a
slowdown of 49% in the worst case, it achieved a 25× speedup in the best case, and
scenarios with significant complexity per state were always substantially sped up.
We have laid out several future approaches to mitigating the slowdowns. Finally,
our approach generalised eflint’s typical scenario case-analysis to scenario search.
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Via Clingo, our tool can recommend scenarios and model-check scenarios against
properties in general, and specification-compliance in particular. These use cases
were supported in languages related to eflint, but not yet in eflint itself.

In the future, we want to continue exploring the opportunities for performance
optimisation in both scenario-checking and -searching, e.g., by drawing from ruleset
preprocessing practices that are well-explored in the answer-set solving community.
We are also interested in investigating the intermediate languages we have identified
between eflint and Clingo. Our Core eflint is particularly promising, because
its embedding in Clingo makes it inter-operable with any Clingo rules, and because
it includes much of the eflint semantics, but it is simpler and more abstract. We
want to investigate these languages as new translation targets for various purposes,
and for their suitability – in their own right – to the use cases of eflint: normative
specification, automated case analysis, and normative model-checking.

General Takeaways The existing eflint domain-specific language was improved
by reframing it as a translation to an existing logic-programming language. This
connected the concepts specific to eflint’s domain with the highly abstract world of
(first-order) logic programming. Moreover, it let us solve new practical problems with
existing logic programming methods and tools. We take away that logic programming
has a lot to offer: highly applicable formalisms with well-developed tooling.
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3

Seaso: A Language for the Controlled Multi-Agent
Specification of Data Exchange Systems

Abstract

Data exchange systems are cyber-physical systems focused on the
exchange of valuable and sensitive data across physical and organisational
boundaries. More than usual, stakeholders are heterogeneously specialised,
and motivated to control system behaviour. Necessarily, stakeholders
cooperate in the design and control of the system, but currently, are
impeded by the complexity resulting from the involvement of their peers.

We define Seaso, a simple logic programming language, whose pro-
grams define how they may be extended. Data exchange systems are mod-
elled as Seaso programs, built incrementally by cooperating stakeholders
with various specialisations. For example, legal experts define institutional
relationships (like consent and ownership), and system operators model
cyber-physical events and states (like transfer and authorised). Each
of these stakeholders works within the constraints imposed by their
predecessors, and imposes constraints on their successors. Importantly,
checking these constraints requires only ‘shallow’ static analysis; program
extensions must not modify types previously marked as sealed.

We show the formalisation of a system, starting from behavioural
abstractions common in the literature (like workflows and archetypes)
and ending with a particular trace of cyber-physical events. Our goal is
to ease the development of robust data-exchange systems by providing
Seaso as a vehicle for the communication of unambiguous observations,
requirements, and expectations between cooperating programmers.

Basis of this Chapter This chapter presents (the case study application of) the
interpreter of the novel Seaso language. This artefact is available at [Est25].
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3.1 Introduction

Data exchange systems are the software and infrastructure facilitating the controlled
communication and processing of (often large) datasets between organisations. The
necessity of careful control over these systems arises from the value of the data
that they exchange. Several projects are underway, driven by the collaboration
of academic and industrial partners aiming to facilitate controlled data exchange
for various use cases. For some examples, the SIMPL EU project provides secure
middleware for communication between data exchanges (see https://simpl-progr

amme.ec.europa.eu), the Eclipse Data Connector is a framework for data exchange
services (see https://eclipse-edc.github.io) and Catena-X is an open source
project and ecosystem for organisations in the automotive industry to share data (see
https://catena-x.net). More specialised terms refer to data exchange organisations
or infrastructures with particular characteristics, e.g., designed for particular use
cases. For example, (digital) data marketplaces concern the exchange of data as
controlled by user participation in data offers, bids, and sales, while research data
exchanges disseminate data to researchers as controlled by the data owners’ consent.

Each data exchange system (use case) places unique and complex requirements
on the system. Just eliciting these requirements requires considerable effort, because
they arise piecemeal from different stakeholders concerned with different facets of
the system. For example, legal experts assert the compliance of system users to data
privacy laws, while system administrators control the distributed infrastructure. Just
eliciting these requirements is a considerable research effort, because stakeholders
are concerned with their own facet of the system, participate at different times, are
driven by ever-changing external pressures, and often come into conflict with one
another. For example, medical patients are incentivised to minimise the sharing of
their sensitive data, while researchers are incentivised to maximise their access to
the same data. To keep everyone satisfied, it is important to continuously identify
these conflicts and reach agreement on compromises. For example, data producers
and consumers agree on a particular interpretation on the requirements for consent
to process data in the EU general data protection regulation (GDPR) [Eur16], and
the mechanism used to represent and communicate the consent of data subjects.

The AMdEX-DMI project continues the AMdEX-Fieldlab project in developing
safe and reusable data exchange systems. The University of Amsterdam (UvA)
contributes to the project by applying the practices of model-driven engineering to
guide the co-development of data exchange software and stakeholder requirements on
the software’s behaviour. For example, the current and possible states of the data
exchange system are modelled. Second, requirements are modelled as logical formulae
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over the state. Third, inconsistencies are identified as dead ends in the state space,
where no next step is possible. These kinds of insights feed back to stakeholders and
software developers. The former identify conflicts and re-negotiate compromises. The
latter harden the data exchange software against bugs and corner cases.

We have had some success in using the eflint language for modelling and
specifying data exchange systems. It was chosen for its suitable features; eflint is
designed to inter-connect institutional norms such as contracts and legal regulations
with events in software systems [vBLvDvE20]. Moreover, eflint is designed for
incremental reasoning, where changes to the model are interleaved with queries and
inspection [vBKB+21]. For example, we can keep the eflint reasoner aligned with
changes to (an interpretation of) the GDPR at runtime. However, we observe that
eflint alone is unsuitable for capturing all the stakeholder requirements to the
required extent. The problem is that eflint is too flexible; there are no protections
against (unintentionally) overturning existing properties of the specification under
refinement. Contributors cannot express which details of their requirements are
subject to change. Example 3.1 demonstrates how this causes problems in practice
(and Section 4.4.3 goes into far more detail in the next chapter).

Example 3.1 (failed cooperative specification in eflint). First, ‘Bailiff’ Bob form-
alises the need for agents to get consent as an eflint duty-type; the details of the
eflint language and the omitted prefix of this specification are not needed for this
demonstration. It suffices to see that Bob has defined a complex requirement.
Fact current Identified by time

Fact access Identified by time * accessor * data

Duty get-consent Holder accessor Claimant subject Related to access

Derived from (Foreach access, subject-of:

// the obligation exists whenever a subject's data is accessed

get-consent(access.accessor, subject-of.subject, access)

Where access.data == subject-of.data

// The accessor violates their duty after 10 time units without subject consent.

Violated when Not(consents(subject,access)) && current.time > time + 10

Second, ‘Data-consumer’ Dan refines Bob’s specification to reflect a change to the
state of the system. Dan causes a particular data access event to occur, refining
the specification in a way Bob considers acceptable. However, Dan also refines the
definition of the get-consent duty in a way Bob did not anticipate, trivialising it; Dan
suppresses the violation of get-consent duties. The problem is that Bob cannot express
– and Dan cannot recognise – that only Dan’s first change is acceptable to Bob.
+access(5,accessor("Dan"),data("X-Ray Dataset")).

Extend Duty get-consent Conditioned by False.

59



To proceed, below, we make explicit our (meta-level) requirements on languages
fit for our purposes: incrementally modelling and specifying data exchange systems.
We reflect on Example 3.1, concluding that eflint falls short in part .

Name Requirement on the Language
wide Models formalise concepts from a many sources at many levels of

abstraction, from (abstract) ontologies to (concrete) event traces.
norm Models formalise an essential notion of prescriptive norms: they define

and distinguish what is true from what is desirable.
dyn Changes in (knowledge of) systems are captured model composition.
easy Models are easily composed and checked for well-formedness.
part Modellers can control which properties are preserved by composition.

query Answering finite queries of finite programs takes finite space and time.
clear The language is as clear and straightforward as possible.

Decades of research has produced a wealth of formal modelling languages. For
example, logic programming (e.g. Prolog) defines declarative and imperative pro-
cedures for inferring the truth of facts given logical rules. Normative specification
(e.g., eflint) defines dynamic relationships between institutional entities as per legal
frameworks that reflect real social systems. Software modelling (e.g., Alloy) structures
objects with attributes as traversable relational databases.

Several existing languages meet several of our requirements, but like eflint, many
close matches fall short in part . For example, Datalog is expressive enough to
model data exchange systems as rule sets, but partial models (rule subsets) do not
specify which properties should remain invariant under composition. Amy formalises
access control as relation access ⊆ agent × data, but Bob is paralysed by indecision
about Amy’s intentions. Is Amy unaware of Dan or did Amy omit Dan from access
intentionally? Generally, how can intentions be clarified while minimising the burden
on each contributor to understand the contributions of their peers? This is a significant
problem in practice, where stakeholders specialise on different facets of the system,
work at different levels of abstraction, and contribute at different times.

To that end, we presently contribute Seaso, a language for the piecemeal specific-
ation of data exchange systems. Seaso aims to be minimal, combining the features
of existing languages. In a nutshell, Seaso is a simple logic programming language
for modelling data exchange systems by declaring data types and logical inference
rules. Additional type-level annotations give facts special meaning. Firstly, emissive
types witness undesirable properties of the system being modelled by characterising
normative violations. Secondly, sealed types cannot be modified by subsequent rules,
specifying how models may be extended. Concretely, we contribute:
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1. an informal overview and formal definition of Seaso (in Section 3.3), and

2. a case study of applying Seaso: a set of composable Seaso programs formalising
notions from the (data exchange) literature, including ontologies, workflows,
archetypes, plans, and event traces (in Section 3.4).

Section 3.5 discusses noteworthy aspects of our language and approach in application
to the data exchange domain (and beyond) by reflecting on the extent to which our
requirements are met. Section 3.6 overviews related work offering alternatives to
Seaso, or work that complements Seaso. Section 3.7 concludes with a summary.

3.2 Background

This section continues Section 3.1 by elaborating on our application domain and
approach. The characteristics of the application domain in Section 3.2.1 motivate
our language requirements and design decisions. Sections 3.2.2 and 3.2.3 summarise
the foundations of our language semantics; we draw attention to notions we aim to
formalise, and work pertaining to our requirements on Seaso: wide – clear .

3.2.1 Data Exchange Systems

Recall from Section 3.1 that data exchange systems are distributed systems developed
with a particular focus on controlling and facilitating the storage, processing, and
exchange of (often large) datasets. Research on the topic is unified by problems
concerning this control and facilitation and, depending on the causes underlying these
problems, overlaps with research in the following domains.

Data spaces are a concept and research area given much recent attention in
the industry. The name refers to abstractions that afford system management and
maintenance. Often, the complexity of these abstractions reflects the various, complex
relationships between the several organisations controlling the systems’ distributed
resources ( wide ); for example, data is exchanged only between organisations that
trust one another. [Ott22] is a book that collates much of the work on this emerging
field. Therein, the first chapter (‘The Evolution of Data Spaces’) provides a natural
entry point to the historical context and recent trends. Work on data spaces
exposes data exchange use cases, classifies systems according to their meaningful
commonalities, and shows which system abstractions are used and useful in practice.
Work on (Digital) data marketplaces is similar, but proposes generic approaches to
developing smaller systems configured and maintained by specialised consortia. These
works emphasise federated control, building trust within consortia by formalising
their composed ( part ) requirements in agreements via common abstractions, such
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as archetypes [ZCG+19], to be automatically monitored and enforced ( query ), for
example, via access control [SMV+19].

Multi-agent systems are comprised of agents distributed over logical (and often
physical) networks, autonomously making and acting on decisions. Research explores
the relationships between the behaviour of systems at large, and the behaviour of their
constituent agents ( part ). Owing to the breadth and longevity of this research field,
much recent work falls into sub- and related fields, each exploring specialised systems
( wide ). For example, 1. machine learning is relevant when agents learn about
their system environment, 2. game theory lets systems motivate agents to cooperate,
despite other motivations to the contrary, and 3. systems are cyber-physical when
agents interact with the physical world. Work in these areas informs the inherent
properties of data exchange systems, their feasible implementations, and the ways
they are used if deployed in reality.

3.2.2 Logic Programming

Logic programming languages have seen continuous development for decades. Its
longevity is owing to its tradition of formalising concepts found to be very generally
understandable ( clear ) and applicable ( wide ). At its heart, logic programming is
about defining rules for inferring the attribution of truth values to atomic formulae
(‘atoms’), given the valuations of other atoms. Different semantics admit different
combinations of inference rules, and use them in different ways. As a simple example,
re-arranging rules alters the program output in Prolog but not in Datalog.

A historically challenging subject is programming with negation, where the truth
of some atoms is contingent on the falsity of others. Naturally, this allows formalising
new notions ( wide ) by enabling non-monotonic reasoning, where adding rules can
change which atoms are true ( dyn ). Different semantic treatments of negation were
proposed to preserve various notions of consistency, e.g., no formula is both true
and false. For example negation as failure [Cla77] proves ¬P by failing to prove P .
This notion underpins the extension of the well-known SLD resolution [vEK76] to
SLDNF [AvE82]. Literature identifies stratified programs which guarantee that a
particular straightforward operational semantics produces a consistent result. Local-
and Modular-stratification [Ros90] include more programs, but are more difficult
to recognise and exploit [GL88]. Other approaches accept more relaxed notions of
consistency. The stable model semantics [GL88] gives each program a set of stable
models, each the consistent result of assuming different atoms to be false. The
well-founded semantics is comparable, agreeing on the value of each atom given
by all stable models if it exists. Otherwise, atoms are given a third, unknown
value [VGRS91]. Importantly, many atoms have known values in programs with
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no stable models. This reduces the impact of inconsistencies on the sensibility of
programs, making them easier to compose ( easy ). The well-founded semantics
underpins our language, so we describe it further in Section 3.3.4.

Modal logics introduce modalities for qualifying truth of atoms. For example,
necessity and possibility afford the formalisation and checking of safety properties.
For example, ‘is the recipient of any possible data transfer necessarily authorised
to read the data?’. Deontic logic introduces modalities of obligation and permission.
These are building blocks for norms ( norm ), prohibiting behaviours that act without
permission, or fail to act on obligation. These notions are pervasive in legal and
organisational regulations. For example, Article 19(1) of the GDPR specifies an
obligation (to act): ‘the controller shall communicate any rectification or erasure of
personal data or restriction of processing [...]’.

Work on logic programming is relevant to data exchange systems, as it informs
the applicability of various logics to the modelling of various systems ( wide ).

3.2.3 Normative System Specifications

Normative systems are necessarily described or specified by norms [Han94]. [AGN-
vdT13] overviews this field and its nomenclature, and contextualises the field and
its history, whose concepts include the modelling of ancient and persistent societal
phenomena such as autonomy, delegation, rights, and power ( norm ). For our
purposes, norms are specifications. For example, a norm prescribes which of the
possible system behaviours are preferred. Often, norms are enforced, avoiding or
correcting violating behaviour in favour of compliant behaviour.

Much work is motivated by the applications of norm enforcement. Often, the
focus is on leveraging the enforced norms, using them as meaningful abstractions
over system behaviour in the, past, present, and future. This requires certainty and
consensus on the properties of norms. As such, work overlaps significantly with formal
methods, for example, in uniformly defining systems and their safety properties as
sequences of observations [LAT22]. The use of system abstractions as productivity
tools characterises the field of model-driven engineering [S+06]. For example, [Vil10]
engineers system requirements by modelling inter-agent dependencies between agents.
We draw inspiration from investigations of cooperative model-development, e.g.
[KMT12] finds that 1. language complexity causes friction ( clear ), 2. specialists
must be able to naturally model domain context ( wide ), and 3. unexpected changes
cause friction ( dyn ).

The norms enforced in a system are drawn from various sources ( wide ), depending
on the system’s intended usage. Security policies are norms that prescribe behaviour
that preserves security properties, intended to automatically enforce good cyber-
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physical behaviour. For example, ‘only encrypted messages cross the network’.
ODRL [Ian07] and XACML [ANP+03] define policies for agents’ use of resources;
these are particular languages with extensive specifications. Other works propose
generic mechanisms to controlling system events; for example, role- [San98] and
attribute-based access control [San98] and usage control [AK22] control agents’ access
to data, differing in the granularity of the norms and the nature of the access.
Regulatory norms value behaviour of institutional entities and situations. They define
properties and abstractions considered valuable to the society modelled by the system,
or the society of which the system is a part. As such, they often embrace reacting to
undesirable behaviour, rather than avoiding it (c.f. common specifications of software
systems). For example, the processing of private data by an unauthorised party is a
violation whose occurrence empowers others to impose punishments. Legal regulations
formalise laws, or norms codified according to legal paradigms. For example, a norm
formalises privacy-preserving data processing as per the GDPR. In practice, norms
often draw from various sources at once, or concern interactions between physical
(‘concrete’) and institutional (‘abstract’) objects. For example, [GMS06] affords
checking if business processes comply to business contracts, and [BL08] defines an
access control model based on reasoning about the (legal) purpose of data access.

Normative specification languages enable the expression of norms, attributing
them formal semantics. Their formal nature makes norms unambiguous and precise,
affording clear communication ( clear ) between humans and machines, alike. For
example, 1. two humans come to the same understanding of a norm, and 2. the
output of an automated tool that checks that a norm preserves given properties is
understood by its users as intended by the tool’s designer.

We are particularly influenced by eflint, a language used to formalise a wide
variety of norms. [vBLvDvE20] introduces the language, and demonstrates the
interplay between its features, namely, 1. modelling knowledge of the domain of
discourse as relations, 2. defining logical rules for inferring new knowledge from existing
knowledge, 3. defining events and their effects on knowledge when triggered, and
4. distinguishing between compliant and violating states and behaviour. [vBKB+21]
presents extensions to eflint, including new statements to modify the definitions
of existing relations. The Symboleo language [SPA+20,PSA+20] and its prototype
implementation [PRR+24] are interesting owing to their 1. persistent application
to model-checking norms against properties, and 2. specialisation to legal contracts,
e.g., offering essential notions of contract law as language primitives, including Asset,
Contract, Party, and Role. We draw inspiration from the space of normative languages
suggested by the above two examples, both in the development of our own language,
and in the approach to formalising particular normative concepts. For example,
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Section 3.4 defines data types sharing similarities with Symboleo’s notions of Party
and Role. Section 3.6.3 compares these languages to Seaso.

3.3 Definition of the Seaso Language

This section defines Seaso, a language for the compositional definition of data
exchange systems. Section 3.3.1 uses examples to informally overview Seaso.
Sections 3.3.2 to 3.3.4 formally define its abstract syntax and semantics. Finally,
Section 3.3.5 fixes the concrete syntax used in this paper.

3.3.1 Informal Language Overview

Those familiar with Datalog or Prolog can understand Seaso, in short, as a logic
programming language with 1. terminating, bottom-up reasoning, 2. negative condi-
tions, 3. product-typed predicates, 4. using predicate symbols as atom-constructor
functions, 5. distinguishing desirable and undesirable predicates, and 6. program
well-formedness criteria that are sensitive to the order of program statements.

Firstly, declaration statements introduce sets called domains (or ‘data types’).
Definitions are declarations that also specify the structure of domain elements. Rule
statements define (inference) rules inferring the presence of domain elements as a
function of the present and absent elements of (other) domains. So domain elements
are logical variables whose Boolean truth values are computed by the rules; Seaso
programs have no other state as in general-purpose languages such as Python or
Rust. Rules can also be understood to define logical implications to be preserved.
Thus, each program provides an intrinsic definition of the domain of discourse, i.e.,
‘what is’. The link to the world outside the model is extrinsic, provided by the user’s
interpretation. For example, a person exists iff the corresponding element is in domain
people, or a property is valid iff the corresponding element is in the domain properties.
Example 3.2 (formalising a transitive trust relation). Seaso program formalising
‘trust relates parties, and is transitive’.
decl party. defn trust(party,party). rule trust(X,Z) :- trust(X,Y), trust(Y,Z).

Furthermore, emit statements annotate domains as emissive. This rudimentary,
intrinsic, Boolean valuation is the foundation atop which users build extrinsic
valuations. We call elements of emissive domains emitted or emissions. For our
purposes, we conflate emitted with undesirable such that the language itself captures
(negative) system properties. We say the system is compliant (or correct) if and only
if its formalisation in Seaso has no emissions. The name ‘emit’ is chosen to reflect
the anticipated use case where an automated tool projects a program to the set of
witnesses of its undesirability which are emitted as output for user inspection.
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Example 3.3 (specifying the undesirability of untrusted parties). Extension formal-
ising ‘every party should be trusted’ or ‘untrusted parties are undesirable’.
decl party. defn trust(party,party). rule trust(X,Z) :- trust(X,Y), trust(Y,Z).

– – – – – – – – – – – – – – – – Extension – – – – – – – – – – – – – – – –
defn trusted(party). rule trusted(P) :- trust(Q,P).

defn untrusted(party). rule untrusted(P) :- P, !trusted(P). emit untrusted.

Finally, Seaso is designed with an incremental, compositional approach to pro-
gramming in mind. Programmers reason about and control not only what is true
and emitted by a given program p, but what is true and emitted by extensions of p,
i.e., p concatenated with other programs. To this end, Seaso defines well-formedness
criteria, which include typically desirable properties such as well-typedness, but also
extra constraints under programmer control. Concretely, the seal statement seals a
domain, conditioning well-formedness on the absence of subsequent rules for inferring
its values. Roughly, a sealed domain ‘has a fixed definition’ (but not fixed elements).
Example 3.4 (sealing the definition of relation members). Extension formalising
‘the definition of (un)trusted parties is fixed’.
decl party. defn trust(party,party). rule trust(X,Z) :- trust(X,Y), trust(Y,Z).

defn trusted(party). rule trusted(P) :- trust(Q,P).

defn untrusted(party). rule untrusted(P) :- P, !trusted(P). emit untrusted.

– – – – – – – – – – – – – – – – Extension – – – – – – – – – – – – – – – –
seal trusted. untrusted.

Consider the usage of Seaso as a vehicle for formalising and communicating
meaning between programmers. As not all extensions to a program are well-formed
(e.g. domain trusted is sealed), each program constrains the set of its extensions.
Effectively, each program prescribes ‘what is (desirable)’, but also ‘what may be
(desirable)’. This controlled, incremental program refinement can continue, passing
from one programmer to the next, each extension constrained by its predecessors, and
constraining its successors. The following, final example refines the definition of party

such that it becomes an abstraction over user. A new property holds forevermore;
Dan is not a party. However, the set of users is otherwise unconstrained.
Example 3.5 (constraining the party relation). Extension formalising ‘parties are
users who are not blacklisted, and Dan is blacklisted’.
decl party. defn trust(party,party). rule trust(X,Z) :- trust(X,Y), trust(Y,Z).

defn trusted(party). rule trusted(P) :- trust(Q,P).

defn untrusted(party). rule untrusted(P) :- P, !trusted(P). emit untrusted.

seal trusted. untrusted.

– – – – – – – – – – – – – – – – Extension – – – – – – – – – – – – – – – –
defn user(str). blacklisted(user). party(user).

rule party(U) :- U, !blacklisted(U). blacklisted(user("Dan")). seal party.
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In summary, a Seaso program provides intrinsic definitions for 1. a set of domains
and the logical relations between their elements, 2. the distinction between desirable
and undesirable elements, and 3. the program extensions that are possible, and,
consequently, the properties preserved under program extension. Seaso is named
with an abbreviation of its statements: seal, emit, and so on.

3.3.2 Meta-Language Notation and Abstract Seaso Syntax

Each Seaso program is a sequence of statements, as per the abstract syntax defined
by the grammar in Definition 3.1. The syntax definition includes several (syntactic)
sorts and their typical elements used as meta-variables, distinguished with subscripts
as necessary. For example, a is an atom, and {a, a1} is a set of two atoms, with
possibly distinct structures1. Definition 3.1 defines S, A, and D as meta-variables
for sets of statements, atoms, and domains, respectively. Thus, for example, A ⊆ A
is true for each A, because A ∈ powerset(A) is implicit. We use symbols Φ and φ
for arbitrary set and element meta-variables, respectively. Empty sets are written ∅.
Syntactic structures are expanded as necessary, and we use (...) to omit irrelevant
substructures. For example, rule(a, ...) and rule(cons(d, a∗), Ap, ∅) are rules.

Notation 3.1 (sequences of meta-language terms).

• We use φ∗ for elements in the sort of sequences whose elements are of sort φ. For
example, s∗ is a sequence of statements (i.e., a program).

• Length of sequence φ∗ is written |φ∗|.

• We notate sequence elements as usual, e.g., [a1, a2, a3] is a sequence of 3 elements.

• Concatenation of sequences φ∗1 and φ∗2 is written φ∗1 + φ∗2.

• Where unambiguous, we de-structure sequences in to concatenated sub-sequences
and into elements, and we treat φ-sequences as φ-sets. For example, the formula
a∗ ⊆ ([a] + a∗) is tautological for any atom a and atom-sequence a∗.

Definition 3.1 (Seaso abstract syntax). Let S give the syntactic category of Seaso
statements. Let the statement sequence s∗ : list(S) be the Seaso programs.

c, c1, c
′, ... : S (strings) z, z1, z

′, ... : Z (integers)

d, d1, d
′, ... : D ⊆ {S,Z} (domains) v, v1, v

′, ... : V (variables)

1As in the literature like [VGRS91], we name atoms to reflect how the semantic logical variables they
identify are indivisible (‘atomic’). Syntactically, the atoms themselves may consist of sub-atoms.
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s, s1, s
′, ... : S ::= seal(d) | emit(d)

| decl(d) | defn(d, d∗) | rule(a,Ap, An) (statements)

a, a1, a
′, ... : A ::= var(v) | dvar(d, v) | cons(d, a∗) | int(z) | str(c) (atoms)

S, S1, S
′, ... :powerset(S) A,A1, A

′, ... :powerset(A) D,D1, D
′, ... :powerset(D)

To avoid confusion in our descriptions, in the sequel, we use terms rule and domain
to describe concepts in the Seaso language, while we use terms meta-rule and relation
to describe concepts in the meta-language, which we use to define Seaso.

3.3.3 Static Semantics: Program Composition and Well-Formedness

Only elements of s∗ are syntactically-correct Seaso programs. However, only a subset
of these are well-formed, because they meet no criteria for ill-formedness, which are
precisely defined in Definition 3.4. This definition depends on the type (in D) of each
atom, which is defined in Definition 3.2. Generally, we focus on well-formed programs,
which have the following, desirable characteristics:

1. Definitions of domains are unique.

2. If d constructs an N -argument atom, then d is defined with N fields.

3. Domains occurring in the program are declared; definitions count as declarations.

4. Each atom has a unique type. For example, if cons(d, [a1, a2, a3, ..., an]) and
defn(d, [d1, d2, d3, ...dn]), the construct has type d, and each ai has type di for
1 ≤ i ≤ n. Seaso programmers can usually rely on this to type each variable
var(v) in their program. Otherwise, these can be replaced by dvar(d, v) which
has type d, but is otherwise the same.

5. Variables that occur in rule(a,Ap, An) also occur in Ap, its positive antecedents.
Literature including [CGT89] calls a program safe iff it has finite truths. Later,
we see that safety affords a terminating, bottom-up inference algorithm, so it is
prevalent in logic programming languages. However, the terminology is confusing.
What [LM03] calls safety, [CGST15] calls range-restricted, and [Cla77] calls
allowed. Meanwhile, [CGT89] calls a program safe iff it has finite truths.

6. The program contains no seal(d) before a rule with a d-type consequent.

Definition 3.2 (atom type). In the context of Seaso program s∗ and rule subterm φ,
atom a has type d iff type(s∗, φ, a, d). Intuitively, the first four meta-rules assign types
to atoms based on their outermost structure. Then the meta-rule arg type moves
‘inward’, inferring from the type of construct c the types of c’s parameters. The other
meta-rules infer ‘outward’, extracting type-relations from deep inside rule subterms.
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type(s∗, φ, int(z),Z) int type type(s∗, φ, str(c),S) str type

type(s∗, φ, cons(d,A), d) cons type type(s∗, φ, dvar(d, v), d) dvar type

type(s∗, a, ad, d) a ∈ A
type(s∗, A, ad, d)

into atom
type(s∗, [a] + a∗p + a∗n, ad, d)
type(s∗, rule(a, a∗p, a∗n), ad, d)

into rule

defn(d, d∗1 + [dn] + d∗2) ∈ s∗

|d∗1| = |a∗1| cons(d, a∗1 + [an] + a∗2) = a

type(s∗, a, an, dn)
arg type

Definition 3.3. Let subterm(s, a) iff atom a occurs anywhere inside statement s.

Definition 3.4 (ill-formedness). These meta-rules define the disjunct ill-formedness
criteria of Seaso programs, which are well-formed unless they are ill-formed.

defn(d, d∗1) ∈ S
d∗1 ̸= d∗2 defn(d, d∗2) ∈ S

ill(S) redef

s ∈ S subterm(s, a)
∄d : type(S, s, a, d)

ill(S) untyped

a=var(v) ∨ (∃d, a=dvar(d, v))
s ∈ S rule(a′, Ap, An) = s

subterm(s, a) ¬subterm(Ap, a)
ill(S) unsafe

subterm(s, cons(d, a∗))
s ∈ S ∄d∗ : (|d∗| = |a∗|

∧ defn(d, d∗) ∈ S
ill(S) no def

type(S, s, a, d) decl(d) /∈ S
∀d∗ : defn(d, d∗) /∈ S

ill(S) no decl

s ∈ S type(S, s, a, d1)
d1 ̸= d2 type(S, s, a, d2)

ill(S) retyped

seal(d) ∈ s∗1 rule(a, ...) ∈ s∗2 type(s∗1 + s∗2, s
∗
1 + s∗2, a, d)

ill(s∗1 + s∗2)
rule breaks seal

The final ill-formedness criterion (rule breaks seal) is a notable design choice;
it lets program extension generally not preserve well-formedness. This breaks the
symmetry between the roles of two programmers cooperating to create a well-formed
s∗1 + s∗2 by each contributing one part. It is natural for s∗1 to be written first, and then
used to inform the writing of s∗2. However, s∗1 and s∗2 can be written independently
if constraints on s∗1 and s∗2 are agreed upon ahead of time. For example, if both
parts include defn(d, d∗), and so, their rules agree on the structure of d-atoms. In
Chapters 4 and 6, such agreements form the foundation of cooperation. For this
reason, well-formedness is decidable from only static analysis: checking types and seals.
Cooperators can easily and quickly check whether they have cooperated successfully,
and if not, what is to blame. We expect that the creation of large, composite programs
will necessitate a mix of approaches in practice; sometimes ill-formedness is avoided
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through the prior establishment of agreements, and other times, ill-formedness will
be repeatedly encountered and corrected. The examples of Section 3.4 demonstrate
this approach: programs are incrementally extended. Section 3.5.4 generalises the
approach such that programs are composed of independently-written parts.

3.3.4 Dynamic Semantics: Inference and Denotation

Ultimately, the dynamic semantics of Seaso is given by denotation (|=), a relation
defined in Definition 3.7. Whenever s∗ |= ⟨At, Au⟩, we call each atom in At and
Au true and unknown in s∗, respectively. We call atoms that are neither true nor
unknown false. Effectively, each program partitions atoms over these three values.

Definition 3.5 (substitute atom variables). Given substitution function f : V → A,
let sub(f, φ) inductively replace each variable v within φ with atom f(v). Precisely,
we define three mutually-inductive versions of sub for atoms, atom-lists, and rules.
For brevity, here we call them all sub. Only the rule-variant is used elsewhere.

sub(f, v) ≜ f(v). sub(f, [a1, a2, ..., an]) ≜ [sub(f, a1), sub(f, a2), ..., sub(f, an)].

sub(f, int(z)) ≜ int(z). sub(f, cons(a∗)) ≜ cons(sub(f, a∗)).

sub(f, str(c)) ≜ str(c). sub(f, rule(a, a∗)) ≜ rule(sub(f, a), sub(f, a∗)).

Definition 3.6 (saturate =⇒). Each inference small step (−→) infers a consequent
by substituting rule variables with positive atoms s.t. all antecedents are premises.
An inference big step (=⇒) gives the positive atoms reachable by transitive small
steps (−→∗) from ∅ s.t. no next small step exists.

s ∈ S sr = rule(a,Apr, Anr)
f : V → Ap a /∈ Ap Apr ⊆ Ap

sub(f, s) = sr Anr ⊆ An
⟨S,An, Ap⟩ −→ ⟨S,An, Ap ⊎ {a}⟩

small

⟨S,An, ∅⟩ −→∗ ⟨S,An, Ap1⟩
∄Ap2 : ⟨S,An, Ap1⟩ −→ ⟨S,An, Ap2⟩

⟨S,An⟩ =⇒ Ap1
big

Definition 3.7 (denotation |=). This relates each Seaso program s∗ to its denotation:
a pair of atom-sets ⟨At, Au⟩, where At is interpreted as the truths and Au is interpreted
as the unknowns, which are disjoint by definition. Atoms are unknown if they are
neither true nor false. (|=) is defined via ⇝, which computes a sequence of alternating
pairs until even elements of the sequence reach a fixed point.

⟨s∗, 0⟩⇝ ∅ alt base

¬ill(s∗)
n%2 = 0

⟨s∗, n− 2⟩⇝ Aeven

⟨s∗, n− 1⟩⇝ Aodd

⟨s∗, n ⟩⇝ Aeven

s∗ |= ⟨Aeven, Aodd \Aeven⟩
denotation

⟨s∗,A \A1⟩ =⇒ A2

⟨s∗, n ⟩⇝ A1

⟨s∗, n+ 1⟩⇝ A2
alt step
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From a user’s perspective, the truth or falsity of atom a = cons(d, ...) is meaningful;
a is present or absent in a relation identified by d, and the program prescribes a
Boolean answer to a query of the form ‘Is a true?’. Unknown atoms arise in programs
whose rules afford determination of neither truth nor falsity. Finally, let a program’s
emissions be its true atoms whose types are emissive.

The dynamic semantics of Seaso is based on alternating fixpoint semantics
of well-founded general logic programming, as defined in [VG89], which provides
constructive approach to the original definition in [VGRS91]. This semantics has
been influential for decades. For example, it was independently defined in several
works, as seen in [Prz90]. The notion of bottom-up inference underlying (|=) in
particular, and the well-founded semantics in general, is even more widely known and
applied. Readers familiar with Datalog, Clingo, Soufflé, or other languages based
on the stable-model semantics will find Definition 3.6 unsurprising: true atoms are
collected incrementally, by substituting variables in rules for true atoms, and then
applying the concretised rules: if their antecedents are satisfied, their consequents
become true. However, for the sake of completeness, we give a self-contained account
of the dynamic of semantics of Seaso, including an explanation of Definition 3.6.

Meta-rule (small) in Definition 3.6 first defines the small-step inference relation
(−→). Together, these model the incremental accumulation of knowledge through
the process of deductive reasoning; assuming the truth of all antecedents of a rule,
one infers the truth of its consequent. In the literature, this step-wise formulation is
called (immediate) logical consequence. This is much the same as the semantics of
Horn logic, whose foundation was laid in [Hor51], and expanded and applied for logic
programming in countless works, e.g., [vEK76]. Notably, our inference relation is
also monotonic with respect to the premises, i.e., rules are not conditioned on the
absence of true atoms. Our definition differs from the Horn logic in the same way
as [VGRS91]: premises are partitioned into positive and negative parts, e.g., Ap and
An in small-step, respectively. Rule consequents are understood as positive, ergo,
only the positive premises grow. Note that small-step requires no relation between
Ap and An, so a negative atom may be inferred to be (also) positive. For example,
rule(a, ∅, {a}) formalises ‘a is true if a is false’.

Next, meta-rule (big) in Definition 3.6 defines the big-step inference relation
(=⇒), relating a program and negative premises to all positive atoms inferred by a
terminating sequence of small steps. The terminal condition – matching (∄Ap2 : ...)
in big step – reflects our focus on forward-reasoning, which is also called bottom-up
reasoning: each inference step builds up a collection of truths from consequences of
applied rules, using these to concretise the rule set in new ways. This forward-direction
is reflected in our safety criterion (see Definition 3.4), such that the concrete rules
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are computable from the truths computed so far. Note in Definition 3.6 that the
existence of a big step requires proving the absence of any remaining small step.
Intuitively, the big step exhausts all conclusions from a given ‘negative premise’ An.
But what is the right choice of An? Where does it come from?

Intuitively, the stable model semantics [GL88] gives a non-constructive answer
to this question; it characterises premises that give consistent conclusions, i.e., each
atom is true xor false. Its definition requires little more than Definition 3.6. Let A be
a stable model of s∗ iff ⟨s∗,A \A⟩ =⇒ A; atoms in A are true, otherwise false. This
semantics is desirable, as it captures non-monotonic reasoning: adding a rule can
create both truth and falsity. For example, a1 is true in the only model of one-rule
program rule(a1, ∅, {a2}), but a1 is false after adding rule(a2, ∅, ∅).

Like many others, the well-founded semantics aims to recreate the desirable
properties of the stable model semantics, but avoid one of its undesirable properties:
a program can have any number of stable models. For example, the program with
only rules rule(a1, ∅, {a2}) and rule(a2, ∅, {a1}) has stable models {a1} and {a2}. The
well-founded semantics attributes exactly one model to each program, such that
truths and falsities coincide with those of all of its stable models, and the rest (here,
{a1, a2}) are unknown. The alternating fixpoint semantics of [VG89] provides the
well-founded semantics with a constructive definition. Its definition is captured by
(⇝) in Definition 3.7. Mechanically, (⇝) assigns each program an infinite list of atom
sets; successive elements represents a round of big-step inference starting from the
premise that an atom is false iff it was not true in the previous round (see alt step).
Intuitively, this ‘searches’ for the right negative premise until it reaches a fixpoint,
which determines the denotation (see denotation).

For the curious reader, Appendix C details the computation of an example
denotation by building a proof tree from the meta-rules in Definitions 3.6 and 3.7,
giving a proof-theoretic view of the work performed by a Seaso interpreter.
Example 3.6 (a simple denotation). This following program simplifies an example
from [VG89]. Its denotation is understood as ‘a3 is true, and a1 and a2 are unknown’.

[rule(a1, {a3}, {a2}), rule(a2, ∅, {a1}), rule(a3.∅, ∅)] |= ⟨{a3}, {a1, a2}⟩.

Example 3.6 demonstrates how the well-founded semantics underlying the Seaso
semantics computes a definitive denotation for a program, despite it having several
distinct stable models {a1, a3} and {a2, a3}. It also demonstrates one reason the
well-founded semantics is desirable: it captures what a program’s stable models
have in common. Here, it ‘summarises’ these stable models, which disagree on
whether a1 and a2 are true or false, but agree that a3 is true. This has a practical
implication: Seaso interpreters ‘make no decisions’: the order in which rules are
defined or evaluated never matters, e.g., unlike in Prolog programs. In Section 3.5.7
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explains how this lets Seaso programmers reason about rules and domains even
if they have limited knowledge of the program. Another reason the well-founded
semantics is desirable is that it prescribes meaningful valuations to atoms despite
rules over-constraining values. Example 3.7 demonstrates.

Example 3.7 (a program with truths but no stable model). This program has no
stable model, but it still has significant meaning under the well-founded-semantics.
Intuitively, the truth of a1 is robust to the unknowable value of a2.

[rule(a1, ∅, ∅), rule(a2, ∅, {a2})] |= ⟨{a1}, {a2}⟩.

Seaso programmers are not expected to make intentional use of unknown values.
When encountered, there always exists some rule whose addition would repair the
inconsistency. For example, after adding rule(a2, ∅, ∅) to the programs in Examples 3.6
and 3.7, all unknown atoms are removed. Section 3.5 addresses the user perspective.
Until then, example programs have no unknown atoms.

3.3.5 Concrete Syntax

By extending the abstract syntax in Definition 3.1, we briefly introduce a concrete
syntax for Seaso, such that it matches what we used in Section 3.3.1:

1. White space delimits tokens, and commas delimit sequence elements.

2. Domain and variables start with lowercase and uppercase letters, respectively.

3. Statements are prefixed by seal, emit, decl, defn, rule, precisely corresponding to
the statement-constructors in Definition 3.1. Statements terminate in a full stop.
For example decl x. declares domain x.

4. Each construct begins with its domain and ends with the sequence of its argument
atoms (in parentheses). For example, friend(P,Q) is a construct in domain friend.

5. As in Prolog (and others), a rule’s consequent is followed by (:-), and then, by a
sequence of its antecedents in any order. An antecedent is preceded by (!) iff it is
negative, for example, consider (rule sad(P) :- friend(P,Q), !friend(Q,R).).

6. Strings and integers are atoms in domains str and int, respectively. These atoms
cannot be constructed from other atoms. However, they may occur in the program
text as constants, using the usual syntax. For example 41 and -41 are integers,
while "String?" and "-41" are strings.

For brevity in the Seaso examples, we introduce some syntactic extensions (‘sugar’):

1. We may omit (:-) from rules without antecedents, and (.) from final statements.
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2. Each statement written without an explicit tag implicitly has the same tag as its
predecessor. For example, (decl a. b. c) shows three declaration statements.

3. We admit comma-separated consequents per rule, representing a rule per con-
sequent, each with all antecedents. Effectively, rules admit conjunctive con-
sequents.

Example 3.8 (a concrete program’s denotation). Let s∗ be program:
defn person(str). user(person,admin). admin(user). flag(). set(flag). seal admin.

decl(auditor). defn checked(auditor,flag).

rule A, F :- checked(A,F). person("Amy"). person("Bob"). set(flag()) :- not set(flag()).

s∗ |= ⟨{person("Amy"), person("Bob")}, {set(flag())}⟩

3.3.6 Finite and Unique Denotations in Finite Steps

In this section, Theorem 3.1 ultimately shows that the denotation of any finite Seaso
program s∗ is unique, and computed in finite steps. Section 3.5.9 reflects on the
utility of this result in implementing Seaso interpreters.

Notation 3.2 (fixed s∗). Throughout Section 3.3.6, we fix an arbitrary, finite Seaso
program s∗. Each meta-rule and relation omits the implicit s∗ argument for brevity.
For example, we abbreviate each member ⟨s∗, n⟩⇝ A of relation (⇝) as n⇝ A.

Definition 3.8 (d has field d′). d ↪→ d′ ≜ ∃defn(d′, d∗) ∈ s∗, d′ ∈ d∗.

Definition 3.9. opaque(d) ≜ d /∈ {S,Z} ∧ ∄d∗, defn(d, d∗) ∈ s∗.

Definition 3.10. vacant(d) ≜ ∀d′, (d ↪→∗ d′) =⇒ (d ̸= d′ ∧ ¬opaque(d′)).

Definitions 3.8 to 3.10 lay the groundwork for a static abstraction over Seaso
programs which underlie the proofs to follow. However, these abstractions are also
meaningful in their own right. Example 3.9 demonstrates how (↪→) captures the
ontology that is at the heart of a user’s Seaso program. The vacant domains are
also interesting: their members necessarily cannot be constructed by applying rules
because a base case for inductively constructing their elements is missing.

Example 3.9 (a visualisation of domain vacancy, opacity, and fields). We graphically
visualise domains and relations over domains (field, vacant, and opaque) of the Seaso
program in Example 3.8. Vacant (opaque) domains are shown in (grey) boxes.

Note how checked is vacant, despite having a non-vacant field (flag), because
another field (auditor) is opaque. Note how user and admin are vacant, despite having
no (transitive) opaque fields, because their fields are cyclic. Note how the sub-relation
of (↪→) without vacant domains is acyclic, but not necessarily a connected component.
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person user checked auditor

str admin flag set

Definition 3.11 (the typed Herbrand base). The (typed Herbrand) base of Seaso
program s∗ is well-defined, inductively on the non-vacant (acyclic) fragment of (↪→).

s ∈ s∗

subterm(s, int(z))
hb(int(z),Z)

s ∈ s∗

subterm(s, str(c))
hb(str(c),S)

defn(d, [d1, d2, ..., dn]) ∈ s∗ ¬vacant(d)
hb(a1, d1) hb(a1, d2) ... hb(an, dn)

hb(cons(d, [a1, a2, ..., an]), d)

Definition 3.11 introduces an upper bound on the atoms inferrable by rules in a
program as a function (only) of its type-definitions; it does not matter which rules are
actually included. As suggested by its name, this definition approximates the notion
of Herbrand Base that is common in logic programming (e.g., it occurs in [Prz90]),
but we consider a restriction: it builds only well-typed constructs inductively.
Lemma 3.1 (hb is finite). Proof. The first two meta-rules in Definition 3.11 have
finite applications; they are bounded by the occurrences of integers and strings in
the finite program s∗. The third meta-rule constructs an atom from combinations of
smaller atoms, as ordered by a sub-relation of (↪→) which is acyclic, because of the
¬vacant(d) condition: the chosen domain d is acyclic in (↪→∗).

Lemma 3.2 (−→ stays in hb). If ⟨An, ∅⟩ −→∗ ⟨An, Ap⟩ then each a in Ap is in hb.

Proof. By induction on the −→ path so far. The base case of Ap = ∅ is trivial. In the
inductive step, atoms in Ap are in hb. The step constructs some a /∈ Ap in the selected
rule s ∈ s∗. Because s∗ is well-formed, a is well-typed. sub(a, s) is the result of
mapping variables in a with f : V → Ap. Thus sub(a, s) is constructed from constants
in s and atoms in hb, by the inductive hypothesis. Thus sub(a, s) is also in hb.

Lemma 3.3 (−→ is terminating). For each φ −→∗ φ′, there exists φ′ −→∗ φ′ such
that there exists no φ′ where φ′ −→ φ′; i.e., each −→ path eventually terminates.

Proof. By Lemma 3.2, each subsequent −→ step adds a new a ∈ hb to Ap. By
Lemma 3.1, hb is finite, so there are at most as many steps as atoms in hb.

Lemma 3.4 (−→ is confluent). For an arbitrary ‘fork’ φ1 ←− φ −→ φ2, there exists
some ‘join’ φ′ with φ1 −→∗ φ′ ∗←− φ2; i.e., forking −→ paths can always join again.

Proof. Consider an arbitrary fork. When φ1 = φ2 the property is trivial. Otherwise,
the positive atoms (λ⟨An, Ap⟩, Ap) at φ, φ1, and φ2 are some Ap, Ap⊎a1, and Ap⊎a2,
where a1 ̸= a2 (and ⊎ denotes the disjoint union). The concretised meta-rule to φ1
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still applies when Ap is substituted with Ap⊎{a2}, and vice versa for φ2 and Ap⊎{a1}.
Hence there exists φ1 −→ φ′ ←− φ2 with positive atoms Ap ⊎ {a1, a2} at φ′.

Lemma 3.5 (=⇒ is a total function). Proof. By Definition 3.6, =⇒ results from
some ⟨An, ∅⟩ −→∗ where no −→ next step is possible. By Lemma 3.3, such a
path exists for any choice of An. By Lemma 3.4, all such paths have the same end.

Lemma 3.6 (⇝ is a total function). Given arbitrary s∗ and n : N ≜ {0, 1, 2, ...},
there exists a unique A such that ⟨n⟩⇝ A.

Proof. By induction on n, it suffices to show that there is a unique A ⊆ A such
that ⟨n⟩ ⇝ A. In the base case of n = 0, only alt base in Definition 3.7 applies,
so A = ∅. In the inductive case of n > 0, there is a unique ⟨n − 1⟩ ⇝ A′ by the
inductive hypothesis. Only alt step applies. By inversion of alt step, A\A′ =⇒ A

witnessing existence of A. Then because A′ is unique, by Lemma 3.5, A is unique.

Lemma 3.7 (adding premises strengthens =⇒ conclusions). Given An =⇒ Ap and
an arbitrary A′

n ⊇ An, there exists A′
p ⊇ Ap such that A′

n =⇒ A′
p.

Proof. Take an arbitrary An =⇒ Ap. By inversion of big, there is some ⟨An, ∅⟩ −→∗

⟨An, Ap⟩ path such that it has no next −→ step. By induction on the path, it suffices
to construct a path with prefix ⟨A′

n, ∅⟩ −→∗ ⟨An, Ap⟩ which has no next −→ step, and
then apply big. The prefix is constructed by lifting the given steps by strengthening
An to A′

n, because adding to the negative premises preserves the applicability and
result of small. The path is extended by −→ steps, growing the consequences from
Ap to some A′

p, but eventually no next step is possible, by Lemma 3.3.

Lemma 3.8 (⇝ conclusions alternatively grow and shrink). For any even n : N where
for m ∈ {0, 1, 2, 3}, (n+m)⇝ Am, necessarily A0 ⊆ A2 and A1 ⊇ A3.

Proof. By Lemma 3.6, Am for each m ∈ {0, 1, 2, 3} exists uniquely. We proceed by
induction on n. In the base case where n = 0, only alt base applies, so A0 = ∅.
A0 ⊆ A2 is trivial. In application of alt step at A1, by the contrapositive of
Lemma 3.7, A3 ⊆ A1. In the inductive case, where n > 0 and n is even, by the
induction hypothesis, there exists (n+ i)⇝ Ai for i ∈ {−2,−1} such that A−2 ⊆ A0

and A−1 ⊇ A1. In application of alt step at A0, by Lemma 3.7, A2 ⊇ A0. In
application of alt step at A1, by the contrapositive of Lemma 3.7, A3 ⊆ A1.

Lemma 3.9 (each An =⇒ Ap implies each a in Ap is in hb). Proof. For each −→ in
the path underlying the =⇒ instance, by Lemma 3.2, each a in Ap is in hb.
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Lemma 3.10 (each n⇝ A implies each a in A is in hb). Proof. There are just two
cases. The case of n = 0 is trivial: only alt base applies, so A = ∅. Otherwise, only
alt step applies. There exists An such that An =⇒ A. Lemma 3.9 suffices.

Lemma 3.11 (⇝ reaches an alternating fixpoint). There exists an even number n : N
and atoms A ⊆ A such that n⇝ A and (n+ 2)⇝ A.

Proof. By Lemma 3.8, successive even choices of n monotonically grow the atom set.
By Lemma 3.10, these atom sets never exceed hb, which is finite, by Lemma 3.1.

Theorem 3.1 (|= is a total function). Exactly one φ exists where s∗ |= φ.

Proof. By Lemma 3.11, the conditions of the meta-rule denotation in Definition 3.7
are satisfied for some smallest choice of nth ⇝ step. So some s∗ |= φ exists. By
Lemma 3.8, all larger (even) choices of n prove the same s∗ |= φ. Then by Lemma 3.6,
denotation applies no other way for each choice of n, so φ where s∗ |= φ is unique.

3.4 Case Study: Specifying Data Exchange

This section applies Seaso to the domain of data-exchange systems. We formalise
models from the data exchange literature as Seaso programs. Fragments 3.1 to 3.16
in the following sections lay out incremental extensions to a single program. Each
extension models a facet of the system. Eventually, the abstract system is refined
until it captures granular details of a particular system in a particular configuration.

3.4.1 Agents Transfer Data

Fundamentally, data exchange systems comprise agents that potentially transfer data.

Fragment 3.1 (data-exchange system fundamentals).
decl agent. data. defn transfer(agent,data,agent).

Fragment 3.2 extends using Fragment 3.1 to formalize ‘Alice transfers Sensor
Test Data to Bob’. Expressing this fact requires constructing concrete agents and
data, which, in turn, requires defining these domains, which were only declared in
Fragment 3.1. We expect this to be a common programming pattern; in building
a model representing the information in its most concrete form (for example, for
testing), undefined types are provided with primitive identifiers.

Fragment 3.2 (a particular transfer event).
defn agent(str). data(str).

rule transfer(agent("Alice"),data("Sensor Test Data"),agent("Bob")).

77



3.4.2 Data Computation

A pervasive notion is the modelling of data computation. We see such notions arise
in the literature in two senses. Firstly, computations relate data; some data is output
and some data is input, or more specifically, some data acts as functions, applied to
other data, acting as parameters. Secondly, computations are events that happen,
producing outputs from inputs.

Fragment 3.3 shows a very general approach to formalising the ways computations
relate data; computation is the domain of identifiable groupings of inter-data relations.
For example, computations afford a natural interpretation as hyper-edges whose
vertices are data. This example serves to demonstrate how logically related definitions
can co-exist, despite formalising notions at different levels of abstraction. The most
abstract data-dependencies are captured using involves, grouping data somehow
related to computations. Relations input and output are more specialised kinds of
involvement. Finally, input is further specialised by function and parameter. Notably,
these abstractions can be mixed, as more general relationships are inferred from more
specific ones. Note how the program expresses the logical relations between these
domains apparent in its rules. For example, from the program text, one can infer
that functions count as inputs.

Fragment 3.3 (data is computed from data).
decl computation. defn involves(computation,data). rule C, D :- involves(C,D).

defn input(computation,data). output(computation,data).

function(computation,data). parameter(computation,int,data).

rule involves(C,D) :- input(C,D). input(C,D) :- function(C,D).

involves(C,D) :- output(C,D). input(C,D) :- parameter(C,I,D).

Fragment 3.4 defines compute, formalising computation events performed by agents.

Fragment 3.4 (agents compute data).
decl computation. defn compute(agent,computation).

Note that Fragments 3.3 and 3.4 are well-formed when composed in either order,
because their extensions are independent. This is still the case if they are each
extended with rules. This independence lets two entities cooperate in refining models
of multi-faceted systems. Consider a runtime system in which compute events produce
data as a function of parameters. Two automated services cooperate in building a
system model despite working independently; one learns of compute events as they
happen, and the other learns which parameters are authorised for which computations.
Their models are ultimately composed, producing a model that is useful to users
because its denotation gives determined answers to sensible questions.
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3.4.3 Roles of Data in Computation: Workflows and Plans

Seaso focuses on the way programs are extensions of other programs, and are extended
themselves. As such, we are most interested in formalising notions ‘in the middle
of the abstraction stack’. In Sections 3.4.3 and 3.4.4 we formalise, respectively, two
concepts from the literature that fit this description: workflows and (data exchange)
archetypes, as in [vdAvH04] and [SVG20], respectively; however, variants of both are
described in many other works. In summary, workflows can be understood as models
of the system that elaborate on details of computation pertaining to data, but not
agents, while archetypes elaborate on agents, but not data.

Workflows are abstract representations of tasks and their inter-dependencies.
The term sees use in the literature of various fields, including business processes
(e.g., [vdA03]) and cloud computing (e.g., [LZZ+19]). With Fragment 3.5, we opt
for an essential formalisation of workflows popular in literature [VvEI18]; a workflow
is 1. a graph whose vertices are computation tasks, and whose directed edges are
input-output data dependencies, and 2. yields particular resulting data.

Fragment 3.5 (data computation workflows).
decl workflow. defn task(workflow,computation). result(workflow,data).

rule W, C :- task(W,C). rule W, D :- result(W,D).

Fragment 3.5 requires only a small extension to begin modelling plans, the
attribution of tasks to agents which will perform them. Fragment 3.6 formalises this
simple interpretation of planning.

Fragment 3.6 (workflow planning).
defn plan(task,agent). rule T, A :- plan(T,A).

3.4.4 Roles of Agents in Computation: Data Exchange Archetypes

Fragment 3.7 formalises data exchange archetypes as (constraints on) roles agents
play in data exchange and computation, while abstracting away the specifics of the
data itself. This lays the groundwork for the norms constraining agent actions and
relationships shown in Section 3.4.5. This formalises a particular notion of ‘data
exchange archetype’, which occurs in various forms in the literature on data exchange
systems.2 Our approach is primarily based on the graphical encoding of Shakeri et al
in [SVG20], which is best summarised by a figure, which we include as Figure 3.1.
Appendix D shows our formalisation of more archetypes shown in Figure 3.1.

2Our effort to formalise these archetypes began in the eflint language, and played a large role in
motivating the development of Seaso. Nina Verheijen continued the development eflint in parallel
to this work; the results remain available at https://gitlab.com/eflint/data-exchange-templates.
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Figure 3.1: Graphical depiction of data exchange archetypes from page 2 of [SVG20]

Fragment 3.7 (data exchange archetypes).
decl context. defn accessor(agent,context). rule A, C :- accessor(A,C).

defn consumer(agent,context). provider(agent,context).

functionProvider(agent,context). parameterProvider(agent,context).

rule accessor(A,C) :- consumer(A,C). provider(A,C) :- functionProvider(A,C).

accessor(A,C) :- provider(A,C). provider(A,C) :- parameterProvider(A,C).

Note the similarity in the structure of definitions of inter-data (workflows) and
-agent (archetypes) relationships. Firstly, computation and context are identifiable
groupings of entities. Secondly, the relations of each give complementary abstractions
of the same events. For example, data playing the role of function corresponds with
an agent playing the role of functionProvider .

Fragment 3.8 gives a slightly different formalisation of archetypes. Concretely,
roles are a domain of their own, parameterising the playRole relation, which subsumes
accessor and consumer. (Some roles are omitted for brevity.) Inference rules are included
to ensure that the model remain conceptually consistent. This demonstrates two
useful properties: 1. multiple formalisations of the same concept can be composed,
producing a consistent result, and 2. one program may provide multiple, consistent
views of one concept. These ease the task of downstream programmers. For example,
later extensions may be defined in terms of both accessor and playsRole.
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Fragment 3.8 (data exchange archetypes v2).
defn role(str). playRole(agent,role,context).

rule playRole(A,role("accessor"),C) :- accessor(A,C).

playRole(A,role("consumer"),C) :- consumer(A,C).

accessor(A,C) :- playRole(A,role("accessor"),C).

consumer(A,C) :- playRole(A,role("consumer"),C).

Fragment 3.9 adds a new role of computer to Fragments 3.7 and 3.8; the computer

is responsible for performing a (computational) transformation on the data after it
is provided and before it is consumed. Precisely, Fragment 3.9 defines a brand new
computer relation and connects it to the existing role relation.

In broader terms, Fragment 3.9 changes the existing archetype abstraction. We
expect these kinds of changes to arise in practice as stakeholders learn from each
others’ fragments, or their requirements change between fragments. For example, this
case is explained by the authors of Fragments 3.7 and 3.8 not considering the need for
the in-flight computation of data, perhaps because it breaks the symmetry between
archetypes and workflows; a computer is not associated with any particular data.

Fragment 3.9 (refining the archetype specification).
defn computer(agent,context). rule accessor(A,C) :- computer(A,C).

rule playRole(A,role("computer"),C) :- computer(A,C).

computer(A,C) :- playRole(A,role("computer"),C).

Fragment 3.10 takes a first step in formalising the conceptual connections between
workflows and archetypes. Namely, 1. computations are contexts, and 2. the agent
performing each compute event plays the role of computer in the computation.

Fragment 3.10 (connecting workflows and archetypes).
defn computation(context). rule computer(A,Ctx) :- compute(A,computation(Ctx)).

Fragment 3.11 formalises the compute-to-data archetype, as it is described in [SVG20];
organisation A provides functions to organisation B, who applies these functions to
(local) data, and returns the resulting outputs to A, who consumes them.

Fragment 3.11 (the compute-to-data archetype).
defn orgA(agent,context). orgB(agent,context).

rule consumer(A,C), functionProvider(A,C) :- orgA(A,C).

computer(A,C), parameterProvider(A,C) :- orgB(A,C).

seal computer. functionProvider. consumer. parameterProvider.

Fragment 3.11 shows how program extensions can raise the level of abstraction,
despite adding detail; here, orgA and orgB are defined as abstractions over agent roles
(consumer, computer and so on). Subsequent extensions that preserve well-formedness
cannot break the seals on agent roles, and so, preserve this abstraction. For example,
agents cannot consume outputs without providing functions.
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3.4.5 Data Exchange Norms

In the examples shown so far, all properties of interest were expressed such that
they are necessarily preserved; for example, all computers are accessors. To follow,
we explore the formalisation of norms, requiring the expression of properties whose
violations are detected and emitted instead. Fragment 3.12 defines a very simple
norm; some transfer events are data leaks, which are undesirable.

Fragment 3.12 (data leaks are undesirable).
defn dataLeak(transfer). emit dataLeak.

Fragment 3.13 formalises a norm connecting several existing notions: for each
compute event that happens, its agent must be planned to perform the computation,
and play the role of computer.

Fragment 3.13 (conditioning desirable compute events).
defn happens(compute). planned(happens). unplanned(happens). banned(happens).

rule A, C :- happens(compute(A,C)). rule unplanned(H) :- H, !planned(H).

rule planned(happens(compute(A,C))) :- happens(compute(A,C)), plan(task(W,C),A).

rule banned(happens(compute(A,computation(Ctx))))

:- happens(compute(A,computation(Ctx))), !computer(A,Ctx).

emit unplanned. banned. seal planned. unplanned. banned.

Note that, by orthogonalising the definitions and inference rules of these violation
criteria, users can distinguish them, and (externally) attribute them with distinct
meanings. For example, users may consider unplanned events preferable to banned

events. This demonstrates the addition of normative meaning to an existing domain;
computer now influences which compute events are banned.

3.4.6 Dynamic (Knowledge of) Concrete Systems

We finish the section by demonstrating the extension of abstract Seaso programs to
model system configurations, and modelling how configurations change over time.

Fragment 3.14 shows a 2-part program extension. With only Part 1, agent("Amy")

has the role of computer, and has performed computation(context("DataMarketCtx")).
Consequently, a unplanned element is inferred and emitted. However, when the model
is subsequently extended with Part 2, the violation is removed. This demonstrates
defeasible reasoning, i.e., the falsification of prior conclusions when given new informa-
tion. In practice, it is useful to formalise conclusions subject to change. For example,
an automated agent monitors the behaviour of its peers and assigns them punishments
for wrongdoings, based on judgements from partial information; punishments are
overturned if further investigation raises reasonable doubt of wrongdoing.
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Fragment 3.14 (removing an unplanned event).
– – – – – – – – – – – – – – – – – Part 1 – – – – – – – – – – – – – – – – –
defn context(str). workflow(str). rule orgB(agent("Amy"),context("MarketCtx")).

rule happens(compute(agent("Amy"),computation(context("MarketCtx")))).

– – – – – – – – – – – – – – – – – Part 2 – – – – – – – – – – – – – – – – –
rule plan(task(workflow("AmyWorkflow"),C),agent("Amy")) :- C.

As always, the order of program statements does not alter its denotation. However,
programs may nevertheless model inherently chronological information. Fragment 3.15
specifies that an agent violates a workflow if they compute data before one of its
inputs is computed.3 The input-output dependency between computations is encoded
as inform. The reader may recognise the inspiration from event and situation calculi
(compared in [KS94]), where chronological reasoning emerges from rules relating facts
modelling events (happens) and their ordering (before).

Fragment 3.15 (chronologically ordering events).
defn before(compute,compute). inform(computation,computation).

rule before(X,Z) :- before(X,Y), before(Y,Z).

inform(X,Z) :- inform(X,Y), inform(Y,Z).

inform(C1,C2) :- output(C1,D), input(C2,D).

defn violatesWorkflow(agent,workflow). emit violatesWorkflow.

rule violatesWorkflow(A1,W) :- before(compute(A1,C1),compute(A2,C2)),

inform(C2,C1), task(W,C1), happens(compute(A1,C1)),

task(W,C2), happens(compute(A2,C2)).

Fragment 3.15 is formulated to decouple 1. whether compute events happen,
2. the order in which they happen, and 3. the inputs and outputs of computations.
These domains may be altered independently, for example, by different, physically-
distributed, automated agents. Consider an automated task-planner component,
responsible for orchestrating (creating) tasks. Fragment 3.16 is a final extension. It
helps the planner to avoid planning computations that inform themselves.
Fragment 3.16 (specifying desirable plans).
defn informSelf(computation). rule informSelf(C) :- inform(C,C). emit informSelf.

In the above examples, we see how data exchange systems are incrementally
modelled and specified. At each step, the model can be reasoned about analytically
(by understanding the rules) or tested (via temporary extensions). Importantly, the
properties established by each programmer are preserved by subsequent extensions,
and in the system at large. For example, one may rely on the entire system adhering
to the compute-to-data archetype even without reading Sections 3.4.5 and 3.4.6.

3This formalisation fundamentally requires that computations are orderable, which is unsuitable for
streaming computations. Streams can be modelled via this abstraction as workflows consisting of
several descrete computation-steps, but other formalisations may be more convenient for streams.
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3.5 Discussion

This section reflects on Seaso, discussing its properties and applicability to the
formalisation of data exchange systems. Sections 3.5.1 to 3.5.7 use examples to show
noteworthy programming patterns, and weaknesses and strengths of the language.
Throughout, observations address our requirements of Seaso, defined in Section 3.1.
Section 3.5.8 overviews these observations, summarizing the extent to which each
requirements is met. Finally, Section 3.5.9 describes our prototype Seaso interpreter.

3.5.1 Reasoning about Rules

Each Seaso rule can be read as its corresponding logical implication in first-order
predicate logic (FOPL); the correspondence is apparent ( clear ). For example,
‘all brothers are friends’ can be encoded as FOPL formula ∀A,B : friends(A,B)←
brothers(A,B), and encoded as Seaso statement rule friends(A,B) :- brothers(A,B).
Whether reading or writing programs, one can rely on the program denotation
preserving the FOPL formula encoded by each rule, regardless of any other statements
( part ). Example 3.10 demonstrates a system for which this rule-based approach is
natural; the program is comprehensible despite its complexity.

Example 3.10 (modelling integer operators). Modelling operators {+,×,−} over
integers given suc, the int-successor function.

defn suc(int,int). sum(int,int,int). mul(int,int,int). sub(int,int,int).

rule A,B :- suc(A,B). sub(A,B,C) :- sum(C,B,A). sum(A,B,C) :- sum(B,A,C).

sum(0,A,A) :- A. sum(A,B,C) :- sum(D,B,E), suc(D,A), suc(E,C).

mul(A,0,0) :- A. mul(A,B,C) :- mul(A,D,E), suc(D,B), sum(E,A,C).

seal sum. sub. mul.

Many useful properties can be formalised in FOPL. All properties characterising
finite relations can be encoded as Seaso via rules constructing their elements.
However, not every FOPL formula can be enforced in an existing program. Those
that can are finite FOPL implications whose 1. consequents are conjunctive atoms,
2. antecedents are conjunctive literals, and 3. quantified variables are subterms of
positive antecedents. Moreover, they are in Skolem normal form, i.e., all variables
are universally quantified and at the root of the formula. An arbitrary formula can
be Skolemized to produce fresh ‘helper’ domains and a set of formulae in Skolem
normal form. In practice, Skolemization is straightforward, and its results are easy
to understand ( clear ). For example, in Section 3.4.5, defining unplanned as ‘the
compute events for which there exists no plan’ required Skolemization, producing
helper domain planned.
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Seaso programmers express falsity by not inferring truth. As such, these properties
cannot be added to arbitrary existing programs; some specify that truth be preserved
by extension ( part ). For example, given rule a(), no extension can enforce ¬a,
but this property can be captured by a fresh atom, for example, by adding rule

na() :- !a(). The disjunction in a ∨ b cannot be enforced either, but it also cannot
be captured by a single rule. However, disjunction can be encoded via several rules:
rule ba() :- a(). ba() :- b(). Emissive domains model violated properties.

Some conceptually simple notions are cumbersome to express in FOPL, and so
also in Seaso ( wide ). For example, in Example 3.11, the count captures the number
of elements in domain item. This requires an inductive definition via an order on
items, here, provided by next. We do not intend for Seaso to be a general-purpose
language, so we hesitate to simplify this usage by complicating the language definition
( clear ) with features such as inbuilt counting operators. For now, we leave these
features to the discretion of implementors. Section 3.6.1 briefly addresses related work
on logic programming, which includes investigations of various language features.

Example 3.11 (counting items). This program counts items, i.e., count = {|item|}. It
assumes suc and next are successor functions (transitive reductions of total orders)
on integers and items, respectively, where |next| ≤ |suc|. The last line is an example
extension that replaces count(0) with count(2).
defn suc(int,int). sum(int,int,int). mul(int,int,int). sub(int,int,int).

rule A,B :- suc(A,B). sub(A,B,C) :- sum(C,B,A). sum(A,B,C) :- sum(B,A,C).

sum(0,A,A) :- A. sum(A,B,C) :- sum(D,B,E), suc(D,A), suc(E,C).

mul(A,0,0) :- A. mul(A,B,C) :- mul(A,D,E), suc(D,B), sum(E,A,C).

seal sum. sub. mul.

3.5.2 Reasoning about Atom Values

Generally, determining the truth or falsity of an atom in a program requires computing
the (full) denotation. However, in some cases, it is possible to determine atoms’
values based on a subset of the program statements ( part ). In the simplest case,
the truth of an atom simply follows from being stated as a fact. Facts are rules and
are therefore independent of other program statements (as discussed in Section 3.5.1).
A step harder is determining the truth of consequents of rules with only positive
antecedents, whose truth must first be determined, inductively.

Determining the falsity of an atom requires determining the absence of any rules
that result in its truth. If the entire program is not available, falsity is generally
indeterminate. This is the consequence of a language feature; atom values are generally
subject to change in program extension (as discussed in Section 3.5.3). However,
knowing that domains are sealed, one can infer that a wide range of statements
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are absent from extensions ( part ). For example, consider a program whose first
statement is seal t; certainly, all atoms in t are false. In other cases, falsities are
determined by analysis of rules and seals. For example, let s∗1 be the composition
of Fragments 3.1 to 3.13; then as planned and banned are sealed (in Fragment 3.13),
each s∗1 s∗2 preserves ∀H : ¬planned(H)∨¬banned(H). As with visibility qualifiers in
other languages, sealing can be used to communicate essential system characteristics,
or to establish abstractions for automated tooling to protect.

Seaso programmers are not expected to make intentional use of unknown values.
However, we expect them to arise unintentionally when programs are assembled
by programmers that have incomplete knowledge of their peers’ contributions. Sec-
tion 3.3.4 defines when atoms have unknown value. Here, it suffices to say that
they arise from logical incongruities. Fortunately, unknownness propagates through
atoms only to a limited extent, and these do not disturb the truth or falsity of known
atoms, nor interfere with the preservation of logical implications between known
atoms ( part ). Furthermore, for each unknown atom a, some rules exist whose
addition ‘repairs’ its unknownness; in the simplest case, the domain is unsealed,
so (rule a .) suffices. Otherwise, unknown values are understood as identifying
fundamental, logical incongruities in the specification and the interpretation of its
rules as preserved FOPL formulae. Unknown atoms afford a starting point in tracing
source of the inconsistency through rules, from consequents to antecedents.

3.5.3 Reasoning about Time and Dynamic Systems

Recall that statement order is irrelevant to a program’s denotation, affording more
significant reasoning under (de)composition ( part ). However, we intend large
programs to be programmed incrementally, i.e., design-time is advanced through
program extensions. Thus, program properties can be interpreted as temporal
properties of objects over design-time ( dyn ). For example, property ‘x is true
now, but possibly false after further design steps’ is expressed via program defn x(),
while extensions rule x() and seal x necessitate that x() is forevermore true and false,
respectively. Note that ‘forevermore false’ is not expressible without sealing.

Seaso programmers may leverage the expression of properties over design-time
to model properties over system time, i.e., properties changing in the system being
modelled ( dyn ). We draw attention to two approaches. Firstly, programmers conflate
design- and system-time such that program extensions capture changes in (knowledge
of) the system. For example, add rule user("Bob") when user Bob is registered, or
add rule time(5) :- reach(5), not reach(6). reach(5) to set time(5) such that it can be
replaced with time(6) by adding another rule later. Secondly, programmers may model
several system states in each program, as atoms (much as we formalised states in Core
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eflint in Section 2.4 in the prior chapter). On one hand, this affords the expression
of powerful temporal properties via the usual rules, as demonstrated by Example 3.12.
On the other hand, this approach relies on programmers externally attributing the
same temporal interpretation to programs, domains, and atoms.
Example 3.12 (modelling temporal systems and properties). Program chosen to
encourage an interpretation of system states (state) and temporal precedence (predeces),
such that mayEnd is a temporal property of states with descendants with property end.
decl state. defn precedes(state,state). end(state). mayEnd(state).

rule mayEnd(S1) :- precedes(S1,S2), end(S2).

3.5.4 Reasoning about Domains and Signatures

Seaso uses domains as a projection of all a program’s atoms, and admits statements
that annotate domains with special properties. For example, emit x is comparable
to rule emits("x"), but only the former is given special treatment by the language
definition. Effectively, these are a special class of domain-predicates only stated
as facts. Concretely, these properties are defined for a signature, a projection of a
program which omits all rules, except the domains of their consequents. Reasoning
about signatures avoids inference altogether. Figure 3.2 gives a graphical depiction
of three program signatures. Observe how signatures have natural interpretations
as ontologies ( clear ), defining essential has-a (or composed-of ) and counts-as (or
instance-of ) relations over domains. For example, s∗3 specifies that each permit has a
request and each request counts as a permit. By design, signatures suffice to check
well-formedness ( easy ). Again, consider Figure 3.2. The given programs s∗1−3 are
each well-formed. Composite programs s∗1 s∗2 and s∗2 s∗3 are also well-formed. However,
s∗1 s

∗
2 s

∗
3 is ill-formed because permit is given conflicting definitions in s∗1 and s∗3. Also

note the extensions that preserve well-formedness; 1. request is defined repeatedly,
2. request is marked emissive after it is sealed, and 3. access is marked emissive and
sealed before it is defined.

data access

permit request

data access

request

data access

permit request

Figure 3.2: Signatures of three Seaso programs s∗1−3, shown left to right, separated
by bars. Domains are shown as vertices. Vertices of declared but undefined domains
are dotted, and are related to their parameters by outgoing edges. Vertices of sealed
and emissive domains are squares and red (otherwise blue and circles), respectively.
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3.5.5 Composition Control with Seal Statements

So far, we have focused on a particular approach to building composite Seaso
programs; programs are incrementally extended by programmers aware of the program
so far, but ignorant of further extensions. Here, we briefly consider the use of two
simple language extensions. Chapter 4 focuses on exploring these kinds of features.

Firstly, we consider the introduction of open as the dual of seal. The ill-formedness
meta-rules are extended such that ill(s∗1 open(d) s∗2) ↔ ill(s∗2 seal(d) s∗1). Intuit-
ively, constraints propagate in both directions over the statements, such that each
programmer works ‘in the middle of the abstraction stack’.

Secondly, we consider relaxing programs’ total ordering of their statements, e.g.,
in favour of a preorder (transitive and reflexive). This is complemented by the
adoption of a more traditional module system to group statements and organise their
inter-dependencies. For example, programs are assembled from named parts, which
each 1. contain a set of statements S, and 2. name the other parts whose rules do
not break (i.e., are excepted from) seals in S. For example, the programmer of each
part p names only the parts whose rules they are aware of at the time of writing p.
Seal statements are used to protect abstractions in Seaso programs under extension.
We see promise in exploring the relation between seals and module systems. We
are particularly inspired by a recent work developing a robust and modern module
system for Datalog [KPE24], because Datalog and Seaso have much in common.

3.5.6 Finite Products with Infinite Extensions

Many examples have shown the utility of defining rules over domains whose parameters
remain undefined (e.g., suc in Example 3.11). Effectively, undeclared, unsealed
domains model arbitrary sets to be defined later. This paradigm is familiar to (meta)-
programmers; each Seaso program is a template instantiated by an extension that
defines its undefined domains. This paradigm is also familiar in norms and regulations
( norm ), where specifications intentionally incorporate undefined open-textured terms
[GIM+18]. For example, ‘data processing must be justified by reasonable use’, leaving
room for judgement in a courtroom, on a case-by-case basis. This decouples the
programming concerns of 1. defining the structure of atoms in d from 2. defining
relations over atoms in d. For example, rule A :- f(A), infers A despite its undefined
internal structure.

When extending a program, the programmer is tasked with solving a search
problem; what is a satisfactory or optimal extension? The constraints arise from
striving to faithfully model the outside world, perhaps a cyber-physical system, or
perhaps concepts in their mind. Other constraints are suggested by the program.
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For example, which extensions avoid or minimise emissions? Seaso itself assists the
programmer insofar as it valuates candidate extensions, i.e., reveals their broken seals
and emissions. In the future, we anticipate more extensively automating this search
procedure. Many research areas offer solutions to such search problems, differing
in how they represent problems, represent solutions, and traverse the search space.
Answer set solving is a natural choice; these solvers are given logic programs whose
rules describe the traversal of a search space. Unlike Seaso, these rules are not
confluent, i.e., atom values are determined by which inference steps are chosen over
others. For example, given truth of c and rule {a,b} :- c, one could infer a is true
(but not b) or b is true (but not a). Clingo [GKK+11] is an example of an established
answer set solver; see Section 2.3 for more details. Other fields offer solvers of their
own search problems. For example, tools exist for model-checking linear temporal
logic properties of nuXmv [CCD+14] and Maude [CDE+03] programs. With some
clever encoding of the problem, these solvers’ search for property counterexamples
can be used to identify satisfactory or optimal program extensions.

Recall the syntax of Seaso, and its well-formedness criteria from Section 3.3.2.
User-defined domains are algebraic product types (or records), whose atoms are
combinations of other atoms. Thus, atoms with the same domain also have the
same structure. This has two advantages. Firstly, domains naturally model n-ary
relations; relations are broadly applicable, easily understood, and ubiquitous in the
literature and in other specification languages ( wide ). Secondly, it ensures that all
programs have a finite denotation. Section 3.3.6 argues this result. This is essential to
ensuring queries are answerable using finite time and space ( query ). For example,
recursively defined domains necessarily have no elements. For instance, consider
defn f(f). rule f(F) :- F and all its possible extensions.

The disadvantage is that an inherently polymorphic set cannot be modelled by
a single domain. For example, we cannot extend Fragment 3.4 with a definition of
domain event, the union of domains compute and transfer. We are interested in variants
of Seaso that enable some kinds of polymorphism. For example, consider a variant of
Seaso that removes meta-rule untyped from Definition 3.4, i.e., type definitions of
constructs become optional. In this language variant, program rules may arbitrarily
construct atoms of undefined types. Finiteness of the denotation is restored by
requiring that types of constructs are less than types of all their arguments w.r.t.
some well-order. Intuitively, this limits the size of atoms.

3.5.7 Interpretation of Atom Valuations

Truth is the fundamental, intrinsic valuation Seaso programmers use to model
systems and theories. Which set of atoms a program deems true is meaningful. By
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organising atoms into the potential domains D, different programs may organise
the same data differently. For example, consider the programs rule a(1). a(2) and
rule a(1), b(2). The distinction between atoms’ domains is intrinsic, giving a starting
point for users to attribute accordingly different, extrinsic meanings to atoms’ truths.
For example, Section 3.4.5 defines happens and planned, which are most naturally
used descriptively (‘I observe this’), and prescriptively (‘I assert this’), respectively;
however, this distinction is external to the program, and so, leaves room for ambiguity
and argumentation. Inevitably, there is always some horizon beyond which external
interpretation is necessary.

Emission is a secondary valuation of atoms, particularly motivated by the need to
model normative facets of data exchange systems ( norm ); emissions are understood
as undesirable properties of the system being modelled. Often, the undesirability of a
domain is suggested by its name. However, via its definition in the language semantics,
emissiveness draws attention to, and prescribes a standard notion of undesirability to
the interpretation of atoms in the marked domain. For example, consider the program
formalising ‘faults are undesirabile’: defn bad(fault). rule bad(F) :- F. Program emit

fault formalises the same, but via emit, its meaning relies less on user interpretation.
We recognise emission as an instance, desirable for its simplicity ( clear ), of

a more general idea; intrinsically-defined valuations have standard interpretations,
and, potentially, special treatment in the language semantics. It remains to be
explored which other valuations are worth definition. To follow, we exemplify flaw
and stop as potential valuations of interest, whose intended usages are exemplified
in Examples 3.13 and 3.14, respectively. Firstly, flaw is identical to emit, but its
occurrences are understood as the fault of the programmer, rather than faults in the
system being modelled; (these are explored in Section 4.4.3.3 where emissions and
flaws are called violations and errors, respectively). Effectively, flawed generalises
ill-formed, with the benefit of being expressed at the atom-level, but with the drawback
of being indeterminate given only a program signature. Secondly, stop opts into an
alternative definition of truth. Intuitively, stop d fixes d’s elements, such that they are
unchanged by program extensions. Repeated stops have no effect. Concretely, a of
type d is true in s∗1 stop(d) s∗2 iff a is true in s∗1. Thus, (applications of) ordered rules
models (occurrences of) ordered events, whose effects outlive their occurrences. A
similar result is achieved by instead externalising the encoding of d’s current elements
to the definition of a newly defined and then sealed domain d′. Consider how the
rules defining d′ may be generated from the current denotation.
Example 3.13 (experimental feature: flaws). This extends Example 3.11, formalizing
assumptions of next (previously stated in the caption) as flaws. For example, extending
this program with rule less(3,3) results in the addition of flaw cyclic(3).
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defn eq(item,item). less(item,item). unordered(item,item). cyclic(int).

rule eq(I,I) :- I. cyclic(I) :- less(I,I).

less(I,J) :- next(I,J). less(I,K) :- less(I,J), less(J,K).

unordered(I,J) :- I, J, !less(I,J), J, !less(J,I), !eq(I,J).

flaw cyclic. unordered. seal cyclic. unordered. eq. less.

Example 3.14 (experimental feature: stops). Marking a domain stop fixes its
elements, regardless of future program extensions. It cannot be stopped again. This
program, used to extend another that defines some users, fixes the founding users. No
subsequent extension can change the founders, even those that add and remove users.
decl user. defn founder(user). rule founder(U) :- U. stop founder.

3.5.8 Requirements Revisited

Here, we collate our reflections on the fulfilment of our requirements of Seaso:

Name Summary of the extent to which Seaso meets the requirement

wide The language is widely applicable, as it is based on ubiquitous concepts:
n-ary relations and first-order predicate formulae.

norm Emissiveness separates the modelling of systems (as truth) from the
identification of normative violations (as emissions).

dyn Truth of atoms can be added or removed by program extensions, re-
flecting changes in (knowledge of) systems. Thus, extensible programs
model dynamic systems. Each program can also model several states at
once, but these interpretations are external.

easy Program composition is simply sequence concatenation. Checking the
well-formedness of any composite program requires only its signature,
i.e., it does not require computing the denotation, performing inference
steps, or even instantiating its rules.

part Logical implications are preserved by extension. Moreover, the preser-
vation of atoms’ truth or falsity under extension 1. can be enforced by
sealing, and 2. is is unaffected by ‘unrelated’ logical inconsistencies.

query Any finite (query in any) program is evaluated in finite steps.

clear The language is simple, requiring no knowledge of the data exchange
domain. The most complex language facets (typing and inference) are
based on well-established work.
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3.5.9 Prototype Implementation

The simplicity of Seaso eases the task of implementing an interpreter, and affords
typical optimisations. For example, during inference, 1. as variables are typed,
positive atoms can be more efficiently retrieved if grouped by domain, and 2. as all
like-typed atoms have the same, finite structure, they have a fixed size, affording
efficient contiguous storage and indexing.

To witness the practical realisability of the language, we provide a prototype
implementation of a Seaso interpreter; its source code is hosted in a persistent
repository [Est25]. Given a program, the interpreter checks well-formedness and
prints the denotation. Its implementation reflects the language definition in this paper
as closely as possible, for example, in its concrete syntax. The examples provided
in the repository include all those throughout the chapter (excluding Examples 3.13
and 3.14 which would require language extensions).

3.6 Related work

Sections 3.6.1 and 3.6.2 present literature offering alternatives to Seaso’s technical
foundations, respectively presenting alternative logic programming languages and
approaches of controlling program composition. Sections 3.6.3 to 3.6.5 present
alternatives to Seaso for modelling data exchange systems.

3.6.1 Logic Programming Languages

Considering only rules, Seaso is similar to many logic programming languages. We
draw particularly from work on Datalog, maximising their similarity. For example,
[Lif10] and Section 3.3.4 define their respective stable model semantics. We expect
this similarity to ease the application of work on Datalog to Seaso. For example,
[DMRT14] constructs provenance information for Datalog programs, making them
easier to understand by ‘explaining’ the sources of truths.

Some features of logic programs in the literature are intentionally omitted from
Seaso. For example, disjunctive heads and choice operator (explained concisely
in [LM03]) afford convenient expression of new properties, but complicate composi-
tional reasoning; atoms are given multiple truth-valuations, and so, answering ‘is a
true?’ requires context we prefer remain unnecessary to downstream programmers
( clear ). [NO18] presents a variant of the well-founded semantics supporting rules
with disjunctive heads, potentially offering means of generalising Seaso’s underlying
semantics while preserving its practical applicability.
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Some Datalog dialects include features that appear to complement those of
Seaso. For example, [LM03] defines a Datalog extension to include various classes of
constraints, conditioning the application of rules. Some languages are significantly
more expressive. For example, [AK16] introduces functional programming aspects to
Datalog. The Curry language, surveyed in [Han13], further aims to unify functional
and logic programming. It remains to be seen which language extensions to Seaso
would be worthwhile in practice.

3.6.2 Approaches to Consistency-Preserving Program Composition

Several works provide algorithms for extending declarative programs while preserving
properties of interest. Like Seaso, these algorithms rely on a given ordering on
fragments (e.g. rules), and emphasise the preservation of properties under composition.
They differ from Seaso in that their property of interest is always some kind of
consistency in the denotation, such as ¬(a ∧ ¬a). Many such properties cannot be
expressed for a given program in terms of seals. We see these works as offering Seaso
programmers new ways to find programs that are desirable for their consistency.

[SBvE15] defines algorithms for 1. translating between rule base representations
oriented around value-constraints and rule-priorities, and 2. rewriting rule bases to
prefer the consequents of rules with higher priority. This work extensively explores
the cases in which threats to consistency arise in practice, and how they can be
mitigated via constraints and priorities.

CP-nets (‘conditional ceteris paribus preference’ networks) denote a partial pref-
erence order on a set of features. [HPS21] defines the enrichment of CP-net x and y,
producing a composite CP-net z that preserves existing preference relationships. Like
our own, this work is motivated by users reasoning about z in terms of x despite
ignorance of y. Their work offers a ‘lossy’ approach; elements of y are discarded
as necessary. In Seaso, this would mean discarding statements from y that would
otherwise break seals in x.

3.6.3 Executable Norm Specification Languages

Various norm(ative) specification languages are presented in the literature, each based
on some established legal framework. Their models formalise regulatory norms. These
are used, for example, to define and model-check the compliance of a cyber-physical
system to contract law.

eflint is a normative specification language that was a major inspiration for
our work. Both Seaso and eflint model knowledge as n-ary relations, denote
the truth of atoms, and distinguish compliance and violation [vBLvDvE20]. The
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most noteworthy difference is semantic, pertaining to the meaning of the order of
statements. Recall how Seaso only uses statement order to match constraining
and constrained statements. In contrast, eflint statements have effects, denoting a
sequence of transitions through a transition system whose vertices each denote a rule-
and truth-set. Both languages enable cooperation via incremental program extension,
i.e., Amy and Bob cooperate by writing two successive program parts. Intuitively,
eflint empowers Bob, who enjoys the freedom to arbitrarily update rules and truths,
reflecting chronological system state updates. In contrast, Seaso empowers Amy,
who enjoys non-trivial control over Bob, and so, can reason about the composite
program. Syntactically, eflint prioritises readability by legal experts via familiar
terms used in familiar ways (such as Duty, Claimant, Act, Actor, and Conditioned by),
whereas Seaso prioritises terseness and similarity to Prolog and Datalog.

Symboleo [PSA+22] and FIEVeL [VC08, VC07, SHH24] are other normative
specification languages. In lieu of a thorough comparison, here it suffices to say
that these are comparable with eflint, but differ in specifics of their underlying
legal frameworks, their developmental histories, tooling, and intended applications.
Each is used to model dynamic, normative systems, providing them formal semantics
and laying the groundwork for testing and model-checking properties. At the heart
of each language is a core ontology, whose concepts are instantiated and extended
by programmers to build particular models. These ontologies overlap significantly,
but also differ in complex ways. For example, each includes event, only FIEVeL
distinguishes between institutional and base agents, and only Symboleo groups
obligations into contracts. Our impression is that FIEVeL is the most focused
on model-checking, and eflint has the most generic ontology, and the strongest
emphasis on representing implicit knowledge as logical inference rules (via eflint
clauses Holds when and Derived from, comparable to Seaso rules).

Various works on normative systems influence Seaso. Firstly, works identify
concepts worth modelling. For example, [BvdT08] characterises the Deontic nature
(i.e., what ought to be) of duties, and that duties are obligations, which are regulative
norms, which are substantive norms. eflint uses Duty to model duties, and we ensure
Seaso can model duties also (using emit). Secondly, works leverage norm specifications
for benefit. For example, [vBKB+21] inter-relates formalisms of access-control rules
and legal regulations by composing eflint programs, [LSvE20] enforces compliance
of smart contracts to norms modelled by eflint programs, [PRR+24] model-checks
temporal properties in Symboleo programs, and [VC07] does likewise with FIEVeL
programs. We aim to facilitate similar usages of Seaso programs in future.
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3.6.4 Software Modelling Languages

Several languages, presented in the literature, model software systems primarily in
terms of logical formulae and relations. We see benefit in further exploring their
literature and and adapting their tooling. Seaso sets itself apart by focusing on a
controlled, cooperative modelling process by internalising constraints over program
extensions (via seals).

Alloy has very much in common with Seaso: 1. all data is modelled entirely as
members of n-ary relations, 2. properties of interest are expressed in the model itself,
and 3. dynamic behaviour is captured without built-in notions of time or state [Jac19].
We also see similarity in how programs are built and understood. For example, what
we call an ontology in Section 3.5.4 is called a classification tree in [Jac19]. We hope
to exploit this similarity in learning from work on Alloy, for example, in translating
Seaso programs to (optimised) SAT problems for analysis.

Several modelling languages complement Unified Modelling Language (UML),
appealing to usres of UML, for example, system administrators and software engineers.
C4 [Bro18] defines models with four levels of abstraction (hence the name). Each
level expands the internals of components of previous layers, ultimately ending with
UML diagrams. OCL augments UML class diagrams, constraining objects of classes
via expressions over attributes; invariants constrain system states, and behavioural
interfaces constrain the state transitions triggered by method invocations [RG02].
These approaches have in common with Seaso an emphasis on compositional ab-
stractions [VHG20]. Seaso differs by deferring the choice of system representation to
the programmer as much as possible. However, we expect that these languages may
inform the domains and rules Seaso programmers may use in practice.

3.6.5 Goal-Oriented Requirements Engineering

[WdPAOdPL09] compares i∗ and KAOS : influential goal-oriented requirements
engineering and requirements specification languages. These languages are used to
express (non-)functional requirements indirectly, by representing actors’ (soft) goals
directly. There is conceptual overlap with Sections 3.6.3 and 3.6.4, including the
normative inspiration of the former, and the fixed model layers of the latter.

The i∗ framework was developed in response to software systems increasingly
exhibiting properties typical of social systems: more dynamism, less predictable
structure and behaviour, etc. [Yu01], and sees continued application [Yu09]. i∗ affords
an agent-oriented worldview by modelling relations between agents, goals, resources,
and tasks. For example, composition relates task-pairs, and goal-dependency relates
task-goal-task triples. Models consist of layers modelling intra- and inter-agent
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relationships. KAOS is similar to the i∗ framework in that it 1. models requirements
in terms of actor goals, 2. represented in terms of some prescribed relations, 3. spread
over a fixed set of model layers [WdPAOdPL09]. KAOS differs from i∗ in the
prescribed relations and the details of how models are layered. Consequently, they
afford different abstractions and approaches to model analysis.

Like Seaso, these languages model systems in terms of relations. Furthermore,
they emphasise their extensibility; i∗ and KAOS are presented as frameworks custom-
izable for the use case (in [Yu09] and [UBL+11], respectively). Effectively, Seaso
takes this to the extreme, prescribing no domains in particular, instead prescribing
how domains are populated and defined by programmers. Nevertheless, the early
introduction of agent in Section 3.4 exemplifies the overlaps in our approaches to
modelling our overlapping application domains. We also recognise overlaps with our
own motivations and intended usages. For example, i∗ and Seaso emphasise leaving
system details temporarily unspecified, for example, to model how autonomous agents
have unknown behaviour [Yu09], or to leave room for case-specific judgement (see
Section 3.5.6). As such, we expect some Seaso programs to resemble i∗ and KAOS in
practice. We see value in a rigorous attempt to embed (the precisely-defined relations
of) KAOS and i∗ in Seaso.

3.7 Conclusion

We define Seaso, and demonstrate its intended usage in modelling data exchange
systems. Our approach is typical, in that it empowers users to reason about systems
in terms of formal models built from well-understood and -established foundations:
logic programming and relational databases.

Our approach is atypical in its emphasis on the incremental development of
program models, such that, each step of the way, the program itself specifies how it may
be extended. Intuitively, each model is a contract between upstream and downstream
programmers. This is motivated by the application domain; data exchange systems
are complex and must adhere to the requirements of various stakeholders with
heterogeneous specialisations, working at different levels of abstraction. For example,
legal experts reason about data privacy laws, while system administrators reason
about firewall rules. Each programmer reasons about the set of properties of their
program preserved by (arbitrary) extension, and grow this set by sealing domains.
This lays the groundwork for controlled cooperation; programmers express their
properties of interest in terms of seals, and rely on automated tooling to check that
all seals are preserved by a given program extension.
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Seaso has simple technical foundations, based in the fundamentals of logic
programming. This aides the applicability of Seaso to a variety of problems. We
have found it to be sufficiently general to express a variety of concepts from the data
exchange literature. For example, we have formalised workflows, plans, archetypes,
and event traces. More importantly, by formalising these concepts in the same
language, they may be meaningfully composed. We explain how Seaso satisfies
the requirements we have identified in the application domain, e.g., concerning
expressivity and compositional programming and reasoning. Finally, we provide
a prototype implementation of a tool that checks the well-formedness of Seaso
programs, and computes their denotations.

Our goal is to afford meaningful cooperation in the development of – and reasoning
about – complex models of inherently complex data exchange systems. Seaso is
a vehicle for the communication of unambiguous meaning between human and
automated agents, alike. This includes stakeholders in data exchange systems, despite
them working at different levels of abstraction, contributing at different moments in
time, and having limited understanding of each others’ specialisations.

General Takeaways By defining and applying the Seaso language, we have shown
that, by adding some simple new language features, essentially familiar specifications
become better-suited to a new context where agents cooperatively develop a shared
specification in a controlled manner, e.g., to control a data exchange system.
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4
Cooperative Specification via Composition Control

Abstract

High-level, declarative specification languages are typically highly
modular: specifications are comprised of fragments that are themselves
meaningful. As such, complex specifications are built from incrementally
composed fragments. In a cooperative specification, different fragments
are contributed by different agents, usually capturing requirements on
different facets of the system. For example, legal regulators and system
administrators cooperate to specify the behaviour of a data exchange
system. In practice, cooperative specification is difficult, as different
contributors’ requirements are difficult to elicit, express, and compose.

In this work, we characterise cooperative specification and adopt an
approach that leverages language features for controlling specification
composition. In our approach, specifications model the domain as usual,
but also specify how specifications may change. For example, a legal
regulator defines ‘consent to process data’ and specifies which agents
may consent, and which relaxations of the requirement are permitted.
We propose and demonstrate generic language extensions that improve
composition control in three case study languages: Datalog, Alloy, and
eflint. We reflect on how these extensions improve composition control,
and afford new data exchange scenarios. We use this insight to develop
Seaso and Slick: bespoke languages for cooperative specification. These
developments contribute to the greater vision of multi-agent data exchange
to the satisfaction of their shared, complex, dynamic requirements.

Basis of this Chapter This chapter adapts the SLE2024 conference article [EvB24].
The same definitions are presented more explicitly and with additional discussion and
examples. Section 4.5 replaces a prior ‘Future Work’ subsection with a (re)definition
of Seaso and Slick, which are used in Chapter 3 and Chapter 6, respectively.
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4.1 Introduction

Data exchange systems are large distributed systems, concerned with the controlled
exchange and processing of data across organisational boundaries [OSTL19,OtHW22,
vBORS+24]. Each system is driven by the participation of autonomous agents. These
include organisations guiding the development and structure of the system ahead
of time, or the cyber-physical entities driving system behaviour at runtime. When
these systems behave counter to agents’ requirements or expectations, agents may
be harmed. For example, if the medical records of patient Bob are unintentionally
broadcasted to international data processors, (the privacy of) Bob is harmed. It is
imperative that these systems be carefully controlled to minimise harm. At the very
least, this is a legal requirement in the European Union as per the EU General Data
Protection Regulation (GDPR) [Eur16], which formalises the prevention of harm as
the compliance to norms, i.e., the prohibition of normative violations.

In this work, we take a typical approach to controlling complex systems in general,
and data exchange systems in particular; (the desirable behaviour of) the system is
specified in some formal language, producing an artefact called a specification. This
approach clarifies a way for agents to agree on their requirements on the system.
First, the agents agree on the specification language. Then it suffices for them to
agree which specification captures each of their requirements. A sufficiently precise
and expressive language affords robust and predictable reasoning about specifications.
Finally, the agents reason about the real system itself via its specification, relying on
the enforcement of the specification, which maintains the compliance of the system
to its specification, for example, by automated enforcer agents.

The focus of this work is not enforcement, whose theory and practice is ex-
plored in other works. For example, in some cases, non-compliance is prevented
(‘ex-ante enforcement’), e.g., employing access control [HKF15, SCFY96], model
checking [CHVB18], or by generating implementations from specifications. In other
cases, enforcement is instead continuously or periodically monitored, detected, and
corrected (‘ex-post enforcement’), e.g., employing usage control [SP03,PHB06,JD22],
runtime verification [BF18], or process mining [vdAC22]. The focus of this work is
also not the ways specifications model physical systems or conceptual domains of
discourse. For example, many specification languages differ in their fundamentals,
for example, providing different core ontologies from which their specifications are
built. For example, both eflint [vBLvDvE20] and Symboleo [SPA+20] propose
an essentially relational worldview, but only Symboleo builds specifications using
Contract as a primitive concept, while eflint instead provides Fact and Event as
primitives, which can be instantiated and composed to model contracts. Moreover,
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multiple semantics may be associated with the same syntax, each with different
reasoning capabilities and computational complexities, as is the case for the various
profiles of OWL2 [W3C12] (Web Ontology Language version 2).

This work focuses on the features of specification languages supporting cooperative
specification, a process by which cooperating agents systematically develop a shared
specification that captures all their requirements. Precisely, the specification is
assembled incrementally as agents contribute new parts. The challenges typical to
developing specifications are exacerbated by the characteristics of data exchange
systems in particular: these systems are subject to complex and changing requirements,
as a consequence of the large number and variety in the agents, reflecting the number
of participating organisations, and the complexities of their roles in the exchange of
data. For example, legal experts formalise institutional entities and their relationships,
process orchestrators coordinate the processing and communication of automated
workers, while data providers negotiate, refine, and update the conditions on the use
of data. For these agents to develop a shared specification, at some point, in some
form, the agents must reason about, communicate about, and control each others’
contributions to the specification. How are conflicts between requirements identified
and resolved? How do agents determine which properties of the specification may be
changed? Example 4.1 shows how agents experience a usability problem as a result
of failing to regulate each others’ contributions to the shared specification.

Example 4.1 (motivating example). Agents Amy, Bob, and Dan cooperate to develop
a shared eflint specification which formalises all of their requirements.

‘Administrator’ Amy begins, contributing the notion of processing, formalised in
the specification as an agent-data relation. At this stage, the relation has no elements,
but Amy intends for this to be changed by subsequent contributions:
Fact processing Identified by agent * data.

Next, ‘Barrister’ Bob contributes to the specification, formalising a simplistic notion
of consent (to the processing of data) as an agent-processing relation:
Fact consent Identified by agent * processing.

‘Data-consumer’ Dan contributes an assertion of the membership of particular pro-
cessing and consent elements in the relations introduced by Amy and Bob.
Extend Fact processing Derived from processing("Dan", "Amy's XRays").

Extend Fact consent Derived from consent("Amy", processing("Dan", "Amy's XRays")).

The two fact-type extensions in Dan’s contribution are similar from the perspective
of the eflint semantics: they assert the existence of relation elements. However,
the latter extension violates Bob’s meta-level requirement that consent somehow
only originates at the agent in question; Dan must not grant Amy’s consent! The
specification fails to sufficiently capture these kinds of meta-level requirements.
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Our approach is to leverage specification languages for (homogeneous) meta-
specification: like Example 4.1, specifications specify domain-level concepts as usual.
But unlike Example 4.1, specifications additionally capture the agents’ meta-level
requirements: how the specification can be changed. We are inspired, in part, by
cooperative programming, where it is commonplace for programs to constrain their
own extensions. Consider two examples: 1. Java class members marked private capture
meta-level requirements and harden the program against bugs at compile time, and
2. invariants of Java functions are encoded as assertion statements, which halt program
execution whenever they fail at runtime. Prior contributors experience this as control
over the specification. Future contributors experience this as insight into which
contributions are considered permissible. The homogeneity of our meta-specification
approach enables the robust formalisation of requirements inter-relating domain
concepts (like data) to meta-level concepts (like agents and specification-contributor).
Subsequently, we evaluate existing languages through this lens, and propose language
extensions that improve their suitability to cooperative specification.

Precisely, in this chapter, we contribute the following:

1. a definition of composition control in a specification language, affording reasoning
about its suitability to cooperative specification (Section 4.2),

2. the definition and evaluation of various composition control mechanisms in the
Datalog language, which is chosen for its simplicity (Section 4.3),

3. the evaluation of the suitability of realistic specification languages Alloy and
eflint to cooperative specification, before and after language extensions adapted
from those shown in Section 4.3 (Section 4.4), and

4. based on our experiences with Datalog, Alloy, and eflint in Sections 4.3 and 4.4,
we propose bespoke languages for cooperative specification (Section 4.5).

Throughout the main sections, we interleave background material and discussion
of our findings where it is needed. The remaining sections discuss the relation between
our contributions and existing works like programming language features and abstract
argumentation frameworks (Section 4.6), lay out the most immediately promising
future works (Section 4.8), and reflect on our findings of our contributions and
(Section 4.7), before we conclude with a summary (Section 4.9).

4.2 Definitions up to Composition Control

This section introduces our fundamental concepts and terminology concerning 1. spe-
cification languages, 2. the cooperative specification process, and 3. composition
control, which makes a language useful for cooperative specification.
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4.2.1 Language Schema

We introduce language schemas as abstractions over a class of specification languages.
Definition 4.1 gives the formal definition. Intuitively, a language schema defines the
(syntactic) program language P which agents read, write, compose, and communicate.
The model JpK is the primary (semantic) denotation of each program p which agents
reason about, and use to model the domain of discourse. Secondarily, agents recognise
when program p is valid, denoted ✓(p), predicating a fundamental, semantic property
like ‘useful’ or ‘sensible’, which is distinct from the model of p.
Definition 4.1 (language schema). A language schema is ⟨P,M, J·K, ◦,✓⟩ where:
• P are the programs, a formal language, e.g., defined by a grammar.

• M are the models, another formal language.

• J·K : P →M maps programs to models. We style the the model of p as JpK.

• ◦ : P → P → P composes programs, syntactically.

• ✓ : P → B recognises the subset of valid programs.

Henceforth, we use model to refer specifically to function J·K and its codomainM.
We use semantics to include any reasoning about programs. We distinguish static
from dynamic semantics: only dynamic semantics is defined in terms of a program’s
model. For example, type-checking a program is a matter of static semantics, while
testing the model-equivalence of two programs is a matter of dynamic semantics.
We use this distinction later to roughly categorise language schemas. For example,
Section 4.3.2.4 gives a static definition of valid; hence, the validity of these programs
can be checked without the cost of computing their models.
Definition 4.2 (extension). ∀p p′, (p ◦ p′) extends p.

Definition 4.3 (adjustment). p′ adjusts p ≜ (p′ extends p) ∧✓(p) ∧✓(p′).

Definition 4.4 (refinement). p′ refines p ≜ (p′ adjusts p) ∧ JpK = Jp′K.

Definitions 4.2 to 4.4 clarify key concepts of our approach. In the context of
some language schema ⟨P,M, J·K, ◦,✓⟩, any program p : P can be extended to
some p ◦ p′ : P. The extension is also an adjustment iff it preserves the existing
validity of p. The adjustment is also a refinement iff it preserves the model of p.
Intuitively, extensions preserve the existing program syntax, but may change its
semantics. Adjustments and refinements are cases of extensions which incrementally
preserve more semantic facets of the original program. Although refinements make
no immediate change to the program semantics, crucially, they can have an indirect
effect, by changing the adjustments and refinements that are available in the future.
Example 4.2 demonstrates with a simple and synthetic language schema.
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Example 4.2 (a toy language schema). We demonstrate the use of the language
schema with a simple, synthetic example definition of SN ≜ ⟨P,M, J·K, ◦,✓⟩.

Let the programs (P) be the powerset of natural numbers (2N), i.e., each ‘program’
p : P is some set of numbers p ⊆ N. Let the models (M) be natural numbers, and
let JpK give the maximum of p ∪ {0}. Let program composition (◦) be set-union (∪).
And finally, let ✓(p) iff no number in p is divisible by another in p.

Although artificial, SN demonstrates how we define and reason about language
schemas. For example, {5, 6} ◦ p is an adjustment if p ≜ {7}, but not if p ≜ {3},
because 3 adds a divisor of 6. Furthermore, observe that adjusting {5, 6} with {4} is a
refinement, because its model (max(p ∪ {0}) = 6) and its validity are both preserved.
But the refinement has an indirect effect: the refined program {4, 5, 6} has lost a prior
adjustment with {8}, because {5, 6, 8} is valid, but {4, 5, 6, 8} is not.

4.2.2 Cooperative Specification

Definition 4.5 gives our formalisation of the cooperative specification problem, where
a given set of agents cooperate to develop a shared specification.

Definition 4.5 (cooperative specification). Given language schema ⟨P,M, J·K, ◦,✓⟩,
a set of agents A take turns developing a persistent and shared program p : P. In
context, initially p is either given or trivial. In the N th turn, agent a ∈ A replaces p
with some extension p ◦ p′. We say a is the contributor of p′, the N th contribution.
The cooperation is successful while p ◦ p′ is an adjustment, i.e., p remains valid.

We can give an alternative formulation of Definition 4.5 by focusing on the final
result of the process: agents cooperate to incrementally develop a shared specification
of the form (((p1 ◦ p2) ◦ p3) ◦ ...) ◦ pn, where pN is the N th contribution. The
agents always agree on the fundemental requirements to preserve the success of
the cooperation: each contribution must extend the shared specification such that
its validity is preserved. Thus, each contribution specifies which contributions are
subsequently permitted.

We do not specify how agents take turns, e.g., we generally let agents contribute
repeatedly. In practice, we expect the contributor of pN to know only the contributions
p1, p2, ..., pN−1, and influence only contributions pN+1, pN+2, ... by their choice of pN .

Example 4.3. Amy and Bob agree to cooperatively define a shared specification,
using the toy language schema SN. To the initially trivial {}, Amy contributes {5, 6},
then Bob contributes {13}, and finally Amy contributes {11}. Consequently, Bob and
Amy agree on the shared program p = {5, 6, 11, 13}, its model JpK = 13, and that they
cooperated successfully, because the program’s validity was always preserved.
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4.2.3 Composition Control

We characterise the composition control of a given language schema as the set of
its control triples (Definition 4.6) and use these to reason about the utility of the
language. Intuitively, each control triple ⟨p1, p2, p3⟩ identifies an opportunity to refine
p1 with p2, which has no immediate effect on the semantics of p1, but it prevents the
subsequent adjustment p1 ◦ p3. We expect this situation to arise frequently during
cooperative specification at the moment an agent is about to update the shared
specification to p1, but anticipates the adjustment p1 ◦ p3 by another agent.

In Sections 4.3 and 4.4, we use individual control triples to concretise cases where
agents control one another’s contributions, and we reason about control triples in
aggregate as a ‘measure’ for the composition control of a language (schema).

Definition 4.6 (control triples). ⟨p1, p2, p3⟩ ∈ control-triples(⟨P,M, J·K, ◦,✓⟩) ≜
(p2 refines p1) ∧ (p3 adjusts p1) ∧ ¬(p3 adjusts (p1 ◦ p2)).

Example 4.4. Language schema SN affords non-trivial composition control. In
Example 4.3, the agents’ contributions align with non-trivial control triples in SN,
i.e., their contributions non-trivially specify their peers’ permitted contributions.

Amy’s first contribution {5, 6} prohibited the subsequent contribution of {10}.
Amy’s inclusion of 5 in the contribution had no immediate effect on the model of the
shared specification, but it constrained future contributions. This situation aligns with
the control triple ⟨{6}, {5}, {10}⟩ as J{6, 10}K = J{5, 6, 10}K = 10 and ✓({6, 10}) but
¬✓({5, 6, 10}). Amy’s prohibition of Bob’s contribution of {10} was evident to Bob,
but Amy’s underlying motivation was not. Did Amy consider 10 to be undesirable?

4.3 Composition Control Features in Datalog

This section presents a set of generic, composition control language features, using
Datalog as a specification language in each example. We select Datalog in particular, as
it strikes a desirable compromise between complexity (affording varied and meaningful
specifications) and simplicity (affording succinct definitions and examples).

4.3.1 The Datalog Language

Datalog has been discussed in the literature for decades, including a rich exploration
of various language extensions such as weak negation and composite objects; [CGT89]
overviews the Datalog language variants, but the original Datalog language is sufficient
for our purposes. We assume some prior knowledge on Datalog but give our own
semi-formal account of the language here.

Definition 4.7 gives our account of the syntax of the Datalog language.
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As in the subsequent grammars, note how grammar non-terminal symbols are
suggestively named, like rule and predicate. Thus, our grammars introduce abstract
language constructs. However, the grammar rules ultimately terminate with concrete
ASCII symbols. Thus, we rely on our grammars to support concrete examples.
Notation 4.1 (formal language grammars). Throughout this chapter, we define
several formal languages inductively, via collections of grammar rules. Syntactic
categories are defined by non-terminal symbols, denoted in italics (like rule). We
omit the definitions of common and trivial syntactic categories and grey their symbols
(like letter). Concrete, terminal tokens are mono-spaced and brightly coloured (like
statement and :-). Each := defines a grammar rule, rewriting from left to right, with
alternatives separated by |. We use x? to denote an optional x element and ϵ to mark
the absence of tokens in rules rewriting non-terminal symbols to nothing. We use x∗

to denote x-lists. Precisely, let x∗ ≜ ϵ | x x∗. Finally, xy+ and xy∗ match lists with
at least 1 and 0 elements, respectively, whose elements are separated by elements
matching y. Precisely, let xy+ ≜ x (y x)∗ and let xy∗ ≜ xy+?. For example, the
one-rule grammar (D := -? digit+) lets D denote the signed integers such as −23.

Definition 4.7 (Datalog syntax). Let program give the Datalog programs, where

program := rule.∗ rule := head (:- body)? predicate := constant

head := atom atom := predicate (( arg,∗ ))? variable := uppercase letter∗

body := atom,∗ arg := variable | constant constant := lowercase letter∗

Definition 4.8 (ground atom). Each atom α is ground iff it contains no variable.
Datalog affords a straightforward operational semantics: rules populate an initially-

empty set of true ground atoms (Definition 4.8) from existing truths to a fixed point.
Desirably, each Datalog program also affords a straightforward logical interpretation:
rules are implications, bodies are conjunctions of atoms, and atoms are first-order,
atomic, Boolean logical variables. For instance, Example 4.5 has the model with
truths { no-access(amy,data1) , access(amy,data1) , bad(amy) }. Each model assigns a
Boolean truth value to every conceivable ground atom, thus determining the Boolean
value of every conceivable query over their values.1 For example, bad(amy) is true,
while bad(bob) and eats(bob,baked,potatoes,500) are each false.
Example 4.5 (a simple Datalog program).
bad(A) :- no-access(A,D), access(A,D). no-access(amy,data1). access(amy,data1).

Despite its simplicity, Datalog has seen significant application in practice, because
it strikes a desirable balance of expressivity, e.g., it is simple enough to afford efficient
interpretation, but complex enough to afford complex modelling and analyses.
1Syntactically, Clingo is a super-language of Datalog, so the Clingo solver accepts Datalog programs
as input. By design, these inputs yield unique stable models which align with the semantics of
Datalog. So the reader can apply the understanding of Clingo from Section 2.3 here.
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4.3.2 Composition Control in Datalog Variants

4.3.2.1 Datalog with Trivial Validity

Definition 4.9 defines SD, which situates the Datalog language in a simple language
schema. Consequently, agents can cooperatively specify Datalog programs.

Definition 4.9 (trivially valid Datalog). Let SD ≜ ⟨P,M, J·K, ◦,✓⟩, where:

• P ≜ program, the syntactic category of Datalog programs (Definition 4.7).

• M is the powerset of ground atoms (Definition 4.8), i.e., models are atom-sets.

• J·K captures the typical Datalog semantics.

• ◦ is given by the usual, syntactic program concatenation, such that the composite
program p1 ◦ p2 has the rules of the union of the rules in programs p1 and p2.

• ✓ is a trivial, constant function: each program is valid.

SD has some properties that support its usage for cooperative specification.
Notably, it reflects a hallmark of many Datalog variants in the literature: the
semantics disregards the order of program rules. Precisely, in SD, ◦ associates and
commutes over J·K. In our context, this eases the burden on agents cooperating to
define any p1 ◦ p2, because there is no ordering imposed on their contributions.

However, SD is not very useful for cooperative specification; it has no meaningful
composition control, because there are no control triples, as all programs are valid.
Example 4.6 demonstrates how the lack of composition control is experienced as an
inability for the agents to communicate their requirements on their cooperation.

Example 4.6 (trivial Datalog cooperation). Agents Amy and Bob cooperate to
define composite p1 ◦ p2. By defining p1, Amy constrains Jp1 ◦ p2K, but not p2.

For example, if p1 ≜ no-access(amy,data1), Amy asserts that no-access(amy,data1) ∈
Jp1 ◦ p2K. However, Amy cannot control, and Bob cannot infer, which definitions of
p2 Amy considers permissible. Did Amy omit no-access(bob,data1) intentionally? Is
Amy leaving this addition to Bob, or does Amy not permit its truth? SD programs
do not specify how they may be changed. Amy experiences this as a lack of control
over Bob. Bob experiences this as a lack of insight into what Amy permits.

4.3.2.2 Simple Dynamic Validity

Next, Definition 4.10 situates the same Datalog language in a new language schema.
We attribute semantic invalidity to the truth of error, which is otherwise an entirely
ordinary truth of an entirely ordinary atom. Despite the simplicity of this definition, it
makes S ′D significantly more useful for cooperative specification than SD. Example 4.7
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discusses an control triple which is illustrative of the practical usage of S ′D, and which
witnesses its non-trivial composition control.

Definition 4.10 (error-sensitive Datalog). Let S ′D ≜ SD, except ✓(p) ≜ error /∈ JpK.

Example 4.7 (S ′D composition control). ⟨p1, p2, p3⟩ ∈ control-triples(S ′D), where
p1 ≜ knows(amy,bob). p2 ≜ error :- knows(X,dan). p3 ≜ knows(amy,dan).

Extrapolating from Example 4.7, S ′D affords a straightforward means of com-
position control: agents express a prohibition on (contributions that lead to) the
simultaneous truth of a1, a2, a3, ..., an as a rule error :- a1,a2,a3,...,an.2

We call this a dynamic form of composition control, as it entangles each program’s
(in)validity with its model. Intuitively, S ′D frames Datalog as a (simple) homogeneous
meta-programming language: Datalog constructs specify the use of Datalog constructs.
On the one hand, this approach has the drawback of complexity; generally, checking
(in)validity of any program p requires computing JpK in its entirety. On the other
hand, this approach has the benefit of expressivity; as demonstrated in Example 4.7, it
lets ordinary Datalog rules express concerns that cut across the traditional separation
between domain-level concepts (like the knows predicate) and the meta-level (like
constraints on contributions). Example 4.8 recreates Example 4.6, but where the
cooperation is more fruitful, because Amy is able to explicitly express more meta-level
requirements to Bob. However, note that the requirement is not specific to Bob: S ′D
cannot specialise the conditions on contributions according to their contributor.
Example 4.8 (prohibiting no-access). As in Example 4.6, Amy and Bob cooperate
to develop the shared specification p1 ◦ p2, but this time, they agree to use S ′D Amy
defines p1 ≜ no-access(amy,data1). error :- no-access(bob,data1), and leaves p2 for Bob
to define. It is clear to Bob that the success of the cooperation is conditioned on p2
preserving the falsity of no-access(bob,data1). Amy experiences this as control over
Bob. Bob experiences this as insight into what Amy permits. As in Example 4.6,
no-access(bob,data1) /∈ Jp1K, but now this was intended by Amy.

4.3.2.3 Dynamic Validity Reflecting Contributors

Recall how cooperative specification (Definition 4.5) statically constrains the ways
agents modify the shared specification, establishing new meaningful abstractions of
contribution and permission, to guide the agents’ cooperation. Here, we introduce
another static constraint which establishes a connection between contributions and
2The reader may recognise how the rules of this form mimic the integrity constraint rules used
in answer-set programming languages such as Clingo (see Section 2.3). The rules have the same
structure, and assign a similar interpretation of ‘to be avoided’ to the applicability of these constraint
rules. However, by separating the semantic facets of programs into models (JK) and validity (✓),
we let users encounter, reason about, and even contribute programs that violate constraints.
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their contributors, such that specifications of the latter can be specialised to the
former: Property 4.1 characterise contributions that reflect their contributors.

Property 4.1 (contributions reflect contributors). Let language S ≜ ⟨P,M, J·K, ◦,✓⟩
be given. The contribution of p ∈ P by agent a is permitted only if p reflects or is
consistent with being contributed by a: no agent other than a apparently contributes
to p, where apparently contributes to is defined alongside S.

By agreeing a priori that contributions must reflect contributors (Property 4.1),
contributors are forced to internalise details of their cooperation in the specification
itself. Intuitively, contributors can exploit the required connection between contrib-
utors and contributions to specify who contributes what. For example, after agents
agree on Definition 4.11, S ′D support new usages. Example 4.9 demonstrates; Amy
exploits the connection between Bob’s contributions and Bob’s identity.
Definition 4.11 (apparently contributes). Agent a1 apparently contributes (to
predicate c) in Datalog program p iff p contains a rule with head c(a1,a2,a3,...,an).

Example 4.9 (agent-specific contribution constraints). Like Example 4.8, Amy and
Bob cooperate to develop a shared specification after agreeing to use S ′D, but now,
they also agree that contributions must reflect their contributors (Property 4.1) in
the first argument to each contributed rule’s head (Definition 4.11).

First, Amy contributes votes-for(amy,bob). error :- votes-for(X,X). As this prohibits
the inference of votes-for(dan,dan), only Dan is not permitted to vote for Dan.

On the one hand, the preservation of Property 4.1 has the drawback of complicating
specifications and models, because it forces contributors to work around the added
constraints. For example, the no-access predicate used in Example 4.9 would require
an additional parameter to identify the contributor distinctly from the data-accessor.
On the other hand, it connects another facet of the cooperation at the meta-level
with the models at the domain-level, affording new kinds of inter-agent control. For
example, in all successful contributions which continue Example 4.8, we know that
agents cannot vote for themselves, so Dan cannot acquire votes without other agents’
assistance. In Chapter 6, we extensively apply these agent-specific constraints.

4.3.2.4 Static Validity via Type-Sealing

Finally, Definition 4.15 defines S ′′D as another language schema, framing Datalog
for cooperative specification. Like S ′D, this is a variant of the original schema for
Datalog SD, but unlike S ′D, this is designed around a static approach to composition
control: checking the (in)validity of each program is orthogonalised from its model.
As before, agents’ contributions must reflect their contributors (Property 4.1) in the
first parameter of the head of each contributed rule (Definition 4.11).
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Definition 4.12 (extended Datalog syntax). Let program′ give the syntactic category
of extended Datalog programs program′, subsuming program from Definition 4.7:

program′ := phrase.∗ agent := constant

phrase := rule rule | seal predicate except by agent,+

Definition 4.13 (sealed for). In each p ∈ program′, predicate c is sealed for agent a
iff ∃(seal c except by a1,a2,a3,...,an) ∈ p and a /∈ {a1, a2, a3, ..., an}.

Definition 4.14 (breaks seal). Program p ◦ p′ breaks a seal on predicate c iff c is
sealed for some agent a in p and a apparently contributes to c in p′.

Definition 4.15 (sealing Datalog). Let S ′′D ≜ SD, except defined with P ≜ program′

(Definition 4.12), and ✓(p) iff no seal is broken in p (Definition 4.14).
The idea of seals is straightforward (and is adapted from the Seaso language in

Chapter 3), but it requires a syntactic extension to Datalog in Definition 4.12: the
existing rules are generalised to phrases, whose first case of rule-phrases express logical
inference rules as before. The new case of seal-phrases are used to express constraints
on contributions at the meta-level. Intuitively, seal-phrases (‘seals’) prohibit certain
contributions in the future, relying on the alignment between the (syntactic) order of
phrases in the program with the (chronological) order of contributions.
Example 4.10 (simple control via sealing). Amy and Bob cooperate to develop
a shared specification using S ′′D. First, Amy contributes seal ready except by amy.
Everyone agrees that Amy, but not Bob, is not permitted to assert that ready is true.

Example 4.11 (subtle control via sealing). Amy and Bob continue the cooperation
in Example 4.10. Amy contributes ready :- vote(bob). Bob then contributes vote(bob),
indirectly making ready true. Everyone agrees that this is permitted: Bob has not
apparently contributed to ready, and all contributions still reflect their contributors.

Compared to the dynamic validity of S ′D, the static validity of S ′′D has some
drawbacks. Notably, by separating the reasoning about (fine-grained) truths in
the model from the (coarse-grained) rules in the program, fine-grained meta-level
requirements become more cumbersome or even impossible to express. For example,
in any cooperation, Amy cannot statically prohibit Bob from asserting vote(amy) but
not vote(bob) without at least partially entangling (the computation of) the program’s
model with its validity. However, there are also benefits to static validity: it affords
more static (analysis of) properties. For example, for each control triple ⟨p1, p2, p3⟩
of S ′′D, necessarily a seal in p2 is broken by a rule in p3, or vice versa. This lets
agents use seals to reason about valid programs in terms of their parts. For example,
given p1 ≜ (no-access(bob,bob,X) :- private(X). seal no-access except by bob), for any p2,
necessarily ✓(p1 ◦ p2)→ no-access(amy,data1) /∈ Jp1 ◦ p2K. Agents can draw this sort
of conclusion even if they have incomplete knowledge of the shared program.
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4.4 Adapting Existing Languages for Cooperative Specification

This section adapts the approaches to improving composition control from Section 4.3
to realistic specification languages Alloy (Section 4.4.2) and eflint (Section 4.4.3).

For each language, we first give an account of the language, simplified for our
purposes (as we detail in a dedicated paragraph), and we remark on its current use
for (data exchange) system specification. Then, we demonstrate and evaluate its use
for cooperative specification. Finally, we define a minor language extension, and then
demonstrate and evaluate the improvements to its composition control.

4.4.1 Running Example Usage Scenario

Here, we present a particular cooperative specification scenario to be used throughout
this section. This makes the demonstrations more predictable to the reader, and
affords some comparison between the findings of Alloy and eflint.

The following three agents cooperate in the development of a shared specification.
Each agent is concerned with their own facet of the system and their own requirements:

• ‘Administrator’ Amy is concerned with controlling the distributed infrastruc-
ture, for example, by defining processing events, and specifying liveness properties.

• ‘Barrister’ Bob is a legal expert, and is concerned with enforcing an interpreta-
tion of a core part of the GDPR [Eur16]: the lawfulness of data-processing under
GDPR Article 6(1)(a) requires the consent of the subject of the processed data.

• ‘Data-processor’ Dan is a user of the infrastructure, and is concerned with
driving the development of the specification to reflect Dan’s processing of data.

To simplify our examples (and focus on matters of formal languages, syntax,
semantics, etc.), our interpretations of the GDPR are simplistic. Notably, we often
obligate Dan as the data processor to acquire consent to process the data, which is
normally the legal obligation of the data controller, which may be distinct entity.

4.4.2 Cooperative Specification in Alloy

4.4.2.1 An Account of Alloy

Alloy has seen significant research and application to the modelling and model-
checking of software systems [Jac03]. Reflecting its basis on UML and OML [He06],
Alloy specifications represent data via named relations and constraints over relations
expressed in a first-order logic based on Tarski’s calculus of relations [Tar41]. Alloy
has seen application to DSL engineering [MP15] and for the static analysis of complex
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systems [Jac19]. The Alloy website3 provides release versions of Alloy tools, tutorials,
Alloy reference examples, and a detailed specification of the Alloy syntax.

The meaning of each Alloy specification p is a set of instances which satisfy p.
Each instance prescribes particular members to named N -ary relations. Each instance
formalises a satisfactory system configuration, such that Alloy specifications predicate
satisfactory configurations. The names and types of the relations are determined by
each signature in p, which defines an atomic relation r, and several fields over r and
other atomic relations. Here, Alloy affords ease of use by leveraging the expected
familiarity of its users with the object-oriented paradigm: each signature corresponds
to a record data type. Thus, signatures specify the structure of the elements in
instances. Facts explicitly constrain instances in terms of predicates, first-order logical
formulae over relations and their members. Given a specification, the AlloyAnalyzer
tool reports the satisfying instances. In practice, they are enumerated one at a time,
at the request of the user to proceed. This accounts for the possibility that there are
more satisfying instances than can be enumerated in practice. Sometimes it suffices
to check if the specification’s satisfiability is witnessed by any instance at all.

Definitions 4.16 and 4.17 give our syntactic Alloy programs and semantic Alloy
models, i.e., the input and output languages of the AlloyAnalyzer.
Definition 4.16 (Alloy syntax). Let program define the (syntactic) language of Alloy
specifications, the input language of the AlloyAnalyzer tool.

program := para∗ para := macro | factDef | sigDef

id := letter+ factDef := fact id? { pred }

fieldDef := id : (mult | set)? rel macro := let id = (pred | rel)

mult := one | none | some sigDef := mult? sig id,+ (in rel)? { fieldDef ,∗ }

bin := . | & | -> | + rel := id | none | ( rel ) | * rel | rel bin rel

pred := id | true | ( pred ) | not pred | pred and pred

| all id : rel { pred } | some rel | rel (= | in) rel

Definition 4.17 (Alloy models). instanceSet defines the (semantic) language of Alloy
instance-sets, the output language of the AlloyAnalyzer tool.

instanceSet := instance,∗ instance := { atom | field }

field := id ( atom,∗
) atom := id digit+

Example 4.12 (a simple Alloy example).
sig Agent, Data {}

let Processor = Agent

3https://alloytools.org/
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sig State { step: set State, process: set Data -> Processor ,

consent: set Agent -> Data -> Processor }

fact allReachableStep { all s:State { s.*step = State }}

fact processingImpliesConsent { all s:State { s.process in Agent.(s.consent) }}

Run with this specification ∈ program as input, the AlloyAnalyzer outputs satisfying
instances ⊆ instanceSet:
{ },

{ Agent1 },

{ Agent1, Agent2 },

...

{ State1, step(State1, State1), Agent1, Agent2, Data1, consent(Agent1, Data1, Agent1) },

...

Example 4.12 illustrates Alloy in action. The first paragraph of the specification
(in para) introduces atomic relations Agent and Data. The second paragraph defines
Processor as an alias of Agent; this affords more suggestive human interpretation of
the field-relations over agents playing multiple roles. The third paragraph introduces
the final atomic relation, State, along with three field relations. Here, -> (set product,
conventionally notated ×) is used to construct new set-expressions, and set is used to
remove the default multiplicity constraint (one: exactly one element) on field relations;
e.g., such that step is any subset of State -> State. Note that each field-relation
implicitly includes the signature-type itself as the first parameter. For example, each
process member is an state-data-agent triple. The final paragraphs define facts that
explicitly constrain the satisfying instances. For example, allReachableStep asserts
that each states reaches each state via steps (R* is the transitive closure of R and
(=) asserts extensional set equality). Example 4.12 shows four satisfying instances.

Simplifications Our simplified Alloy language is a sub-language of the real Alloy,
so it is executable using the real AlloyAnalyzer. We make some simplifying omissions:
• We omit many combinators for predicates (like iff) and relations (like :>).

• To simplify the (user control over) scope of instance enumeration, we omit
paragraphs enabling fine control over the AlloyAnalyzer’s search for satisfying
instances. In real Alloy, it is common practice to interleave facts with run and
check commands, which guide the search for instances. We omit the constructs
for overriding the default search scope: the cardinality of atomic relations.

• We omit the language features added in Alloy version 6, including temporal
operators (like until and before), and generalisation of instances to linear traces.
Alloy version 6 is backwards-compatible, and its novelties can be modelled using
standard Alloy features4 We take this approach in our Alloy examples.

4In the official Alloy tutorial, the river crossing example models states and temporal properties
using the standard relations and facts https://alloytools.org/tutorials/online/frame-RC-1.html.
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4.4.2.2 Simple Composition Control in Alloy

Definition 4.18 embeds Alloy straightforwardly in language schema SA, enabling its
application to cooperative specification. Until Section 4.4.2.3, we drop the require-
ment that contributions reflect their contributors (Property 4.1), because it requires
adapting the definition of apparently contributes from Datalog (Definition 4.11).

Definition 4.18 (satisfiable Alloy). Let SA ≜ ⟨P,M, J·K, ◦,✓⟩, where:

• P ≜ program (Definition 4.16), the syntactic Alloy specification language.

• M ≜ instanceSet (Definition 4.17), the powerset of Alloy instances.

• J·K captures the dynamic semantics of Alloy: enumerating the satisfying instances.

• ◦ concatenates programs in P.

• ✓(p) recognises when 1. p satisfies the static semantics of Alloy: identifiers are
bound by quantifiers or resolve to either identifier- or predicate-definitions, and
expressions are well-typed, and 2. JpK ̸= {}, i.e., p is satisfiable.

SA faithfully captures the characteristic declarative nature of Alloy specifications;
notably, paragraphs in p interact only indirectly, via the instances JpK. Precisely,
adding signatures multiplies the elements of JpK, and enables the subsequent addition
of new signatures and facts. Adding facts to p removes elements from JpK. The
specification is invalidated once the last satisfying instance is removed.
SA exhibits considerable composition control. It has control triples of the form

⟨p1, p2, p3⟩ such that Jp1 ◦ p2K and Jp1 ◦ p3K are non-empty, but Jp1 ◦ p2 ◦ p3K is empty.
Generally, facts constrain the satisfying instances independently. For example, if p2
and p3 contain only facts, then Jp1 ◦ p2 ◦ p3K = Jp1 ◦ p2K ∩ Jp1 ◦ p3K. SA has some
use in cooperative specification, because facts afford composition control. However,
invalidity is witnessed by no instances, so causes of invalidity are difficult to diagnose.

Example 4.13 (successful cooperation until overconstraint). Agents Amy, Bob, and
Dan cooperate to develop a shared specification. Amy contributes first, capturing the
fundamental dynamics of data-processing as a state-step transition system, capturing
processing and consent as changing relations over agents and data.
sig Agent, Data {} let Processor = Agent

sig State { step: set State, process: set Data -> Processor ,

consent: set Agent -> Data -> Processor }

Next, Bob captures a legal requirement: each data has exactly one subject.
Moreover, Bob formalises the role of consent: only a data subject can consent to its
processing. To add new relations over existing Data, Bob uses a simple Alloy encoding
trick: D is introduced with novel fields, and then the D and Data relations are unified.
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Next, Amy specifies a basic liveness property: from any state, there exists a
sequence of steps that result in the creation of any conceivable consent.
fact anyConsentAlwaysReachable {

all s: State { s.*step.consent = Processor -> Data -> Agent }}

Finally, Dan considers making the following modest contribution. It specifies that
Dan and Amy are distinct agents, and that Dan processes some data. However, Dan
recognises that it is not permitted, because it invalidates the shared specification.
Unfortunately, the reason why is not clear. The AlloyAnalyzer output of {} does
not help to clarify. Although the agents maintain agreement on the progress and
success of the cooperation, its productivity breaks down as Dan struggles to predict,
understand, and explain which contributions are permitted.
one sig Amy, Dan in Agent {} fact { not Amy = Dan }

fact danProcesses { some State.process.Dan }

Example 4.13 demonstrates how SA enables productive cooperative specification
to some extent, but problems arise in practice. In this case, Dan encountered an
unexpected prohibition. It was unexpected because it emerged from the complex
interactions between prior contributions. In this case, the underlying cause was a
subtle conflict between the roles Amy and Bob impose on consent as captured in
anyConsentAlwaysReachable and onlySubjectsConsent , respectively. Together, these facts
imply that either State is empty, or Agent is a singleton. Amy and Bob cooperated
ineffectively, but this was not captured by the specification. In general, like S ′D, SA
exhibits powerful and complex dynamic composition control. However, invalidity in
SA is very difficult to diagnose, because unlike the inference of the Datalog atom
error, the models of unsatisfiabile Alloy specifications afford no starting point for
explanation or diagnosis; there simply are no instances! In Example 4.13, we can
frame the problem as Bob’s inability to overrule Amy in the legal matter of consent.

4.4.2.3 Improved Composition Control in Alloy

Definition 4.21 defines S ′A as a variant of SA in the same way that S ′D was defined
as a variant of SD in Section 4.3.2.4: the syntax of specifications is extended with
new seal constructs, and the semantics of validity is changed to make seals impose
static constraints on future contributions as a function of the apparent contributors
to their predicates. As such, we reintroduce the requirement that contributions
reflect their contributors (Property 4.1). This depends on a definition of apparent
contributors to (extended) Alloy specifications in Definition 4.27, which adapts the
original Definition 4.11 from the Datalog language to our simplified Alloy language.
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Definition 4.19 (extended Alloy syntax). Let program′ give the syntactic category
of syntactically-extended Alloy programs (extending Definition 4.16), where:

program′ := paraExt∗ agent := id

paraExt := agent states para | seal id except by agent

Definition 4.20 (apparent paragraph contributor). Agent a apparently contributes
to (i : id in) p : program′ iff ∃x : para, (a states x) ∈ p and i occurs within x.

Definition 4.21 (improved Alloy). Let S ′A ≜ SA, except defined with P ≜ program′

(Definition 4.19), and ✓(p) iff no seal is broken in p (Definition 4.14).

S ′A includes the control triples of SA. Moreover, S ′A has new control triples
matching ⟨p1, p2, p3⟩ in which a seal in p2 is broken in p3 or vice versa. Broken
seals are discovered without the need to compute models, and their breakage can be
explained to users in straightforward, syntactic terms.

In general, S ′A programs are still subject to (unintentional) invalidity via overcon-
straint that is difficult to diagnose and correct. However, when contributors anticipate
undesirable contributions, these can be explicitly internalised in the specification via
seals. In these cases, seals explicitly capture and communicate these constraints in a
form that is easy to understand and diagnose.
Example 4.14 (Alloy cooperation controlled by sealing). We adapt the cooperation
between Amy, Bob, and Dan in Example 4.13. The contents of each contribution is
largely unchanged, except that each rule is prefixed by (α states) such that it reflects
the identity of its contributor: α. Also, Bob’s contribution includes a new extended
statement: seal consent except by bob, to prevent other contributions from making
inappropriate use of the consent relation (intentionally or otherwise). Consequently,
Amy finds that anyConsentAlwaysReachable cannot be contributed as intended, as doing
so would break Bob’s seal on consent. Bob experiences this as control over Amy. Amy
experiences this as insight into which contributions Bob considers permissible.

4.4.3 Cooperative Specification in eFLINT

Here, we explore the application of eflint to cooperative specification. Our contri-
bution here is independent of that of Chapter 2, where we re-design eflint. So what
we call eflint here is called the original eflint in Sections 2.1 and 2.2.

4.4.3.1 An Account of eFLINT

eflint is a domain-specific specification language suited to formalising a variety of
sources of norms [vBLvDvE20]. It sees active development and application to the
regulation of cyber-physical systems for which compliance to regulatory norms is
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important, e.g., medical data processing systems. As such, the design of eflint
reflects an emphasis on modelling via abstractions that connect normative concepts
(like actions and duties) and computer systems (like state transitions). The language
emphasises the extensibility of specifications to reflect the dynamism of norms in
practice, for example, to mirror amendments to external legal regulations [vBKB+21].

An eflint specification models a snapshot of a cyber-social system as a finite
collection of typed instances5, which are separated into two categories:

1. The set of t-type instances that hold denote the elements of the relation corres-
ponding to t. These instances build up the model of the domain of discourse,
modelling anything from metadata to normative relations between entities.

2. The violations are instances that witness the deviations from the specification.
They model anything undesirable as unmet obligations or prohibited actions.

eflint reflects an emphasis on dynamism at several levels. Firstly, the language
includes constructs that let statements appended to the end of the specification
modify the type-definitions and instances at the domain level. This reflects eflint’s
use as in input language to an incremental interpreter: statements added to the
specification later can act as refinements to prior definitions, e.g., mimicking the
way legal documents are continuously amended. Secondly, statements are explicitly
grouped into steps, where each new step advances a conceptual clock, transitioning
the system being modelled into a new state. For example, the eflint interpreter can
act as a monitor: each input step updates its view of a changing system.

Definitions 4.22 and 4.23 give our syntactic eflint programs and semantic eflint
models, i.e., the input and output languages of the eflint interpreter.

Definition 4.22 (eflint syntax). Let program define the (syntactic) language of
eflint specifications, the input language of the eflint interpreter tool.

program := step∗ alias := Placeholder type For type

step := stmt+ . type := lowercase (- | _ | letter)∗

var := type (digit* | '∗) fDef := (Fact type fSig | Extend Fact type) clause∗

stmt := fDef | dDef | alias dDef := (Duty type dSig | Extend Duty type) dClause∗

fSig := Identified by var*+ dSig := Holder var Claimant var (Related to var*+)?

5Note that both Alloy and eflint use the term instance, but very differently: eflint instances are
analogous to what are called atoms in Datalog and Alloy.
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clause := Derived from instExpr,∗ | Conditioned by boolExpr

dClause := Violated when boolExpr | clause

instExpr := string | digit+ | instExpr (+ | - | *) instExpr | var | instExpr . var

| struct | ( Foreach var : instExpr ) | instExpr Where boolExpr

struct := type ( instExpr,∗ )

boolExpr := True | Not (boolExpr) | Holds (instExpr) | instExpr (!= | == | <=) instExpr

Definition 4.23 (eflint models). Let report define the semantic language of eflint
specifications, the output language of the eflint interpreter tool.

report := state.∗ state := hold: instSet violate: instSet

instSet := { inst,∗ } inst := string | type ( inst,∗ )

Example 4.15 (model of a simple eflint specification).
Fact agent Identified by string

Fact data Identified by string Derived from data("CatScans"), data("CatScans")

.

Extend Fact data Derived from data("X-Rays")

.

Fact data Identified by subject * string

.

Placeholder subject For agent

Placeholder processor For agent

Fact process Identified by processor * data

Fact consented Identified by process

Fact data Identified by subject * string

Duty getConsent Holder processor Claimant subject Related to process

Violated when Not(consented(process))

Derived from (Foreach process:

getConsent(process.processor, process.data.subject, process))

.

Extend process Derived from process(processor("Amy"),data(subject("Bob"),"X-Rays"))

.

Extend Fact process Conditioned by processor != subject("Amy")

.

Run with the above eflint specification ∈ program as input, the eflint reasoner
outputs the model ∈ report below.
hold: {} violate {}.

hold: { data(string("CatScans")), } violate: {}.

hold: { data(string("CTScans")), data(string("X-Rays")) } violate: {}.

hold: {} violate {}.

hold: {} violate {}.

hold: { process(processor("Amy"),data(subject("Bob"),"X-Rays"))),

getConsent(processor("Amy"), subject("Bob"),
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process(processor("Amy"),data(subject("Bob"),"X-Rays"))), }

violate: { getConsent(processor("Amy"), subject("Bob"),

process(processor("Amy"),data(subject("Bob"),"X-Rays"))) }.

hold: {} violate {}

The meaning of each eflint specification is the linear trace through a semantic
state-transition system induced by the input sequence of steps, where each step
changes a persistent store of type-definitions. Example 4.15 showcases the incremental
development of a collection of type-definitions in seven steps delimited by (.). The
output reports the states resulting from each successive step:

1. Fact types agent and data are defined, each as a type-product of a specified
sequence of other instance types (where string and int are inbuilt strings and
integers). The data type is defined with a derivation rule clause (Derived from ...),
which specifies conditions under which data-type instances are derived to hold, as
an instance-expression over the current state. In this case, the derivation rule is
simple: it enumerates two constant instances which hold.

2. The definition of data in the first step is extended with a new derivation rule.
Consequently, a new, third data-type instance holds.

3. The data type definition is overwritten. All its prior instances are lost.

4. Two new agent-type identifiers are introduced. Then three fact- and one duty-type
are introduced. The getConsent duty-type uses the prior agent-type identifiers
to declare that the getConsent is a product-type with two distinctly identified
agent-type fields. Note how the fields of duties are annotated distinctly from those
of facts: specialised keywords mark the fields encoding the holder and claimant.
This makes explicitly how each duty models a two-party, institutional, obligation
relationship. Despite its complexity, this step preserves the prior, empty state,
because the new derivation rule is not yet applicable.

5. A new process instance holds. Consequently, the derivation rule defined for
getConsent applies for the first time, and so a new duty holds. Its violation
condition is immediately met because its process-field does not hold.

6. Finally, a condition clause is added to the definition of processor. Consequently,
no derivation rules apply, and there are no instances whatsoever.

Simplifications Our simplified eflint is a sub-language of the real eflint, so it is
executable with the real eflint interpreter. We make some simplifying omissions.

• We omit instance- and predicate-expression operators including Exists and Or.

• We omit eflint’s postulation statements, which add or remove individual instances
in all subsequent states, overwriting previous, conflicting postulations.
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• We omit events, actions, invariants, and Booleans which complement duties and
facts in affording the definition of data types which are subtly specialised in
syntax to mirror more legal concepts, and semantically in their interactions with
violations and postulations. For our purposes, these omitted constructs can be
sufficiently approximated by combinations of facts and duties.

4.4.3.2 Simple Composition Control in eFLINT

Definition 4.24 embeds eflint in a simple language schema, such that it can be used
for cooperative specification. This embedding prescribing a simple, dynamic validity
criterion: the specification reports no violations.

Definition 4.24 (violation-sensitive eflint). Let Se ≜ ⟨P,M, J·K, ◦,✓⟩, where:

• P ≜ program (Definition 4.22), the syntactic eflint specifications.

• M ≜ report (Definition 4.23), reports of states’ holding and violating instances.

• J·K captures the dynamic semantics of eflint, unfolding a linear state trace, where
each state separately enumerates the holding and violating instances.

• ◦ concatenates programs in P.

• ✓(p) recognises when 1. p satisfies static semantics of eflint: identifiers are
bound by quantifiers or resolve to either identifier- or predicate-definitions, and
expressions are well-typed, and 2. there is no violation in JpK.

Se affords cooperative specification through the manipulation of violated duties
via statements (re)defining and extending fact- and duty-types. This definition of
invalidity conflates normative violations (at the domain level) with unsuccessful
cooperation (at the meta-level). On the one hand, this affords agents elegantly
internalising cross-cutting concerns. This manifests as a wide variety of control triples
⟨p1, p2, p3⟩, including cases in which p2 contains no statements directly altering duties.
Thus, Se lets agents cooperate to incrementally develop and update a model of a
norm-compliant cyber-social system.

On the other hand, there are two problems. Firstly, it limits the applicability of
eflint as a cooperative specification language. Precisely, agents cannot successfully
model systems with normative violations at the domain level; this is problematic
for modelling cyber-social systems in practice, where violations cannot be reliably
avoided, so they are corrected and worked around instead. In these cases, it is
necessary to distinguish failures of agents at the meta-level (cooperatively specifying
the system) from normative violations of agents at the domain-level (inside the system
being specified), even if these agents overlap. Secondly, even in the appropriate
context, where agents aim to specify only violation-free systems, the characteristics
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of the Se semantics creates a power-imbalance between contributors that impedes
their productivity. Intuitively, Se thoroughly empowers later contributors, which
earlier contributors experience as undermining their composition control, ultimately
trivialising their influence on the final specification. Consider how the contributor
of p1 has no control over each Jp1 ◦ p2K. Any derivation rule of type t in p1 can be
effectively removed by p2 adding a (trivial) derivation condition to t, e.g., with p2 ≜
Extend Duty getConsent Conditioned by False. Moreover, any (clauses in) the definition of
any type t in p1 can be effectively removed by p2 overwriting the definition of t, for ex-
ample, with p2 ≜ Duty getConsent Holder processor Claimant subject Related to process.

Despite the problems these features of eflint pose, they cannot be simply removed,
because they support the intended incremental refinements of the specification, for
example, to let several stakeholders incrementally develop the model of the system.
The real problem is that Se insufficiently captures which contributions the contributors
permit. Example 4.16 demonstrates a more subtle case of this problem.

Example 4.16 (later eflint contributors undermine prior contributors). Agents
Amy, Bob, and Dan cooperate to develop a shared specification. First, Amy makes the
following contribution, formalising the processing of data as a process-data relation,
where processors are agents, and data is partitioned over subjects. Each subject can
have multiple data-instances by identifying them with distinct strings.
Fact agent Identified by string

Fact data Identified by subject * string

Fact process Identified by processor * data

Fact started Identified by process

Placeholder subject For agent

Placeholder processor For agent.

Next, Bob formalises the legal notion of consent (to process data) as an agent-
process relation. Bob also introduces the duty of processors to acquire consent for
processing of a subject’s data. Each duty instance is formalised as a processor-subject-
process triple, specified to be held by the processor, and claimed by the subject.
However, Bob does not (yet) specify any cases in which these duties are violated:
Placeholder consenter For agent

Fact consent Identified by consenter * process

Duty getConsent Holder processor Claimant subject Related to process

Derived from (Foreach process:

getConsent(process.processor, process.data.subject, process))

Conditioned by Not(Holds(consent(subject, process))).

Next, Bob contributes an extension that defines when the duty to get consent is
violated: when the process is started. Bob also amends the definition of process to
ensure that Bob’s prior getConsent derivation rule does not ‘overlook’ started processes.
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In other words, Bob specifies that members of the started relation are not only of the
process data type, but are also members of the process relation:
Extend Duty getConsent Violated when started(process)

Extend Fact process Derived from (Foreach started: started.process).

Dan makes the following, final contribution. The first statement is simple: Dan
starts to process Amy’s X-Ray Data. The other two statements remove Dan’s duty to
get consent for any data in general, and then (for good measure) grant Dan consent
to process any data in general.
Extend Fact started

Derived from started(process(processor("Dan"), data(subject("Amy"), "X-Rays")))

Extend Duty getConsent Conditioned by processor != agent("Dan")

Extend Fact consent Derived from (Foreach process:

consent(process.data.subject, process) Where process.processor == agent("Dan")).

By preserving validity, the agents have cooperated successfully. But Dan has
violated Bob’s unspecified meta-level requirements (without overwriting any types).

1. Each agent is in control of their own consent.

2. Each existing duty to get consent is removed only by getting consent.

Bob experienced a lack of control over what Dan contributes. Dan experienced a lack
of insight into what Bob permits or desires. For example, Bob and Dan each extend
a type defined by another agent (Amy and Bob, respectively) with a derivation rule,
failing to capture that Bob considers only the latter extension permissible.

Example 4.16 demonstrates the straightforward usage of eflint for cooperative
specification. Se preserves eflint’s extreme extensibility: the specification always
remain flexible to new contributions. However, this comes at the cost of agents’ power
to control their peers. The final contributor has total control of the model.

4.4.3.3 Improved Composition Control in eFLINT

We define S ′e as a variant of Se which addresses some of its flaws.

Definition 4.25 (extended eflint syntax). Let program′ give the syntactic category
of extended eflint programs (extending Definition 4.22), where:

program′ := step′∗ step′ := agent states stmt′+ .

agent := string stmt′ := stmt (Erroneous | Seal Derivations | Seal Conditions)∗

Definition 4.26 (extended eflint models). Let report′ define the syntactic category
of extended eflint reports (extending Definition 4.23), where:

report′ := state′.∗ state′ := { hold: instSet , violate: instSet , error: instSet }
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Definition 4.27 (apparent step contributor). Agent a apparently contributes to t in
p : program′ iff ∃(a states Extend Fact t ...) ∈ p ∨ ∃(a states Extend Duty t ...) ∈ p.

Definition 4.28 (improved eflint). Let S ′e ≜ ⟨P,M, J·K, ◦,✓⟩ ≜ Se, but where:

• P ≜ program′, the extended eflint specifications.

• M ≜ report′, the extended eflint reports.

• JpK (as before) captures the dynamic semantics of eflint in the holding ih and
violating iv instances of each state (holds: ih violate: iv error: ie). Let ie capture
the errors, the subset of ih whose type definitions are marked Erroneous.

• Let ✓(p) iff 1. (as before) p satisfies the static semantics of eflint: identifiers
are bound by quantifiers or resolve to either identifier- or predicate-definitions,
and expressions are well-typed, 2. no statement is suppressed in p, 3. no type t
has a Seal Derivations or Seal Conditions clause and respectively a Derived from or
Conditioned by clause in a later step, 4. no Derived from e clause in p for a type t,
with a contributor field of type agent, contributed by agent a, constructs s : struct
which does not match t(a,...), and 5. there is no error in JpK.
Definition 4.25 defines program′ as a syntactic extension of Se, i.e., each program

of the latter is a program of the former also. Definition 4.26 also gives these programs
the same models, with respect to their holding and violating instances. However,
Definition 4.28 gives a different meaning to the same violations. In S ′e, violations
are interpreted only at the domain-level, and their prior meta-level interpretation
(invalidating the specification) is conferred to the new erroneous instances instead.
This addresses the first flaw of Se: S ′e affords the successful cooperative specification
of cyber-social systems which exhibit normative violations (at the domain-level).

The second flaw of Se is addressed in S ′e by adding a mix of the composition
control mechanisms defined in the previous sections. These additions correspond to
the new criteria (Points 2–5) for validity (✓) in Definition 4.28.

• Point 2 prohibits contributors from overwriting definitions, as this clearly lets
later contributors trivialise prior contributions.

• Point 3 adapts the notion of static sealing from Definition 4.15 for eflint. In
this case, two kinds of seal are distinguished, letting agents separately constrain
Derived from and Conditioned by clauses. Intuitively, agents can separately control
when instances can (not) be added or removed.

• Point 4 adapts Definition 4.11 to eflint, ensuring that instances with the agent

field always reflect the contributor of the rule that derived them.

• Finally, Point 5 adapts the dynamic, error-sensitivity validity criterion for Datalog
in S ′D in Definition 4.10 to the eflint language.
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All together, these new criteria for validity in S ′e adapt a mix of static and dynamic
composition control features originally used separately. Example 4.17 demonstrates
how these come together to address the problems encountered in Example 4.16: Bob
is able to express and enforce the intended meta-level requirements.

Example 4.17 (successful cooperative eflint specification). We reconsider the
cooperation between Amy, Bob, and Dan in Example 4.16. Amy begins, making the
same contribution as before, just prefixed with amy states.
amy states

Fact agent Identified by string

Fact data Identified by subject * string

Fact process Identified by processor * data

Fact started Identified by process

Placeholder subject For agent

Placeholder processor For agent .

The second contribution, by Bob, is also essentially similar to how it was before.
As in Amy’s case, it is simply prefixed to mark its contributor. However, this time,
Bob utilises the additional composition control mechanism to express the meta-level
requirements that could not be expressed in Example 4.16. The agent parameterising
the consent type is renamed to contributor , which has special significance: Bob can rely
on the semantics of S ′e to enforce the alignment between the contributor-argument
of each consent-type instance with the identity of the agent that contributed the
derivation rule that derived it. Essentially, Bob has specified that agents cannot create
consent on each others’ behalf. Finally, Bob has appended the new Seal Conditions

clause to the definition of getConsent. This prevents subsequent contributions from
suppressing the application of the existing clauses deriving getConsent instances.
bob states

Placeholder contributor For agent

Fact consent Identified by contributor * process

Duty getConsent Holder processor Claimant subject Related to process

Conditioned by Not(Holds(consent(subject, process)))

Seal Conditions

Derived from (Foreach process:

getConsent(process.processor, process.data.subject, process)).

Everyone would agree that Dan’s contribution from Example 4.16 is prohibited
in this context for two reasons. Firstly, Dan cannot derive the consent of subjects
of processed data. Secondly, Dan cannot remove getConsent duties by suppressing
their derivation condition. Consequently, Dan chooses to make a different, permitted
contribution. Dan experiences this as insight into what Bob considers permissible.
Bob experiences this as control over what Dan contributes.
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4.5 Designing Bespoke Cooperative Specification Languages

This section revolves around Table 4.1. Drawing from our experiences in Sections 4.5.2
and 4.5.3, we enumerate our desirable qualities for cooperative specification languages,
filling in the first columns in the table. We explain our judgements of which of these
qualities are present in Datalog, Alloy, and eflint, as they each come to their own
resolutions of the tensions between these qualities, filling in the middle columns of
the table. Finally, we fill in the last two columns by defining and characterising
Seaso and Slick, in Sections 4.5.2 and 4.5.3 respectively, as new languages which are
designed specifically to strike different compromises between the same qualities.

Recall that Seaso is precisely defined and demonstrated in Chapter 3, but here
we re-frame it through our present notation and definitions, and in comparison to
the other languages. In a nutshell, Seaso has Datalog-like syntax, and takes some
semantic features of Alloy and eflint, but it is designed with static restrictions that
guarantee the ‘robustness’ of models under composition. Slick is defined as a variant
of Seaso that instead focuses on expressive and flexible dynamics. Slick is applied in
Chapter 6, to express complex (meta-)policies regulating distributed agents’ access
to sensitive data.

desirable quality Datalog Alloy eflint Seaso Slick
Q1 unique Boolean valuations ✓ ✗ ✓ ✗ ✗
Q2 non-monotonic valuations ✗ ✗ ✓ ✓ ✓
Q3 no semantic collapse ✓ ✗ ✓ ✓ ✗
Q4 explainable truth ✓ ✗ ✗ ✓ ✓
Q5 integer arithmetic ✗ ✓ ✓ ✗ ✗
Q6 model computation terminates ✓ ✓ ✗ ✓ ✓
Q7 heterogenous collections ✗ ✗ ✗ ✗ ✓

Table 4.1: An overview of the qualities Q1 to Q7 of cooperative specification languages,
and which of these are present in Datalog, Alloy, eflint, Seaso, and Slick.

4.5.1 Desirable Qualities in Cooperative Specification Languages

Unique Boolean Valuations (Q1) All of the languages we have studied define
their semantics such that specifications can model logical formulae and assertions.
Throughout this chapter, we have demonstrated how agents rely on this to model
their requirements at every level. The simplest kind of semantic valuation maps each
logical variable to exactly one Boolean value in B ≜ {true, false}. Consequently, each
model fixes a Boolean answer to every query about the domain of discourse.

In Datalog and eflint, the model itself is such a valuation. Consider how
in Example 4.6, the very first Datalog example, the truth or falsity valuation of
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no-access(amy,data1) encodes the presence or absence, respectively, of a prohibition on
agent Amy accessing Data1. And consider how in Example 4.17, the very last eflint
example, the duty-type getConsent formalised the relation, enumerating each case of a
data-subject with a claim that a data-processors has the duty to acquire the consent
of the subject for processing the data.

Alloy also ultimately expresses meaning via Boolean valuations. But there is a
complication: each model defines a set of instances, and each instance provides its
own valuation of logical variables. Indeed, this is more general. But in our context,
the presence of multiple distinct answers to the same queries means that agreement
on a specification does not create agreement in the individual valuations, i.e., the
answers to queries. In Section 4.4.2, where we focused primarily on composition
control, we were not concerned with ensuring that agents agree on every detail of
the domain of discourse. But in practice, we expect this also to be desirable. For
example, in Chapter 6, agents use agreement on action justifications to agree on
which action effects they are permitted to realise outside of the system.

Non-monotonic Valuations (Q2) Recall that agents encode (requirements on)
domain properties in the model JpK of the shared program p. They express changes
in these requirements or properties indirectly, by adjusting p, i.e., replacing it with
some p ◦ p′. Depending on the language, different models are reachable via these
adjustments. We recognise the benefit of languages that let contributions change
models’ valuations non-monotonically, i.e., from false to true and from true to false.

Contributions to Datalog programs introduce new new ways to infer the truth
of logical variables on the condition of other truths. Famously, the truths in
Datalog programs grow monotonically with the addition of rules. For example,
access(amy,data1) is true in the model of Example 4.5, and no subsequent contribution
can falsify this truth. In fact, truths are never falsifiable in Datalog. This makes
(adjustments of) Datalog programs easy to reason about, but it makes them inflexible
to changes in agents’ encoded (requirements on) the properties of the domain. For
this reason, it is common to extend Datalog with negative rule-conditions which are
evaluated under weak negation, comparable to those in Clingo and eflint.

Alloy programs and models are more complex. Contributions to shared Alloy
specifications add new constraints that remove instances. Unlike Datalog, this can
include the removal of (models with) true valuations. Indeed, Alloy treats truth
and falsity with remarkable symmetry; e.g., facts can assert the truth or falsity of
a formula, and any assertion can be (repeatedly) negated by a preceding not. But
contributions are monotonic, but differently to those of Datalog: the constraints on
Alloy instances only grow monotonically, or in other words, whether instances satisfy a
given constraint can only change from true to false. In practice, this means that agents
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cannot remove existing constraints, for example, to relax a prior requirement. For
example, every adjustment of an Alloy specification that is already overconstrained
(i.e., it has no instances) is necessarily also overconstrained.

eflint reflects its design for flexibility. While its logical foundations are Datalog-
like, it differs in two ways that let contributions non-monotonically change a model’s
valuations. Firstly, its derivation rules admit negated conditions of the form Not e,
which are satisfied whenever the truth of e does not hold. Example 4.15 demonstrates
this construct in action, where it causes the truth of getConsent instances to be
removed if new consent instances become true, e.g., because they are derived by
newly-contributed derivation rules. Secondly, eflint lets existing derivation rules
of an existing type t be effectively removed by the subsequent (re)definition of t.
Example 4.16 demonstrates how these make models of eflint specifications extremely
flexible to change (at the cost of prior contributors’ control of the model).

No Semantic Collapse (Q3) What should be the semantic valuation of contra-
dictory logical formula? Specification languages that let users express contradictory
requirements must address this problem. By their simplicity, Datalog rules cannot
express contradictory requirements. But agents can make logically inconsistent
assertions in both Alloy and eflint, but they address the problem differently.

In Alloy, contradictory requirements place unsatisfiable constraints on the in-
stances. Alloy’s approach is straightforward: these overconstrained specifications
have no satisfying instances; appropriately, their model is the empty set of instances.
This is an elegant solution that makes perfect sense in Alloy’s usual context. But in
our cooperative specification context, the potential for contributions to overconstrain
the specification is problematic, because the resulting model is uninformative; recall
Example 4.13, where the cause for overconstraint was subtle, and the absence of
semantic value in the overconstrained model made it difficult for Dan to understand
and explain the specification’s invalidity. We call this a case of semantic collapse; the
model has become uninformative and useless for further cooperation.

eflint provides an unorthodox solution to the threat of semantic collapse: the spe-
cified requirements are systematically weakened until they are satisfiable. Section 2.9
focuses on this facet of the eflint semantics. In summary, incremental computation
steps collect truths by applying derivation rules, where negative conditions are
evaluated in the moment, regardless if the conditions become falsified later. For
example, Derived from int(1) Where Not(int(1)) is applicable while Not(int(1)) holds,
whereafter int(1) holds and Not(int(1)) no longer holds. Intuitively, eflint discards
negative conditions from specified clauses which overconstrain any logical variables.

Explainable Truth (Q4) Each Datalog truth has a clear explanation: it is the
root of a proof tree, whose branches are program rules: incremental reasoning steps.
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This is very desirable in our context, because each truth can (in principle) be traced
back to its proof, whose reasoning steps can be examined and scrutinised, and each
applied rule can be traced back to a particular contribution by a particular agent. In
Chapter 6, we rely on this intuition to align these reproducible logical proofs with
audits. Unfortunately, weak negation makes it more difficult to explain why a logical
variable x is false, because – by definition – falsity of x is witnessed by no program
rule, but rather by eliminating all rules which might otherwise prove x;6 there is no
explanation except that no conceivable x-deriving rule was applicable.7 Because we
see no solution, we limit (Q4) to explaining just the truths.

Alloy’s semantics is radically different, because the enumeration of semantic
instances is not driven by the syntactic constraints that the agents express. Con-
sequently, the only explanation available for truths is that ‘they violate no constraints’.

In most cases, each truth in an eflint model (or holding instance in eflint
parlance) is the result of an applied derivation rule, or was created as the effect
of some event. These are explainable for the same reason as those of Datalog.
But unfortunately, because eflint’s derivation procedure can retroactively falsify
derivation rules that have already been applied, models may contain truths that are
explainable by no satisfied rule. From another perspective, agents cannot express
Alloy-style constraints by controlling the application of eflint derivation rules.

Integer Arithmetic (Q5) Alloy and eflint implement typical operations on
integers, such as testing integer pairs for equality (=) and ordering (<), or computing
new integers via addition (+), subtraction (−), and so on.

Alloy lets users represent and compute integers as usual. This does not pose any
problems for Alloy, because integer-expressions are only ever evaluated in constraints,
which filter existing instances. But in eflint, derivation rules can use operators like
+ and − to construct new integers dynamically, which introduce new logical variables.
This is useful in some contexts, because small programs can ‘build up’ arbitrarily
large models by deriving new integers from others. Example 4.18 demonstrates.

Example 4.18 (eflint instances from dynamically computed integers). This spe-
cification uses eflint’s inbuilt integer subtraction operator (-) to specify that each
elapsed time step implies that all prior (nonzero) time steps have also elapsed.
Fact elapsed Identified by Int

Derived from (Foreach elapsed: elapsed(elapsed - 1) Where 0 <= elapsed)

6Note how this resembles our characterisation of ‘weak negation’ as a language feature (Q2), despite
our claim that Datalog does not have Q2. Precisely, weak negation as a language feature typically
refers to letting syntactic constructs inside the language reflect on this notion of falsity.

7Because weak negation proves ¬x from a proof that there exists no way to prove x, the proof of
¬x cannot be explained without reasoning about all applicable rules and ruling them out. This is
what we mean by ‘less explainable’.
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Model Computation Terminates (Q6) Agents reason about the shared specific-
ation via the model that is evaluated by the J·K function. It is undesirable if agents
encounter programs which they cannot evaluate in practice, because (computing) the
application of J·K never terminates. The end result is comparable to semantic collapse
(¬Q3); the specification is useless because it impedes further cooperation. But there
is a difference: agents can agree whether a model has semantically collapsed, but
agents cannot generally agree whether a program’s evaluation will terminate.

The computation of Datalog models is famously simple and robust. Evaluation
can apply rules and collect truths (interleavedly) to a fixpoint, because each truth is
necessarily a finite combination of the finite concrete literals in the program text.

Because the AlloyAnalyzer itself is responsible for enumerating and checking
the satisfiability of instances, the language addresses the threat of non-termination
from the outset. The set of instances under consideration is always finite, because
there is always a finite (implicit or explicit) cardinality constraint on each atomic set.
The other (field) relations are in the product of the atomic relations. Consequently,
evaluation necessarily terminates after the finite instances are considered.

Because eflint’s integer operators let the application of rules create new instances,
there exist eflint programs of finite size which have infinite models. In practice,
these programs cannot be evaluated. Example 4.19 demonstrates such a case. But
we have demonstrated in Section 4.4.3 that agents do not need eflint’s integer
arithmetic to model complex systems or complex requirements. If agents take care,
the use of integer operators can preserve termination; for example, Example 4.18 uses
integer arithmetic to compute new instances, and yet it terminates. But in principle,
during cooperative specification, the threat of non-termination always looms.
Example 4.19 (a finite eflint program with an infinite model). The following has
an infinite model: in the only state, x(0) holds, so x(1) holds, so x(2) holds, et cetera.
Fact x Identified by Int Derived from x(0) Derived from (Foreach x: x(x + 1)).

Heterogenous Collections (Q7) Each language uses has a notion of semantic
collection whose elements are quantified by variables. Datalog, Alloy, and eflint
have in common that the terms matching any given variable have the same internal
structure. This structure is the most restricted in Datalog: variables quantify only
over constants, which have no internal structure. Alloy variables are typed, and Alloy
types are either atomics, in which case the instances are flat (as in Datalog), or they
are records of atomics, in which case each element binds the same fields of the same
types. eflint variables range over arbitrarily complex terms, because instances are
trees of other instances, but the elements are still homogenous.

This homogeneity has indirect advantages. Firstly, it imposes a sort of simplicity
on the agents, normalising the representation of any given concept. Secondly, the
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regularity of terms can be exploited for the sake of efficiency. For example, because
syntactic Datalog atoms have fixed types, Datalog interpreters can collect all the
atoms of the same type into a homogenous vector, and iterate only over these when
grounding (each variable inside) each atom of the same type.

But in our context, where contributions may represent significant commitments,
the inflexibility of (variables iterating over) homogenous collections can impede
cooperation. Example 4.20 demonstrates this with an eflint specification.

Example 4.20 (the inflexibility of homogenous collections in eflint). Agent Amy
formalises the notion of consent to the access of data as a relation, in terms of access,
whose members are agent-data pairs. But Bob wants to distinguish access events
on the same data by the same data at different times. But it is too late; eflint
forced Amy to fix the internal structure of access before consent could be defined. Bob
can overwrite the definition of the consent relation, but this would be undesirably
destructive, discarding the type’s existing clauses and instances.
Fact agent Identified by String Fact data Identified by String

Fact access Identified by agent * data Fact consent Identified by agent * access

4.5.2 Seaso: Static and Robust Cooperative Specification

Here, we re-frame the Seaso language, which was designed and applied in Chapter 3
to the cooperative specification of data exchange systems. But now we formalise its
relation to these concepts as they are defined, more precisely, in Section 4.2: language
schemas, cooperative specification, and control triples.

Definition 4.29 (Seaso syntax). Let program define the (syntactic) language of
Seaso specifications, the input language of the Seaso interpreter tool.

program := statement.∗ mark := (seal | emit | decl) domain

statement := mark | defn | rule defn := defn domain (( domain,∗ ))?

domain := lowercase character∗ rule := rule atom,∗ (:- antecedent,∗)?

variable := uppercase character∗ antecedent := !? atom (= atom)

atom := variable | string | integer | domain (( atom,∗
))?

Definition 4.30 (Seaso models). Let denotation define the (semantic) language of
Seaso specifications, the output language of the Seaso interpreter.

grAtom := string | integer | domain (( gratom,∗
))?

denotation := { trues: grAtom∗
, unknowns: grAtom∗

, emissions: grAtom∗
}

Definitions 4.29 and 4.30 suffice to let Seaso model systems via denotations.
But to use Seaso for cooperative specification, as it is defined in this chapter, we
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must situate the language in a language schema, i.e., we must make clear how the
agents characterise the success of their cooperation. For example, we must decide
how program emissions relate to its validity. Definition 4.31 defines SX , which lets
emissions invalidate their programs, i.e., agents agree that emissions are prohibited.8

Definition 4.31 (Seaso with static sealing). Let SX ≜ ⟨P,M, J·K, ◦,✓⟩, where:

• P ≜ program (Definition 4.29), the syntactic Seaso specification language.

• M ≜ model (Definition 4.30), the language of Seaso denotations.

• J·K captures the dynamic semantics of Seaso, detailed in Section 3.3.4; it applies
the program’s rules up to its alternating fixpoint, i.e., implementing the well-
founded semantics of van Gelder et al. [VGRS91].

• ◦ concatenates programs in P.

• ✓(p) recognises when 1. p satisfies the static semantics of Seaso (Section 3.3.3):
p is well-formed (Definition 3.4), implying that terms are well-typed and no seal
is broken, and 2. JpK has no emissions, i.e., no truths have types marked emit.

The mix of static and dynamic composition control mechanisms in SX is most
similar to S ′e from Section 4.4.3.3 (eflint with static seals and dynamic errors).
Because SX recreates our application of Seaso for cooperative specification in
Chapter 3, Section 3.4 already provides extensive examples of reasoning about and
applying SX . Here, we characterise this language in comparison to the others.

Qualities of Seaso Table 4.1 shows how Seaso has a novel combination of the
qualities of Datalog, Alloy, and eflint. Note that Seaso shares the largest number of
features with Datalog. The idea behind Seaso was to sacrifice the qualities of Boolean
valuations (Q1) and integer arithmetic (Q5) such that it can combine all of the other
qualities of the existing languages at the same time. Firstly, this required identifying
the fundamental tension between qualities {Q1, Q3, Q4}. Consider the impossibility
in even a simple case, where the semantics must give explainable Boolean valuations
to x in a program asserting x← ¬x. Any model must give a meaningful (Q3) and
unique Boolean (Q1) valuation to x, but neither value is satisfactory; if x is true, this
cannot be explained (Q4), and if x is false, the specified assertion was ignored.

Seaso adopts the well-founded semantics for logic programming [VGRS91], which
sidesteps this fundamental problem by weakening Q1: atoms are given a ternary
valuation in {true, false, unknown}. The idea is that, in programs whose rules encode
logical inconsistencies, each atom that is overconstrained by the ideal requirements

8The language schemas in this chapter clarify how to formalise the experimental Seaso semantic
variants that are discussed informally in Section 3.5.7. For example, we introduce flaw as a syntactic
like emit, add truths of flaw-marked typed (‘flaws’) to the semantic language alongside emissions,
and tweak the definition of (✓) in SX such that flaws not emissions invalidate programs.
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is given the unknown valuation, which is otherwise meaningless.9 Desirably, this
semantics otherwise aligns with the semantics of Datalog, where there are no logical
inconsistencies, and so there are no unknown values, and atoms are true if and only
if they are the head of a satisfied rule, and otherwise, they are false.

When variables with unknown values are ignored, the well-founded semantics
aligns with the stable model semantics underlying Clingo and its weak negation.
Consequently, as with eflint, contributors to Seaso programs can non-monotonically
change the valuation of logical variables (Q2). Example 4.21 demonstrates.

Example 4.21 (simple non-monotonicity in Seaso). Seaso program rule 1 :- !2

makes 1 and 2 false and true, respectively. But adding rule 2 flips both values.

Section 3.3.6 proves that Seaso’s semantics maps a unique finite model to each
finite program in finite evaluation steps (Q6). This proof relies on the absence of
integer arithmetic (¬Q6) and heterogenous collections (¬Q7). Intuitively, this proof
relies on Seaso sharing the property with Datalog that there are finite truths to
infer, because each is a finite combination of the finite constants in the program text.

All together, these qualities make Seaso ‘robust’ under composition; each program
has a finite model. Section 3.4 already exhaustively demonstrates Seaso in application
to cooperative specification. Example 4.22 demonstrates how this manifests in
practice. The example also shows how the design of Seaso reflects its intended
application in more subtle ways. For example, although the language still does not
support heterogenous collections (Q7), types can be left unspecified such that, under
composition, its variables have heterogenous possible structures.

Example 4.22 (robustness of fragmented specifications in Seaso). The following
Seaso program expresses the requirement that, under composition with any other
programs, no data should be accessed without the consent of the subject. For flexibility
under composition, the internal structure of agents, data, and context (of any access
event) is left unspecified, so that it can be specified elsewhere. Access events are
parametrised by context specifically to leave room for the introduction of additional
arguments. For example, this avoids the problem shown in Example 4.20.
decl agent. data. context.

defn access(agent,data,agent,context). consent(agent,access). bad(access).

emit bad. rule bad(access(Accessor,Data,Subject,Context)) :-

!consent(Subject,access(Accessor,Data,Subject,Context)),

access(Accessor,Data,Subject,Context).

9From a different perspective, the well-founded semantics weakens Q3 by introducing semantic
collapse at the granularity of individual variables, so that the model at large stays meaningful.
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4.5.3 Slick: Dynamic and Flexible Cooperative Specification

Slick was developed as a variant of Seaso with the goal of emphasising flexibility
in cooperative specification by introducing heterogenous collections (Q7) and laying
the groundwork for re-introducing integer arithmetic (Q5). The cost is that Slick
re-introduces the threat of semantic collapse (¬Q3). To follow, we present the Slick
syntax and semantics in comparison to Seaso, and then we discuss these changes to
its qualities, and how they make Slick suitable for application in Chapter 6.

The Slick language and our interpreter implementation are (re)presented in
Sections 6.5.2 and 6.5.4, respectively, before they are applied in Section 6.6.
Definition 4.32 (Slick syntax). Let program give the Slick programs, where

program := rule.∗ rule := head (if body)?

head := atom body := (not? (atom | cmp))and∗

var := uppercase letter∗ cmp := (same | diff) { atomspace+
}

const := lowercase letter∗ atom := const | var | ( atom ) | atom space atomspace+

Definition 4.33 (Slick models). model := { true: atom,∗ , unknown: atom,∗ }.

Because they are no longer needed to ensure termination, Slick relaxes Seaso’s
requirement that terms must be typed. In fact, the Slick definition is dramatically
simplified by doing away with types altogether. In fact, all arguments to each Slick
atom are symmetrical; there is no need for a constant in the initial position to fix the
atom’s type. Rule conditions bind any atoms with the matching structure (Q7). For
example, X matches both a and pair a b, but X b matches only the latter.

Note that the concrete syntax of Slick exploits the interchangeability of atom
arguments to make atoms more readable: without types, brackets are only used for
parenthesis, i.e., to group atoms together into (sub)atoms. The symbolic tokens
(:-), (,), and (!) are replaced with textual if, and, and not. Consequently, Slick rules
become very pleasant to read (in our opinion) by approximating natural language.

The lack of types, and the emphasis on flexibility, it made sense to give Slick a
dynamic definition of invalidity. Precisely, defines SY with the same definition of
validity as was originally shown with Datalog in Definition 4.10. In practice, the
same mechanism is significantly more flexible, because of Slick’s weak negation and
heterogenous collections. Section 6.6 demonstrates Slick in action extensively. Here,
it suffices to give a small example to contrast Slick with the other languages.

Definition 4.34 (Slick with dynamic invalidity). Let SY ≜ ⟨P,M, J·K, ◦,✓⟩, where:

• P ≜ program (Definition 4.32), the syntactic Seaso specification language.

• M ≜ model (Definition 4.33), the language of Seaso denotations.
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• J·K captures the dynamic semantics of Slick, which are the same as Seaso, but
where terms have no preceding type, and where antecedents quantify any truth
with the matching structure (binding each variable to the according subterm).

• ◦ concatenates programs in P.

• ✓(p) holds iff error is not true in JpK.

Example 4.23 (heterogenous quantification in Slick). This approximates Ex-
ample 4.22 in Slick: Bob observes the following contribution by Amy. But Amy now
uses the structure of atoms and dynamic invalidity to express their (meta)requirements.
error if not Subject consents to (Accessor accesses Data of Subject when Context)

and Accessor accesses Data of Subject when Context.

Forcing Termination via Semantic Collapse (Q6) As in eflint, the evaluation
of Slick programs threatens non-termination, because rules can construct more atoms
than those that occur in the finite program text. In Slick, even without integer
arithmetic, this arises from the lack of types, which are the basis for the proof of
termination in Seaso. But we can prove non-termination in Slick with one witness:
the infinite set of truths (f (f (f ( ... x ... )))) are each true in J(f X) if X. x.K. No
implementation can terminate if it is tasked with exhaustively enumerating these
truths. In more subtle programs, the threats of termination are more difficult to
detect, and just checking for validity can approximate the halting problem.

To ensure termination, the inference algorithm underlying the Slick semantics
differs from that of Datalog (and most related languages) in one detail. Inference
halts after some static bound on intermediate computation is exceeded. This is
comparable to how Alloy bounds the search for instances by bounding the cardinality
of atomic sets. Precisely, inference halts after an intermediate inference step applies
a rule that constructs a truth whose depth exceeds a statically configured maximum
depth (e.g., 10). This adapts the approach presented in [Cho95], but there is a crucial
detail: exceeding the bound also invalidates the program!

Intuitively, this mechanism prefers semantic collapse (¬Q3) over non-termination
(¬Q6). Recall the benefit of Q6 over Q3: although agents still encounter meaningless
specifications, they always agree which specifications are meaningful. This suffices
for the intended application of Slick in Chapter 6, where agents explore many
specifications and do not commit to any one in particular, so it is acceptable if some
meaningless specifications are encountered and then discarded.

Finally, we note that this approach to ‘forcing’ termination is widely applicable;
it is easy to imagine how it can be adapted to many logic-based languages such as
eflint. But we note that the adaptation must be careful to preserve the functional
abstraction of the semantics (J·K : P → M), because this is the basis for agents’
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agreement on the domain of discourse following from their agreement on the program.
As an example to the contrary, consider forcing termination of inference in Slick
or eflint by imposing a statically agreed timeout duration in trying to compute a
model; assuming the usual unreliability of computation time on realistic hardware,
agents can disagree on the meaning of the shared program p because they disagree
on whether attempts to compute JpK time out (under different runtime conditions)!

4.6 Related Work

This section overviews related work and remarks on opportunities for using related
works to inform the cooperative specification of data exchange systems in the future.

4.6.1 Composition Control in General-Purpose Languages

Many long-established general purpose programming languages have language features
that are essential for protecting fundamental abstractions. One example is the
visibility- or access-modifiers in languages including Rust and Java. These have
no impact on the dynamic semantics, but only introduce static errors if identifiers
are accessed out of the specified scope. Most obviously, visibility modifiers protect
abstractions, thus hardening programs against the accidental introduction of bugs.

In general, various lines of research offer various abstractions and controls for
the change and maintenance of programs. We consider research on module systems,
version control, and API design, broadly construed. For example, Haskell and
Rust both organise program constructs into modules which are primarily structured
hierarchically, like file systems. But there are differences in detail that dramatically
change how programs can be changed. For example, modules in Rust can be
secondarily linked together via module-aliases that traverse up and down the hierarchy,
which relaxes the structure of large projects, but can make inner modules brittle
to refactorings of outer modules. As another example, both the Rust and Haskell
languages themselves offer limited expressivity to document requirements on program
constructs, e.g., function signatures. But because of its pure functional foundations,
these requirements are often formulated in the Haskell community very precisely
in terms of equality constraints; we have in mind the precise formulation of the
monad laws in the Haskell standard library.10 In comparison, Coq has the same
functional foundations with a very similar encoding of monads in its standard library,
but it is natural to express the monad laws within Coq itself.11 The usual trade-off
between expressive power and reasoning cost arises here also. For example, research

10See https://hackage.haskell.org/package/base-4.21.0.0/docs/Control-Monad.html.
11See https://rocq-prover.org/doc/v8.12/api/coq/Monad/module-type-Def/index.html.
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explores auxiliary tools for systematically enforcing the laws of Haskell type classes
via property-based testing [JJA12] or automatic theorem proving [AJT19]. All of
these approaches and languages offer ideas for compositional control mechanisms.

The strength of many of these approaches is their static nature, which makes them
(relatively) easy to reason about, and explainable in terms of syntactic constructs
under programmer control. Visibility modifiers directly inspired the seals presented
in Section 4.3.2.4. They have also inspired other works for similar reasons. For
example, [Ala11] adapts them for use in securing object-oriented databases.

Many existing languages and features remain to be investigated for applicability to
cooperative specification. For example, we hypothesise that the notion of mode in the
Mercury language [SHC94] captures a simple, useful, static abstraction. In Mercury,
modes prescribe the input/output modalities of arguments in logical predicates,
enabling their compilation to efficient, imperative procedures [DHR01].

4.6.2 Smart Contract Languages

Smart contract languages are oriented around the multi-party definition and use
of smart contracts, which encode inter-agent powers as cryptographically secured,
replicated, executable programs [Sza97,GIM+18]. We are particularly inspired by
two characteristics of these languages.

Firstly, smart contract languages are designed around the understanding that
shared contracts represent commitments; they are meaningful and useful because
they are not trivially retracted. For example, contracts justify costly and sensitive
work. A major consequence is that, in this context, it makes less sense to rely on
destructive refactorings to amend specifications. Instead, there is greater emphasis
on extensible specifications and anticipating and avoiding conflicts and contention.
This view is evident in our notion of cooperative specification, which frames change
as an inherently constructive process via specification composition.

Secondly, smart contract languages emphasise the capturing of inter-agent power
dynamics. This is achieved by internalising agents in the specifications themselves,
such that they may be systematically reasoned about in relation to other domain-level
concepts. For example, the Daml smart contract language (presented in an archived
article [BFH+23]) reflects signatories of smart contracts as the agent argument
of the corresponding contract construct. To some extent, this pattern is even
observable in languages targeting a broader notion of contract. For example, eflint
provides actor as an inbuilt type which parametrises each user-defined action-type
by default [vBLvDvE20], affording their relation to domain-level concepts via eflint
types and instances, as usual.
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4.6.3 Powerful Formalisms and Formal Verification

Many communities develop (understandings of) complex software systems by encoding
them in powerfully expressive formalisms, to capture complex requirements and to
automate complex reasoning processes. For example, by encoding system behaviour as
dependently-typed definitions, the Coq theorem prover can verify complex properties.

Compared to works in these communities, the specification languages we have
considered are conservative in the power of their semantics and the extent of their
automation. To some extent, this is incidental, and can be improved; future work can
improve the expressivity of Alloy and eflint so they can capture new requirements.
However, it is also advantageous to minimise the expressive power of our specification
languages up to the requirements of the use case. This choice minimises conceptual
burden on human users developing specifications, and minimises the cost of automated
reasoning activities. Moreover, it leaves room for more powerful languages and systems
to assist in the development and reasoning about simple specifications. For example,
we see potential in using the (more powerful) Clingo language to partially automate
the search for desirable contributions to a cooperative specification expressed in the
(less powerful) Datalog language. Section 2.7.2 demonstrates how Clingo can be used
to search for combinations of atoms to select and make become true. we see this as a
small step away from tasking Clingo to search for combinations of (condition-free)
Datalog rules to be contributed to the shared specification. However, we have yet to
explore the details of this approach.

4.6.4 Abstract Argumentation Frameworks

Abstract argumentation frameworks in the style of Dung [Dun95] capture logical
systems in which different logical conclusions can conflict, precisely, as an argument-
argument attack relation. The ASPIC+ framework12 builds new relations (like
argument-preorder ≤) and properties (like contrary) for characterising logical sys-
tems [vdTV14]. Its use is in enabling reasoning about key rationality postulates of
particular systems [PM12], which can be understood as characterising a notion of
usefulness. Works like [MP11] are related, investigating argument-preferences as a
means to resolve conflicts.

These works complement our own; we share the premise of composing declarative
specifications whose meaning is robust to the presence of conflicts and changes.
Appropriately, our motivations also often overlap. For example, [ML08] investigates
abstract argumentation in the context of conflicts between agent-local desires, and
system-wide norms. Consider how Dan’s desire to acquire consent conflicted with the

12It appears that ASPIC and ASPIC+ originally did not abbreviate anything.
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legal norms formalised by Bob in Example 4.17. We see promise in more thoroughly
studying and incorporating the methods and tools of abstract argumentation in the
development and application of cooperative specification languages.

4.7 Discussion

The Framework In this chapter, we have demonstrated the potential and challenges
in (modifying languages to) the application of specification languages to the cooperative
specification problem. Our definitions in Section 4.2 gave the cooperative specification
problem (e.g., which was first encountered in Chapter 3) a more formal framing. The
subsequent chapters demonstrated the benefits of our general approach of turning
specification languages into meta-specification languages. The benefits followed from
this approach systematically connecting the specification of the usual domain-level
with meta-level concepts, concerning the agents’ changes of the shared specification.

Firstly, this approach reinforced the idea that agents’ meta-level requirements
can be specified with the same rigour, and in the same way, as their domain-level
requirements. This discourages ad-hoc solutions, e.g., under-specifying the power of
particular agents to change facets of the specification. With our approach, it was
always clear that the meaning of meta-level requirements were ultimately precisely
defined via their framing by our notion of language schema. If agents agreed on the
shared specification language, they necessarily agreed on which contributions to the
shared specification where permitted in any context.

Secondly, our approach clarified how to formalise requirements that related the
domain- and meta-levels, which we expect to be necessary in practice. While our
dynamic composition control mechanisms took this to the extreme, it was present
even in the simpler examples using more conservative, static composition control
mechanisms. Consider Example 4.14, where the legal expert Bob connected the
domain-level concept of consent with the meta-level notion that only Bob is permitted
to define the role of consent in the specification.

The Space of Available Languages Sections 4.3 and 4.4 focused on how the
features of the language interact to determine its composition control, determining
which meta-level requirements the specifications can capture.

We have explored the effects of making minor alterations to the syntax and
semantics of these languages, and how these can dramatically improve the suitability
of the language to cooperative specification, without significantly changing the way
it models the usual domain-level concepts. For example, recall how eflint without
and with language extensions (in Sections 4.4.3.2 and 4.4.3.3, respectively) let agents
control the rules their peers contributed via static ‘seals’.
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We observed that even a relatively simple Datalog language afforded various
composition control features, affording different use cases. For example, Datalog with
the static ‘sealing’ mechanism (in Section 4.3.2.4) captured meta-level requirements
in terms that agents could easily understand, and which were easily computed, while
Datalog with dynamic invalidity (in Section 4.3.2.2) captured complex meta-level
level requirements, but were more complex for agents to reason about, both because
the meta- and domain-level concepts were inter-connected.

We observed that the same composition control mechanisms were recognisable even
when applied in specification languages which differed significantly in their syntax
and semantics. For example, Datalog, Alloy, eflint, and Seaso, each afforded the
expression of essentially similar static ‘seals’ to control composition, with comparable
results. But we also observed that some combinations were more natural and useful
than others. For example, it was not clear how to adapt the dynamic invalidity
mechanism (used in Datalog, eflint, Seaso, and Slick) to Alloy, which did not share
the logic-programming foundations of the other languages.

Qualities of Cooperative Specification Languages Section 4.5 reflected on our
exploration of language features. Section 4.5.1 distilled our findings to a set of seven
desirable characteristics of cooperative specification languages. Each is discussed,
motivated, and exemplified via our findings from adapting and applying Datalog,
Alloy, and eflint to the cooperative specification problem.

Most immediately, these qualities gave us a means to compare and evaluate our
findings across the different languages. We reflected on the relationships between
these qualities: which combinations are possible and desirable. This guided our design
of our own, bespoke languages, Seaso and Slick, for cooperative specification, which
are applied in Chapters 3 and 6, respectively. We hope that others in the future
will be inspired by these findings to further develop useful languages and tools for
cooperative specification, perhaps specialised for different cases, proposing different
composition control features, or inspired by different specification language features.

4.8 Ongoing & Future Work

Specialised eFLINT Variants In Section 4.5, we evaluated the qualities of eflint
for cooperative specification. Previously, we discussed which of our desirable qualities
eflint has, but it also has some other qualities that we did not identify explicitly,
because they are more difficult to generalise to other languages. For example, eflint’s
tree-like representation of logical variables, e.g., which are also present in Clingo, were
found to be convenient in compositionally building up models, so this feature carried
over into Slick and Seaso. eflint has other qualities that we expect to be practical
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in practice. Notably, its foundations in Hohfeld’s framework for legal reasoning has
afforded its more extensive application to the formalisation of legal norms.

We are interested in mitigating eflint’s flaws by exploring alterations to its
semantics. We see two promising directions. Firstly, we want to evaluate our the
new semantics for eflint that are the focus of Chapter 2. Intuitively, this moves
eflint closer to Alloy, by collapsing models in the presence of logical inconsistencies
(Q3), rather than introducing truths that cannot be explained (Q4). Of course, this
introduces a flaw of Alloy to eflint, but we expect it to arise in fewer realistic
cases, as a consequence of eflint’s Datalog-like logic programming rules, i.e., in
contrast to Alloy’s constraint-based constructs. Secondly, we want to experiment
with adapting the well-founded semantics to eflint. Intuitively, this moves eflint
closer to Seaso, by ‘containing’ logical inconsistencies as unknown valuations. Recall
that this effectively sacrifices Boolean valuations (Q1) for explainable truth (Q4).

Specialised Datalog Variants Like eflint, Datalog has a constructive approach to
prescribing relations, which lays the groundwork for capturing meta-level requirements
whose violations are easily diagnosed and understood. Datalog has been thoroughly
researched by many people over many years. For example, some of this research is
summarised in [MTKW18,KK22]. Consequently, there are many formalised Datalog
variants to choose from.

Section 4.5 already explored our development of Datalog-like languages: Seaso
and Slick. These adopt an essentially Datalog-like syntax and inference semantics,
which was found to have considerable applications, despite the simplicitly of its
language definition and the brevity of its programs. This made Datalog-like languages
easy to experiment with and reason about. But much work remains to evaluate
Seaso and Slick in practice, and to explore other Datalog-like languages.

Enforcement Our notion of cooperative specification resembles dynamic enforce-
ment (e.g., via access control) when cooperative specification is interleaved with
the execution of the specified system. Our work was done with this possibility in
mind. Chapter 6 explores one approach by effectively adapting our present language
schemas into the JustAct framework, which includes the syntax, models, and validity
of a policy language as before, but also relates the dynamics of the agents, e.g., which
policy messages they have created and communicated.

4.9 Conclusion

In this chapter, we have presented the potential and the challenges of agents cooper-
ating to formalise their requirements of a complex, distributed system. We consider
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data exchange systems in particular, whose nature exacerbates the usual difficulties
in expressing and composing requirements.

We give a technical framing of our approach to this problem as cooperative
specification, where agents incrementally compose their contributions to a shared
program, careful to preserve its validity. We showed that existing languages Datalog,
Alloy, and eflint take us part of the way to satisfactory solutions. But we observe
their limitations in capturing important ‘meta-level’ requirements, which concern the
ways agents may change the specification itself. For example, legal experts permit
data subjects to express their own consent to the processing of their data, but prohibit
data consumers from arbitrarily claiming the consent on the data subjects’ behalf, or
removing the need for consent. The benefit of this approach is that it re-frames the
unfamiliar problem of controlling changes to the specification as the familiar problem
of defining the syntax and semantics of specification languages.

We explored various ways to define validity, evaluating their utility via our metric
of composition control: situations where agents can intercept particular changes to
the specification. We demonstrate minor changes to the languages. For example,
we added a new clause to the eflint language, which afforded new use cases by
improving composition control, without significantly changing the expression of the
usual domain-level concepts. We compared the different choices of languages that we
explored by identifying seven desirable qualities (Q1–Q7) of cooperative specification
languages. We recognised how each language made a unique trade-off between these
qualities. We designed and demonstrated the Seaso and Slick languages specifically
to strike novel trade-offs. We briefly demonstrated how this enabled novel use cases,
summarising their extensive usage in Chapters 3 and 6, respectively.

We identified several opportunities for future work to continue developing spe-
cialised cooperative specification languages. We hope to leverage related works to
ease the development of languages and specifications, to the end of improving the
productivity of the specification process, and the fruitfulness of its results. This
contributes to the vision of inter-organisational data exchange systems executed by
autonomous, cooperating agents that enforce their shared requirements, even when
requirements are changed continuously, throughout their enforcement.

General Takeaways This chapter gave a formal framing of the cooperative spe-
cification problem that is explored throughout this thesis. We take away that the
nature of the cooperation depends on the features of the specification language, and
that this requires balancing trade-offs between various desirable qualities. But in
general, some composition control is essential for enabling practical use cases.
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5
Formal Foundations for Reowolf: Multi-Party

Sessions via Synchronous Protocol Programming

Abstract

The Reowolf project developed connectors as a replacement of two-
party network sockets for multi-party communication in next-generation
internet applications. Users control connectors via protocols in the bespoke
protocol description language (PDL), which is based on synchronous
languages such as Reo and Esterel. The novelty lies in the emphasis on
dynamism: users refine protocols throughout their execution.

We formalise the semantics of PDL, distinguishing dual notions of
protocol behaviour: accepted behaviour is highly (de)compositional and
specifies what communication is allowed, while constructed behaviour arises
from protocol execution and accounts for how execution steps interdepend
and interleave via messages sent and received. Toward machine-checking
the correctness of the Connector Runtime reference implementation, we
specify the API and correctness criteria of PDL Runtime systems.

Basis of this Chapter This chapter is primarily based on the COORDINA-
TION2025 conference article [ELHA25] and adopts its supplementary artefact [ELH25]:
the Coq specification of the PDL semantics, PDL Runtime systems, and proofs of
their properties. Sections 5.1 and 5.2 adapt the motivations of the Reowolf project and
the API of the resulting connectors from a position paper presented at the FACS2019
conference [EH19]. Figure 5.1 is adapted from the project documentation [EH24].

5.1 Introduction

Owing to decades of fruitful research, synchronous coordination languages like
Reo [Arb04,Arb16] and Esterel [BG92,FYTF19] enable the specification of complex,
multi-party communication behaviour using synchronous protocols. These protocols
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specify essential ordering and data-dependencies of messages and computations, but
stop short of fixing the low-level implementation details. Consequently, protocols are
abstract and compositional, affording powerful systematic analysis and verification
against high-level properties such as fairness and deadlock freedom. Such protocols
are often applied in the coordination of communications between software compon-
ents. Extensive literature explores this usage, e.g., compiling protocols expressed in
Reo [DA18,JA15,JSS+12,JSS+14] and Esterel [Edw02a,Edw02b,EZ07,PBEB07] into
low-level ‘glue code’ which mediates communications between software components.
The resulting applications exhibit complex coordinated behaviour, but they can be
systematically reasoned about via their protocols, e.g., to verify properties. Also, this
approach decouples components, making them easier to maintain and reuse.

The Reowolf project investigated the application of Reo-like synchronous protocols
to the coordination of communications in distributed systems in general and on
the Internet in particular [EH19]. In this new context, where distributed peers
come and go, it is impractical to collect and compile all peers’ requirements as
a single session protocol in overview before the session begins. Instead, the idea
is that communication behaviour unfolds, one synchronous round at a time, in
between changes to the protocol. Peers can come and go, and adjust the session
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Figure 5.1: An example Reowolf connector runtime session, visualised graphically.
Distributed connectors (diamonds) each connects one user to the session. Users
have partial views of the ‘data plane’ (below), where the session protocol consists of
primitive components (circles), whose management is partitioned over the connectors
(dotted arrows). These primitives specify nondeterministic execution, message passing
at shared ports (solid arrows), interleaved with local computations. The runtime
system coordinates and synchronises via control messages in the ‘control plane’
(above). This figure is adapted from Figure 6.1 of the Reowolf documention [EH24].
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protocol to reflect their changing requirements. This idea is implemented in the
Connector Runtime middleware system, whose API is the connector. Like BSD-style
network sockets, each connector maintains the user-facing abstraction of session,
by transparently automating the underlying control communications and resource
management. Unlike sockets, connectors are extensively programmable. Users
communicate entirely via Reowolf’s Protocol Description Language (PDL), which
is based on Reo and other high-level synchronous languages, but was co-designed
with connectors. The Reowolf project contributed the design, Rust implementation,
and benchmarking of the Connector Runtime, as detailed in extensive technical
documentation [EH24]. To frame our present contributions, we overview the usage of
connectors in Section 5.2: we lay out the connector API and user requirements as
Invariants 5.1 to 5.4. Together, these characterise the separation of concerns between
the users and the distributed Connector Runtime system. Figure 5.1 visualises
the result: the users rely on the distributed Connector Runtime to continuously
unfold consistent synchronous communication behaviour, from their ad-hoc and piece-
meal specification of behaviour as a growing network of stateful, non-deterministic,
(a)synchronous message-passing programs.

Presently, we formalise the main contributions of the Reowolf project, and clarify
their fundamental properties. Firstly, we give a definition of PDL in Section 5.3.
Fundamentally, we distinguish dual notions of (communication) behaviour: accepted
behaviours specify the set of all possible behaviours, while constructed behaviours
restrict the accepted behaviours, by considering the execution of the session at large,
forcing a causal ordering of messages, and interleaving the sending of messages with
local computations. We prove key properties of PDL as Theorems 5.1 to 5.4. For
example, Theorem 5.4 formalises an essential idea: behaviours constructed from any
composite protocol are accepted by each part. Secondly, we give a specification of
PDL Runtimes, in Section 5.4, as runtime systems which let users interleave protocol
execution and refinement. We define their correctness as preserving Properties 5.1
to 5.4, which connect Invariants 5.1 to 5.4 to the PDL semantics. We implement
an illustrative PDL Runtime, show that it satisfies all properties but completeness
(Property 5.4), and discuss approaches to implementing PDL Runtimes that preserve
these properties. Section 5.5 enumerates lines of future work: defining and evaluating
various PDL protocols and runtimes. This includes the next steps toward verifying
the correctness of the Connector Runtime implementation. Finally, we compare
Reowolf’s PDL and connectors to related works (Section 5.6), before we conclude
with a summary (Section 5.7).

All definitions and proofs in this chapter are formalised and machine-checked
with the Coq proof assistant [BC13]. The resulting artefact is available at https:
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//zenodo.org/records/14936561. See Appendix E for a breakdown of the artefact.
This includes an explanation of its parameters (i.e., assumptions) and a table detailing
the correspondences between terms in the chapter vs. the artefact. Some readers
may be interested in Appendix F, which provides a gentle introduction to the Coq
language in general and our formalisation in particular.

5.2 User Communication Sessions via Connectors and PDL

Users of Reowolf connectors, physically distributed over the Internet, have a consistent
experience of a shared communication session. To each user (and their application),
the session is represented by a local, socket-like connector object. As with sockets,
users interact only indirectly, via direct actions on their connector. The API provides
users with three fundamental operations on their connector:

1. A user can join a (possibly new) session by participating in a set of rendezvous
at chosen IP addresses. For example, Amy and Bob rendezvous at IPv4 address
65.49.82.45 to create and join a two-party session. Each rendezvous creates a
new, persistent port, a logical place of message exchange.

2. A user can reflect on the current behaviour of the session, which fixes the
messages exchanged so far. Thus, users can read received messages.

3. A user can refine the session protocol p by replacing it with its composition
with user-provided protocol p′. We say the user refines p or injects p′ into the
session. Section 5.3 elaborates on PDL, but in short, protocols specify behaviour:
protocols are stateful, message-passing programs, whose nondeterministic exe-
cution constructs behaviour. Consequently, injecting protocols is comparable to
spawning new worker actors, processes, or threads.

Users are ultimately concerned with protocols and sessions via their behaviour. We
adopt the notion and nomenclature of (finite) behaviours from Reo, e.g., in [Arb11]:
each behaviour specifies the message, if any, observed per logical place (port) per
discrete chronological instant (round), for n : N ≜ {0, 1, 2, 3, ...} rounds completed
so far, i.e., rounds are what we call the indices of behaviours. While the Connector
Runtime defines message data as byte sequences for parity with UDP datagrams
and IP packets, instead, we model message data D with the natural numbers (N).
Ports P are an arbitrary data type that users understand as shared variables.
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Notation 5.1 (basic notations for data and messages).
• ⊎ denotes the disjoint set union, i.e., A ⊎B ≜ A ∪B is defined iff A ∩B = ∅.

• ⋆ marks the absence of any message at a port; ⋆ is not a message.

• N ≜ {0, 1, 2, 3, ...} denotes the natural numbers.

Definition 5.1 (data, messages, and behaviours).

p, p′, p1, ... : P (ports)

d, d′, d1, ... : D ≜ N (data)

m,m′,m1, ... :M ≜ P → D ⊎ {⋆} (message map or messages)

M,M ′,M1, ... :M∗≜ list(M) (message map lists or behaviours)

The connector API also lets users follow the conventions of the socket API:
messages can be sent and received on the fly. Precisely, these calls are transparently
translated into oneshot protocols, which are injected as usual; oneshot is a protocol
combinator, defined precisely later (in Figure 5.2), which lets users immediately
exchange messages. For example, Amy sends data 4 to Bob via port p; transparently,
the connector injects oneshot(send {4} ↪→ p) into the session.

Users expect their runtime to preserve Invariants 5.1 to 5.4. Section 5.3 defines
their underlying terms (e.g., ‘accepts’) and Section 5.4 addresses their preservation.
Invariant 5.1 (consistency). Users’ observations of the messages remain consistent
with some behaviour [m1,m2, . . . ,mn], which is only extended over time, i.e., messages
cannot change retroactively. To support PDL Runtimes that are physically distributed
(discussed in Section 5.5.1), we consider consistency to be preserved even if 1. some
messages are hidden from some users, and 2. some users have not yet observed the
latest round’s messages mn.

Invariant 5.2 (acceptance). Each protocol presently injected by users accepts the
future session behaviours w.r.t. the PDL semantics. This safety property is the basis
of the users’ power to meaningfully participate in communications.

Invariant 5.3 (provenance). Each sent message has a sensible provenance: it can be
traced back to some (user that injected some) protocol that sent it at some instant.
Users may be oblivious to the identities or locations of these senders (or their peers
in general). Nevertheless, provenance is necessary in practice, because

• it enforces the role of the runtime to facilitate real user communications, for
example, rather than fabricating arbitrary messages, and

• it ensures that users can be ultimately held accountable for the messages they
send, e.g., to enforce data protection regulations.

147



Invariant 5.4 (productivity). Within the constraints of Invariants 5.1 to 5.3, some
next communication round is always eventually completed. Intuitively, this requires
that the PDL Runtime does not deadlock or overlook specified behaviour.

5.3 Protocol Description Language (PDL)

This section defines the PDL, affording the expression of composable protocols.
Ultimately, the meaning of protocols is in their two key notions of behaviour: the
behaviours each protocol accepts and the subset of those it constructs.

In practice, users rely on some syntactic protocol composition operator which is
symmetric, associative, and commutative with respect to the PDL semantics. For
simplicity, instead, we represent protocols as decomposed into sets of their constituent
primitive protocols. Thus, protocol composition is set union (∪) and empty protocol {}
is the identity element with respect to composition. By design, our formalism gives
this protocol sensible semantics; later we show that it always has the same behaviour
as the primitive protocol loop sync.

Notation 5.2. 2φ to denotes the powerset of any set φ.

Definition 5.2 (primitive protocols, composite protocols, and their behaviours).

s, s′, s1, ... : S (primitive protocol statements)

S, S′, S1, ... : 2S (composite protocols, i.e., statement sets)

constructs ⊆ accepts ⊆ 2S ×M∗ (semantic protocol-behaviour relations)

5.3.1 PDL Syntax and Small-Step Semantics

Each primitive PDL protocol is executed as a worker : a pair of a local memory in Σ
(persistent, local stores mapping variables to data) and a PDL statement in S. Like
ports, variables (V) are arbitrary. Workers are essentially comparable to the usual
notions of agent, thread, or process that mutates its local memory.

Definition 5.3 (workers and their variable stores).

v, v′, v1, ... : V (variables)

σ, σ′, σ1, σ2, ... : Σ ≜ V → D (variable stores or memory)

w,w′, w1, w2, ... : W ≜ Σ× S (workers executing primitive protocols)

W,W ′,W1,W2, ... : 2W (sets of workers executing composite protocols)

Figures 5.2 and 5.3 give the precise syntax and semantics of PDL primitives,
respectively, which realise a granular notion of execution as a mostly-conventional
while-language. Precisely, update gives a small-step operational semantics for PDL:
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update is the transition function over workers, parametrised by given messages.
Equivalently, fixing the messages yields a fragment of update of type W → W:
how each worker reacts to the messages. Moreover, each update is labelled by a
synchronicity (Definition 5.4), which recognises whether it was synchronous.
Definition 5.4 (synchronicity of a worker update step).

δ, δ′, δ1, δ,... : ∆ ≜ {✗ (synchronous),✓ (asynchronous)}

The asynchronous (✗) steps are largely conventional for while-languages. Ex-
ample 5.1 demonstrates a typical imperative program: asynchronous steps implement
Euclid’s algorithm for the greatest common divisor of integers in v and v′, using v′′

to swap v and v′, and terminating as done with the result in v′.
Example 5.1 (asynchronous local computation: greatest common divisor of v and v′).
while 0 < (v % v′) do (write (v % v′)↬ v′′; write v′ ↬ v; write v′′ ↬ v′).

Statements send and recv are also asynchronous, letting workers remember
and react to the messages in their environment. These statements’ roles in update
are similar: they move data between memory and messages. Later, Section 5.3.4
distinguishes their roles as one might expect: send is the only way to put new
messages at ports. In this role, send E expresses a nondeterministic choice whose
outcomes are identified by the elements of E. Example 5.2 demonstrates conditional,
synchronous, and non-deterministic message passing: forwarding any number except
21 from port p to port p′, but incremented by 1 or 2, chosen non-deterministically.
Example 5.2 (message passing and non-determinism, within a synchronous round).
recv p ↪→ v; if ′ (v ̸= 21) send {v + 1, v + 2} ↪→ p′.

The sync statement is uniquely synchronous (✓). Intuitively, it delimits successive
synchronous rounds. This is insignificant from the perspective of (updating) a
single worker, but in Section 5.3.2, we formalise the intention: sync also acts as
a synchronous barrier: all workers synchronise together, ‘committing’ the round’s

o : O := + | − | ∗ | ÷ | % | ∧ | ∨ | < | = | ̸= (binary operators)
e, e1, e2 : E := d : D | v : V | e1 o e2 | ¬e (D-type expressions)
s, s1, s2 : S := done | sync | write e↬ v | s1 ; s2 (computation statements)

| if e s1 else s2 | while e do s (control flow statements)
| send (E : 2E) ↪→ p | recv p ↪→ v (communication statements)

– – – – – – – – – – – – – – – – – – – – – – – – – – – – – – – – – – –
if ′ e s ≜ if e s else done loop s ≜ while 1 do s

assert e ≜ if ′ ¬e loop done oneshot s ≜ s ; loop sync

Figure 5.2: The syntax of primitive PDL protocol-expressions E and -statements S.
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update(m,⟨σ,done⟩) ≜ ⟨✗, ⟨σ,done⟩⟩
update(m,⟨σ, sync⟩) ≜ ⟨✓, ⟨σ,done⟩)
update(m,⟨σ,write e↬ v⟩) ≜ ⟨✗, ⟨σ[v := eval(σ, e)],done⟩⟩

update(m,⟨σ, if e s else s′⟩) ≜
{
⟨✗, ⟨σ, s⟩⟩ if eval(σ, e) ̸= 0
⟨✗, ⟨σ, s′⟩⟩ otherwise

}
update(m,⟨σ,while e do s⟩) ≜

{
⟨✗, ⟨σ,done⟩⟩ if eval(σ, e) = 0
⟨✗, ⟨σ, s ; while e do s⟩⟩ otherwise

}
update(m,⟨σ, recv p ↪→ v⟩) ≜

{
⟨✗, ⟨σ[v := m(p)],done⟩⟩ if m(p) ̸= ⋆
⟨✗, ⟨σ, recv p ↪→ v⟩⟩ otherwise

}
update(m,⟨σ, send E ↪→ p⟩) ≜

{
⟨✗, ⟨σ,done⟩⟩ if ∃e∈E,m(p) = eval(σ, e)
⟨✗, ⟨σ, send E ↪→ p⟩⟩ otherwise

}

update(m,⟨σ, s1 ; s2⟩) ≜


⟨δ, ⟨σ′, s2⟩⟩ if s1 = done
⟨δ, ⟨σ′, s′1 ; s2⟩⟩ otherwise
where ⟨δ, ⟨σ′, s′1⟩⟩≜ update(m, ⟨σ, s1⟩)


Figure 5.3: Primitive protocol update semantics, defined via update :M×W →
∆×W in terms of the (omitted) expression evaluation function eval : Σ× E → D.

behaviour, and advancing to the next. Example 5.3 demonstrates; it accepts (and
constructs only) two rounds of behaviour: [{p 7→ 1}, {p 7→ 2}]. Section 5.5.2 discusses
a generalisation, where a subset of workers synchronise.
Example 5.3 (completing two rounds). send {1} ↪→ p; sync; send {2} ↪→ p; sync.

5.3.2 Composite Protocols and (A)synchrony

Definition 5.5 generalises worker-update steps to sets of workers W,W ′, ... : 2W .
W m−→W ′ asynchronously updates one worker in W , and W m=⇒W ′ synchronously
updates each worker in W . We omit W , W ′, or m from terms of this form only when
they are arbitrary or clear in context. For example, (W −→) denotes the assertion
that some worker in W can perform some asynchronous update.
Definition 5.5 (synchronous (=⇒) and asynchronous (−→) worker-set steps).

update(m,w) = ⟨✗, w′⟩
W ⊎ {w} m−→ {w′} ∪W ∅ m=⇒ ∅

W m=⇒W ′, update(m,w) = ⟨✓, w′⟩
W ⊎ {w} m=⇒ {w′} ∪W ′

Definition 5.6 (blockage). We call asynchronous updates that preserve the worker(s)
blocked. I.e., where update(m,w) = ⟨✗, w⟩ and W m−→W .

Lemma 5.1 identifies a property of the worker-set update semantics. Because
it is one of the few properties underlying our main theorems, it is one of the few
characteristics of the primitive PDL semantics that we consider to be essential. Here,
it emerges from our definition of update in Figure 5.3. Section 5.5.2 discusses variants
of the primitive PDL semantics which preserve this property.
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Intuitively, Lemma 5.1 asserts that asynchronous1 updates do not let workers
observe or remember the absence of messages at ports. The condition W ≠ W ′

excepts the case where adding messages unblocks the workers, i.e., the update step
induces some change to the worker, e.g., by changing its memory. By definition,
the history of blocked update steps taken to reach any worker(s) had no effect on
the worker(s). Example 5.4 demonstrates: adding message p 7→ 1 unblocks the
worker. It still takes an asynchronous step, but the worker is changed: the new worker
remembers the observed message, but it cannot remember the prior blockage.

Definition 5.7 (message map subsumes ≤). m ≤ m′ ≜ ∀p : P, m(p) ∈ {m′(p), ⋆}.

Lemma 5.1 (asynchronous message-determinism). Any asynchronous step to distinct
workers is preserved by adding messages (at empty ports).

For each W ̸=W ′ and m ≤ m′, W m−→W ′ implies W m′
−−→W ′.

Proof. By Definition 5.5, m asynchronously updates some w ∈ W to some w′ ̸= w,
and it suffices to show property P : that m′ does likewise. We distinguish the cases
of the first statement s of w. If s = send v ↪→ p or s = recv p ↪→ v, then because
w ≠ w′, necessarily m(p) ̸= ⋆. Because m′ ≥ m, m′(p) = m(p), so P holds. For any
other s, the update of w is independent of the messages, so P holds.

Example 5.4 (unblocking a worker blocked at recv p by adding 1 : D at port p).
update(m[p := ⋆], ⟨σ, recv p ↪→ v⟩) = ⟨✗, ⟨σ, recv p ↪→ v⟩⟩

{⟨σ, recv p ↪→ v⟩} m[p:=⋆]−−−−−→ {⟨σ, recv p ↪→ v⟩}
(blocked)

update(m[p := 1], ⟨σ, recv p ↪→ v⟩) = ⟨✗, ⟨σ[v := 1],done⟩⟩
{⟨σ, recv p ↪→ v⟩} m[p:=1]−−−−−→ {⟨σ[v := 1],done⟩} (unblocked)

5.3.3 Linear Execution Traces and Accepted Behaviour

Where Section 5.3.2 generalised the execution of one worker to several, we finally
generalise one execution step to linear traces of contiguous execution steps. We
denote traces by concatenating −→ and =⇒ steps. Finally, let −→∗ denote the transitive
reflexive closure of −→. E.g., W m−→∗ W ′ abbreviates W m−→ m−→ . . . m−→W ′, i.e., a trace
of asynchronous steps labelled with the same message map m.

Definitions 5.7 to 5.11 define key concepts: traces of contiguous steps are delimited
into rounds, such that the nth synchronous step ends the nth round. We generally
restrict our attention to growing rounds (Definition 5.11), where each message persists
to the end of the round. Intuitively, each growing round incrementally collects
messages in m until m=⇒ makes m observable as behaviour (Definition 5.10).

1In fact, our definition of update affords generalising Lemma 5.1 to all unblocked updates. This is
included in our artefact. But Lemma 5.1 suffices for our main results.
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Definition 5.8 (trace). A trace is a sequence of contiguous −→ or =⇒ steps.

Definition 5.9 (round). A round is a trace with only one synchronous step, at the
end. For example, round W m1−−→ m2−−→ m3−−→ m4==⇒W ′ consists of four steps.

Definition 5.10 (behaviour). The behaviour of a trace is the concatenation of its
synchronized messages. E.g., the behaviour of m1−−→∗

m′
1==⇒ m2−−→∗

m′
2==⇒ is [m′

1,m
′
2].

Definition 5.11 (growing round). A round is growing iff m ≤ m′ holds for each m
and m′ labelling consecutive steps in the round.

Definition 5.12 defines acceptance, the first of two notions of protocol beha-
viour. Acceptance is imperative in the sense that behaviour arises from traces of
contiguous (‘stateful’) execution steps. However, acceptance is also declarative in
the sense that messages are growing but otherwise unspecified. Acceptance treats
protocols as behaviour-recognisers or -acceptors, i.e., we check for acceptance given
protocol-behaviour pairs. Acceptance is suitable for reasoning about execution in an
environment open to messages sent externally, e.g., to reason about what executions
of a known protocol are possible in an unknown system.
Definition 5.12 (accepted behaviour). Protocol S accepts the behaviour of each
trace consisting of only growing rounds, starting from {⟨∅, s⟩ | s ∈ S}.

Example 5.5 (examples of protocols accepting behaviours).
• {loop sync} synchronises each round immediately, regardless of the messages,

like the empty protocol {}, i.e., leaving behaviour unconstrained.

• {loop done} and {done} perform an endlessly unproductive sequence of asyn-
chronous updates, so they accept only the zero-round behaviour [ ].

• {recv p ↪→ v ; sync} and {recv p ↪→ v ; send {v} ↪→ p ; sync} accept [ ] and
any [m] as long as m(p) ̸= ⋆, i.e., there must be some message at p.

• {send {0, 1} ↪→ p ; recv p ↪→ v ; assert v ; sync} sends either 0 or 1 at port p,
but then only synchronises if 1 was chosen. This demonstrates a useful pattern:
workers can process and suppress behaviour before it is observable.

Recall Lemma 5.1: asynchronous steps are preserved by adding to the messages.
Lemma 5.2 follows: for each growing round, there is a constant round with the
same behaviour. Thus, all behaviours are sufficiently characterised by focusing only
on constant rounds. These have useful properties, namely Lemma 5.3: workers in
constant rounds cannot interact, because the messages are fixed, so each workers’
updates proceed independently. Finally, Theorem 5.1 results: the change to each
worker each round is entirely determined only by its behaviour. This has practical
applications. For example, one can reliably ‘replay’ the execution of any set of
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workers, arbitrarily many rounds into the future, given only the behaviour they
produced. Section 5.5.1 discusses how this lets (distributed) PDL Runtimes explore
traces concurrently, and use behaviours to identify (desirable) constant rounds.
Definition 5.13 (constant round). A round is constant in messages m or m-constant
iff each of its steps is labelled m. Note that constant rounds are growing.

Lemma 5.2 (growing to constant). For each growing round synchronising m, a round
exists with the same start and end workers, but which is constant in m.

Proof. Each given step Wk
mk−−→Wk+1 (in black) is ignored if Wk =Wk+1, i.e., it is a

loop. Otherwise, as mk ≤ m, Lemma 5.1 lifts it to Wk
m−→Wk+1 (in blue).

W . . . W ′m1

m

m2

m

m3

m4

m

mn−2

m

mn−1

mn

m

m

Lemma 5.3 (constant confluence). For any workers W and messages m, all m-
constant rounds starting from W necessarily end in the same workers.

Proof. We prove the confluence of rounds from W by induction on the workers in W
in an arbitrary order. The base case of W = ∅ is trivial: the only step is m=⇒ ∅. In
the inductive case, rounds W m−→∗ m=⇒ are confluent. We omit the proof that rounds
{w} m−→∗ m=⇒ are confluent, where there is only one worker to update each step. Take
arbitrary rounds from W to W ′ and from {w} to {w′} respectively (in black). Their
steps can be arbitrarily interleaved (in blue), but must end in W ′∪{w′}. For legibility,
the implicit m is omitted from each step in the figure below.

W W1 . . . Wp W ′

w w ∪W w ∪W1 . . . w ∪Wp

w1 w1 ∪W w1 ∪W1 . . . w1 ∪Wp

...
...

...
...

wq wq ∪W wq ∪W1 . . . wq ∪Wp

w′ w′ ∪W ′
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Theorem 5.1 (round determinism). Growing rounds with the same start (W ) and
behaviour (m) necessarily have the same end (W ′

1 =W ′
2).

Proof. By Lemma 5.2, for each given round (in black), some constant round has the
same behaviour (in blue), whose ends are the same (in red) by Lemma 5.3.

W1 . . . W ′
1

Wx . . . W ′
x

W
Wy . . . W ′

y

W2 . . . W ′
2

m

m m m mm

m m m m m

m

Finally, PDL satisfies strong (de)compositionality properties: by Theorems 5.2
and 5.3, the behaviours accepted by any protocol is the set-intersection of those of
its constituent protocols. First of all, we expect PDL programmers to pervasively
rely on Theorem 5.2 to control the behaviour of their session, because they can rely
on the runtime system to avoid executions whose behaviour is not accepted by their
injected protocols. The specification of accepted behaviours is similar to constraint
programming: injecting protocols constrains the future behaviour. Users can also
exploit this (de)compositionality during reasoning and verification, for example, to
predict possible messages before the session begins.

Theorem 5.2 (compositionality). Given growing rounds Wα −→∗ m=⇒Wω and Wa −→
∗ m=⇒Wz, there exists a growing round (Wα ∪Wa) −→∗ m=⇒ (Wω ∪Wz).

Proof. Given rounds r1, r2 (in black), construct a new one (in blue) from the union of
all initial workers. Repeat asynchronous steps of r1 (with the given messages), and
then r2 (but replace messages with m using Lemma 5.1). Synchronise m.

Wα Wβ . . . Wψ Wω

Wα,

Wa

Wβ ,

Wa

. . .
Wψ,

Wa

Wψ,

Wb

. . .
Wψ,

Wy

Wω,

Wz

Wa Wb . . . Wy Wz

m1 m2 m3 m

m1 m2 m3 m m m m

m

Theorem 5.3 (decompositionality). Given growing round Wα ∪Wa −→∗ m=⇒W , there
exist worker setsWω andWz and growing rounds (Wα −→∗ m=⇒Wω) and (Wa −→∗ m=⇒ Wz),
such that W = (Wω ∪Wz).
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Proof. The proof is inductive, building two traces using the given round’s steps, from
the first to the last. We consider an arbitrary step from Wψ ∪Wy with some m′

to some W , where, by the inductive hypothesis, Wα −→∗ Wψ and Wa −→∗ Wy are
constructed so far. If the step is asynchronous, exactly one worker w is updated to
some w′, so W = ((Wψ ∪Wy) \ w) ∪ {w′}. Wψ or Wy must contain w. Let it be Wψ;
we omit the symmetric case. Construct Wα −→∗ Wψ

m′
−−→ (Wψ \ {w}) ∪ {w′} (in black)

and leave the other round intact (in blue). Indeed (Wψ \{w})∪{w′}∪Wy =W . Only
the final step is synchronous; by definition of =⇒, there exist Wω and Wz updated by
Wψ

m′
==⇒Wω and Wy

m′
==⇒Wz, where W =Wω ∪Wz (in red).

Wα,

Wa

Wβ ,

Wa

Wβ ,

Wb

Wβ ,

Wc

. . .
Wψ,

Wy

Wω,

Wz

m1

m2 m2

m

m

5.3.4 Behaviour Constructed from PDL Protocols

Recall that acceptance uses the update function to compute workers from the prior
workers, given any growing messages. Construction (Definition 5.15) also introduces
offered (Definition 5.14), which computes messages from the prior workers.

Construction is suitable as a model for executing the system in its entirety,
notably, by PDL Runtimes, in order to compute behaviour from the session protocol.
Construction ensures the desired characteristics. Each observed message has a sensible
provenance (Invariant 5.3). Moreover, each step is computable from the prior step,
despite the domains of port, protocol, and data being arbitrarily large (thus, infeasible
to enumerate). Figure 5.4 visualises the incremental construction of rounds, unfolding
the (finite) options of each next messages and workers, by applying functions offered
and update, in alternating fashion: the nth messages are selected from the nth workers’
offers, the n + 1st workers are selected from the nth workers updated with the nth
messages, and so on.
Definition 5.14 (offered messages). w offers to send d at p iff ⟨p, d⟩∈offered(w).

offered(⟨σ, s⟩ :W) : list(P ×D) ≜ [⟨p, eval(σ, e)⟩ | (send E ↪→ p) = s,∀e ∈ E]

Definition 5.15 (constructive round). A growing round is constructive iff, for each
step from some W labelled m′, where m labels the prior step if it exists and m = ∅
otherwise, either m = m′ or there exist w ∈ W and ⟨p, d⟩ ∈ offered(w), such that
m[p := d] = m′, in which case we say w sends d at p.

Definition 5.16 (constructive behaviour). Protocol S constructs the behaviour of
each trace from {⟨∅, s⟩ | s ∈ S} consisting of only constructive rounds.
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se, re ∅ . . .
. . .

p 7→ 0 sy, re p 7→ 0 sy,as p 7→ 0 sy, lo p 7→ 0 . . .

se,as p 7→ 0 sy,as p 7→ 0 sy, lo p 7→ 0 . . .

se, lo p 7→ 0 sy, lo p 7→ 0 . . .
. . .

p 7→ 1 sy, re p 7→ 1 sy,as p 7→ 1 sy, sy p 7→ 1 do,do

se,as p 7→ 1 sy,as p 7→ 1 sy, sy p 7→ 1 do,do

se, sy p 7→ 1 sy, sy p 7→ 1 do,do
Figure 5.4: This shows the (search) tree of constructive rounds starting from
the workers initialised from the protocol {(send {0, 1} ↪→ p; sync), (recv p ↪→
v; assert v; sync)}, from Example 5.5. Each worker is identified by the first two
letters of its statement, e.g., worker ⟨{v 7→ 0}, (assert v; sync)⟩ is abbreviated
as ‘as’. We colour lo (for loop done) and sy to reveal patterns. Arrows depict
(a)synchronous steps as usual, but we dash them iff only their second worker is
updated. Looping traces are truncated to (. . .).

Example 5.6 (Examples of Protocols Constructing Behaviours).
• {loop sync} constructs arbitrarily many rounds without any messages. Again,

this primitive protocol behaves like the trivial, empty protocol {}.

• {recv p ↪→ v ; sync} is stuck awaiting a message that is never sent.

• {recv p ↪→ v ; send {v} ↪→ p ; sync} has a cyclic dependency on the message
at port p. The recv blocks forever for a message that is never sent.

• {(send {0, 1} ↪→ p ; sync), (recv p ↪→ v ; send {6+v} ↪→ p′ ; sync)} demonstrates
the propagation of a nondeterministic choice between workers, through a message
at port p. The recipient is oblivious to the nondeterminism, expressing the
functional relationship m(p) + 6 = m(p′).

Because constructed rounds are growing, many prior results also apply to con-
struction. Rounds are still determined by their behaviour (Theorem 5.1), and
composing protocols preserves their constructed behaviours (Theorem 5.2, because
the new round is constructive if both given rounds are constructive). However, unlike
acceptance, construction is not decompositional (Theorem 5.3): composite protocols
construct behaviours not constructed by the constituents independently. Example 5.7
demonstrates behaviour emerging from protocol interactions.
Example 5.7 (behaviour constructed from protocol interactions). Consider primitive
protocol {(send {1} ↪→ p1 ; recv p2 ↪→ v ; sync)} where p1 ̸= p2, and the same but
with p1 and p2 swapped. Independently, each protocol forever awaits a message that
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is never offered. But their composition constructs [{p1 7→ 1, p2 7→ 1}], where each
worker first sends and then receives the message sent by its peer.

Intuitively, construction resembles (nondeterministic) actor programming: compu-
tation and communication unfold inter-dependently. Theorem 5.4 precisely relates
the behaviours accepted and constructed by each protocol S: behaviours accepted
by S are those constructed by S in composition with some existentially quantified
‘oracle’ protocol, which stands in for the environment of S, offering whatever messages
S needs to end the round. Like accepted behaviours, a protocol’s oracles are generally
not enumerable unless ports, messages, or behaviours are finitely enumerable. This
gives PDL programmers another view on acceptance: the behaviours their protocol
can construct as a part of any (composite) protocol.

Lemma 5.4 (round oracle). Given growing round W −→∗ m=⇒W ′, there exists oracle
so : S, worker w′

o, and constructive round W ∪ {⟨∅, so⟩} −→∗ m=⇒W ′ ∪ {w′
o}.

Proof. Build an oracle (in red) that sends each message in m in some order before
a sync statement. Build a round (in blue) in two stages. The first (vertical) stage
builds m, one message at a time, while W takes no steps. The second (horizontal)
stage reproduces the given round (in black), but made m-constant with Lemma 5.2.

W, {send {d1} ↪→ p1 ; send {d2} ↪→ p2 ; . . . ; sync}

W, {send {d2} ↪→ p2 ; . . . ; sync}

...

W, {sync} . . . W ′′, {sync} W ′, {done}

W . . . W ′′ W ′

{p1 7→ d1}

{p1 7→ d1, p2 7→ d2}

m

m m m m

m1 m2 mn m

Theorem 5.4 (acceptance vs. construction). Protocol S accepts behaviour M iff (⇔)
there exists an ‘oracle’ protocol So where S ∪ So constructs M .

Proof. (⇒) By Lemma 5.2, a trace of constant rounds r exists whose behaviour M ≜
[m1,m2, ...,mn] is accepted by S. Apply Lemma 5.4, but generalized to an n-round
oracle (o1 ; o2 ; ... ; on) constructing M . (⇐) By definition, a trace of constructive
rounds r with behaviour M from S ∪ So exists. By Definition 5.15, S ∪ So accepts M .
Finally, by Theorem 5.3, S accepts M , i.e., removing So preserves acceptance.
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Acceptance and construction provide useful, dual views on behaviour. Their
differences reflect their different assumptions about the execution environment.
Acceptance reflects ignorance of the environment. This view is useful to users,
who reason about the behaviour of known protocols as parts of unknown composite
(session) protocols. Construction is holistic, in the sense that it closes the system,
only considering messages as they are sent, interleaved with worker updates. This
view is appropriate for reasoning about systems at large, which users will do some of
the time, but which PDL Runtimes do all of the time.

5.4 PDL Runtimes

Section 5.3 defined the PDL syntax and semantics. In these terms, we specify and
demonstrate the user interface and correctness properties of PDL Runtimes.

5.4.1 A Specification of PDL Runtimes

A PDL Runtime is an interactive system that realises a communication session.
Each runtime configuration c, c1, c

′, ... : C has a current (session) protocol. Users
communicate indirectly, by directly and arbitrarily interleaving user actions:

1. Some user injects a chosen input protocol into the current protocol.

2. Users observe the behaviour that results from running the system.

Precisely, a PDL Runtime instantiates the signature in Definition 5.17, i.e., fixes
the configuration type C, and then gives sound definitions of the four user-facing
operators on runtime configurations.
Definition 5.17 (PDL Runtime signature).
C : Type start : C run : C →M∗ × C proto : C → 2S inject : C → 2S → C

where, as introduced earlier, S is the domain of PDL programs,M is the domain
of message maps, andM∗ is the domain of message map lists, i.e., behaviours.

The PDL Runtime preserves the users’ basic expectations of the current protocol
by preserving Properties 5.1 and 5.2.
Property 5.1 (initially trivial protocol). proto(start) = {}.

Property 5.2 (injection composes). proto(inject(c, S : 2S)) = proto(c) ∪ S.
Additionally, PDL Runtimes must ultimately preserve each of the runtime in-

variants defined in Section 5.2. Each behaviour must be observed consistently
between users (Invariant 5.1), accepted by each component of the current protocol
(Invariant 5.2), the result of a round if it exists (Invariant 5.4), and such that each
message must have been sent by a user-injected protocol (Invariant 5.3).
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Because constructed behaviours are accepted by each injected part of the session
protocol, it suffices for the PDL Runtime to preserve Properties 5.3 and 5.4.

Property 5.3 (soundness). Each run(c) = ⟨M, c′⟩ implies proto(c) constructs M .

Property 5.4 (completeness). For all c : C, if any M ≠ [ ] exists that is constructed
by proto(c), after some finite run-steps from c, any M ′ ̸= [ ] is observed.

Note that Property 5.4 leaves unspecified which non-empty behaviour M ′ is
constructed from c, leaving room for non-deterministic execution.

5.4.2 Example: The Silent PDL Runtime

To demonstrate our PDL Runtime specification, we consider the silent PDL Runtime
(Definition 5.18), which reuses composite protocols (2S) as configurations (C), and
instantiates the operators comprising the PDL Runtime signature (Definition 5.17).

Definition 5.18 (silent PDL Runtime).
C ≜ 2S start ≜ {} run(S) ≜ ⟨[ ], S⟩ proto(S) ≜ S inject(S, S′) ≜ S ∪ S′

Intuitively, the silent PDL Runtime accurately manages the session protocol, but
it does nothing else. It is easy to see why this implementation satisfies Properties 5.1
to 5.3: it simply collects injected protocols, and always produces zero-round beha-
viour [ ], which every protocol constructs, by definition. Our artefact includes a simple
proof of each of these properties. But clearly this implementation is not complete
(Property 5.4). We use protocol {} constructing {} ∅=⇒ {} as witnesses for our proof
of incompleteness: while {} constructs [∅], run steps only ever observe [ ].

Hopefully, this demonstrates that the preservation of completeness is the first
major challenge in implementing correct PDL Runtimes. The difficulty arises from
the fact that rounds may complete after arbitrarily many (finite) steps. Indeed, it is
generally undecidable whether given workers can synchronise; it is analogous to the
halting problem. Fortunately, because finite protocols offer finitely many messages, the
tree of traces rooted at any finite workers W is finite per depth. Figure 5.4 visualises
how offers and updates guide these searches. Of course, typical search optimisations
can improve efficiency drastically. For example, by caching visited workers, many
transpositions (the same workers reached via distinct traces) are avoided. We expect
the properties of PDL to afford even more optimisations. For example, because of
determinism (Theorem 5.1), we expect completeness to be preserved if W m[p:=⋆]−−−−−→W ′

stays unexplored once a constructive W m[p:=d]−−−−−→ W ′ is discovered. But presently,
rigorous proofs of these claims are still future work.
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5.5 Future Work

5.5.1 Formalising the Rest of the Connector Runtime

We strive to recreate the existing Rust implementation of the Connector Runtime as
a PDL Runtime, atop our present specification, such that we can check its correctness.
Here, we overview its facets which remain to be formalised.

Round Search We conjecture that it is decidable whether given workers synchronise
after a bounded number of asynchronous (−→) steps. Such a proof lays the groundwork
for terminating search algorithms that are correct up to a fuel : N bound. For example,
we imagine modelling the timeout mechanism of the Connector Runtime as run fuel.
Many round-search algorithms are conceivable. Which of them are correct and
efficient? We also hope to model the algorithm underlying the Connector Runtime
and (ideally) verify its correctness.

During the formalisation of the semantics of PDL, we also discovered an elegant
relation between the description of a protocol as a proposition and the runtime
implementation of a protocol as a proof. In proof terms, a protocol states the
existence of a round (or an n-round trace), and the runtime works to find a proof of
that proposition. We aim to explore this relation further in the future, to discriminate
runtime algorithms from a proof theoretic perspective.

Distributed Workers Distributed PDL Runtimes partition the workers in each
configuration C over a network of processes π, π′, π1, ... : Π. Processes only interact
by passing asynchronous control messages. The processes cooperate to simulate
a search (see Round Search, above). The execution of all workers sharing (data)
messages is simulated: each process π isolates its subset of workers in a local message
environment m, and then π explicitly informs its peers of newly-sent message ⟨p, d⟩
via a control message ⟨sent, n,m, p, d⟩, where n : N identifies the current round, to
avoid confusion if control messages arrive late.

The processes realise a synchronised round W −→∗ m=⇒W ′ through explicit coordin-
ation. Each round, an elected process selects and announces an arbitrarily chosen m
after learning that, for each process π (including itself), there exists some mπ ⊆ m,
where, locally, Wπ

m−→∗ m=⇒ W ′
π. This information is communicated to the leader

from π via the control message ⟨ready, n,mπ⟩. To minimise the burden on the leader,
the Connector Runtime lets processes aggregate this information toward the leader. A
sink tree is overlaid atop the network, with the leader at the root. With ⟨ready, n,m⟩,
a child process π informs its parent that each process in the subtree rooted at π is
ready to synchronise with some mπ ⊆ m.

160



Restricted Ports Users of the Connector Runtime define access as a process-port
relation, such that each process π can send and receive messages at port p only
if access(π, p). Port messages are only ever observed by accessors. For example,
⟨sent, n,m, p, d⟩ is sent only to p-accessors, and m omits messages of ports not
accessed by the recipient. Users of the Connector Runtime also define which process
determines: Pd → Π each deterministic port Pd ⊆ P. Whenever π = determines(p),
only workers at π may execute send E ↪→ p where |E| ≤ 1, i.e., the nondeterministic
choice is trivial. The benefit of deterministic ports is that their values can be omitted
from control communications while preserving determinism: all growing rounds that
start from the same W with the same messages at ports P \ Pd necessarily have the
same messages at port Pd.

Access and determinism give users greater control over how the PDL Runtime
communicates port data via control messages. For example, users can restrict the
observation of messages at particular ports to (the users at) particular processes.

Channel API The Connector Runtime lets users express access and determines (see
Restricted Ports, above) implicitly via its API, which is a restriction of that described
in Section 5.2: sets of users rendezvous at sets of IP addresses; each rendezvous
includes only a sender and receiver process, and creates a new channel comprised
of ports p and pd. The latter is accessed only by this sender and receiver and is
determined by the sender. Users understand pd as carrying user data across the
channel from the sender to the receiver only, while p is used in session-wide control
communications, e.g., to discriminate values sent at pd.

As users never read values at p, these act purely as discriminators and can be
chosen arbitrarily by the Connector Runtime. In fact, it suffices if the values at p
are restricted to {0, 1}, such that control messages can be densely packed into bit
vectors. Each p is split into multiple ports if more bits are necessary.

5.5.2 Exploring Variations of the PDL

We intentionally minimise the coupling between the syntax and semantics of PDL
primitives (Section 5.3.1) and the rest of the language (Sections 5.3.3 and 5.3.4) to
ease future experimentation with variants of PDL.

Ports as Data If PDL is changed such that P ⊆ D (ports are data), protocols
become significantly more expressive and flexible. For example, send {ed} ↪→ ep

sends dynamic data (ed) at a dynamic port (ep). However, this would make protocols
more difficult to reason about; e.g., generally, we could not statically check which
workers or processes access given ports (see Restricted Ports, above).
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N-Round Lookahead We consider definitions of productivity (Invariant 5.4) which
change the role of synchronisation. For example, we consider a generalisation where
PDL Runtimes must always maximise the number of completed rounds up to a
lookahead bound which is currently implicitly 1. Consider Example 5.8, which
synchronises N rounds before blocking forever, where N is the data at port pN in
the first round. With 1-lookahead, the PDL Runtime is correct to complete the first
round with behaviour {pN 7→ 1}. But with 3-lookahead, this would be incorrect,
because it would not produce the maximal number of rounds up to the end of round 3,
e.g., where {pN 7→ 3} and {pN 7→ 182} are maximal instead.
Example 5.8 (N -Sync). recv pN ↪→ v ; while v do (write v − 1 ↪→ v ; sync).
Local Synchronisation We consider decoupling different workers’ synchronisations,
e.g., as in the Reo semantics. Precisely, an unspecified subset of workers stutter each
round: maintaining their states and not interacting. Intuitively, this change empowers
the PDL Runtime to make more decisions at the cost of weakening the meaning of
sync. In practice, this change prevents slow workers from impeding productivity,
but it introduces threats of unfairness and starvation, unless they are prevented, e.g.,
by users specifying how workers are prioritised. This change affords the concurrent
synchronisation of local synchronous regions of the system, as is done with Reo
in [Arb11], and with Dreams in [PCdVA12].

5.5.3 Definition, Analysis, and Optimisation of PDL Protocols

PDL is designed to afford (de)compositional reasoning about protocols and their
properties. We see benefit in future work that develops a corpus of PDL protocols
that solve useful problems, or have desirable properties.

We are particularly interested in letting PDL Runtimes transparently optimise
execution by recognising protocols and exploiting their known properties. Most
interestingly, these opportunities may be unknowable to the users, because users lack
the overview of the session protocol, e.g., in ad-hoc sessions between strangers over
the Internet. For example, if Amy in Helsinki routes outgoing messages to Bob in
Tokyo, and Bob filters incoming messages before forwarding them to Dan in Helsinki,
the runtime can transparently re-configure the session to filter Amy’s messages before
routing them to Dan, i.e., avoiding the inter-continental round-trip. Such session
optimisations are already supported by (and benchmarked with) the Connector
Runtime [EH24], but currently, they must be recognised and triggered manually. The
Reowolf project documentation [EH24] highlights the potential of systematic protocol
analysis and transformation via existing tools. For example, can we encode PDL
protocols as annotated port-graphs and protocol transformations as graph-rewriting
rules, e.g., using the PBPO+ graph-rewriting formalism and tools [OER23]?
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5.6 Related Work

5.6.1 Related to Behavioural Specification with the Reowolf PDL

Here, we compare PDL to well-researched synchronous languages Reo, Esterel, and
Lustre. We leave out of scope the comparisons to the many other (synchronous)
languages such as Signal [GLGB87,BLGJ91], ARx [PC20], and HipHop.js [BS20].

Reo PDL is directly inspired by Reo, so the languages have many similarities. Reo
is also used to specify and coordinate synchronous and multi-party communica-
tions [Arb04,Arb11] in interactive systems, regulating the interactions between soft-
ware components as constraints on their messages. Notably, the compiler [DLA+18]
of textual Reo [DA18] with constraint automata semantics [BSAR06] generates
executable coordinators that interface with users. Reo is more declarative2, eas-
ing static protocol verification and transformation, and top-down coordinator re-
configuration [KGV13,KCPA08,KMLA11,Kra11].

However, there is less emphasis on the dynamic composition of Reo protocols,
or their application to distributed systems. For example, Reo coordinators are
centralised, and cannot interface with other coordinators. In contrast, Reowolf is
designed around its dynamic and distributed applications: the protocol unfolds
dynamically as users inject new protocol components on the fly.

Esterel PDL and Esterel have similar syntax, and the same control flow: sequential,
but punctuated by synchronous message passing [BG92,Edw02b,FYTF19].

Esterel reflects its design for a different use case: real-time reactive systems, which
emphasise timely reactions to external events. Hence, notably, Esterel and PDL
have very different relationships with nondeterminism: both embrace it for program
composition, but only in PDL are nondeterministic programs executable. Esterel
programmers are responsible for ensuring determinism, whereas PDL programmers
rely on the behaviour being determined at runtime. In fact, nondeterminism is
desirable in PDL protocols, because it affords flexibility to later protocol composition
and refinement. Effectively, PDL programmers enjoy ignorance of their environment,
at the cost of complexity in the runtime system.

Lustre Lustre [HCRP91,Hal05] semantically separates synchronous computations
(within a logical instant) and sequences of computation (over consecutive instants).
Lustre has operators calculating (arithmetic) functions and operators ‘scheduling’
functions over time. Composition of synchronous programs is done per instant, on
2Most of the imperative (‘less declarative’) nature of PDL is a consequence of its statement syntax
(Figure 5.2) and the memory-mutating small-step update semantics (Figure 5.3). But a major
motivation for exploring PDL variants (Section 5.5.2) is to recapture some of the declarative feel of
Reo. How far can we go while preserving the present expressivity and key properties of PDL?
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a shared memory machine. Lustre provides some meaningful primitives to specify
these functions constructively, which requires them to be deterministic.

In comparison, PDL has nondeterministic and synchronous primitives. Agents
interpret PDL programs and interact with other agents. Agents explicitly delineate
instants with the sync statement, whose semantics guarantees the consistent values
at variables shared between agents (i.e., ports).

5.6.2 Related to Network Programming with Reowolf Connectors

Dreams Like the Connector Runtime, the engine of the Dreams framework [PCdVA12]
translates Reo-like synchronous protocols into networks of automated, message-passing
agents, coordinated via distributed consensus algorithms. The works focus on different
features. Dreams statically partitions the system into synchronous regions, enabling
(only) region-local synchronisation and reconfiguration. In contrast, Reowolf has
global synchronisation (i.e., the trivial case of Dreams), but lets users change the
protocol on the fly. We see the best features of Dreams and Reowolf as complementary,
and we see promise in combining their strengths, e.g., by relaxing the meaning of our
sync statement, as discussed in Section 5.5.2. Can future sessions have synchronous
regions (as in Dreams), while allowing users to change protocols in synchronous
regions on the fly (as in Reowolf)?

Bulk Synchronous Processing (BSP) BSP is an abstract model of parallel
computation [Val90]. The main idea is to break time into sequential supersteps, within
which, processors compute in parallel, and between which, processors pass messages
and synchronisation barriers. Literature has developed software and hardware for
BSP, typically for the purpose of high performance computing, maximising program
portability [CFSV95,GV94] and performance [dRRdQGR+15,WBGS23,ZPA+21].
Many BSP ideas are also evident in Reo(wolf), e.g., in emphasising the separation
of computation from communication. Reowolf takes it further: like BSP supersteps,
rounds of PDL communication behaviour are separated by synchronisation barriers.
Which BSP hardware / runtime environments are suitable PDL Runtimes?

Message Passing Interface (MPI) The MPI standard [CGH94] eases and de-
couples tasks of 1. library developers of general-purpose languages, and 2. their users
implementing data-parallelism in general, and large simulations in particular [Gro11].

Reowolf and MPI have in common that they augment host applications with high-
level abstractions for coordinated, multiparty message passing. MPI-2 in particular
overlaps with Reowolf in expressing task-parallelism via workers.

While Reowolf and MPI differ considerably in the details of their programming
abstraction, more fundamentally, they have different consequences on runtime beha-
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viour. Reowolf focuses on internet programming, so PDL affords a distributed and
continuous refinement of the session protocol. In contrast, MPI affords the abstract
specification of task- and data-parallelism in programs at compile-time, such that
programmers can reason about run-time performance.

Software Defined Networks (SDN) Like Reowolf, SDNs [HHB14] provide an
abstraction over distributed systems. For example, the OpenFlow [LKR13] control
protocol is used for remote administration of network switch packet-forwarding tables.
Rules can be made on a controller, and dynamically pushed to the network switches,
e.g., to change the routing algorithm [MAB+08]. Tools such as NorthStar [Kra18]
and Khathará [BILB18] deploy and manage containerised applications atop SDNs.

SDNs and Reowolf provide abstractions over different layers in the OSI stack. SDNs
are suited to network administrators, while PDL isolates coordination logic typical
to applications. As such, we see potential for their combination. Can connectors
efficiently route messages (via transparent usage of SDN technologies) within the
bounds of what users accept (as users specify via PDL protocols)?

Multi Party Session Types (MPST) Dyadic session types specified the com-
munication behaviour of message channels [Hon93]. MPSTs generalised these to
multiparty sessions; each global MPST (specifying the session at large) is projected
onto each peer, yielding local MPSTs (specifying roles in the session) [HYC08]. MPST
variants are embedded in host languages such as Rust [CBT22], Scala3 [CEJP22],
Haskell [LM16], and OCaml [ILN22], reducing the verification of (dynamic) session
properties, such as deadlock freedom, to (static) type-checking of host programs.

Both MPST and Reowolf’s PDL specify communications via nondeterministic,
message-passing programs. Both paradigms also let (control) messages keep peers’
nondeterministic choices aligned: senders choose and recipients follow. But where
MPSTs usually specify asynchronous messaging, and are statically decomposed
from a global specification, PDL protocols specify synchronous messaging, and are
dynamically composed throughout the session. For example, [Ney13] dynamically
coordinates (untyped) Python programs, and [BY08] adopts synchronous coordination.
We expect MPST to inspire applications of PDL in the future, particularly for common
uses of MPST: static program analysis, generation, and transformation.

Publish / Subscribe Protocols The publish/subscribe paradigm characterises a
family of decentralised network protocols (such as XMPP [HW10] or MQTT [SM17])
intended for lightweight communications between IoT devices. For instance, in
MQTT, users can (un)subscribe to topics, or publish data to a topic, which persistent,
distributed, automated broker agents disseminate to subscribers. Likewise, PDL
Runtimes coordinate user communications. However, because PDL specifies the
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synchronous inter-dependencies of messages, PDL affords users specifying the ordering
and data inter-dependencies between multiple parties’ messages; e.g., PDL affords
the definition of distributed transactions.

5.7 Conclusion

We have contributed a formalisation of the essential contributions of the Reowolf
project, and demonstrated the promise of Reowolf connectors as a network API for
multi-party internet applications. Like the classic BSD-style sockets, connectors
pass messages between users over the network. Unlike sockets, users control session
behaviour by continuously refining the session protocol, which is expressed in Reowolf’s
Protocol Description Language (PDL). Consequently, two concepts coincide in PDL
protocols: (1) user specifications of the session behaviour, and (2) executable programs
delegated by users to the runtime system.

(Article [ELHA25] underlying) this chapter contributes formal definitions of
(key properties of) PDL, specifies (key requirements on) the implementation of the
Connector Runtime, and explains their connection. We show how PDL’s dual semantic
notions of protocol behaviour support the complex requirements on connectors. PDL
is declarative, as it lets users (de)compositionally express and reason about the
behaviour accepted by (their own) parts of the session protocol. But PDL is also
imperative, as PDL-runtime systems can construct behaviour one synchronous round
at a time, by executing the session protocol, throughout its refinement by the users.

These contributions lay the groundwork for future work to (re)define particular
PDL protocols and runtimes, and to rigorously formalise and prove their properties.
We identified particularly promising future directions. For example, to verify the
correctness of the Connector Runtime, we must first verify the correctness of its
underlying round-search algorithm. These efforts contribute to the greater vision
of extending the rigour and programmability of formal protocol languages to the
decentralised and dynamic world of internet programming.

General Takeaways This chapter preserves the main idea in prior chapters: agents
cooperate by incrementally refining a shared specification, by extending it with new
parts. But now this idea is applied in a new context, where the agents and their
runtime system are distributed over the network. Formalising PDL clarified the
properties that let PDL protocols act as the interface between the agents and their
automated runtime system. Notably, Theorem 5.2 ensures that agents’ contributions
preserve their independent specification of accepted behaviour. And Theorem 5.4
ensures that the automatic execution of the shared protocol is feasible, and the
resulting behaviour is accepted by construction.
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6

JustAct: A Framework for Policy-Regulated
Multi-Domain Data Processing

Abstract

Inter-organisational data exchange is regulated by norms originating
from sources including (inter)national laws, processing agreements, and
individual consent. Verifying norm compliance is complex because laws
distribute responsibility and require accountability. Moreover, in some
application domains (e.g., healthcare), privacy requirements extend the
norms (e.g., patient consent). In contrast, existing solutions such as smart
contracts, access- and usage-control assume policies to be public, or other-
wise, statically partition policy information at the cost of accountability
and flexibility. Instead, our framework prescribes how decentralised agents
justify their actions with policy fragments that the agents autonomously
create, gossip, and assemble. Crucially, the permission of actions is always
reproducible by any observer, even with a partial view of all the dynamic
policies. Consequently, actors know that future auditors will confirm
their permissions. Systems centralise control by (re)configuring externally
synchronised agreements, the bases of all justifications. This centralises
control only to the extent desired by the agents.

We define the JustAct framework, detail its implementation in a
particular data-processing system, and design a suitable policy language
based on logic programming. A case study reproduces brane – an
existing policy-regulated, inter-domain, medical data processing system –
and serves to demonstrate and assess the qualities of the framework. We
show how JustAct improves brane by enabling the amendment of data
sharing agreements at runtime, while clarifying how to reason about and
conduct audits on data consumers and processors.
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Basis of this Chapter This chapter is primarily based on the article [EMvB25a],
which is under review for publication in the LMCS2025 journal, and which extends
the FORTE2024 conference paper [EMvB24] with the new brane system case study,
which is based on the brane section of the FGCS2024 journal article [KME+24] and
a paper at (the ReWorDS workshop at) the eScience2022 conference [EMvBB22].

6.1 Introduction

Data exchange systems are distributed systems facilitating the controlled sharing, trad-
ing, and processing of (often large) datasets and analysis results within data exchange
applications, increasing the public, commercial, or academic value of collected data.
Following the inter-organisational nature of data exchange systems and the (market-
or privacy-)sensitive nature of the exchanged assets, collaborating organisations
adopt complex governance models [TGMD22] in an attempt to ensure compliance
with regulations and contractual agreements. In support of such governance models,
high levels of control should be given to organisations to influence the execution of
data exchange applications, e.g., via access control [QTD+20,SdV00] or usage con-
trol [JD22,ZPSP05,MLP+19]. Furthermore, high levels of accountability are required
to support dispute resolution [SMV+19] and to demonstrate legal compliance [CT22].
Data exchange systems exhibit a fundamental trade-off between maximising the
availability of data to data users and maximising the control over data to data owners,
subjects, and (privacy) authorities. In this work, we present a framework that enables
the organisations collaborating in a data exchange system to formalise their shared
and individual positions with respect to this trade-off through declarative policies.

Our approach is to define a framework for runtime systems that specify the
interaction between system dynamics (messages and actions) and statics (policies
and facts). In one direction: agent messages create and disseminate policies. In
the other direction: policies specify which actions are permitted. Actors are held
responsible for collecting and providing valid justifications of their actions: sufficient
policy information to prove permission. Crucially, permission is decidable, despite
the agents having only partial knowledge of the existing policies, as policies can be
changed dynamically. Actors can thus be confident that other actors (e.g., auditors)
will agree that their actions were permitted. Figure 6.1 visualises this process; human
users and automated services reason about and influence the behaviour of their
peers by creating and sharing policies. The framework standardises the meaning of
well-behavedness: act only as permitted. However, its enforcement is an orthogonal
matter; implementations of the framework can prevent non-permitted actions (ex-
ante enforcement), recognise and punish misbehaviour after it has happened (ex-post
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Figure 6.1: Conceptual use-case of the framework. Agents autonomously choose to
act, accessing data in the real world (left), as permitted by shared policies (right).

enforcement), by a centralised authority, in a peer-to-peer fashion, or whatever mixture
is appropriate. As such, our framework is flexible to the system implementation
whilst ensuring large degrees of control for agents and their mutual agreements.

Agents express and communicate consistently by using a shared policy language,
which is fixed by each instantiation of the framework. However, different languages
are available, and their characteristics determine the power and complexity of policies.
In this chapter, we characterise the space of suitable languages in general, and
demonstrate two languages in particular. In the earlier sections, we use Datalog¬ to
easily show key concepts. Later, we define Slick as a Datalog¬ variant, and use it to
express more realistically complex policies. To minimise the burden on the reader,
both languages are based on the intuitive and ubiquitous Datalog language, and are
sufficiently characterised within the chapter.

This work reports on the ongoing developments of generic, policy-driven data
exchange systems that satisfy legal requirements. We intend to make our approach
an integral part of the EPI framework [KME+24], to improve its accountability,
auditability, and preservation of user privacy. This chapter reflects our latest steps in
this direction. We implement a generic data exchange system around our framework.
Then we conduct a case study, detailing and evaluating the application of our
implementation to new and existing usage scenarios of the brane system, which is
the component of the EPI framework responsible for coordinating and regulating the
execution of medical data processing workflows. Precisely, after we summarise some
background literature (Section 6.2), we contribute:

1. a framework for multi-agent runtime systems in which agent actions are regulated
by policies that agents autonomously create and share (Section 6.3),

2. an implementation of a generic data exchange system: agents create and share
policies in a configured policy language to regulate data access (Section 6.4),
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3. definition of the Slick policy language and interpreter, for expressing policies
with realist abstractions and relationships (Section 6.5), and

4. a case study, evaluating our framework, instantiated for data exchange with
Slick policies, in application to brane’s medical workflow processing (Section 6.6).

We discuss our contributions by their own merits (Section 6.7) and in comparison to
related work (Section 6.8) before we conclude with a summary (Section 6.9).

Note that the source code for our implementations and experiments are included
in the accompanying artefact, available at [EMvB25a], including the Rust imple-
mentations of the framework as an ontology, the data exchange runtime system, the
runtime-trace analyser tool, the Slick interpreter, the initialisation of the prototype
for brane, and the unit tests implementing our experiments.

6.2 Background

6.2.1 Distributed Systems and Algorithms

Distributed systems model the distribution of a stateful configuration over processes;
each process has its own local state. Distributed algorithms, implemented by each
process, give systems useful emergent properties. Often, these algorithms are defined
in terms of only basic message-passing primitives, as in IP and UDP protocols:
messages are asynchronous, and message delivery is unreliable. Some algorithms solve
complex distributed problems (e.g., self-stabilisation), and create useful abstractions
over the distributed system (e.g., synchronisers).

We refer to two classes of algorithms. Firstly, gossip protocols disseminate
information by replicating and forwarding messages from peer (process) to peer,
resulting in decentralisation and robustness, by imposing minimal requirements
on the network topology and process behaviour [BCFH08]. Secondly, consensus
algorithms establish fundamental agreement on the selection of a particular value,
consistently among processes. Consensus has been well-studied for decades [RBA05],
but has seen renewed interest in application to blockchain technologies in, for example
[KdHH22,KT22].

6.2.2 Multi-Agent Systems and Autonomy

The field of multi-agent systems studies processes (called agents) that exhibit social
phenomena as a result of their autonomy: agents are motivated by goals to draw from
their partial information to act on shared resources and interact with other agents.
The literature explores the problems of distributed systems, but also explores a variety
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of (software models of) social organisations, ranging from cooperative data-sharing
consortia (e.g., in [Fer23]) to competitive markets (e.g., in [ZBL+23]).

Agent-oriented programming spreads program logic over agents, balancing the
concerns of software (language) engineering and object-oriented programming, but
with a unique emphasis on agent autonomy, e.g., to improve system scalability and
robustness. These ideas are present in seminal works such as [Sho93] and persist into
more recent works such as [MWY17].

6.2.3 Policy Specification Languages

We give a brief overview of the various notions of ‘policy’ which were developed by
various disciplines and which influenced our work.

Access control is a mainstay in cyber-physical systems (e.g., from databases to
IoT networks) that revolves around the regulation of agents accessing resources. For
example, a policy specifies in which case a given agent is authorised to read or write
a given data asset. Policies often take the form of conditional rules [San98,FJT22],
sometimes applied in the context of meta-data attributes [SO17]. Usage control
generalises access control to the control of usage events that occur for the durations of
time the resource is being used. Usage authorisation must be maintained and can be
interrupted [AK22] which may be realised with continuous monitoring [HIA+23] and
mutability of attributes [SP03]. XACML [ANP+03] and ODRL [Ian07] are popular,
standardised policy languages for expressing access and usage conditions as policies.
For example, [UMSB12] implements usage control in XACML.

Normative specifications define fundamental normative positions (relations) such
as powers, duties, rights, obligations, and permissions [AGNvdT13] between actors.
Normative specifications can formalise (and make machine-readable) the norms
described in normative documents such as laws and regulations, organisational
policies, and contracts. Laws and regulations are specified to apply to activities of
particular kinds within particular jurisdictions. For example, the European Union’s
General Data Protection Regulation (GDPR) [Eur16] regulates the processing of
personal data within the European Union, but its wide reach and impact makes it
influential even outside the EU.

The study of norms reflects its long history in its rich nomenclature, for example,
[BvdT08] clarifies the relationship between substantive and procedural norms, and
[GIM+18] details how open terms in norms intentionally leave room for interpretation,
e.g., by a judge during the resolution of a particular dispute. Normative specification
languages attempt to capture this nomenclature to enable the encoding of norms
such that they can be used as enforceable policies within software systems.
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A wealth of literature connects the aforementioned notions of policy, with the
express goal of clarifying their interrelations and regulating the behaviour of (actors
within) software systems. For example, the eflint language [vBLvDvE20] formalises
norms using the Hohfeldian framework of legal proceedings [Wes13] and has been used
for access control [vBKB+21]. Symboleo [SPA+20] is also based on Hohfeld’s frame-
work but, contrary to eflint, is focussed on contract specifications. FIEVeL [VC07]
is a language used to verify properties of (social) institutions. These languages afford
the application of various tools and techniques to policies. For example, model-driven
development [S+06] and model-checking for high-level properties in policies of both
FIEVeL [VC07] and Symboleo [PRR+24].

In [EvB24] (Chapter 4), we explored cooperative specification, a process in which
multiple agents develop a shared (policy) specification together, taking turns contrib-
uting to the policy. Crucially, the ongoing cooperation is regulated by a meta-level
agreement between the agents constituting when a policy is considered valid. Suitable
policy languages must define this semantic notion of validity, giving the agents
meaningful control over the policy being developed. For example, Amy formalises
‘Only Amy can access Amy’s data’ which would be invalidated by Bob’s contribution
of ‘Bob accesses Amy’s data’; Amy’s contribution captured a meaningful constraint
on Bob’s contribution, and thus also on the developed policy. In the extreme case,
the lines blur between the specification of what events occur in the system, what
event occurrences are permitted, what permissions are permitted, and so on.

6.2.4 Logic Programming and Datalog with Weak Negation

Logic programming languages are designed to operationalise various logics: logic
programs encode logical theories. Here, we give an account of Datalog¬ sufficient to
understand the Datalog¬ examples in Section 6.3.

Datalog, overviewed in [CGT89], is a simple logic programming language: each
program is a set of Horn clauses called rules. Precisely, each rule has the form
(c1 ∧ c2 ∧ ... ∧ cm ← a2 ∧ a2 ∧ ... ∧ an), where consequents c1···m and antecedents
a1···n are facts, each of which is constructed from a predicate symbol p and a set
of constants symbols and first-order variables over constants. Intuitively, each rule
with variables encodes the set of variable-free rules with all variables consistently
substituted with any conceivable combination of constants. The Datalog semantics
gives each program a model, mapping ground facts (without variables) to Boolean
values, which we interpret as distinguishing the facts that are true from false; each
fact is true iff derivable by a rule in the program. Most of the literature and tools
use the same concrete syntax: (←) and (∧) are denoted (:-) and (,), respectively,
and only variable identifiers begin with uppercase letters. For example, knows(amy,
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Person) :- knows(Person, amy) formalises ‘each person known by Amy knows Amy’; note
that amy is a constant, while Person is a variable. Implementations of Datalog all
ultimately let users inspect the model.

Various dialects of Datalog have been studied in the literature, exploring the com-
bination of various features. Datalog¬ [SZ94] is a useful generalisation: antecedents
may be negated (with ¬, typically concretely denoted not), conditioning the truth
of some facts on the falsity of others. This strictly improves expressiveness [KK20],
because it affords non-monotonic reasoning: adding rules may remove truths [SA19].
For example, fact sun is true in program sun :- not clouds, but false after rule clouds

is added; we say sun is falsified. Unfortunately, not all Datalog¬ programs have
unique logical interpretations. Accordingly, different semantics exist (e.g., stable
model [GL88] and well-founded [VGRS91]) that attribute different models to these
unstratified (defined in [Ros90]) programs. For example, what should be the value of
in p :- not p? Fortunately, we consider no such programs in this chapter.

Several tools can interpret (super-languages of) Datalog¬. For example, the Clingo
answer-set solver [GKK+11] can interpret each Datalog¬ example in this chapter.

6.3 The JustAct Framework for Multi-Agent Runtime Systems

This section defines the concepts and properties of the JustAct framework, along with
explanations, motivations, and examples. We summarise the framework as follows:

Agents make statements carrying policies that model the system.
Agents gossip and assemble statements into valid justifications.
Agents act only as permitted by their justifications.

The essence of the framework is captured by the framework ontology, visualised in
Figure 6.2: a collection of sets and functions capturing concepts and their relationships.
We distinguish between static and dynamic concepts, and discuss each in a dedicated
subsection. The framework is to be instantiated by a runtime system that defines the
framework’s sets and functions such that the framework requirements are preserved;
together, Sections 6.4 and 6.5 define such an instantiation. The most fundamental
framework requirements are expressed in the figure; for example, each action has
exactly one justification, and each agreement is a message. The remaining framework
requirements are introduced throughout this section. The framework guarantees
Properties 6.1 and 6.2, i.e., agents always agree on action permission and effects,
which are both precisely defined in Section 6.3.2.

Ultimately, we explain how agents can act autonomously while enforcing the
well-behavedness (Definition 6.1) of themselves and their peers in practice.
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Property 6.1. Agents always agree whether a given action is permitted.

Property 6.2. Agents always agree on the effects of a given action.

Definition 6.1. An agent is well-behaved while all their actions are permitted.
The rest of the section discusses the framework in general and incrementally builds

an example framework instantiation using policies built from only the Datalog¬ rules
in Table 6.1. We use a running example of well-behaved agents Amy and Bob.
Ultimately, Bob enacts the deletion of Data1, justified by the policy {rd}.
Notation 6.1 (key notation underlying our definitions and properties).

• φ ≜ ψ defines φ as the expression ψ.

• φ = ψ proposes the equality of φ and ψ, i.e., this proposition may be false.

• ψ ⊎ φ denotes the disjoint union of sets φ and ψ. I.e., if φ ∩ ψ = ∅ then ⊎ ≜ ∪
and otherwise ⊎ is undefined. We use ⊎ to express disjointness in our definitions.

6.3.1 Statics

The framework statics are fixed at runtime. They concern the fundamental concepts:
data types and the syntax and semantics of the policy language. Agents reason about
structure and relationship between given statics without having to communicate.

The agents1 of the framework author messages occurring dynamically as state-
ments, i.e., the messages are fixed statically, and some subset of messages are stated
1Unless otherwise specified, let these agents coincide with agents of the distributed system.

actions agreements times

statements

message sets messages

valid effects agents

policies truths facts

basis

justification

at

actor

extract

authorsingleton

affector

in of

Figure 6.2: Graphical depiction of the framework ontology. Sets (italicized) are related
by pure, total functions (→ and ⇒ arrows) from domain to co-domain. Each (⇒)
denotes an identity function, e.g., statements ⊆ messages. Functions are identified
by their co-domain (or by a label if given). The dotted line distinguishes sets and
functions that are dynamic (above) and static (below). At runtime, new elements
may be added to dynamics, but statics are fixed.
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per runtime state. Statements communicate policies (see extract a few paragraphs
down). We take for granted that (∈) and singleton relate messages to message sets
as expected. The truths define a relation over facts and policies, whose membership
we test with true(f, p) ≜ ∃t ∈ truths : of (t) = f ∧ in(t) = p. Alternatively, each
policy prescribes which facts are true. In the examples throughout this section, we
instantiate policies as the subsets of the (policy) rules shown in Table 6.1. Hence, the
usual set union (∪) is a natural policy-composition operator, adding rules together.
But note that the union of rules does not generally yield the union of truths. We use
the semantics of Datalog¬, as it is informally explained in Section 6.2.4, to define facts
and truth: f is true in p iff f ∈ [p], the stable model of policy p, e.g., when f = error

and p = {rm}. Finally, effects are are special subset of truths that each identifies
its affector agent. In Section 6.3.2, we explain how effects are the foundation for
the interface between the runtime system and the outside world. In our example
instantiation, we let (only) truths of ctl-deletes(bob,data1) be effects, affected by Bob.

The definition of valid fixes the distinction between useful and useless policies,
as a function of their contents. We instantiate valid to characterise policies without
errors; precisely, we let p ∈ valid ≜ ¬true(error, p). Despite the simplicity of this
definition, (in)validity emerges from complex rule interactions, which is key to policies
capturing the complex relationships between domain concepts. As a simple example,
no valid policy is a superset of {rm, rn}, as these rules suffice to ensure that error

is tautological, i.e., true in any case. Intuitively, {rm, rn} captures the requirement
that there a must be a single consistent answer to the question: must Amy confirm?
Section 6.6.2.2 demonstrates how rules conditioning (in)validity lay the groundwork
for complex inter-agent power dynamics.

Most directly, extract relates messages to their policy contents. However, it also
determines which policies agents are capable of expressing. For example, agent a
simply cannot express p if extract maps no statements to p. Intuitively, extract can
ensure that the extracted policy reflects its author(s). Hence, we understand the
policy extract(m) as the subjective assertions of agent author(m). For our running

Name In natural language As Datalog¬ rules
rm Amy must confirm. error :- not ctl-confirms(amy).

rn Amy must not confirm. error :- ctl-confirms(amy).

rc
Amy confirms ...
... if Amy trusts Bob.

ctl-confirms(amy)

:- ctl-trusts(amy, bob).

rt Amy trusts Bob. ctl-trusts(amy, bob).

rd Bob deletes Data1. ctl-deletes(bob, data1).

Table 6.1: Example (policy) rules expressed in Datalog¬ and natural language. Each
rule’s name is suggested by the underlined letter. A policy is any set of these rules.

175



example with Datalog¬, we instantiate extract as a pure function of the message
author and the message payload, which is an arbitrary policy, chosen by the author.
Intuitively, extract invalidates payloads on the condition that they include any
undesirable author-rule pairs. Precisely, we let extract({m}) ≜ payload(m) ∪ {error |
∀(r, a) ∈ owns : (r ∈ m ∧ ¬author(m, a))}, where owns relates rule r to agent a if
r has an antecedent whose predicate is prefixed by ctl- and whose first parameter
is constant a. For example, only Bob owns rule ctl-deletes(bob, data1), while rule
error :- confirms(amy) has no owner because fact error has neither prefix ctrl- nor a
constant first parameter. Throughout this chapter, we always close the definition
of extract such that it distributes over messages. Precisely, we let extract(∅) ≜
∅, extract({m} ⊎M) ≜ extract({m}) ∪ extract(M). This definition confers a property
that simplifies reasoning: extract commutes and associates over message set union. As
agents agree on the definition of extract, its design affords the opportunity to agree on
the fundamental limitations on which subjective assertions are available to each agent.
For example, for any message set M where true(ctl-deletes(bob, data1), extract(M)),
either M includes messages authored by Bob, or extract(M) is invalid. Intuitively,
Amy alone cannot assert that Bob deletes Data1.

6.3.2 Dynamics

Elements of framework dynamics are fixed in each system configuration at runtime.
They instantiate the statics and must be stored and communicated by agents.
Figure 6.3 illustrates the agents’ partial views on some dynamic system configuration.

Figure 6.3: Graphical depiction of a dynamic configuration, where each agent has a
partial view of all (s)tated messages, (e)nacted actions, (a)greements, and current
(t)imes. Agents have the (same) global view of the agreements and current times.
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At runtime, a subset of messages are statements because they have been stated,
and then potentially shared with other agents. Intuitively, statements have few
restrictions, but therefore, they have little impact on their own. They are meaningful
because of their relationship with actions. In practice, we expect each statement to
be autonomously created by its author, i.e., as decided by the author alone. In theory,
the set of statements grows forever. In practice, agents and networks have finite
storage capacities, so we let agents forget or discard statements. For our purposes, it
suffices if the existence of a given statement is semi-decidable: an agent can decide
that statement m exists by observing it, and can prove its existence to other agents by
showing them m. In practice, the integrity and provenance of statements is preserved
by authors cryptographically signing their statements, and agents ignoring statements
without their authors’ signatures. Agents share statements with their peers (e.g., via
gossip), for their own reasons, and at their own pace. Section 6.6 demonstrates a case
where an agent intentionally withholds a statement from other agents.

Agreements attribute special meaning to selected statements at selected times.
We require that membership be decidable, i.e., Property 6.3. Intuitively, this lays
the groundwork for agents agreeing which actions are permitted. In practice, agents
explicitly synchronise the growing set of agreements. In real systems, synchronisation
may be infrequent and agreements may be expressed sparsely; e.g., one synchronisation
creates agreements for each time from 100 to 500. But for clarity, we represent and
synchronise individual agreements explicitly. In our running example, Amy and
Bob agree on a statement with policy {rm} that applies at time 1. In general, it is
crucial for the runtime system to preserve Property 6.3: agents must always agree
which subset of times are current. We call agreements current if their time is current.
Thus, agents can add and remove current agreements over time, but they maintain
agreement on the growing set of agreements per fixed time. We expect agents to rely
on this to robustly reason about the agreements at prior and hypothetical future
times. For example, even after the current time is changed to 2, Amy and Bob agree
on the agreements at time 1, and that those are not current. As we expect it to be
practical in general, in our examples, we let agents maintain a single current time,
i.e., the current time is a variable that agents synchronously overwrite.
Property 6.3. Agents always agree on the current times and the (current) agreements.

At runtime, there is a growing set of (taken) actions. Each action has a defined
actor agent, justification2 (a set of messages), and basis agreement. We say the action
is taken at the time of its basis. Like statements, actions are created autonomously
(by their actors) and then shared between agents by unspecified gossip. Unlike
2In the first article presenting JustAct [EMvB24], one message in the justification is enacted,
determining the action effects. Here, we instead unify the justification and enacted statements.
These can be distinguished again at the user level, via policy, if necessary.
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statements, actions are restricted such that they can be effectful and meaningful.
Precisely, well-behaved agents take only permitted actions. Well-behavedness has
only extrinsic value, because agents trust and expect their peers to be well-behaved
and may suffer external consequences otherwise. For example, by agreeing on the
statement with payload {rm}, Amy and Bob agree that actions are not permitted
without Amy’s confirmation. Amy can choose to trust Bob to remain well-behaved
by accessing Data1, assuming it will not be deleted unexpectedly. All observers agree
that Bob is not permitted to enact the deletion of Data1 without Amy’s confirmation.

Definition 6.2. well-behaved(α : agents) ≜
∀a : actions, (actor(a) = α)→ permitted(a).

Definition 6.3. permitted(a : actions) ≜

justification(a) ⊆ statements (stated justification)

∧ agreed(basis(a)) ∈ justification(a) (based justification)

∧ extract(justification(a)) ∈ valid (valid justification)

∧ at(basis(a)) ∈ current. (current action)

Here we break down and explain Definition 6.3: whether a given action is permitted,
in the context of a fixed (dynamic) system configuration. Firstly, justifications must
consist entirely of stated messages. This ensures that justifications reflect the existing
assertions of their respective authors, i.e., and not arbitrary policies in conceivable
messages. Hence, agents restrict actions by withholding their statements. For example,
Amy cannot justify actions in terms of Bob’s hypothetically-stated messages; Bob
must state them first! Secondly, justifications must be based, i.e., include their basis
agreement. Thus, the meaning of a justification is regulated by its basis. For example,
ctl-trusts(amy, bob) is necessarily true in all justifications based on {rt}. Thirdly,
(the policy extracted from) each justification must be valid. These justifications
have internally-consistent meanings. For example, recall that only Bob owns rd.
Hence, Amy can make statements whose payloads include rd, but those statements
can be safely ignored, as they are useless in justifying permitted actions. In general,
definitions of validity are useful if they enable meaningful reasoning about policies in
terms of their parts. For example, for any conceivable policy p, the composite policy
{rm, rn} ∪ p is invalid, because rm and rn place contradictory conditions on validity:
Amy cannot both confirm and not confirm! Finally, actions must be current: based
on a current time. This is the only component of permission that may be falsified
in the future, i.e., all the other components that hold at present necessarily hold in
the future. In general, we expect agents to reason about historical and hypothetical
system configurations; they come to reliable conclusions. For example, Amy and
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Bob agree to change the current time from 1 to 2. Actions permitted at time 1
are unaffected, but they are no longer permitted at the current time. Instead, new
actions are permitted, based on the agreement {} at time 2. Section 6.6.2.2 lays out
a realistically complex agreement and discusses its underlying intuition by reasoning
about the actions it permits. Thereafter, Section 6.6.3.5 demonstrates changing this
agreement by adding a changed agreement and changing the current time.

Ultimately, Definition 6.4 defines the (enacted) effects of a given action. Like
actions, these only grow at runtime. However, where actions are user-defined during
instantiation (hence, actions are included in Figure 6.2), the definition of enacted
effects is fixed by Definition 6.4, derivable from the actions themselves; hence, e.g.,
agents can communicate enacted effects implicitly by explicitly communicating actions.
Enacted effects are intended to trigger events external to the system; we say these
effects are realised. For example, Bob realises the enacted effect ctl-deletes(bob, data1)

by deleting the asset data identified by data1 from an external database. Note that the
framework distinguishes actors (which collect justifications, take actions, and affect
well-behavedness) from affectors (which realise effects). This admits cases where
these roles are decoupled. However, in this chapter, instantiations and agreements
are designed such that, in all permitted actions, actors and affectors coincide.

Definition 6.4. enacted-effect-of (e : effects, a : actions) ≜
in(e) = extract(justification(a)).

Ultimately, the utility of the framework is how it systematises the cooperation
between agents using policies to define, constrain, and enact the permitted actions
and their effects. This is achieved despite actions and statements being autonomously
created and gossiped. Hence, agents can work towards unrelated actions concurrently.
Nevertheless, by fixing the semantics of the policies, and by synchronising the agents’
views on the current agreements, the agents can rely on Properties 6.1 and 6.2:
the agents maintain agreement on the permission and effects of every conceivable
action. Well-behaved agents can work toward realising particular, desirable effects by
reasoning backwards from the effect to the necessary actions, and then further to the
necessary times, agreements, and statements. Our running example is concluded as
Bob takes a final action at time 2, based on the trivial agreement, and justified by
policy {rd}. Amy, Bob, and future auditors all come to the same conclusions: this
action is permitted and has the effect dtl-deletes(bob, data1).

In general, there are many approaches to enforcing the well-behavedness of agents.
In fact, we expect a mix of approaches to be used in practice. We expect benevolent
agents to systematically enforce their own well-behavedness via ex-ante enforcement;
i.e., these agents check for permission before acting. Cautious agents can await
proof of permission from their peers before accepting their actions. Agents with
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limited resources can trust their peers by assuming that their actions are permitted,
instead relying on auditors to punish peers for bad behaviour after the fact. We
consider it sensible for agents to be accountable for their own actions; 1. actors must
always be ready to prove that their actions are justified, and 2. actors cannot hide
their actions, e.g., to feign well-behavedness. Additional safety can be achieved via
redundancy; for example, agents periodically audit suspicious actions, and agents
assist auditors by reporting which actions they observed. Section 6.4 discusses
the choice and implementation of enforcement mechanisms, and then Section 6.6
demonstrates particular agents enforcing well-behavedness in particular scenarios.

6.4 Implementation: Generic Data Exchange Runtime System

In this section, we design and implement a prototype multi-agent data exchange
runtime system for use in our case study. It is architected around two complementary
parts, as visualised in Figure 6.4:

1. The Data Plane: Agents are motivated to create and share (data) assets with
their peers. This is done by agents reading an writing assets in a shared store.

2. The Control Plane: Agents create and share meta-data such as policies. This
meta-data ultimately regulates agents’ access to assets in the data plane.

We instantiate the JustAct framework as the control plane. The interface between
the two planes corresponds to the interface between the JustAct framework and its
runtime environment: JustAct reading and writing effects in the control plane are
realised as agents reading and writing data assets in the data plane.

This section leaves the JustAct statics relating to the policy language uninstan-
tiated; hence, in isolation, this section contributes a runtime system that remains
generic to the policy language. Section 6.5, to follow, completes the instantiation by
fixing Slick as the particular policy language. It is this complete instantiation which
we use for the case study in Section 6.6.

6.4.1 Design Considerations

Data exchange systems are subject to many design considerations before they can be
implemented in detail. Here, we explore particular design considerations, and explain
the decisions reflected in our prototype implementations.

Firstly, how is the (meta) data managed? Our prototype system centralises
(meta) data stores within shared memory. This simplifies the data exchange imple-
mentation itself, such that we can focus on the main concern of our contribution:
(regulating) the interactions between the agents. For example, it trivialises the
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Figure 6.4: Graphical depiction of a dynamic system configuration implemented by
our prototype. The control plane (above) inherits the architecture of the JustAct
framework dynamics shown in Figure 6.3: agents have partial views on control-level
meta data. Agent views are implemented as masks over a central meta data store. In
the data plane (below), agents read and write data in another shared store.

(de)serialisation of inter-agent communications, and the collection of diagnostic
information during experiments, e.g., we can easily inspect entire system snapshots to
compare the views of different agents. Realistic data exchange system implementations
would instead require physically distributed stores of (meta) data, which requires
further design decisions (e.g., how are agreements synchronised?) which we leave out
of scope. In anticipation of future exploration of these concerns, our implementation
preserves the distributed system abstraction. For example, an agent cannot observe
a statement it has not created or received from a peer.

Secondly, how is well-behavedness defined? Our implementation adopts the
view of the JustAct framework: well-behaved agents take only permitted actions,
where permission is regulated by agents’ policies. We postpone the details of the
policies until Section 6.5, where we characterise and demonstrate the Slick language.
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Finally, how is well-behavedness enforced? While the JustAct framework
defines permission and well-behavedness via policies, the implementation defines how
agents enforce well-behavedness. In general, many approaches are possible. When
misbehaviour is prevented (ex-ante enforcement), agents can reason in absolutes
about (im)possibility via (im)permissibility, e.g., affording their assessment of the
risks of harm incurred by misbehaviour. When misbehaviour is punished (ex-post
enforcement), it has consequences for agents’ behaviour in the future. We leave these
considerations out of scope, and implement an enforcement mechanism that suffices
to support our experiments and emphasise our unified view of permission: agents can
behave arbitrarily, but every statement, action, and effect is logged. This suffices to
enable perfect external audits of permission and misbehaviour after the fact. Our
artefact includes a supplementary tool for performing and visualising these diagnoses.
An example of the visualisation is shown in Figure 6.5. Enforcement in the data- and
control-planes are discussed in Sections 6.4.2 and 6.4.3, respectively.

6.4.2 The Data Plane

Agents are ultimately motivated to interact with the data plane, where their data
is stored and shared. By our shared-memory implementation, the sharing of data
between agents is trivial; each agent has a view on the same data store.

Agents’ read or write (together: access) data in the shared data store. The runtime
system regulates these events by requiring that each realises an enacted effect in the
control plane. We define (enacted) effects precisely in Section 6.5.3.1 atop the policy
language. But here, it suffices to say that agents must contextualise each of their
access events by identifying the corresponding action (explicitly), data (explicitly),
and affector (implicitly: themselves). Agents are able to perform any access events,
but the runtime system logs this behaviour along with its context.

The runtime system realises the intended correspondence between access events
and enacted effects. After the fact, auditors are able to determine precisely which
access events realise enacted effects. Section 6.4.3 follows by detailing the related
concerns of the control plane, including the creation and permission of actions.

6.4.3 The Control Plane

The control plane implements the majority of the concepts of the JustAct framework
as straightforwardly as possible. Here, we discuss their implementation in abstracto,
focusing on the essence of the implementation, before Section 6.4.3.5 presents the
implementation in more detail, as Rust code snippets.

182



Fi
gu

re
6.
5:

Sc
re
en

sh
ot

fr
om

th
e
in
te
ra
ct
iv
e
tr
ac
e
in
sp
ec
to
r.

O
n
th
e
le
ft
,a

lis
t
of

al
ls

ys
te
m

ev
en
ts

(b
ot
h
Ju

st
A
ct
/c
on

tr
ol

pl
an

e
an

d
da

ta
pl
an

e)
is

sh
ow

n,
w
he

re
th
e
rig

ht
sh
ow

s
a
m
or
e
de

ta
ile

d
vi
ew

of
a
pa

rt
ic
ul
ar

en
ac
tm

en
t.

It
in
cl
ud

es
in
fo
rm

at
io
n
on

ac
to
rs
hi
p,

w
hi
ch

st
at
em

en
ts

ar
e
in
cl
ud

ed
in

th
e
ju
st
ifi
ca
tio

n
an

d
w
he

th
er

th
e
po

lic
y
ex
tr
ac
te
d
is

va
lid

an
d
w
ha

t
ar
e
its

eff
ec
ts
.

183



6.4.3.1 Controlled Gossip of Stated Messages

The statics relating to messages are implemented as data types and (field) projection
functions. Each message is a product of a message identifier and a payload: an
arbitrary policy. Each message identifier is a pair of its author and a descriminator:
arbitrary facts. In the definition of author ′ is the first of many times we use what we
call the ‘prefix trick’ to ensure there exists a functional projection of type X → Y ;
we let X ≜ Y × Z for some discriminator Z, and project X to its first element.

Definition 6.5 (Message Identifiers). messageIds ≜ facts × facts.

Definition 6.6. messages ≜ messageIds × policies.

Definition 6.7. payload(⟨i, p⟩ : messages) ≜ p.

Definition 6.8. author(⟨i, p⟩ : messages) ≜ author ′(i)
where author ′(⟨f, f ′⟩ : messageIds) ≜ f .

The dynamic creation and communication of statements is implemented as a store
of sent messages, which are exchanged from one peer to another. In this context, we
disregard the recipients of the sent messages; e.g., it relaxes the requirement on the
network to deliver sent messages. While they are related, we distinguish message
senders from authors. Only the latter is evident in the message itself, and then the
same message can be sent repeatedly, e.g., to different recipients at different moments
in time. In real distributed systems, this decentralised gossip is a flexible and scalable
means of disseminating non-critical information.

Definition 6.9 (Sent Messages). sent ≜ agents ×messages.

Definition 6.10. statements ≜ {m | ∀⟨α,m⟩ ∈ sent}.
The runtime controls the gossip of statements to preserve their intended inter-

pretations. Property 6.4 ensures that all sent messages are (at least) sent by their
authors. Hence, gossiped statements necessarily originate at their authors, and
thus, express the authors’ subjective assertions. Property 6.5 identifies payloads via
message identifiers. This lets agents define policies that refer to (other) policies. For
example, near the end of Section 6.6.2, this is formalised in Part 5 of the initial
agreement statement (Statement consortium 1): agents can authorise data-processing
tasks, but these authorisations are only applicable with specified policies.

It is simple for the runtime system to systematically preserve Properties 6.4 and 6.5,
because it manages the view of each agent; the system simply checks which messages
the sender has previously received (for Property 6.4) and sent (for Property 6.5).
Property 6.4 (Message Provenance). ∀⟨α,m⟩ ∈ sent, ⟨author(m),m⟩ ∈ sent.

Property 6.5 (Identifiable Payloads). ∀⟨i, p⟩, ⟨i′, p′⟩ ∈ statements, i = i′ → p = p′.
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6.4.3.2 Controlled Gossip of Taken Actions

The JustAct concept of action is implemented similarly to that of statements. The
static component of actions are a composite data type, the composition of their actors,
justifications, and basis agreements. The dynamic component concerns the gossip of
(taken) actions. As with statements, agents’ requests to act are regulated to preserve
provenance; agents can gossip about other agents’ actions, but agents cannot create
new actions on another actor’s behalf.

Unlike statements, the creation of new actions is regulated. The runtime system
enforces that only permitted actions are taken: after the fact, auditors can evaluate
the meta data in the system trace, and check which actions were permitted when
they were created. Figure 6.5 demonstrates such an audit, confirming that the action
under inspection indeed satisfies all four conditions of permission (see Definition 6.3).

6.4.3.3 Synchronous Time and Agreement Updates

To preserve Property 6.3, the runtime system specialises the handling of changes
to asynchronous and synchronous control meta data. Two kinds of changes to
synchronous meta data are possible: 1. the current time is changed to the given time,
and 2. the given agreement is added. These changes have wide-reaching consequences
for which actions are permissible. Hence, they are carefully regulated, and are
intended to be used sparingly. For the sake of the experiments, we simply vest
the power to make synchronous changes in a particular agent. We call this agent
consortium, to reflect its role in expressing the consensus of all agents.

6.4.3.4 Scripted Agent Behaviour

Each agent interfaces with the control plane via a dedicated, bidirectional communic-
ation channel: agents send requests to state messages and take actions, and agents
receive asynchronous gossip from their peers, and can read the synchronised control
data, for example, to check the current time.

For the sake of the reproducibility of our experiments, we implement a simple
agent-scripting layer: the behaviour of each agent is fixed by an event-handler, defining
how the agent reacts to environmental events by stating messages and taking actions.
For example, an agent can be scripted to react to the statement of a given message, a
given fact becoming true in any known statement, a given action becoming permitted,
and so on. Thus, our accompanying artefact includes a suite of unit tests which lets
users reproduce and inspect each of our case study scenarios in Section 6.6.3. Precisely,
our agent scripting language is embedded in Rust, atop the runtime implementation
itself. Listing 6.1 shows an example script (which specifies Amy’s behaviour to be
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Listing 6.1: An example script of an
agent’s behaviour, embedded in Rust, but
simplified for readability. The script
demonstrates stateful reasoning, reacting
to an agreement in the control plane by
taking action. This script defines the be-
haviour of agent Amy in Section 6.6.3.1.
self.handler

// Wait for the fact
// `(surf utils) ready.`,
// publish `amy 1`.
.on_truth(

slick::parse::ground_atom(
"(surf utils) ready"

),
|view| view.stated.add(

Recipient::All,
create_message(1, "amy", r#"

(amy count-patients)
has input ((surf utils) entry-count).

(amy count-patients) has input
((st-antonius patients-2024) patients).

(amy count-patients)
has output num-patients.

(amy count-patients) ready."#)
)

)
// Wait for the action `st-antonius b`,
// publish `amy 2`.
.on_enacted(

("st-antonius", 'b'),
|view, _| view.stated.add(

Recipient::All,

create_message(2, "amy", r#"
(amy end) has input

((amy count-patients) num-patients).
(amy end) ready.
(amy end) executed."#)

)
)
// Wait for agreement and selected
// statements, publish `amy a`
.on_agreed_and_stated(

("consortium", 1),
[

("amy", 1), ("amy", 2),
("st-antonius", 1),
("st-antonius", 2),
("st-antonius", 3), ("surf", 1),

],
|view, agree, just| {

view.enacted.add(
Recipient::All,
create_action(

'a', "amy",
agree, just

)
);
self.store.read(

(
("amy", "count-patients"),
"num-patients"

),
("amy", 'a')

);
Ok(())

})?
.finish()

discussed in Section 6.6.3.1) which embeds policies (expressed in the Slick language
to be discussed in Section 6.5). Amy’s behaviour is expressed as an event handler
constructed from a sequence of condition-guarded reactions to the environment. For
example, Amy reacts to the observation of a statement in which (surf utils) ready is
true by making Statement amy 1, i.e., a message with identifier amy 1 and author amy.

We expect realistic systems to automate the behaviour of some agents in a similar
fashion. The details of the automation are subject to a large design space. For
example, scripts that await given messages are less costly to execute, while scripts
that evaluate statements are more flexible and expressive. The most intelligent agents
must formulate and solve complex search problems over statements and actions.

6.4.3.5 Overview of the Implementation

The prototype runtime systsem is implemented in Rust, and the implementation
of its control plane is structured to reflect the structure of the chapter: the Rust
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Listing 6.2: Simplified Rust source code
showing a part of the control plane’s gen-
eric ontology.
trait Message {

type Id;
type Payload;
fn id(&self) -> &Self::Id;
fn payload(&self) -> &Self::Payload;

}
struct MessageSet<M: Message> {

msgs: HashMap<M::Id, M>
}
trait Timestamp: Eq + Ord {}
trait Action {

type Message: Message;
type Timestamp: Timestamp;
fn basis(&self) -> Agreement<

Self::Message,
Self::Timestamp

>;
fn justification(&self)

-> MessageSet<Self::Message>;
}
struct Agreement<M: Message, T: Timestamp>

{ message: M, timestamp: T }

trait Set<E> {
fn contains(&self, elem: &E) -> bool;
fn iter(&self)

-> impl Iterator<Item = &E>;
}
// Encodes centralized mutability
trait SetSync<E>: Set<E> {

fn add(&mut self, elem: E);
}
enum Selector { All, Agent(String) }
// Encodes distributed mutability
trait SetAsync<E>: Set<E> {

fn add(

&mut self,
target: Selector,
elem: E

);
}
trait Times: Set<Self::Timestamp> {

type Subset: Set<Self::Timestamp>;
type Timestamp: Timestamp;
fn current(&self) -> Self::Subset;

}
trait TimesSync: SetSync<Self::Timestamp>{

fn add_current(
&mut self,
timestamp: Self::Timestamp

);
}

trait Agent {
fn id(&self) -> &str;
fn poll<ME, AC, TS, ST, EN, AG, TI>

(&mut self, view: (ST, EN, AG, TI))
where

ME: Message,
AC: Action<Message = ME,

Timestamp = TS>,
TS: Timestamp,
ST: SetAsync<ME>,
EN: SetAsync<AC>,
AG: Set<Agreement<ME, TS>>,
TI: Times<Timestamp = TS>;

}
trait Synchronizer {

fn poll<ME, AC, TS, ST, EN, AG, TI>
(&mut self, view: (ST, EN, AG, TI))
-> ControlFlow;

where
AG: SetSync<Agreement<ME, TS>>,
TI: TimesSync<Timestamp = TS>,
/* Rest is same as for agents */;

}

embedding of the JustAct framework (in general) is loosely coupled to its particular
implementation in our protoype data exchange runtime system (in particular).

First, Listing 6.2 shows a simplified version of the ontology library, encoding
the JustAct framework as Rust traits. It specifies the capabilities of information
exchanged between agents (message(set)s, actions, timestamps and agreements) and
of sets storing that information (stated, enacted, times and agreed). An abstraction
of agents and entities capable of synchronization is given to be able to interchange
them between specific runtimes.

Second, Listing 6.3 implements the traits comprising the ontology, i.e., instan-
tiating the corresponding concepts of the JustAct framework. For example, for
simplicity (and efficiency), the following implementation passes control information
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within shared memory, rather than (de)deserialising and passing it over the network.
The distributed system is simulated by each agent having its own view of the control
plane as a subset of the statements and actions. Both the global and local views on
statements and actions are implemented as grow-only sets, which are contention-free
replicated data types (CRDT), which are suited for adaptation to implementations in
which agents are physically distributed [ASB15]. Note that the implementations of
the traits are orthogonal to the implementation of agent behaviour: that is still done
over the interfaces only, showing that agents can reason at the level of the framework
instead of the underlying implementation details.

Finally, Listing 6.4 brings the implemented structs together by orchestrating the
agents and their views on the system. The implementation of the runtime system
becomes sufficiently complete for compilation once it is (statically) instantiated with
a particular policy language.

6.5 The Slick Policy Language & Interpreter

We use policy language to refer to a set of definitions of JustAct concepts concerning
policies. The definition of policy captures the language syntax. The definitions of
truth (via fact, in, and of ) and valid capture orthogonal semantic notions of policies.
So Sections 6.4 and 6.5 together complete an instantiation of the JustAct framework.

6.5.1 Design Considerations

The framework imposes several essential requirements on the policy language. The
most essential requirement is expressed in Figure 6.2 itself: truth must be a static
relation over facts and policies. In practice, this means that the truth of a given fact
in a given policy must be computable via a deterministic and terminating procedure.
This requirement underpins the purpose of the same policies to be consistently
understood by different agents, or at different times. For example, (complete) Prolog
is an unsuitable policy language, because its inference procedure is non-terminating.
Even if agents agree on a Prolog program, their conclusions are not consistently
reproduced. Consider a case where Amy justifies the processing of Bob’s medical
data with a Prolog policy which Amy successfully validated. Three hours later, an
auditor checks the justification, but their evaluation of the Prolog policy times out.
The auditor cannot distinguish between an invalid policy and a policy that Amy
intentionally crafted to time out. Should Amy be punished for acting? In such an
environment, would Amy risk acting in the first place?

188



Listing 6.3: Simplified Rust source code
showing a part of the control plane’s spe-
cific instantiation.
struct MessageData {

id: (String, u32),
payload: Policy,

}
impl justact::Message for MessageData {

type Id = (String, u32);
type Payload = Policy;
fn id(&self) -> &Self::Id { &self.id }
fn payload(&self) -> &Self::Payload {

&self.payload
} }

impl justact::Timestamp for u64 {}

struct ActionData {
basis: Agreement<MessageData, u64>,
justification:MessageSet<MessageData>,

}
impl Action for ActionData {

/* akin to MessageData */
}

struct AsyncSet<E> {
data: HashMap<String, HashSet<E>>

}
impl<E> AsyncSet<E> {

// Returns the view of agent `id`
fn scope(&mut self, id: String)

-> AsyncSetView<E> {
AsyncSetView { set: self, id }

} }

struct AsyncSetView<E> {
set: &mut AsyncSet<E>,
agent: String,

}
impl<E> Set<E> for AsyncSetView<E> {

fn contains(&self, elem: &E) -> bool {
self.set.data.get(&self.agent)

.contains(elem)
}

fn iter(&self)
-> impl Iterator<Item = &E> {
self.set.data.get(&self.agent)

.iter()
} }
impl<E> SetAsync<E> for AsyncSetView<E> {

fn add(
&mut self,
selector: Selector,
elem: E

) { match selector {
Selector::All => {

for view in &mut self.set.data {
view.insert(elem.clone());

}
},
Selector::Agent(agent) => {

self.set.data.get_mut(&agent)
.insert(elem)

} } }

struct TimesSet {
all: HashSet<u64>,
current: Option<u64>,

}
impl Set<u64> for TimesSet {

/* maps to `self.all` */
}
impl SetSync<u64> for TimesSet {

/* maps to `self.all` */
}
impl Times for TimesSet {

type Subset = Option<u64>;
type Timestamp = u64;
fn current(&self) -> Self::Subset {

self.current
} }
impl TimesSync for TimesSet {

fn add_current(
&mut self,
timestamp: Self::Timestamp

) {
self.current = Some(timestamp);

} }
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Listing 6.4: Simplified Rust source code
showing the ‘game loop’ of the system,
orchestrating the agents and managing
their access to state.
fn game_loop(

agents: Vec<dyn Agent>,
sync: Box<dyn Synchronizer>

) {
let st = AsyncSet::<Message>::new();
let en = AsyncSet::<Action>::new();
let ti = TimesSet::new();
let ag =

HashSet::<Agreement<Message, u64>>
::new();

loop {
for agent in &mut agents {

agent.poll((
&mut st.scope(agent.id()),
&mut en.scope(agent.id()),
&ag,
&ti,

));
}

match sync.poll((
&mut st.scope("environment"),
&mut en.scope("environment"),
&mut ag,
&mut ti,

)) {
ControlFlow::Continue => continue,
ControlFlow::Break => break,

} } }

6.5.2 The Slick Language

The Slick language was first defined in Section 4.5.3, following a study of various
languages and their variants. To minimise the coupling of our (articles underlying)
the thesis chapters, here we sufficiently (re)define Slick in terms of Datalog¬.

Slick is a (policy) specification language that was designed with cooperative
specification in mind. Slick and Datalog¬ have many similarities: each program is a
sequence of rules (but whose ordering is irrelevant to the semantics) whose antecedents
are possibly negated. For each policy, the semantics prescribes Boolean truth to a
finite subset of the infinite syntactic category of ground (i.e., variable-free) facts.
We complete the description of Slick by enumerating its differences from Datalog¬;
observe that each difference is either superficial or based on well-established research:

1. Slick departs from the traditional concrete syntax of Datalog¬ to (in our
opinion) aid in the readability of long rules. We conjoin atoms with and and
arguments of atoms with white space (both instead of (,)) and we separate
consequents from antecedents by if instead of (:-). The use of not is unchanged,
as it already suits the new style.

2. Inference uses the operational form [Prz90] of the well-founded semantics for gen-
eral logic programming with negation [VGRS91]; a value in {true, false, unknown}
is deterministically assigned to every conceivable policy. Notably, the semantics
robustly preserves meaning even in cases that many alternative inference semantics
(e.g., the stable model semantics) collapse. Also notably, for the majority of cases
(e.g., all policies examined in this chapter), the two semantics coincide anyway.
For the purposes of JustAct, it suffices to conflate unknown and false valuations
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of facts: neither is true. For example, p if not p formalises a logical contradiction,
giving p unknown value; agents agree that p is not true.

3. Facts are inductively defined. As in Datalog¬, facts may be constructed by
applying a constant predicate symbol to a list of constants or variables. However,
unlike Datalog¬, (sub)facts may occur wherever variables may occur, and variables
quantify over ground facts, and not only constant symbols. In database and logic
programming literature, this feature is well studied, and is usually called function
symbols [Llo84,RU95,CGMT15,GMT13]. The syntax of rules are generalised
accordingly; consequents and antecedents are facts that are possibly composed
from smaller facts. Variables may occur in facts at any depth. Naturally, the
semantics is generalised to handle these composite facts. This generalisation lets
Slick policies more easily model various other forms of policy, for example, policies
expressed in eflint via nested eflint fact-instances. In general, this feature
affords the more terse and intuitive definition of policies which are comparatively
cumbersome and un-intuitive when expressed in Datalog¬. E.g., consider how the
Slick rule some vote if Agent votes is applicable regardless of the internal structure
of the fact binding the variable Agent, which would otherwise require a unique
Datalog¬ rule specialised to each shape of Datalog¬ fact to be bound by Agent.

4. Fact arguments are homogenous and parentheses are only needed to avoid
structural ambiguity. For example, eats(amy,apples) in Datalog¬ can be translated
into Slick as amy eats apples, which is read very naturally. Firstly, because predic-
ates are constants like any other, they can be abstracted by variables; consider
how, in the prior example, only in Slick could constant eats be abstracted, e.g.,
by variable Uses. Secondly, note how this reduces the visual complexity of rules,
because one layer of parenthesis is avoided.

5. Slick supports (in)equality constraints over (all pairs in sets of) facts as
antecedents, using keywords same and diff. This is a well-studied feature of
logic programming languages, e.g., described in [GM84]. In practice, it can
tersely capture common patterns in agreements, where the applicability of key
rules is conditioned on particular facts (mis)matching. For example, error if X

authorises and not same { X amy } is applicable if X binds bob, but not if X binds amy.
Note not same { X Y Z } and diff { X Y Z } have different meanings; only the former
is satisfied in the case where X = Y ̸= Z.

6. As we have described it thus far (‘ideal Slick’), the inference procedure underlying
the Slick semantics is non-terminating. For example, consider attempting to finish
enumerating the truths of Fact is true if Fact. it is raining. Unfortunately, ideal
Slick belongs to the large subset of conceivable logic programming languages
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for which checking termination is undecidable. The space of workarounds and
compromises has been thoroughly researched for many years [dSD94]. As this
is not the focus of this work, we opt for a pragmatic approach to ensuring that
inference terminates: we bound the maximum depth of true facts to a
statically-configured parameter, as in [Cho95]. However, where [Cho95] ignores
facts deeper than the bound, we instead detect and make explicit when the
bound is exceeded: each such policy is trivialised and invalidated; precisely,
its denotation is replaced by that of the policy error. bound exceeded. Thus, for
all policies, a) with enough computational resources3, queries are eventually
answered, and b) validity guarantees that each logical implication encoded by
each rule is satisfied by its truths.

7. We define validity as for Datalog¬ in Section 6.3.1: policy p is valid unless the
fact error is true in p. Other than this special meaning, error is an entirely
ordinary fact. Section 6.6.3 demonstrates, and Section 6.7 discusses, how Slick
affords agents’ cooperative specification of shared policies, via its composition
control language features [EvB24]. In summary, agents agree that only valid
justifications are useful, where validity captures requirements of the contributors
to the policy, including requirements on the runtime context of the contributions
themselves. Note that, by using features 3 and 4, we can introduce a degree
of explainability by deriving verbose error-facts that refer to the rule deriving
them; e.g., the program error (b was true) if b. error if error X. will implement
validity as expected while its model informs the observer why it is invalid.

The following presents the Datalog¬ rules shown in Table 6.1 translated into Slick.
Because Slick is closely related to Datalog¬, the correspondence between the original
and translated rules is evident, with only minor differences in their concrete syntax.

Example 6.1 (Domain-Level Slick Rules: Specifying Conditions on Data Deletion).
error if amy confirms. amy confirms if amy trusts X.

error if not amy confirms. amy trusts bob.

bob deletes data1.

6.5.3 Connecting Policies to the Runtime System

We complete the instantiation of the JustAct framework by defining the remaining
concepts in Figure 6.2. These final concepts inter-connect the policy language (in
Section 6.5, currently) with the rest of the runtime system (in Section 6.4, previously).

3The Slick interpreter can be configured to add further restrictions to validity, to bound the resources
needed for reasoning. For example, one can define the maximal number of truths.
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6.5.3.1 Defining Effects and Affectors

Effects connect the (output of) the policy reasoning process to the behaviour of agents
in the data exchange system: agents realise the effects of (justifications of) actions as
the reading and writing of data in the data plane.

Recall from Figure 6.2 that effects themselves are a static concept: they are a
subset of truths that statically identify their affector agents. We let each truth of a
fact matching Agent reads Data or Agent writes Data be effects, and let their affectors
be Agent. For example, without any runtime context, it is evident that the policy
(amy reads data1. amy is happy.) has two truths, but only the effect amy reads data1,
whose affector is amy. An effect is connected to a particular action, at runtime, when
the effect is enacted (Definition 6.4). Agents can realise these effects by influencing the
data plane in the corresponding manner. For example, once the effect amy reads data1

is enacted, it can be realised by Amy reading the data identified by data1.
Because effects are the interface between the control- and data-plane, any definition

of effects ultimately determines the granularity at which policies can regulate the
data plane. By our definition, each effect identifies its affector and the data, but
notably, it does not identify the contents of the data. Consequently, in this chapter,
policies cannot distinguish the contents written or read by agents in the data plane.

6.5.3.2 Reflecting Policy Context via Extract

Finally, the function extract : message set → policies, specified visually as the arrow
message set extract−−−−−−→policies in Figure 6.2, yields the policy contents of any given
(set of) messages: the input to the policy reasoning process. As was done in Datalog¬

in Section 6.3.1, our definition is such that the policy extracted from an individual
message Msg reflects its runtime context. This is implemented in Rust as a function
with the type signature fn extract_from(payload: Policy, msg_id: GroundAtom) -> Policy.
Precisely, the result is a syntactic transformation of the arbitrary payload: for each
rule, each existing consequent Fact is supplemented by the consequent Fact within Msg.
Intuitively, messages can assert any truths, but not without tracing back to the
message identifier (and the author). As in Section 6.3.1, extract is applicable to
non-singleton message sets also, in which case the result is the composition of the
policies extracted from each message independently. Finally, in the context of (the
justification of) an action by actor Agent, the extracted policy undergoes a second
syntactic transformation: the rule actor Agent is added.

Agents rely on extract to reflect the runtime context of a message in (a transformed
version of) its payload. Notably, truths of the form Fact within (Author M) trace the
truth of Fact to the message Author M authored by Author. In Section 6.6, to follow, these
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features let the usual rules of Slick specify the powers of agents to make statements
and take actions, or to (conditionally) delegate these powers to other agents. But for
now, we demonstrate with a more familiar example: the Slick rules below encode the
ownership mechanism, defined in natural language in Section 6.3.1, regulating the
authorship of the rules above. Consequently, for example, rules asserting amy confirms

are invalid unless they are authored by amy.

Example 6.2 (Meta-Level Slick Rules: Specifying the Authors of Stated Rules).
error if (amy confirms) within (Author M) and diff { Author amy }.

error if (amy trusts X) within (Author M) and diff { Author bob }.

error if (bob deletes data1) within (Author M) and diff { Author bob }.

6.5.4 The Slick Interpreter Implementation

The Slick interpreter interprets the Slick language, as it is described in Section 6.5.2,
yielding its denotation: a logical valuation of each fact. Hence, the denotation of
each p also reflects the validity of p: is error true in p?

The work of the intepreter can be divided into two stages: parsing and inference:

1. The input is parsed into an intermediate representation: a set of message-
annotated rules. There are six kinds of antecedent, for the six combinations
of the following two choices: a) positive or negative (not), and b) truth-check,
equality-check (same), or inequality-check (diff). For example, error if agent A

and not same { A amy } has only consequent error, a check that agent A is true, and
a check that A and amy are not equal.

2. The interpreter implements the inference algorithm in [Prz90] as straightfor-
wardly as possible. From the initially empty fact set Sfalse, the inference procedure
computes new Strue fact set by exhaustively instantiating and applying the given
finite rules. In case the depth of a fact exceeds the configured maximum bound,
inference restarts with the input policy (error. bound exceeded.). Otherwise, the
process continues, at each step initialising the next Sfalse as the complement of
Strue, which can be understood as operationalising ‘assume everything we failed to
prove is false’. Provably, this process continues to an alternating fixed point: Strue

and Sfalse alternate forevermore. The final truths are Strue and the unknowns are
Sfalse \Strue. See [Prz90,VGRS91] for more details on the well-founded semantics,
and the intuition behind the alternating fixpoint.

The Slick interpreter is implemented as a Rust library. Listing 6.5 shows the
library’s API, i.e., the Policy data type and its methods; users parse policies from
text and then compose and inspect their denotations.
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Listing 6.5: Simplified Rust source code
of the Slick parser and interpreter.
type Policy = Vec<Rule>;
struct Rule {

consequents: Vec<Atom>,
pos_antecedents: Vec<Atom>,
neg_antecedents: Vec<Atom>,
checks: Vec<Check>,

}

struct Check {
atoms: Vec<Atom>,
kind: CheckKind,
positive: bool,

}
enum CheckKind { Diff, Same }

enum Atom {
Constant(Text),

Tuple(Vec<Atom>),
Variable(Text),

}
enum GroundAtom {

Constant(Text),
Tuple(Vec<GroundAtom>),

}

impl Policy {
fn parse(text: &str) -> Option<Self>;
fn denotes(self) -> Option<Denotation>;

}
struct Denotation {

trues: Vec<GroundAtom>,
unknowns: Vec<GroundAtom>,

}
impl Denotation {

fn is_valid(&self) -> bool;
}

6.6 Case Study: Processing Distributed Medical Data

In this section, we demonstrate and evaluate the JustAct framework (Section 6.3),
instantiated as a data exchange runtime system (Section 6.4) with the Slick policy
language (Section 6.5), and then applied to policy-regulated medical data processing
across institutional domain boundaries. Section 6.6.1 overviews the subject of our
case study: the brane component of the EPI framework. Section 6.6.2 (re)presents
brane through the lens of the JustAct framework, and initialises our runtime system
(instantiating JustAct) and then Section 6.6.3 walks through its dynamic behaviour
in application to five representative usage scenarios. Finally, Section 6.6.4 evaluates
the characteristics of our runtime system in application to brane’s usage scenarios,
drawing particular attention to the role of the JustAct framework.

6.6.1 The Case: The Brane Component of the EPI Framework

The Enabling Personalised Interventions (EPI)4 project aimed to create digital twins
in healthcare to improve patient treatment prediction [KAA+24]. Research on EPI
investigated the challenges of safely coordinating the federated processing of medical
data across organisational boundaries within the European Union, e.g., between
hospitals, universities, and research centres.

An overarching technical contribution of the EPI project is the EPI Framework,
which is conceptualised as a modular suite of software components that work together
to control and automate facets of data-processing pipelines [KdLTG20,KME+24].
The most complete and recent overview of the EPI framework is given in [KME+24].

4https://enablingpersonalizedinterventions.nl lists the EPI project members and deliverables.
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Various articles report on the development of its specialised components. For ex-
ample, [KVBG21] (re)routes network messages between containerised functions to
the satisfaction of security constraints.

In this work, we focus on brane, the component responsible for unfolding users’
processing workflows by planning, orchestrating, and coordinating the execution of
workflow tasks. Each task is executed by a worker service, creating new (medical)
data from existing data. Workers and data are distributed over physical machines
and (technical representations of) organisational domains [VCB21]. For example, a
hospital is a domain that provides and controls some medical datasets.

[EMvBB22] focuses on the regulatory facet of brane: each domain is represented
by a checker service that reasons about and enforces the domain’s policies, asserting
control over the usage of the assets provided by the domain. For example, via
the checker, a human policy expert defines the hospital’s policy, which expresses
constraints on the permitted processing of the hospital’s medical records in order
to protect the privacy of patients. In this context, an extra complication is that
domain-local policies express decisions in terms ofmeta data that may also be sensitive,
e.g., ‘the processing of data-asset foot-fracture-x-rays1.png requires the consent of Amy’
reveals sensitive information about Amy. [EMvBB22] addresses this complication by
prescribing a policy-worker interface that gives domains maximal control over the
extent to which private policy information is publicised via their policy decisions.
Precisely, the execution of planned execution steps awaits authorisations from the
involved domains, just in time. Hence, domains control the usage of their data, and
they also decide how to balance policy privacy against system productivity.

Below, we clarify the usage of brane by enumerating the kinds of its constituent
services and overview their roles and interactions. They are listed in an order that
suggests the progression of a successful workflow execution from top to bottom:

1. A driver defines computational workflows: directed acyclic diagrams expressing
the functional dependencies between assets and computation tasks. Each result
(data) depends on a containerised function (data) and arguments (data). The
driver reads their workflow’s results once they are available.

2. The planner plans workflows, assigning workflow tasks to workers, for execution.

3. A checker authorises workflow plans whose execution (and the necessary reading
and writing of data by workers) conforms to the checker’s local policies.

4. A worker executes assigned workflow tasks, once authorised. The worker reads
the function and argument data, then computes and writes the result.

Of the above services, only the planner is generally centralised, ultimately orchestrat-
ing the other services’ tasks by planning the assignment of tasks to workers. Each
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organisational domain hosts drivers, checkers, and workers. These services represent
the domain’s interests by participating in the (regulation of) data processing.

In principle, any subset of services are automated. In the existing brane
implementation, each is implemented as a complex sub-system, involving a mix
of human user interaction and automation. For example, drivers are fully automated
services, but each interfaces brane at large with a data scientist user, whose defines
the workflows to be executed. Similarly, checker services participate in brane
automatically, as guided by periodic input from domain-local policy experts.

6.6.2 Initialising our Runtime System for Brane Scenarios

Figure 6.6 visualises the refinement of our runtime system such that brane concepts
are mapped to elements of our runtime system. First and foremost, we map brane’s
notion of (organisational) domain to our notion of agent, such that distinct domains
are distinct agents. This determines the granularity at which control is distributed,
and at which the autonomous entities are distinguished. Hence, each agent can
play the role of several of brane’s services. For simplicitly, this abstracts away the
internal organisation of each domain. For example, we do not consider contention
over several human users’ and several services’ to make statements and take action
as agent st-antonius, which represents the organisational domain of the St. Antonius
hospital. Throughout this section, we use St. Antonius (a Dutch hospital) and SURF
(a Dutch National Research & Education Network (NREN) services provider) as
examples of domains. These are real contributors to the EPI project. But our example
users (Amy, Bob, and Dan) are fictitious.

In Sections 6.6.2.1 and 6.6.2.2, to follow, we complete the mapping of brane
concepts to facets isolated to the data and control planes, respectively.

6.6.2.1 The Brane Data Plane

Our runtime system and brane rely on a similar abstraction: there exists a shared
(initially empty) store of asset data, which is read and written by the agents.

Agents’ access to data in the data plane is regulated via the connection to enacted
effects, as specified previously in Section 6.6.2.1. Any agent Agent can introduce fresh
data Data using the existing mechanism of executing workflow tasks: it suffices for
Agent to define a fresh workflow (playing the role of driver) with no inputs and the
output Data, and executing the task (playing the role of worker). In the next section,
we design the policies such Agent is always permitted to enact the above, and it has
the desired effect: Agent writes Data.
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Figure 6.6: Graphical depiction of our runtime system instantiated for application to
brane usage scenarios. Hence, this figure refines Figure 6.4: brane services map to
our agents, and (the distinct kinds of) brane control meta data are mapped to meta
data in our control plane. brane’s medical data maps trivially to our data plane.

6.6.2.2 The Brane Control Plane

In the initialisation of the control plane of our runtime system, we reproduce brane’s
tracking and control of agents, assets, workflows, and so on.

In the original brane, system properties are defined in publications such as
[KME+24], for users to reason about. However, naturally, there is a gap between
these concepts and their encoding in the brane implementation, which are ultimately
enforced at runtime. For example, [KME+24] uses precise wording and logical notation
to define the obligation of workers to observe authorisations from involved checkers.

In our version of brane, we express these properties via policies in statements and
agreements. Thus, we hope to narrow the gap between the high-level specification of
these properties, and their encoding in a form that is systematically enforced: these
coincide in Slick policy rules. Precisely, many properties of brane are specified in
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Agreement 1: the initial agreement, representing the initial consensus on the basis
on all actions at the (only) initial time 1. Precisely, until the current agreements
are changed, permitted agreements are necessarily based on Statement consortium 1.
The author of this statement is the consortium, which corresponds to no particular
physical entity or human user, but represents the consensus of the other agents.
Agreement 1: Statement consortium 1 is agreed at time 1.

Statement consortium 1 lays out the payload policy of the initial agreement. Its
concepts are stated as an indivisible unit, such that none of its rules can be used
without the others. However, we present its contents broken up into several parts; to
follow, we discuss each part in turn, and the facet of brane it encodes.

Figure 6.7 visualises the ontology encoded in Statement consortium 1 in the same
style as Figure 6.2. This visual overview is included to aid the reader’s interpretation of
the Slick rules comprising the policy itself. Statement consortium 1 encodes the shown
ontological sets as facts matching structural patterns, e.g., inputs are encoded as facts
matching Task has input Variable. Ontological functions are encoded either structurally,
e.g., a sub-fact of each input is a task, or they are encoded in truth via rules, e.g.,
ready ⇐ executed is encoded as error if Task executed and not Task ready. Other policy
rules layer additional meaning atop the ontology. Notably, via rules conditioning
invalidity, it specifies the inter-agent power dynamics. For example, only the driver of
a task may define its inputs. A detailed breakdown of Statement consortium 1 follows.
Statement consortium 1 (the initial agreement statement).
– – – – – – – – – – – – – – – – – Part 1 – – – – – – – – – – – – – – – – –
error if (Fact within Msg1) within Msg2.

error if (actor Agent) within Msg2.

Sayer says Fact if Fact within (Sayer M) and diff { (consortium 1) (Sayer M) }.

error if Sayer says (Agent says Fact).

– – – – – – – – – – – – – – – – – Part 2 – – – – – – – – – – – – – – – – –
Sayer drives Task if Sayer says (Task ready).

Sayer drives Task if Sayer says (Task has input Variable).

executed ready authorisation

variables tasks agents

inputs reads,writes drives,involves

Figure 6.7: Graphical ontology of Agreement 1, which formalises essential requirements
of brane. Sets (italicised) are related by pure, total functions (→ and⇒ arrows) from
domain to co-domain. Each (⇒) denotes an identity function, e.g., ready ⊆ tasks.
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Sayer drives Task if Sayer says (Task has output Label).

error if Sayer says (Agent drives Task).

error if Agent drives (Driver Name) and diff { Agent Driver }.

– – – – – – – – – – – – – – – – – Part 3 – – – – – – – – – – – – – – – – –
error if Task executed and not Task ready.

error if Task2 executed and Task2 has input (Task1 Label) and not Task1 executed.

– – – – – – – – – – – – – – – – – Part 4 – – – – – – – – – – – – – – – – –
Worker reads Variable if Task has input Variable and actor Worker

and Worker says (Task executed).

Worker writes (Task Label) if Task has output Label and actor Worker

and Worker says (Task executed).

error if Sayer says (Worker reads Variable).

error if Sayer says (Worker writes Variable).

– – – – – – – – – – – – – – – – – Part 5 – – – – – – – – – – – – – – – – –
error if Worker says (Task executed) and (Task has input Variable) within Msg

and Task involves Checker and not Checker says (authorise Task in Msg by Worker).

error if authorise Task in Msg1 by Worker

and (Task has input Variable) within Msg2 and diff { Msg1 Msg2 }.

– – – – – – – – – – – – – – – – – Part 6 – – – – – – – – – – – – – – – – –
Task involves Checker if Checker controls (Task Label).

Task2 involves Checker if Task2 has input (Task1 Label) and Task1 involves Checker.

Part 1 of Statement consortium 1 creates and protects basic abstractions that truths
are intended to provide over the runtime context of policies. Recall that the policy
extracted from a message is a transformation of its payload that asserts the following
two kinds of property: 1. if a rule within message Msg has consequent Fact, then it also
has consequent Fact within Msg, and 2. in the context of an action with actor Agent, rule
actor Agent is added. The first two rules, respectively, preserve the converse properties,
i.e., preventing (the authors of) statements from mimicking the reflection mechanism
with their own rules. This immediately demonstrates our first of many usages of
Slick’s composition control features [EvB24]; Slick rules specify which other rules may
be included, as a function of their runtime context. The other two rules then create
and likewise protect a new abstraction: each truth of the form Sayer says Fact reflects
the author of the rule inferring Fact. This relies on Definition 6.5: each message
identifier matches Author X, where Author identifies the message author.

The condition diff { (consortium 1) (Sayer M) } in Part 1 gives special status to the
rules within Statement consortium 1, for one reason, to avoid the inference of infinitely
large facts of the form consortium says (consortium says ( ... )). In the remainder of
Statement consortium 1, which encodes more concrete facets of brane, rules of the
form error if Agent says ( ... ) are included to protect many such abstractions.
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Part 2 of Statement consortium 1 characterises drivers as agents that 1. define
the input-output dependencies of tasks on data, and 2. mark tasks as ready for
execution. For example, a user defines a workflow via a typical scripting language
(e.g., BraneScript, typically used with brane [VCB21]), including the assignment
statement y := f(x). The corresponding driver encodes this as a fresh task t by
stating t has input (t f). t has input (t x). t has output y.

Figure 6.7 expresses the requirement that each task has a unique driver via the
function driver : tasks → agents, which is visualised as the arrow tasks driver−−−−−→agents.
As in Definition 6.5, we use the ‘prefix trick’ to encode this requirement in Part 2 of
the initial agreement: each task is a driver-name pair, where names discriminate the
tasks with the same driver; i.e., we use drivers as task namespaces. Hence, we reduce
the (complex) problem of disambiguating the driver of a task to the (simple) problem
of naming tasks. This problem is simple in brane, as drivers already have distinct
identifiers. The first four rules defines how agents behave as drivers, and permits
only agents identified as drivers (via the aforementioned prefix trick) to act as drivers.
The final rule ensures that only the driver identified by the task drives the task.

Part 3 prevents the premature execution of tasks. Precisely, tasks cannot be
executed until they are ready, and the tasks producing their inputs are also executed.
The next part defines the effects of enacting the execution of tasks. We again use
the ‘prefix trick’ to translate outout of : variables → tasks, which is visualised as the
arrow output of−−−−−−−−→ tasks in Figure 6.7, into the initial agreement: each variable is a
task-label pair, where labels discriminate the variables of the same task; i.e., variables
globally identify asset data, while labels are task-local.

In Part 4, the first two rules infer the enacted effects of actions enacting the
execution of a task: the acting worker reads each input, and writes each output as
truths matching Worker reads Variable and Worker writes Variable. The rest of Part 4
prevents these effects from arising in any other way. Recall from Section 6.4.2 that
the runtime system uses these effects to regulate agents’ access to asset data; agents
can only read or write asset data when these are the effects of their (permitted and
taken) actions. The scenarios will demonstrate several examples of agents reasoning
backward from the effects they desire to the necessary actions and statements.

Part 5 of Statement consortium 1 encodes the roles of checkers in brane. In
summary, the execution of planned workflow tasks is conditioned on the authorisation
of all involved agents. The final rule keeps authorisers from unintentionally authorising
tasks with unexpected inputs. Precisely, agents have a means of asserting that the
given message closes the inputs (Definition 6.11) of some task t; each authorisation is
scoped to a particular message, and the policy is invalidated if any other message
attributes input variables to the authorised task. Consider how drivers cannot be
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prevented from defining t differently in different statements. However, this rule
prevents workers from executing t with some input v (from one message) as justified
by an authorisation without v (from another message), unintentionally or otherwise.

Definition 6.11 (messages M close the inputs of task t). closeInputs(M , t) ≜

∀v ∈ facts,M ′ ⊇M, ¬true(extract(M ), t has input v) ∧

true(extract(M ′), t has input v) → ¬valid(extract(M ′)).

Finally, Part 6 reproduces brane’s inductive definition of involvement from
[KME+24]. In the base case, agents are involved with data they control. In the
inductive case, a checker’s involvement propagates over tasks from their outputs to
their inputs, in the direction of data flow. Intuitively, checkers are involved with
all derivatives of the data under their control. This mechanism gives each involved
checker the power to veto the task’s execution by withholding their authorisation,
e.g., reflecting their policy decisions without otherwise revealing the domain policies
themselves [EMvBB22]. For example, a hospital authorises a particular trusted
worker to process their sensitive medical records, but vetos the result being further
processed elsewhere by withholding any further authorisations.

6.6.3 Usage Scenarios

Here we walk through a sequence of scenarios in which we apply our initialised runtime
system to new and existing usage scenarios of brane. Note that our discussion of
the first scenario is the most detailed, because most of its details are novel.

6.6.3.1 Existing Usage: Isolated Authorisation and Execution

We demonstrate the application of our system to a representative usage of the original
brane system: several agents cooperate to drive the execution of data-processing
workflows, as permitted by agent reasoning in isolation about their local policies. In
our scenario, this isolation manifests as truths of the form authorise Task in Msg by

Worker being stated only as facts, i.e., inferred by variable- and condition-free rules.
Effectively, agents entirely externalise their reasoning about local policies, and reveal
only the resulting authorisations, on a case-by-case basis.

The scenario begins with SURF creating fresh data by executing a zero-input
task in the statement Statement surf 1. The data is bound to the fresh variable
(surf utils) entry-count, which can be used as input in other workflows. Figure 6.8
depicts these, and all (relations between) tasks and variables used in Section 6.6.3.
Statement surf 1 (SURF provides a utility asset).
(surf utils) has output entry-count.
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(surf utils) ready.

(surf utils) executed.

surf
utils entry-count

amy
count-patients num-patients

amy
end

st-antonius
patients-2024 patients

bob
step1 filter-consented

bob
step2 consented

bob
step3 num-consented

bob
step4

Figure 6.8: Bipartite graph of workflow tasks (task-names overset by -drivers in
boxed vertices) and asset variables (variable-labels in unboxed vertices), in scenarios
of Section 6.6.3, related by data-dependencies in the direction of data flow; output
(dashed arrows) relates tasks to variables, and input (solid arrows) relates variables to
tasks. The dashed line separates tasks defined in Scenarios 1 (above) and 2 (below).

We let ‘Analyst’ Amy drive the completion of a one-task medical data workflow.
Amy is a (human) data scientist working to collect basic statistics of European
hospitals, starting with the St. Antonius hospital. Amy defines a fresh task with the
suggestive name count-patients, and marks it ready for execution. Intuitively, it en-
codes an assignment that would be rendered as numPatients := entryCount(patients)
in typical imperative workflow languages. Input variables with labels entry-count

and patients are outputs of tasks driven by surf and st-antonius, respectively. Amy
publicises this statement to her peers.

On its own, Statement amy 1 defines a task, but does not justify its execution.
Formally, there exists no valid subset of the statements we have shown so far that
include Statement amy 1. Intuitively, the execution of st-antonius patients-2024 has no
valid justification, but Amy’s task depends on its output.
Statement amy 1 (Amy prepares a patient-counting task).
(amy count-patients) has input ((surf utils ) entry-count).

(amy count-patients) has input ((st-antonius patients-2024) patients ).

(amy count-patients) has output num-patients.

(amy count-patients) ready.

After some time, Amy acquires Statement st-antonius 1 from St. Antonius, and
propagates it to the workers in the system. Whether this statement was made before,
or in reaction to Amy’s statement is not important; it suffices that all its observers
agree that it was authored by St. Antonius. Note that it includes an assertion that
St. Antonius controls the patients data, so tasks cannot process it (or its derivatives)
without the authorisation of St. Antonius. This authorisation is given by St. Antonius
to themselves for task st-antonius patients-2024, but not yet for tasks processing the
outputs of st-antonius patients-2024, for example, task amy count-patients.
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Statement st-antonius 1 (St. Antonius asserts control of the patient data).
(st-antonius patients-2024) has output patients.

(st-antonius patients-2024) ready.

st-antonius controls ((st-antonius patients-2024) patients).

(st-antonius patients-2024) executed.

authorise (st-antonius patients-2024) in (st-antonius 1) by st-antonius.

‘Disruptor’ Dan observes these statements. Inspired by Statement st-antonius 1,
Dan attempts to establish control over patients by stating Statement dan 1. All
observers agree that this statement is valid, and, as no action is taken, Dan remains
well-behaved. Indeed, it is possible that, after some more statements, actions may
be justified using Statement dan 1. However, Dan has misunderstood his role in
the system. The crucial difference between Dan and St. Antonius is the incentives
they provide for agents to accept their conditions of control over patients. Only St.
Antonius has coupled the condition with useful rules, namely, the definition and
execution of task st-antonius patients-2024. In contrast, there is no incentive to include
Statement dan 1 in justifications, so the statement goes unused. Agents who expect
this outcome can exercise their right to forget Statement dan 1 altogether. There also
exists no statement (for example, by Dan) that causes confusion between variables
st-antonius patients and dan patients.

Statement dan 1 (Dan attempts to control the patient dataset).
dan controls ((st-antonius patients-2024) patients).

SURF states their own execution of Amy’s task. On its own, Statement surf 2

is invalid; it appears to execute a task that is not ready! Furthermore, the union
of Statement surf 1 with any subset of the prior statements is invalid, for example,
because it lacks the necessary authorisation of St. Antonius. However, this is not a
problem; indeed, agents are expected to sometimes make invalid statements, because
these ultimately enable the creation of valid justifications later. In this case, the
statement enables actions justified by SURF executing Amy’s task amy count-patients.
Intuitively, SURF lets St. Antonius decide who executes the task. It all depends on
whose execution of the task St. Antonius chooses to authorise.

Statement surf 2 (SURF executes task amy count-patients).
(amy count-patients) executed.

Externally, St. Antonius reasons that they prefer to execute this task themselves,
as it requires little work, yet handles extremely sensitive data. They make State-
ment st-antonius 2. Shortly thereafter, St. Antonius takes a new action at time 1, with
basis Statement consortium 1, and a justification consisting of Statements {consortium 1,
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amy 1, surf 1, st-antonius 1, st-antonius 2 }, i.e., including all statements so far except
{dan 1, surf 2}. All observers agree that this is permitted, by Definition 6.3:

1. Each message in the justification is stated.

2. The basis (Statement consortium 1) is a current agreement. In fact, it is the only
one. Recall Property 6.3: agents always agree on the current agreements.

3. The policy extracted from the justification is valid, because it falsifies error.
Every observer can verify this independently by extracting the policy from the
provided justification, and evaluating the truth of error. Because Slick’s inference
procedure is deterministic, observers necessarily reproduce this result.

4. The action is current, because its basis applies at the current time.

Consequently, all observers agree that this action preserves the good behaviour of
St. Antonius. This includes auditors arbitrarily far into the future, as this action is
logged alongside sufficient contextual information (e.g., the current time was 1) to
check permission. All observers also agree on the effects of the action: St. Antonius
reads the entry-count and patient assets, and writes the count asset. Soon afterward,
St. Antonius uses this action to mirror these effects in the data plane by reading and
writing the asset data assigned to these variables.

Statement st-antonius 2 (St. Antonius authorises Amy’s task).
authorise (amy count-patients) in (amy 1) by st-antonius.

((amy count-patients) num-patients) executed.

Amy reasons backwards from the ultimately desired effect: Amy aims to read the
patient count, which is encoded in Slick as amy reads ((amy count-patients) num-patients).
Amy’s conclusions are captured in Statement amy 2; Amy plans a final task which has
(only) the count as input, and thus, will have the desired effect when enacted.

Amy has the physical capability to enact this statement already, but not without
observers agreeing that the action is not permitted! Amy must include State-
ment st-antonius 2 in the justification (to witness the execution of the input), but
then Amy must include Statement st-antonius 1 (for the same reason), but then Amy
must provide evidence that St. Antonius authorises Amy executing the new task. No
existing statement includes such an authorisation, and Amy cannot state it herself
(while preserving validity). Amy chooses to stay well-behaved by not acting just yet.

Statement amy 2 (Amy reads the workflow result).
(amy end) has input ((amy count-patients) num-patients).

(amy end) ready.

(amy end) executed.
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Upon observing Amy’s new statement, St. Antonius is driven to the obvious
conclusion; Amy awaits the authorisation to act. St. Antonius reasons that stating
this authorisation would enable Amy enacting the execution of the task, with the
effect of Amy reading count, which is a derivative of patients. However, St. Antonius
concludes that this derivative of the sensitive data it not sensitive itself, and so there
is no harm in Amy reading it. All of this reasoning is hidden from external observers,
but its result is publicised as Statement st-antonius 3.
Statement st-antonius 3 (St. Antonius lets Amy read the derived asset).
authorise (amy end) in (amy 2) by amy.

Upon observing this new statement, Amy takes a new action at time 1, as
justified by all statements so far, except for Statements surf 2 and dan 1. Once again,
all observers conclude that this action is permitted, and so, it preserves the good
behaviour of Amy. All observers agree that this action has the (intended) effect
amy reads num-patients. Amy externalises this effect by reading the external asset that
corresponds to the count variable.

6.6.3.2 Existing Usage: Distributed Workflow Execution

Like the original brane system, our system affords the execution of multi-step
workflows over multiple domains.

In this scenario, ‘Bookkeeper’ Bob wants to know how many patients at St.
Antonius have consented to the processing of their patient data being read. To
achieve this goal, Bob plays the role of another data scientist; Bob encodes the
four-task workflow in the following statement. Bob also plays the role of a software
provider in Step 1 by providing the filter-consented function to be used in Step 2.

The first part of Statement bob 1 defines new tasks similarly to the previous
examples. But Bob also includes additional rules in this statement. Firstly, a
rule that asserts the need to plan the execution of all steps beforehand, via a
straightforward rule. By including them in one statement, Bob’s task definitions are
coupled with Bob’s condition on their execution. It also demonstrates that all agents
(not just consortium) enjoy the expressive power of conditional rules to assert complex
conditional truths. Bob also includes a blanket authorisation of agents to execute
any task at all; Bob is not concerned with – nor responsible for – the sensitivity of
any data. Finally, Bob plans to execute Steps 1 and 4 himself.
Statement bob 1 (Bob defines and partially executes a workflow).
– – – – – – – – – – – – Workflow Definition Part – – – – – – – – – – – –

(bob step1) has output filter-consented.

(bob step1) ready.
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(bob step2) has input ((bob step1) filter-consented).

(bob step2) has input ((st-antonius patients-2024) patients).

(bob step2) has output consented.

(bob step2) ready.

(bob step3) has input ((surf utils) entry-count).

(bob step3) has input ((bob step2) consented).

(bob step3) has output num-consented.

(bob step3) ready.

(bob step4) has input ((bob step3) num-consented).

(bob step4) ready.

– – – – – – – – – – – – – Partial Execution Part – – – – – – – – – – – – –
error if (bob Name1) ready and not (bob Name1) executed and (bob Name2) executed.

authorise Task in Msg by Worker

if Worker says (Task executed) and (Task ready) within Msg.

(bob step1) executed.

(bob step4) executed.

St. Antonius and SURF observe and reason about Bob’s statement. Externally
to the system, they exchange communications, negotiating their possible roles in
facilitating the execution. For example, SURF observes that Bob’s statement implies
Bob’s authorisation to any executed task, but this is harmless, as it remains useless
for tasks not involving Bob. While St. Antonius is willing to execute Step 3, they
are unwilling to execute Step 2, as this requires them to execute Bob’s untrusted
filter-consented with the hospital infrastructure. Fortunately, St. Antonius is willing
to let SURF execute Step 2 instead; St. Antonius trusts SURF to read the sensitive
patient data, while SURF accepts the risk of executing Bob’s mysterious function.
None of this reasoning is revealed to the other agents, but its results are; SURF and
St. Antonius make the following two statements, respectively.

Statement surf 3 (SURF executes step 2).
(bob step2) executed.

Statement st-antonius 4 (St. Antonius authorises and executes some of Bob’s tasks).
(bob step3) executed.

authorise (bob step2) in (bob 1) by surf.

authorise (bob step3) in (bob 1) by st-antonius.

authorise (bob step4) in (bob 1) by bob.

At this point, the execution of all of Bob’s tasks are justifiable (while preserving
validity). Independently, Bob, SURF, and St. Antonius can identify and enact such a
justification, e.g., if Bob acts first, Bob can gossip the action to SURF, informing
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SURF of which justification to use themselves! Each observer agrees on the permission
and effects of each of these actions.

While their data-dependencies are modelled by their statements as inputs, outputs,
reads, and writes, they are not enforced by policy; for example, the above statements
suffice to let SURF enact Step 3, even before St. Antonius enacts Step 2. However,
of course, these actions are also constrained by their data-dependencies in the data
plane, so St. Antonius cannot execute Step 3 until the effects of executing Step 2 are
externalised. However, this does not concern norms, justifications, or permissions, so
they are not enforced via policies.

6.6.3.3 Existing Usage: Concurrent Driving, Execution, and Authorisation

In this section, we briefly remark on the observation that our system faithfully
reproduces the isolation of independent workflows, i.e., the definition, authorisation,
and execution of different workflows proceed concurrently. Concurrent tasks are
clearly visible in Figure 6.8 as each task-pair where neither depends on the other, e.g.,
amy end and bob step2. But moreover, unrelated statements are created concurrently
also. For example, all the activities of Scenarios 1 and 2 (in Sections 6.6.3.1 and 6.6.3.2,
respectively) occur concurrently after patients is available. For example, if Amy crashes
immediately after initialisation, and then stays entirely unresponsive, Scenario 1
cannot complete, but Scenario 2 will still complete successfully.

6.6.3.4 New Usage: Inter-Domain Policies

Thus far, our scenarios have faithfully reproduced a characteristic of the original
brane; domain-local policies are entirely private: hidden from other agents, exposed
only in the form of particular authorisations, publicised only when needed, on a case-
by-case basis. Indeed, this is an important feature of brane, which was intentionally
developed to handle the eventuality that domain-local policies often reflect private
information, thus becoming private themselves [EMvBB22]. However, the original
brane offers no way for domains to share policy information. For example, while
St. Antonius can send information to SURF via channels outside of brane, it is
disconnected from SURF’s authorisations. In contrast, this scenario demonstrates
how our system lets agents cooperate in defining composite Slick policies, leading
to authorisation. In general, statements are useful for unifying the informative
and regulatory qualities of policy. In the case of brane, statements can publish
non-sensitive parts of domain-local policies; recipients of these statements benefit
from having insight into the reasoning of the author, while the author benefits from
being decoupled from (the work of) justifying other agents’ actions.
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From Section 6.6.3.1, it is clear that St. Antonius already models and reasons
about the domain trustworthiness, which ultimately informs which tasks they choose
to authorise. With the following statement, some of this reasoning is internalised in
Statement st-antonius 5 as conditional authorisations. Consequently, any observer
can predict the authorisation of St. Antonius, and under the right conditions, infer it
on their behalf. Moreover, the X is trusted relation is expressed in a form that other
agents can use, in their own way, and for their own justifications!
Statement st-antonius 5 (St. Antonius authorises executions by trusted workers).
st-antonius is highly trusted. surf is highly trusted.

Agent is trusted if Sayer says (Agent is highly trusted)

and st-antonius says (Sayer is highly trusted).

authorise Task in Msg by Worker if (Task ready) within Msg

and st-antonius says (Worker is trusted).

Given Statement st-antonius 5, SURF defines, readies, and executes the following
task, which reads the patient data. Most interestingly, although this task is defined
to involve St. Antonius, their participation in the action is not required at any point.
In this sense, Statement st-antonius 5 delegates a limited power to authorise on the
behalf of the St. Antonius to SURF, despite this requiring SURF to reason about a
publicised part of the local policy of St. Antonius.
Statement surf 4 (SURF creates and executes a task).
(surf read-patients) has input ((st-antonius patients-2024) patients).

(surf read-patients) ready.

(surf read-patients) executed.

Next St. Antonius makes Statement st-antonius 6. Like Statement st-antonius 5

before, this new statement internalises a facet of the domain-local policy (reasoning)
of St. Antonius, to the benefit of letting others systematically reason on their behalf.
In this case, Statement st-antonius 6 captures the link between (simplified) consent
of patients to the processing of their data, and the authorisation by St. Antonius of
tasks processing patient data. The JustAct framework affords this usage; for example,
this statement enables a fruitful cooperation between St. Antonius, AMdEX, and
SURF, which are all (highly) trusted by St. Antonius.

However, unlike Statement st-antonius 5, this statement captures sensitive policy
information; St. Antonius does not wish to disclose the set of patients to untrusted
agents! Ideally, statements could be used to regulate such communications via justi-
fication and permission, as usual. Unfortunately, JustAct does not (yet) offer a means
for agents to internalise this. For example, if SURF forwards Statement st-antonius 6

to Dan, SURF still satisfies the definition of well-behaved.
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Statement st-antonius 6 (St. Antonius authorises tasks with patient consent).
amy is a patient. bob is a patient. dan is a patient.

trusted consent for Task in Msg if st-antonius says (Sayer is trusted)

and Sayer says (Patient consents to Task in Msg).

Task lacks trusted consent if authorise Task in Msg by Worker via consent

and Patient is a patient and not trusted consent for Task in Msg.

authorise Task in Msg by Worker if Patient consents to Task in Msg

and Worker says (Task executed) and not Task lacks trusted consent.

6.6.3.5 New Usage: Dynamic Amendment of the Agreement

So far, all actions have been controlled via the concepts defined in the initial agreement.
In this final scenario, we demonstrate more fundamental changes agents are able to
make to the agreement in order to alter which actions are justifiable in the future.

After some negotiations, the agents agree that the initial agreement has some flaws.
Namely, 1. St. Antonius cannot express their involvement in the sensitive patients

without being involved in its insensitive derivative count, and 2. SURF lacks control
over entry-count; they regret providing the asset in Statement surf 1 unconditionally.

By cooperating (externally), the agents formulate Statement consortium 2 as an
altered version of Statement consortium 1: an existing part is altered, and a new part
is added, respectively addressing the aforementioned flaws:

1. In the altered Part 6, the rules defining the involvement relation between tasks
and checkers is restricted, such that the variable in question is not stated to be
insensitive, which is a novel predicate over asset variables.

2. In the added Part 7, SURF’s takes control over the entry-count asset.

Statement consortium 2 (Statement consortium 1 adjusted).
... Parts 1 to 5 of Statement consortium 1 are repeated here ...
– – – – – – – – – – – – – – – Altered Part 6 – – – – – – – – – – – – – – –
Task involves Agent if Agent controls (Task Label)

and not Agent says ((Task Label) is insensitive).

Task2 involves Agent if Task has input (Task1 Label) and Task1 involves Agent

and not Agent says ((Task Label) is insensitive).

– – – – – – – – – – – – – – – Added Part 7 – – – – – – – – – – – – – – –
(surf utils) involves surf.

These changes are enforced: Agreement 2 is created, and the current time is
advanced to 2. The actions at time 1 are unaffected, but until the current agreements
are changed again, all actions must be based on Agreement 2.
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Agreement 2: Statement consortium 2 is agreed at time 2.

St. Antonius takes advantage of the new notion of insensitive variables by making
the following statement. Agents can then justify processing (derivatives of) count

without the authorisation of St. Antonius, but authorisation is required to process
patients as before. SURF is also pleased, because they have regained control of
entry-count, letting them judge each execution before it happens, for example, to avoid
it being used for any nefarious purposes.

Statement st-antonius 7 (St. Antonius releases control over an asset).
((amy count-patients) count) is insensitive.

Some time later, an administrator of the system becomes suspicious that sensitive
asset data has somehow leaked to ‘Disruptor’ Dan, via their exploitation of a
vulnerability of the external asset store. The administrator exploits their power
to ‘break the glass’, seizing emergency powers to regain control of the situation;
all actions must be paused to prevent more reading and writing events, until the
administrator completes their diagnosis. This is achieved by the administrator
synchronously updating the current time to 3. Consequently, until an agreement
applies, well-behaved agents cannot act!

Some time later, the administrator determines that it was a false alarm; Dan
did not do anything wrong (yet). The productivity of the system is restored simply
by restoring the prior agreement. Precisely, the new Agreement 3 is created, whose
statement is the prior Statement consortium 2.
Agreement 3: Statement consortium 2 is agreed at time 3.

6.6.4 Evaluation of the Case Study

We conclude the case study by evaluating our implementation in application to
brane’s usage scenarios.

Firstly, we briefly report on the empirical facet of our evaluation of our case study:
the performance of our runtime system in each experimental scenario. Table 6.2
presents our measurements of the run duration for each experimental usage scenario
from beginning to end (but after the runtime system and Slick interpreter are
compiled). Note that, as our prototype implementation executes in shared memory,
these results under-represent the overhead of (de)serialisation and network commu-
nication that would be present in realistically-distributed data exchange systems (see
Section 6.4.1). Nevertheless, these results faithfully represent the work of the runtime
system itself: (round-robin) scheduling of agents, logical routing of control messages,
and logging of agents interaction with (meta) data. It also faithfully represents
the work of agents: observing and reacting to their environment, then collecting,
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composing, interpreting, and evaluating the denotations of received Slick policies,
before creating and gossiping statements and actions to their peers.

Scenario Section Title Duration
1 Section 6.6.3.1 Isolated Execution 1260± 180µs
2 Section 6.6.3.2 Distributed Execution 910± 10µs
3 Section 6.6.3.3 Concurrency† 2040± 510µs
4 Section 6.6.3.4 Inter-Domain Policies 1000± 10µs
5 Section 6.6.3.5 Dynamic Agreement 800± 10µs

Table 6.2: Duration of our experimental data exchange system applied to the five
brane usage scenarios, each reported as the mean and standard deviation of 10 runs.
†We measure the case where Amy does not crash, because otherwise, the scenario has no defined end.

In the remainder, we present the analytical facet of our evaluation of our case study.
To structure the discussion, Table 6.3 enumerates the desirable characteristics of
brane-like systems, distinguishing those already (E)xisting in brane from those that
are (N)ew to brane, i.e., present only in our own version of brane. In the discussion
to follow, we explicitly connect discussion points to particular desirable characteristics,
along with whether each point contributes positively (+) or negatively (−).

E1 Data scientists can define workflows and read the results of their execution.
E2 Users can introduce persistent assets for use as inputs to workflows.
E3 The usage of assets is regulated by domain-local policies.
E4 Checkers control the exposure of their domain-local policies to other agents.
E5 Agents work unimpeded by other agents (not) doing unrelated work.
E6 Agents straightforwardly reason about their roles in the system.
N1 Checkers can share and delegate control over processing via policies.
N2 Inter-agent power dynamics are enforced via user-facing domain-local policies.
N3 Deviations from policies that cannot be prevented are detected by auditors.
N4 Agents can robustly reason about and prove the permissibility of their actions.
N5 Policies can be easily and extensively refined and changed at runtime.

Table 6.3: Desirable characteristics in brane-like systems which already (E)xist in
brane, or which would be (N)ew to brane, to structure our qualitative evaluation.

Sections 6.6.3.1 to 6.6.3.3 focused on the reproduction of existing brane function-
ality. Section 6.6.3.1 demonstrated defining tasks let ‘Analyst’ Amy, St. Antonius, and
SURF each define computational workflow tasks in their own statements. This lets
Amy play the role of a workflow provider, ultimately reading the result of executing the
workflow (+E1). It also lets SURF and St. Antonius play the role of asset providers, as
their task outputs were inputs to Amy’s workflow (+E2). In the case of St. Antonius,
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patient data was provided along with an assertion of control over the processing of the
asset and its derivatives; hence, workers could not justify executing Amy’s workflow
tasks without authorisation from St. Antonius (+E3). Actions interfaced with the
domain-local policies of their controllers via the latters’ explicit authorisations, which
publicised only their policy-decisions themselves (+E4). In fact, as in [EMvBB22],
domains could intentionally postpone their authorisations, or mask the lack of
authorisation as inactivity, e.g., to mask their reasoning process (+E4). Section 6.6.3.3
demonstrated how agents’ work went unimpeded by the unrelated (in)activity of their
peers, e.g., the processing of Amy’s workflow by St. Antonius was unaffected by SURF
offering only an ignored task-execution plan (+E5). Unfortunately, to afford agents
playing their brane roles, the runtime system had to store many statements, and
the agents had to reason about their many complex interactions (−E6). Fortunately,
this generalised several distinct processes of the original brane system, resulting
in an implementation that is more concise by re-using this general solution (+E6).
Moreover, as the JustAct framework is based on concepts that stakeholders in brane
are expected to understand, our hardcoded portion of brane is smaller and simpler,
and thus easier to reason about and maintain (+E6). Hence, complex brane-specific
notions (e.g., workers, domains, task execution, and asset providers) can be understood
via JustAct concepts, which are common and well-understood in computer science
(e.g., agents, messages, signatures, rules, and first-order logic) and in legal regulations
(e.g., auditing, powers, actions, agreements, qualification rules, and evidence) (+E6).

Our system confers the brane system with (N)ew desirable characteristics. Via
the complex Slick rules expressible in statements, domain-local policy providers can
choose to internalise facets of their policies into the statements themselves (+N1). For
example, in Section 6.6.3.4, St. Antonius used this feature in two cases. In Case 1, it
enabled the explicit communication of a non-sensitive facet of the St. Antonius-local
policy to the other agents. SURF benefitted from having more information to drive its
local reasoning (+E6), and moreover, it effectively delegated the power to authorise
some tasks from St. Antonius to SURF (+N1). By decoupling St. Antonius from some
of its work, the system became more fault-tolerant, as new St. Antonius-authorisations
could be created even after the St. Antonius agent or network crashed (+E5). In
Case 2, St. Antonius internalised a sensitive facet of its local policy (+N1). The
JustAct framework enabled just the agents trusted by St. Antonius to observe this
information to communicate it, however, this control was external, and was not
enforced using the usual action-justification mechanism (−E3). In either case, this
delegated reasoning work from domains to other agents, potentially complicating
their roles (−E6). But fortunately, agents retained the power to prefer inactivity, e.g.,
to forget and ignore messages, to protect themselves from being overworked (+E5).
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Throughout the scenarios, external effects at the domain-level (e.g., the reading and
writing of assets) and at the policy-level (e.g., the proof that actions were justified)
are connected via explicitly created, signed, communicated, and collected policy meta-
data. On the one hand, the correspondence between user input and runtime behaviour
is systematically driven, enforced, logged, and explained to the users concerned with
correctness (+N2) and to the agents responsible for the actions (+N4). On the other
hand, these activities are programmable via manipulations of the user inputs (+N5).
Section 6.6.3.5 demonstrated that these manipulations can include the fundamentals
of the inter-agent power dynamics which were hard-coded in the original brane,
such as arbitrarily re-defining the notion of involvement that relates domain-local
policies to the tasks whose execution they regulate (+N5). Fortunately, via the
composition control features of Slick [EvB24], agents can express these changes by
stating adjustments to policies, often without needing to synchronise with their
peers. For example, in Section 6.6.3.2, Statement bob 1 enforces the obligation to plan
Bob’s four workflow tasks together before any are executable, and in Section 6.6.3.5,
Statement st-antonius 6 lets St. Antonius opt out of involvement in a particular asset,
after judging that its contents are not sensitive information, creating new ways for
workers to justify their processing of this asset (+N5). Throughout, agents preserved
their autonomy over locally accessible data (+E6), e.g., ‘Defector’ Dan could always
express any data-access request, which were even realised without permission, but only
if the system was configured to do so. But regardless, any actions without permission
were systematically logged, to be detected by any auditors after the fact (+N3).

In summary, our system exhibited all the desirable characteristics to some extent.
These improvements (and their limitations) resulted from the more unified and
dynamic approach JustAct provides to regulating actions with policies. Our version
of brane moves some of the burden from the static brane implementation to the
agents at runtime, thus enabling greater flexibility than in the original brane, but
requiring care to shield agents from the potential complexity of their interacting
policies. The case study also exposed cases where the dynamism of JustAct still
does not yet go far enough; e.g., Section 6.6.3.4 demonstrates a scenario in which it
would be useful if agents could use statements to regulate how agents communicate
statements. In all scenarios, our version of brane benefits from its greater emphasis
on accountability; more than ever before, it is clearer how to define, implement, and
audit the policy-compliant execution of users’ medical workflows. This functionality
was achieved with acceptable runtime performance.

These findings motivate further experiments in future to integrate the features of
our experimental runtime system into the real brane system, and trying to reproduce
these findings. To this end, work remains to evaluate the necessary facets of the real
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brane system which are absent in these experiments: the physical distribution of
agents and (meta) data, and the more extensively automated reasoning of agents
that are automated in brane, including planners and workers.

6.7 Discussion of the Framework

This section evaluates the framework in general by reflecting on the processes and
results of the implementations and experiments from Sections 6.4 to 6.6.

6.7.1 Strengths of the Framework

Dynamic and Extensible The framework is abstract, making it widely applicable.
Firstly, the framework is parametric to the statically-defined policy language,

admitting any formal language affording pure functions of truth and validity. This
leaves significant room for systems instantiating the framework to adopt various
notions of policy, with various information models, and various semantics. For
example, the framework’s notion of policy affords the n-ary relations and logical
constraints underlying Bell-LaPadua security policies and various Rule-Based Access
Control policies, which are all summarised and compared in [ZC08], but we leave the
development of such to future work.

Secondly, the relations between agents that ultimately control actions are highly
dynamically configurable by agents making statements. This lets a wide variety
of multi-agent runtime systems implement the framework. Different configurations
confer different characteristics on the system, for example, allowing for dynamic
specialisation for various use cases in reaction to runtime information. We recognise
two noteworthy spectra on which particular system configurations fall. Together,
these help to clarify the ways systems can change their characteristics at runtime.
Firstly, systems can be centralised (where inter-agent consistency is high, e.g., by
most statements being agreements) or decentralised (where many agents can act
independently). Secondly, systems can be highly static (where strict agreements are
ex-ante enforced, resulting in predictability and efficiency) or highly dynamic (where
actions are loosely specified and enforced, resulting in flexibility and autonomy).

Formal Inter-Agent Power Dynamics The framework is useful if agents agree
to preserve their well-behavedness, as it is defined in Definition 6.1: agents take
only permitted actions. Thus, policies with complex conditions for permission
create complex inter-agent power dynamics, for example, modelling various com-
mon and useful normative concepts. For example, in Section 6.6.3.4, by making
Statement st-antonius 5, the St. Antonius hospital formalises their trusted peers in
the X trusts Y relation, and also delegates their own power of authorisation to their
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trusted peers. Despite its complexity, the policy expressed by Statement st-antonius 5

has unambiguous meaning. Agents will necessarily agree in which cases this statement
contributes to a valid permission of a given action.

Well-behavedness is also robust; an agent that misbehave by taking non-permitted
actions preserve the well-behavedness of their peers. This affords meaningful cooper-
ation between well-behaved peers even in the presence of misbehaving peers. The
framework lays the foundation for agents to recognise and punish these bad actors,
for example, by cutting them out of future cooperations, ignoring their statements,
or affording their punishment by participating in future audits of their actions.

Autonomy and Parallelism Agents synchronise to change agreements. All other
communication can be asynchronous, delayed, and lossy. Agents are very autonomous,
as they are never fundamentally compelled to act or make statements. Hence, agents
are robust to unreliable peers. The framework affords realistic inter-agent enforcement
of well-behavedness: agents monitor actions, and actors bear the burden of proving
that their actions are permitted. Thus comes at the cost of burdening actors: they
are responsible for justifying their own actions. However, in cases where this burden
is too great, agents are free to remain inactive instead; inactivity does not require
justification. The framework is also robust to agents arbitrarily forgetting (their
local) statement and action information; when these are not part of their existing
justifications, this even preserves their well-behavedness.

Consistent Permission despite Privacy Agents always agree which actions are
permitted, despite being defined by statements not known to all agents. This apparent
contradiction is resolved by agents being able to decide when their known statements
suffice for permission. Moreover, permission is objective; agents are certain that
other agents (e.g., future auditors) agree that their actions were permitted, without
involving them at all. For example, in Section 6.6.3.4, the SURF agent can justify
actions using Statement st-antonius 6, despite this statement being kept private
between SURF and St. Antonius. This sensitive statement must only be observed at
the moment the permission of this action is audited. For example, it can be audited
by a third party trusted by St. Antonius not to reveal Statement st-antonius 6, and
trusted by the other agents to accurately judge the permission of the action.

6.7.2 Limitations of the Framework

Costly Justification Search To remain well-behaved, agents cannot act until they
have found a justification, by searching through combinations of known statements.
In general, this problem is hard, scaling exponentially with the number of statements
(the cost of enumerating combinations) and whatever is the language-specific cost of
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evaluating large policies (the cost of evaluating composite policies). But in practice,
the difficulty is curbed by limiting the consideration of statements to a smaller set of
simpler policies. Fortunately, because agents act at their own pace (or not at all),
each agent can approach this problem as best suits their needs, e.g., by ignoring
any statement that they expect to be more complex than it is worth. The cost of
justification search can also be curbed more systematically by limiting the expressivity
of the policy language. For example, in our case study, we found Slick to be sufficiently
complex to express the necessary concepts, yet its policies were evaluated at a speed
that was sufficient for our purposes (see Section 6.6.4), despite our implementation
not being optimised for performance.

Future work can continue the design of policy languages and implementations and
their effect on the cost of justification search. We are also interested in leveraging
existing literature and tools to let agents more automatically and efficiently search for
justifications and reason about their properties. We note two particularly promising
approaches: 1. answer-set solving, e.g., with Clingo [GKK+11], and 2. rewrite systems
modulo theories, e.g., with Maude [CDE+03]. For the former, we intend to draw
from work in Chapter 2: we formulate the search for facts to state as search problems
and let the Clingo reasoner search for solutions.

Alternatively, we consider turning to generative AI to suggest which policies
should be stated in order to reach goals expressed in prompts, for example, beginning
with ‘Please make a Slick statement that completes the following justification’. We
are inspired by work such as CoqPilot [KSKP24], which exploits the creativity of
generative AI to write machine-checkable specifications and mitigating the unreliability
of the generation process by filtering the output via conventional correctness checks;
in our context, the Slick interpreter can easily check which generated policies contain
are well-formed, achieve the desired result, and preserve validity.

No Obligation to Act (in Time) Our framework offers no fundamental mechanism
for agents to compel one another to action. Thus, the framework cannot faithfully
internalise normative obligations to act. Agents can approximate obligations by
conditioning future permissions on proof of their prior actions. This approximation
was sufficient to implement the functionality of brane in Section 6.6. Also, any
required enforcement of obligations can be built atop the framework, implemented
externally, using supplementary systems. However, we expect that agents may have
difficulty compelling agents to act before specific deadlines, as a consequence of the
aforementioned point on the costly search for justifications. For this reason, our
framework is not a natural choice for implementations of real-time systems, where
agents must react to stimuli within strict deadlines. Future work can investigate
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constraints on system configurations that strike desirable compromises between system
flexibility on the one hand, and predictability of actions on the other.

Specification of Communication It is a key feature of the JustAct framework that
permission of given actions is universally agreed by agents, despite each having only a
partial view of the existing statements and actions; i.e., the framework works despite
agents gossiping statements and actions at their own pace. However, as discussed
in Section 6.6.4, and exemplified in Section 6.6.3.4, the permission mechanism does
not extend to specifying this gossip; i.e., the framework does not afford agents using
statements to specify how statements and agreements are communicated. In future
work, we want to supplement the current notion of agreements and permissions with
a similar mechanism for the communication of statement and action information,
which regulates the sending of statements and actions from one agent to another, and
is violated when the information is sent without permission.

No Privacy from the Actor Agents are only able to act on permissions defined by
known statements. For example, in Section 6.6.3.4, for SURF to act while remaining
well-behaved, it is necessary for SURF to acquire the sensitive statement st-antonius 6

from the St. Antonius hospital. Moreover, as discussed in Section 6.7.1, auditors of the
permission of this action must also observe the statement. At present, these cases can
be worked around by hiding the reasoning behind the permission. For example, in this
case, some agent can be empowered to decide whether the St. Antonius trusts another
given agent, and can hide the reasoning process dependent on the sensitive information
previously expressed in statement Statement st-antonius 6. The information can be
preserved by (privately) logging a systematic transformation of the reasoning in its
entirety to a restricted version, which can be publicised, because it omits the sensitive
details. This kind of information hiding has plenty of precedent in the literature. It
is even commonplace in the current version of the brane system: checkers publicise
authorisations, but hide any underlying reasoning. This workaround has the drawback
of hiding the reasoning in undesirable cases, e.g., it is hidden from trusted auditors.
In future, we want to systematise these intermediary transformations such that the
hidden policy information can always be recovered.

6.8 Related work

Our framework prescribes a relation between concerns that are each independently
explored in the literature: 1. blockchains can synchronise dynamic, decentralised
policies, 2. trust management specifies the delegation of power between agents, and
3. Curie evaluates data access policies as a function of sensitive data.

218



6.8.1 Smart (Policy) Ledgers atop Blockchains

Distributed ledgers are an abstraction of consistent state over decentralised processes.
Blockchains afford robust, probabilistic implementation of distributed ledgers, but
they differ in their details. For example, Fabric emphasises scalability [ABB+18],
while Ouroboros emphasises provable security [KRDO17].

SmartAccess [dORV+22] uses distributed ledgers to store policies and (meta-)data,
enabling decentralised implementations of the access-control model whilst affording
accountability regarding authorisation. However, this approach imposes a burden on
agents to maintain a high level of synchrony in the policy information they create
and collect. This imposes unnecessary overhead in cases where policy information is
unrelated. For example, the concurrency demonstrated in Section 6.6.3.3 would be
impossible; agents would be forced to synchronise their statements just in case they
affect the permissibility of their actions. Moreover, the synchronisation of policies
would make it impossible to support cases where policy information captures private
information, and thus, should not be broadly publicised. This is demonstrated in
Section 6.6.3.4, where the St. Antonius hospital sends the (trusted) SURF agent some
private information to enable new permitted actions.

Other ledger-based systems allow a heterogeneous view on the policy state. For
example, Canton [Can24] (whitepaper) replaces the (sequential) blockchain with a
(hierarchical) blocktree. Agents must only synchronise the relevant sub-trees with
their neighbours. This lays the groundwork for private policies. This idea is promising
and requires further investigation.

We see the various, established ledger and blockchain technologies as ways for
our agents to synchronise agreements in particular. But they are unsuitable for
distributing all policy information, where ordering and synchronisation is often
unnecessary or undesirable.

6.8.2 Curie

Curie is a policy-based data exchange system [CAA+19]. Our works share a fun-
damentally decentralised approach to the specification and enforcement of formal
policies that regulate the exchange of data, based on consortium agreements and
local policies. Moreover, both works define permission to act in terms of shared,
composite policies. In the case of Curie, data sharing is composed from the policies
of agents x and y, requiring their dual views on the sharing: x must specify that
data is shared with y, and y must specify that data is acquired from x. We also
see similarities between Curie and the EPI framework in their shared application to
federated machine learning with sensitive medical data.
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The contributions of Curie and JustAct are largely orthogonal, because they
are designed to address different kinds of complexity in policies. Curie focuses
on complexity arising from the definition, sharing, and regulation of policies fol-
lowing their entanglement with the shared data itself. Policy decisions digest the
homomorphically encrypted data [DMGD23], revealing only the evaluation result.
For example, a hospital’s sharing policy is conditioned on the data surpassing a
threshold of differential privacy [MZ17]. In contrast, JustAct focuses on multiple
agents cooperating to define and disseminate policy information on the fly, while
preserving the accountability and autonomy of the actors under regulation.

Because Curie and JustAct make largely orthogonal contributions, we see great
potential in investigating the combination of their best features. Can we develop
runtime systems in which data sharing actions are regulated by policies defined by
cooperating agents, as a function of the data itself, while preserving the agents’
accountability, privacy, and autonomy? Can (data sharing) actions be justified as a
function of the shared data itself? Can the Curie language be used to express policies
to the satisfaction of the JustAct framework requirements? In which applications is
this combination fruitful?

6.8.3 Trust Management

Traditional access control develops languages and tools for specifying and checking a
requester’s permission to access data. Trust management reifies the role of the accessor
as a certificate, primarily, to enable access control in a decentralised environment,
where the identities of particular requesters are not known ahead of time [BFL96].
Much literature dates to the 1980’s and 1990’s, investigating policy languages suited
to defining certificates and inferring them at request time from context. Many of these
are extensions of Datalog, e.g., adding non-monotonicity [LGF03], constraints [LM03],
and weights [BMS08].

Like access control, trust management focuses agent reasoning on the access-
request decision, whereas our framework emphasises the inter-relationship between
agents and their actions via their synchronised agreements. However, the bulk of
trust management research complements our work, because it informs the selection
of particular policy languages suited to particular purposes. [Sac11] overviews and
compares (the complexity of) noteworthy trust management languages. Which trust
management languages are good candidates for policy languages in the JustAct
framework? We expect these to be even more desirable if the framework is extended
to support the desirable features explained in Section 6.7.2, empowering policies to
specify how agents can communicate statements and actions.
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6.9 Conclusion

In this chapter, we define JustAct, a framework for systems driven by automous agents
whose actions on the system are regulated by the policy information that they define,
communicate, and assemble. Our work is motivated by the problem of exchanging
sensitive (e.g., medical) data between autonomous agents, where it is crucial that
1. agents can define adjustable policies that regulate their peers’ uage of their data,
and 2. agents can decide to withhold the policy information that justify their actions,
because the policies themselves sometimes capture sensitive information.

Our framework is instantiated by runtime systems whose behaviour is unfolded at
runtime by multiple, autonomous agents communicating statements (carrying policy
information) and taking actions (whose effects connect to events that are external
to the regulated system). To maximise the applicability of our work to existing
literature, future implementations, and in existing systems, we do not fix the language
agents use to express policies. In general, it suffices for the language to meet our
minimal specification. Intuitively, each policy must be communicable in messages,
and determine the validity and effects of a given action. Crucially, agents agree
whether a given action is justified by a given policy at a given time. Hence, actors
can decide and prove that their actions are permitted, such that future auditors come
to the same decision. The space of justifications remains flexible, yet unambiguous,
because agents maintain consensus on the changing set of agreements which are the
basis of future actions.

We evaluated our framework in application to a representative case; we apply
a Rust implementation of JustAct in a runtime system and policy interpreter to
usage scenarios of brane, an existing medical workflow execution system. Desirable
features are reproduced successfully: data scientist users can define workflow tasks,
workers can execute them, while domain-checkers regulate the processing of domain-
controlled medical data. Users enjoy the typical benefits of brane: domain-policies
are programmable, and data-independent tasks complete concurrently. Moreover,
our approach affords greater expressivity and flexibility in the regulation of workflow
execution. For example, we demonstrate agents dynamically delegating their power
to authorise workflow tasks, and amending the roles of agents in workflow execution,
while preserving their consensus on which actions (in the past and future) are
permitted, and what are these actions’ effects on the medical data.

We discussed the generalisability of these findings to other systems, remarking on
the strengths and limitations of our approach. The strengths follow from systematising
the connection between agents and programmable policies, laying the groundwork for
unified approaches to various tasks that are difficult when they are separated; for
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example, our agents use policies to 1. formalise the connection between system events
and external sources of regulatory norms such as the GDPR, 2. audit the permission
of existing actions, 3. plan actions that have desirable effects, and 4. identify policy
amendments and changes that afford desirable actions.

There are two kinds of limitation to our work. Firstly, the additional flexibility and
dynamism our framework demands of the system comes at the cost of computational
complexity: agents striving to act must search for the missing statements, possibly
coercing them from their peers. To some extent, this is unavoidable, arising as a
necessity of systems being designed to exploit the novel flexibility we provide to the
dynamics between agents. However, the logical, systematic nature of our policies
affords the application of existing language-design and system-analysis techniques
to designing policy languages and policies to strike better compromises between
flexibility and simplicity. Secondly, we have identified extensions of this framework
that push it yet further in the direction of linking policies to agent behaviour. For
example, we see promise in future work extending the notion of permission; we want
statements to regulate how statements are communicated.

General Takeaways JustAct adapts our notion of cooperative specification to a
context where each agent decides if and how to share parts of the specification. The
key idea is that it suffices for agents to agree on how to decide if a given action is
permitted. We let this be defined by the agreement, the only part of the specification
that the agents keep perfectly synchronised, and which standardises their process of
auditing (the permission of) any action. The burden is on actors to present sufficient
policy information to justify their own actions on a case-by-case and need-to-know
basis. We demonstrate how JustAct is applied in the medical domain, where medical
metadata cannot always be shared, in order to protect the privacy of data subjects.
Here, the framework clarifies how data processing policies are amended and added
piecemeal, while clarifying how agents’ data processing is reliably audited.
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7

General Conclusion

7.1 Reflection on the Thesis Contributions

An Overview of the Findings Chapters 2 to 6 explored various specifications of
(data exchange) systems, and how these specifications could be used.

Chapter 2 showed how eflint specifications – which are formulated to mirror
legal concepts – could be reliably translated into a more abstract representation,
based on first-order logic – which connects to many other domains, and whose theory
and tooling are well-developed. We exploited this theory to address a weakness in
eflint’s existing semantics. Then we exploited this tooling to enable a powerful
new usage of the usual eflint specifications: users characterise eflint scenarios of
interest, and leave the difficult search process to automated tooling.

Chapter 3 showed how these same logical foundations could capture stakeholder
requirements in a new context, where agents cooperate to incrementally specify their
requirements on the system. The technical novelty was reusing the usual specification
rules for controlling how agents cooperate. Thus, a precisely defined language leads to
precise control over the cooperation. We showed how this framework was sufficiently
general to capture and combine various requirements on data exchange systems: legal
norms, archetypes, workflows, software events, and so on.

Chapter 4 generalised the framing of this cooperative specification problem to a
whole class of specification languages. We experimented with various combinations
of existing languages, control mechanisms, and usage scenarios. We found that
different languages resolved the fundamental tensions between different ideal language
qualities by making different trade-offs. We found cases where each language had its
own interesting applications. We proposed Seaso and Slick as two new cooperative
specification languages, that make new trade-offs between existing language features.

Chapter 5 showed that the incremental, cooperative specification of the system
could be interleaved with its automated enforcement, even when agents are distributed
over a (physical) network. In this case, specifications are protocols, specifying the
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messages in flight over time, in a bespoke protocol language: PDL. To make this
possible, we co-designed PDL with the distributed runtime system, such that the
protocols and the runtime have key properties, which we formalised and verified with
Coq. Firstly, the PDL semantics is (de)compositional: we proved that composing PDL
protocols intersects accepted behaviours. This made it possible for agents to reason
about behaviour in ignorance of their peers’ protocols. Secondly, the runtime system
was restricted to constructive behaviours, which are accepted by definition, but which
are computable from the protocol itself. This made the runtime implementation
feasible, because it let the protocols ‘guide’ the system behaviour at runtime.

Chapter 6 defined the JustAct framework, which combines the language-agnostic
cooperative specification framework of Chapter 4 with the coordinated distributed
system of Chapter 5. Here, specifications are policies, regulating agents’ actions. The
novelty was in how agents create, communicate, and reason about these specifications.
The framework systematises the balance between policy consistency on the one hand,
and agent autonomy on the other, as a function of which policies the agents agree to
synchronise. More permissive agreements let agents work more independently, because
they depend less on their peers. We show how our framework ensures flexibility
and reliability at the same time: inter-agent power dynamics are changed on the fly,
whenever agents synchronise new agreements. But nevertheless, agents can always
decide when they have collected enough evidence that an action is permitted, and
they can prove it to anyone forever, for example, to future auditors. We showed
how our prototype data exchange system recreated brane, an existing medical
workflow processing system, but our framework improved its flexibility and reliability.
For example, at runtime, we changed brane’s (previously hardcoded) involvement
relation between agents, workflow tasks, and datasets.

Specification-Centrism The contributions of this thesis explored many applica-
tions of the same idea: once you have a semantic model of the behaviour of your
system, many activities are unified in the manipulation of specifications of that model.
Through this lens, for example, Chapter 3 proposed that changing the specification
is system behaviour that should be specified. And Chapter 5 proposed that the
specification language is the network endpoint API.

Specification-centrism is promising, because it relates many important activities.
For example, because Chapter 2 lets Clingo programs model-check eflint norms and
Chapter 6 lets Slick policies control agent actions, relating eflint and Slick specific-
ations lays the groundwork for model-checking of agents’ actions. In general, the
more thoroughly we connect these activities, the more meaningful each specification
becomes, and the more facets of our systems we can design, predict, negotiate, and
control via the same typical formal methods, yielding the typical benefits.
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Contributions to Data Exchange The later chapters showed how several facets
of data exchange systems can be controlled and automated. Here, the specifications
played a vital role in making these systems practical. Firstly, they gave (human)
users intuitive and appropriate abstractions over data exchange systems, which
otherwise would be overwhelming in their complexity and rate of change. Secondly,
the precise semantics of specifications acted as contracts between users, such that
their disputes are resolvable, and between users and automated services, such that
humans retain control despite extensive automation. Thirdly, by centring systems
on the enforcement of specifications, flexibility becomes ‘programming’, which is an
area where we embrace change, perhaps in contrast to ‘system architecture’. I hope
that any data exchange systems deployed in reality have these qualities, so that we
understand how they work, we stay in control of what they do, and we do not waste
resources replacing them much more than we have to.

The early chapters showed how several requirements on data exchange systems
could be expressed via formal specifications. As usual, the results of this process are
useful, because they lay the groundwork for systematic analysis and verification. But
the process itself is also useful, because it exposes ambiguities and assumptions that
might have gone unnoticed until they caused serious harm. For this reason, I hope
that my work will convince newcomers to consider using some formal languages and
tools for their expression and reasoning. I believe that Lamport said it best.

A less obvious reason to improve your writing is to improve your thinking. [...] If
you think you understand something and don’t write down your ideas, you only
think you’re thinking. – dr. Leslie Lamport, on the 5 minute mentor podcast.

7.2 Avenues for Future Work

Despite my best efforts, lines of research exploded in several directions faster than
I was able to bring them together. As a result, you may have noticed that each
contribution chapter has its own long list of directions for future work. Here, I briefly
highlight the most promising ones.

• In some form, every contribution chapter explored the complex relationship
between ‘hard’ technical properties of a given specification language and the ‘soft’
usability qualities that emerged in certain application contexts. I consider it
important to continue investigating variations of these languages which improve
the explainability of semantic objects, because I believe this is one of the most
significant blockers to the adoption of these languages in practice. For example,
we discussed how our new semantics for eflint has many desirable qualities (e.g.,
enforced properties are easy to express via rules), but it still has shortcomings.

225



Notably, subtle contradictions are still too easy to express, and they impede
explainability too significantly. We have explored ways to improve explainability
(e.g., by switching to the well-founded semantics), but they require sacrificing
other qualities. Are there better semantic foundations that will let these qualities
coexist? Are there better ways for us to think about explainability?

• Now that we have explored which facets of policies we can connect to notions of
‘permission’ of systemic actions (in Chapter 6), can we reconnect these policies
to legal theories. Recall that this question was the impetus behind flint and
eflint in the first place (in Chapter 2). Are flint and eflint the best choices
for formalising legal norms in this context? Or does the simplicity of Slick, which
simplified our examples in Chapter 6, make complex policies easier for humans to
reason about? Perhaps the ideal normative specification language has a mix of
these features. More experimentation and case studies are required.

• Now that we have found ways to integrate specifications deeply into our runtime
systems, it has become particularly appealing to automate the search for
desirable specifications. Most immediately, we want to encode the search for
Slick specifications (as in Chapter 6) as search problems in Clingo (as in Chapter 2).
We have done some preliminary exploration, but we had no results that warranted
inclusion in the thesis. Many different approaches are also conceivable, and may
be superior. For example, are Maude’s rewrite rules a better fit than Clingo’s
inference rules? What cases of ‘desirable’ can we express and support?

• Coq allowed us to precisely formulate and prove vital properties of Reowolf’s
language and runtime system. We hope to apply this approach to machine-
verifying more aspects of our data exchange systems, e.g., particular
systems instantiating our JustAct framework. The first steps are clear; we can
encode the existing properties and requirements of the JustAct framework in Coq.
But what comes next? Which requirements on these systems are really needed
in practice, and for which of them are Coq proofs possible and necessary? Is it
productive to try and bring these verification activities (e.g., in Coq) closer to the
specification-writing activities that our agents already perform (e.g., in Slick)?

• When should generative AI help users to write specifications? We hope to
benefit from the creativity of generative AI while mitigating its unpredictability
with our usual symbolic reasoning. We imagine agents in Chapter 6 prompting
AI tools to recommend policies that, when stated, would achieve new goals, e.g.,
‘write a Slick statement that justifies my processing of Bob’s X-Ray data’.

At the time of writing, it is my intention to do much of this future work myself.
But I welcome others to join in or to beat me to it, if they haven’t already.
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Summary

Various industrial and research projects are underway, developing organisations,
infrastructure, and software to support the safe sharing and processing of data across
organisational boundaries. These support various use cases. For example, universities
collect data from hospitals to study their records on rare medical diseases, and airline
companies trade aircraft sensor data to optimise aircraft maintenance. Some projects
aim to bring these efforts and their developments together by developing common
procedural standards, sharing platforms, and software frameworks. In general, all
these developments must enforce the accountability of the data consumers, to enable
the enforcement of organisational and legal norms such as data protection regulations.
And moreover, the developments must remain flexible to changes in the norms, so
that the systems stay under control as laws are amended or as users come and go.

As part of the work behind the AMdEX-Fieldlab and AMdEX-DMI projects, this
thesis develops formalisms and tools for case-generic, safe, and flexible data exchange
software systems. Several contributions are included; they have in common that they
centre the control and reasoning about the system’s behaviour around the incremental
manipulation and analysis of shared specifications of how the system and its users
are permitted to behave. The first contribution chapter improves the existing eflint
specification language. This clarifies the connection between legal norms and logical
models of system behaviour, and it opens the way for new forms of automated case
analysis. The middle chapters develop and study new eflint-like languages which
support the safe refinement of the shared specification by multiple agents with limited
knowledge of one other. For example, a legal expert can formalise the legal notion
of ‘conditional consent to data processing’, and can specify the ways in which the
defined conditions may be changed by system administrators and data controllers,
depending on their relation to the data in question. The last contribution chapters
co-design protocol and policy specification languages with software frameworks and
runtime systems, such that safety and flexibility are preserved when the users and
their specifications are physically distributed over computer networks.
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Samenvatting

Verschillende industriële en onderzoeksprojecten zijn aan de gang met het ontwikkelen van
organisaties, infrastructuur en software om data veilig te delen en te verwerken buiten
de grenzen van een organisatie. Hiermee worden verscheidene casussen ondersteund. Zo
verzamelen universiteiten data van ziekenhuizen om die te bestuderen voor het detecteren
van zeldzame ziektes, en wisselen luchtvaartmaatschappijen onderling data van sensoren om
vliegtuigonderhoud te optimaliseren. Bepaalde projecten hebben als doel om deze inspannin-
gen en de bijbehorende uitkomsten te verenigen via de ontwikkeling van gemeenschappelijke
procedurele standaarden, deelplatformen en software raamwerken. In het algemeen moeten
al deze ontwikkelingen de verantwoordelijkheid van de gegevensverwerkers kunnen afdwingen,
zodat naleving van organisatorische en wettelijke normen, zoals regelgeving voor gegevens-
bescherming, gewaarborgd blijft. Daarbij moeten de ontwikkelingen flexibel blijven om
verandering van normen te ondersteunen, zodat de onderliggende systemen beheersbaar
blijven wanneer wetten worden aangepast en wanneer gebruikers komen en gaan.

Als onderdeel van het werk binnen de AMdEX-Fieldlab en AMdEX-DMI projecten
ontwikkelt dit proefschrift formaliseringen en hulpmiddelen voor de ontwikkeling van casus-
onafhankelijke, veilig en flexibele software systemen die gericht zijn op het uitwisselen
van gegevens. Verschillende bijdrages hebben gemeen dat de focus ligt op het controleren
en redeneren van en over het gedrag van het systeem ten opzichte van de incrementele
manipulatie en analyse van gedeelde specificaties die beschrijven hoe een systeem en de
gebruikers zich dienen te gedragen. Het eerste bijdragende hoofdstuk verbetert de bestaande
specificatie language genaamd eflint. Dit verheldert de connectie tussen juridische normen
en logische modellen van systeemgedrag. Ook maakt het nieuwe vormen van geautomatiseerde
casusanalyse mogelijk. De middelste hoofdstukken ontwikkelen en bestuderen nieuwe, op
eflint geïnspireerde talen die het mogelijk maken dat meerdere partijen, met beperkte
kennis van elkaar, veilig de gedeelde specificatie kunnen verfijnen. Zo kan een juridisch expert
het concept van ’voorwaardelijke toestemming tot gegevensverwerking’ formaliseren, en kan
de expert specificeren hoe de condities aangepast kunnen worden door systeembeheerders en
verwerkingsverantwoordelijke. De laatste bijdragende hoofdstukken ontwikkelen specificatie-
talen voor protocollen en beleidsregels samen met software raamwerken en uitvoersystemen,
zodat de veiligheid en flexibiliteit behouden blijven wanneer gebruikers en hun specificaties
fysiek verdeeld zijn over computernetwerken.

228



Glossary and Abbreviations

AI Artificial intelligence refers to a wide range of research topics and technologies.
Historically, it characterised sophisticated symbolic reasoning engines, but
more recently it is mostly used to refer to very large neural networks, e.g., for
generating natural language text from prompts. 1, 240

Alloy is a constraint- and relation-based specification language used to model and
specify software systems and domain-specific languages [He06, Jac19, Jac03,
MP15]. The AlloyAnalyzer tool model-checks Alloy specifications. See the
website at https://alloytools.org for details. 7, 9, 11, 12, 60, 95, 99, 102,
111–117, 125–129, 131, 134, 137, 139–141, 229

AlloyAnalyzer is the standard analyser of Alloy specifications. Users direct its
bounded search for instances satisfying the given Alloy specification. 112, 113,
115, 129, 229

AMdEX The Amsterdam Data Exchange refers to a sequence of research projects
AMdEX-Fieldlab and AMdEX-DMI, which develop(ed) knowledge and tools for
case-generic, safe, lawful, and inter-organisational exchange of data. AMdEX
includes primary research (mostly at UvA) alongside efforts of standardisation,
implementation, and application work with industrial partners such as KPMG.
The AMdEX website is https://amdex.eu. Here, and in Chapter 6, AMdEX
also refers to the consortium of the stakeholders and members in these projects.
Sometimes, AMdEX refers to an organisation that stewards the adoption and
maintenance of the AMdEX developments. iv, 3, 7, 12, 229, 232, 234, 237

AMdEX-DMI succeeds the AMdEX-Fieldlab project that began in 2024 (Dutch
Metropolitan Innovations ecosystem for smart and sustainable cities, made
possible by the Nationaal Groeifonds) and focused on the operationalisation
and standardisation of data exchange technology within the DMI ecosystem.
iii, 3, 58, 227–230
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AMdEX-Fieldlab is an EU project which ran from 2021–2023 (Kansen Voor West
EFRO grant KVW00309 at https://competition-cases.ec.europa.eu/case
s/SA.62475) that funded my PhD research. The project mixed fundamental
research at the UvA with standardisation, implementation, and testing word
alongide industrial partners such as KPMG. The project was succeeded by the
AMdEX-DMI project. iii, 3, 58, 227–229, 232

API Application Programmer Interface is a generic term for any description of the
interface between a programmer and an application. APIs may be function
signatures, a formal language, constraints, or communication protocols. 143,
145–147, 161, 166, 224, 230, 231, 234

brane is a modular and distributed workflow processing system, implemented in
Rust, that separates the concerns of specialised users: software developers
provide containerised functions, data scientists define workflows, and system
administrators maintain the worker processes [VCB21]. Originally, brane
was styled ‘Brane’ and it abbreviated nothing [VCB21]. brane has been
reappropriated as main component of the EPI framework, which focuses on
medical workflow processing. 9, 14, 167–170, 195–202, 206, 208, 211–215, 217,
218, 221, 224, 236

BSD The Berkeley Software Distribution refers to an operating system (and its
variants) developed in Berkeley. Its socket API was widely adopted, and
influenced the Reowolf project. 9, 12, 13, 145, 166, 231, 236

BSP Bulk Synchronous Parallel is a processing model for distributed computer
systems [CFSV95]. Work is spread over linear supersteps, within which, each
process works on local data, and between which, processes send and receive
messages. 164

CCI Complex Cyber Infrastructures is a research group, previously led by prof. dr.
ir. C.T.A.M. (Cees) de Laat and currently led by prof. dr. Sander Klous, at the
Informatics Institute of the UvA. I am a group member, along with frequent
co-authors Tim Müller and Thomas van Binsbergen. iv, 234, 238

Clasp is an answer-set solver of grounded logic programs [GKS12]. Together, Clasp
and Gringo form the Clingo solver. 52, 233

Clingo refers to an answer-set logic programming language and its solver tool, and is
a major part of Potassco. Clingo is used to model complex search problems;
search steps and constraints coincide in Clingo rules. Clingo is used extensively
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in Chapter 2, but it remains relevant in the later chapters also. iv, 8–10, 17, 21,
22, 24–32, 35, 36, 38–42, 46, 47, 49, 51–56, 71, 89, 106, 108, 126, 132, 137, 139,
173, 217, 224, 226, 230, 231, 233, 235, 240

connector is the API of the Connector Runtime that is similar to the BSD socket API,
but it emphasises configurable multi-party sessions by being oriented around
PDL protocols. 9, 12, 13, 143, 145–147, 165, 166, 231, 236

Connector Runtime is the distributed runtime system interfaced by connectors. The
Connector Runtime unfolds rounds of communication behaviour by executing
the session protocol, expressed in PDL. 7, 13, 14, 143, 145, 146, 160–162, 164,
166, 231, 235, 236

Coq is a dependently-typed functional specification language and proof assistant
developed at Inria. Coq is used to model and reason about systems, e.g., which
model software systems. Coq formalises the definitions and proofs in Chapter 5.
The Coq has very recently been renamed to Rocq. 13, 135, 137, 143, 145, 146,
224, 226, 233, 236, 246–253

Core eflint is an EDSL in Clingo developed in Chapter 2 to serve as a core language
for eflint and an intermediate representation in our translation from concrete
eflint. 21, 22, 30–32, 38, 39, 41, 51, 52, 54–56

CWI The Centrum Wiskunde & Informatica (English: Center (of) Mathematics &
Informatics) is a Dutch research institute based in Amsterdam. I worked there
as a scientific programmer in 2019–2020, working on the Reo compiler and the
first phase of the Reowolf project. iii, iv, 8, 13, 233, 236

Datalog is a simple logic programming language that has changed little since it was
first presented decades ago. Since then, there have been many developments of
variants of the language and tools (of these variants) for all sorts of modelling
and reasoning problems. [CGT89] gives a good introduction of the state of the
art in 1989. [MTKW18] gives a more modern overview. 7, 9, 10, 12, 24, 26, 53,
60, 62, 65, 71, 88, 92–94, 99, 102, 105–110, 114, 115, 117, 123, 125–134, 137,
139–141, 169, 172, 173, 220, 231, 237

Datalog¬ is one name for the common extension of Datalog to include weak negation:
conditions may be negated with (¬), and each ¬x holds if and only if x is false,
i.e., not inferrable from program rules. 169, 172–176, 190–193

DIPG Diffuse Intrinsic Pontine Glioma is a rare disease, a kind of brain tumour
in children. Its study motivated the development of a large medical data
consortium [BBL+17]. 1, 2
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DMI The Dutch Metropolitan Innovations Ecosystem consists of various projects
and organisations concerned with social and infrastructural projects in urban
Dutch environments. DMI became affiliated with AMdEX in 2021. 43, 229, 232

DSL A domain-specific language is a (formal) language designed for the needs of a
particular application domain. For example, eflint is a DSL specific to the
domain of cyber-social norms, which is reflected in its abstractions of power,
duty, action, obligation, and so on. 18, 111, 232

EDSL An embedded DSL is a language that is encoded entirely within another host
language. EDSLs are implemented as software libraries, but they are used as
DSLs: they define a new semantic abstraction. We define Core eflint as an
EDSL in Chapter 2. 29, 231, 232, 234, 235, 238

eflint Executable flint is a domain-specific language for modelling and specifying
norms in cyber-social systems. It was developed for case analysis of flint
specifications in the SSPDDP project, and then presented in [vBLvDvE20].
eflint is the subject of Chapter 2. 6–12, 17–24, 26, 27, 29–36, 38–47, 49, 52–56,
59, 60, 64, 79, 87, 93, 94, 99–102, 111, 116–132, 134–141, 172, 191, 223–228,
231–234, 236, 237, 239–241

EPI the Enabling Personalised Intervention project, whose homepage is https:

//enablingpersonalizedinterventions.nl, studied the safe sharing and
processing of medical data between organisations. Members of EPI and EPI
overlappned and collaborated extensively. iii, 169, 195, 197, 219, 230, 232, 237

Esterel is a synchronous protocol specification language designed for real-time reactive
computer systems. Research on Esterel emphasises static composition of im-
perative, message-passing programs, such that the resulting program’s runtime
behaviour is efficient and predictable. Esterel influenced our formalisation of
PDL in Chapter 5. 9, 143, 144, 163

EU The European Union is a political entity comprised of European countries. The
EU or the Netherlands in particular funded most research projects relevant to
this thesis, including AMdEX-Fieldlab, Reowolf, and SSPDDP. Consequently,
many of these projects’ developments are guided by EU law; e.g., eflint has
seen extensive application to the EU GDPR. 1–3, 58, 100, 171, 230, 232, 233,
235

FIEVeL Functions for Institutionalized Environments Verification Language is a
language for specifying the policies of multi-party institutions, affording their
model-checking against properties via translation to promela. 9, 94, 172
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flint is a knowledge representation language for social norms, developed first at
the CWI, and later (jointly) at the UvA law school and informatics institute.
In [vDvdSvE16], flint abbreviated Formal Language for the Interpretation of
Normative Theories, but recent works on flint and eflint like [vBLvDvE20]
do not expand the abbreviation.. 7–9, 226, 232

FOPL First-Order Predicate Logic is a formal system or language, attributing
semantic meaning to syntactic formulae built from logical variables (e.g., X
and Y ), propositional connectives (e.g., → and ∨), and quantification and
checking of members of predicates (e.g., ∀x, P (x)→ Q(x)). 84–86

GDPR The EU General Data Protection Regulation is an EU law that governs how
personal data of individuals in the EU is collected, used, and protected [Eur16].
Much work relevant to this thesis formalises and enforces theses kinds of laws,
so GDPR articles are often used in examples. 58, 59, 63, 64, 100, 111, 171, 222,
232

Gringo is a grounder of logic programs with variables, i.e., generating equivalent
variable-free rules [GHK+15,HLY13]. Together, Clasp and Gringo form the
Clingo solver. 52, 230

Haskell a statically-typed, lazily-evaluated, and pure functional programming lan-
guage. Haskell is the implementation language of (both versions of) the eflint
interpreter. 11, 18, 30, 40, 41, 135, 136, 165, 248, 249

Inria The French Institute for Research in Computer Science and Automation (French:
Institut national de recherche en sciences et technologies du numérique) develops
Coq, which enabled our work in Chapter 5, and hosts several of my colleagues;
notably, dr. Benjamin Lion is my co-author of [ELHA25], and prof. dr. Benoit
Combemale is in my thesis opposition committee. 231

IoT The Internet of Things refers to research into small and specialised networked
devices [REC+15], e.g., sensors and smart kitchen appliances. 165, 171

IP Internet Protocol is a packet-switching protocol in the network layer of the OSI
stack, where messages are routed and (de)fragmented. IP remains integral to
computer networks. 146, 161, 170, 233

IPv4 Version 4 of IP, which remains prevalent since its creation in the 1980’s. 146
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ISO The International Organisation for Standardisation is responsible for many
notable international standards, such as the OSI model of layered computer
network communication systems. 235

Java is a memory-managed, object-oriented, and general-purpose programming lan-
guage, which is traditionally compiled to Java Bytecode, which is executed by
the JVM. Java remains popular for large-scale and industrial applications. 11,
12, 102, 135, 234

JSON Javascript Object Notation is a textual data format of (nested) arrays and
lists. JSON is widely adopted for (de)serialisation of data for network transport
or simple EDSLs. For example, the network API of the server wrapping the
eflint interpreter is embedded in JSON. 235

JustAct is a multi-agent runtime system framework ‘where agents justify their actions’.
Its is the subject of Chapter 6. 9, 14, 16, 167, 173, 177, 180–183, 185, 187, 188,
190, 192, 195, 209, 213, 214, 218, 220–222, 224, 226, 236

JVM the Java Virtual Machine is an intepreter of Java bytecode. The JVM provides
a platform-agnostic abstraction and compilation target for Java compilers. 234

KPMG is a multi-national financial accountancy and consultancy firm originally
named after its founders (Klynveld, Peat, Marwick, and Goerdeler). KPMG
participates in AMdEX, e.g., via prof. dr. Sander Klous, the group leader of
CCI. 229, 230

Maude is a specification language and toolchain based on a rewriting logic. See the
article [CDE+03] and the webpage https://maude.cs.illinois.edu/wiki/The

_Maude_System for more details. Maude is used for modular and specification
and model-checking of complex dynamic (software) systems. 89, 226

MPI The Message Passing Interface is an open API standard for multi-process
computer systems which is maintained by the MPI forum (https://www.mp
i-forum.org). The MPI standard prescribes (abstract) syntax and (partial)
semantics of MPI implementations, which exist and are used in various languages
such as Java and Python. 164, 165, 234

MPST Multi-Party Session Types are a formal framework for specifying multi-party,
stateful, communication protocols. MPSTs are used to formalise, verify, and
check the safety of communication code, e.g., in Java programs. 165
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NGI The Next Generation Internet is a part of the EU’s Horizon Europe research
initiative running from 2021 to 2027. NGI funded the Reowolf project which is
relevant to Chapter 5. 236

nuXmv The New (ν ‘nu’) Extended Symbolic Model Verifier refers to a finite-state
symbolic model checker tool and its input language. 55, 89

ODRL The Open Digital Rights Language is an EDSL in XML or JSON used to
specify policies describing the permissions for use of (digital) resources. The
ODRL information model is available at www.w3.org/TR/odrl-model. 64, 171

OSI The Open Systems Interconnection is an ISO model that organises computer-
networked system communications into seven distinct layers: 1. physical, 2. link,
3. network, 4. transport, 5. session, 6. presentation, 7. and application. This
model is influential. E.g., we see the Connector Runtime as spanning the
transport and session layers. 165, 233, 234, 237

PDL Reowolf’s Protocol Description Language is used to specify synchronous message
communications in multi-party networks. The language was developed as part
of the Reowolf project, and the formalisation and analysis of the language is
the primary concern of Chapter 5. 7, 9, 13, 14, 143, 145–148, 150, 154, 157–166,
224, 231, 232, 235, 249, 252, 253

PDL Runtime is a specification of runtime systems, that execute PDL protocols,
contributed in Chapter 5. 143, 145, 147, 148, 153, 155, 158–162, 164, 165, 247

Potassco The Potsdam Answer-Set Solving Collection (https://potassco.org)
was developed at the University of Potsdam, and consists of a set of related
answer-set solving tools, of which the Clingo solver is the most prominent. 230

Prolog is an influential logic-programming language that is extensively applied to
modelling and reasoning about systems. Prolog programs are comprised of
declarative rules modelling steps of deductive inference, but some constructs
(e.g., the ‘cut’ operator) let programmers guide and optimise program evaluation.
Many Prolog variants and tools exist, e.g., the SWI Prolog interpreter at
https://www.swi-prolog.org. 60, 62, 65, 72, 73, 94, 188

promela Process or Protocol Meta Language is a language used to model message-
passing programs, and to verify their properties using the spin model-checker.
232, 237
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Python is a high-level memory-managed scripting language. Traditionally, it was
interpreted, and favoured a procedural style. But various tools have diversified
its usages; e.g., Python also offers object-oriented and functional language
features, and Python programs can be statically type-checked and compiled.
41, 65, 165, 234

Reo is a synchronous, exogenous protocol specification language developed at CWI.
Protocols are expressed as constraints on the data flowing between logical ports
over logical instants. Reo is a major inspiration behind the Reowolf project
relevant to Chapter 5. 9, 12, 13, 143–146, 162–164, 231, 236

Reowolf is a research project, whose website is https://www.reowolf.net, hosted at
CWI and funded by the NGI zero PET, Pointer, and Assure funds. Reowolf
developed a aimed to replace BSD sockets with connector in multi-party com-
munications on the next-generation Internet, by lettings users specify network
communications in Reo-like protocols. Reowolf is named in reference to Reo,
the Beowulf. iii, 9, 12, 13, 143–146, 162–166, 226, 230–232, 235, 236, 246

REPL A read-evaluate-print loop is an interactive program that creates the abstrac-
tion of a persistent environment which the user can affect and inspect via
commands or instructions. E.g., the original eflint interpreter is a REPL,
letting the user (interleavedly) trigger events, amend the specification, and
inspect the current state and runtime history. 41

Rocq is the new name of the Coq language and prover. 13, 231

Rust is a statically-typed, systems programming language. Rust’s unique memory
management system (‘the borrow checker’) performs most memory manage-
ment at compile time. Rust is the implementation language of the brane
services [VCB21], the Connector Runtime [EH24], our JustAct reproduction of
brane in Chapter 6, and the Seaso and Slick interpreters in Chapter 4. 65,
135, 145, 160, 165, 170, 182, 185–187, 189, 190, 193–195, 221, 230, 236, 249

SAT The Boolean Satisfiability problem is fundamental in theoretical computer
science and logic research: is a given logical formulae satisfiable by any model,
i.e., assignment of Boolean values to logical variables?. 95

SDN Software Defined Networks is a research area focusing on designing and exploit-
ing specifications of computer networks in software, making the networks easier
to (re)configure and analyse. 165
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Seaso is a specification language designed for the incremental and cooperative
specification of data exchange systems. The language is named after an abbre-
viation of its statements: seal, emit (and so on). The design and application of
Seaso is the focus of Chapter 3. 7, 9–12, 14, 26, 57, 60, 61, 65–75, 77, 79, 82,
84–89, 91–97, 99, 110, 125, 130–134, 139–141, 223, 236, 237, 244

Slick is a Seaso variant developed in Chapter 4 for the case study in Chapter 6, by
emphasising brevity, flexibility, and composability of program rules. 7, 9, 12,
99, 125, 133–135, 139–141, 169, 170, 180, 181, 186, 190–192, 194, 195, 198, 199,
205, 208, 211–214, 217, 223, 224, 226, 236

SMT Satisfiability Modulo Theories extends SMT solving with specialised reasoning
for particular theories that are common in practice, e.g., integer arithmetic,
finite text strings, arrays, and so on. 55, 237

Soufflé is a Datalog-based logic programming language and reasoning engine that
are often used for static system analysis, e.g., of network topologies. 53

spin The Simple Promela Interpreter simulates promela programs and generates
implementations in the C language, e.g., which can then be model-checked. 235

SSPDDP Secure Scalable Policy-enforced Distributed Data Processing preceded
AMdEX, focused on logistical use cases, and led to the creation of eflint. 232

SURF is an organisation that develops and maintains computer and network in-
frastructure supporting research in the Netherlands; accordingly, SURF is a
member of AMdEX and EPI consortia. Their webpage is https://www.surf.nl.
Their name abbreviates ‘cooperative university computer facilities’ (Dutch:
Samenwerkende Universitaire Rekenfaciliteiten). 197, 202, 204, 207–213, 216,
218, 219

Symboleo is a normative modelling and specification language focused on (business)
contracts. 9, 64, 65, 94, 172

TCP The Transmission Control Protocol is a popular two-party communication
protocol in the transport layer of the OSI stack. The main idea is that a stream
of bytes are incrementally transmitted from each party to their peer. TCP is
often contrasted to UDP. 12, 237

UDP The User Datagram Protocol is a popular two-party communication protocol
in the transport layer of the OSI stack. The main idea is that datagrams (byte
sequences) are exchanged in both directions without guarantees about their
ordering or delivery. UDP is often contrasted to TCP. 12, 146, 170, 237
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UML Unified Modelling Language is a ubiquitous modelling language for representing
various facets of (software) systems graphically. Different kinds of UML diagram
exist for representing different facets; e.g., component diagrams visualise sys-
tems as decomposed into loosely-coupled (communicating) components, while
sequence diagrams lay the messages communicated between discrate agents
over time. 95, 111

UvA The University of Amsterdam (Dutch: Universiteit van Amsterdam) is a Dutch
research university. The CCI group in the UvA informatics institute hosted me
during my time as a PhD student (Dutch: promovendus). iii, iv, 3, 11, 58, 229,
230, 233, 238

XACML Extensible Access Control Markup Language [ANP+03] is a software frame-
work and EDSL in XML for specifying access control, i.e., conditional permission
of access to resources. The work is collated in standard documents; version 3 is
available at https://docs.oasis-open.org/xacml/3.0/xacml-3.0-core-spe

c-os-en.html. The XACML framework is influential, e.g., many systems have
been designed around XACML roles such as ‘policy decision point’ and ‘policy
administration point’. 4, 64, 171

XML Extensible Markup Language is a system for structured textual information
often used to embed EDSLs and for transport over networks. 235, 238
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Appendices

A An Account of the Situation, Event, and Fluent Calculi

Here, we briefly overview three related logical theories for dynamic systems which
have influenced eflint, so their influence is evident in our state traces in Section 2.4.

Many logical theories have been developed to model and evaluate dynamic systems.
These theories are inter-related, and have influenced the foundations and usage of
normative specifications. We focus on the situation, event, and fluent calculi and their
(partially overlapping) concepts. These three theories formalise essentially comparable
ideas. For example, states are related to fluents by the holds relation. Intuitively,
fluents are Boolean variables whose truth can be added and removed to/from states.
These effects arise from events (sometimes called actions). Each theory represents
a unique trade-off between which concepts are fundamental, which concepts can be
(elegantly) expressed, and which queries can be (efficiently) evaluated. In its own way,
each theory addresses the frame problem [Ams88]: how can the values of fluents be
efficiently expressed and computed if, in the worst case, each event affects each fluent?
Naïve solutions generally exhibit combinatorial explosion. Each of these theories
builds a unique solution by starting from the same practical assumption [Pea94]: each
event typically affects only a small subset of the large universe of fluents.

Situation Calculus John McCarthy proposed the situation calculus for expressing
and reasoning about (laws regulating) causal events in 1963 [McC63], but more recent
writings [McC02] are more accessible. Reasoning is oriented around situations: lists
of prior events since the unique and trivial initial situation. Thus, each situation has
a unique, resulting state. Terms and formulae are often defined via induction on the
structure of situations. For example, fluents are evaluated by unfolding the situation
and reducing (the terms defining) the effects of prior events. Situations afford the
robust expression and comparison of alternative actions because each situation fixes
its own history of prior events. However, the discrete structure of situations made it
cumbersome for modelling continuous time, and to change events across situations.
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Reasoning is also complicated by the presence of transpositions: the same states
resulting from different situations.

Event Calculus The event calculus addressed the pragmatic challenges that arose
in certain applications of the situation calculus. Events and states are inter-related
indirectly: each occurs at a time and time(point)s are ordered. Each fluent is true
at time t if, until t, its truth was added more recently than it was removed. This
approach makes it natural to orthogonalise the definitions of different events and their
effects on fluents, and it neatly generalises to continuous time or simultaneous events.
Naturally, the event calculus is more cumbersome in cases where situations are the
most natural representation of knowledge. For example, to support the common
problem of planning the actions of AI agents to reach states with given properties,
many steps of reasoning about the fluents and events are often needed.

Fluent Calculus The fluent calculus is explicitly motivated by a strong inter-
pretation of the frame problem: ‘to not apply separate inference steps for each
unaffected piece of knowledge’ [Thi00], i.e., both the expression and the computation
of events and states should be unencumbered by unrelated events and unaffected
fluents. The main idea is to identify states via the fluents themselves, such that
effects are defined as state-transformations, and fluents are evaluated by simplifying
these transformed state-terms. Intuitively, the evaluation of affected fluents is guided
by the syntax of terms defining the effects themselves. Like the situation calculus, the
fluent calculus focuses on orthogonalising unrelated events: a successor state axiom
defines the post-state of an action as the pre-state with the desired fluents added
and removed [ST06]. An example drawback is that diagnosing the events resulting
in a given state generally requires many inference steps and the comparison and
transformation of many state-terms, which may be large and complex.

B Example 2.1 Translated from eFLINT to Clingo in Full

The following Clingo ruleset is the result of translating the running example input
eflint specification and scenario Example 2.1. What is shown here is unaltered, i.e.,
reproducible via artefact [MEvB25], except that we have massaged the spacing of
terms, and preceded (clusters of) Clingo rules with explanatory comments.

Note that each rule in Definitions 2.1 and 2.4 with N conjunct consequents is
expressed as N Clingo rules. Also note that the scenario rules have an unnecessary
(but harmless) state(S) antecedent as an artefact of our translation of scenarios re-using
the translation function for specifications, where this antecedent is appropriate.
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– – – – – – – – – Part 1/4: fixed state trace semantic rules – – – – – – – – –
% (inter)state rules and constraints

state(1).

state(S) :- in(F,S).

state(S - 1) :- state(S) ; 1 < S.

:- state(S) ; not 0 < S.

% event calculus style inertia

in( F ,S + 1) :- in((add,F),S) ; not in((rem,F),S) ; state(S + 1).

in((add,F),S + 1) :- in((add,F),S) ; not in((rem,F),S) ; state(S + 1).

– – – – – – – – – Part 2/4: fixed core eflint semantic rules – – – – – – – – –
% UPPER top left

in((add, created(I)),S) :- in((create,I),S).

in((rem,terminated(I)),S) :- in((create,I),S).

% UPPER top right

in((rem, created(I)),S) :- in((terminate,I),S) ; not in((create,I),S).

in((add,terminated(I)),S) :- in((terminate,I),S) ; not in((create,I),S).

% UPPER left

in((rem, created(X)),S) :- in((obfuscate,X),S) ;

not in((terminate,I),S) ; not in((create,X),S).

in((rem,terminated(I)),S) :- in((obfuscate,X),S) ;

not in((terminate,I),S) ; not in((create,X),S).

% MIDDLE left

in((holds,I),S) :- in((created,I),S).

% MIDDLE bottom right

in((holds,I),S) :- in((derived,I),S) ;

not in((suppressed,I),S) ; not in((terminated,I),S).

% MIDDLE top right

in((enabled,I),S) :- in((holds,I),S) ; not in((suppressed,I),S).

% LOWER right

in((dutyViolation,I),S) :- in((violated,I),S) ; in((enabled,I),S).

% LOWER left

in((actViolation,I),S) :- in((actTrigger,I),S) ; not in((enabled,I),S).

– – – – – – – – – Part 3/4: translated specification rules – – – – – – – – –
% Act access ... Derived from (Foreach user,controls,instant:

% access(user,controls.dataset,instant))

in((derived,access(user(D),dataset(B),instant(C))),S) :- state(S) ;

in((enum,user(D)),S) ; in((enum,controls(user(A),dataset(B))),S) ;

in((enum,instant(C)),S).
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% Act access ... Creates (Foreach controls:

% must_notify(user,controls.controller,access(user,dataset,instant),instant + 10)

% Where controls.dataset == dataset)

in((create,must_notify(user(E),user(A),access(user(E),

dataset(C),instant(D)),instant((D + 10)))),S) :-

state(S) ; dataset(B) = dataset(C) ; in((enum,controls(user(A),dataset(B))),S) ;

in((trigger,access(user(E),dataset(C),instant(D))),S).

% access (implicitly) defined as an infinite type

in((enum,access(user(C),dataset(A),instant(B))),S) :- state(S) ;

in((holds,access(user(C),dataset(A),instant(B))),S).

% notify defined as an action type

in(actTrigger(access(user(C),dataset(A),instant(B))),S) :- state(S) ;

in((trigger,access(user(C),dataset(A),instant(B))),S).

% 'inbuilt' actor (implicitly) defined as an infinite type

in((enum,actor(A)),S) :- state(S) ; in((holds,actor(A)),S).

% Fact controls ... Derived from (Foreach dataset:

% controls(user("Admin"),dataset)

% Where Not(Exists user: user != user("Admin") && controls(user,dataset)))

in((derived,controls(user("Admin"),dataset(A))),S) :- state(S) ; not 0 < #count{

user(B) : #true ,not user(B) = user("Admin")

,in((holds,controls(user(B),dataset(A))),S) ,in((enum,user(B)),S) } ;

in((enum,dataset(A)),S).

% controls (implicitly) defined as an infinite type

in((enum,controls(user(A),dataset(B))),S) :- state(S) ;

in((holds,controls(user(A),dataset(B))),S).

% Fact dataset ... Derived from (Foreach controls: controls.dataset)

in((derived,dataset(B)),S) :- state(S) ; in((enum,controls(user(A),dataset(B))),S).

% dataset (implicitly) defined as an infinite type

in((enum,dataset(A)),S) :- state(S) ; in((holds,dataset(A)),S).

% elapsed (implicitly) defined as an infinite type

in((enum,elapsed(instant(A))),S) :- state(S) ; in((holds,elapsed(instant(A))),S).

% instant (implicitly) defined as an infinite type

in((enum,instant(A)),S) :- state(S) ; in((holds,instant(A)),S).

% 'inbuilt' int (implicitly) defined as an infinite type

in((enum,int(A)),S) :- state(S) ; in((holds,int(A)),S).
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% Duty must_notify ... Violated when Holds(elapsed(deadline))

in((violated,must_notify(user(G),user(E),access(D,C,B),instant(A))),S) :-

state(S) ; in((holds,elapsed(instant(A))),S) ;

in((enum,must_notify(user(G),user(E),access(D,C,B),instant(A))),S).

% instant (implicitly) defined as an infinite type

in((enum,must_notify(user(F),user(D),access(C,B,A),instant(E))),S) :- state(S) ;

in((holds,must_notify(user(F),user(D),access(C,B,A),instant(E))),S).

% Act notify ... Derived from (Foreach must_notify:

% notify(must_notify.user,must_notify.controller,must_notify))

in((derived,notify(user(A),user(B),must_notify(user(A),

user(B),access(E,D,C),instant(F)))),S) :-

state(S) ; in((enum,must_notify(user(A),user(B),access(E,D,C),instant(F))),S).

% Act notify ... Terminates must_notify

in((terminate,must_notify(D,C,B,A)),S) :- state(S) ;

in((trigger,notify(user(J),user(E),must_notify(D,C,B,A))),S).

% notify (implicitly) defined as an infinite type

in((enum,notify(user(F),user(A),must_notify(E,D,C,B))),S) :- state(S) ;

in((holds,notify(user(F),user(A),must_notify(E,D,C,B))),S).

% notify defined as an action type

in(actTrigger(notify(user(F),user(A),must_notify(E,D,C,B))),S) :- state(S) ;

in((trigger,notify(user(F),user(A),must_notify(E,D,C,B))),S).

% 'inbuilt' string (implicitly) defined as an infinite type

in((enum,string(A)),S) :- state(S) ; in((holds,string(A)),S).

% Fact user ... Derived from (Foreach controls: controls.controller)

in((derived,user(A)),S) :- state(S) ; in((enum,controls(user(A),dataset(B))),S).

% user defined as an action type

in((enum,user(A)),S) :- state(S) ; in((holds,user(A)),S).

– – – – – – – – – – Part 4/4: translated scenario rules – – – – – – – – – –
% the first four effects, labelling the first four transitions, respectively

in((create, dataset("X-Rays") ),1) :- state(S).

in((create,controls(user("Amy"),dataset("X-Rays") )),2) :- state(S).

in((create, user("Bob") ),3) :- state(S).

in((create, instant(9) ),4) :- state(S).

in((create, access(user("Bob"),dataset("X-Rays"),instant(9))),5) :- state(S).

% the terminus of (final transition in) the state trace is the 5th state

state(5).
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C One Seaso Denotation Computed in Full

We clarify the semantics of Seaso by detailing the computation of the denotation
of well-formed program s∗. For brevity in this section, we 1. use ai−j to abbreviate
atom set {ai, ai+1, ai+2, ..., aj}, 2. let A = a1−3, because all supersets of this A yield
the same result, and 3. omit the fixed program s∗ from all terms, for example, we
write (⟨s∗, ∅⟩ =⇒ a1−3) instead as (∅ =⇒ a1−3). Let s∗ consist of the following rules:

id rule in natural language
r1 rule(a1, a3−3, a2−2) a1 is true if a3 is true and a2 is false.
r2 rule(a2, ∅, a1−1) a2 is true if a1 is false.
r3 rule(a3, ∅, ∅) a3 is true.

The following shows the use of meta-rule big to prove membership of elements in
(=⇒) sufficient to compute the denotation. The premise of each meta-rule is another
proof tree, encoding a terminating path of (−→) steps. We omit these proofs, but we
suggest their contents by labelling each (−→) with the the relevant rule in r1−3, i.e.,
the rule bound to meta-variable sr when applying small.

⟨a1−3, ∅⟩
r3−−→ ⟨a1−3, a3−3⟩

r2−−→ ⟨a1−3, a2−3⟩
r1−−→ ⟨a1−3, a1−3⟩
a1−3 =⇒ a1−3

big

⟨∅, ∅⟩ r3−−→ ⟨∅, a3−3⟩
∅ =⇒ a3−3

big

⟨a1−2, ∅⟩
r3−−→ ⟨a1−2, a3−3⟩

r2−−→ ⟨a1−2, a2−3⟩
r1−−→ ⟨a1−2, a1−3⟩
a1−2 =⇒ a1−3

big

The following shows a proof tree whose results determine elements matching (i⇝ ...)
for i in 0–4. These suffice to compute the denotation ⟨a3−3, a1−2⟩, read as ‘a3 is
true, and a1−2 are unknown’. We use (⇁) to denote each set complement, i.e.,
(A1 ⇁ A2)↔ (A1 = A \A2). Finally, for brevity, we show the three premises of each
big application {n⇝ A1, A1 ⇁ A2, A2 =⇒ A3} as the chain (n⇝ A1 ⇁ A2 =⇒ A3).

alt step
alt step

alt step
alt step
alt base 0⇝ ∅⇁ a1−3 =⇒ a1−3

1⇝ a1−3 ⇁ ∅ =⇒ a1−3
2⇝ a1−3 ⇁ a2−3 =⇒ a1−3

3⇝ a1−3 ⇁ ∅ =⇒ a3−3
4⇝ a3−3

¬ill(s∗)
4%2 = 0

2⇝ a3−3

3⇝ a1−3

4⇝ a3−3

s∗ |= (a3−3, (a1−3 \ a3−3))
denotation

244



The intuition behind this linear proof tree is clarified by representing the alt step
instances as steps in a path through atom sets, one (A1 ⇁ A2 =⇒ A3) at a time.
The box encloses the beginnings of an alt step cycle of period 2, which repeats
forevermore; this is the alternating fixpoint, which alternates between atom sets a3−3

and a1−3. Note how these determine the denotation.

∅⇁ a1−3 =⇒ a1−3 ⇁ ∅ =⇒ a3−3 ⇁ a1−2 =⇒ a1−3 ⇁ ...

D Formalising Extra Data Exchange Archetypes in Seaso

Here, we give more examples formalising data exchange archetypes shown in Fig-
ure 3.1. For brevity, listings in this section omit prefix defn orgA(agent,context).

orgB(agent,context). orgC(agent,context). and the suffix seal computer. functionProvider .

consumer. parameterProvider .

Fragment D.1 (the ‘sharing results’ archetype).
rule computer(A,C), parameterProvider(A,C), functionProvider(A,C) :- orgA(A,C).

consumer(A,C) :- orgB(A,C).

Fragment D.2 (the ‘infrastructure as a service’ archetype).
rule consumer(A,C), parameterProvider(A,C), functionProvider(A,C) :- orgA(A,C).

computer(A,C) :- orgB(A,C).

Fragment D.3 (the ‘sharing data via a trusted third party’ archetype).
rule parameterProvider(A,C), :- orgA(A,C).

consumer(A,C), functionProvider(A,C) :- orgB(A,C).

computer(A,C) :- orgC(A,C).

Fragment D.4 (the ‘sharing code via a trusted third party’ archetype).
rule parameterProvider(A,C), functionProvider(A,C) :- orgA(A,C).

consumer(A,C) :- orgB(A,C).

computer(A,C) :- orgC(A,C).

Our approach includes the context parameter such that agent-roles may be con-
textualised. A motivating example is a system using a combination of archetypes.
For example, the following formalises a generalisation of archetypes Sharing data via
TTP and Share code and data via TTP. Intuitively, roles are contextualised by the
agent playing the functionProvider role.
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Fragment D.5 (a combination of two archetypes). This fragment creates a new
archetype by combining the existing archetypes ‘sharing data via a trusted third
party’ and ‘Share code and data via a trusted third party’. Intuitively, roles are
contextualised by the agent playing the functionProvider role.
defn context(agent).

rule parameterProvider(A,C) :- orgA(A,C).

consumer(A,C) :- orgB(A,C).

computer(A,C) :- orgC(A,C).

functionProvider(A,context(A)) :- context(A).

E Reowolf Terms in Chapter 5 vs. the Formalism in Coq

The definitions in this chapter correspond to those in a supplementary artefact: a
machine-checked Coq specification. The repository at https://zenodo.org/records
/14936561 includes the Coq file itself reowolf_formalism.v, as well as instructions
for installing Coq locally or via a Docker image.

Figure 1 shows the parameters of this formalisation. As our definitions are
otherwise constructive, these separate our specification from an (executable) imple-
mentation. The parametrisation of P and V is desirable, affording the choice of any
concrete port- and variable-types, e.g., in building a particular implementation. The
remaining three parameters can be understood as assumptions, scoping our formalism.
Equivalently, these properties are assumed but have no proofs yet. The first two
assumptions constrain the choice of P and V; they must form setoids, because our
proofs rely on being able to decide (in)equality of port pairs and variable pairs. The
final assumption requires the refinement of the memory-storage to some finite map
structure, for example, implemented via Coq’s inbuilt association lists or AVL trees.

Figure 2 shows the correspondences between the definitions in Chapter 5 to those
in the artefact, e.g., to help readers inspect the relevant Coq definitions.

in natural language in Section 5.3 notation definition in Coq
the port type P port in line 77
the variable type V var in line 77
decidable port equality ∀p p′ : P, p = p′ ∨ p ̸= p′ eq_dec_port in line 78
decidable var. equality ∀v v′ : V, v = v′ ∨ v ̸= v′ eq_dec_var in line 79
decidable mem. equality ∀σ σ′ : Σ, σ = σ′ ∨ σ ̸= σ′ eq_dec_memory in line 146

Figure 1: Parameters of our Reowolf formalism [ELH25], where each is marked by
the Parameter keyword.
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Term in Chapter 5 Term in the Coq Artefact
• D in Definition 5.1 data in line 71
• P in Definition 5.1 port in line 77
• V in Definition 5.3 var in line 77
• M in Definition 5.1 msg in line 82
• ≤ in Definition 5.7 leq_msg in line 93
• E in Figure 5.2 expression in line 114
• S in Figure 5.2 statement in line 121
• Σ in Definition 5.3 memory in line 142
• W in Definition 5.3 worker in line 152
• eval declared in the caption of Fig-

ure 5.3
eval in line 177

• ∆ in Definition 5.4 synchronicity in line 189
• update in Figure 5.3 update in line 223
• Definition 5.11 growing_msglist in line 572
• Definition 5.13 constant_msglist in line 585
• W m=⇒ W ′ in Definition 5.5 sync in line 708
• W m−→ W ′ in Definition 5.5 async in line 717
• Lemma 5.1 asynchronous_step_determinism in line 950
• W −→∗ W ′ in Section 5.3.3 apath in line 975
• Definition 5.9 round in line 988
• Definition 5.10 round_final_m in line 993
• Lemma 5.2 per_growing_round_a_cst in line 1677
• Lemma 5.3 cst_confluence in line 1468
• Theorem 5.1 round_determinism in line 1712
• Theorem 5.2 compositionality in line 1950
• Theorem 5.3 decompositionality in line 2090
• Definition 5.14 offered in line 2134
• Definition 5.15 constructive_round in line 2170
• Lemma 5.4 const_constructability in line 2454
• 2S in Figure 5.2 protocol in line 2512
• Definition 5.12 accepts in line 2537
• Definition 5.16 constructs in line 2541
• Theorem 5.4 acceptance_vs_construction in line 2735
• PDL Runtime C and signature

Definition 5.17 in Section 5.4.1
PdlRuntime record with fields {config, start,
proto, inject, run} in line 2752

• Property 5.1 initially_trivial_protocol in line 2763
• Property 5.2 injection_composes in line 2767
• Property 5.3 soundness in line 2774
• Property 5.4 completeness in line 2788
• Silent PDL Runtime in Section 5.4.2 silent_pdl_runtime in line 2763
• Proofs of Properties 5.1 to 5.3 and

inverse of Property 5.4 for the silent
PDL Runtime in Section 5.4.2
(only their existence is claimed)

silent_initially_trivial_protocol at line
2817, silent_injection_composes at line
2824, silent_soundness at line 2840, and
silent_incompleteness at line 2850 (resp.).

Figure 2: Corresponding terms between Chapter 5 and its artefact [ELH25].
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F Gentle Introduction to (Our Reowolf Formalism in) Coq

Here, we improve the accessibility of our Coq formalisation by briefly characterising
Coq formalisations in general, and ours in particular. This section is written to be
accessible to readers that are already somewhat familiar with functional programming,
but perhaps unfamiliar with the Coq language, dependently-typed functional pro-
gramming, or interactive proof assistants. Our goal is to demystify our formalism for
these readers. More complete explanations and demonstrations of Coq are plentiful
online; we can personally vouch for the quality of the first two volumes of the Software
Foundations book series [PCG+23a,PCG+23b] by Pierce et al.

Definitions, Terms, Types, and Functions

Each Coq program or specification is a sequence of statements. The most fundamental
statements define new terms. In Example F.1, := separates the identifier data from
the value nat. So this statement asserts the definitional equality between data and
Coq’s standard natural number type nat (see Section 5.2). As is often the case, the
type of the defined type is omitted, because Coq can infer it in context. Otherwise,
or for added readability, they can be stated explicitly. We would insert : Set after
data in Example F.1. Generally, terms can be annotated with type assertions in this
manner, e.g., : Set can also be inserted after nat in Example F.1.

Set is the type of ‘computable data types’, which is distinguished from Prop, the
type of ‘propositions’, which we address soon. For example, functional programs are
often written mostly in Set, and reasoned about in Prop, and Haskell and OCaml code
is generated by erasing all usages of Prop. Also, Type generalises Set and Prop.
Example F.1 (let data be the natural numbers).
Definition data := nat.

Terms are introduced with given types but without values using the Parameter

keyword. Example F.2 introduces port and var, the ports P and variables V in
Section 5.2. Subsequent definitions can use these terms, but they are opaque except
for their type. For example, they can be passed into functions expecting Set. The
idea is that these are arbitrary in our specification; our definitions and proofs never
‘look inside’ variables and ports, so users can choose any members of Set at all.
Example F.2 (take arbitrary data types, port and var).
Parameters port var : Set.

Example F.3 defines msg : Set, which corresponds to the ‘message maps’ or ‘mes-
sages’ typeM that is introduced in Section 5.2. Evidently, each member of msg is
a function, which evaluates to an optional data, where option is defined in the Coq
prelude, and produces a new type when applied to a type, i.e., it is a polymorphic
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type that is comparable to Maybe in Haskell or Option in Rust. Example F.3 also defines
write_msg, which is a pure function, but which models the mutation of msg elements.
The definition specifies how write_msg m p d terms can be normalised, i.e., simplified
to a unique term. The new term relies on eq_dec_port deciding whether or not the two
given ports, named p and p', are (syntactically) equivalent.

Example F.3 (message maps and writing messages).
Definition msg := port -> option data.

Definition write_msg (m: msg) (p: port) (d: data) : msg :=

fun p' => if eq_dec_port p p' then Some d else m p'.

Inductive Types and Constructor Functions

Example F.4 provides an inductive definition of two types: bin_op and expression.
Definitions such as these introduce a ‘type’ term T alongside a closed set of constructors,
either of type T, or functions to (functions to ...) type T. Like other functional
programming languages like Haskell, (only) constructor do not normalise when
applied to arguments. For example, although Const : data -> expression is a function,
Const 2 is in normal form: it cannot be simplified further. Note that constructor
Not (and others) construct expressions from (sub) expressions; expression, like many
inductive types, has infinitely many members, but each is some finite term. This
is an important distinction from, say, Haskell; Coq guarantees that every term of
every inductively defined type takes only finitely many step to normalise. Terms
without this property are introduced with other keywords like Coinductive , but our
formalisation does not use these, so we consider them no further.

Note that terms denoting (finite) terms of inductive types can be arbitrarily
large, but still, they are necessarily normalising. For example, using write_msg from
Example F.3, it is clear how to build arbitrarily large but finite terms of type msg,
e.g., matching write_msg (write_msg (write_msg ( ... ) p3 d3) p2 d2) p1 d1, by unfolding
and simplifying each of its function application subterms, in turn.

Example F.4 in particular formalises the abstract syntax of PDL expressions,
denoted as E in Figure 5.2, via an embedding as the Coq type expression. Consequently,
each element of type (uniquely) denotes a particular PDL expression. For example,
BinOp Add (Read v1) (Read v2) denotes the sum of data read from variables v1 and v2.

Example F.4 (PDL expression syntax).
Inductive bin_op := Add | Sub | Mul | Div | Mod | Eq | And | Or.

Inductive expression := Const (d : data)

| Read (v : var )

| BinOp (o : bin_op) (ex1 ex2 : expression)

| Not (ex : expression).
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Almost nothing is ‘intrinsic’ in Coq; even the ubiquitous natural numbers (nat),
polymorphic lists (list) and options (option) are user-definable. Example F.5 shows
their full definitions in the standard library, which are retrieved by letting the Coq
proof assistant evaluate the queries Print nat, Print option, and Print list.

Example F.5 (standard definitions of some familiar essentials).
Inductive nat : Set := O : nat | S : nat -> nat.

Inductive option (A : Type) : Type := Some : A -> option A | None : option A.

Inductive list (A : Type) : Type := nil : list A | cons : A -> list A -> list A.

Terms of Types vs. Proofs of Propositions

Example F.6 demonstrates the definition of a property (of msg pairs called m1 and m2),
i.e., a relation over msg. Evidently, this property is defined as a function over m1 and
m2 to Prop, which is the type of (logical) propositions. Example F.6 demonstrates how
these two worlds coincide in Coq, which emphasises the Curry-Howard correspondence:
types correspond to propositions, and their members correspond to proofs! The
constructs of Coq are intentionally designed to hammer this correspondence home.
For example, each x = y is syntactic sugar for eq x y, where eq is an inductively-defined
type that is essentially similar to expression in Example F.4. So leq_msg ultimately
returns terms in eq, the proposition that two terms are (syntactically) equivalent,
whose values are proofs of the proposition. Consequently, Example F.6 defines each
leq_msg m1 m2 as the proposition that, for each port p and data d, if the data m1 p is d,
then the data m2 p is also d. In natural language, we might say ‘proving leq_msg m1 m2

is proving that m1 has a subset of the messages in m2’.
To understand Example F.6, the final detail to explain is forall. This primitive

leverages Coq’s dependent type foundations. Conceptually, this language feature
is orthogonal to the Curry-Howard correspondence, but in practice, it enables the
expression of powerful properties. Precisely, forall (a : A), B is identical to A -> B

in that it defines a function from A to B, but only the former names the arbitrary
input value, such that it can be subsequently referred to. In the case of Example F.6,
forall p d, ... abbreviates forall (p: port), forall (d: data), ..., and binds p and d

for use in the term m1 p = Some d -> m2 p = Some d, whose root is ->: simultaneously a
function transformaing any proof of m1 p = Some d to a proof of m2 p = Some d and a
logical implication from left to right; if the former holds, then the latter holds.

When using Coq, it is useful to dance between these dual views on terms and types.
For example, leq_msg : msg -> msg -> Prop affords the logical interpretation of leq_msg

as ‘a property of msg pairs’. But leq_msg is also a Coq function, much like any other,
so any term of type leq_msg m1 m2 p : data -> Prop is a function that is applicable to
any data, which will produce a proof of a proposition as output. With this view,
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indeed, every definition proves something, but many are uninteresting. For example,
it is accurate to interpret Example F.1 as proving ‘an element of Set exists’.
Example F.6 (the less-than relation over message maps).
Definition leq_msg (m1 m2 : msg) : Prop :=

forall p d, m1 p = Some d -> m2 p = Some d.

Example F.7 showcases a simple usage of Coq’s Notation statements. Formally,
these do very little; they simply introduce new syntactic sugar for Coq expressions.
However, these kinds of notations are invaluable in practice, because they let Coq
terms even more closely mimic mathematical and logical conventions. For example,
note how Example F.6 relies on Coq’s standard = notation for the eq proposition.
Example F.7 lets each m1 <= m2 term more intuitively notate the term msq_eq m1 m2.
Example F.7 (defining a familiar notation for less-than).
Notation "m1 <= m2" := (leq_msg m1 m2) (at level 70).

Example F.8 defines leq_msg_refl , whose type encodes the (interesting) property
that the relation <= is reflexive. The type of leq_msg_refl encodes reflexivity in the
usual way: it relates every member of msg to itself. Equivalently, leq_msg_refl defines
a function which, given any m : msg, returns a proof of the proposition m <= m.

This definition is formulated as a lemma using the Lemma keyword. Coq offer Theorem

and Corollary as stylistic alternatives to Lemma. All of these are essentially similar to
Definition: they define a term of a given type. The only difference from Definition is
that Lemma accepts a type and then enters proof mode, where Coq accepts a radically
different input language from what we have seen so far, where the programmer details
the application of tactics. For example, unfold is a tactic, applied to the term msg_leq

via the <= notation. Ultimately, tactics let programmers guide Coq into the definition
of a term (i.e., a proof) via abstract prompting that are designed to mimic the
argumentation of mathematical proofs. Coq manages a (proof) context, containing a
set of premises (typed terms, i.e., proven propositions) and remaining proof goals
(obligations to prove propositions, i.e., typed ‘holes’). Most tactics are named to
suggest the mathematical argumentation they mimic. For example, the assumption

tactic simply completes the current goal T if there is any T-type premise already in
context (‘the goal follows trivially from a premise’) and destruct breaks one goal into
many, one for each possible of constructor of a given term.

The tactics proving Example F.8 can be roughly understood as 1. rewriting the
premise m <= m to forall p d, m p = some d -> m p = some d by unfolding the notation <=

and definition msg_leq; 2. removing forall m p d H from the goal and adding premises
m: msg; p: port, d: data, H: m p = some d, and finally; 3. reusing H to prove the only goal.
Example F.8 (a proof of reflexivity demonstrating basic tactics).
Lemma leq_msg_refl: forall m, m <= m.

Proof. unfold "<=". intros. assumption. Qed.
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Where the proof term leq_msg_refl is build by the Coq proof assistant, via the
programmer’s guidance with tactics, leq_msg_refl' in Example F.9 defines an identical
term ‘by hand’ via a definition. In fact, Definition leq_msg_refl' := leq_msg_refl would
have achieved the same result! Here, the handcrafted version is smaller and simpler.
But in general, in skilled hands, small and intuitive sequences of tactics can result
in monstrously complex proof terms. This is sometimes unavoidable; it is easy to
express succinct properties whose proofs require subtle argumentation in detail.
Example F.9 (‘hand-defining’ a proof term).
Definition leq_msg_refl' : forall m, m <= m :=

fun m p d (H: m p = Some d) => H.

Our formalism includes a great many lemmas proving all sorts of propositions.
Their proofs are often difficult to understand (even for us). But we rely on a quality
of Coq that is often implicitly understood between its users, but which should be
made explicit to newcomers: it often suffices to understand the proven proposition. In
other words, we are primarily concerned with formulating the propositions themselves
clearly, because they must often be understood by human readers. But seldom do
readers need to understand the argumentation behind a proof.

For example, asynchronous_step_determinism in Example F.10 formalises and proves
Lemma 5.1, whose importance to PDL is explained in Section 5.3.2. Primarily, we
focus on clarifying the property: whenever workers ws can asynchronous step to ws'

with some messages (async ws m ws'), then the step is preserved by adding to the
messages (async ws m ws' where m' <= m). Secondarily, the proof itself (between Proof.

and Qed.) walks the reader through the argumentation. Here, the proof is formatted
to reveal its structure, but we rely on Coq to organise the proof context, expecting
readers to do likewise. For example, without Coq, it is not obvious that H1 identifies
the premise async ws m ws'. But Coq makes this premise clear by tracking the context.
Example F.10 (a more realistic proof of a useful PDL property).
Lemma asynchronous_step_determinism:

forall ws m ws' m',

m <= m' ->

ws <> ws' ->

async ws m ws' ->

async ws m' ws'.

Proof.

intros. induction H1.

- pose proof (update_inv m m' w w'). apply Async0. apply H2.

+ apply (list_neq _ _ _ eq_dec_worker) in H0.

destruct H0; cbn in H0; [ | contradiction ] . apply Some_fequal in H0. apply H0.

+ apply H.

+ apply H1.

- apply AsyncN. apply IHasync.
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+ apply H.

+ apply (list_neq _ _ _ eq_dec_worker) in H0.

cbn in H0. destruct H0; [ contradiction | apply H0 ].

Qed.

Ultimately, our formalism is designed to cater to two kinds of readers. The first
kind is expected to be in the vast majority: readers who strive to understand the
properties being proven, in isolation, and, trusting Coq to check that the proofs are
correct, without understanding the proofs themselves. The second kind of reader
works to understand how the proofs are composed, and how the various properties
relate to one another. For example, we expect to act as this kind of reader in the
future, if we extend our formalism to prove new properties, or to enrich PDL with new
features. Fortunately, proofs can be used to build other proofs without understanding
them. For example, asynchronous_step_determinism (in Example F.10) is used in the
proof of lift_cst_apath_msg , which proves a crucial lemma about asynchronous paths
(denoted −→∗ in Section 5.3.3) which underpins our proof of Theorem 5.1.
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