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““My phone must be listening!”’: Peoples’
surveillance beliefs around devices
“listening” to offline conversations in the
US, the Netherlands, and Poland

Claire M Segijn' (', Joanna Strycharz?(©), Anna Turner® 0 and Suzanna J Opree*

Abstract

Previous research has shown that internet users believe that electronic devices are listening to their offline conversations
(i.e., e-eavesdropping) for commercial purposes. Such beliefs are important to study because they could shape media
effects and human behavior (e.g., limiting free speech around devices). We conducted a preregistered cross-sectional
survey in the United States, Netherlands, and Poland (N =886) to examine internet users’ surveillance beliefs and evalu-
ate the factors related to such beliefs. The results showed that respondents had different surveillance beliefs, including
e-eavesdropping, priming, coincidence, and digital traces. US respondents were most likely to believe in e-eavesdropping.
A higher frequency of conversation-related advertising and shorter time perception were associated with e-eaves-
dropping beliefs. Moreover, in all three countries, we found a positive relation between conspiracy mentality and e-
eavesdropping belief. The findings indicate the importance of contextual and individual factors and could help further

understand privacy boundaries and enhance the ethical responsibility of Big Data collection strategies.
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Developments within digital technologies and infrastruc-
tures such as high numbers of mobile device penetration
worldwide (Statista, 2023) have led to widespread surveil-
lance by different actors, such as government or corporate
entities (Lyon, 2017; Zhang et al., 2023). Internet users’
data is collected on a large scale and then used for algorith-
mic decision-making and communication (Ball and
Webster, 2020; Yun et al., 2020), such as personalized ad-
vertising, political microtargeting, or tailored health com-
munication (Bol et al., 2018). From an internet user’s
perspective, the awareness of data collection and processing
by corporations, the government, or other institutions may
trigger their perception of being surveilled, whether this is
accurate or not (Lyon, 2017; Strycharz and Segijn, 2022).

For example, previous research showed that many inter-
net users believe that their electronic devices are eavesdrop-
ping their offline conversations for commercial purposes,
such as showing them personalized ads (Frick et al.,
2021; Segijn et al., 2024; Vitak et al., 2023), a phenomenon
which is called electronic eavesdropping (i.e., e-eavesdrop-
ping) (Segijn et al., 2024). However, companies have

denied using microphones for commercial purposes without
consent (Hunter, 2021; Smalley, 2025). Given that beliefs
regarding the extent and aim of surveillance that went
into creating a message could affect how people respond
to media messages and shape human behaviors (Strycharz
and Segijn, 2022), we are interested in investigating those
surveillance beliefs (rather than the use of actual surveil-
lance), and what factors are related to those beliefs. The
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current study will utilize a preregistered survey to examine
factors related to people’s experiences (i.e., whether they
have received a personalized ad related to an offline conver-
sation, time perception between conversation and ad, how
often they had such an experience, and how often they
heard this happening to others), as well as individual char-
acteristics (i.e., conspiracy mentality, tech savviness) and
how they relate to the different beliefs.

Moreover, we will conduct the study in three countries,
namely the United States, Netherlands, and Poland, to study
the universality of surveillance beliefs and related factors.
The choice of countries is driven by political differences
in terms of privacy regulations and levels of (state) surveil-
lance between the countries (Masur et al., 2025). The
Netherlands and Poland both fall under the General Data
Protection Regulation in Europe, which aims to strengthen
transparency about surveillance practices and individual
control regarding online data collection (Reding, 2011).
However, in the US such an overarching legal framework
is missing resulting in less transparency and control possi-
bilities (Tushnet and Goldman, 2020). Additionally, differ-
ences between Western and Eastern European countries
may also be expected based on their legal history and (sur-
veillance) culture (Koops et al., 2016).

The current study will advance our theoretical knowl-
edge about perceptions of surveillance by examining inter-
net users’ surveillance beliefs, and the factors related to the
formation of these beliefs. Studying surveillance beliefs is
important because it provides us with a deeper understand-
ing of a surveillance culture that shapes human perception
and behaviors. For example, when people believe that their
electronic devices are listening to their offline conversations
it may lead to the inhibition of legitimate behaviors (i.e.,
chilling effects; Biichi et al., 2022; Stevens et al., 2023),
such as limiting free speech around devices or affecting
people’s autonomy to behave freely with and around de-
vices (Strycharz and Segijn, 2022). Additionally, such be-
liefs could potentially lower people’s trust in technology,
as well as make them more cynical regarding privacy is-
sues (Ranzini et al., 2023). Moreover, the research re-
sponds to the call for studying privacy-related topics
beyond Western, educated, industrialized, rich, and demo-
cratic (WEIRD) societies (Masur et al., 2025) by examin-
ing the phenomenon in the United States and the
Netherlands as well as in an under-researched Eastern
European country (Ford et al., 2023), Poland. The insights
of the current study contribute to digital literacy programs
by effectively highlighting internet users’ beliefs that may
result in shifting patterns of their online behavior.
Moreover, an emphasis on the recognition of privacy
boundaries could enhance the ethical responsibility of
communication strategies amongst corporations, politi-
cians, (social) media platforms, and other institutions
that collect, store, and process Big Data.

Theoretical framework

Online surveillance

Companies in various sectors have been collecting, using,
and sometimes sharing information about individuals for
decades (Christl, 2017). This Big Data has been used for
service optimization, product improvement, and persona-
lized communication (Zhang et al., 2023), leading to sur-
veillance capitalism in which revenue is produced out of
predicting and modifying consumer behavior (Zuboff,
2015). Personalized communication relies on the process-
ing of individual data to create and deliver individually tar-
geted messages, such as tailored health messages, political
microtargeting, and personalized advertising (Bol et al.,
2018). This type of communication is contributing to the
creation of Big Data surveillance or dataveillance, which
is the automated, continuous, and (unspecific) collection,
storage, and processing of large volumes of digital traces
(Degli-Esposti, 2014; Van Dijck, 2014).

Technological developments such as cookies placed on
personal devices have enabled organizations to track web-
site visits and the online behavior of individuals (Smit et
al., 2014). Devices such as smartphones and wearables
that are equipped with sensors and connected to the internet
have become part of today’s dataveillance ecosystems, add-
ing another dimension to it (Christl, 2017). This creates a
so-called surveillance culture, in which people’s day-to-day
activities are being surveilled by government or corporate
entities (Penney, 2021). In this surveillance culture, people
create surveillance imaginaries that include people’s out-
looks on surveillance (Lyon, 2017) as well as specific be-
liefs regarding the extent and purpose of surveillance
(Strycharz and Segijn, 2022). The current study focuses
specifically on such surveillance beliefs that individuals
may have around ads that are seemingly related to a previ-
ous offline conversation, which is called conversation-
related advertising (Segijn et al., 2024).

Surveillance beliefs

Beliefs are “mental constructions about the probability that
an object or event is associated with a given attribute”
(Potter, 2012, p. 141). In line with Strycharz and Segijn
(2022), we call beliefs about the extent and aim of surveil-
lance “surveillance beliefs.” An example of a surveillance
belief that people seem to have, is that electronic devices
are listening to their offline conversations (Frick et al.,
2021; Segijn et al., 2024), hereafter referred to as e-eaves-
dropping. These people have faith in a very high probability
that their phones (object) are associated with the idea of lis-
tening for commercial purposes (attribute). Even though
this is technically possible (Kréger and Raschke, 2019)
and microphones have been used to collect voice data for
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service and algorithm improvement (Deibert, 2020), com-
panies have denied accessing the microphone for commer-
cial purposes (Hunter, 2021; Smalley, 2025). However,
research shows that most people who report to have re-
ceived conversation-related advertising, believe that it is be-
cause of an offline conversation (Segijn et al., 2024).

It is likely that internet users would have received the ad
even if they did not have a specific offline conversation.
However, an ad related to a previous offline conversation
may stand out to them more when compared to a message
that is not related to that conversation. This mechanism
could be explained by priming. Priming is the principle in
which activation of a stimulus affects the interpretation or
response to a subsequent stimulus (Cofer, 1967). In our
context, this means that a conversation about a product
could make the subsequent persuasive message that in-
cludes that product more salient.

Besides priming, various explanations have been offered
about how it is possible that internet users receive a message
that is seemingly related to a previous conversation. For
example, that is purely coincidental (Hunter, 2021).
Additionally, companies have access to a lot of information
through digital traces that internet users leave online, and
based on that they can make inferences about specific topics
someone might be interested in (Yun et al, 2020).
Personalized communication is often based on people’s in-
terests inferred from online behavior (Bol et al., 2018).
Similarly, people might be more likely to talk about things
that interest them, which mates with personalized commu-
nication tailored to preferences (Segijn et al., 2024).
Consideration can be given to the possibility that internet
users may not remember looking for certain products online
while computers and algorithms do not forget, which leads
to the personalized messages that they are receiving. In
sum, there are different surveillance beliefs that people
may hold regarding conversation-related advertising. Our
first aim is to map such surveillance beliefs. To this end,
we propose the following research question:

RQI1. What are internet users’ surveillance beliefs related
to conversation-related advertising?

Belief formation

Surveillance beliefs are developed over time through ex-
periences (Strycharz and Segijn, 2022). This could be peo-
ple’s own experiences (first-hand experiences) or the
experiences of others (second-hand experiences). For ex-
ample, if someone talks about a product while their smart-
phone is around and they receive an ad for that product,
they might attribute this to their smartphone listening. In a
surveillance culture, surveillance is becoming part of a
way of life and there might be a shared understanding of
surveillance (Lyon, 2017). In such a culture, surveillance
beliefs might be formed through folk theories, which are
in part intuitive ideas that help to understand everyday

phenomena in the world (Gelman and Legare, 2011),
such as algorithmic profiling (Biichi et al., 2023). Such
lay theories do not necessarily have to be factual but
can be purely speculative. They can be perceived as ro-
bust because they are generally accepted within a group
or culture, and they are not necessarily systematically
checked (Gelman and Legare, 2011). That electronic de-
vices are eavesdropping might be such a folk theory re-
inforcing the belief that this is happening.

Additionally, the e-eavesdropping belief might be
strengthened by features of the surveillance episode—an
instance of perceived surveillance (Strycharz and Segijn,
2022), such as the ad that is seemingly related to a previ-
ous offline conversation. An example is the perceived time
between the conversation and the media message, or the
frequency with which people notice conversation-related
ads. Research showed that most people who had experi-
ence with a conversation-related ad indicated that they re-
ceived it shortly after (within a few hours) or within a day
of the conversation. Less people reported receiving such
an ad longer than that (Segijn et al., 2024). Therefore,
the shorter the message appears after the offline conversa-
tion, the more likely people may attribute the ad to the con-
versation, rather than thinking of other explanations.
Additionally, in line with the illusory truth effect (Hasher
et al., 1977)—i.e., the more often we see something, the
truer it seems—the frequency of the occurrence may play
arole. Because people can also learn from the experiences
of others (second-hand experiences), we hypothesize that
the frequency of second-hand experiences may relate to
conversation-related advertising surveillance beliefs simi-
lar to first-hand experiences.

H1: People who have had a first-hand experience with
conversation-related communication are more likely to be-
lieve that it is because of (a) e-eavesdropping, and less
likely to believe that it is because of (b) priming, (c) a coin-
cidence, or (d) their digital data traces, than people who
have not had this experience.

H2: The closer the time perception of the conversation-
related communication appearing after the offline conversa-
tion, the more likely people are to believe that it is because
of (a) e-eavesdropping, and less likely to believe that it is
because of (b) priming, (c) a coincidence, or (d) their digital
data traces.

H3: The higher the frequency of first-hand experience
with conversation-related communication, the more likely
people are to believe that it is because of (a) e-eavesdrop-
ping, and the less likely to believe that it is because of (b)
priming, (c) a coincidence, or (d) their digital data traces.

H4: The higher the frequency of others’ experience
(second-hand experience) with conversation-related com-
munication, the more likely people are to believe that it is
because of (a) e-eavesdropping, and the less likely to be-
lieve that it is because of (b) priming, (¢) a coincidence,
or (d) their digital data traces.
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Individual differences

Additionally, the beliefs people hold may depend on indi-
vidual characteristics, such as conspiracy mentality and
how tech-savvy people are. Conspiracy mentality is a per-
son’s tendency to believe in conspiracy theories (Bruder
et al., 2013). This has been found to be a relevant personal-
ity trait in the context of personalized communication
and perceived surveillance (Boerman and Segijn, 2022;
Zhang et al., 2023). Previous research found, for example,
that conspiracy mentality is related to awareness and critical
evaluation of personalized communication (Boerman and
Segijn, 2022). Additionally, conspiracy mentality was
found to be a positive predictor of perceived surveillance
through social media, smartphones, smart speakers, and
other electronic devices (Zhang et al., 2023). Generally,
people who believe in one conspiracy theory are more likely
to believe in others (Swami et al., 2010). e-Eavesdropping
has been labeled as a conspiracy theory related to
conversation-related advertising (Tidy, 2019). Therefore,
we argue that conspiracy mentality could be positively re-
lated to e-eavesdropping beliefs and negatively to the idea
of priming, coincidence belief, or digital traces.

HS5: The higher the score on the conspiracy mentality
scale, the more likely people are to believe that conversation-
related communication happens because (a) their phones are
listening, and the less likely to believe that it happens because
of (b) priming, (c) a coincidence, or (d) digital data traces.

Additionally, we argue that people’s tech savviness may
play an important role in what beliefs they have regarding
conversation-related advertising. Previous research found
that higher tech savviness is related to perceptions of perso-
nalized communication, reactions to it and related privacy
behaviors. For example, Widdicks et al. (2022) found that
people with a high level of tech savviness display greater
privacy concerns. Regarding behavior, previous studies
found that technological skills are a strong predictor of online
privacy protection (Biichi et al., 2017). Additionally, people
have lower intention to click on a personalized message
when they have higher internet competency (Kim and Huh,
2017). This indicates that tech-savvy people may have a bet-
ter understanding of personalized communication and how to
respond to it. Furthermore, previous research has associated
lower digital or media literacy skills with susceptibility to
fake news (Brashier and Schacter, 2020). Building on that,
we expect that more tech-savvy people would be less likely
to believe in e-eavesdropping and more likely to believe in
other explanations such as priming, that the communication
is a coincidence, or is a result of digital trace data.

H6: The more tech-savvy, the less likely people are to
believe that conversation-related communication happens
because (a) their phones are listening, and the more likely
to believe that happens because of (b) priming, (c) a coinci-
dence, or (d) digital data traces.

Cross-country surveillance cultures

Finally, we will examine surveillance beliefs in three differ-
ent countries because differences in cultural, social, polit-
ical, economic, and technological matters can shape
privacy-related issues (Masur et al.,, 2025; Nissenbaum,
2004). Because socio-legal contexts are thought to affect
an individual’s privacy rule-making process (Petronio,
2002), we selected three countries based on political differ-
ences related to contrasting privacy regulations and levels
of (state) surveillance, namely the United States, the
Netherlands, and Poland.

The United States and European countries (i.e., the
Netherlands, Poland) differ in terms of privacy regulations
and the amount of protection over personal data offered
by these regulations (Tushnet and Goldman, 2020). On
the one hand, privacy regulations in the US are fragmented,
protecting specific vulnerable populations or sensitive data
(e.g., Children’s Online Privacy Protection Act, Health
Insurance Portability and Accountability Act). Primary en-
forcement is done through the prohibition of unfair compe-
tition under section 5(a) of the Federal Trade Commission
Act. With the exception of the California Consumer
Privacy Act, the regulations focus less on individual aware-
ness and offer less control mechanisms over data collection
processes (Tushnet and Goldman, 2020).

By contrast, the General Data Protection Regulation
(GDPR) offers an overarching framework for the European
Union and aims to set high standards for data collection and
processing of online personal data. A key goal is to increase
individual awareness and empowerment concerning online
data collection practices (Tushnet and Goldman, 2020).
Indeed, past research shows high awareness of the GDPR
among Europeans (European Commission, 2019). This could
further increase awareness and perceptions of privacy-related
topics. However, such protection offered by the law could
make individuals less cautious about how they treat their priv-
acy online, a phenomenon known as the control paradox
(Brandimarte et al., 2013).

Moreover, differences between European countries ex-
ist. The Netherlands was one of the six founding fathers
of the European Union in 1957. Poland, however, joined al-
most 50 years later, in 2004, after transitioning from a com-
munist to a democratic nation. This also meant a transition
from a nation with extensive governmental surveillance and
limited guarantees of human rights, to a nation in which hu-
man rights were integrated into the constitutional orders
(Koops et al., 2016). Additionally, more recently, concerns
have been raised about the use of surveillance software by
the Polish government, which has been the subject of the
work of the European Parliament’s Committee of Inquiry
(European Parliament, 2022). These developments have re-
ceived significant attention in the media, which could influ-
ence people’s perceptions of surveillance. To this end, we ask:
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RQ2: How do surveillance beliefs, and the factors related
to their individual beliefs, manifest in the US, the
Netherlands, and Poland?

Method

Sample and recruitment

To answer the research questions and test the hypotheses,
we conducted an online survey in the United States (US),
the Netherlands (NL), and Poland (PL) in Spring 2023 as
part of a larger survey on this topic. The projects were iden-
tified and preregistered' as separate projects each with their
own focus and hypotheses/questions before data collection.
Additionally, the hypotheses and materials were pilot-tested
and approved by the IRB (STUDY00017829) before con-
ducting the study. In each country, respondents were re-
cruited through an online survey company (Prolific,
PanelClix, and SoftArchitext respectively) in the first lan-
guage of that country (i.e., English, Dutch, Polish).
Questionnaires were translated from English by a native
speaker of that language and verified by two other native
speakers independently.

A quota sample based on country demographics was re-
quested for participants 18 years and older, living in that
country, and using a smartphone daily. A power analysis
for a multiple linear regression with a small effect size
(f =.02) indicated that 311 responses were needed to
achieve power of .80. In total, 912 respondents completed
the survey (US »=301; NL » =306, PL n=305). Some re-
spondents indicated they did not want their data used and
they were removed, resulting in a final sample of 300 US
respondents (Myge =45.47 (SDyee =15.94; 50% female,
48.3% male), 293 Dutch respondents (Myge =47.24 (SD,ge
=15.60; 46.1% female, 53.2% male), and 293 Polish re-
spondents (Myee =45.84 (SDpg. =14.48; 49.3% female,
49.8% male).

Procedure

Respondents were invited to participate through the survey
platform and were first asked to read and sign the informed
consent form and to answer the screening questions before
they could proceed to the survey. The respondents were in-
troduced to the topic with the following text: “Coincidental
or not, sometimes people receive an online advertisement
on one of their devices (e.g., smartphone, tablet) for a brand
or product that they recently talked about with someone else
in an offline conversation.” We did not use the words
“conversational-related advertising” or “surveillance” to
prevent priming. We asked whether they have experienced
such a situation and whether they knew of someone else
who had experienced it. After that, we asked them to report
the frequency of this happening to themselves, and hearing
about it through others in the last year. Additionally, they

were asked to answer questions about conspiracy mentality
and level of tech savviness and to provide demographic in-
formation. Finally, they were thanked for their time and re-
ceived a monetary incentive for participation through the
online platform.

Measures

An overview of the measures and the overall mean and
standard deviation per country can be found in Table 1
and 2. The full questionnaire can be found in the OSF re-
pository.! Surveillance beliefs were measured through an
open-ended question, followed by a closed-ended question
on consecutive pages of the questionnaire (see statements in
Table 1). When people indicated earlier in the questionnaire
that they had experienced conversation-related advertising,
they were asked how they thought it worked. The respon-
dents who indicated they did not have such an experience
were asked to imagine that they would receive such a mes-
sage and how they thought that would work. All open-ended
answers were coded by one coder, and a second coder coded
the answers of about 100 respondents for intercoder reliabil-
ity. The codebook can be found in the OSF repository.'
Coders were asked to code for each belief, whether the belief
was mentioned by the respondent (1), not mentioned (0), or if
the answer was missing or was not understandable (99). The
coding showed good to excellent intercoder reliability
(Krippendorff’s alpha for the four different beliefs are US >
.81, NL>.89, PL>.88).

Results

Surveillance beliefs

Open-Ended results. To answer the first research question
about respondents’ beliefs in general (RQ1), we analyzed
the results from the open-ended (Table 3) and closed-ended
questions. e-Eavesdropping, priming, coincidence, and
digital data traces were all mentioned by the respondents
in all three countries as possible explanations for
conversation-related advertising. Additionally, respondents
provided new beliefs. In all three countries, respondents
mentioned that conversation-related advertising is enabled
by advanced technology (e.g., artificial intelligence, algo-
rithms, specialized software, and (smart) technology), with-
out providing further information on the specific workings.
They also mentioned illegal or problematic practices (e.g.,
hacking, spying, or data breaches). Advertising strategies
(e.g., aggressive, sneaky advertising, mass communication)
were also mentioned by US and Dutch respondents. Finally,
a few respondents in the US mentioned that the results
could be due to phones of conversation partners being in
close proximity, which could explain getting messages
related to their conversation partner’s interests.
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Table I. Overview of beliefs.

us NL PL

Statement Belief M SO M SO M SD

| received the ad because my phone or another device was listening e-Eavesdropping 469 195 4.02° 187 423° 185
to the conversation

The offline conversation made the ad stand out more to me (made it Priming 504° 156 4.58° 163 4.12° 1.60
more noticeable)

It is a coincidence that | received the ad on my device (e.g, Coincidence 381 1.89 3.84° 180 3.51° 1.68
smartphone) related to what | talked about in an offline
conversation

| received the ad because it was based on online data on my own Online available data  4.99* 1.71 4.79° 1.63 426° 1.63
preferences and interests

| received the ad because of my prior online activities (e.g., search, Previous online 498 181 497° 174 458" 183

online shopping) related to the product or brand

activities

Note. Different superscripts indicate significant differences across countries. Digital traces consist of online available data and previous online activities.

About 20-36 percent of the responses were categorized
as “unspecified,” which means that, although they provided
an answer, the respondent did not provide a reason for
receiving the conversation-related advertising. The unspeci-
fied group consisted mostly of respondents who: (1) men-
tioned an example of conversation-related advertising
(e.g., I talked about x and then I saw a message about x)
without providing a reason for how this worked; or (2)
respondents mentioned only how they thought it did not
work (e.g., it cannot be a coincidence; I do not believe de-
vices are listening; I have not searched for it before). Most
answers in the first group hinted at e-eavesdropping, but be-
cause the respondents did not explicitly mention a device
listening or eavesdropping, we did not code them as such.
Therefore, the e-eavesdropping percentages in the
Table might be lower than the number of respondents be-
lieving in it.

Additionally, in all three countries, we could distinguish
between respondents with different degrees of confidence in
their e-eavesdropping belief answer. Some respondents in-
dicated they were certain their phones were listening; others
were not sure. And again, another group indicated they were
certain that this was not happening. Reasons for believing in
e-eavesdropping were sometimes mentioned as well, such
as frequency of occurrence (e.g., it happens too often to
be a coincidence), specificity of the product (e.g., too
much a niche product), time between conversation and mes-
sage (e.g., 2 minutes after), or not seeing another possibility
(e.g., I did not search for it and have never thought about it
before).

Furthermore, in all three samples, we could distinguish
between respondents who indicated they believed the re-
sults were from listening versus eavesdropping/spying.
Some respondents connected e-eavesdropping to a specific
company or brand (e.g., Google, Facebook), yet others
kept it more generic (e.g., artificial intelligence, an algo-
rithm). Finally, a few on the fence or unconvinced

respondents explicitly labeled this belief as a (potential)
conspiracy theory. They also sometimes mentioned that
other people may forget they had searched for the item
in the past as an explanation for why they may believe
in e-eavesdropping.

Belief closed-ended results. Next, we conducted One-Way
ANOVAs to compare the answers from closed-ended ques-
tions about different beliefs across the three countries, fo-
cusing on e-eavesdropping, priming, coincidence, and
digital data traces (including online available data and pre-
vious online activities) (Table 1; Figure 1). We found that
US respondents were more likely to believe in e-eavesdrop-
ping (M=4.69, SD=1.95) than respondents in the
European countries (NL M=4.02, SD=1.87; PL M=
423, SD=1.85), F (2, 882)=9.549, P<.001. Figure 1
shows that 72% of US respondents think it is
somewhat-to-very likely that eavesdropping is used to
show them ads seemingly related to a previous offline con-
versation, opposed to 55.8% in the Netherlands and 57.1%
in Poland.

Additionally, US respondents were the most likely to be-
lieve in priming (M =5.04, SD =1.56), followed by Dutch
respondents (M=4.58, SD=1.63), and finally Polish re-
spondents (M =4.12, SD=1.60), F(2, 881)=24.441, P<
.001. US and Dutch respondents were more likely to believe
in digital traces than Polish respondents (Online available
data F(2, 883)=15.426, P<.001; Previous online activities
F(2, 881)=4.719, P=.009). No differences were found
among the countries regarding the coincidence belief, F(2,
881)=3.016, P=.050.

Experience and individual factors related to the
beliefs

To test hypothesis 1 regarding the difference between re-
spondents with or without conversation-related advertising
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Table 2. Measurement overview.

us NL PL
Concept and items Scale M (SD) M (SD) M (SD)
Frequency self 292 (0.88) 2.80 (1.02) 2.76 (0.97)
How often have you noticed that you received an online () once

ad that was seemingly related to what you talked about
in an offline conversation in the past year?

Frequency other

How often have you heard that someone else received an
online ad that was seemingly related to what they
talked about in an offline conversation in the past year?

Time perception
What was approximately the time between the offline
conversation and seeing the ad?

Conspiracy mentality (Bruder et al., 2013)

| think that many very important things happen in the
world, which the public is never informed about

| think that organizations usually do not tell us the true
motives for their decisions

| think organizations closely monitor all citizens

| think that events which superficially seem to lack a
connection are often the result of secret activities

| think that there are secret organizations that greatly
influence political decisions

Tech sawviness (Power users)® (Sundar and Marathe,
2010)

| have to have the latest available upgrades of the
technological devices | use

| love exploring all the features that any technological
gadget has to offer

Using information technology makes it easier to do my
work

A little bit of intuition is all that | need to figure out how
to use any new technology

| make good use of most of the features available in any
technological device

| feel like information technology is a part of my daily life

Using any technological device comes easy to me

| think most of the technological gadgets are complicated
to use (reversed)

(2) A couple times (2-3 instances)
(3) Several times (4-5 times)
(4) Regularly (more than 5 times)

(1) once

(2) A couple times (2—3 instances)
(3) Several times (4-5 times)

(4) Regularly (more than 5 times)

(I) At the same time (ad was seen
during the conversation)

(2) Ad was seen shortly after the
conversation (within a few
hours)

(3) Ad was seen within a day after
the conversation

(4) Ad was seen within a few days
or a week after the
conversation

(5) Ad was seen within a month
after the conversation

(1) strongly disagree to (7) strongly
agree

(1) strongly disagree to (7) strongly
agree

2.66 (0.94) 2.5 (0.99) 2.46 (0.91)

2.67 (0.77) 2.65 (0.89) 2.45 (0.87)

456 (1.46) 443 (1.15) 4.82 (1.20)

5.05 (1.00) 4.44 (0.98) 451 (1.02)

3We also preregistered to look into algorithmic awareness. Respondents were asked whether they thought four statements (e.g.“When you go to a
website, it can collect information about you even if you do not register”’) were true, false, or they did not know. However, the measurement did not
distinguish scores between respondents who truly understand how algorithms work and respondents who have a suspicion of data practices based on
folk/conspiracy theories. Because of this validity issue, we decided not to use this factor.

experiences, we conducted ANOVAs per country with
experience as the independent variable and the beliefs as

the dependent variables. Additionally, we conducted beliefs.?

correlation analyses per country to test the relationship be-
tween the other independent variables and the different
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Figure |. Conversation-related advertising beliefs in the US, the Netherlands, and Poland.

e-Eavesdropping belief. In line with Hla, we found that in all
three countries, respondents who reported having experi-
ences with conversation-related advertising were more
likely to believe in e-eavesdropping compared to respon-
dents who reported not having such an experience (US
F(1, 264)=10.467, P=.001; NL F(1, 241)=15.840, P<
.001; PL F(1, 229)=14.735, P<.001; Table 4).
Additionally and in line with the prediction, e-eavesdrop-
ping beliefs were positively correlated with the frequency
with which it happened to the respondents themselves
(US r=.32, P<.001; NL r=.21, P=.004; PL r=.31,
P<.001), frequency that it happened to others (US
r=.34, P<.001; NL r=.18, P=.016; PL r=.23, P=.000),
conspiracy mentality (US r=.38, P<.00l; NL r=.37,
P<.001; PL r=.28, P<.001), and was negatively correlated
with time perception (US r=-.23, P<.001; NL r=-.18,
P=.016; PL r=-.20, P=.017), confirming H2a-5a. No
significant relationship between tech savviness and the
e-eavesdropping belief was found in all three countries (H6a).

Priming. Contrary to H1b, we found that Dutch and Polish
respondents who received a conversation-related advertis-
ing before were more likely to believe it could be due to
priming (NL F(1, 240)=12.180, P<.001; PL F(1, 229)=

6.973, P=.009; Table 4). No significant difference was
observed between US respondents with or without a
conversation-related advertising experience (P =.598).
However, the more tech-savvy the US respondents indicated
they were, the more likely they believed in priming (US r=
.14, P=.017), confirming H6b (Table 5). No significant re-
lationship for any of the other factors and priming was found
in the US sample and none of the other factors were related to
priming in the two European countries (Table 5).

Coincidence belief. In line with Hlc, US respondents who re-
ported they had never received a conversation-related ad-
vertising, were more likely to believe it was a coincidence
compared to US respondents who received such a message
(US F(1, 264)=26.205, P<.001). We did not find this dif-
ference in the two European samples (NL F(1, 241)=
1.000, P=.318; PL F(1, 229)=0.871, P=.352; Table 4).
Additionally, US respondents were more likely to believe
it was a coincidence when they perceived more time be-
tween the conversation and the message (US r=.20; P=
.002) when it happened less often to themselves (US r=
—.33; P<.001) or others (US r=-.24; P<.001), and
when they scored lower on conspiracy mentality (US
r=-.29; P<.001), confirming H2c-5¢ for the US sample.
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In line with H3c, the less often it happened to Dutch respon-
dents, the more likely they believed it was a coincidence
(NL r=-.15; P=.035). None of the factors were signifi-
cantly related to coincidence bias for Polish respondents.
In addition, tech-savvy respondents said they were not re-
lated to the coincidence belief in any of the samples
(Table 5).

Digital traces. In line with H1d, US respondents who re-
ported they had never received conversation-related adver-
tising, were more likely to believe conversation-related
advertising was possible due to online available data (US
F(1, 265)=7.011, P=.009), or previous online activities
(US F(1, 265)=6.403, P=.012), as compared to US re-
spondents who reported they had received such a message.
No significant differences depending on their experience
were found for the two European samples (Table 4). In
line with H2d, we found that the longer the perception of
time between the offline conversation and message, the
more likely Dutch respondents thought it was because of
online available data (NL »=.20, P=.007), or previous on-
line activities (NL »=.25, P<.001). Additionally, the more
tech-savvy they were, the more likely US and Polish re-
spondents believed it was because of previous online activ-
ities (US r=.12, P=.035; PL r=.18, P=.003). Polish
respondents believed it was a result of online available
data (PL r=.16, P=.007). These results confirmed H6d
for these samples. Additionally, opposite results were found
for several factors for Polish respondents. Polish respon-
dents believed more in online available data when it hap-
pened more frequently to them (PL r=.22, P=.007), or
when they scored higher on conspiracy mentality (PL r=
.20, P<.001). Also, Polish respondents were more likely
to believe that it was based on previous online activities
when this happened more often to them (PL »=.20, P=
.017), to others (PL r=.21, P=.013), or when they scored
higher on conspiracy mentality (PL »=.18, P =.003).

Discussion

A concern among internet users is that their electronic de-
vices (e.g., smartphones, smart speakers) are listening in
to their offline conversations, and this information is used
to personalize communication to them based on these con-
versations. An example of this is when people talk about a
product and receive an advertisement for that same product
shortly thereafter. Although companies deny using listening
practices, studies report the majority of internet users be-
lieve this is happening (Frick et al.,, 2021; Segijn et al.,
2024). Given that perceptions of surveillance could affect
people’s responses to the act of surveillance (Strycharz
and Segijn, 2022), we were interested in perceptions rather
than actual surveillance. Specifically, we examined internet
users’ surveillance beliefs and what factors were related to
such beliefs. We conducted a preregistered survey in the

US, the Netherlands, and Poland to study these questions
and to examine the universality of the results.

First, we found that the respondents had different sur-
veillance beliefs, including electronic eavesdropping
(e-eavesdropping), priming, coincidence, or digital traces.
Other beliefs included advanced technology, illegal or prob-
lematic practices (e.g., hacking), advertising strategies, or
devices between conversation partners being in proximity.
Advanced technology was often mentioned in a generic
sense, in that respondents mentioned the role of artificial in-
telligence, algorithms, or the Internet of Things, without ex-
plaining how that might work. This may indicate that such
terms are central to current folk theories around technology,
which people may have heard about in the media but may
have a limited understanding of.

From the qualitative responses, experience with
conversation-related advertising seemed to be related to
confidence in e-eavesdropping, as well as specific factors
of the experience, such as the frequency, specificity of the
product advertised, and the time between the conversation
and the message. The closed-ended questions in our survey
confirmed the role of experience, time perception, and fre-
quency in whether respondents believed in e-eavesdrop-
ping. Additionally, we found that in the US sample that
experience was the factor related to most beliefs, in the
Netherlands this was time perception, and in Poland this
was frequency. The role of experience and frequency re-
lated to e-eavesdropping in all three countries may indicate
support for the illusory truth effect in this context. Future
research could further examine specificity of the product
as it was mentioned by respondents as a contributing factor
to people’s e-eavesdropping beliefs, but we did not measure
this.

Second, our findings confirm that internet users believe
that the content of their conversations can be a source of
data for personalized communication, which is in line
with past research (Frick et al., 2021; Vitak et al., 2023).
In fact, e-eavesdropping was spontaneously mentioned by
the respondents in the open-ended questions, while the like-
lihood of e-eavesdropping as a mechanism for
conversation-related advertising was somewhat to very
likely for most respondents, especially in the United
States. However, respondents communicated different de-
grees of confidence about e-eavesdropping, from being
very confident that this is how it works, to being on the
fence, to being very confident that this was not happening.
Additional differences were found in the open-ended ques-
tions regarding whether respondents referred to the occur-
rence as listening or eavesdropping—equivalents were
found in the Dutch answers “(mee)luisteren” vs “afluiste-
ren” and Polish answers “rejestruje” vs “podstuchuje.”
The wording chosen by the respondents might suggest dif-
ferent perceived severity and expectations of the indivi-
duals. For example, the word “creepy” was mentioned by
several respondents in relation to eavesdropping or when
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they did not know how e-eavesdropping worked. Similarly,
some respondents associated conversation-related advertis-
ing with illegal or problematic practices (e.g., hacking, spy-
ing, data breach), which may have consequences for how
people respond to such media messages. However, future
research is needed to further examine such media effects.

Third, the current study is a first step in examining the
universality of the phenomenon and we observed that
some patterns of the surveillance beliefs in the three coun-
tries differed. First, we found that respondents in the US
were most likely to believe in e-eavesdropping, compared
to respondents from the two FEuropean countries.
Additionally, no relationship between experience and prim-
ing was found in the US, but a positive correlation was
found for the two European Union (EU) countries, results
which were in the opposite direction from our prediction.
A possible explanation for both results is the difference in
privacy regulations between the US and the EU. Because
of the GDPR, respondents in the EU might be more likely
to believe that such practices are not allowed or possible,
and therefore, there must be another explanation for the in-
cident. Additionally, future research could further look into
the public discourse around surveillance, for example in the
(news) media, and how this differs across countries. This
can provide further explanation of the results as the media
contribute to belief formation and people encounter stories
around this phenomenon in the media (Segijn et al., 2024).

Another notable difference is that we found that Polish
respondents were less likely to believe in digital trace
data as an explanation for conversation-related advertising
compared to Dutch and US respondents. Poland is generally
considered a less marketing-savvy market regarding perso-
nalized communication (Maslowska et al., 2013), which
may explain this difference. Furthermore, and contrary to
our expectations, we found that the more Polish respondents
encountered conversation-related advertising and the higher
they scored on conspiracy mentality, the more likely they
were to believe in digital traces. This could potentially be ex-
plained by the country’s history of state surveillance and the
large amount of recent news coverage related to the govern-
ment surveilling citizens (Amnesty International, 2022;
European Parliament, 2022). These factors might contribute
to a stronger surveillance culture in Poland. Therefore, digital
traces and the concept of surveillance might be more salient
and have a strong tie in people’s associative network. Thus,
when surveillance practices are primed, the digital trace be-
lief may be activated as well. Future research is needed to
further validate the claims and look into explanations for dif-
ferent results across countries.

Theoretical and practical implications

The current study contributes to the knowledge on people’s
surveillance beliefs and the belief formation in three
countries. It shows that surveillance beliefs are related to

the surveillance episode (e.g., frequency) and individual
characteristics (e.g., conspiracy mentality). While experi-
ence is important, its characteristics play a crucial role in
forming surveillance beliefs. It is not only about one’s ex-
periences or those of another but also about their frequency
and moment of occurrence that relates to how people explain
conversation-related advertising. The role of conspiracy
mentality suggests certain individuals might be more sus-
ceptible to forming certain beliefs. Future research is needed
to test to what extent such factors play a role in media effects.

We should note, however, that with a cross-sectional sur-
vey, we cannot establish causality. Therefore, we need to be
careful to conclude whether experience leads to e-eaves-
dropping beliefs or vice versa. In line with confirmation
bias (Nickerson, 1998), it is possible that internet users
who believe in e-eavesdropping are more likely to categor-
ize (personalized) communication as conversation-related,
which in turn could further strengthen their folk and con-
spiracy theories. This could, for example, explain the higher
likelihood of believing in e-eavesdropping in the US sam-
ple, in which respondents also report having more experi-
ences with conversation-related advertising. Additionally,
survey research relies on self-reporting measures, which
could have influenced the results. For example, we mea-
sured how tech-savvy respondents reported they are, rather
than how tech-savvy they actually are. It is possible that
some respondents are confident in their ability and knowl-
edge of technology, but this knowledge may be inaccurate.
The self-reporting nature of this variable may potentially
explain the non-significant relationship between tech savvi-
ness and e-eavesdropping. Similarly, side notes could be
placed next to the conspiracy mentality scale. Although
this scale has been validated to be used in North
American and European countries (Bruder et al., 2013)
and used in previous research on perceived surveillance
and personalized communication (Boerman and Segijn,
2022; Zhang et al., 2023), the level of conspiracy mentality
may differ across countries (Bruder et al., 2013) and the
scale itself does not include any conspiracies related to
smart devices listening.

Furthermore, the current study contributes to our theor-
etical knowledge by investigating this type of communica-
tion in different countries. By doing so, we can challenge
the universality of the studied hypotheses (Livingstone,
2003). Indeed, the results in the three different countries dif-
fer in some respects. Specifically, most hypotheses were
confirmed in the sample from the United States. This could
potentially be explained by the fact that many studies about
privacy or personalized communication-related topics have
been conducted in the US (Baruh et al., 2017; Segijn et al.,
2021). Because scientific research builds on previous re-
search, it is not surprising that most hypotheses developed
on extant research are more likely to be confirmed in the
US context. Therefore, we concur with the call for more
comparative research on privacy-related topics (Ford
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et al., 2023; Masur et al., 2025). More efforts need to be
made to include more and other non-WEIRD countries as
insights may differ across various nations. Although some
other Eastern European countries may have a similar history
with (state) surveillance as Poland, future research is needed
to validate the claim and examine whether these results are
generalizable across respondents from other countries.

Additionally, whether people believe that conversation-
related advertising was enabled by e-eavesdropping, prim-
ing, a coincidence or digital traces may affect how internet
users respond to such messages (Strycharz and Segijn,
2022). Negative associations (e.g., creepy, hacking, spying)
may indicate more negative attitudes toward such commu-
nication. Insights into individual factors (e.g., conspiracy
mentality) that are related to the different beliefs help to
navigate potential negative responses to communication ef-
forts by specific target groups. Furthermore, transparency
on how the data is collected and processed for the media
message could help to create awareness of such practices
(Segijn et al., 2021) and debunk misinformation. This
may also be in the best interest of (social) media platforms
on which these ads are shown, or companies associated with
such practices (e.g., Meta; Segijn et al., 2024). How people
feel toward the media message could potentially transfer
(i.e., spillover effect) to how internet users feel about or en-
gage with the platform (Strycharz and Segijn, 2022).
Moreover, unwanted access to personal data is seen as a
privacy violation and may negatively impact individuals
and society. For example, it may change the relationship be-
tween people and their electronic (smart) devices (Vitak
et al., 2023). If people feel that they are being surveilled
through their smartphones or smart speakers, it may change
how people interact with their phones or smart devices or
limit free speech when being around their devices.
Additionally, powerful and difficult-to-understand tech-
nologies may make people more cynical toward privacy is-
sues, subsequently, this could lower people’s trust in
technology (Ranzini et al., 2023).

The findings of the current study also have implications
for digital literacy. Belief formation happens through peo-
ple’s experiences as well as information sources. A low
number of people hear about the phenomenon through
news sources or talks (Segijn et al., 2024). Therefore, there
is an opportunity for academic institutions, the government,
and journalists to further educate people on this phenom-
enon. The results of the current study showed that
e-eavesdropping was seen as a potential reason for
conversation-related advertising when people could not
think of any alternative explanations. This suggests an op-
portunity for digital literacy around this topic to educate
people on alternative explanations, such as priming or
digital traces. Given the various degrees of confidence in
e-eavesdropping existence, a first step might be to focus
on the people who indicate they do not know how it hap-
pens or the ones who seem to be on the fence about whether

e-eavesdropping is happening or not. These people might
be more open to correcting information on the topic com-
pared to people who are more certain in their beliefs
(Bode and Vraga, 2015).

Conclusion

In sum, the current study is the first, to our knowledge, to
examine internet users’ surveillance beliefs about
conversation-related advertising. People are aware that per-
sonalized communication is not a coincidence, but they
have mixed beliefs about what data is used as input
(e.g., offline conversations, digital traces) or what psycho-
logical mechanisms (e.g., priming) underlie perceptions of
conversation-related advertising. Factors related to the
experience (e.g., frequency of experience), individual dif-
ference factors (e.g., conspiracy mentality), and cross-
cultural factors (US vs. Europe) provide some context to
these variations, but more research is needed to systematic-
ally unravel people’s beliefs and belief formation. The cur-
rent study is a first step in examining this in the context of
conversation-related advertising and serves as a stepping
stone for future research in this area. Furthermore, the study
serves as a starting point for a broader debate on digital lit-
eracy in the current age.
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questions about frequency and time perception. Similarly, only
respondents with second-hand experiences were asked about
the frequency of these experiences.
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