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CHAPTER 2

Societal Consequences of Data-Driven
Advertising

Joanna Strycharz® and Claire M. Segijn

INTRODUCTION: SOCIETAL CONSEQUENCES
OF DATA-DRIVEN ADVERTISING

Recent technological developments, such as advances in machine learning
algorithms and artificial intelligence (AI), have greatly transformed the
advertising landscape. Such technical possibilities paired with the low
costs of collection and storage of consumer data as well as increased data
processing capabilities through increasing hardware speeds have resulted
in the emergence of so-called computational advertising (Huh and Malt-
house 2020). Computational advertising can be defined as “a broad,
data-driven advertising approach relying on or facilitated by enhanced
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computing capabilities, mathematical models/algorithms, and the tech-
nology infrastructure to create and deliver messages and monitor/surveil
an individual’s behaviors” (Huh and Malthouse 2020, 1). This form
of advertising depends on granular-level data collection, mining, aggre-
gation, and ad serving, and is highly individualized (Helberger et al.
2020). Examples of such advertising include online behavioral advertising
in which consumers’ online behavior (e.g., likes, searches, and clicks) is
tracked and subsequently used to show them individually targeted ads
(Boerman et al. 2017), social media advertising in which one’s social
media profiles and other data collected about them are used to show
them individually targeted ads on social networking sites (Knoll 2015),
and online advertising that includes people’s names (Bang and Wojdynski
2016) or relies on demographic targeting (Maslowska et al. 2011).

While consumers believe that such data-driven advertising is beneficial
for them as they receive personally relevant messages and offers—which
they experience as convenient (Strycharz et al. 2019)—it requires surveil-
lance by advertisers who collect consumers’ personal information such
as their name and demographics, and monitor their behaviors such as
online searches, location, and media consumption. This situation of auto-
mated, continuous, and unspecific collection of data by entities, such as
advertisers, has been given the name of dataveillance (Biichi et al. 2022;
Strycharz and Segijn 2022). It impacts individuals as it makes them feel
watched and drives so-called surveillance responses, which encompass
different responses that relate to being surveilled (Lyon 2017; Strycharz
and Segijn 2022). Surveillance responses are a way for consumers to
cope with their data being collected and involve cognitive (e.g., increased
privacy concerns or resignation), affective (e.g., negative emotions related
to dataveillance), and behavioral (e.g., taking additional privacy protection
measures to prevent dataveillance) measures.

While dataveillance might trigger different responses among
consumers, the centrality of consumer data can also change how
consumers are affected by advertising. Data collection and processing
gives advertisers the ability to translate consumer insights into targeted
advertising strategies and decide who gets included in information,
advertisements, and opportunities, and who does not (Bol et al. 2020).
Furthermore, advertisers can use such insights to increase persuasiveness
of online content by targeting individual characteristics or contexts and
making advertising more personally relevant to the recipient (De Keyzer
et al. 2022; Calo 2014). Dataveillance and computational advertising can
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potentially lead to new disparities and exploitation of vulnerabilities of
individual consumers (Helberger et al. 2022; Strycharz and Segijn 2022).

The extensive dataveillance paired with computational advertising and
the possibilities such advertising opens to inform or persuade consumers
raise several questions about the possible societal consequences. The
current chapter takes the perspective of the society and individual
consumers and focuses on the potential negative impact data-driven
advertising has on them. First, we introduce the role of dataveillance in
the current advertising landscape. Second, we focus on the (1) impact of
dataveillance and (2) exploitation potential of computational advertising.
The chapter concludes with a reflection on the potential of computational
advertising that goes beyond persuasion.

COMPUTATIONAL ADVERTISING
AND THE ROLE OF DATAVEILLANCE

Computational advertising involves a data-driven advertising approach
to creating and delivering personalized messages (Huh and Malthouse
2020). Consumers can be exposed to such advertising online (e.g., online
behavioral advertising or social media advertising), offline (e.g., digital
billboards), and across different media types (e.g., synced advertising)
(Yun et al. 2020). One of the main catalyzers of the popularity of
computational advertising has been the rising importance of the digital
environment in consumers’ daily lives and consequently, availability of
consumer data and the possibility to analyze it with higher sophistica-
tion. Machine-learning and predictive-analytics models were developed
to predict the likelihood of various customer actions and characteristics
(Huh and Malthouse 2020). For example, Google, which relies heavily
on computational advertising for its revenue, processes consumer data
to place them into numerous categories that include demographics, life
situation, interests, and needs (Google Ads API, 2024). For such catego-
rization, availability of large amounts of consumer data is a prerequisite,
which fosters the reality of dataveillance.

Dataveillance in the Advertising Landscape

To add to our earlier definition of dataveillance, it describes the “auto-
mated, continuous, and (unspecific) collection, storage, and processing of
digital traces from people or groups, by means of personal data systems
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by state and corporate actors, to regulate or govern their behavior”
(Strycharz and Segijn 2022, 576). It can be seen as a specific form of
the broader phenomenon of surveillance that is characterized by the use
of digital data (Kappeler et al. 2023). It should also be distinguished from
simple data collection through its automation, large scale, and continuous
character of the collection of digital traces (Strycharz and Segijn 2022).

Difterent actors can be a source of dataveillance, including compa-
nies and advertisers. In fact, due to developments in computational
advertising, companies have become the main sources of (continuous)
data collection in the digital society (Christl et al. 2017). For example,
cookies—small text files put on users’ devices to either facilitate the func-
tionality of a website (functional cookies) or collect information (tracking
cookies)—have enabled companies to track website visits and follow the
online behavior of individuals (Smit et al. 2014). More recently, new tech-
nology has increased possibilities to collect information about consumer
behavior in the offline world. Smart devices such as smartphones or
wearables are equipped with numerous sensors and connected to the
Internet. This enables companies to collect new types of data (e.g., loca-
tion data; physiological data), adding another dimension to the reach of
dataveillance (Christl et al. 2017; Yun et al. 2020).

IMmrACT OF COMPUTATIONAL
ADVERTISING ON CONSUMERS

The extensive dataveillance necessary for computational advertising might
have negative effects both on society and on individual consumers. From
the societal perspective, it contributes to the creation of so-called surveil-
lance culture, a new notion that goes beyond the surveillance state
commonly discussed in the twentieth century and related to governmental
surveillance (Lyon 2017). Governmental surveillance is generally strongly
linked to securitization, which reinforces the sense that surveillance is
warranted and for the good of the individual and society (Lyon 2017).
However, over time, corporations have started playing a central role in
surveillance. In this context, the data is not used for security purposes,
but to “predict and modify human behavior to produce revenue and
market control” (Zuboff 2015, 75). While consumers could opt out from
corporate surveillance in theory (e.g., reject cookies, opt out from adver-
tising), in reality it might not be so easy because of a lack of transparency
by companies and awareness by consumers regarding dataveillance (see
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also Parfitt’s comments about shadow text in Chapter 10 of this book),
a lack of skills, a lack of motivation, or dependency on certain goods
and services (Segijn et al. 2021; Lutz et al. 2020). In fact, surveillance is
affecting many aspects of daily life. As a consequence, individuals, similar
to all other actors in society, start playing an active role in such culture
through changing their perceptions and behaviors (Lyon 2017). Along
these lines, computational advertising that relies on dataveillance has the
potential to elicit new types of responses, namely so-called surveillance
responses (Strycharz and Segijn 2022).

Surveillance Responses to Computational Advertising

Surveillance responses have been defined as responsive practices that relate
to being surveilled (Lyon 2017). They can be triggered by different
types of surveillance. For example, in the context of government surveil-
lance, they might include installing encrypted protection from national
security agencies or wearing clothing that limits camera recognition in
public places (Lyon 2017). In the context of dataveillance for advertising,
surveillance responses can be cognitive (i.e., cognitive coping), affective
(i.e., emotional or attitudinal responses), and behavioral (i.e., actions).

Privacy cynicism has been recently introduced as a cognitive coping
mechanism that allows consumers to overcome or ignore their concerns
related to dataveillance and engage in online behaviors without ramping
up privacy protection efforts (Hoffmann et al. 2016). It involves elements
of mistrust, uncertainty, powerlessness, and resignation (Lutz et al. 2020),
and it arises when people are faced with powerful and difficult to under-
stand online services (Ranzini et al. 2023). In the reality of surveillance
culture, consumers feel that they cannot avoid surveillance because there
are few alternatives available that do not involve surveillance (Zhang
et al. 2024). The dependency on services requiring personal data but
offering consumers few alternatives creates an asymmetry in power (West
2019) and may result in the development of privacy cynicism among
consumers (Lutz et al. 2020). Subsequently, privacy cynicism may weaken
consumers’ emancipatory privacy functions such as taking active control
over how their data is collected or processed and making informed choices
about it. As a result, consumers may be vulnerable to risk and exploitation,
have lower trust in online institutions, and be excluded from economic
opportunities (Ranzini et al. 2023).
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Beyond cognitive coping, consumers might emotionally cope with
dataveillance. Segijn and Van Ooijen (2020) investigated affective
responses to data-driven advertising scenarios and concluded that
consumers consider such ads creepy, annoying, and unsettling. Further-
more, data-driven advertising directly elicited negative affect such as
dislike or hate, and consumers reported that such tactics make them upset
or worried (Segijn and Van Ooijen 2020). When consumers see data-
driven advertising as a threat, it could lead to affective reactance, which
includes being more irritated, angry, annoyed, and aggravated (Farman
et al. 2020). Additionally, awareness of data-driven advertising practices
could lead to more critical attitudes and subsequent resistance toward
such advertisements (Segijn et al. 2023).

Finally, consumers might turn to adjusting their behavior to cope
with dataveillance (e.g., privacy protection, self-censorship) and its
source (Lyon 2017). Past literature has distinguished between two main
behavioral responses, namely (1) additional actions aimed at reducing
dataveillance and (2) inhibitory practices (limiting disclosure) aimed at
sidestepping dataveillance (Baruh et al. 2017). Additional actions involve
adopting privacy protection measures and include installing ad blockers,
employing cookie management, and using the private mode and Do Not
Track functions in a browser (Boerman et al. 2018). Research by Boerman
et al. (2018) has shown that experiencing data collection by companies as
problematic is a driver of such protection behaviors.

Alternatively, consumers may respond with inhibitory practices and
choose to self-censor the information they share online in case of volun-
tary online disclosure, or they may change their behavior to control what
behavioral information can be collected about them—so-called chilling
effects (Biichi et al. 2022). Chilling effects describe a situation in which
consumers refrain from exhibiting certain behaviors to keep their data
from being collected (Solove 2014). In the context of data-driven adver-
tising, chilling effects can, for example, include not visiting websites that
collect consumer data or not using smart devices that create the percep-
tion of surveillance (Penney 2021; Strycharz and Segijn 2022). From
a societal perspective, the fact that dataveillance might lead to chilling
effects among consumers is a serious ethical concern. Chilling effects
can be seen as an extreme form of social conformity and are a threat
to intellectual privacy as individuals limit their own access to information
by choosing not to consume media freely, which forms a threat to their
identity construction (Penney 2021) and autonomy (Biichi et al. 2022).
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Manipulation Potentinl of Computational Advertising

While the reliance of computational advertising on dataveillance leads to
numerous societal and individual consequences, how the data can be used
to personalize advertising raises concerns as well. Data-driven targeting
strategies can be used to decide who is included in advertisements and
information, and who gets excluded from them (Bol et al. 2020). For
example, Bol et al. (2020) found that health-related sponsored content
on Facebook was predominantly targeted at older users, females, and
those with higher levels of trust in online companies, as well as those in
poorer health conditions. Targeting specific audiences at the exclusion of
others for access to information might result in biases and discrimination
of individual consumers (Wachter and Mittelstadt 2024 ). Furthermore,
such strategies can be applied to increase persuasiveness of online content
by targeting individual characteristics that influence one’s decision making
(Calo 2014). In doing so, computational advertising leads not only to
new opportunities but potentially also new disparities and exploitation of
vulnerabilities in digital society, and in individuals (Bol et al. 2018).

Traditionally, in the context of advertising, certain groups of consumers
have been considered vulnerable and hence in need of empowerment
and greater protection. For example, adolescents are more impulsive and
self-conscious than adults and hence more vulnerable to harm through
manipulation (Pechmann et al. 2005). Along these lines, vulnerability
has been commonly understood as a stable property or a characteristic
of certain groups. In fact, the concept of traditional vulnerability singles
out certain groups of consumers that are more susceptible to persuasion
than others, and less able to protect themselves from unwanted influences
(Helberger et al. 2022). Thus, this understanding singles out groups
that are more susceptible to harm and manipulation than others, such
as children (Livingstone and Third 2017).

Recently, it has been emphasized that the concept of vulnerability
should not be used simply to describe designated groups of individuals,
as belonging to such a group does not necessarily make them vulner-
able, but vulnerability may fluctuate depending on the context or situation
(Hill and Sharma 2020). Therefore, defining vulnerability based on group
membership is limiting as it can be individual and contextual, i.e., stem
from the situation one is in (Baker et al. 2005). In fact, vulnerability
can stem from internal factors related to individual characteristics (e.g.,
literacy or biases) and states (e.g., motivation or stress), as well as external
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factors, including lack of access to goods and services (e.g., having limited
access to the internet) and the environment (e.g., the design of a website)
(Strycharz and Duivenvoorde 2021). Instead of singling out groups,
digital vulnerability describes “a universal state of defenselessness and
susceptibility to (the exploitation of) power imbalances that are the result
of increasing automation of commerce, datafied consumer-seller relations,
and the very architecture of digital marketplaces” (Helberger et al. 2022,
176).

Regarding exploitation of digital vulnerabilities through computational
advertising, as Calo (2014) argues, dataveillance and using the data
to construct individual profiles “permits firms to surface the specific
ways each individual consumer deviates from rational decision-making,
however idiosyncratic, and leverage that bias to the firm’s advantage”
(1003). Companies can use data to predict individual characteristics that
may make them more vulnerable to persuasion and use these in their
targeting strategy. For example, a computational advertisement can be
specifically directed to a group of consumers who are likely to react to
that advertisement less rationally due to a personality trait (psychographic
segmentation, Graves and Matz 2018). Another potential issue arises
when data is used to infer psychological states and specific life situations
of individuals (Strycharz and Duivenvoorde 2021). Facebook allegedly
offered advertisers the option to target young users in a state of psycho-
logical vulnerability, inferring when the users felt insecure and stressed
(Tiku 2017). In a similar pattern, a marketing firm found that women felt
less attractive on Mondays, especially in the morning, and recommended
targeting women with beauty products specifically at that time of the week
(PHD Media 2013). These examples demonstrate that computational
advertising makes it possible to target consumers who are less rational
due to their vulnerabilities, such as illness or psychological distress. Such
advertising carries the danger of maintaining existing stereotypes and
exploiting individual irrationalities (Strycharz and Duivenvoorde 2021).

CoNcrLusioN: COMPUTATIONAL
ADVERTISING BEYOND PERSUASION

Consumer data is central to today’s advertising tactics and strategies
because it leads to more personalized and relevant advertising for the
consumer (Yun et al. 2020). Besides benefits, such as convenience and
financial gains (Strycharz et al. 2019), it also comes with its costs for
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society and the consumer that go beyond persuasion. Such advertising is
impactful for the society and individuals as it (1) requires extensive data
collection and processing, (2) decides who is included in information,
receives advertisements, and has access to opportunities, and who gets
excluded, (3) allows companies to influence individuals’ decision making
by targeting their personal characteristics and contexts. Hence, it creates
not only new opportunities, but also new challenges for and disparities in
society and among individuals.

Data-driven advertising, such as computational advertising enabled
by artificial intelligence and machine learning, may further contribute
to data capitalism (West 2019) and surveillance culture (Lyon 2017).
On a societal level, data-driven advertising can lead to biases, discrim-
ination, and misinformation (Wachter and Mittelstadt 2024) as it may
exclude consumers from information and create and exploit new vulner-
abilities (Strycharz and Duivenvoorde 2021). On an individual level, it
may affect consumers’ autonomy (Segijn and Strycharz 2023) and affect
their decision making (Helberger et al. 2022), especially when they are
vulnerable.

Moving forward, we must consider how data can be used in an
ethical way to limit the negative impacts on society and the individual.
Transparency, accountability, and a positive impact on the economy and
society have been suggested among the three key values in a society in
which data and AI are central (Cath et al. 2017). Along these lines,
in many jurisdictions, policymakers and regulators have recognized the
need for new measures to address a range of emerging consumer risks
in the digital world including surveillance and vulnerability exploitation
(OECD 2024). For example, the recent regulatory frameworks (Al Act,
the DMA, and the DSA) include a set of prohibitions on problematic
digital market actors’ behavior that might exploit individual consumers
(Morozovaite 2022). The extent of, and infrastructure for, data collec-
tion and processing for data-driven advertising resulting in a situation
of dataveillance open new questions regarding the impact of advertising.
Thus, further research is required to minimize risks and ensure positive
value of advertising for the society and individuals.

Competing Interests The authors have no conflicts of interest to declare that
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