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Our Bodies, Our Data, Our
Choices: The Value of Privacy
for Female* Self-Determination
in a Post-Roe Era

Marjolein Lanzing

Introduction

On 24 June 2022, the US Supreme Court overturned Roe v Wade, the
1973 ruling that constitutionally enshrined the right to abortion, in the
case Dobbs v Jackson Women’s Health Organization. Roe v Wade had been
of historical significance as an important right to self-determination for
women*." Importantly and interestingly, this right to self-determination
was captured as the right to decisional privacy. By overturning Roe v Wade, a
case that explicitly formulated the right to make one’s own choices without
government interference, decisional privacy, as tied to many constitutional
freedom rights associated with choosing one’s own partnerships, religion, or
style of childrearing, disappeared from American jurisdiction (Clark, 2022).

In the wake of this decision, various groups worried about the implications
of digital technologies and online surveillance for the autonomy of women*.
[t is important to realize that the United States’ concerns about anti-abortion
legislation, access to reproductive data, and menstrual surveillance fit within
a wider trend to surveil and control women*’s bodies, decisions, and lives.
The European Union, despite its more stringent and explicit data laws, faces
similar concerns. Poland, for instance, has recently centralized the storage
of pregnancy data after enforcing anti-abortion laws (Posner, 2022). Many
emphasized the need for health data privacy to protect women*’s rights.
Feminist activists urged users of FemTech, specifically period and fertility
trackers, to delete these apps. App-developers such as (Europe-based) Clue
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and Flo, promised users better protection of their privacy by not complying
with any requests for health data by US law enforcement.

Recently, privacy has been criticized for dominating the public and
academic debate on the ethics of technology. This chapter aims to point out
the importance of privacy as an individual human right while highlighting
the limits of conceptualizing privacy as the right to individual (health) data
protection using the case of period apps post-Roe. I start by explaining
‘FemTech’and its academic critique while Roe v Wade was still in effect. Next,
[ present expert statements from the digital health and digital rights discourse
on what they argue to be the main risks concerning period tracking apps
post-Roe. For this, I searched specifically for renowned (US) news outlets and
medical research report websites that specifically aimed to cover the risks of
period tracking apps post-Roe. Moreover, I researched the websites and social
media posts of the most popular period tracking apps (Clue, Flo, and Glow) for
responses to the Supreme Court’s decision to overturn Roe v Wade. This limited
the search results to articles from The New York Times, The Guardian, national
public radio, STATNews, the British Medical Journal and the International
Association of Privacy Professionals, as well as social media statements from
Clue, Stardust, and Flo.? T show that the major risks and solutions that are
framed in terms of ‘privacy’ boil down to ‘health data protection’.

After discussing the debate, I introduce the argument that privacy
dominates the debate on health tracking apps. I argue that in the case of
FemTech this ‘privacy hegemony’ is justified and shows the need for privacy
as an individual human right. However, there are limits to conceptualizing
privacy as individual (health) data protection. If we want to understand how
new technologies contribute or undermine people’s autonomy, we need
to acknowledge the social and decisional dimensions of privacy as well as
understanding the limits of the concept in matters of social justice. We must
avoid privacy becoming synonymous with a quick ‘techno-fix’: altering the
technological design without considering the social and political context
of the technology. Encrypting or deleting women*’s health data might be
important interventions but should be understood and carried out in a context
of recognition of the structural discrimination, repression, and (commercial)
exploitation in women*’s health. I conclude that the debate around period
apps post-Roe should be informed by a conceptualization of privacy that
recognizes its value for our social relationships and the connections between
its different dimensions, most notably between its informational and decisional
dimensions, and its value for freedom, autonomy, and social justice.

Period apps and academic critique during Roe v Wade

FemTech is on the rise. By 2025, the business is predicted to be a 50 billion
dollar industry (Frost and Sullivan, 2018). FemTech includes a range of
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health technologies that, among others, support reproductive health,
menstrual health, and sexual health. Fertility and period tracking apps, such
as Clue, Flo, and Glow, are among the most well-known examples. They
predict when the user is menstruating and when they are (most) fertile.
Contraception apps that keep track of one’s period and fertility to serve as
an algorithmically driven contraception device, such as Natural Cycles, are
also increasingly popular. The data that these apps collect are sensitive at
the least. Some varieties allow users to log their sexual activities, attempts
to conceive, contraception, conception, moods, sex drive, and the colour of
vaginal discharge. For the purposes of this chapter, I focus on reproductive
and menstrual health apps (fertility and period tracking apps) that I will
refer to as ‘period apps’.

In academic literature, FemTech apps such as period apps, have been
both welcomed and criticized. On the one hand, they are celebrated as
empowering, breaking taboos, and levelling the field of health research
after neglecting and marginalizing women*’s health issues (Lanzing, 2019;
Hendl and Jansky, 2021). FemTech could lead to the much-needed research
to close the gap in the field of women*’s health data.

On the other hand, FemTech has been criticized for reproducing
stereotypes and social inequalities (Corbin, 2020) and for their lack
of informational privacy and the harmful consequences of ‘menstrual
surveillance’ (Jacobs and Evers, 2019; Lanzing, 2019; Mahdawi, 2019). The
privacy critique entails the identification of fertility and period apps as new
sources for the commercial exploitation of data. In the narrowest sense, the
privacy critique is a critique on the lack of data protection, directed against
privacy violations by the companies behind period apps that sell and share
data collected through these apps. Various period apps, such as Flo, Glow,
and Maya, have faced court for selling and sharing data with third parties,
such as Meta (Privacy International, 2019).

More broadly, period apps have been criticized for ‘menstrual surveillance’
and unwanted forms of interference and exclusion enabled by the
vulnerabilities created through data collection. For instance, they have been
critiqued for the ensuing (commercial) manipulation of (expectant) users,
including targeting them with ads for maternity wear and baby products
(Tiffany, 2018). And, importantly, for (workplace) discrimination against
women* based on these data (Lanzing, 2019). For instance, companies
such as ActivisionBlizzard have been criticized for engaging in ‘menstrual
surveillance’ by encouraging staff to use Ovia health, a set of family planning
apps, for $1 a day, prying into private lives and decisions (Mahdawi, 2019).

While Roe was still in effect, most critiques were oriented towards
commercial enterprises, such as critique of consumer surveillance, privacy
violations of users and employees by corporations and non-inclusive app
design of app producers. In the next section, I present expert statements on
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the main risks of period apps post-Roe. I looked at the solutions proposed
in the public debate on period apps in the field of digital health and digital
rights as well as by corporations that facilitate period apps.

Public debate on the risks of period apps post-Roe:
health and privacy threats

Whereas the risks identified with period apps during Roe were oriented
towards commercial enterprises, post-Roe risks involve the interplay
between government, law enforcement, and the commercial enterprises
that develop and exploit period apps. The first risk identified in the context
of period apps post-Roe, is that law enforcement could force providers of
technological devices and services to hand over reproductive health data.
This includes information that reveals the ‘reproductive health status’ of
users and information about ‘reproductive decisions’. Multiple articles
interviewed experts on whether HIPAA (the Health Insurance Portability
and Accountability Act) of the US could protect people’s health data
against claims from law enforcement (Aguilar, 2022; Boodman et al, 2022).
Since HIPAA cannot protect people’s reproductive health data against state
law enforcement or legal action, the absence of national data protection
legislation was explicitly articulated as a threat to ‘health’ and ‘privacy’: ‘the
lack of a national data privacy protection law is hurting everything. It’s
hurting people’s health. It’s hurting people’s privacy’ (Aguilar, 2022).°

Second, in the public debate the threat that the government could claim
health data is tied to data collection and commodification by commercial
enterprises. Companies behind period apps engage in a larger economy of
health data that HIPAA cannot control (Aguilar, 2022; Boodman et al, 2022).
Period apps are problematized, because they collect enormous amounts
of (reproductive) health data, and because they have sold and shared these
data in the past: ‘Some of these (businesses) have sold or shared information
that is fully identified in the past with other companies such as Facebook’
(Boodman et al, 2022).*

Due to this industrious data collection for commercial purposes and the lack
of data protection measures, law enforcement could obtain access to gigantic
databases and claim the reproductive health data of millions of users. These data
could, for instance, indicate whether someone missed one or more periods,
indicating a potential pregnancy. A new period after a sequence of missed
periods could indicate a possible abortion (or miscarriage or irregular periods
due to (chronic) (hormonal) syndromes or diseases). Of course, many more
sensitive insights about reproduction could be derived from the health data on
a period tracker. This is merely one example showing how law enforcement
could use data to identify women* who might have had an illegal abortion or
who might be likely to plan an abortion (and how this could be inaccurate).
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The combination of commercial data collection that could suddenly
lead to unintended harmful consequences once in the hands of law
enforcement post-Roe has led to a comparison in the public debate with
the Cambridge Analytica scandal® in terms of (unintended) consequences
of health data collection:

[T]here are analogs in health care to the way Facebook’s algorithms
prioritized incendiary content that can contain misinformation during
the last national elections. ... It’s going to lead to unintended secondary
consequences. Somebody using the data of a pregnancy app to put a
woman in jail. ... Today the issue is reproductive health — but in the
future, information seeping out from health apps and services could
be used in other discriminatory ways. (Aguilar, 2022)°

I return to the issue of discrimination and government interference shortly.
For now, it suffices to say that people worry about law enforcement gaining
access to databases created by commercial enterprises. Furthermore, the
impact of the Supreme Court’s decision has been deemed unprecedented in
the sphere of health data privacy: ‘Health data privacy has never been tied
quite so closely, or so publicly, to an event of such widespread consequence’
(Aguilar, 2022).

The post-Roe era clearly reveals the legal gaps regarding data protection.
Moreover, it shows the fragility of ‘freedom from interference’ when regimes
change. The expert and activist response to the Supreme Court decision
to overturn Roe v Wade, was to call upon users to immediately delete their
fertility apps and period trackers with the intention to delete sensitive
information about reproductive choices:

Right now, and I mean this instant, delete every digital trace of any
menstrual tracking. (Neff via Twitter, Kleinman, 2022)’

Fertility and period apps have ‘powertul information about reproductive
choices that’s now a threat’. (Hill, 2022)

The first quote, a (then) Twitter/X post by Gina Neff, a world renowned
expert on the politics and economics of self-tracking indicates clearly what
is at stake here. Information that is stored on your period tracker reveals
your reproductive status and choices.

However, it is not only the health data on your period app that you should
worry about (Hill, 2022):

We think about medical records, but our phones collect an amazing
amount of data. It’s not a good idea to send texts about your intent to
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seek an abortion. It’s not a good idea to use an online payment app to
buy these services. You might want to leave your phone at home as
opposed to taking it to the clinic. You may not even want to search for
abortion providers on your phone or computer. (Boodman et al, 2022)*

It is not only health data that are informative of our reproductive status and
choices. Our geo-locations, our payments, our online buying behaviour
and online communication reveal our choices.

Harms: prosecution, discrimination, and

social injustice

Experts and activists subsequently elaborated on the harms associated with
the access to personal (reproductive) (health) data. They recognized the
link between data collection and the extent to which this makes people
vulnerable to unwanted interference, such as prosecution and discrimination,
both by the government and corporations: “We’re very concerned in a lot
of advocacy spaces about what happens when private corporations or the
government can gain access to deeply sensitive data about people’s lives and
activities’ (Torchinsky, 2022).

People are concerned that data from FemTech makes women* vulnerable
to criminal prosecution. Or, more explicitly ‘somebody using the data from
a pregnancy app to put a woman in jail’ (Aguilar, 2022). Some point to
the harms of discrimination: ‘Especially when that data could put people
in vulnerable and marginalized communities at risk for actual harm’
(Torchinsky, 2022).

While these communities as well as the nature of ‘actual harm’ were
not specified here, Brown likely means that people from ‘marginalized
populations including Black, indigenous, and people of color; people with
disabilities; immigrants; and those living in poverty’ are disproportionately
affected by lack of access to safe abortions (Human Rights Watch, 2023).
A third of all people who receive an abortion in the US are black. The
majority of these are low-income. Carrying a pregnancy to term can
be life endangering. Apart from threatening women*s lives and health,
it can threaten education, one’s career, and financial security. Potential
consequences of attempts to terminate the pregnancy, such as prosecution
or incarceration, might also then disproportionately affect the black and
low-income community (Berger, 2022).

Autonomy, including the right to self-determination regarding
reproduction, is inextricably tied to matters of social justice (Berger, 2022).
Collecting women*’s reproductive health data in the post-Roe society then is
a practice that risks being a gendered, racist, and classist form of surveillance,
contributing to the harmful feedback loop of social injustice. Moreover, it
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has been argued that data of people with less means could be more easily
exposed: ‘ “People with less means might be using the free clinic or Planned
Parenthood, whereas the wealthy and well-insured are going to the nice
medical office building,” he said. “The data kind of stands out more. People
with less means are more exposed”’ (Boodman et al, 2022)."

While this quote discusses the data collected by clinics rather than period
apps, the argument could hold for technologies that track your data. Most
of these technologies are free and easy to download on your phone, which
might be an appealing option for people from low-income backgrounds,
although it is difficult to find research on the demographics of period
app users.

Furthermore, people point to workplace discrimination, arbitrarily
depending on the viewpoints your employer happens to have:

The free-flow of data in health care and the broader economy may
also be used to directly discriminate against people based on their use
of reproductive health services. If an employer has a certain position
on abortion, you may be denied a job if ‘they used some predictive
algorithm’ to examine data available to employers on your medical
care. ... Anything you do in health care, in our current state of
(regulation), can be used against you. (Boodman et al, 2022)"!

Data may be used by employers who might exclude you because you might
have had an abortion. Obviously, this worry is one side of a double-edged
sword because feminists have also worried about the opposite: workplace
discrimination based on the desire, likelihood, or decision to in fact
become pregnant.

Solutions and reflections

The expert statements on the risks and harms of period apps post-Roe,
generate several insights. First, there is a strong focus on informational
privacy as individual health data protection. This shows in the way risks
are described, such as law enforcement claiming reproductive health
data. Second, harmful consequences are mostly described in terms of
discrimination and prosecution resulting from a lack of health data protection
of one’s reproductive status and choices.

This focus on privacy as individual health data protection as the safeguard
against these harms is reflected in the solutions proposed in the public debate.
The first set of solutions are aimed at health data protection at the legislative
level. The most prominent solution is strengthening the laws around health
data protection via an update of HIPAA (Aguilar, 2022; Boodman et al,
2022). Second, in the absence of strong (health) data protection regulation,
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people suggest that companies voluntarily comply with HIPAA (Aguilar,
2022; Ornstein, 2022)."

Furthermore, various individual strategies to protect data are
proposed: deletion, anonymization, de-identification, and encryption. It
has been advised to delete one’s period apps (Neft via Twitter, Kleinman,
2022; Aguilar, 2022). Companies such as Natural Cycles, Flo, and Clue
offer data deletion upon request (Duball, 2022). In response to Roe and
user questions about the security of their menstrual and reproductive health
data, companies of period apps promised an ‘anonymous mode’ to protect
user data (Flo, 2022) and de-identification of user data (Clue, 2022). Finally,
companies were urged to encrypt their data (Aguilar, 2022)." Period app
Stardust has started offering end-to-end encryption, advertising it clearly
to its users: “What (encryption) means is that if we get subpoenaed by the
government, we will not be able to hand over any of your period tracking
data’ (Stardust via TikTok, Duball, 2022). This promise led Stardust to soar
to the top of the US Apple App Store, as did Clue, being Europe-based
and compliant with the GDPR (Clue, 2022). This has not stopped critics
from warning users that these period apps are not ‘airtight’ when it comes
to data protection (Privacy International, 2020; Garamvolgyi, 2022; Perez
and Whittaker, 2022).

Now, while the focus on health data is important and logical, I think this
is too limited, for reasons already identified in the debate. First, not only
your health data, but your overall online behaviour are revealing about your
most intimate life choices. If we want to protect people from menstrual
surveillance, then people should be protected by an overall individual right
to data protection, not just health data. Information about one’s reproductive
status and choices is not protected by deleting one’s period app or by
advocating for a stronger HIPAA to ensure health data privacy.

Second, by focusing on health data privacy, we focus on ‘informational
privacy-as-individual-data-protection’. Obviously, this is incredibly
important. Data reveal what decisions we make (and how). Rightly, the
debate voices the important concern that the data generated by digital
technologies make users vulnerable to government interference, to
discrimination and prosecution. However, by focusing on data protection,
the focus is on protecting individuals with defensive strategies considering
the new legislation. Yet, privacy can be conceptualized as a much more
powerful ethical value, concept, and legal right to address the heart of the
matter: the right to make decisions about one’s life without interference
from companies or the government (or other inappropriate parties).
Especially since the right to decisional privacy was the foundation for the
original Roe v Wade decision in 1978, it is remarkable that decisional privacy,
either as a constitutional right or concept, is not explicitly mentioned in
the public debate, let alone recognized for its important relationship with
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constitutional freedom rights. Rather, the discourse is dominated by health
data privacy.

Finally, while some people mention the data economy behind the
corporations that produce period apps, they may understate the role these
companies play in shaping the technological infrastructures and affordances
of period apps. Moreover, I want to argue that the suggested dependency on
these corporations to ensure and support data protection is an unwelcome
shift that steers us further away from autonomy and, more narrowly, the
right to reproductive choice.

In the next sections I build on these insights by exploring the limits of
privacy-as-data-protection but the importance of privacy for the debate on
period apps post-Roe.

Beyond privacy

Within the context of health apps, an increasing number of philosophers
worry about the dominance of privacy in the academic and public debate.
Some of them argue that other issues, such as corporate manipulation, are
more pressing problems (Sax, 2021). Especially during the COVID-19
pandemic, many suggested that other values that serve the public good,
such as the notion of solidarity, should trump individual privacy (Verbeek
et al, 2020). Others explicitly state that we should not be blinded by privacy
concerns, because it shifts our attention away from infrastructural power,
accumulated by technology companies (Sharon, 2020).

As a prominent advocate of this argument, let us zoom in on Sharon’s
argumentation. Sharon argues that we should look beyond privacy and point
our arrows at the digital infrastructure that tech companies are building and
on which we are becoming increasingly dependent. Importantly, encryption
and data protection are increasingly part of the business model of tech
companies. Sharon provides the example of contact-tracing apps. European
contact-tracing apps are built on technology from Google and Apple that
is well encrypted. On the one hand, this seems to take the wind out of the
sails of privacy advocates who want to protect personal data. On the other
hand, it seems that even if health apps are secure in terms of encryption and
anonymization, there remains a tension with tech giants facilitating crucial
digital health infrastructure.

Sharon addresses this tension in terms of sphere transgressions. Big
Tech increasingly structures our social spheres, including health and crisis
management. Companies such as Google have been investing in the health
sector and collecting health data for years. Our main concern, therefore,
should be our collective and public dependency on tech monopolists such
as Google and Apple to facilitate the technological infrastructures we need
for public needs and social services (for example, health, housing, mobility,
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education, and so on). Ultimately, we should worry about the values that
these companies import into these spheres and restructure them rather than
be ‘blind-sided by privacy’ (Sharon, 2020).

Now, to what extent would this view help to address the expert concerns
regarding period apps beyond privacy? What insights do we gain if we look
beyond privacy-as-data-protection to the corporate digital infrastructures?
First, this view is helpful in addressing the underlying concern that corporate
entities have increasingly become prominent actors in the field of health.
The health sector has become dependent on these enterprises for medical
expertise, research data, devices, and health and lifestyle apps. We should
not overlook how companies have shaped the (reproductive) health sphere
through technology — and the risks this creates in the post-Roe world. The
overturn of Roe v Wade exposes a change of roles and practices. Patients
have become consumers. This resonates with the experience of Olivia
Sudjic who was treated as a consumer by the company Natural Cycles
after she became pregnant using the contraception app (Sudjic, 2018). The
commercialization of period tracking has made people vulnerable to new
forms of interference in their lives and decisions. The corporate character
of period apps has implications for the protection of data and people. Users
are not protected by the laws, norms, and values of the clinic, but instead
are dependent on corporations to handle their data responsibly, for instance
with encryption. Commercial period apps do not have to comply with strict
medical standards or be vetted by the Federal Trade Commission because,
in the US, period apps are considered wellness apps. Furthermore, the data
obtained by a period app are not considered ‘patient data’ and therefore are
not covered by HIPAA (Haridasani Gupta and Singer, 2021; Ornstein, 2022).

Furthermore, the protection of users is dependent on the beliefs and
interests of corporations. Aiding people who seek an abortion is even
criminalized in some states and the right to self-determination about
reproductive choices is not protected by the constitution. In the expert
statements it is suggested that, in the absence of adequate (health) data
protection legislation, corporations can voluntarily comply with HIPAA
and install privacy measures. Yet do we want to depend on the infrastructure
of these companies to guarantee our (privacy) rights? Should they be the
bulwark against unwanted government interference?

The important take-away from Sharon is that we should not ignore
how corporations shape our different social spheres. It is because of the
expansion of corporations, creating an infrastructure across spheres, that
government interference is enabled in the health sphere (and many others)
(Sharon, 2021). It is because of these expansions that spheres are becoming
dependent on and dominated by the logics and values of corporations. On
the one hand, women* might celebrate this role when corporations decide
to protect their autonomy by respecting their privacy. On the other, one
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should also be critical of the dependency on and new discretionary power
of corporations to decide what 1s just’.

So, what does this insight mean for the focus on privacy in the debate
on period apps post-Roe? While I agree that we should be vigilant to not
let privacy be the sole dominant value to monopolize the public debate
on technology critique, I want to counter that, in the case of menstrual
surveillance post-Roe, it is justified that privacy, in all its dimensions, dominates
the debate.

Advocates of the ‘beyond privacy debate’ seem to conceptualize privacy
narrowly, as data protection. For instance, they critique the focus on
encryption, through anonymization, de-identification, and deletion, as these
‘privacy solutions’ are often part and parcel of corporate business models. As
I argued, data protection is an important aspect of privacy, but the argument
for letting privacy dominate the debate becomes increasingly strong when
one considers the social and decisional aspects of privacy that go beyond
privacy-as-data-protection and will require more ambitious measures. [ will
discuss these dimensions in the next section. Before I move to the next step,
I think it is worth stressing that understanding technological infrastructures is
crucial to understand the scope and potential of surveillance practices across
social spheres. Yet, this perspective should go hand in hand with advocating
privacy as a human right and a constitutional right. Its dominance in the
debate, unfortunately, says nothing about the extent to which privacy is
maintained and protected as this right is increasingly under duress.

Social and decisional dimensions of privacy

To continue the argument that privacy is a justified focus of this debate I argue
that it is important to acknowledge the social and decisional dimensions
of privacy if we want to understand how technologies contribute to, or
undermine, people’s autonomy. To make this argument I want to start with
a description of (the interplay between) informational and decisional privacy
and their social dimensions.

Informational privacy is generally described in terms of controlled access.
This means that people should, reasonably, be able to control who has access
to their information and to what extent (Westin, 1967; Roessler, 2005).
Moreover, they should be able to form reasonable expectations about this.
These expectations are largely based on social norms of privacy. These norms
are dynamic and cultural, but nevertheless important because they mediate
our social interactions and relationships. What we share with our friends
shapes the meaning of our friendship; what information my employer has
access to shapes the meaning of our work relationship; what information
the state can obtain shapes the meaning of the relationship between citizens
and government. A violation of these norms can ruin a friendship, poison
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a healthy workplace environment, or endanger citizens. Privacy, then, is
important because it protects one’s ability to present oneself autonomously
by engaging in different relationships. It protects the meaningfulness of these
social relationships and, with that, the capacity to lead an autonomous life.

While informational privacy is important and widely acknowledged as
such, there are several problems with the concept. First, it is often taken to
be the only dimension and meaning of ‘privacy’. Second, it is often taken
to be synonymous with individual data protection. This means that the
solution to problems that are perceived to be ‘privacy problems’ is often
formulated in terms of ‘deletion’, ‘encryption’, and ‘anonymization’.
Moreover, the solutions to privacy problems are subsequently often framed
in an individualized manner: if you want privacy, then you have to adjust
your privacy settings, reject cookies, and encrypt your emails.

However, this approach is dated and based on a misconceptualization of
privacy. While the idea that privacy has different dimensions is not new
and is reflected in many European constitutions and human rights charters,
new technologies make it blatantly clear that privacy is not only about
information. Think about domotica such as Alexa or a smart thermostat —
technologies that bring out the need to think about privacy and its local
dimension of the home (De Conca, 2021); or the manipulative aspects of
recommender systems that bring out the decisional dimensions of privacy
(Lanzing, 2018). It seems that most problems involve a combination of
privacy dimensions (Koops et al, 2017).

Let us zoom in on decisional privacy. This is a particularly interesting
notion to consider given the recent revoke of Roe v Wade. Decisional privacy
in the US ‘protects the right to make the decision to have an abortion and
informational privacy protects information about that decision from being
shared, disclosed or monitored’ (Clark, 2022). Decisional privacy as the right
to have an abortion stems directly from Roe v Wade in which the right to
decisional privacy formed the fundament for the freedom to make one’s
own reproductive and other intimate choices regarding life projects (Allen,
1988: 97). These choices should be ‘free from governmental interference’.
Other examples include marriage, religion, relationships, child rearing, and
political affiliations. In the years after, philosophers broadened this notion.
One could also argue that behaviour and lifestyle more generally should
be encompassed by decisional privacy (Roessler, 2005: 14—15, 79). Then,
decisional privacy could be broadly defined as the right against unwanted
access, such as unwanted interference in one’s decisions and actions (Allen,
1988: 97; Roessler, 2005: 9). Roughly, ‘being interfered with’ means that
(un)known actors or entities have access to one’s behaviour and decisions,
which allows them to comment upon, interpret, or change one’s behaviour
and steer one’s decisions, while this access does not fall under the reasonable
expectations of the user or subject or was not granted in the first place
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(Lanzing, 2018). In other words, the broader account of decisional privacy
protects not only against unwanted government interference with one’s
decisions but also other actors.

Like informational privacy norms, decisional privacy norms are social
expectations that shape our social relationships. Instead of information, they
regulate who has access to certain decisions and decision-making and to what
degree. Access here means forms of commenting, interpreting, objecting
but also other more contested forms of interference such as manipulation,
nudging, or coercion. To what extent one’s decisions can be meddled with
depends on whether this is appropriate in each social relationship. For
instance, it would be a violation of decisional privacy if one’s employer
commented on your style of child rearing, but it would be appropriate if
your co-parent did so. Of course, the more significant certain behaviour,
actions, and choices are in terms of being the author of your life, the more
salient the need for calling them ‘private’. Some forms of influence might
be considered morally wrong as such, like using (personal) data and online
profiles for online voter manipulation (Susser et al, 2019). In most of these
cases, it is crystal clear that such interference undermines one’s autonomy
and the relationships that are meaningful for living an autonomous life.

Informational and decisional privacy dimensions are complementary.
For instance, one’s reproductive status and corresponding choices would be
considered ‘private’ to the extent that both the information and decision-
making are not part of the relationship with Meta, one’s parents, employer,
or government. Rather, this information and choices would be between
you, a health professional, your (sexual) partner(s), and/or close friends.
However, both dimensions should not be reduced to one another because
they address different wrongs. Informational privacy addresses the problem
of collecting information, while decisional privacy can address the wrong of
using that information to inappropriately interfere with people’s decisions
and decision-making processes. In the case of period apps post-Roe, both
privacies are at play and under threat. Most importantly, the value that they
protect is under threat: autonomy.

Autonomy

So far, the discourse on period apps post-Roe has been dominated by health
data protection. Yet, as we learned, privacy is more than data protection. If
we want to advance female* autonomy, we need to transcend this dominant
conceptualization and focus on the value of privacy, in all its dimensions,
for living an autonomous life. By the latter I roughly mean a life of one’s
own choosing filled with actions, choices, and values with which one (by
and large) identifies. I take a relational perspective in that I subscribe to
the view that such a life should consist of meaningful social relationships
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(Christman, 2009). Ideally, these relationships are just and empowering to
the benefit of strengthening a person’s autonomy, which is something we
should strive for in a democratic society.

Surveillance is at tension with such relationships. Women*, especially
women* of colour, have historically suffered disproportionately from
surveillance and ensuing interference (Browne, 2015; Criado-Perez,
2019; D’Ignazio and Klein, 2020; Allen, 2022). An intersectional lens
reveals that women* of colour and women* of lower socio-economic
backgrounds suffer differently and disproportionately from the harms of
surveillance such as commodification, discrimination, manipulation, and
exploitation (Allen, 2022). Moreover, and relatedly, these women have
more difficulties appealing to privacy norms and rights (Fraser, 1998;
Allen, 2022).

Building on the former section, arguing for the value of privacy for an
autonomous life, I think that reducing the issue of the policing of women*’s
reproductive data to a data protection issue, means that we individualize
the problem rather than putting it in a historical perspective of structural
repression and social injustice, considering the specific harms for different
women*. To empower women*, autonomy-enhancing interventions should
be taken on the institutional, legal, and policy levels, with an eye on their
political and social differences (Allen, 2022).

For instance, encryption is a measure to protect certain individual
data in certain types of communication on certain types of devices.
However, resisting ‘surveillance’ as a cultural, political, and infrastructural
phenomenon and practice requires the acknowledgement of privacy as
an important functional value that protects the fundamental value of
autonomy. This acknowledgement is best achieved by emphasizing that
privacy is a universal human right that protects not only our information,
but also our decisions and our bodies, and by enshrining it in our
constitutions or federal laws.

Furthermore, solutions such as deletion forgo the relationality of
informational privacy as well as the important aspect of ‘control’ and
therefore, the underlying value of autonomy. Deletion is a defensive, limited
manifestation of informational privacy with a focus on ‘no access’. It lacks
the social dimension in which we can decide in which social contexts and
relations we do share and in which we do not. Of course, from a defensive
angle it seems sensible to argue that within an oppressive system the oppressed
are best served by invisibility. If the system oppresses women by surveilling
them, it seems prudent to make their health data inaccessible by deleting
them. However, invisibility and non-accessibility can also contribute to
oppression. The data gap is a good example (Criado-Perez, 2019). In the
health sphere, women*’s data, especially women* ot colour, have been
neglected in favour of a male standard. There are obviously very good
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reasons for collecting women*’s health data (1D’ Ignazio and Klein, 2020). For
instance, women* show different signs of heart disease and respond differently
to medication. Moreover, menstruation, pregnancy, and menopause are
still widely under-researched. This is a systemic injustice that period apps,
and FemTech more generally, play into; a gap that corporations promise
to bridge in the absence of more structural and systemic research agendas.
While this might seem laudable, this development should be approached
with caution, especially if these corporations operate in contexts with very
weak privacy legislation, but also given, to repeat, the historical and social-
political dimensions of surveillance and corresponding vulnerabilities that
corporations often tend to exploit in favour of profit rather than aim to
remedy (Allen, 2022).

In sum, it seems that post-Roe, privacy, as a defensive strategy, is reduced
to its most limited conceptualization, while I think that ‘the aim’, female*
self-determination post-Roe in the digitalized society, is better served if we
understand and value privacy as multidimensional and social. We should
demand that informational privacy is conceptualized as the capacity to
control the access to information — so that women* may share their data
with clinics, hospitals, and research organizations without the fear that
this might contribute to the cycle of systemic gendered surveillance. And
importantly, we should insist on the need for decisional privacy, the right to
control the access to our most intimate, and some of life’s biggest, decisions —
the decision to become pregnant or not, to have an abortion or not, to
use contraception or not — without the risk of being prosecuted for these
decisions. As a prerequisite for autonomous decision-making more broadly,
and, more narrowly, for female* self-determination regarding abortion,
decisional privacy played an important role in the history of feminism.
It is remarkable that this conceptualization in the debate is moved to the
background. As Clark writes:

With today’s decision, the Court has positioned abortion not as a matter
of personal decision-making, but as a matter that’s best left in the hands
of state representatives. It implies, furthermore, that the Constitutional
right to privacy is illegitimate, arguing that the existing right has been
constructed on shaky grounds. (Clark, 2022)

Moreover, while the individual right to privacy is important — for
instance, the individual right to one’s reproductive decisions, such as an
abortion — there is an important social dimension to decisional privacy
as the more general idea, social value (and constitutional right) that we
want to live in a society that does not dictate to its citizens who to spend
their lives and share their beds with, what religion to believe in, or what
political party to vote for. Decisional privacy protects decisions that make
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us who we are, and should be respected if we want to be respected as
autonomous human beings. To protect the right to reproductive choices
with a right to health data privacy is an important defence but could
be strengthened conceptually by considering the decisional and social
dimensions of privacy. Given the fact that decisional privacy was the legal
support for the right to an abortion, it is important that this concept is
researched further.

By emphasizing privacy as deeply social and as having multiple dimensions
beyond the informational dimension, most importantly decisional, we are
better able to address the wrongs of digital surveillance post-Roe and what
exactly it is that we lose by losing Roe v Wade. Moreover, it makes the agenda
for solutions more ambitious than corporate (health) data encryption. For
women* to live autonomous lives, they should be able to present themselves
as they want across different social contexts, making their own decisions
about their lives and bodies. Deletion and encryption should be two among
many tools in the toolbox. However, advocating and appealing to the right to
privacy as an acknowledged human right intimately connected with freedom
and autonomy, and empowering women* to make this appeal successtully,
by recognizing the historical and socio-political harms of surveillance, are
important steps towards female* self-determination post-Roe and social
justice more generally.

Conclusion

In this chapter I argued that the discussion on period apps post-Roe could
benefit from a multidimensional and social conceptualization of privacy.
It has aimed to show the limits of privacy-as-individual-data-protection.
This conceptualization invites ‘technological solutions’ such as deletion,
encryption, de-identification, and anonymization. While these solutions
are very important, we must avoid privacy becoming synonymous with
a quick, defensive ‘techno-fix’: altering the technological design without
considering the social and political context of the technology. Encrypting
or deleting women*’s health data in the absence of robust privacy legislation
is important. However, we should acknowledge that these interventions
are defensive. The discussion around the risks of involving the collection
of women*’s (health) data post-Roe should be understood and carried out
in a context of recognition of the structural discrimination, repression,
and (commercial) exploitation in women*’s health. To advance female*
empowerment and autonomy, it is helpful to comprehend the meaning and
importance of decisional privacy rather than (or preferably in combination
with) informational privacy. Moreover, we should emphasize and further
investigate the relationship between privacy, autonomy, and social justice
in the digital society.
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Notes
' T use the term ‘woman’ or ‘female’ as a placeholder while acknowledging that there are
many people who suffer the risks and harms discussed in this chapter but who do not

belong to or fit this category, hence the asterisk after women*, female*, or woman*.

)

It is not my intention to present an exhaustive overview of all articles that evaluate the

risks of period tracking apps post-Roe, but to give an insight as to how and which risks

and harms are identified within the public debate.

3 Lisa Bari, CEO of Civitas Networks for Health.

Kayte Spector-Bagdady, Professor of Bioethics and Law at the University of Michigan.

The Cambridge Analytica scandal (2018) involves the company Cambridge Analytica

that had collected the data of millions of Facebook users. Moreover, this information

had been used to steer people’s voting behaviour in the 2017 elections, thus influencing

political decision-making of individuals.

®  Christine Lemke, CEO of Evidation Health (consumer health research).

Professor Gina Neft is a sociologist and director of the Minderoo Centre for Technology

and Democracy at the University of Cambridge.

Carmel Shachar is the executive director of the Petrie-Flom Center for Health Law

Policy, Biotechnology, and Bioethics at Harvard Law School.

Lydia X. Z. Brown: policy counsel with the Privacy and Data Project (Center for

Democracy and Technology).

Eric Perakslis: health privacy and cybersecurity expert (Duke University).

Andrea Downing: president and co-founder of The Light Collective (non-profit that

advocates health data protection).

* Megan Ranney: director at the Brown-Lifespan Center for Digital Health
(Brown University).

3 Kristen Rosati: former president of the American Health Law Association.
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