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Personal note

During my physics master’s program, I lost the connection between what I
studied and the real world—even though understanding the world is fun-
damentally what physics is about. After transitioning from physics to the
forensic science master’s program, I rediscovered that connection. I have a
strong preference for structure and enjoy making complex topics accessible to
a broader audience. When I discovered reasoning under uncertainty in forensic
casework—particularly during evidence evaluation given activity level propo-
sitions—I finally found a profession that aligned with my natural tendencies.

I will never forget the day our class was first introduced to Bayesian net-
works as a tool for modeling complex case scenarios. Modeling these networks
resulted in structured chaos and it just clicked with me. And after almost five
years of having the software Hugin opened on my laptop, I am still not done
with it.

While this thesis marks the end of my PhD, it also serves as a starting
point for my career and further exploration. This journey has contributed
significantly to my development as a person and as a scientist. Through this

thesis, I hope to give something meaningful back to this beautiful discipline.






Summary

Problem statement

In the Likelihood Ratio (LR) framework, forensic scientists evaluate their find-
ings against (at least) two competing propositions. Forensic scientists are
increasingly asked to evaluate their findings given activity level propositions
(Evett et al., 2002; Prinz et al., 2024). These propositions address issues such
as which activity, performed by whom and when, led to the traces, rather than
focusing on the source and /or donor of these traces. “Activity level evaluations”
can be complex due to the volume of available results, the amount and nature of
information required, and the varying framework of case circumstances. Such
complex casework benefits from structured reasoning, and Bayesian networks
prove to be valuable tools for this purpose (e.g., Aitken et al. (2003); Dawid
& Evett (1997); Garbolino & Taroni (2002); Taroni et al. (2014)). After ex-
amining the existing research on Bayesian networks for modeling activity level
evaluations in forensic casework, we identified three research directions.

First, modeling Bayesian networks is a complex task that requires con-
siderable time investment from forensic experts. Such time is not always
available, and experts can benefit from more generic models, called “template
Bayesian networks,” that can be applied across various cases with different
circumstances. A template model for evaluating DNA trace evidence given
activity level propositions exists (Taylor et al., 2018). This template is very
practical and graphically intuitive as it is somewhat narrative-based, mapping

possible pathways from alleged activities to traces found on items of interest



(i.e., “Follow the trace”). Such a narrative template model is lacking for other
forensic disciplines.

Second, forensic cases involving activity level evaluations often contain
forensic results from multiple disciplines. Combining these results in a logical,
balanced, robust, and transparent manner (Willis et al., 2015) presents chal-
lenges. Key challenges include combining LR conclusions from different disci-
plines that address varying sets of (sub)propositions and determining whether
multiple findings are conditionally independent given the case propositions.
This interdisciplinary casework could also potentially benefit from a template
Bayesian network.

Third, we observe a difference in evidence interpretation practices between
digital forensic science and physical forensic disciplines, with the LR framework
being used less in digital forensic science despite it currently being one of the
most prominent disciplines in forensic casework. The question is whether and
how methods and template Bayesian networks developed for physical forensic
findings can also be applied to this domain.

The overarching research objective can be summarized as “making activity
level evaluations and Bayesian networks more accessible and uniform across

forensic disciplines—including digital forensic science.”

Part 11

Starting small: from idioms to case models

Following the Introduction in Part I, Part I explores the idiom-based approach
(Neil et al., 2000) to modeling Bayesian networks to reduce construction time
and complexity. Idioms are building blocks that represent commonly recurring
reasoning patterns. These patterns can be translated into small, primarily
qualitative Bayesian networks and combined to build larger case models. Col-
lections of idioms already exist for several scientific disciplines. In Chapter 2,
we create one specifically for modeling the evaluation of forensic findings given

activity level propositions. Using this collection, we build a generic yet suf-
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ficiently specific template Bayesian network that evaluates various types of
transfer evidence given activity level propositions about disputed actors and/or
activities (Chapter 3). This template builds upon the ideas of Taylor et al.
(2018) and Kokshoorn et al. (2017).

Part 111

Bayesian networks and interdisciplinary casework

Part III studies how to combine the evaluation of findings from various disci-
plines in interdisciplinary forensic casework using Bayesian networks. We use
a hypothetical strangulation case where DNA traces and fibers are recovered
from a sweater found near the crime scene. The case focuses on two disputed
elements: the sweater’s connection to the incident and its relation to the sus-
pect. In Chapter 4, we build a case model for this example using the template
Bayesian network from Part II. The case model includes a set of association
propositions about whether or not the sweater was worn by the offender during
the incident. These propositions make it possible to combine the evaluations
of DNA traces and fiber traces on the sweater given the relevant propositions
in the case (“who strangled the victim?”). In Chapter 5, we generalize this
case-specific network into a template Bayesian network that evaluates multi-
ple observations on an item with an uncertain relation to the activities, in

addition to a disputed actor and/or activity.

Part IV

Exploring digital forensic science

Part TV studies how to advance logical, balanced, robust and transparent rea-
soning in digital forensic science to better align it with physical forensic dis-
ciplines. Chapter 6 shows that the LR framework can be used in relatively
simple digital forensic casework with a single finding: distance data from the

iPhone Health app. We build a method for the interpretation of this data in
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cases where an individual’s walking distance is disputed. Chapters 7 and 8
address the use of Bayesian networks in more complex casework with multi-
ple findings: Trojan horse defense cases. Because well-formulated propositions
are essential to using the LR framework and to modeling Bayesian networks,
we split this research into two parts. Chapter 7 demonstrates how to formu-
late propositions for various types of disputes in Trojan horse defense cases.
One of these disputes covers the intent of an individual, which translates into
propositions including the phrase “(un)knowingly.” We argue that, although
these are offense level propositions, the digital forensic expert can—with the
use of appropriate expert knowledge—evaluate forensic findings given such
propositions. In Chapter 8, we present the step-by-step modeling process of
a case-specific Bayesian network, applying the template model from Parts II

and III, and found no difficulties using it for Trojan horse defense cases.

Conclusion

Our overall aim is to improve probabilistic reasoning in mono- and interdis-
ciplinary forensic casework addressing activity level propositions. By using
concrete case examples throughout our work, we demonstrate the benefits of
the LR framework and Bayesian networks for evaluating forensic findings given
activity level propositions across various disciplines—including digital forensic
science. The research resulted in a collection of idioms, two generally applica-
ble template Bayesian networks, and laid the foundation for two use cases of
the LR framework in the digital forensic domain: a method for the interpreta-
tion of iPhone Health app data and a Bayesian network for the evaluation of

digital findings in Trojan horse defense cases.
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Clarification of wording

During the research for this thesis, I discovered that certain terminology is
debated within the forensic science community. Below, I present the most
prominent words or phrases in my thesis and the different ways I named them
throughout the work. I decided to keep the original wording throughout the
text while adding this clarification about what I mean—or do not mean—by

these terms.

1. (Forensic) evidence, findings, observations
These words are used interchangeably for the results obtained by the
forensic scientists. During the course of this thesis, I learned that “evi-

dence” may not be the preferred term because of its legal connotation.

2. Activity level evaluations, evidence evaluations at activity level, evalu-
ating evidence given activity level propositions, addressing activity level
188UeSs
With these phrasings I do not intend to say that the forensic scientist
evaluates propositions; rather, the forensic scientist evaluates their find-

ings given at least two propositions (which can be at activity level).

3. Hypotheses, propositions
Both hypotheses and propositions are workable formulations of scenarios
for forensic scientists and are denoted as “H" in the likelihood ratio, prior

odds, and posterior odds.

4. Forensic practitioner, scientist, expert

21
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These terms refer to the same profession and are used interchangeably

throughout this thesis.

5. Physical forensic science, traditional forensic science
Both are defined as forensic science disciplines dealing with physical

(trace) evidence (e.g., fibers, glass, DNA).



