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ABSTRACT  
This paper offers a comparative systematic literature review of the 
key principles, norms, and strategies associated with Security by 
Design (SbD) and Privacy by Design (PbD). Both frameworks are 
grounded in the idea that security and privacy should be integral 
components of digital technologies from the very beginning of 
the design process. Following PRISMA guidelines, we reviewed 82 
documents sourced from databases such as the ACM Digital 
Library, EBSCO Library, IEEE Xplore, ProQuest, Scopus, and Web of 
Science. Our analysis reveals that SbD and PbD share four 
fundamental principles: prevention/proactiveness, embeddedness, 
user-centricity, and transparency. The review also highlights the 
solid regulatory foundation of PbD, particularly under the General 
Data Protection Regulation (GDPR), compared to the emerging 
regulatory context for SbD. Additionally, we explore a range of 
strategies, from organizational cultural changes to technical 
interventions, that illustrate the nuanced approaches taken to 
implement these paradigms. We conclude by discussing the 
broader implications of these findings and suggesting directions 
for future research, aiming to contribute to the development of 
technologies that are both secure and respectful of privacy, 
while also advocating for integrated frameworks that enhance 
digital trust.
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1. Introduction

In 2009, Ann Cavoukian published her report entitled ‘Privacy by Design: The 7 
Foundational Principles’ (Cavoukian 2009). Little could she anticipate the significant 
impact her principles would have on technology development in the ensuing decade. 
Cavoukian’s work has been extensively acknowledged by scholars as fundamental to 
the Privacy by Design (PbD) approach, inspiring subsequent works that translated her 
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principles into strategies (Hoepman 2014), organizational practices (see for a scoping 
review Iwaya et al. 2022), design approaches (e.g. Degeling et al. 2016), tools and technol
ogies (e.g. Y. Liu and Simpson 2016). The primary objective of PbD is to ensure that privacy 
is taken into account from the outset of digital technology development and becomes the 
default mode of operation for organizations. Despite criticism by scholars and prac
titioners on the challenges of implementation (Spiekermann 2012), adoption (Rubinstein 
and Good 2012), scalability (van Dijk et al. 2018), and vagueness (van Rest et al. 2014) – 
among others – the PbD literature continues to position Ann Cavoukian’s principles as 
the foundation of the approach.

The relevance of Cavoukian’s foundational principles of PbD is evident in the numerous 
policies that have been developed and approved, integrating this approach. These pol
icies include regulations such as the European General Data Protection Regulation 
(GDPR) (European Parliament and Council of Europe 2016) and the California Consumer 
Privacy Act (CCPA) (Legislature 2018), policy documents such as ‘Privacy, Trust and Inno
vation – Building Canada’s Digital Advantage’ by the Office of the Privacy Commissioner 
of Canada (2010), ‘Protecting Consumer Privacy in an Era of Rapid Change’ by the US 
Federal Trade Commission (2012), and ‘Privacy and Data Protection by Design – From 
Policy to Engineering’ by the European Union Agency for Network and Information Secur
ity (ENISA) (Domingo-Ferrer et al. 2014), which emphasize the importance of PbD. Finally, 
international standards such as Consumer Protection: Privacy by Design for Consumer 
Goods and Services (ISO/DIS 31700) (International Organization for Standardization 
2023) also support the implementation of PbD principles.

In the years that followed, PbD was used as an example to formulate other design prin
ciples for the design and development of digital technologies. Security by design (SbD) is 
the most prominent of these. However, the principles that underpin the SbD approach, are 
not as extensively consolidated by any reference author as is the case with PbD. SbD is 
similar to PbD, in the sense that it focuses on integrating security considerations into the 
development process of technologies from an early stage. This concept has prompted 
the creation of numerous technical models and software design methodologies (e.g. 
Casola et al. 2020), which embed security considerations in software architecture. Its evol
ution can be traced along a trajectory of convergences and discontinuities from computer 
science, with significant advances being made by companies. For instance, Microsoft’s 
Security Development Lifecycle (SDL) is one of the most renowned, containing twelve prac
tices aimed at improving the security of their products (Microsoft 2022).

Standards and policies that have embraced SbD can also be found, albeit to a lesser 
extent than those for PbD. For instance, there is the technical specification ‘Cyber Security 
for Consumer Internet of Things’ (ETSI TS 103 645) by the European Telecommunications 
Standards Institute (ETSI) (2019), the ISO/IEC 27000-series, and more recently, the ‘Propo
sal for a Regulation of the European Parliament and of the Council on horizontal cyberse
curity requirements for products with digital elements and amending Regulation (EU) 
2019/1020’ (Cyber Resilience Act 2022).

The aim of this article is to synthesize the contributions of existing literature on the 
principles, norms, and strategies in SbD and PbD, and to provide a comparative analysis. 
Previous systematic literature reviews have not offered a comparative overview and 
analysis of the principles, norms, and strategies associated with SbD and PbD. Existing 
reviews on similar topics tend to focus either on the technical aspects of SbD or PbD 
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approaches (e.g. see Andrade et al. 2023 for a SLR of the application of PbD to software 
engineering), on specific sectors (e.g. Semantha et al. 2020 in the healthcare sector), or on 
particular technologies (e.g. Macedo et al. 2019 about IoT). Prior research related to this 
project has explored the conceptual definitions of both SbD and PbD, but without 
delving into their principles, norms, and strategies (Del-Real, De Busser, and van den Berg 
2024). To the best of our knowledge, this systematic literature review contributes in an inno
vative way to the field by providing a comprehensive overview and analysis of the principles, 
norms, and strategies that define SbD and PbD. This research further clarifies the fundamen
tal propositions underlying both concepts and their respective levels of development. The 
findings of this study contribute to a better understanding of the normative aspects of 
SbD and PbD, which will be valuable for future research on the integration of technical, nor
mative and social factors in the design of secure software systems.

The review follows the PRISMA guidelines, including the selection of appropriate data
bases, search terms, and inclusion criteria. The article is structured in the following 
manner. The first section presents the debate regarding the definitions of software secur
ity and privacy, along with the significance of principles, norms, and strategies for these 
two approaches. The section 2 outlines the methodology adopted for this systematic 
review, including the literature search, eligibility criteria, study selection, and data extrac
tion and presentation. In section 3, the results of the review are presented, while section 4
delves into a discussion of the findings, their implications for research and practice, and 
proposes future research avenues.

1.1. Software privacy and security

One of the challenges faced by the PbD and SbD approaches is the absence of a consen
sus definition regarding software privacy and security. This lack of agreement not only 
impacts the work within singular disciplines (e.g. computer science) but also adds 
complexity when we extend the scope of the review to other disciplines, such as law, gov
ernance, safety science, or criminology, among others. The notion of privacy has been the 
subject of extensive academic debate (e.g. Thomson 1975). The aim was always to keep 
the concept of privacy as flexible as possible to stand the test of time – and the advance
ment of technology – and to be interpreted by judges and administrative authorities in 
concrete circumstances. Legislators therefore have refrained from squeezing the right 
to privacy in a legal definition which would be too restrictive to make it work in practice. 
This lack of a clear definition has however also led to the right to privacy become mixed 
up with the right to data protection.

With the increasing penetration of technology in our daily lives, the risks of privacy vio
lations have risen due to the ability to collect and store vast amounts of data (e.g. Finn, 
Wright, and Friedewald 2013). Regarding software design, privacy has mostly been 
defined as synonymous with the protection of personal data and information against 
unauthorized access, use, and disclosure (e.g. Hartzog 2018). The blending of privacy 
and data protection is confusing but also understandable for the following reasons.

First, we cannot deny the relevance of data for both rights. The way that data are 
collected and processed can breach the right to privacy and the right to data protection 
at the same time. Second, where the protection of personal data refers exclusively to data 
that identify or enable to identify an individual, privacy can encompass those parts of an 
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individual’s life that are not necessarily specific enough to single out the individual from a 
population but are considered belonging to the personal sphere and in need of protec
tion for that reason, for example religion. Vice versa, data that identify or enable to ident
ify an individual can also not be considered part of the private sphere, such as name or 
email address. The right to privacy and the right to data protection can overlap but do 
not necessarily do so.

Third, since 2009, both are recognized as independent rights in accordance with the EU 
Charter of Fundamental Rights and Freedoms. This is however not the case in the rest of the 
world. For example, in the European Convention on Human Rights (ECHR) only the right to 
a private life is recognized as a fundamental right. This means that the European Court of 
Human Rights has adjudicated on cases where personal data were unlawfully processed, 
such as cases regarding national surveillance laws or practices, by referring to Article 8 of 
the Convention on the right to a private life. Even though the Council of Europe has a 
specific legal instrument on data protection – known as Convention 108 from 1981 and 
its modernized version Convention 108 + from 2018 – it will still rely on the right to 
privacy from the ECHR to rule on the matter due to the limited mandate of its Court.

To further operationalize privacy, it has been divided into distinct properties: confiden
tiality, unlinkability, intervenability, integrity, availability, and transparency of information 
(Rost and Bock 2011). The GDPR solidified the link between privacy (by design) and the 
protection of personal data in its Article 25 (e.g. Ayalon and Toch 2021). This article man
dates data controllers to implement organizational and technical measures that uphold 
data protection principles, thereby safeguarding the rights of data subjects. Scholars 
have analysed this article in the literature as an application of privacy. Conversely, 
other authors define privacy by grounding it in specific rights, such as the respect for 
private and family life, personal data (Aljeraisy et al. 2022b; Porcedda 2018), and the 
right to be let alone (Warren and Brandeis 1890).

The concept of security has also been the subject of considerable scientific debate. For 
several decades, the definition of security in the realm of digital technologies was defined 
with a focus on the notions of confidentiality, integrity, and availability (commonly known 
as the ‘CIA-model’) (e.g. Bygrave 2022b). In recent times, the predominant focus on the 
technical aspect of security has faced criticism, as digital technologies are now perceived 
not merely as data vessels but also as new spaces for social interaction (Dodge and Kitchin 
2001). Consequently, there appears to be a shift from merely securing information to 
ensuring people’s and organizations’ digital life security. Researchers now also focus on 
human behavior and the ways in which digital technologies are used, both for intended 
and for unintended purposes.

Privacy and security share an important characteristic. Both are known to not have 
a clear definition. Instead, both privacy and security are characterized by imprecision 
allowing for interpretations in accordance with time and location (Zedner 2003). One par
ticular characteristic sets privacy and security apart though: where privacy is recognized 
universally as a fundamental right embedded in legal instruments, security is not.

1.2. Principles, norms, and strategies

This paper adopts a normative approach, concentrating on the principles, norms, and 
strategies associated with SbD and PbD. The study aims to synthesize the various 
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efforts in the literature that describe principles, analyze standards, and propose strategies 
necessary for achieving SbD or PbD. To accomplish this, it is essential to first define the 
concepts of principles, norms, and strategies (see Figure 1).

Principles encompass a broad perspective on a particular issue and outline philosophi
cal approaches for addressing these challenges. In Bygrave’s words (2022b, 139), 
‘[principles] tend to depict norms with a higher level of generality, abstraction, 
open-endedness, persistence and explicit value-embodiment than rules, and they often 
help ground and justify the latter.’

Norms refer to standards of behavior, which may or may not be codified in specific laws 
or regulations. A norm embodies one or more underlying principles. For example, if data 
protection is a key principle in our worldview, we might establish a norm that dictates 
data minimization as a crucial behavioral standard for all entities engaged in data collec
tion and processing. Data minimization entails limiting the collection of personal data to 
what is directly relevant and necessary to achieve a specific purpose. This principle is for
mally articulated in the GDPR, specifically in Article 25. In the context of this paper, norms 
refer to the concrete formalizations of principles within legal instruments. A significant 
implication of this is that norms become binding once they are enshrined in legal pro
visions. When enforcement measures such as fines or orders to cease data processing 
activities are added, these norms, for the purposes of this paper, are considered only at 
the level of binding legal obligations.

Strategies, finally, function as actionable roadmaps designed to achieve specific objec
tives. A strategy translates a norm, along with its underlying principle(s), into a set of 
actions that lead to a desired outcome. By implementing a strategy, the underlying prin
ciples can be actualized, and the norm can be adhered to. For instance, considering the 
principle of privacy and the norm of data minimization, one strategy to uphold this prin
ciple and implement the norm could be the use of ‘pseudonymization.’ This process 
manages personal information in such a way that it prevents the direct identification of 
the data subject without the need for additional details. Thus, pseudonymization as a 
strategy exemplifies the norm of data minimization, which in turn embodies the principle 
of privacy protection.

2. Methods

2.1. Protocol and registration

The protocol for this study was pre-registered in the Open Science Framework (OSF) 
Registries (https://doi.org/10.17605/OSF.IO/WQ98H). Initially, our aim was to conduct a 

Figure 1. Principles, norms and strategies.
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single systematic review on SbD definitions and principles. However, as we advanced in 
our research, we observed that SbD is closely linked to PbD. Therefore, we examined 
both concepts in conjunction to provide for a more nuanced understanding of SbD, 
expanding our original protocol. This article presents the findings of the second part of 
our systematic review.

We focused specifically on the comparison of SbD with PbD – and not other concepts 
such as ‘data protection by design (and by default)’ or ‘security of processing’ – for three 
reasons. First, PbD precedes data protection by design (and by default) in terminology 
and in the scholarly and policy discourse. We found literature that argues that the 
GDPR’s legal obligations articulated as ‘data protection by design’ and ‘data protection 
by default’ in Article 25 are rooted in PbD (Buttarelli 2018). Second, literature discussing 
security and privacy is more extensive (e.g. Cavoukian and Dixon 2013; Haber and 
Tamò-Larrieux 2020) than that on security and data protection.1 The third reason for 
our approach is our desire to analyse SbD in relation to a concept that, while rooted in 
computer science, also extends into various scholarly disciplines and policy discussions. 
In contrast, data protection is more heavily anchored in the legal domain (Bygrave 
1998) and does not resonate as strongly within disciplines such as computer science 
and science and technology studies. As we aim to connect computer science with 
broader social studies, we believe focusing on privacy provides a more comprehensive 
framework to examine against security than other concepts, including data protection.

2.2. Literature search

We followed the Preferred Reporting Items for Systematic Reviews and Meta-analyses 
(PRISMA) guidelines, particularly the extension for scoping reviews (PRISMA-ScR) which 
is ideal for broad research questions (Tricco et al. 2018). As there is a vast range of prin
ciples, norms and strategies in the literature on SbD and PbD, an interdisciplinary review is 
necessary to map and integrate the existing definitions. Following the PRISMA guidelines, 
we conducted a search for thematically relevant studies published in English, using 
specialized databases. No temporal restrictions were imposed as the foundations of the 
SbD paradigm, which emerged in the early twenty-first century, are still relevant today. 
In this review, we considered peer-reviewed manuscripts, technical papers, and doctoral 
theses. Three methods were used to identify eligible documents, including searching 
electronic databases, Google Scholar, and reaching out to authors.

We searched selected databases that were relevant to our field of study. These data
bases included the ACM Digital Library, EBSCO Library, IEEE Xplore, ProQuest, 
Scopus, and Web of Science. We gained access to these databases through Leiden 
University and the Delft University of Technology. The search strategy for our systematic 
review comprised of three steps. First, we formulated search terms by identifying the 
three key concepts of our study: the objective (i.e. security or privacy), the method 
(i.e. design), and the subject (i.e. digital technology). We developed our query 
by finding synonyms of the keywords and utilizing wildcards to include word stem 
variations (e.g. secur*) as well as Boolean operators. We checked the terms in the selected 
databases to determine the most effective search string for the purpose of this paper. The 
search strategy was assisted by two librarians from Leiden University, specializing in 
Sciences and Political Science, Public Administration, and Security and Global Affairs 
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(see supplementary file 1 for a list of search queries utilized per database). The search was 
conducted on 8th July 2024.

Second, we used the Publish or Perish software to perform the Google Scholar search 
and download the results. We used the following query: (secur* OR privacy) AND (‘by 
design*’ OR ‘through design*’ OR ‘development lifecycle’ OR ‘development life cycle’) 
AND (software OR ‘operating system’ OR ‘computer program’ OR digital* OR electronic* 
OR technolog*). Third, we contacted the authors of eligible studies and asked if they 
had conducted or were aware of other relevant documents to our research objectives.

2.3. Eligibility criteria and study selection

In the first stage of study selection, we employed ASReview LAB, an open-source software that 
uses machine learning models to facilitate systematic reviews (ASReview LAB Developers 2022; 
van de Schoot et al. 2021). The software prioritizes potentially eligible studies based on pre
vious screening decisions, streamlining the screening process. Next, we conducted full-text 
screening of the selected studies. To ensure consistency in our screening process, we devel
oped screening tools for both abstract and full-text screening, following established best prac
tices guidelines for screening (see supplementary file 2 for details) (Polanin et al. 2019).

Eligibility criteria for study selection included the following: (1) open access or available 
through institutional access or provided by contacted researchers; (2) written in English; 
(3) peer-reviewed publication, book, book chapter, conference/proceeding paper, gov
ernment or company document, technical report, or doctoral thesis; (4) not a correction, 
erratum or retracted article; (5) abstract specifically mentioned security or privacy by 
design (thematic relevance); (6) primary topic of the research was security of digital tech
nology (focus); and (7) answered at least one of the research questions. We did not impose 
any restrictions on study design as the disciplines that have contributed to SbD and PbD 
vary extensively.

To evaluate the level of agreement among researchers, a preliminary test was per
formed, and the screening tool proposed in the protocol was modified based on the 
results. To conduct this test, we randomly selected 50 abstracts and assessed them 
based on the screening tool, which involved evaluating both the inclusion and exclusion 
criteria. The documents were classified as ‘include,’ ‘exclude,’ or ‘undecided.’ The level of 
agreement during the first pilot was calculated using a statistical measure known as Fleiss’ 
kappa (Fleiss 1971), which ranges from −1 (no agreement) to +1 (full agreement), with 
values near 0 indicating that the agreement is no better than chance. Unfortunately, an 
insufficient level of agreement was obtained (κ = 0.06) (Landis and Koch 1977). After a 
research team meeting, the screening tool was updated, and a new sample of 20 abstracts 
was selected. This time, a substantial level of agreement was obtained (κ = 0.782, 95% 
agreement), and the first author performed the full title and abstract screening (van de 
Schoot et al. 2021). The updated screening tool is presented in supplementary file 3.

2.4. Data extraction and synthesis of results

We used Atlas.Ti (version 8) and a data spreadsheet to extract information from the 
selected documents, which included descriptive data such as the author(s), title of 
the publication, year of publication, journal, type of publication, discipline, and topic. 
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The final literature selection was imported into Atlas.Ti (version 8) for systematic coding of 
definitions. The coding of the definitions was initially performed by one researcher, fol
lowed by a thematic analysis by the research team. We presented the findings of this 
study as a narrative synthesis, which is the most suitable approach when research is het
erogeneous (Popay et al. 2006). The results are structured according to the three 
elements: principles, norms, and strategies.

3. Results

3.1. Study selection and characteristics

We employed search queries within databases and Google Scholar, and direct communi
cation with authors. We identified a total of 3918 distinct titles and abstracts (see 
Figure 2). Through the abstract screening we identified 186 studies that exhibit potential 
relevance to our research. Subsequently, we examined the full text of these studies and 
assessed 149 for their eligibility. We excluded records based on six criteria: (1) principles, 
norms and strategies were not addressed, (2) the paper was exclusively technical, (3) SbD 
or PbD was not addressed, (4) the paper was not about digital technology, (5) the paper 
was in a language not spoken by the authors, (6) it was not the type of document we were 
looking for, or (7) the paper was a previous published output of the project. The screening 
process resulted in 71 documents. Through contact with authors, we identified 10 more 
eligible papers. The final sample of this systematic review is composed of 82 unique docu
ments (see Figure 2). Table 1 presents the list of studies included in the systematic review 
and a summary of the studies topic.

Table 1. Summary topic description of studies included in the systematic literature review.
Reference Topic of study

1 (Alam, Basit, and Arif 2023) Comparison of PbD principles on blockchain platforms.
2 (Aljeraisy et al. 2022a) Cross-country systematic analysis of data protection laws.
3 (Aljeraisy et al. 2022b) PbD regulations for IoT and recommendations for developers.
4 (Alshammari 2019) Proposal of a principled approach for engineering PbD.
5 (Alshammari and Simpson 2017) Identification of privacy requirements engineering methods that 

derive in criteria that aid in identifying data-processing activities 
that may lead to privacy violations and harms.

6 (Ardo, Bass, and Gaber 2022) Proposal of a practice-based model combined with Agile.
7 (Arizon-Peretz, Hadar, and Luria 2022) Proactive security behavior among software developers.
8 (Austin and Slane 2023) Analysis of Canada’s constitutional framework for lawful access, 

and proposal of shifts to better address privacy and rights 
concerns in the digital age by focusing on the entire data life 
cycle and the context of its use.

9 (Ayalon and Toch 2021) Examination of the consequences of the way privacy questions are 
framed.

10 (Balboni and Macenaite 2013) FIUs technology compliance with privacy by design.
11 (Barth, Ionita, and Hartel 2022) Review of privacy attributes.
12 (Batalla 2022) Analysis of limitations and problems of implementation of privacy- 

enhancing technologies.
13 (Blythe, Sombatruang, and Johnson 2019) Analysis of IoT devices user manuals compliance with SbD.
14 (Bu et al. 2020) Influencing factors in PbD adoption by IT engineers.
15 (Bu et al. 2021) IS engineers’ acceptance of PbD.
16 (Bygrave 2022a) Debate over prioritizing ‘cyber resilience’ versus ‘cybersecurity’ as 

public policy goals, examining their conceptual differences, legal 
implications, and the potential for integrating resilience within 
existing cybersecurity frameworks.

(Continued ) 
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Table 1. Continued.
Reference Topic of study

17 (Bygrave 2022b) Analysis of the SbD discourse and its utility as a regulatory 
principle.

18 (Caire et al. 2016) PbD issues for Ambient Assisted Living.
19 (Cali et al. 2023) Proposal of a digital energy platform architecture based on the 

principles of SbD and PbD.
20 (Carboni et al. 2023) Analysis of PbD in systems for assisted living, personalized care, and 

well-being, focusing on how stakeholder involvement impacts 
privacy protection.

21 (Casola et al. 2020) Proposal of a SbD methodology based on Security Service Level 
Agreements (SLAs).

22 (Cavoukian 2009) Proposal of seven foundational principles of PbD.
23 (Cavoukian 2012) Description of best practices to implement PbD successfully.
24 (Cavoukian and Dixon 2013) Discussion about SbD principles and proposal of an enterprise 

architecture approach.
25 (Chaudhuri and Cavoukian 2018) Proposal of the Proactive and Preventative Privacy (3P) Framework.
26 (Craggs 2019) Proposal of the just culture to handle user error.
27 (CSA Singapore 2017) Proposal of a framework to guide organizations in building security 

into their SDLC.
28 (de la Cámara et al. 2015) Summary and gaps of SbD frameworks for software design.
29 (de la Cámara et al. 2016) SbD practices, activities and control objectives for IT projects in 

SMEs.
30 (Deparment for Digital, Culture Media & Sport 

of the United Kingdom 2018)
Review of SbD practices applied to IoT.

31 (Federal Trade Commission 2012) Proposal of PbD framework for business dealing with data.
32 (Fernandez et al. 2022) Description of abstract security patterns and its relationship with 

other security features.
33 (Fluchs et al. 2023) Proposal a method for making traceable security-by-design 

decisions in CPSs by using function-based diagrams and security 
libraries.

34 (Fockel, Merschjohann, and Fazal-Baqaie 
2018)

Threat analysis for SbD-based software lifecycle.

35 (Freitas, Araújo, and Magalhães 2023) Proposal of a process to integrate privacy and personal data 
protection into software development.

36 (Glasauer 2023) Human and organizational factors that facilitate the development 
of secure by design robotic systems.

37 (Gupta 2022) Proposal of a framework for 
DevSecOps adoption in organizations.

38 (Hadar et al. 2018) Developers’ perceptions, interpretations and practices of PbD.
39 (Hamon et al. 2024) AI cybersecurity practices and gaps in security conformity 

assessment for AI systems.
40 (Hartzog 2018) Proposal of a theoretical underpinnings of privacy law responsive 

to the way people perceive and use digital technologies.
41 (Hartzog and Stutzman 2013) Obscurity by design as model for design-based privacy solutions for 

social technologies.
42 (Hoepman 2021) Discussion on how to build privacy into the design of systems
43 (Humayun et al. 2023) Analysis of practitioners’ opinions on secure software practices.
44 (Jagarlamudi et al. 2023) Analysis of privacy measures in FL, focusing on their effectiveness 

in safeguarding sensitive data during AI and ML model training.
45 (Janca 2021) Explanation of the principles and practices of designing software 

with security in mind, and the importance of incorporating 
security measures early in the development process to prevent 
vulnerabilities and reduce the cost of fixing issues later.

46 (Kang and Kim 2022) Proposal of a methodology that specifies the level of Secure SDLC 
desired by enterprises.

47 (Kapitonova et al. 2022) Proposal of a framework to preserve privacy and cybersecurity in 
BCI applications by integrating privacy-by-design strategies 
throughout the BCI development process.

48 (Khan et al. 2024) Identification of secure software development practices and 
dimensions.

49 (Khurshid et al. 2022) Analysis of the challenges and prospects of incorporating IoT 
devices into cybersecurity certification frameworks, particularly 
under the EU Cybersecurity Act, and proposal of a template for an 
EU-specific IoT certification scheme.

(Continued ) 
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Table 1. Continued.
Reference Topic of study

50 (Klitou 2014) Analysis of regulations design and development of privacy- 
invading technologies.

51 (Koops and Leenes 2014) Examination of PbD provision in data protection law, specifically 
the GDPR. Argument against the feasibility of hardcoding legal 
requirements into system designs, advocating instead for 
fostering PbD mindset.

52 (Koops, Hoepman, and Leenes 2013) Critical analysis of the PbD provision in the GDPR.
53 (Malina et al. 2019) Proposal of a framework of privacy-preserving procedures for 

Intelligence Infrastructures and IoT applications.
54 (Moganedi and Dlamini 2021) Application of resilience thinking into SbD.
55 (Mouraditis 2010) Establishment of a secure by design philosophy of secure 

information systems development.
56 (Perera et al. 2016) Proposal of a privacy-by-design framework offering guidelines to 

evaluate the privacy strengths and weaknesses of current IoT 
applications and their supporting middleware.

57 (Perera et al. 2020) Utility of PbD framework for IoT applications design process.
58 (Ping et al. 2023) Discussion of current trends in secure software development and 

suggestions for improvements.
59 (Piras et al. 2021) Proposal of a Data Scope Management service to support 

organizations’ compliance with GDPR through PbD analysis.
60 (Porcedda 2018) Alignment between technical understanding of PbD and the EU 

law.
61 (Prybylo et al. 2024) Empirical analysis of software development teams’ members’ 

perceptions of privacy.
62 (Rachovitsa 2016) The case for understanding privacy as a fundamental technical 

property for the well-functioning of Internet.
63 (Radunovic, Gratz-Hoffmann, and Maciel 

2021)
Good corporate practices increasing security of digital products.

64 (Restuccia, D’Oro, and Melodia 2018) Roadmap of research challenges related to the application of ML 
and SDN to address IoT security threats.

65 (Romanou 2018) Case for the implementation of PbD in biometrics, e-health and 
video-surveillance.

66 (Rost and Bock 2011) Proposal of unifying PbD and protection goals.
67 (Saltarella et al. 2023) Systematic literature review of the translation of PbD principles into 

security requirements and integration in the human-centered 
design process.

68 (Saunders 2021) Solutions for smart home security challenges using SbD framework.
69 (Semantha et al. 2020) Systematic literature review on PbD for healthcare software 

systems.
70 (Shaabany and Anderl 2018) Proposal to design secure an Industry 4.0 capable machine.
71 (Shirtz et al. 2024) Description of security requirements for the implementation of SbD 

practices in ICS.
72 (Slesinger et al. 2023) Empirical analysis of digital security communities of practices and 

proposal of participatory SbD.
73 (Slesinger, Panteli, and Coles-Kemp 2024) Analysis of stakeholders’ perceptions on regulation of digital 

security design.
74 (Sokolovska and Kocarev 2018) Integration of legal and technical concepts of privacy.
75 (Tjondronegoro et al. 2022) Proposal of a theoretical framework for responsible AI 

implementation.
76 (Ulhaq and Burmeister 2020) PbD framework for federated learning systems.
77 (Umeugo, Lowrey, and Pandya 2023) Analysis of factors affecting adoption of secure software practices 

in small and medium-sized companies.
78 (Valdés-Rodríguez et al. 2023) Literature review of methods and models for integrating security in 

the software development lifecycle.
79 (Waldman 2020) Critical analysis of Article 25(1) of GDPR in relation to the concept of 

PbD.
80 (Wilkinson et al. 2017) Proposal of user-tailored PbD combining privacy features into a 

single intelligent user interface.
81 (Wohlgemuth 2014) Proposal of PbD framework for IT systems’ users’ views on 

information exchange and IT support with different security 
interests.

82 (Zhao 2023) Design of a privacy-focused framework to protect financial 
consumer information throughout its entire life cycle.
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Figure 3 presents the descriptive characteristics of the final sample of 82 documents. 
We observe a growing trend in published articles on both SbD (n = 36) and PbD (n =  
45), with a slight decline in 2024 due to the search being conducted only until July of 
that year. The majority of these documents focus on digital technologies, IoT devices, 
and software (systems). While some categories in Figure 3 we chose to categorize the 
technologies based on the exact terminology used by the authors. Most documents orig
inate from the fields of Computer Science, followed by Law and Science and Technology 
Studies. Figure 3C further highlights a trend in SbD and PbD studies: they either concen
trate on specific technical applications and developments of these paradigms or explore 
their regulatory aspects.

3.2. Principles

3.2.1. Security by design
To delineate a concept as a principle within our research scope, we employed a dual- 
method approach: on the one hand, we considered whether the concept was explicitly 
characterized as a ‘principle’ by the authors themselves. For example, Saunders (2021, 
44) posits that ‘manufacturers and developers should leverage the principle of ‘least pri
vilege’ as a benchmark in their security by design strategies’. On the other hand, we exam
ined the literature for instances where authors articulate concepts in a prescriptive 
manner – i.e. they used imperatives such as ‘must’ or ‘should.’ An illustrative case is articu
lated by Fockel, Merschjohann, and Fazal-Baqaie (2018, 2), who assert that ‘In order to sys
tematically develop secure products and services, security must be emphasized 

Figure 2. Adapted PRISMA Flow chart of search.
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throughout the whole software lifecycle, such that the results are secure by design.’ These 
two steps allowed us to identify 25 distinct principles related to SbD. The list with these 
principles, including the number of documents that mention them and the references, is 
systematically cataloged in Table 2. The definition of all the principles can be found in 
supplementary file 4.

Figure 3. Studies included in the systematic literature review by (A) year of publication, (B) technol
ogy, and (C) discipline.
Note: Acronyms used mean the following. IoT = Internet of Things; EU FIUT = European Union financial intelligence units 
technology; STS = Science & Technology Studies; HCC = Human-Centered Computing.
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The two most common principles of SbD are embedded nature (n = 13) and enabled in 
product lifecycle/design (n = 11). These two principles are frequently intertwined, being the 
‘embeddedness’ often pertaining to the product design process.2 SbD seems to need the 
integration of security considerations and mechanisms within the technology develop
ment process (e.g. Radunovic, Gratz-Hoffmann, and Maciel 2021). A less common but 
significant perspective posits that security should be ingrained within the final product 
to ensure it is inherently secure (e.g. Fockel, Merschjohann, and Fazal-Baqaie 2018). 
Related to these two principles, the concept of proactivity advocates for security to be 
a foundational consideration, incorporated from the outset and during the technological 
design process, rather than as a retrospective addition. The proactivity principle is related 
to the culture and the strategic view of the organization (e.g. Chaudhuri and Cavoukian 
2018; Valdés-Rodríguez et al. 2023).

To a lesser extent, we have discerned an association drawn by authors between 
the SbD approach and enhanced resilience. This principle entails the design of technol
ogies that are not only more secure against threats (Ardo, Bass, and Gaber 2022; 
Fernandez et al. 2022; Hamon et al. 2024; Humayun et al. 2023; Janca 2021; Khan et al. 
2024; Khurshid et al. 2022; Shirtz et al. 2024; Valdés-Rodríguez et al. 2023), but also 
capable of swiftly reverting to their normal operational state in the event of a cyber 
incident. Moreover, the processes through which the security of digital technologies is 
fashioned ought to be transparent and place the user at the centre of the design 
paradigm. This latter principle encompasses the need for security controls to be designed 
in an accessible manner, thereby augmenting user acceptance (Shaabany and Anderl 
2018), as well as the incorporation of their security-related needs (Chaudhuri and 
Cavoukian 2018).

The remainder of the principles are referenced by merely one or two documents (see 
Table 2). It is observed that those principles which align with PbD principles are often con
nected with the work of Cavoukian in an effort to transpose PbD principles to SbD (e.g. 
principles such as by default, transparency, and user-centric, among others).

3.2.2.. Privacy by design
We identified 38 principles of PbD. At first glance, it is not only apparent that PbD encom
passes a broader array of principles compared to SbD but also, upon examination of 
Table 2, there is discernible evidence of a more substantial consensus within the literature 
regarding these PbD principles. Indeed, 19 principles have been cited in at least five docu
ments, and nine have been referenced in 10 or more documents. Amongst these prin
ciples receiving greater consensus in the literature, the user-centric principle is the most 
frequently reiterated (n = 24). This principle is often referred to the one by Cavoukian 
respect for user privacy – keep it user-centric (Cavoukian 2009). It includes considering 
users’ privacy decision making and giving them the option to consent and choice in a 
way that it is appropriate for them.

The second most mentioned principle are transparency, identified in 22 documents 
Transparency relates to the idea that users need to be informed in all circumstances 
about actions taken and technologies used. It is considered to be a key principle 
to achieve accountability (Alshammari and Simpson 2017; Austin and Slane 2023). 
By default (n = 22) and embedded nature (n = 18) share with SbD the position of being 
amongst the most prevalent principles cited in the documents. In this case, the by 
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Table 2. Principles of security and privacy by design.

Principle

Concept

Security by design Privacy by design

Ability to intervene Rost and Bock 2011
Access control Aljeraisy et al. 2022a; Barth, Ionita, and 

Hartel 2022; Carboni et al. 2023; 
Jagarlamudi et al. 2023; Prybylo et al. 
2024

Access protection Hadar et al. 2018; Hartzog and Stutzman 
2013; Shaabany and Anderl 2018

Accountability Aljeraisy et al. 2022a; Alshammari and 
Simpson 2017; Barth, Ionita, and Hartel 
2022; Batalla 2022; Chaudhuri and 
Cavoukian 2018; Federal Trade 
Commission 2012; Perera et al. 2020; 
Romanou 2018; Wohlgemuth 2014

Anonymity Aljeraisy et al. 2022a; Balboni and Macenaite 
2013; Barth, Ionita, and Hartel 2022; Caire 
et al. 2016; Carboni et al. 2023; Hadar et al. 
2018; Hartzog and Stutzman 2013; Koops, 
Hoepman, and Leenes 2013; Perera et al. 
2020; Porcedda 2018; Tjondronegoro et al. 
2022

Back-to-front end Ayalon and Toch 2021; Hartzog and 
Stutzman 2013

By default Cavoukian and Dixon 2013; Freitas, Araújo, 
and Magalhães 2023

Alshammari 2019; Alshammari and Simpson 
2017; Austin and Slane 2023; Balboni and 
Macenaite 2013; Barth, Ionita, and Hartel 
2022; Bu et al. 2020; Bygrave 2022a; Caire 
et al. 2016; Carboni et al. 2023; Cavoukian 
2009; 2012; Chaudhuri and Cavoukian 
2018; Federal Trade Commission 2012; 
Koops, Hoepman, and Leenes 2013; 
Perera et al. 2016; Perera et al. 2020; 
Prybylo et al. 2024; Romanou 2018; Rost 
and Bock 2011; Saltarella et al. 2023; 
Semantha et al. 2020; Sokolovska and 
Kocarev 2018; Zhao 2023

Collection limitation Balboni and Macenaite 2013; Barth, Ionita, 
and Hartel 2022; Chaudhuri and 
Cavoukian 2018; Federal Trade 
Commission 2012; Hadar et al. 2018; 
Romanou 2018

Compliance with norms Alshammari and Simpson 2017; Carboni 
et al. 2023; Koops, Hoepman, and Leenes 
2013; Perera et al. 2016; 2020; Prybylo 
et al. 2024; Rachovitsa 2016; Saltarella 
et al. 2023

Conceptual integration Mouraditis 2010
Confidentiality Hartzog and Stutzman 2013; Jagarlamudi 

et al. 2023; Kapitonova et al. 2022; Koops, 
Hoepman, and Leenes 2013; Perera et al. 
2020; Porcedda 2018; Romanou 2018; 
Rost and Bock 2011; Saltarella et al. 2023; 
Zhao 2023

Control Barth, Ionita, and Hartel 2022
Correctness Aljeraisy et al. 2022a; Barth, Ionita, and 

Hartel 2022; Jagarlamudi et al. 2023
Data minimization Aljeraisy et al. 2022a; Alshammari and 

Simpson 2017; Barth, Ionita, and Hartel 
2022; Cavoukian 2012; Piras et al. 2021; 
Romanou 2018

(Continued ) 
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Table 2. Continued.

Principle

Concept

Security by design Privacy by design

Deletion/retention terms Aljeraisy et al. 2022a; Barth, Ionita, and 
Hartel 2022; Saltarella et al. 2023

Disclosure Aljeraisy et al. 2022a; Barth, Ionita, and 
Hartel 2022

Embedded nature Ardo, Bass, and Gaber 2022; Bygrave 2022a; 
Cavoukian and Dixon 2013; Craggs 2019; 
Fernandez et al. 2022; Fockel, 
Merschjohann, and Fazal-Baqaie 2018; 
Gupta 2022; Khurshid et al. 2022; 
Mouraditis 2010; Ping et al. 2023; 
Radunovic, Gratz-Hoffmann, and Maciel 
2021; Restuccia, D’Oro, and Melodia 2018; 
Saunders 2021

Alshammari 2019; Alshammari and Simpson 
2017; Barth, Ionita, and Hartel 2022; Bu 
et al. 2020; 2021; Caire et al. 2016; 
Cavoukian 2009; 2012; Chaudhuri and 
Cavoukian 2018; Klitou 2014; Perera et al. 
2016; Perera et al. 2020; Romanou 2018; 
Rost and Bock 2011; Semantha et al. 2020; 
Sokolovska and Kocarev 2018; 
Tjondronegoro et al. 2022; Zhao 2023

Enabled in product 
lifecycle/design end-to- 
end security

Cali et al. 2023; Cavoukian and Dixon 2013; 
de la Cámara et al. 2015; Fernandez et al. 
2022; Fluchs et al. 2023; Fockel, 
Merschjohann, and Fazal-Baqaie 2018; 
Moganedi and Dlamini 2021; Mouraditis 
2010; Radunovic, Gratz-Hoffmann, and 
Maciel 2021; Saunders 2021; Valdés- 
Rodríguez et al. 2023

Alshammari 2019; Alshammari and Simpson 
2017; Barth, Ionita, and Hartel 2022; Bu 
et al. 2020; 2021; Caire et al. 2016; Carboni 
et al. 2023; Cavoukian 2009; 2012; 
Chaudhuri and Cavoukian 2018; Federal 
Trade Commission 2012; Klitou 2014; 
Perera et al. 2016; 2020; Romanou 2018; 
Rost and Bock 2011; Semantha et al. 2020; 
Sokolovska and Kocarev 2018; 
Tjondronegoro et al. 2022; Zhao 2023

Encouragement of pro- 
secure behavior

Craggs 2019

External validation Craggs 2019
Facilitating dialogue Deparment for Digital, Culture Media & 

Sport of the United Kingdom 2018
Full functionality – win- 

win
Cali et al. 2023; Cavoukian and Dixon 2013; 

Hamon et al. 2024
Alshammari 2019; Alshammari and Simpson 

2017; Austin and Slane 2023; Barth, Ionita, 
and Hartel 2022; Bu et al. 2020; 2021; 
Caire et al. 2016; Cavoukian 2009; 2012; 
Chaudhuri and Cavoukian 2018; Hartzog 
and Stutzman 2013; Perera et al. 2020; 
Romanou 2018; Rost and Bock 2011; 
Saltarella et al. 2023; Semantha et al. 
2020; Sokolovska and Kocarev 2018; Zhao 
2023

Holistic process in 
organizations

Glasauer 2023; Ping et al. 2023; Radunovic, 
Gratz-Hoffmann, and Maciel 2021; Zhao 
2023

Implemented in supply 
chain

Hamon et al. 2024; Khurshid et al. 2022; 
Radunovic, Gratz-Hoffmann, and Maciel 
2021

Integrated in the 
organization

Batalla 2022; Federal Trade Commission 
2012; Hartzog and Stutzman 2013; 
Hoepman 2021; Koops and Leenes 2014

Integrity of data Carboni et al. 2023; Jagarlamudi et al. 2023; 
Porcedda 2018; Rost and Bock 2011

Interoperability Saunders 2021
Intervenability Alshammari 2019; Porcedda 2018
Invisibility Hartzog and Stutzman 2013
Lawful processing Aljeraisy et al. 2022a; Romanou 2018
Least privilege Saunders 2021
Measurability Deparment for Digital, Culture Media & 

Sport of the United Kingdom 2018; Gupta 
2022

Modularity Tjondronegoro et al. 2022
Non-alignment Craggs 2019

(Continued ) 
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Table 2. Continued.

Principle

Concept

Security by design Privacy by design

Obscurity Hartzog and Stutzman 2013
Plausible deniability Porcedda 2018
Privacy-utility trade-off Alam, Basit, and Arif 2023; Tjondronegoro 

et al. 2022
Proactive – Preventative Arizon-Peretz, Hadar, and Luria 2022; Cali 

et al. 2023; Cavoukian and Dixon 2013; 
Craggs 2019; Restuccia, D’Oro, and 
Melodia 2018; Shaabany and Anderl 2018

Alam, Basit, and Arif 2023; Alshammari and 
Simpson 2017; Alshammari and Simpson 
2017; Barth, Ionita, and Hartel 2022; 
Batalla 2022; Bu et al. 2020; 2021; Caire 
et al. 2016; Cavoukian 2009; 2012; 
Chaudhuri and Cavoukian 2018; Perera 
et al. 2020; Prybylo et al. 2024; Romanou 
2018; Rost and Bock 2011; Saltarella et al. 
2023; Semantha et al. 2020; Sokolovska 
and Kocarev 2018; Zhao 2023

Pseudonymity Freitas, Araújo, and Magalhães 2023 Aljeraisy et al. 2022a; 2022b; Barth, Ionita, 
and Hartel 2022; Batalla 2022; Carboni 
et al. 2023; Hartzog and Stutzman 2013; 
Porcedda 2018

Purpose specification Aljeraisy et al. 2022a; Balboni and Macenaite 
2013; Barth, Ionita, and Hartel 2022; 
Carboni et al. 2023; Federal Trade 
Commission 2012; Koops and Leenes 
2014; Koops, Hoepman, and Leenes 2013; 
Romanou 2018

Quantifiable Tjondronegoro et al. 2022
Reducing burden Deparment for Digital, Culture Media & 

Sport of the United Kingdom 2018
Reliability Restuccia, D’Oro, and Melodia 2018; 

Saunders 2021
Resiliency Bygrave 2022b; Department for Digital, 

Culture Media & Sport of the United 
Kingdom 2018; Moganedi and Dlamini 
2021; Shirtz et al. 2024

Revocable Koops, Hoepman, and Leenes 2013; 
Romanou 2018

Scalability Restuccia, D’Oro, and Melodia 2018; 
Saunders 2021

Tjondronegoro et al. 2022

Security culture Craggs 2019; Gupta 2022; Mouraditis 2010; 
Ping et al. 2023

Transparency Cali et al. 2023; Cavoukian and Dixon 2013; 
Department for Digital, Culture Media & 
Sport of the United Kingdom 2018; 
Radunovic, Gratz-Hoffmann, and Maciel 
2021

Alam, Basit, and Arif 2023; Aljeraisy et al. 
2022a; 2022b; Alshammari 2019; 
Alshammari and Simpson 2017; Balboni 
and Macenaite 2013; Barth, Ionita, and 
Hartel 2022; Bu et al. 2020; 2021; Caire 
et al. 2016; Cavoukian 2009; 2012; 
Kapitonova et al. 2022; Koops, Hoepman, 
and Leenes 2013; Perera et al. 2016; 
Porcedda 2018; Romanou 2018; Rost and 
Bock 2011; Semantha et al. 2020; 
Sokolovska and Kocarev 2018; Wilkinson 
et al. 2017; Zhao 2023

Trustworthiness Radunovic, Gratz-Hoffmann, and Maciel 
2021

Perera et al. 2016; Romanou 2018; 
Tjondronegoro et al. 2022; Zhao 2023

Unlinkability Balboni and Macenaite 2013; Hartzog and 
Stutzman 2013; Kapitonova et al. 2022; 
Koops and Leenes 2014; Porcedda 2018; 
Rost and Bock 2011; Saltarella et al. 2023

(Continued ) 
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default principle implies that technologies should be developed with privacy as a default 
setting of the system. The embedded nature states that privacy needs to become an essen
tial component of the core functionality of the technology. Similarly to SbD, PbD also 
espouses the principle that privacy considerations should be integrated throughout the 
entire product lifecycle (n = 20).

The literature also identifies proactivity as a principle of PbD. 18 documents refer to 
Ann Cavoukian’s principle of full functionality – win-win, which posits that one should 
not have to choose between functionality and privacy; rather, both should be in 
harmony, accommodating all legitimate interests. Additionally, also derived from the prin
ciples set forth by Ann Cavoukian, 18 documents acknowledge the proactive not reactive; 
preventative not remedial principle. This principle argues that invasions of privacy should 
be anticipated and prevented.

In our review, we identified principles not only associated with the foundational prin
ciples proposed by Ann Cavoukian but also numerous PbD principles that stem from the 
Fair Information Practices Principles outlined by the United States Federal Trade Commis
sion. Among these are principles such as accountability, collection limitation, and purpose 
specification (supplementary file 4).

Further analysis of the principles reveals that compared to SbD, PbD studies demon
strate a more intensive focus on the principles. We calculated the ratio of principles 
per study by dividing the total number of principles mentioned in SbD or PbD 
documents by the total number of documents for each design. The results show that 
SbD documents mention an average of 2.1 principles per study, while PbD documents 
mention about 5.9 principles. The co-occurrence analysis of principles also provides 
valuable insights. We identified 21 pairs of principles that co-occur in 15 or more docu
ments (see Figure 4). The most common pair is ‘enabled in product lifecycle’ and 
‘embedded nature,’ with 24 co-occurrences, followed by ‘enabled in product lifecycle’ 
and ‘by default,’ ‘user-centric’ and ‘by default,’ and ‘user-centric’ and ‘win-win,’ with 
18 co-occurrences. All these pairs seem to be related to the foundational principles 
established by Ann Cavoukian.

Table 2. Continued.

Principle

Concept

Security by design Privacy by design

Unobservability Carboni et al. 2023; Kapitonova et al. 2022; 
Koops, Hoepman, and Leenes 2013; 
Porcedda 2018; Wohlgemuth 2014

User awareness Mouraditis 2010
User-centric Blythe, Sombatruang, and Johnson 2019; 

Cali et al. 2023; Cavoukian and Dixon 
2013; Shaabany and Anderl 2018; 
Slesinger et al. 2023

Alshammari 2019; Alshammari and Simpson 
2017; Ayalon and Toch 2021; Barth, Ionita, 
and Hartel 2022; Bu et al. 2021; Caire et al. 
2016; Cavoukian 2009; 2012; Chaudhuri 
and Cavoukian 2018; Federal Trade 
Commission 2012; Hadar et al. 2018; 
Hartzog and Stutzman 2013; Koops, 
Hoepman, and Leenes 2013; Perera et al. 
2016; 2020; Rachovitsa 2016; Romanou 
2018; Rost and Bock 2011; Saltarella et al. 
2023; Semantha et al. 2020; Sokolovska 
and Kocarev 2018; Wilkinson et al. 2017; 
Wohlgemuth 2014; Zhao 2023
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3.3. Norms

3.3.1. Security by design
We have identified as many as 15 norms, laws, and regulations pertinent to SbD in the docu
ments reviewed. However, the sole normative cited by six documents is the GDPR (Bygrave 
2022a; 2022b; Casola et al. 2020; Freitas, Araújo, and Magalhães 2023; Saunders 2021; Ulhaq 
and Burmeister 2020), followed by the NIS Directive with three documents (Bygrave 2022a; 
2022b; Casola et al. 2020). The rest of the norms are mentioned by fewer authors: EU AI 
Act (Bygrave 2022b), California Civil Code (Bygrave 2022b), Charter of Fundamental Rights 
of the EU (Bygrave 2022a; 2022b), Data Act, Data Protection Directive (Bygrave 2022b), 
Digital Content Directive (Bygrave 2022b), Electronic Communications Code (Bygrave 
2022a; 2022b), Electronic Identification, Authentication and Trust Services Regulation 
(Bygrave 2022b), EU Cybersecurity Act 2019 (Bygrave 2022a; 2022b; Khurshid et al. 2022), 
Financial Markets Directive (Bygrave 2022b), Medical Devices Regulation (Bygrave 2022a; 
2022b), NIS2 Directive (Bygrave 2022a; 2022b), and the European Convention for the Protec
tion of Human Rights and Fundamental Freedoms (Bygrave 2022a; 2022b). Merely five of the 
analysed documents refer to any form of regulation associated with SbD.

3.3.2. Privacy by design
PbD is unequivocally represented by the GDPR, as evidenced by 25 documents (Aljeraisy 
et al. 2022a; Alshammari and Simpson 2017; Austin and Slane 2023; Ayalon and Toch 

Figure 4. Co-occurrence matrix of SbD and PbD principles.
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2021; Balboni and Macenaite 2013; Barth, Ionita, and Hartel 2022; Bu et al. 2020; Bygrave 
2022b; Carboni et al. 2023; Hartzog 2018; Hoepman 2021; Jagarlamudi et al. 2023; Klitou 
2014; Malina et al. 2019; Perera et al. 2020; Porcedda 2018; Prybylo et al. 2024; Rachovitsa 
2016; Romanou 2018; Saltarella et al. 2023; Semantha et al. 2020; Sokolovska and Kocarev 
2018; Tjondronegoro et al. 2022; Waldman 2020). Additional regulations identified include 
the Australian Privacy Principles (Aljeraisy et al. 2022b), the California Consumer Privacy 
Act (Aljeraisy et al. 2022b; Jagarlamudi et al. 2023; Prybylo et al. 2024), Enterprise 
Privacy Policies (Koops and Leenes 2014), New Zealand’s Privacy Act (Aljeraisy et al. 
2022b), and the Personal Information Protection and Electronic Documents Act (Aljeraisy 
et al. 2022b), PIPEDA (Austin and Slane 2023; Saltarella et al. 2023), Charter of Fundamen
tal Rights of the EU (Austin and Slane 2023). In contrast with SbD, the legislative support 
for PbD is firmly established in Article 25 of the GDPR.

3.4. Strategies

3.4.1. Security by design
As with principles and regulations, we observed a lack of consensus on strategies. The 
strategies cited by a higher number of documents include the development of a security 
culture within the organization (Arizon-Peretz, Hadar, and Luria 2022; Bygrave 2022b; de 
la Cámara et al. 2015; 2016; Glasauer 2023; Janca 2021; Umeugo, Lowrey, and Pandya 
2023), security training (Arizon-Peretz, Hadar, and Luria 2022; Kang and Kim 2022; 
Mouraditis 2010; Radunovic, Gratz-Hoffmann, and Maciel 2021; Shirtz et al. 2024; 
Valdés-Rodríguez et al. 2023), the implementation of multi-layered security (de la 
Cámara et al. 2015; 2016; Fernandez et al. 2022; Shaabany and Anderl 2018), validation 
(Humayun et al. 2023; Janca 2021; Fluchs et al. 2023; Shirtz et al. 2024), establishment 
of security requirements (Humayun et al. 2023; Janca 2021; Khan et al. 2024; Shirtz 
et al. 2024), designing the architecture (Cali et al. 2023; Cavoukian 2012; Fernandez 
et al. 2022; Shirtz et al. 2024), setting a vulnerability disclosure policy (Hamon et al. 
2024; Khurshid et al. 2022; Ping et al. 2023; Valdés-Rodríguez et al. 2023), managing 
and testing security (Ardo, Bass, and Gaber 2022; Humayun et al. 2023; Shirtz et al. 
2024; Valdés-Rodríguez et al. 2023), aligning security and functional requirements 
(Fluchs et al. 2023; Freitas, Araújo, and Magalhães 2023; Hamon et al. 2024), and software 
assurance processes (Casola et al. 2020; Saunders 2021; Shaabany and Anderl 2018). 
Additional strategies include secure data (Janca 2021; Khan et al. 2024; Shirtz et al. 
2024), attack surface minimization (Deparment for Digital, Culture Media & Sport of the 
United Kingdom 2018; Fernandez et al. 2022), facilitate maintenance (Deparment for 
Digital, Culture Media & Sport of the United Kingdom 2018; Shirtz et al. 2024), ensuring 
software integrity (Deparment for Digital, Culture Media & Sport of the United 
Kingdom 2018; Freitas, Araújo, and Magalhães 2023), monitoring (Shirtz et al. 2024), mini
mize (Freitas, Araújo, and Magalhães 2023), managing organizational change (Humayun 
et al. 2023), managing security projects (Valdés-Rodríguez et al. 2023), and ensuring 
the security of the supply chain (Shirtz et al. 2024). The report from the Department for 
Digital, Culture Media and Sport of the United Kingdom (2018) on designing secure pro
ducts also incorporates strategies such as avoiding default passwords, outages resiliency, 
protecting personal data, securing communications and data. The definition of all the 
strategies can be found in supplementary file 5.
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3.4.2. Privacy by design
In contrast with SbD, there is a greater consensus among the PbD strategies identified. 
Ten of the strategies are referenced by at least six documents. These strategies are to 
minimize (Aljeraisy et al. 2022b; Alshammari and Simpson 2017; Ayalon and Toch 2021; 
Balboni and Macenaite 2013; Barth, Ionita, and Hartel 2022; Caire et al. 2016; Chaudhuri 
and Cavoukian 2018; Federal Trade Commission 2012; Hoepman 2021; Kapitonova 
et al. 2022; Koops and Leenes 2014; Koops, Hoepman, and Leenes 2013; Malina et al. 
2019; Perera et al. 2016; 2020; Piras et al. 2021; Porcedda 2018; Prybylo et al. 2024; 
Romanou 2018; Saltarella et al. 2023; Semantha et al. 2020; Zhao 2023), control 
(Balboni and Macenaite 2013; Barth, Ionita, and Hartel 2022; Chaudhuri and Cavoukian 
2018; Federal Trade Commission 2012; Hadar et al. 2018; Hartzog and Stutzman 2013; 
Hoepman 2021; Kapitonova et al. 2022; Koops and Leenes 2014; Koops, Hoepman, and 
Leenes 2013; Malina et al. 2019; Perera et al. 2016; 2020; Porcedda 2018; Prybylo et al. 
2024; Romanou 2018; Saltarella et al. 2023; Semantha et al. 2020; Wilkinson et al. 2017; 
Zhao 2023), inform (Barth, Ionita, and Hartel 2022; Batalla 2022; Hoepman 2021; 
Kapitonova et al. 2022; Koops and Leenes 2014; Malina et al. 2019; Perera et al. 
2016; 2020; Porcedda 2018; Prybylo et al. 2024; Saltarella et al. 2023; Semantha et al. 
2020; Wilkinson et al. 2017), enforce (Alshammari and Simpson 2017; Barth, Ionita, and 
Hartel 2022; Batalla 2022; Hoepman 2021; Kapitonova et al. 2022; Koops and Leenes 
2014; Koops, Hoepman, and Leenes 2013; Perera et al. 2016; 2020; Saltarella et al. 2023; 
Semantha et al. 2020), hide (Barth, Ionita, and Hartel 2022; Chaudhuri and Cavoukian 
2018; Hoepman 2021; Koops, Hoepman, and Leenes 2013; Malina et al. 2019; Perera 
et al. 2016; 2020; Porcedda 2018; Prybylo et al. 2024; Semantha et al. 2020), separate 
(Aljeraisy et al. 2022b; Barth, Ionita, and Hartel 2022; Hoepman 2021; Jagarlamudi et al. 
2023; Kapitonova et al. 2022; Koops and Leenes 2014; Koops, Hoepman, and Leenes 
2013; Malina et al. 2019; Perera et al. 2016; Porcedda 2018; Saltarella et al. 2023; Semantha 
et al. 2020), aggregate (Barth, Ionita, and Hartel 2022; Hoepman 2021; Jagarlamudi et al. 
2023; Koops and Leenes 2014; Koops, Hoepman, and Leenes 2013; Malina et al. 2019; 
Perera et al. 2020; Saltarella et al. 2023; Semantha et al. 2020), anonymize (Alshammari 
and Simpson 2017; Balboni and Macenaite 2013; Carboni et al. 2023; Chaudhuri and 
Cavoukian 2018; Hadar et al. 2018; Kapitonova et al. 2022; Koops and Leenes 2014; 
Malina et al. 2019; Romanou 2018; Saltarella et al. 2023; Zhao 2023), demonstrate 
(Barth, Ionita, and Hartel 2022; Hoepman 2021; Kapitonova et al. 2022; Koops and 
Leenes 2014; Koops, Hoepman, and Leenes 2013; Perera et al. 2016; 2020; Saltarella et al. 
2023; Semantha et al. 2020), secure (Balboni and Macenaite 2013; Carboni et al. 2023; 
Federal Trade Commission 2012; Hadar et al. 2018; Koops and Leenes 2014; Malina et al. 
2019; Perera et al. 2020; Prybylo et al. 2024), abstract (Hoepman 2021; Kapitonova et al. 
2022; Saltarella et al. 2023), and limit access (Aljeraisy et al. 2022a; Zhao 2023). They coincide 
with the eight privacy design strategies proposed by Hoepman (2014).

Among the strategies also identified in the documents, yet with less consensus among 
the studies, are the following: ensuring accurate data (Aljeraisy et al. 2022a; Federal Trade 
Commission 2012; Jagarlamudi et al. 2023), intervening in user behavior (Hartzog and 
Stutzman 2013), intervening in corporate behavior (Hadar et al. 2018; Waldman 2020), cer
tifying (Batalla 2022; Perera et al. 2016; Romanou 2018), complying (Hoepman 2021), 
measuring (Batalla 2022), limiting access (Hoepman 2021), overseeing (Austin and 
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Slane 2023; Federal Trade Commission 2012), implementing policy (Hadar et al. 2018; 
Hartzog and Stutzman 2013), promoting a privacy culture (Federal Trade Commission 
2012; Hadar et al. 2018; Kapitonova et al. 2022), standardizing (Perera et al. 2016), design
ing the architecture (Jagarlamudi et al. 2023), training of employees (Carboni et al. 2023; 
Saltarella et al. 2023), and promoting user awareness (Federal Trade Commission 
2012; Malina et al. 2019), encrypt, penetration testing, vulnerability scans, and change 
management (Carboni et al. 2023) (supplementary file 5).

4. Discussion

4.1. Discussion of findings

This systematic literature review aimed to synthetize the principles, norms, and strategies 
reported by the literature on SbD and PbD. The findings lead to the following conclusions. 
First and foremost, it is evident that the debate on PbD is older than that on SbD and, 
perhaps as a result, is more fully developed. here is generally greater consensus among 
scholars regarding the principles, norms, and strategies associated with PbD than there 
is with SbD. A more detailed comparison reveals additional insights, particularly when 
the discussion is divided into an analysis of the findings on principles, norms, and 
strategies, respectively.

The literature review on the principles that underpin SbD and PbD reveals that there are 
far more principles in the field of PbD than in that of SbD. However, when analysing the 
list of principles over which consensus emerges in the literature on both, it turns out that 
this list is similar in length. First, both for SbD and PbD, prevention or proactiveness are a 
central principle. By proactively making software secure or privacy-proof, negative out
comes for end users are prevented. SbD and PbD therefore are visions that focus on 
actively protecting the latter through particular measures and interventions. Proactive 
prevention is a guiding principle for the way in which the software ought to be designed. 
Second, embeddedness is a leading principle in both SbD and PbD. This is unsurprising, as 
the fundamental premise – that privacy and security should be integrated from the incep
tion of the design or development process – necessitates that these values become an 
intrinsic part of the system, product, or service being created. The concept of embedded
ness serves as a guiding principle, directing the specific approach and execution of the 
design process.

Finally, the last two principles that SbD and PbD share are those of user-centricity and 
transparency. User-centricity is central to both in the sense that both visions aim to 
implement interventions and mechanisms to increase protection for end users, with a 
primary focus on security in SbD, and on privacy in PbD. It is not surprising, therefore, 
that user-centricity appears as a guiding principle in the literature on both, with some 
authors going beyond the centricity aspect to propose forms of co-production of 
design with users – or participatory design (Slesinger et al. 2023).

The principle of transparency is more complicated. In debates on privacy and data pro
tection there has been a long-standing call for (more) transparency towards end users 
with regard to the collection and processing of data. The principle of transparency 
expresses that call in the PbD literature. In SbD, however, the call for transparency 
likely aims not at end users, but at technology designers and providers. In contrast to 
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data collection and processing, whereby end users share something of themselves, end 
users do not want or need to be informed about (the exact constellation of) security 
measures in software, systems or networks – security must be provided ‘behind the 
screens’, without ‘getting in the way’ of what users want to do with them. Transparency 
about it is unnecessary and might even be considered an obstacle for use. However, 
modern-day software, systems and networks almost always consist of myriad subsystems 
that are not necessarily always custom-built from scratch. Code writers use existing 
libraries or scripts as part of their own designs. The principle of transparency is relevant 
for SbD in the sense that by being transparent about the quality and security of the 
code that is available in off-the-shelf libraries, scripts etc., code writers can warrant the 
security of their own products better.

There are also significant differences in the key principles of SbD and PbD. The most 
striking difference revolves around the principle of resilience. For SbD this is a key 
element. Systems must be able to withstand shocks, and should incidents arise, then it 
is helpful that they do not break completely, but fail only partially or gracefully or 
both. For PbD this principle is less apparent, because PbD does not focus on the continu
ous use of systems, but only on the ways in which personal data are gathered, stored, pro
cessed, shared and discarded. One key principle that is central to PbD but lacking in SbD is 
the notion of full functionality. One of the requirements of PbD is that end users can use 
software of systems to their full extent also when they choose not to share, or to only 
minimally share, their data. For SbD this interpretation of full functionality is less relevant. 
However, the principle of full functionality could be valuable to SbD in the sense that, 
sometimes, interventions to increase the security of systems are offset against their usabil
ity: because of security considerations, end users can no longer execute certain tasks. The 
principle of full functionality could restore some of the imbalance between designers’ 
desire to secure systems to the best of their abilities and end users’ desire to use software, 
systems and networks for a variety of (legitimate) purposes.

When analysing the translation of SbD and PbD into norms, laid down in laws and regu
lations, it is noteworthy that the translation and application of PbD is further along than 
that of SbD. PbD has a solid foundation and even its own article in the EU General Data 
Protection Regulation. While SbD lacks a similarly explicit presence, several authors refer
ence the GDPR in relation to SbD. It is also noteworthy that SbD is connected to larger- 
scale and more impactful regulations than PbD, aside from the GDPR. SbD is discussed 
in connection to two of the most relevant regulatory frameworks for cybersecurity, 
the EU NIS-II directive and the EU Cyber Security Act. By contrast, PbD is connected to 
national legislation in countries such as New Zealand or in specific jurisdictions like the 
state of California.

Finally, analysing the literature on strategies for SbD and PbD is the most challenging. 
A significant number of strategies was found in the literature of each, only minor overlap. 
In each domain some strategies refer to larger sets of measures and interventions (‘data 
minimization,’ or ‘compliance,’ or ‘security testing’), whereas others are detailed and 
narrow (‘no default passwords’ or ‘access limitation’). Between articles in the literature 
on both PbD and SbD authors sometimes use different concepts for similar ideas. 
Going over the strategies in each body of literature, we clustered the strategies into 
more coherent sets. An analysis revealed that some strategies target data, software and 
systems (for instance ‘security testing’ or ‘data aggregation’), while others revolve 
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around practices or processes or contexts (for instance ‘promoting privacy/security culture’ 
or ‘ensuring compliance’), and yet others targeted human behaviour or human beings as 
recipients of protection (for instance ‘security training’ or ‘control over data’). Some strat
egies cover two categories: ‘multi-layered security’ has technical aspects but is also about 
the larger context in which systems or software is used. The same goes for ‘certification’. 
Strategies such as these have been placed in a joint category labeled data and software in 
context. We assigned the clusters of strategies for PbD and SbD to each of these four cat
egories, thus ending up with the matrix presented in Table 3.

Upon examining this table, several observations become apparent. First, both litera
tures emphasize a range of similar strategies aimed at achieving security and privacy 
by design. Each framework imposes specific demands on organizations, categorized as 
‘organizational change’ or ‘corporate behavior,’ and necessitates the cultivation of a con
ducive culture, referred to as ‘security culture’ or ‘privacy culture.’ Second, both frame
works outline steps to ensure that end users are adequately equipped to protect 
themselves, as evidenced by strategies such as security training, awareness, and behav
ioral change initiatives. Interestingly, one of the strategies in SbD is ‘protecting personal 
data,’ while one of the strategies in PbD is ‘securing data and systems.’

Significant differences also exist between the two approaches. These distinctions are, 
to some extent, expected, due to a different focus for SbD and PbD – the former prioritiz
ing the security of software and systems, while the latter focuses on safeguarding the 
privacy of end users. The goals of both visions overlap partially – ultimately both aim 
to protect end users. But while PbD focuses mostly on the collection and exchange of 
data (of end users), SbD focuses on protecting systems, networks and data from 
attacks and failures. One could argue that in SbD protecting human beings is a secondary 
effect, which is realized through the protection of systems, data and networks, whereas 
PbD directly aims to protect individuals from privacy violations by ensuring more 

Table 3. Summary of the results of the systematic literature review.

Theme

Concept

Security by design Privacy by design

Data, software & systems Software assurance 
Security testing, maintenance and 
validation 
Updating and minimizing attack 
surfaces 
Protecting integrity 
Protecting personal data 
No default passwords

Data minimization 
Hiding data/information 
Separating data/information 
Aggregating data/ 
information 
Anonymizing data/ 
information 
Securing data & systems 
Data accuracy 
Access limitation

Data and software in context Multi-layered security 
Supply chain security 
Outage resiliency

Standardization 
Certification

Practices, processes & contexts Organizational change and security 
culture 
Managing security project 
Having a vulnerability disclosure 
policy

Corporate behavior & privacy 
culture 
Enforcement & compliance 
Ability to demonstrate 
Policies & oversight

Human behavior & human beings as 
recipients of protection

Security training Promoting user awareness & 
behavior 
Control for end users
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robust guardianship of the data they share, store, and process. With this distinction in 
mind, it is understandable that the strategies under the ‘data, software & systems’ cat
egory within PbD focus predominantly on securing software and systems – with the 
notable exception of the broadly defined strategy of ‘protecting personal data’ – while 
all strategies under SbD aim to enhance privacy through a distinct approach to 
data management.

Two additional differences are particularly noteworthy. First, in SbD there appears to 
be a keen awareness that incidents may occur, even when security is implemented into 
software systems from the start. This awareness is reflected in strategies such as 
‘supply chain security’ and ‘outage resilience.’ The first refers to the fact that digital 
systems are highly interconnected in our modern world, and the security of an intercon
nected system, therefore, is always as strong as its weakest link. The second refers to the 
fact that once systems are hit by incidents, it is efficient to have mechanisms in place to 
restore them as quickly as possible, and/or to minimize the impact of the incident. Inter
estingly, the literature on PbD lacks similar recovery or context-dependent strategies. It is 
unclear whether or not these strategies are, in fact, part of the implantation of PbD in par
ticular design contexts, but the literature is silent on them. One might consider whether 
PbD could be further strengthened by incorporating strategies that address instances 
where privacy violations occur, even when systems are designed with privacy in mind.

Second, a similar omission can be observed within SbD. There, there is no mention of 
strategies such as certification and standardization as part of a gradual process of increas
ing security on a technical and a regulatory or organizational level. The literature on PbD 
does mention both explicitly. Standardization and certification are, in fact, high on the 
agenda of regulators and policy makers concerning cybersecurity. Therefore, it would 
be beneficial for these strategies to be incorporated into SbD as well.

4.2. Limitations of this review

This systematic literature review has limitations. First, it focuses exclusively on SbD and 
PbD while excluding related concepts like ‘data protection by design.’ This focus was 
chosen based on time constraints, relevance, and literature availability. Future studies 
could expand this comparison to include other concepts. The review’s scope was also 
limited to certain databases, potentially overlooking non-scholarly works and articles 
that offer technical insights into SbD and PbD. Additionally, the review only included 
articles that explicitly mentioned SbD or PbD in their abstracts, possibly missing relevant 
studies. The screening and data extraction were conducted by a single researcher due to 
time constraints, despite efforts to ensure accuracy, leading to potential minor errors.

4.3. Research gaps and future research

An important area for future research originating from the analysis above is inspired by 
the significant differences between SbD and PbD under section 4.1. The conclusion 
that in SbD the protection of human beings is not a primary purpose but rather a second
ary effect deserves more attention. From a previous systematic literature review it was 
already distinguished that SbD is often framed as an engineering approach (Del-Real, 
De Busser, and van den Berg 2024). Stakeholders with a software development 

INTERNATIONAL REVIEW OF LAW, COMPUTERS & TECHNOLOGY 397



background indicated SbD transcending that concept and instead argued for viewing 
SbD as a ‘holistic ecosystem encompassing diverse stakeholders, organizational practices, 
supportive leadership and policies, thereby necessitating the adoption of a security culture 
throughout the entire system producing digital technologies’ (Del-Real and De Busser 
2023). This wider view on SbD clearly shows more attention to the organization and 
the human beings in it.

More research is needed to analyse (1) whether this expanded view on SbD resonates with 
a larger population of stakeholders working with SbD on a daily basis and (2) what that would 
look like in practice. If we take the aforementioned Microsoft’s Security Development Life
cycle (SDL) as an example of a widely used secure software methodology, then we see 
that organizational aspects are included to some extent. Yet, the thinking about SbD as pro
tecting human beings is academically underdeveloped. This is strongly related to the scope 
of the notion security which was earlier indicated as being imprecise. Whether and how to 
expand the understanding of the term security beyond the traditional CIA-focused 
meaning, possibly including personal safety and user protection, is still a debated question. 
It brings up the question, how much we can expect from developers?

Notes

1. When done, the concept of security is limited to ‘information security’.
2. However, we decided to treat them as two separated principles because some authors place 

the ‘embeddedness’ of security in the product, and not in the process.
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