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big individual data with a view to providing patient-specific
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Foucauldian conceptualization of biopower, as well as on insights
into the dynamics of the networked society. Results suggest that
the imaginaries of healthcare elite translate onto new
configurations of biopower — termed here ‘networked biopower’
— which are fostered by DDPH initiatives. They suggest
furthermore that ‘networked biopower’ appears to be utilized by

healthcare elite to govern and control, through novel medical
surveillance and gazing, both individuals and entire populations.
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Introduction

Today’s age of datafication has been marked by an increase in personalization practices,
often described as the delivery of the right products and content to the right person at the
right time, with the view to maximizing benefits to the individual (e.g., Barry & Charpen-
tier, 2020; Hermann, 2022). However, critical scholarship has pointed out that such
developments entail certain risks, among them, major issues relating to privacy and own-
ership of data, social degradation (e.g., Pariser, 2011; Pinchevski, 2022), and policing by
powerful entities (e.g., Yeung, 2017).

A prominent feature of today’s healthcare is the proliferation of personalization prac-
tices based on collection and analysis of big data. According to proponents, this will pro-
vide patient-specific healthcare solutions for preventing disease, preempting its
progression, customizing treatments and other benefits, by collecting big individual
data including genome, biological samples, and medical records, as well as facts regarding
such aspects as lifestyle choices or online activities (see discussion in Erikainen & Chan,

CONTACT Tamar Ashuri @ tashuri@tauex.tau.ac.il @ Department of Communication, Tel Aviv University, Tel Aviv,
Ramat Aviv, Israel

© 2024 The Author(s). Published by Informa UK Limited, trading as Taylor & Francis Group

This is an Open Access article distributed under the terms of the Creative Commons Attribution-NonCommercial-NoDerivatives License
(http://creativecommons.org/licenses/by-nc-nd/4.0/), which permits non-commercial re-use, distribution, and reproduction in any
medium, provided the original work is properly cited, and is not altered, transformed, or built upon in any way. The terms on which
this article has been published allow the posting of the Accepted Manuscript in a repository by the author(s) or with their consent.


http://crossmark.crossref.org/dialog/?doi=10.1080/1369118X.2024.2442411&domain=pdf&date_stamp=2025-10-23
http://creativecommons.org/licenses/by-nc-nd/4.0/
mailto:tashuri@tauex.tau.ac.il
http://www.tandfonline.com

2342 (&) T.ASHURIAND R. VAN VOORST

2019). Recognizing the social and economic potential of big-data personalization prac-
tices in healthcare, health institutions, including governmental departments, hospitals,
pharmaceutical firms, and insurance companies, are investing gigantic financial, compu-
tational, and human resources in these services (Arnason, 2012; Boccia, 2014; Cirillo &
Valencia, 2019).

The present study explores the discursive work that goes into data-driven personali-
zation of health (hereafter, DDPH) developments with focus on the imaginaries (Jasanoff
& Kim, 2015) of healthcare elites, that is, prominent figures operating in public health-
care institutions. This heterogeneous group comprises directors of hospital departments,
researchers in human genome laboratories, and other high-ranking stakeholders with
exclusive access to sensitive big (individual) health data such as medical records and
genomic profiling. Healthcare elites have technical, financial, and regulatory means to
effectively process the data collected, and tend to use the results for a wide range of pur-
poses, like formulating new medical protocols, designing health policies, and insuring
large populations.

Healthcare elites are constantly working discursively, communicating the rationale for
their actions for realizing the social and economic value of DDPH as they imagine it.
Through such discursive performances they make descriptive and normative claims
about their understanding, assessment, and expectations regarding DDPH, in an endea-
vor to establish the criteria by which personalization practices and policies are to be eval-
uated (Gillespie, 2010; Pfaffenberger, 1992).

The aim of this article is to reveal the discursive work pertaining to DDPH of health-
care elites in Israel and Estonia — two of the world’s frontrunners in digital healthcare and
personalized data. To this end, semi-structured interviews were conducted with health-
care elites in the above two countries. The study addresses two main questions: What
goals do healthcare elites aspire to achieve through DDPH initiatives? and What tools
or apparatuses do they believe are requisite for achieving the desired goals?

In addressing these questions, we rely on past and more recent conceptualizations of
biopower, in conjunction with insights from studies on the characteristics of the so-called
‘networked society’ (e.g., Castells, 1996; 2000) in the age of datafication. Scrutinizing par-
ticipants’ views on the DDPH goals and tools through these two very different analytical
lenses, we show that the DDPH turn in healthcare has proved instrumental to new modes
of biopower, which we term ‘networked biopower.” We build on the observation that bio-
power operates through the management of life processes, the normalization of beha-
viors, and the subtle shaping of subjectivities (e.g., Foucault, 1990; 2000; Rabinow &
Rose, 2006). Accordingly, we show that networked biopower, to the extent that it is
rooted in the logic of datafication, has brought surveillance and medical gazing to a
new level, thereby augmenting the power of healthcare systems to govern and control
both individuals and entire populations.

Personalization of healthcare in an age of datafication

A growing body of studies on health currently envisions the future of public healthcare as
shaped more and more by collecting and monitoring big data from different sources (e.g.,
Arnason, 2012; Boccia, 2014; Hoeyer, 2019). A set of practices that are steadily gaining
prominence in healthcare pivot around data-driven personalization of healthcare
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(hereafter, DDPH). Such strategies are often described as customization of medical treat-
ments, interventions, and healthcare experiences to suit the individual needs, prefer-
ences, characteristics, and circumstances of each patient (See discussion in Arnason,
2012; Feero, 2017). Due to DDPH developments, goes the argument, health systems
are moving away from the traditional one-size-fits-all approach, focusing instead on pro-
viding targeted and precise interventions that are optimized for each patient (e.g., Lee,
2017). One manifestation of such shift relates to Big Data: integrating vast amounts of
heterogeneous biological, environmental, and lifestyle data collected from different
sources enables data collectors and analysts to target, tailor, and personalize care to
everyone’s unique biological makeup and health experience. Another and no less radical
change involves a new perception of the patient, whom the healthcare system now views
as both the main contributor to, and the main beneficiary of, healthcare personalization,
and hence, (at least in principle) more informed, more engaged, and more in control of
their health (See discussion in Sharon, 2018).

The growing literature on DDPH has also examined actual DDPH practices. One area
within which DDPH is becoming increasingly salient is genomic medicine, wherein gen-
etic data are harvested by health institutions (both public and commercial) to identify
disease predispositions, select treatments, and predict responses based on an individual’s
genetic makeup. Another area is behavior intrusion, which involves extraction of data
about individual lifestyle habits and environment in order to tailor interventions to
improve health outcomes. Telehealth is yet another area in which DDPH practices
have gained purchase, such that individuals’ health parameters are monitored outside
designated health facilities by both the individuals themselves (self-monitoring) and/or
by commercial and public health organizations. A related trend is the endorsement of
patients’ engagement in health management whereby patients’ preferences and values
are often incorporated into treatment planning (e.g., Ceyhan, 2012; Nafus & Sherman,
2014; Rabinow & Rose, 2006; Sanders, 2017).

The development of DDPH is premised on several assumptions that are held firmly by
protagonists. The first often-heard is that targeting groups or individuals who are most
likely to be responsive to specific interventions will result in significantly better health
outcomes than the one-size-fits-all approach that currently guides preventive and clinical
healthcare (Feero, 2017). Another promise is that DDPH initiatives reduce the cost of
medical care, owing to, inter alia, a more efficient use of drugs, that is, not prescribing
a drug to patients who are not likely to respond to it or who are likely to develop side
effects. DDPH is also believed to benefit both individuals and society, by virtue of shifting
the emphasis from reaction to prevention. In other words, personalized medicine is said
to be predictive, insofar as it aims to foresee risks to the future health of persons that are
not presently ill, and preventive, insofar as it tries to preclude the realization of the risks
identified. Such predictive and preventive practices are expected to enable healthcare to
save time and costs (Iriart, 2019). DDPH appears beneficial also because it assumes a
transformation in the stance and subjectivity of patients, who are expected to become
more proactive, contributing to generation and interpretation of their own data.

While optimists emphasize the benefits of personalization, an emerging stream of
research has highlighted the many risks involved in these practices. One relates to the
effectiveness of DDPH: While it has proven to be efficacious in few specific health issues,
like pharmacogenomics and cancer prevention, research shows that, for the wider
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population, the results have been disappointing (Hoeyer, 2019). One objection is that any
predictions regarding future disease or the time of death have proved unfeasible, because
human health is influenced by many different factors, some of these yet unknown to
scientists (Barry & Charpentier, 2020; Pasquale, 2015). This argument aligns with the cri-
tique of techno-solutionism, which suggests that for those in the business of offering sol-
utions, solvable problems are essential (Sadowski & Bendor, 2019). The critique of
‘techno-solutionism’ further highlights the tendency to reduce complex issues to techno-
logical fixes (Morozov, 2013). Such reductionism overlooks the underlying causes of
medical challenges, such as insufficient medical knowledge, economic disparities, and
political struggles. For example, solutions to nutrition-related diseases often emphasize
data-driven systems rather than addressing the root causes, such as financial hardship.

Scholars have also warned about possible issues related to security and privacy,
arguing that privacy violations of personal data increase year by year because of several
growing trends in healthcare, such as health information exchange, cloud computing and
so on (see e.g., Ajana, 2017).

Critical scholarship pointed also to the economic implications of DDPH, arguing that
biotech companies manipulate life to generate economic value, thus serving their econ-
omic interests. A related critique concerns the high costs of DDPH initiatives, which are
geared toward the individual and necessitate the use of expensive technologies, to the
advantage of a small portion of the population. DDPH, it is argued, not only will fail
to mitigate the main health problems worldwide, but may also increase existing inequal-
ities, by concentrating resources and technologies in the hands of the population strata
that already have the best access to healthcare (e.g., Lee, 2017).

Other apprehensions concern the emergence of new modes of power with which
DDPH endows states and commercial institutions. These capabilities, warn some
critics, may spur states to exercise biopower over their populations, including classify-
ing patients according to their genetic profile, lifestyle, and life expectancy (e.g.,
Dujardin, 2020), or punishing those who do not follow experts’ demands or meet
their expectations. Others caution against an opposite trend whereby healthcare
responsibilities are shifted from public institutions to individuals. The idea is that,
under the neoliberalist ideology that dominates healthcare terrain in many Western
countries, individuals will be nudged to take responsibility for their own health,
like learning about and monitoring their susceptibilities (Kant, 2020; Lee, 2017; Lup-
ton, 2014).

This study aims to contribute to the above discussion on the implications of DDPH
by analyzing the salient discourse of healthcare elites in Israel and Estonia, in an endea-
vor to reveal their views, assessments, and predictions regarding these practices. The
analysis predicates on past and current conceptualizations of biopower and biopolitics
(e.g., Foucault, 1990, 2000; Lemke, 2001; Rabinow & Rose, 2006) and draws on insights
into the dynamics of ‘networked societies” (Castells, 1996; 2000). Results suggest that
DDPH promotes new forms of (bio) power (Rabinow & Rose, 2006), which we sub-
sume under the term ‘networked biopower.” More concretely, we argue that the devel-
opment of networked biopower increases health institutions’ ability to improve
healthcare, but at the same time, provides these entities with effective means to govern
individuals and entire populations, and bolsters their effort to establish neoliberal
order.
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Biopower and biopolitics then and today

The term ‘biopower’ was introduced by Foucault in his book The History of Sexuality
(1976) and further expanded upon in his subsequent lectures and writings (e.g., 1990,
2000). Biopower refers to a form of power that came into being in the eighteenth century
and focuses on the vitality of individual bodies and the biological existence of popu-
lations. According to Foucault, through disciplines like biology and scientific medicine,
experts increasingly use statistical knowledge about diseases to implement state interven-
tions that safeguard the health of national communities. (Foucault, 2003). The related
term ‘biopolitics’ refers to the various mechanisms, strategies, technologies, and ration-
alities employed to manage life and regulate everyday activities. Foucault distinguishes
biopower and biopolitics from other forms of authority by emphasizing that it works
less through overt repression and coercion, and more via normalization and control
framed in the context of freedom and the self (Ajana, 2017). Similarly, Rabinow and
Rose (2006) have explained that biopower and biopolitics involve the normalization of
beliefs and assumptions, for example through narratives and discourses. Indeed, Fou-
cault describes ‘technologies of the self’ as the means by which people shape and manage
their own subjectivities and lifestyles through practices like self-monitoring, discipline,
and applying knowledge to improve their health and well-being. Depending on the his-
torical setting, these practices could involve (but were not limited to): ‘sexual explora-
tions or abstinence; fasting and other dietary restrictions; physical and intellectual
exercises; praying and meditation; journaling and epistolary exchanges’ (Herndndez-
Ramirez, 2017, p. 46). Recently, Ajana (2017, p. 5) describes the self-measurements of
members of the Quantified Self movements, arguing that ‘this positivistic promise of
knowledge and mastery is based on the assumption that the coupling of body and data
holds the key to self-discovery’.

The Foucauldian analysis of the biopower/biopolitics framework also encountered cri-
ticism. One of the major arguments is that the terms ‘biopower’ and ‘biopolitics,” coined
and used by Foucault, are incomplete, unsystematic, and hence confusing (see discus-
sions in Lemke, 2001; Peggs & Smart, 2018; Rabinow & Rose, 2006).

Yet, many writers acknowledge the value of the ideas captured by the terms ‘biopower’
and ‘biopolitics’ in understanding the emergence of new forms of power in the twenty-
first century (Lemke, 2001). All in all, the Foucauldian conceptualization of biopower has
been expanded, reconstructed, and adjusted to gauge this wherewithal today. These capa-
bilities include governmental health strategies (like those implemented during the
Covid19 pandemic), developments in genomic medicine (Rabinow & Rose, 2006), health
education, self-monitoring practices (e.g., Nafus & Sherman, 2014), and personalized
medicine (e.g., Ceyhan, 2012) - the latter being the topic of this article.

The evolvement of the concepts of biopower and biopolitics in the past two decades
has been directly linked to the domination of neoliberalism in the twenty-first century.
The focus is on how neoliberal governance employs bio-power to regulate populations,
emphasizing individual self-governance and the commodification of health and life.
Health, the argument goes, becomes a domain where bio-power is exerted, but individ-
uals are not only subject to health governance but are also expected to govern themselves
in accordance with market logics. One of the key links between bio-power and neoliber-
alism is the creation of the ‘entrepreneurial subject,” a self-regulating individual who is
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responsible for optimizing their health, productivity, and well-being. Foucault’s analysis
of bio-power illustrates how power operates not only through top-down regulation but
also through internalized self-discipline (e.g., Foucault, 2003). Predicating on this realiz-
ation, current scholars argue that in neoliberal societies, individuals are encouraged to see
themselves as entrepreneurs of their own lives, managing their health, career, and per-
sonal development as investments in their future (Dean, 1999). This individualization
of responsibility shifts the burden of health, well-being, and success from the state or
community to the individual.

Neoliberalism’s intersection with bio-power is also evident in the marketization of life
and the commodification of health. As many scholars observed, in neoliberal societies,
life itself becomes a commodity that can be measured, optimized, and traded. Example
in the context of DDPH are startups that target specific cardiological conditions reflect
the commodification of health. This ‘biocapitalism’ creates new forms of value extraction
from life itself, as commercial entities that develop cardiological technologies, for
example, profit from the development and sale of these technologies, while individuals
are increasingly responsible for purchasing and consuming these products to maintain
their health and well-being.

Scholars argue also that neoliberal bio-power also perpetuates a form of ‘biopolitical
inequality,” where certain populations are subject to heightened surveillance, regulation,
and control. For example, the policing of reproductive rights, the criminalization of drug
use, and the management of migrant populations through health policies reflect how bio-
power is differentially applied to marginalized groups. Lemke for example noted that the
neoliberal form of bio-power deepens social divisions, as those who are unable to invest
in their health (due to poverty, lack of education, or discrimination) are pathologized as
irresponsible or failures of self-governance.

The present study endeavors to contribute to the growing literature on biopower in a
digital context by identifying its new forms, which in the age of datafication have become
increasingly noticeable, and which we refer to as ‘network biopower.” To this end, we uti-
lize three major concepts in social theories germane to the dynamics of the networked
society: decentralization, connectivity, and timeless time.

Decentralization involves the traditional hierarchical structures that were challenged
in the networked age, in which power and decision-making are increasingly distributed
among diverse actors, including individuals, online communities, and grassroots move-
ments (e.g., Giddens, 2003). This development has been shown to allow for greater par-
ticipation and collaboration among the different nodes, or actors in the network.
However, as contemporary critics consistently point out, digital networks - particularly
social media sites and digital platforms - also reinforce centralized mechanisms. Those
who maintain these constructs exert control over critical decisions, like content moder-
ation, advertising models, and user experience. The networked society has been further
characterized by a stronger connectivity among individuals, organizations, and insti-
tutions in the network (Castells, 1996), owing to the spread of the Internet, and the pro-
liferation of mobile devices that facilitate instant communication and information
exchange across vast distances and contexts. In the age of networked media - like social
media sites, digital platforms, interactive websites, and online apps, connectivity is also
associated with the so-called ‘contexts collapse’ (e.g., Marwick & boyd, 2014; Zillich &
Miiller, 2019), whereby individuals and groups who traditionally navigate different
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contexts separately — families, work, friendships etc. - are ‘flattened’ into a single stratum.
The term timeless time (Castells, 1996) refers, in social theory, to the accelerated pace of
life and the transformative effects of digital technologies on temporal experiences; it also
connotes the blurring of boundaries between past and future. One important element is
the emergence of ‘predictive products’ (Zuboff, 2019) which ostensibly enable analysts to
predict people’s behaviors on the basis of their behavior patterns in the past. Another is
the accumulation of big data by digital networks controllers - like owners of digital plat-
forms, for future (often unspecified or unknown) uses (e.g., Sadowski, 2020).

Methodology

The study examines the emergence of networked biopower in Israel and Estonia,
countries recognized for their advancements in personalized healthcare (Prins et al.,
2021). Estonia, specifically, is chosen due to its innovative health-data repository linking
the national biobank and electronic health records (Fletcher, 2004). In 2000, Estonia
passed the Human Genes Research Act, the first of its kind globally, regulating genome
research and enabling the implementation of personalized medicine. This legislation
established a legal framework for a gene bank of the country’s population, governing
the processing of tissue samples, DNA work, health data, and genealogical information
storage. This initiative places Estonia among the leading nations in national-population
gene mapping (Fletcher, 2004).

Estonia makes a compelling case study also due to its substantial investment in
national IT infrastructure and expertise, leading to the digitalization of various aspects
of daily life. The integrated system connects major health registries and hospitals,
enabling the sharing of comprehensive medical information, including health history,
hospital records, and prescriptions. These data are used to create personalized treatment
plans securely through blockchain technology. By 2019, over 95% of hospital and doctor
data had been digitized (Sikkut, 2019). The National Biobank, which was initially estab-
lished in 2001 and which in 2007 became the Estonian Genome Center, has steadily
expanded its databases and research projects. By 2011, it included 52,000 adult partici-
pants, and an additional 150,000 were added in 2018-2019. This cohort represents
20% of Estonia’s adult population (Prins et al., 2021).

Israel, much like Estonia, is considered a valuable genomic resource due to its diverse
population groups living within a small geographic area. The country established Elec-
tronic Health Records (EHR) in the early 1980s, covering 98% of the population at the
time of writing. Israel has also become a prominent location for clinical trials, attracting
global and local biopharma companies due to its top-notch research hospitals and exper-
tise in areas like cancer research, immunology, and degenerative diseases. The country’s
compact size simplifies participant recruitment for trials.

In March 2018, the Israeli government approved a NIS 1 billion ($300 million) five-
year national digital health plan entitled “The Growth Engine’ (Government Resolution
#3709). This plan aims to enhance the healthcare system by focusing on technological
advancements, international collaboration, joint academic-industry efforts, and regulat-
ory updates to foster big-data research. A key initiative under this plan, beginning in
March 2023, is the Psifas project, gathering health data and biological samples from a
diverse range of volunteers in terms of age, ethnicity, and socio-economic background.
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The project’s findings are expected to accelerate the development of personalized medical
treatments tailored to Israel’s multiethnic society.

In both Estonia and Israel, semi-structured interviews were conducted in 2023 (Spring
to Fall) with a total of 22 persons operating in public health institutions: medical experts
working at the management or executive level in genome laboratories, heads of research
departments in hospitals and universities, managers in both countries’ Ministries of
Health, managers of health funds, and more. To select participants, we first mapped
out the relevant institutions in Israel and Estonia, and then identified potential intervie-
wees among their employees. Most interviews were conducted face-to-face, and several
through zoom. The interviews lasted between 1 and 3 h and were recorded and tran-
scribed. All names, roles, and personal details have been anonymized to ensure infor-
mants’ privacy. We examined the transcripts of the interviews line-by-line: identified
key ideas and assigned them codes with the aim of capturing participates’ primary ‘cog-
nitive frames’ (Orlikowski & Gash, 1994) regarding DDPH conceptions and practices.
After that we looked for patterns and relationships between codes. We then synthesized
our findings into a grounded theory that we term ‘network biopower.’

Healthcare elites’ socio-technical imaginaries regarding DDPH

In what follows we show how networked biopower, as a new form of power, is reflected
and constructed in the DDPH-related imaginaries of healthcare elites in Israel and in
Estonia. We demonstrate that these experts see DDPH initiatives, those that have already
been implemented and the ones they envision, as promoting networked biopower, and
thereby enabling healthcare institutions to govern, through surveillance and medical-
gazing, individuals and entire populations. As explained above, we unpack the term ‘net-
worked biopower,” focusing on three of its constituent elements: decentralization, connec-
tivity, and timeless time.

Decentralization

One important aspect of networked biopower which emerged from the interviews relates
to decentralization of today’s ‘networked society’ (Castells, 1996), conceived as the pro-
cess by which power, decision-making, and resources are dispersed away from central
authorities to local or regional levels, or to non-governmental entities. Of particular rel-
evance to the present enquiry is a critical observation that decentralized environments
are characterized by the spreading of authority and decision-making across a network
of nodes (or actors) rather than being concentrated in a single central authority. This
often means that no single entity has overarching control over the system. Decisions
are made collectively, with nodes typically working through consensus mechanisms to
verify transactions or manage resources. Examples are virtual communities on SNS
(e.g., Aichner et al., 2021) and flat organization (Ashuri & Bar-Ilan, 2016). However,
as critics often observe, this tendency does not necessarily result in the absence of hier-
archy or authority but rather in a reconfiguration of power structures that can be man-
ifested in various forms, including political, economic, and cultural decentralization.
Our analysis of the interviews opens to view the various manifestations of decentrali-
zation in personalized healthcare, and more importantly, how this development has
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given rise to a new configuration of biopower, i.e., networked biopower. In consideration
of analytical efficacity, we anchored our analysis of the interviews in Baran’s (1964)
widely referenced taxonomy in which he distinguishes between centralized, decentralized,
and distributed networks. In this classification, a centralized network has either one cen-
tral node, or a central cluster of tightly connected nodes, that is connected to all other
nodes in the network, while all these other nodes are connected only to the central
node. Interviewees in both Israel and Estonia admitted that, in today’s age of datafication,
the capabilities of traditional centralized healthcare institutions - like governmental arms
and major health funds (particularly in Israel) - to shape people’s self-perception, desires,
and behaviors are increasing owing to the advanced development of data extraction and
analysis technologies. Major figures in these central institutions explained in the inter-
views that, through individual surveillance, they now acquired huge amounts of
health-related data, information and knowledge, based on which they can affect people’s
lives, and the lives of their ‘digital twins,” i.e., their virtual replicas that can be used to
simulate their behavior so as to better understand their conduct in real life (e.g., MacK-
insey & Company, 2023). A concrete example was offered by an interviewee occupying
an important post in Israel’s Health Ministry:

We collect a lot of data from a lot of people [...]. In the case of genomic data (for example), it
is our aim that every born baby should be provided with a genetic I.D. In this way we could
limit and even prevent the [future] birth of foetuses with major malformations or terminal
genetic disorders.

All interviewees concurred that a major goal of traditional central institutions involved in
DDPH is to boost their power by providing personalized healthcare to as many individ-
uals as possible. In their opinion, this objective can be achieved through, enlarging their
data repositories by collecting data from more and more nodes, and refining the appara-
tuses for analyzing them. The CEO of a major health fund in Israel said: ‘We try to collect
all data we can put our hands on [...]. We hope to have, in the near future, [for example]
a genomic sequencing for all [the fund’s] members, on the bases of which we can make
informed decisions of who should get which treatment.” This hope aligns with the cri-
tique of techno-solutionism, which argues that for those in the business of providing sol-
utions, solvable problems are crucial. In the context of healthcare, the desire to make
informed decisions about who should receive specific treatments justifies, according to
this interview, the construction of centralized data repositories, comprising all the data
that the central institution can access.

Another type of network in Baran’s taxonomy is classified as decentralized. The nodes
in such a network are arranged in a hierarchical order, with those at the bottom forming
star-shaped networks of their own, each connected with a node one level higher in the
hierarchy. Interviewees in both Israel and Estonia stated that, new decentralized
modes of biopower were emerging in healthcare, enabled through stakeholders’ mutual
independence, and particularly their lack of dependence on central organizations like
state authorities (Tornberg, 2023). The CEO of one health fund in Israel commented
in this connection: ‘We develop our own health-data repositories. We depend on no
one [...]. About ten years ago we established an in-house research center. We are pio-
neering personalized healthcare.’
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While acknowledging healthcare authorities’ comparative independence, interviewees
emphasized the growing interdependency among stakeholder, particularly national insti-
tutions’ reliance on commercial entities. Two major figures in the Israeli Health Ministry
mentioned a 2018 government scheme (“The Israeli National Plan for Digital Health as a
Growth Engine’) which offers commercial entities such as startup firms access to data
repositories held by the State. One of them said: “These collaborations are essential. A
modern healthcare system cannot be developed without them.” A researcher working
for a genome laboratory in Estonia echoed this opinion:

[...] In our research we collaborate with startups and other commercial bodies. We try to get
joint funding. We have no choice: without them, we have neither the technology nor the
resources to hire staff; without us, they lack the data they can use to improve their technol-
ogy. Is it an ideal arrangement? It is not. It goes without saying that there might be ethical
issues, like privacy and responsibility. But is this collaboration necessary for a better future
of healthcare? Absolutely.

In this context, concerns were also raised regarding the commercial interests of for-profit
actors involved in DDPH that might promote inequity in personalized services (Lemke,
2001), as is evident in the following statement by a major figure in Israel’s Health
Ministry:
Commercial entities in Israel develop personalized products (like a self-operated home
ultrasound system for remote fetal assessment during pregnancy); but look at the billboards:

They only advertise [these products] in affluent districts, like Tel Aviv. This is because these
personalized services are intended only for those who can pay for them.

The third type of network in Baran’s (1964) taxonomy is classified as distributed. In net-
works that fall under this rubric, every node has many connections (or edges) to other
nodes. The analysis of the interviews revealed the emergence of distributed healthcare
networks.

Interviewees unequivocally admitted that, in today’s age of datafication, a growing
number of stakeholders (big and small, public and commercial) are enlarging their
data repositories, and by implication, increasing their capabilities of governing individ-
uals at a distance by targeting them in various aspects of everyday life. An Estonian inter-
viewee working on health dossiers in the country’s Ministry of Social Affairs explain:

They [corporate stakeholders] collaborate with universities to obtain joint funding, and they
want to use data from national biobanks to improve their algorithms. We are worried that
we might lose track of who collaborates with whom, who sees what, and who protects the
quality of the data and the codes.

In the same vein, the interviewees mentioned the growing power of commercial stake-
holders that, owing to the big data repository in their possession (or to ones they have
access to) are gaining autonomy, and thus also power. As a palpable effect of this devel-
opment interviewees cited the re-distribution of power in healthcare, with central insti-
tutions losing their grip on the data harvested from individuals, and with them, also on
the decisions how these data and insights from their analysis are to be utilized. An
illustrative example is a statement by a chief figure in Israel’s Ministry of Health:

We know that many stakeholders in the country collect personal data, like genomic data, but
we [in the Health Ministry] don’t know what they do with this information, nor what they
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do with the insights that they derive from analyzing it. We are losing control [...] We have to
abide by very harsh regulations, but the Israeli health funds and industrial entities don’t.

Regardless of their views and assessments of how health data are collected, stored, and
analyzed nowadays, with two exceptions (a major figure in Israel’s healthcare authority
and a senior staff member in an Estonian hospital), none of the interviewees expressed
serious concerns about the rapid decentralization of the ecosystem; if anything, they
saw this process as inevitable. Nor did they consider concrete steps to regulate it, e.g.,
by coordinating the relationships between the various public and commercial institutions
that are involved in the personalization of healthcare today or may be so in the future, or
by regulating the types of data different stakeholders collect and use.

Connectivity

Another important aspect of networked biopower is connectivity. Drawing on a large
body of studies on the nature and characteristics of a networked society (particularly
with reference to participatory media, like SNS), we conceptualize connectivity as the col-
lapse of social contexts (e.g., Marwick & boyd, 2014; Zillich & Miiller, 2019), whereby
multiple audiences are ‘flattened’ into a single stratum. In connection to medical or
‘panoptic’ gaze, this phenomenon can be metaphorically described using Ceyhan’s
(2012) turn of phrase, namely, that multiple actors are able to connect ‘the dots’ created
in ‘non-traditional places,” meaning areas unrelated to healthcare, and through this
engender new knowledge. These capabilities could then be fed into disciplinary practices,
such as the targeting of individuals, as well as of large populations, with personalized con-
tent and services via ubiquitous media: smartphones apps, pushups, websites and more.
A senior figure in an Israeli health fund explained this logic:

People constantly leave digital traces on social network sites, while using apps and so on.
Our goal is to formulate ‘a consumer journey’ for every user and get to know their lifestyle,
like their eating habits. We will link this information to that person’s medical records. For
example, we’ll be able to learn about the eating habits of a person who has been diagnosed
with diabetes.

The above statement epitomizes Foucault’s observation that the rise of biopower is con-
tingent on the evolvement of systematic knowledge in the human sciences (Foucault,
1990; 2000). On this rationale, in the networked age of context collapse, the ability of
healthcare systems to connect the ‘dots’ from multiple resources and areas has empow-
ered them to produce a ‘spectacular body’ (Sanders, 2017) whose movements, habits, and
internal workings are rendered more knowable, and therefore more manageable. Thus, a
key figure in one of Israel’s major health funds provided a future (expected) scenario:

We hope to be able to know how people feel, what they do, and what they eat. For example, if
we know that a person is at high risk for diabetes on the basis of the blood test results col-
lected and we also know their eating habits because they us a nutrition app that we develop,
we can provide them with nutrition guidance through automatic messaging systems.

In the mind’s eye of all of our interviewees, the connectivity mechanism in a networked
age was tantamount to healthcare systems’ growing capability to manage multiple aspects
of peoples’ lives, not necessarily related to healthcare. This is how a researcher working
for an Estonian human genome laboratory explained this idea:
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We are now collecting DNA from individuals only in order to advise them on potential dis-
ease. But soon, we will also advise them on what type of food best fits their body, and in my
future dream, we will expand this to giving people advice about a wider range of factors —
what types of education and learning styles match best with your genome, and what type of
career path would be optimal.

The aspiration reflected in the above testimony centers around influencing people in a
variety of life contexts. Nikolas Rose (1999, pp. 49-50), uses the phrase ‘governing at a
distance’ to describe such power of institutions to indirectly shape individuals” conduct.
In this process, an individual operates as a free and responsible agent who voluntarily
conducts him/herself in accordance with norms of a healthy lifestyle, and at the same
time embodies the knowledge accrued and articulated by experts.

By and large, the interviewees were certain that, by virtue of the connectivity mechan-
ism, they are increasing their capabilities of governing individuals at a distance by target-
ing them in various aspects of everyday life. Two main governing techniques were
mentioned. One is sending direct messages to individuals using networked media, like
SNS or smartphone applications. An example is sending pushup messages or emails to
one’s devices with workout instructions. The second is distributing messages to other
members in one’s social network (or milieu) - for instance, by creating a WhatsApp
group for people who suffer from a specific illness. Thus, an interviewee who works as
a manager in one of Israel’s largest health funds said:

We are currently developing smartphone apps that monitor people’s physical activities. We
can now use SNS and mobile applications to target specific individuals with specific training
suggestions 24/7 and will be able to do this even better in the future.

In the age of datafication, the capabilities of ‘governing at a distance’ are also enhanced by
means of ‘automatic governmentality’ (Rouvroy, 2020), namely the governing of social
world based on algorithmic processing of big-data sets rather than on politics, law and
social norms. As Antoinette Rouvroy observed (2020), governing at a distance ‘is a sub-
liminal mode of government that consists of directing people’s attention toward certain
things, in modifying the informational or physical environment so that behaviors are no
longer obligatory but necessary’. With reference to DDPH, interviewees underscored the
important role of ‘automatic governmentality’ in establishing and maintaining insti-
tutional connections with patients and citizens. In their conception, the data-driven algo-
rithmic systems, developed either by their institutions or by second and third parties, are
actors that mediate the relationship between health institutions and the people they serve
by providing the latter with health-related knowledge and behavioral instructions. One
vivid example of this trend was provided by a chief figure in an Israeli health fund. Refer-
ring to an algorithmic system implemented recently by that organization, the interviewee
said:

Recently, through a collaboration with a commercial startup that developed an AI Chatbot,
we launched a system that our patients can easily utilize by means of an app they can down-
load to their mobile phones. Users of this app describe their symptoms (by answering a set of
questions) and receive a medical diagnosis based on their answers, as well as medical
instructions (e.g., whether they need to see a doctor or what to do). The relationship between
us and our patients is managed by this system. When someone suffers from a headache, for
example, they don’t have to see a doctor. This saves time and money, and we are currently
developing other alike systems.
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While realizing that big data (tolls and processing), has revolutionized problem-solving
by offering vast amounts of information for analysis, the study’s interviewees over-
looked the fact that it is far from a comprehensive solution to complex health problems.
Although specifically asked on the limitations of DDPH, the majority of interviewees
did not raise serious concerns how documented constraints — such as the lack of con-
text, potential for bias, and ethical concerns — will impact both individuals and society
at large.

Timeless time

Timeless time (Castells, 1996) is yet another mechanism responsible for the evolvement
of networked biopower. Castells (2011) used this term to capture the speed and simul-
taneity of communication in the networked world, and the blurring of boundaries
between work and leisure that characterizes contemporary society. In the age of datafi-
cation, these tendencies promote biopower, insofar as they enable healthcare elites to
gain and utilize expert knowledge around the clock. As the CEO of a major Israeli
health fund explained:

By processing an individual’s medical test results we can know if they suffer from Osteo-
porosis. A person can look good and feel good, but the physician who treats them receives,
in real time, information regarding their medical condition and, based on it, can initiate
immediate treatment — all this before the person even knows they are ill.

In a datafied world, the timeless time phenomenon is also instrumental to the blurring of
the sequence of the past, present and future. As many critics demonstrate, in the age of
datafication, upholders of digital networks systematically collect vast amounts of data
from actors of the networks, not always with a clear or immediate purpose in mind.
This practice is underpinned by the assumption that data, even if not immediately useful,
will become valuable in future applications (e.g., Sadowski, 2020). Combined with their
formidable capabilities to create expert knowledge in real time and in the future, as well
as to target individuals and masses with relevant information and instructions, their
enormous data repositories and computational power enable healthcare institutions to
create what Zuboff (2019) called ‘prediction products,” which anticipate what anyone
may do in the near or remote future. In other words, in the hands of medical experts
operating in healthcare institutions, the insights from the aggregation and analysis of
massive amounts of data become an important source of these entities” social and econ-
omic biopower. Both Israeli and Estonian interviewees assigned considerable weight to
the prediction products developed by their respective institutions through the processing
of the data they collect, on the grounds that they enable better health-related predictions.
Based on such predictions, the interviewees stated, they can communicate to people, bet-
ter than before, personalized guidelines regarding healthy physicality and lifestyle, and
propel individuals to conform to these standards. A key figure in Israel’s Ministry of
Health provided an illustrative example:

One major problem we face today is the birth of children with terminal genetic disorders.
Treating them costs a fortune, and one cannot even speak of what the parents go through.
We are now developing means that will enable us to detect in advance the risks of a couple
having sick children and prevent the birth of such children. In the case of orthodox couples
[who reject abortions] this information could even impact marriage decisions.
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Conclusion

In regard to the drastic transformations that occurred in healthcare at the turn of the
twenty-first century, authors Nikolas Rose and Paul Rabinow observe, in their article
‘Biopower Today’ (2006), that ‘a modified biopolitical rationality in relation to health
is taking shape, in which knowledge, power and subjectivity are entering into new
configurations, some visible, some potential’ (p. 213). In the current article, we have
traced the formation of one such configuration that expands existing modes of biopower
to what we term ‘networked biopower.’

Our analysis of the socio-technical imaginaries of healthcare elites in Israel and Estonia
regarding DDPH shows that participants conceive of DDPH tools and practices as instru-
mental in expanding biopower to unprecedented levels. Networked biopower is an out-
come of such initiatives — a concept that captures two aspirations pinned on DDPH
developments and possible benefits thereof articulated in the interviews. One pertains to
goals ascribed to DDPH, namely, the desire to increase health experts’ knowledge about
individuals and entire populations through medical gazing facilitated by the harvesting
of individual data - such as medical records, as well as information regarding lifestyle,
habits, social connections and more — which are created around the clock in many settings
and social contexts. Expert knowledge that can be derived from the analysis of such data
was almost unanimously deemed necessary for putting in place efficient and effective per-
sonalized healthcare systems. More specifically, participants felt that the idea was to expand
panoptically their medical gaze to enable experts in both public and commercial health
organizations to designate the ‘right’ treatments to the ‘right” individuals at the right time.

The analysis has also revealed participants’ ideas about the tools and biopolitical strat-
egies that are currently employed, and that they believed would be required in the future,
to achieve this goal and to obtain the requisite expert knowledge. One such means is to
widely endorse and decentralize the harvesting and analysis of data, thereby placing big
individual data in the hands of various human and non-human actors (like computers
and, more specifically, algorithms). Another is to gather data from multiple sources,
including data which were created or disseminated in contexts unrelated to healthcare
either by individuals or by members of their online and offline social networks, including
friends and family members. A third is to use ubiquitous real-time media, such as SNS or
self-operated remote monitoring devices that facilitate the collection of personal data
everywhere, in order to continuously enlarge the institutions’ data repositories, and
thus also their power to intervene in the life of masses.

Yet another aspiration manifested in the DDPH imaginaries of healthcare elites is to
enhance the power of healthcare organizations through interventions in individuals’
behaviors. Interviewees envision offering individuals tailored instructions, treatments,
and drugs around the clock, utilizing ubiquitous media like SNS or smartphone auto-
matic messaging. Importantly, in deploying such technologies, they are also eager to tar-
get individuals’ minds. This objective involves affecting individuals’ lifestyles (e.g., by
guiding their careers), their social interactions (e.g., by suggesting how to relate to family
and friends), and their choices (e.g., advising on a partner with whom to start a family, or
even on terminating a pregnancy).

The analysis conducted has yielded a correlation between the interviewees’ aspiration to
enhance the authority of healthcare institutions through Data-Driven Public Health
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(DDPH) and the concepts put forth by Foucault and his followers regarding the wielding of
power by organizations through strategic administrative structures and statistical analyses
they carry out. The study indicates that various independent stakeholders involved in pub-
lic health today, including epidemiologists, medical professionals, political figures, health-
care institutions, commercial data-driven companies, and others, have been authorized —
and are actively asserting their claim to such a mandate - to bear the responsibility for
measuring, monitoring, and regulating the health of the population. In this capacity,
they develop and utilize tools that fortify biopower’s political and medical influence,
which comprise surveillance technologies like social networking sites (SNS) and AI Chat-
bots, as well as behavioral nudging tactics such as instant automated messages. These
resources enable healthcare professionals to obtain insights about individuals and entire
populations and to offer people guidance on healthy norms of physicality and lifestyle.
Such activities are already underway and are anticipated to continue in the future. We
suggest that at the core of the imaginaries analyzed regarding DDPH initiatives is a deeply
held ‘techo-solutionism’ (e.g., Morozov, 2013; Sadowski, 2020): the belief that problems,
even those that should not be thought of as problems in the first place, can be solved tech-
nologically. By recasting all health-related matters as problems waiting for a techno-fix, the
space for critical evaluation of the ‘solutions’ at hand, shrinks.

This study has focused on data-driven personalization in the specific context of health-
care. Yet, the analysis distinctly demonstrates that the interviewees’ ideas about data-dri-
ven personalization in healthcare are deeply rooted in what can be called ‘the logic of
datafication,” which rests on interpretative schemes pertaining to data collection, analysis,
and usage in other social contexts as well. One prominent notion that arose from the
interviews is that the extraction of data, and in particular health data, is unlimited in
scope, and has an infinite growth potential. Critics have argued that such perceptions
- reflected in a distinctive rhetoric such as ‘data is the new oil’ - sustain the capitalist-
colonialist fantasy of perpetual economic growth without material limitations (e.g.,
Mejias & Couldry, 2024; Taffel, 2023) and may in consequence legitimize the establish-
ment of huge data repositories in different domains, one of them, healthcare.

Another conception expressed in the course of the interviews is, to use boyd and
Crawford’s formulation of the myth (2012), that ‘large data sets offer a higher form of
intelligence and knowledge that can generate insights that were previously impossible,
with the aura of truth, objectivity, and accuracy’ (p. 663). Thus, participants believed
that, based on the data harvested, medical experts would obtain more accurate knowledge
about individuals and entire populations, and that such gains legitimized the collection of
data from different sources and in different contexts, among them those outside
healthcare.

A third belief expressed by interviewees is that the analysis of data en masse facilitates
the development of predictive tools that afford useful — and hence justifiable - disciplin-
ary power, e.g., in the form of personalized nudging, policing, and punitive capabilities.
According to participants, in the context of healthcare, such outcomes legitimize insti-
tutional medical-gazing, as well as devising ways to target the sick and the healthy
alike with communications about norms of healthy physicality and lifestyle, as well as
with instructions on norm-conforming behaviors.

A related belief is that big data technologies will benefit the entire population. How-
ever, many studies show that the use of this type of technology (including in the domain
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of healthcare) contributes to discrimination, namely, to favoring privileged populations
over others (e.g., Lemke, 2001; Mejias & Couldry, 2024).

The fast development of DDPH initiatives demands a critical evaluation of the risks
and opportunities they entail. If we do not take count of the possible effects of DDPH
initiatives, we risk permitting the growth of truly powerful agents while turning a
blind eye to the harm they can and do cause to both individuals and societies.
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