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Chapter 1
Introduction

1.1 Preliminaries

1.1.1 Biometric verification

In biometric recognition systems, biometric samples (images of faces, finger-
prints, voices, gaits, etc.) of people are compared and classifiers (matchers)
indicate the level of similarity between any pair of samples by a score. If two
samples of the same person are compared, a genuine score is obtained. If a
comparison concerns samples of different people, the resulting score is called
an impostor score. The scope of this thesis is about biometric verification (also
known as authentication) in the sense that two biometric samples are com-
pared to find out if they originate from the same person or stem from different
people, without making any identity claim. Except when stated specifically,
the random variables genuine score Sgen and impostor score Simp are assumed
to be continuous, taking values in the real line R = (−∞,∞) with distribution
functions Fgen and Fimp and density functions fgen and fimp, respectively.

1.1.1.1 Standard biometric verification

A standard biometric verification system that takes hard decisions, will decide
whether a matching score between two biometric samples is a genuine or an
impostor score via a threshold ∆ chosen in advance. A score greater than or
equal to this threshold is classified as genuine score, while a score less than
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this threshold is classified as impostor score. Once this threshold has been
chosen, the system can make two different errors: accept an impostor score
as genuine score and reject a genuine score. The probability of accepting an
impostor score is called the False Acceptance Rate (FAR(∆)) or False Match
Rate (FMR(∆)) with threshold ∆, while the probability of rejecting a genuine
score is called the False Rejection Rate (FRR(∆)) or False Non-Match Rate
(FNMR(∆)). The complement of the FRR(∆) is called the True Positive Rate
(TPR(∆)) or True Match Rate (TMR(∆)), which is defined as the probability
of accepting a genuine score as genuine score. Since every genuine score will
be either accepted or rejected by the system, we have TPR(∆) = 1−FRR(∆).
Theoretically, the FAR and the TPR can be computed as

FAR(∆) = 1− Fimp(∆) (1.1.1)

and
TPR(∆) = 1− Fgen(∆) (1.1.2)

for every threshold ∆. By varying ∆ from −∞ to ∞, we can plot the relation
between FAR and TPR as a curve known as the Receiver Operating Charac-
teristic (ROC) [1]. Mathematically, the function ROC : [0, 1] → [0, 1] maps
FAR values to the corresponding TPR values via relation

TPRα = ROC(α) = 1− Fgen(F−1
imp(1− α)) (1.1.3)

for every FAR = α ∈ [0, 1] where F−1
imp is the quantile function defined by

F−1
imp(p) = sup{x ∈ R : Fimp(x) ≤ p}, ∀p ∈ [0, 1].

The following performance measures are often used in biometric verification
and will be used in Chapter 3.

• Area under ROC curve (AUC), i.e.,

AUC =

∫ 1

0
ROC(α)dα. (1.1.4)

• Equal error rate EER: Let ∆∗ be the threshold value at which FAR(∆∗)
and FRR(∆∗) are equal. Then EER is defined as the common value

EER = FAR(∆∗) = FRR(∆∗). (1.1.5)

• Total error rate TER(∆): The sum of the FAR(∆) and the FRR(∆). One
may also consider the half total error rate (HTER), which is one half of the



1.1 Preliminaries 3

TER, to keep the error value between 0 and 1, i.e.,

TER(∆) = FAR(∆) + FRR(∆) and HTER(∆) = TER(∆)/2. (1.1.6)

• Weighted error rate WER(∆): A weighted sum of the FAR(∆) and the
FRR(∆), i.e.,

WERβ(∆) = βFAR(∆) + (1− β)FRR(∆), β ∈ [0, 1]. (1.1.7)

the weights are usually called cost of false acceptance and cost of false
rejection.

Here, ∆ is the threshold to compute the FAR and FRR.

In practice, Fgen and Fimp are replaced by their empirical versions based on
data. Let

W1, · · · ,Wngen (1.1.8)

B1, · · · , Bnimp (1.1.9)

be i.i.d copies of Sgen and Simp, respectively. Then, all quantities given by
(1.1.1) - (1.1.7) can be estimated by replacing Fgen and Fimp with their left-
continuous empirical distribution functions F̂−gen and F̂−imp based on (1.1.8) and
(1.1.9), respectively. The left-continuous empirical distribution function based
on a sample X1, . . . , Xn is defined by

F̂−n (x) =
1

n

n∑
i=1

1{Xi<x}, ∀x ∈ R. (1.1.10)

In particular, the empirical version of the ROC function (1.1.3) is shown to
be almost surely convergent to the true ROC [2].

1.1.1.2 Forensic biometric verification

In forensic science it is gradually accepted that, instead of giving a hard de-
cision whether a matching score is a genuine or impostor score, a biometric
system should give a soft decision, namely an evidential value in terms of a
likelihood ratio (LR); see [3]. The LR of a matching score s is defined as the
ratio between the densities of the genuine scores fgen and the impostor scores
fimp, i.e.,

LR(s) =
fgen(s)

fimp(s)
. (1.1.11)
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The hypothesis that the matching score s is a genuine score is called the
hypothesis of the prosecutor and it is denoted by Hp. Similarly, Hd denotes
the hypothesis of the defendant that the score is an impostor score. In forensic
scenarios, the score s is usually known as evidence and the hypotheses Hp and
Hd are defined as two mutually exclusive hypotheses supporting whether or not
the suspect is the donor of the biometric trace. The LR(s) may be interpreted
roughly as the probability that the evidence is s given the hypothesis Hp

divided by this probability given Hd. It is computed by a forensic scientist
and can be used to support the fact finder (judge/jury) in court to make an
objective decision. The Bayesian framework explains elegantly how LR(s)
supports the decision via

P (Hp)

P (Hd)
× fgen(s)

fimp(s)
=
P (Hp|s)
P (Hd|s)

. (1.1.12)

This means that the LR can be interpreted as a multiplicative factor to update
the prior odds in favor of Hp versus Hd (before the evidence s has been taken
into account) to the posterior odds (after the evidence has been taken into
account).

Not all matchers in biometric recognition will give a LR value as matching
score. Therefore, we need to transform such a matching score to its cor-
responding LR value; a process known as calibration, which uses definition
(1.1.11). Several methods of computing the LR from a biometric comparison
score have been proposed and evaluated in forensic scenarios. Briefly, there are
four common calibration methods: Kernel Density Estimation (KDE), Logis-
tic Regression (Logit), Histogram Binning (HB), and Pool Adjacent Violators
(PAV) methods; see [4, 5] for a survey of these methods.

There are two types of measures for the reliability of calibration methods:
application-dependent [6,7] and application-independent [8–11] measures. Since
forensic scientists do not have access to the prior odds, this thesis will use the
application-independent ones. The two following performance measures will
be used in Chapter 4.

Cost of log likelihood ratio The cost of log likelihood ratio (Cllr) is in-
troduced by Brümmer and du Preez [8] in the field of speaker recognition, is
based on a generalization of cost evaluation metrics, and is used in forensic
face scenarios in [12]. This measure is an expected cost

C = CfaFAR + CfrFRR
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for any value of the cost of false acceptance Cfa and the cost of false rejection
Cfr; see [8] for a detailed explanation. Given genuine scores (1.1.8), which
correspond to the hypothesis of the prosecution, and impostor scores (1.1.9),
which correspond to the hypothesis of the defense, the cost of log likelihood
ratio Cllr is defined by

Cllr =
1

2ngen

ngen∑
i=1

log2

(
1 +

1

Wi

)

+
1

2nimp

nimp∑
j=1

log2 (1 +Bj) . (1.1.13)

To explain the name of this measure we note that the scores are interpretable
as LR values, more precisely as estimates of the LR and its inverse, and that
they are rewritten in terms of the logarithm of 1+LR. Interestingly, this metric
can be decomposed into a discrimination and calibration form via relation

Cllr = Cmin
llr + Ccal

llr . (1.1.14)

Here, Cmin
llr and Ccal

llr denote the discrimination and calibration loss, respec-
tively. Discrimination loss is the opposite of discrimination power (the abil-
ity of the system to distinguish between genuine and impostor scores). The
smaller the value of this quantity, the higher the discrimination power. The
Cmin

llr is defined as the minimum Cllr value based on given scores (1.1.8) and
(1.1.9), by preserving the discrimination power which is attained by the Pool-
Adjacent-Violators (PAV) algorithm as proved in [8]. Therefore, we will have
0 ≤ Cmin

llr ≤ 1, where 0 represents the perfect system, i.e., it always gives ∞
for every genuine score and 0 for every impostor score, whereas 1 represents
the neutral system, i.e., it always gives LR = 1 for every score. We also have
0 ≤ Ccal

llr < ∞ where 0 is for well-calibrated scores and grows without bound
if the scores are miscalibrated.

ECE plot The Empirical Cross Entropy (ECE) plot is a generalization of the
Cllr for measuring the reliability of calibration with an information theoretical
interpretation [10]. The ECE is defined as the estimated value of the cross
entropy for all possible values of the evidence E:

HQ‖P (H|E) = −
∑

i∈{p,d}

Q(Hi)

∫ ∞
−∞

q(e|Hi) log2 P (Hi|e)de, (1.1.15)
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where P denotes the posterior probability using a forensic system, Q is a
distribution such that{

Q(Hp|E) = 1, if Hp is true
Q(Hd|E) = 1, if Hd is true,

called the oracle distribution with density function q. Note that this oracle
distribution represents the posterior probability if the judge already knew the
true hypotheses Hp and Hd. Therefore, the cross entropy HQ‖P (H|E) can be
interpreted as an additional information loss because it was expected that the
system computed Q, not P . So, the ECE at log prior odds lp ∈ (−∞,∞)
based on (1.1.8) and (1.1.9) can be computed as follows:

ECE(lp) =
1

2ngen

ngen∑
i=1

log2

(
1 +

1

Wi × elp

)

+
1

2nimp

nimp∑
j=1

log2

(
1 +Bj × elp

)
. (1.1.16)

Clearly Cllr = ECE(0) holds, which shows that the ECE generalizes the cost
of log likelihood ratio. Figure 1.1 is an example of the ECE plot of the linear
logistic regression when modelling gaussian mixture scores. The solid red
curve represents the performance of the calibration, the dashed blue curve is
the minimum ECE value under evaluation by preserving the discrimination
power which is attained by PAV transformation, and the dashed black curve
is the entropy of the neutral system without considering the evidence, i.e., all
LR values equal to 1. The difference between the solid red and dashed blue
curves is the calibration loss. We can see that the scores are miscalibrated for
log prior odds greater than 2 under the linear logistic regression method.

1.1.2 Likelihood-ratio-based biometric fusion

Suppose we have d matchers, with d > 1. A fusion strategy is a function
ψ : Rd → R that transforms a concatenated vector of d scores, which will just
be called ”score” for simplicity, to a scalar named a fused score. This process
is called score level fusion. Let Sgen and Simp denote the genuine and impostor
scores with distribution functions Fgen and Fimp that correspond to density
functions fgen and fimp, respectively. We use the same notation as in Section
1.1.1, but now in bold face in order to emphasize that we are working in the
multivariate case.
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Figure 1.1: ECE plot of linear logistic regression

There are three categories in score level fusion: transformation-based [13],
classifier-based [14], and density-based (henceforth called likelihood-ratio-based).

1. Transformation-based: the fusion strategy ψ maps all components of the
vector of matching scores to a comparable domain and applying some sim-
ple rules such as sum, mean, max, med, etc.

2. Classifier-based fusion: the fusion strategy ψ acts as a classifier of the
vector of the matching scores to distinguish between genuine and impostor
scores.

3. likelihood ratio (LR)-based: the fusion strategy ψ computes the LR as
defined by (1.1.11) for the multivariate case, i.e.,

LR(s1, · · · , sd) =
fgen(s1, · · · , sd)
fimp(s1, · · · , sd)

. (1.1.17)

for every score (s1, · · · , sd).

The LR-based fusion strategy is theoretically optimal according to the Neyman-
Pearson lemma [15] in the sense that it gives the highest TPR at every FAR. In-
deed, some experimental results [16,17] show that it consistently performs well
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compared to the transformation-based and classifier-based. Moreover, the use
of the fused score of the LR-based fusion in forensic science is straightforward.
In practice, the distributions fgen and fimp are unknown and have to estimated
from data. Therefore, the performance of the LR-based fusion depends on
the accuracy of the LR computation. This classical problem in statistics can
be solved by parametric (e.g., normal distribution, Weibull distribution) and
nonparametric (e.g., histogram, kernel density estimation) models. However,
the choice of an appropriate parametric model is sometimes difficult while non-
parametric estimators suffer from the difficulty that they are sensitive to the
choice of the bandwidth or of other smoothing parameters, especially for our
multivariate case. Therefore, it is natural to approach our estimation problem
semiparametrically. Note that there are two types of data that will be used: a
training set for estimating the underlying parameters of a fusion strategy and
a disjoint set, which is called the testing set, for evaluating performance.

Gaussian copula approach Note that the scores contain two types of de-
pendence. The basic dependence is between two comparisons that involve at
least one common person. Even if these comparisons would be independent
(e.g. because there are no comparisons that concern the same person), the
different classifiers that attach a score to each comparison, may be dependent.
If we model the joint distribution of all scores by a (semiparametric) Gaussian
copula model, the resulting correlation matrix will be structured. It has many
zeros and many correlations have a common value. Estimation of these pa-
rameters is a problem in constrained semiparametric estimation, a topic that
we study in quite some generality in the Statistical Theory part of this thesis.
The Biometric Application part of it focusses on score level fusion and models
the dependence between classifiers also by semiparametric copula models.

1.1.3 Semiparametric copula model

A copula is a distribution function on the unit cube [0, 1]m, m ≥ 2, of which
the marginals are uniformly distributed. A classical result of Sklar [18] relates
any continuous multivariate distribution function to a copula.
Theorem 1.1.1 (Sklar (1959)). Let m ≥ 2, and suppose H is a distribu-
tion function on Rm with one dimensional continuous marginal distribution
functions F1, · · · , Fm. Then there is a unique copula C so that

H(x1, . . . , xm) = C(F1(x1), . . . , Fm(xm)) (1.1.18)



1.1 Preliminaries 9

for every (x1, . . . , xm) ∈ Rm.

The joint density function can be computed by taking the m-th derivative of
(1.1.18):

h(x1, . . . , xd) = c(F1(x1), . . . , Fd(xd))

×
d∏
i=1

fi(xi) (1.1.19)

where c is the copula density and fi is the i-th marginal density for every
i = 1, · · · , d.

Let
X1 = (X1,1, . . . , X1,m)T , . . . ,Xn = (Xn,1, . . . , Xn,m)T

be i.i.d. copies of X = (X1, . . . , Xm)T ∼ H. The key concept of the semipara-
metric copula model is the existence a parametric copula Cθ, with θ ∈ Θ ⊂ Rk,
Θ open and k ≥ 1, such that

U = (U1, . . . , Um) = (F1(X1), . . . , Fm(Xm))T ∼ Cθ.

Here, θ is called parameter of interest and G = (F1(·), . . . , Fm(·) is called
nuisance parameter. Mathematically, the model is written as

P = {Pθ,G : θ ∈ Θ ⊂ Rk , G = (F1(·), . . . , Fm(·)) ∈ G}. (1.1.20)

In practice, the marginal distribution functions are estimated by modified em-
pirical distribution functions

F̂j(x) =
1

n+ 1

n∑
i=1

1{Xji≤x}, ∀j = 1, . . . ,m,

and the parameter of interest θ is estimated by the maximum-likelihood esti-
mator when their marginal distribution functions are replaced by their empir-
ical versions. The resulting estimator is known as pseudo-maximum likelihood
estimator (PMLE)

θ̂n = arg min
1

n

n∑
i=1

log cθ

(
F̂1(X1i), . . . , F̂m(Xmi)

)
. (1.1.21)
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Table 1.1: Distribution function of m-variate parametric copula. ParDim indicates
the dimension of the copula parameter

Copula ParDim Distribution function

ind 0 Cθ(u1, . . . , um) =
∏m
i=1 ui

GC m(m− 1)/2 CR(u1, . . . , um) = ΦR(Φ−1(u1), . . . ,Φ−1(um))

t m(m− 1)/2 + 1 Cν,R(u1, . . . , um) = tν,R(t−1
ν (u1), . . . , t−1

ν (um))

Fr 1 Cθ(u1, . . . , um) = −1
θ log

(
1 +

∏m
i=1 exp (−θui−1)

exp−θ−1

)
Cl 1 Cθ(u1, . . . , um) =

(∑m
i=1 u

−θ
i − 1

)− 1
θ

fCl 1 Cθ(u1, . . . , um) =
(∑m

i=1(1− ui)−θ − 1
)− 1

θ

Gu 1 Cθ(u1, . . . , um) = exp
[
−
(∑m

i=1(− log ui)
θ
) 1
θ

]
fGU 1 Cθ(u1, . . . , um) = exp

[
−
(∑m

i=1(− log(1− ui))θ
) 1
θ

]
This estimator has been shown to be asymptotically normal in [19], i.e.,

√
n
(
θ̂n − θ

)
→ N (0,Σ) (1.1.22)

for some positive definite covariance matrix Σ.

In this thesis, we will use the following parametric copulas: Independent copula
(ind), Gaussian copula (GC), Student’s t (t), Frank (Fr), Clayton (Cl), flipped
Clayton (fCl), Gumbel (Gu), and flipped Gumbel (fGu). The density functions
of these parametric copulas are given in Table 1.1.

1.2 Research Questions

1.2.1 Statistical Theory

Consider a quite arbitrary (semi)parametric model with a Euclidean parameter
of interest and assume that an asymptotically (semi)parametrically efficient
estimator of it is given. This thesis part aims at answering the following
specific research questions:

• If the parameter of interest is known to lie on a general surface (image of a
continuously differentiable vector valued function), what is the lower bound
on the performance of estimators under this restriction and how can an
efficient estimator be constructed?
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• If the parameter of interest belongs to the zero set of a continuously differ-
entiable function (for which it might be impossible to parametrize it as the
image of a continuously differentiable vector valued function), what is the
lower bound on the performance of estimators under this restriction and
how can an efficient estimator be constructed?

1.2.2 Biometric Application

Suppose we have score-based multibiometric matchers, in which two or more
different matchers compute a similarity score for any pair of two biometric
samples. This thesis part aims at answering the following specific research
questions:

• How can copula models handle dependence between matchers? How do
we estimate the dependence parameters from training data? What are the
performances of handling dependence compared to the simple independence
assumption between matchers in applications?

• How can copula models be used in standard biometric verification? How
can we compare copula-based biometric fusion to the simple independence
assumption between matchers?

• How can copula models be used in forensic applications for combining multi-
algorithm face recognition systems, which are usually dependent?

1.3 Contributions

1.3.1 Statistical Theory

The work carried out has several contributions to semiparametric estimation
subject to restrictions:

• If the parameter of interest is known to lie on a general surface (image of
a continuously differentiable vector valued function), we have a submodel
in which the Euclidean parameter may be rewritten in terms of a lower-
dimensional Euclidean parameter of interest. An estimator of this under-
lying parameter is constructed based on the original estimator, and it is
shown to be (semi)parametrically efficient. It is proved that the efficient
score function for the underlying parameter is determined by the efficient
score function for the original parameter and the Jacobian of the function
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defining the general surface, via a chain rule for score functions. This gen-
eral method is applied to linear regression and normal copula models, where
it leads to natural results.

• For a given semiparametric model, quite frequently the elements of the pa-
rameter of interest are not mathematically independent but vanish on a
vector-valued continuously differentiable function, thus resulting in a semi-
parametric model subject to equality constraints. We present an explicit
method to construct (semi)parametrically efficient estimators of the Eu-
clidean parameter in such equality constrained submodels and prove their
efficiency. Our construction is based solely on the original efficient estimator
and the constraining function.

1.3.2 Biometric Applications

Our work has the following contributions to the field of biometric fusion:

• We present a mathematical framework for modelling dependence between
matchers in likelihood-based fusion by copula models. The pseudo-maximum
likelihood estimator (PMLE) for the copula parameters and its asymp-
totic performance are studied. For a given objective performance measure
in a realistic scenario, a resampling method for choosing the best copula
pair is proposed. Finally, the proposed method is tested on some public
databases from fingerprint, face, speaker, and video-based gait recognitions
under some common objective performance measures: maximizing accep-
tance rate at fixed false acceptance rate, minimizing half total error rate,
and minimizing discrimination loss.

• In standard biometric verification, we present two main contributions in
score level fusion: (i) proposing a new method of measuring the perfor-
mance of a fusion strategy at fixed FAR via Jeffreys credible interval analy-
sis and (ii) subsequently providing a method to improve the fusion strategy
under the independence assumption by taking the dependence into account
via parametric families of copula models, which we call fixed FAR fusion.
We test our method on some public databases, compare it to a Gaussian
mixture model and linear logistic methods, which are also designed to han-
dle dependence, and notice its significant improvement with respect to our
evaluation method.

• We propose a new method for combining multi-algorithm score-based face
recognition systems, which we call the two-step calibration method. The
two-step method is based on parametric families of copula models to handle
the dependence. Its goal is to minimize discrimination loss. We show that
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our method is accurate and reliable on some real public databases using
the cost of log likelihood ratio and the information-theoretical empirical
cross-entropy (ECE).

1.4 Overview of the Thesis

The thesis contains, for the most part, published or submitted papers. Each
chapter is preceded by a chapter introduction and closed by a chapter conclu-
sion. The chapter introduction provides information where the repetitions (if
any) are and how the chapter can be understood while the chapter conclusion
summarizes the contents of the chapter. Each paper is inserted in a separate
section and there is no modification in the contents besides small corrections
such as typos.

Chapter 2 proposes a semiparametric estimation method for constrained
Euclidean parameters. Two kinds of restrictions are considered and an effi-
cient estimator for each case is provided in terms of the efficient estimator
for the original parameter and the function defining the restriction. The first
restriction, for which it is known that the parameter of interest lies on a gen-
eral surface (image of a continuously differentiable vector valued function), is
presented in Section 2.2. The second one is studied in Section 2.3, where the
parameter of interest satisfies a functional equality constraint.

Chapter 3 introduces a semiparametric LR-based score level fusion strat-
egy by splitting the marginal individual likelihood ratios and the dependence
between matchers via the copula concept. A new quantity called the Correc-
tion Factor is defined, which incorporates the dependence between matchers
to improve simple fusion under the independence assumption. While the indi-
vidual likelihood ratios are computed nonparametrically using the PAV algo-
rithm, a semiparametric model is proposed to compute the Correction Factor
by proposing some well-known parametric copulas for genuine and impostor
scores, and choosing the best pair by a resampling method. Finally, some
experimental results on real databases are reported.

Chapter 4 implements the semiparametric LR-based fusion in forensic face
scenarios that we called the two-step method. The best copula pair is chosen
by minimizing the discrimination loss and the PAV algorithm is applied to
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make the fused score well calibrated. Some experiments using synthetic and
real face databases are conducted to compare the performance of the two-step
method to the performance of the other LR-based fusions (GMM and Logit)
with respect to the cost of loglikelihood ratio and the ECE plot.

Chapter 5 concludes this thesis. It discusses how the research questions are
answered by the work presented in the thesis. It also points out possibilities
for future research, in particular it suggests to study some alternative methods
for computing the Correction Factor.




