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Abstract
Data intermediaries are a family of approaches to data governance
that aim to rebalance power between third party data users and
those to whom data relates or ‘belongs’. These approaches—such
as data trusts, commons, institutions, and personal data stores—
construct a governance regime around the management and use of
data by introducing an ‘intermediary’ party. Data intermediaries are
gaining significant traction in the socio-legal data governance com-
munity, and attracting increasing attention from regulators. How-
ever, so far the study of data intermediaries predominantly focuses
on their policy, organisational, and economic aspects, while the
technical design and implementation of systems that operationalise
intermediary data governance have gone under-addressed.

In this paper, we initiate the technical study of data interme-
diaries as a system design problem. We first review the existing
literature on intermediaries to catalogue the various proposed forms
of intermediaries and their purposes, extracting a set of design ques-
tions which produce a specification of the required intermediary
system. We then present a design language of system architectures,
which describe the spectrum of practical forms that intermedi-
ary ecosystems can take. Using this language we illustrate the
challenges of designing intermediary systems: we show how gover-
nance goals can be achieved or supported by architecture choice; we
show how architectures support different governance approaches;
and we discuss the drawbacks and challenges that arise from certain
design choices. We further provide a technical agenda for data inter-
mediaries, highlighting implementation methods, relevant trends,
and opportunities for cross-disciplinary collaboration.
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1 Introduction
Across disciplines, new approaches [32, 61, 81] for managing and
governing data use are emerging in response to increased concerns
around the scale and opacity of data collection, processing, and
sharing [60, 81, 115, 120]. These approaches aim to rebalance the
interests and power dynamics of data ecosystems in favour of those
to whom data relates or ‘belongs’, who previously had limited in-
volvement in the use of that data, a lack of control that is reinforced
by systemic power and information asymmetries [22, 23, 68].

These power dynamics are becoming increasingly salient and
difficult to manage in the era of AI, particularly with founda-
tion models and ‘Generative AI’, which require vast training data
which is often obtained with dubious legality and minimal trans-
parency [28, 116]. This has profound costs for individuals, private
entities, and the digital commons at large [63]. As the demand for
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quality data for AI models increases, it is imperative we provide
new and effective measures to govern the data supplier-recipient
relationship [67].

While approaches vary, a prominent theme is the idea of interme-
diated data processing. This is the idea of introducing an entity, the
data intermediary [66], that is charged with creating and effecting
a management and governance regime around the data of data
suppliers, and its processing in the interests of data recipients.
This governance regime guides, constrains, and monitors data use
to ensure it remains in line with the suppliers’ rights and interests.

Intermediaries are gaining attention and traction in practical tri-
als [4, 53] as well as among governments [51, 83] and legislators [96].
However, to date most work on intermediaries has occurred within
legal, policy, and social/public sector research communities, with-
out direct consideration of their technical aspects. This is a critical
omission: intermediaries are not simply socio-legal constructions
implemented by technical systems, but socio-technical systems in
which practical system design is the fundamental basis for any gov-
ernance regime implemented using technical, legal, and/or other
mechanisms. If intermediaries are to become a successful model of
data governance, we require methodologies and guidance around
their system design, and an understanding of the connection and
interaction between that design and governance outcomes.

With this paper we provide a concrete foundation for the system
design of data intermediaries, and begin to bridge the gap between
technical data management and socio-legal data governance com-
munities in both research and practice. Our contributions are:

(1) to extract a set of design questions for specifying interme-
diaries, through a systematic survey and analysis of the
existing intermediaries landscape;

(2) a high-level design language for intermediary ecosystems;
(3) a minimal API that practitioners can use to implement any

role within an intermediary ecosystem, and thereby quickly
prototype different architectures;

(4) a mapping of intermediary design approaches to their design
specification, and a discussion of the complexities and depth
of that system design problem;

(5) an identification of bodies of technical work which can be
starting points for adapting approaches to particular inter-
mediary architectures, and an agenda for technical research
going forward.

2 Background and scope
Across the field of data governance, models of data management
that involve an intermediary have arisen in a number of distinct
forms. These are a response to concerns around the collection of
data [60, 81, 115] about or in some way belonging to individuals or
organisations (suppliers), by organisations which harvest value and
benefit from that data unto themselves [7, 68, 139]. The expectation
that the use of suppliers’ data will align with their rights and inter-
ests is low, due to the opacity of dataflows, concerns around datafied
surveillance, and the systemic power and information asymmetries
inherent in current data processing ecosystems [22, 23, 32, 81, 101].

The data governance literature offers a diverse range of systems
proposed to effect governance over the use of data by third parties.
Some of these proposals have generated rich bodies of work and

practical application, while others are largely theoretical or in a
nascent phase. Even among models of governance which intro-
duce an intermediary party, we have a range of competing and
overlapping terminologies, and numerous efforts at systematising
their concepts. This paper does not attempt yet another systema-
tisation of these terms—we review existing mapping exercises in
§2.3—instead we adopt definitions from existing work and provide
a perspective on system design that cuts across the spectrum of
terms and concepts. In this section we situate our work within this
literature: we introduce the range of intermediaries already pro-
posed, state the definitions we adopt, and contextualise our work
against existing mapping and conceptualisation efforts.

2.1 A brief introduction to data intermediaries
Before we delve into the conceptual details of data intermediaries
and related models of data governance, we will provide a brief
introduction to the trends and drivers of this nascent field.

Examples of data governance approaches that involve an in-
termediary party can be found in scholarship across multiple
disciplines, as well as under a number of different terminolo-
gies, some of which have attracted their own distinct bodies of
work [26, 32, 48, 59, 60]. In practice, a number of data governance
projects have implemented systems to operationalise these gov-
ernance approaches [27, 42, 53, 83]. Moreover, intermediaries are
attracting attention from legislators and regulators, such as in the
EU’s Data Governance Act [96].

2.1.1 Use-cases of data intermediaries. Intermediaries have been
considered and trialled across a wide range of data ecosystems,
tasks, and stakeholder relationships. Data suppliers may be indi-
viduals or organisations, public or private, and so the governance
goals and design of intermediaries vary widely.

Examples of data intermediaries can be found in scholarship
across multiple disciplines and under a number of different termi-
nologies, along with distinct bodies of work [26, 32, 48, 59, 60]. Sim-
ilarly, a number of data governance projects have implemented sys-
tems that can be understood as data intermediaries [27, 42, 53, 83].
We next explore key classes of data intermediary.

Some intermediaries already in operation aim to govern exist-
ing relationships or uses of data. These intermediaries, often
proposed or implemented as data trusts, aim to counter the consoli-
dation of power by corporate data and data-driven business models,
by providing more agency to suppliers (individuals or organisa-
tions) [32]. An example is the case of Worker Info Exchange, which
extends the model used by its founders in a lawsuit against Uber, re-
sulting in a win at the UK Supreme Court in favour of drivers—their
approach is to facilitate subject access requests by workers, and
pool that data in order to act in their collective interests, under the
framework of a data trust [40, 52]. Another example is the proposal
for a novel governance regime around language data in the context
of Large Language Models (LLMs) [67]. This approach involves
distributed repositories of data which fall under the umbrella of
a ‘Data Stewardship Organisation’ which co-ordinates a range of
organisational frameworks for aligning data management and use
with a set of commonly agreed values, including as a counter to
power imbalances.
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Another class of intermediaries aims to leverage suppliers’ data
to enable or improve approaches to known problems. These
may be entirely community-driven, with community members pool-
ing their data to advance shared interests or the broader common
good [61]. Other initiatives involve the public sector. This may in-
volve citizen or consumer data being contributed to a public sector
body to support policy-making processes and provision of public
services [83]. In the other direction, governmental bodies also em-
ploy intermediaries to make public data available to enable business
decisions and innovation: for example, in the UK the Environment
Agency manages a data integration project [2] that collects open
data from local authorities and provides data on flooding risk to
public and private recipients via online tools, such as for long-term
planning for businesses and construction.

A number of intermediary initiatives allow individuals to sup-
port scientific research. In the digital space, the Open Source
Data Donation Framework provided a tool for researchers to recruit
and manage individuals contributing their ‘digital trace’ [4], while
the Device Analyzer project [127, 128] offered a single Android app
for collecting traces which would be provided under license to aca-
demic or public-interest researchers. In health, the Open Humans
intermediary enables individuals and communities, such as those
with a particular health condition, to donate personal data for use
by researchers or other health initiatives [39, 42].

There is also a broad class of intermediaries enabling entirely
new uses of data for private and public interests. Some inter-
mediaries may aim to provide direct benefits to data suppliers by
enabling them to monetise or otherwise extract value from their
data [87]—this is one of the cases covered by the EU Data Gover-
nance Act [96]. One proposed novel use of intermediaries [138]
describes a use of privately-held personal data for public tasks: to
support mobility safety after a traffic accident in the vicinity of a
large football stadium, dynamic parking lot data might provide the
responsible public authorities with accurate information helping
them to divert traffic away from the incident. Using an intermediary
would help to prevent personal data from being transferred to the
authorities in the interests of the subjects’ trust and privacy, instead
safely requesting and processing relevant data from the parking lot
owner, and transfer accurate information to the variety of public
authorities involved.

Data intermediaries have also been proposed to enable the use
of commercially sensitive data across suppliers who are competi-
tors and which otherwise would not share any data. For example,
one proposal [123] would serve airlines as suppliers, and manufac-
turers or service contractors, regulators, and perhaps also airlines
as recipients: in order to predict material ageing and damage to
aircraft fleets, the sensor data across hundreds of airlines could be
consolidated under the governance of an intermediary. This would
provide actionable insights without airlines directly disclosing com-
mercially sensitive information to competitors.

2.1.2 A technical operationalisation gap. The examples above show
the wide utility of intermediaries across use-cases and datatypes,
and the substantial interest across both public and private stake-
holders. However, the existing landscape of uptake comes largely
from legal and organisational trials, with relatively simple technical
means of exerting control. While some of the examples we discuss

above originate in technical fields, there remains a gap in technical
expertise or guidance around operationalisation.

In a survey we performed in 2022, only two projects came from
strictly technical backgrounds: the OSD2F [4], which provided a
simple data collection tool for researchers, and Device Analyzer.
Each technical project focused on the collection aspect of the in-
termediary, and did not provide technical means of governance,
and both have since been shut down. While the OSD2F was only a
collection tool, the Device Analyzer project [127, 128], which was
maintained in part by one of this paper’s authors, operated as a com-
plete intermediary, providing access to third party recipients. Even
then, the technical detail of the project was limited to the data col-
lection process, with the governance regime operationalised solely
by legal and organisational means, relying on institutional legal
processes and compliance burdens to control processing. Signifi-
cant operational frictions introduced by the hands-on data transfer
process and institutional contractual relationships limited the scal-
ability of the sharing where sensitive data was involved. Updating
the infrastructure to leverage greater automatability and technical
governance tools was considered but at the time there was a lack
of existing technical practice to serve as a reference.

Another of the examples above, Open Humans [39, 42] is a good
example of a technically mature infrastructure, providing a portal
for suppliers and recipients and a notebook-style platform for data
analysis. While the platform provides some basic mediation of the
supplier-recipient relationship through dataset- and project-level
access permissions, oversight of the actual work done with data is
limited to manual oversight or legal compliance.

These projects demonstrate that while models of distributed data
collection are a reasonably mature field of practice, the governance
of the data analysis process that occurs thereafter—the interface
between the data collector and the prospective recipient, and the
constraint of the recipient’s usage so that it accords with the data
supplier’s rights and interests—lacks a technical body of work.
This is a particular barrier to projects where suppliers or their
data (e.g. digital traces) are particularly sensitive to breaches of
the governance regime. In these cases, the project is forced to rely
wholly on socio-legal governance tools such as contracts, even
where it is clear that incorporating some technical methods to
mediate or instrument data use may allow for a similar level of
protection at relatively lower operational costs.
2.1.3 Legal and regulatory drivers. The development of new mod-
els of data governance has also been driven by interest from legisla-
tors and regulators [25]. In fact, the recently adopted EU Data Gov-
ernance Act (EU DGA) [96] explicitly purports to account for data
intermediaries, by introducing particular articulations of intermedi-
ated data processing and its governance. In terms of technological
sovereignty, it also represents a strategic bet on the future direc-
tion of the data economy, by proactively embracing key enabling
technologies and infrastructures [25]. Tridgell et al. [122] discuss
the extent to which ‘stewardship’ is finding uptake in another area
of legislation—the EU’s 2024 Cyber Resilience Act legislates for
intermediary-like entities to govern open-source software. This
momentum underscores the urgency of integrating the technical
community into the study of data governance, not only to contribute
implementation detail, but to support regulation and policymaking.
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2.2 Definitions
Data intermediaries are entities introduced to govern the use of data
within an ecosystem comprised of multiple stakeholders, each of
which has an interest in or plays a role in the data’s use [66, 81]. The
object of the governance regime is the action of this ecosystem as a
whole—for the remainder of this paper we will refer to instances of
intermediated processing, undertaken by a data intermediary
ecosystem, of which the data intermediary is one party. In this
paper we will follow the definitions given by Janssen and Singh [66]
who identify three key types of stakeholder that make up a data
intermediary ecosystem1:
data suppliers those individuals, communities, or enterprises that

make their data available for processing, who have some
rights to that data, and in whose interests the governance
regime is to act;

recipients those interested in using or otherwise leveraging sup-
plier data, i.e. those who would be the direct beneficiary or
instigator of the instance of intermediated processing; and
the

data intermediary which serves as a mediator between the sup-
pliers and each recipient [66]. The intermediary works to
govern the data in specific ways, and provides the suppliers
some degree of confidence that the use of their data will be
according to their rights and interests.

It is crucial to note that models of data governance that fit this
definition do not effect governance simply through the construction
and operation of the intermediary. Instead, the governance regime
is achieved through the operation of a socio-technical system
across the parties in the ecosystem. Creating this governance
regime involves introducing the intermediary as an additional party
to the processing task, but also assigning roles and actions to the
suppliers and recipients. In practice, this system is operationalised
through technical infrastructure, contractual and legal obligations,
and operating specifications such as data formats, methods of com-
munication, and security protocols.

2.3 The landscape of data governance models
Many data governance (or data stewardship) models fitting the de-
scription of data intermediaries have been proposed, each with a
distinct approach to data governance and exhibiting design fea-
tures, goals, and strategies particular to its context and purpose.
These models have been proposed under a number of terminolo-
gies such as data trusts and data cooperatives. Efforts to map these
models and align their terminologies already exist: Janssen and
Singh [66] and Micheli et al. [80] both systematise approaches un-
der the ‘intermediary’ terminology; Petreski and Cheong [98] focus
on data cooperatives, but explicitly situate that concept within the
larger context of governance models (including non-intermediary
approaches); Wong et al. [132] do similarly for data commons; and
the work of Hardinges and Keller [57, 58] collects an even broader
range of governance (stewardship, in their terms) models under the
umbrella concept of a data institution.

1There are, of course, other parties that can be involved in the process exchanging data
and supporting computation (including cloud providers or platform infrastructure);
however, for this paper we focus on the key actors of the data intermediary ecosystem,
around which intermediary governance concerns are targeted.

These mapping exercises do good work to systematise the com-
monalities and differences across high-level approaches, largely
in terms of the high-level decisions or issues they tackle, their ap-
proaches to decision-making, and the power dynamics they impose.
For example, Hardinges and Keller [57] distinguish governance ap-
proaches according to their decision-making: individual, collective,
or delegated. An alternative distinction is in the level of participa-
tion of data suppliers in governance, termed ‘top-down’ when the
level is low and ‘bottom-up’ [32, 57, 81] when high.

2.3.1 Other relevant work. The term data intermediaries is also
used in the realm of public or ‘open’ data. Shaharudin and Janssen
[109, 110] have published work on these ‘open data intermedi-
aries’, organising their purposes and the governance activities they
perform. While this literature has some crossover with the ‘data
stewardship’ branch of data governance we have discussed above,
its focus on open data means the systems considered do not overlap
with those we are concerned with—the definition we follow might
be considered models of managing access to ‘closed’ data.

A significant area of related work is in the EU’s initiative towards
common European ‘data spaces’ [24, 41]. These can be thought of
as high-level organisational structures intended to ease dataflows
within a certain sector. Data spaces take a industry-level andmarket-
based perspective on managing the use of data, which is distinct
from intermediaries’ focus on mediating the relationship between
supplier and recipient. As such the systems that operationalise data
spaces are more like closed ecosystems comprising a wider range
of stakeholders and roles [114]. Atzori et al. [5] provide a thorough
introduction to data spaces’ concepts and technical requirements
and relate them to the data management literature.

2.3.2 Why intermediaries: governance through structure. It should
be clear by the number of mapping exercises disambiguating be-
tween overlapping terminologies, showing how category 𝑥 can
in fact be framed as a subcategory of 𝑦, that choosing to frame a
governance approach as a data intermediary is one of many options.
We argue that the framing is a useful one, though, since interme-
diaries present an operational means to implement governance
approaches across the spectra defined in those works: intermedi-
aries may be top-down or bottom-up; and may enable individual,
collective, or delegated decision-making. Intermediaries represent
structural approaches to data governance, whose governance effect
is determined by the structuring of the intermediary ecosystem and
the practical system that enforces and operates on that structure.

However, if intermediaries are to actually prove a useful model
of data governance in practice, we must identify and present the
connections between high-level governance goals or concerns to
practical, structural system design.

3 The design specification of an intermediary
system

The first step in addressing the system design problem of data in-
termediaries is to identify the decision space that system designers
must navigate. In §2.2 we stated that the creation of a governance
regime begins by assigning behaviour, functionality, roles, and re-
sponsibilities to all actors within the intermediary ecosystem. In
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Table 1: Models of intermediaries extracted by analysis (A)
Approach Key features

Data trust [26, 32,
48, 49, 56, 90, 104]

Takes on responsibility to steward supplier data for agreed pur-
poses; may be based on fiduciary duty to suppliers, and/or a
contractual or statutory legal obligations.

Data commons
[96, 132]

Members voluntarily ‘pool’ their data for the benefit of a specific
community or the general public.

Data cooperative
[61, 96]

An intermediary owned and democratically controlled by its
members who delegate control over their data.

Data collaborative
[118]

Participants from different sectors, e.g. private companies, re-
search institutions, government agencies, exchanging data and
data expertise to help solve public sector problems.

Personal data store
[27, 64, 65, 73, 96]

Systems offering suppliers means to mediate, monitor and control
how their data is accessed, used, or shared.

Data marketplace
[87]

Also termed ‘data brokers’ or ‘trusted third parties’ that work to
allow the trading of data.

system design terms, we can consider this the functional specifica-
tion of the data intermediary system.

In this section we discuss three analyses we performed on the
intermediaries literature to capture: (A) the distinct models of inter-
mediaries proposed, (B) those intermediaries’ purposes, and (C) a
set of design questions which determine the functional specifica-
tion. §3.1 discusses our methodology and the results of analyses
(A) and (B), while §3.2 presents the results of analysis (C).

3.1 Our survey
3.1.1 Methodology. The three analyses we performed followed the
stages of thematic analysis set out by Braun and Clarke [17], with
one variation: as our work is additive to the existing landscaping
works noted in §2.3, we skipped the first three Braun-Clarke stages
during analysis (A) by prepopulating the codes with the categories
already described by Janssen and Singh [66].

We began with a literature base drawn from those two surveys,
and grew it by a two-step iterative process: adding literature by
database searches of major repositories (e.g. Scopus, Google Scholar,
ACM DL) and snowball sampling, and updating analyses (A) and
(B); and repeating until the literature and themes were stable. The
final set of search terms we arrived at was ‘data {sharing | protection
| steward | commons | trust | cooperation | collaborative | owner-
ship | broker | institution }’, ‘fiduciary duty’, ‘empowerment’ and ‘
{personal | user} {privacy | data} management’.

3.1.2 Results of analyses (A) and (B). Analysis (A) was intended
to ensure that the literature base fully covered the range of models
under the intermediaries umbrella, which was achieved (Table 1).
Analysis (B) aimed to identify the breadth of purposes for which
intermediaries have been proposed. These, shown in Table 2, are nat-
urally not exhaustive of potential intermediary aims since existing
work covers only a fraction of intermediaries’ potential use-cases.
Over time a variety of other purposes will likely emerge, but the
existing breadth demonstrates a notable degree of uptake already,
as well as convergence around particular aims.

3.2 Governance specification questions
Analysis (C) aimed to extract a set of governance design ques-
tions that cover the range of decisions that must be made when
producing the system’s specification. The results, shown in Table 3,
can be grouped into three categories:

Table 2: Results of analysis (B): known intermediary purposes.
Examples Intermediary purpose

[26, 32, 48, 49, 96, 104] Protecting the interests and rights of data suppliers
[48, 49] Correcting power imbalances by empowering and including

data suppliers in setting the terms of data use
[26, 32, 39, 48] Supporting suppliers in managing their data, e.g managing

consent, exercising data rights
[32, 60] Enabling suppliers to wield collective bargaining power
[9, 87] Enabling supplier monetisation/value extraction from data
[6, 26, 77, 96, 107] Allowing the pooling of data for particular aims, e.g. research,

investigative journalism, public interest.
[43, 130] Enforcing compliance with individual rights, e.g. employ-

ment rights, anti-discrimination in finance.

Table 3: Results of analysis (C): design specification questions
Category Governance question

Task details

T1 What purposes should/can the intermediary pursue? [18]
T2 What types of data will be involved? [48, 104]
T3 Who are the suppliers and recipients? [15, 49, 59, 104]
T4 What uses of data are legitimate? [15, 18, 48, 49, 59, 90]

Structural
specification

S1 Where and how will data be captured and stored? [15, 59]
S2 Who will perform computation on the data? [18, 49]
S3 Who transfers data or results to the recipient? [18, 49, 59]
S4 How will tasks and responsibilities be distributed between par-

ties in the ecosystem? [15, 49, 92]

Governance
strategies

G1 How will oversight and accountability be effected? [92, 132]
G2 How will rules and boundaries be actively enforced? [49, 92]
G3 How will risks of conflict and divergent incentives between

parties be identified and managed? [90, 92, 132]
G4 How will governance decisions be accounted for? [18, 48, 59]

Task details capturing the basic details of the processing task that
is to be governed: the data and parties involved, the purpose
of processing, and the extent of ‘legitimate’ use.

Structural specification fleshing out the tasks and responsibili-
ties assigned to each role in the ecosystem.

Governance strategies specific strategies for how governance
requirements will be achieved, through policy, compliance,
or the application of technical or procedural tools.

For a practitioner given the task of designing an intermediary
ecosystem, some of these questions can be answered in part or
wholly by reflecting on the context at hand, while somemay require
further interpretation or a decision-making process. For example,
in a case where an intermediary is proposed to manage health data,
the question of data type (T2) is already prescribed, and in many
jurisdictions the question of how data can be legitimately used (T4)
will already be partly answered by regulations (such asHIPAA in the
USA). However, questions such as who will perform computation
(S2) and where data is stored (S1) may be open to deliberation—
different approaches may be considered and design decisions across
the space of governance questions traded off against each other.

3.3 Implementing the specification
In the literature, the governance specification questions are largely
discussed in terms of high-level goals and principles—discussing
why a certain approach (i.e. a particular answer to one of the ques-
tions) would be beneficial to certain parties. However, the prospec-
tive practitioner still lacks a cohesive approach to answering all of
the questions together, and exploring the potential socio-technical
systems that would create and enact the desired governance regime.
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It is important to note that the socio-technical system of an inter-
mediary ecosystem is dynamic—an answer to one of the questions
S1–4 or G1–4 has implications for all of the others, constraining
the options that a practitioner has to achieve those aspects of the
specification, or indeed supporting and creating new options.

3.3.1 Mechanisms of governance. Governance is performed by the
intermediary and the ecosystem through a range of mechanisms—
legal and normative as well as technical and organisational. Most
discussions to date focus on the legal: typical mechanisms include
contractual mechanisms that legally bind the contracting parties
to do or to tolerate something, such as a supplier permitting the
intermediary to store that supplier’s data in the intermediary’s
database, or where the intermediary performs computation over the
supplier’s data, according to bespoke contractual terms [26, 81, 104].

In addition to contracts, fiduciary duties of undivided loyalty
and care might apply [26, 32, 37, 96], requiring that the interme-
diary in every situation acts in the best interests of the suppliers
as best judged for their known preferences and the context. Fidu-
ciary duties are sometimes considered an extra safeguard to the
intermediary’s contractual duties, and aim at creating predictable
data supply chains with increased accountability towards the sup-
pliers [49]; other authors strongly advocate for establishing the
fiduciary duty as an essential element of the intermediary’s rela-
tionship with data suppliers [32]. Another mechanism enabling
a data intermediary’s governance of supplier data under agreed
terms is consent, where personal data is involved (see §4.4.3).

Technical and operational mechanisms for data governance have
been less-considered as part of this literature, though it is clear that
there are a range of mechanisms that would be applicable to inter-
mediaries, such as secure multiparty computation [76], data prove-
nance [113], and privacy-enhancing technologies [102, 103]. Such
mechanisms not only dictate the capabilities of parties within the
ecosystem and provide concrete interventions, but can also shape
power dynamics between parties or influence their behaviour—for
example through communication rates and protocols [113].

3.3.2 Our approach: structure design. To connect the diverse uni-
verse of mechanisms that can be employed to perform data gover-
nance to the goals and principles of a specific task, we will rely on
our insight from §2.3.2—the uniting principle of data intermediaries
as a governance model is that they are fundamentally structural. In
the next section we present our system design language for data
intermediaries, which is based on the approach of structure design
in software engineering.

4 A design language for intermediary
ecosystems

An intermediated data processing task is performed as a collective
operation between the data suppliers, the intermediary, and the
recipient. As the foundation for our approach to intermediaries as a
systems challenge, we introduce a design language of intermediary
architectures to express the range of practical arrangements by
which this can occur, derived from our literature survey.

4.1 Methodology
The primary design feature of data intermediaries as an approach to
data governance is the distributed structure imposed onto the pro-
cessing task. To capture this, we adopt a structured design approach
as used in software architecture engineering.

Structured design involves decomposing a system into mod-
ules, defining each module’s responsibilities and interfaces, and
specifying the connections between them which govern their in-
teractions [136]. Adopting this approach, we are able to identify
each component in a task of intermediated data processing and iso-
late it as a potential surface for applying governance mechanisms.
The decomposition of a system into modules is led by three main
principles [46, 111]: separation of concerns, which dictates that
each module addresses a particular concern (here being governance
decision-points and inter-party communications), low coupling
(meaning low interdependence between modules), and high cohe-
sion (all elements of a module belong together).

Naturally, the first layer of decomposition we performed was
by actor. Then, applying the above principles, we further broke
down and specified each actor’s behaviour until we arrived at a lan-
guage of distinct architectures composed of orderings of activities
performed during the intermediated processing task.

4.2 Activities
The first part of our language is the activities that parties perform
during intermediated processing, which fall into three categories:
Q – Request One party asks another to perform some work.
P – Processing A party processes data it holds.
R – Release One party communicates some data to another.

We also define an activity—DCS (Data Capture and Storage)—
that occurs outside the lifecycle of any one processing task, as a
catch-all for any ‘setup’ activities that are performed as prerequi-
sites to the ecosystem’s operation. All intermediated processing
tasks can be expressed as a sequence of these activities.

A requestmay vary in content from a description of work in nat-
ural language with the expectation that it will be read by a human,
to a machine readable query or executable program, depending on
the nature or capabilities of the party on the receiving side,2 or as
an intentional design decision to force manual human oversight.

Processing is defined broadly—as in data protection regulation
such as the GDPR [97]—to include most anything done to or with
data, covering the retrieval of data from storage as well as compu-
tation on that data. We do not include the processing performed by
the recipient, as this occurs outside the lifecycle of an intermediary.

Release activities describe the flow of supplier information,
either in the form of ‘raw’ data or ‘intermediate’ data produced by
processing raw data, excluding communications like handshakes or
metadata exchange. Access to this information is the fundamental
concern of the governance regime. We note release separately from
processing to capture the specific phenomenon of data leaving a
party’s direct control, a crucial point for governance intervention.

2Recall that we consider intermediary ecosystems as socio-technical systems, and so
human participation is considered part of the activity. In fact, we make no assumption
that a computerised or digital system is used to perform any activity in an intermediary
ecosystem (though in practice it most often will).
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Table 4: Activities that occur during intermediated data processing.

Category Data storage Request Processing Release

Code DCS QRI QIS PI PS RSI RIR RSR

Description Data is captured and stored,
including distribution to in-
termediary if appropriate

Recipient
initiates a
task

Intermediary
instructs
suppliers

Intermediary
performs
processing

Supplier
performs
processing

Suppliers re-
lease data to
intermediary

Intermediary
releases data to
recipient

Supplier
releases data
to recipient

Suppliers

Recipient

1. QRIIntermediary

2. PI

Data
stage

OutputRaw Intermediate

0. DCS

3. RIR

(a) Centralised

Suppliers

Recipient

Intermediary

2. QIS 5. PI

6. RIR

1. QRI

3. PS

3. PS

3. PS

4. RSI

(b) Mixed

Recipient

Intermediary

2. QIS

1. QRI

Suppliers

3. PS

3. PS

3. PS
4. RSR

(c) Conductor

Figure 1: The three intermediary architectures. Arrows denote communication, and DCS in Mixed and Conductor are omitted for clarity.

4.3 Architectures
Using activities as building blocks, we will now present a generic set
of intermediary architectures, activity sequences which repre-
sent the various ways in which a processing task may be performed
by the ecosystem. Each architecture represents a different approach
to intermediary design in terms of where data, processing, and
control are concentrated. These are not simply technical details,
but reflect and reinforce the roles and capabilities of the parties,
and determine what governance strategies can be employed and
to what extent. We describe three major architectures spanning a
spectrum of centralisation, shown3 in Fig. 1:
Centralised One extreme of the continuum, in which data resides
and processing occurs entirely at the intermediary during the
processing lifecycle and suppliers are not involved contempora-
neously to any instance of processing.

Conductor The other extreme, processing is performed solely at
the supplier (e.g. via a Personal Data Store [53, 64, 78, 124]) and
released directly by the supplier to the recipient. The role of the
intermediary is to co-ordinate between parties (e.g. as a trusted
central authority in key exchange), and it holds no data.

Mixed In the space between the two, systems in which some pro-
cessing is performed by both the intermediary and its suppliers.
Mixed architectures combine aspects of the Centralised and Con-

ductor architectures; for example, providing live involvement of
suppliers while performing processing tasks that would be difficult
or inefficient to distribute across a heterogeneous set of suppliers,
or perhaps as a transparency mechanism. As the Mixed architecture

3Many models of multiparty computation require some back-and-forth between inter-
mediaries and suppliers, for example for multiple rounds of parameter voting. These
would be represented as activity cycles (QI–PS–RSI). Fig. 1 omits these cycles for
clarity. Similarly, deliberative processes where a response to the recipient’s proposed
processing task is formulated collectively by suppliers are omitted.

spans a range of different centralisation-decentralisation balances,
we can further subcategorise it into three sub-architectures:

Data-on-demand As in Centralised, all non-trivial computation
occurs at the intermediary (during PI), but not all required data
is held by the intermediary, though some may be; data must be
fetched from suppliers (i.e. PS is simply retrieval).

Aggregator As in Conductor, the majority of computation on sup-
pliers’ data is performed by the suppliers, but the intermediary
collects the results before release to the recipient. There is no di-
rect communication between suppliers and recipient.Map-reduce
programming models are examples of Aggregator architectures.

True-split Non-trivial computation occurs both at the suppliers
and the intermediary. Most Secure Multi-party Computation
(SMPC) algorithms can be thought of as True-split architectures:
e.g. consensus algorithms which designate a single aggregator
for votes [71, 91]; or federated learning algorithms where partic-
ipants (suppliers) contribute incrementally to a model held by
the central party (the intermediary) [70].

This list of architectures is not exhaustive of all multiparty pro-
cessing models involving a trusted (or partly-trusted) third party,
but covers all intermediaries proposed or hypothesised in exist-
ing work, providing the best starting position for researchers and
practitioners to explore the design considerations of intermediaries.

4.3.1 A minimal API for ecosystem parties. By breaking down in-
termediated processing into a discrete number of activity categories
that are common to all parties, we have produced a minimal API
(a set of functions that a technical system exposes to others) that
enables an entity to act as any party in the intermediary ecosystem.
This allows architectures to be easily prototyped in a modular fash-
ion, and each API function presents a distinct practical opportunity
to apply governance interventions. Table 5 shows this minimal
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Table 5: Theminimal genericAPI for an ecosystementity. A technical
system that implements this basic set of functions will be able to
play any of the three roles in the intermediary ecosystem.
Function Purpose

Connect Connect to a local data store, establish a connection to the intermediary,
and begin listening for incoming messages.

Register Register the party with the data intermediary.
Request Send a request to a specific party
Receive Receive messages from other parties.
Parse If a request is received, determine whether data needs to be retrieved

from a database, computation needs to be performed, or whether the
request needs to be forwarded to another party. If there is a policy to
be applied to incoming requests, ApplyPolicy.

DoCompute Perform a computation on data. Instructions may be results of prior
Parse. If party has a policy on Processing, ApplyPolicy.

ApplyPolicy Perform any active governance measures, e.g. check recipient or task-
level permissions against own or intermediary’s database/policy.

API, which we validated by implementing toy simulations of each
architecture to conduct data analyses on Kaggle datasets4.

4.4 Governance considerations of architectures
The architecture is the fundamental design feature of an intermedi-
ary ecosystem, determining the feasibility of governance strategies,
the roles each party will play, and providing a scaffold onto which
tools from technical and non-technical disciplines can be added. We
will now develop the design problem posed by intermediaries by ex-
ploring how architecture choice affects the governance regime and
might constrain or enable further design decisions, with reference
to the specification questions in Table 3. These considerations are
not exhaustive but represent crucial areas that will require attention
in a successful body of technical practice and research.

4.4.1 Degrees of centralisation. Data and computation may be dis-
tributed between intermediary and suppliers in numerous ways—
this is the focus of governance specification questions S1, S2, and
S4. While the merits of decentralisation are well-studied from tech-
nical and governance perspectives [3, 65, 85], we note the specific
ways in which it affects the governance function of intermediaries.

Locus of data. Deciding where sensitive data resides ‘at rest’
(question S1) and how it is passed between parties is a key risk
factor. Each system on which data is stored or processed is a point
of potential breach or disclosure. Centralisation reduces the ‘attack
surface’ of the ecosystem and may yield a more tractable security
challenge, but increases the potential severity of a single breach.
Data sensitivity also varies depending on aggregation and its pro-
cessing history—this must be taken into account when answering
question S2. Processing sometimes reduces sensitivity, for example
where unimportant data is not loaded or transferred, or where com-
putation is information-destructive in other ways; in these cases
‘intermediate’ data is less sensitive than ‘raw’. Furthermore, explicit
disclosure control techniques such as sanitisation, aggregation, or
obfuscation [36, 45] reduce sensitivity (these might be choices made
when answering G2). This means that in Mixed architectures we
may see a stepwise decrease in data’s sensitivity at each Processing

4Our implementation consisted of generic processing tasks to validate our architectures
and inform our analysis. Measurements or quantitative evaluation of an intermediary
system are only meaningful within the context of deployment and its tradeoffs, hence
we do not present implementation details, as our focus is on the fundamental concepts
underlying intermediary design.

activity. However, centralisation introduces sensitivity risk from
data linkage attacks [100] in which multiple data sources, when
combined, can yield new insights that were not previously apparent.
These risks are known to be difficult to appraise a priori and so care
must be taken to consider potential sources of related information
available to particular recipients.

Costs. An well-known economic and fairness issue around cen-
tralisation is the allocation of costs, and the power dynamics that
arise [14]. In terms of intermediaries this directly factors into ques-
tions S1 and S2: more centralised architectures impose greater data
storage and processing costs on the intermediary; while decen-
tralised architectures impose processing costs on suppliers that
are likely to be greater in sum than the cost of the equivalent cen-
tralised processing task, as well as introducing overheads in time
and bandwidth, and shifting energy costs to the supplier.

Software engineering. Centralised architectures (Centralised
and Mixed data-on-demand) will be amenable to most program-
ming paradigms, whereas distributed processing imposes additional
constraints and decisions on the software engineer. ‘Distributed
systems’ is a substantial field [19, 69], but existing paradigms may
not map cleanly onto the roles in an intermediary system, especially
in the case of secure multiparty computation [76], where stronger
assurances can entail reduced functionality. This means that deci-
sions made in response to structural specification questions (S1–4)
might limit options for governance strategies (questions G1–4).
Novel combinations of governance tools and distributed computing
are likely to yield substantial open problems.

4.4.2 Inter-party dynamics.

Supplier heterogeneity. Heterogeneity among suppliers’ technical
systems, interests, and risk models must be taken into account when
deciding structural specification (questions S1–4), and strategies
might be employed to manage them (specifically G3 and G4). Het-
erogeneity in technical systems might have benefits for robustness
and reliability in the face of attacks or outages. Similarly, having
some better-resourced suppliers may enable load balancing under
some distributed processing models [69]. However, differences in
technical stacks pose engineering challenges for deployment and
monitoring. Heterogeneity in risk appetite or privacy preferences
might require accommodation—processing [19] can enable some
suppliers to withhold data or only partly engage with a task (par-
ticularly relevant to G3). Heterogeneity in interests also requires
decision-making to set policy (which must be tackled in G4); this
must be done a priori in Centralised architectures, but in others
policy may be set in real-time, e.g. with consensus algorithms.

Adversarial/competitive behaviour and trust. The threat of ad-
versarial recipients (or suppliers) may motivate reliance on the
intermediary as a well-resourced and protected single point of con-
tact for all other parties, reducing the severity of any breach or
attack. Adversarial intermediaries can cause significant risks, since
they are by definition at least partly trusted even in Conductor
architectures where there is a risk it can violate suppliers’ interests
through well-crafted requests. Adversarial suppliers may introduce
risk for other suppliers, even in Centralised architectures, such
as through data poisoning attacks [121]. Distributed processing
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models are usually devised with tolerance [69] for non-compliant
or adversarial participants. Suppliers may not be malicious but be
competitors, e.g. where the intermediary is managing a market. In
these cases suppliers’ trust in intermediary will affect the degree of
centralisation adopted. Mechanisms of establishing trust between
parties are therefore needed for an intermediary ecosystem to be
viable—perhaps at the outset as part of S4, or actively applied by
governance strategies (G1–4). This can be achieved through trans-
parency, or might be enforced by imposing costs on adversarial
behaviour via contracts or fiduciary relationships. The EUDGA [96]
attempts to set a baseline of trust by imposing obligations and costs
on certain forms of intermediary, while data protection regulations
do so on any parties handling personal data.

4.4.3 Mechanisms of governance. Every activity during the per-
formance an intermediated task presents a point at which a data
governance tool can be applied; the distinct ‘surface’ presented by
each architecture thus influences the governance strategies that
may be developed (i.e. the outputs of G1–4).

Direct intervention. Strategies for G2 and G3 may require in-
tervention during the processing task. The supplier is unable to
actively intervene in Centralised, and in Conductor the interme-
diary’s only opportunity is when instructing suppliers (QIS). In
Mixed, both intermediary and suppliers may intervene, allowing
for tradeoffs where each supplier addresses their own risk appetite
while the intermediary ensures overall functionality.

Visibility and audit. Activities provide opportunities for parties
to exercise visibility (i.e. G1 strategies)—e.g. the intermediary (ex-
cept inConductor) can monitor recipient requests and information
flows to maintain a complete picture of suppliers’ per-recipient
risk exposure. Similarly, other than in Centralised, suppliers can
monitor in real time which data of theirs is being used—alongside
technical disclosure budgets such as in differential privacy, they
may moderate or prevent disclosure past certain limits. Record-
keeping is often also required by regulation [22], and so parties
may employ audit tools for compliance, especially when multiple
sources of records (i.e. suppliers and intermediaries) are available
to give confidence in accurate reporting. On the other hand, there
is a risk of record fragmentation which might be mitigated via
the intermediary under certain models for ensuring data consis-
tency [30]. In some fields [44], data provenance [62] is fundamental
to to ensuring data quality [113].

Secure multiparty computation and Privacy-Enhancing Technolo-
gies (PETs). Secure multiparty computation (MPC) algorithms [76]
have models of inter-party trust built into their design, directly
addressing G2 and G3. These computational approaches often in-
corporate a trusted (or partly-trusted) central party, and so map
directly onto Mixed architectures. For example, consensus algo-
rithms often designate a single aggregator for votes [71, 91], and
federated learning algorithms have participants (suppliers) con-
tributing incrementally to a model held by the central party (the
intermediary) [70]. Other MPC algorithms proceed in an entirely
peer-to-peer fashion after the task is initiated, thus requiring no
work from the intermediary other than code generation, so will be
applicable to Conductor architectures. PETs can be applied during
processing to limit unwanted disclosures that might result from

release. For example, in a Mixed data-on-demand architecture a
supplier might apply sanitising or privacy-preserving transforma-
tions to data before releasing the data to the intermediary, so the
intermediary never has access to sensitive information.

Legal relationships. Since architecture choice assigns roles to the
parties, it will overlap with legal framings of rights, responsibilities,
and obligations across multiple legal spheres, such as controllers
and processors under GDPR [97], controls and remedies for breach
in trade secrets law [95], and the EU DGA [96] which explicitly
tackles intermediaries. Contractual means may also be employed
to actively support governance strategies (G1–G4).

5 Connections to technical research
Establishing a technical study of intermediaries is particularly
timely, as the data management community increasingly identifies
governance as a central issue [1, 31, 86, 119]. Since work in data
governance is framed using socio-legal language, and system re-
quirements and operation are discussed with reference to law and
compliance, identifying common problems is a vital step towards
bridging perspectives with technical communities.

In order to join up the data governance literature with technical
research fields, we identify existing work in data management and
data security which are applicable to the implementation of data
intermediaries. No one body of technical work is a perfect fit, so
intermediaries are sure to pose a rich set of research questions
and opportunities for novel technical solutions. We therefore also
present a forward-looking technical agenda (§5.2), highlighting
relevant trends and open problems in data management.

5.1 Relevant existing technical work
Some technical approaches from the fields of data management
and distributed processing might be useful for operationalising
intermediaries, either directly or as a starting point: Centralised
andMixed data-on-demand architectures can benefit from the
data integration literature [31, 33, 86], whileConductor andMixed
architectures have clear parallels in multi-party processing. As a
starting point for potential practitioners, we highlight in bold the
key terms used for relevant technologies as well as relevant design
questions from Table 3.

5.1.1 Centralised (and Mixed data on-demand). OnLine Analytical
Processing (OLAP) techniques from data management [125, 126]
will be applicable to Centralised or mixed data-on-demancd ar-
chitectures which provide recipients with a hosted interface for
processing. This would enable oversight and accountability (G1,G4)
and opportunities to enforce rules and boundaries (G2).

Materialised data integration systems [31], which store data
from multiple sources in a single system, present potential imple-
mentation tools for the more centralised architectures. The particu-
lar approach depends on the required distribution of data and the ex-
pected dynamics of its handling (S1). The data warehouses adopt
schema-on-write—meaning data is integrated and transformed be-
fore use (i.e. beforeRSI)—-which would be appropriate for purposes
of pooling data or enabling collective action (see Table 2), if data
and consent are unlikely to be withdrawn, and if the same policies
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apply to all suppliers. However, for cases where supplier data or pol-
icy are heterogeneous, or data might be withdrawn, data lakes’ [1]
schema-on-read model performs minimal transformation of sup-
plier data prior to the processing task. For particularly diverse data
(see §5.2.2) Peer Data Management Systems (PDMS) [13, 54, 55]
might provide useful tools.

5.1.2 Mixed and Conductor. Mixed intermediaries have some data
on hand or results pre-computed to fulfil simple or common recipi-
ent requests, and query suppliers when additional data is needed
(S1, S2, S4). This is the same data management approaches asmedi-
ators [131] and virtual integration systems with caches [47, 137].
These systems often harmonise heterogeneous data into a global
schema [72, 74] or ontology [99].

Mixed (and Conductor) architectures also resemble processing
models in Secure Multi-Party Computation (SMPC) [76], which
use technical guarantees to secure distributed computing tasks,
and which reflect or enforce particular models of inter-party trust
(G2 and G3). Some SMPC approaches rely on a trusted third party,
which is applicable to certain Mixed use-cases, such as aggregating
votes from suppliers with different preferences (G3) [71, 91].

Where confidentiality of supplier data is a primary concern
(G2), a number of Privacy-Enhancing Technologies (PETs) offer
relevant tools: Homomorphic Encryption allows computation
on data without decrypting it first [34]; Trusted Execution En-
vironments provide sealed environments where pre-agreed PI
programs can be executed without interference from an untrusted
intermediary [106, 134]; PETs for ‘untrusted curator’ threats such
as randomised response and local differential privacy [38]
modify supplier data at PS, preventing the disclosure of certain
information to the intermediary or supplier, in ways that still enable
useful aggregate analysis; and federated learning allows suppliers
to train a shared model held at the intermediary without divulging
their raw data to the intermediary or other suppliers [11, 70].

5.2 Technical research trends and challenges
5.2.1 Exploratory data science on distributed data. The data man-
agement community is already alert to the challenge of enabling
data exploration of large heterogeneous datasets [1, 86]. While
approaches from data lakes can be a starting point, limiting the
recipient’s access to data poses practical and privacy complica-
tions, for which work in Federated Learning may contribute solu-
tions [11, 133]

5.2.2 Schema diversity. Data discovery in distributed systems (e.g.
mixed aggregator/true-split architectures) encounters difficulties in
building a global schema where datasets are large, diverse, change
quickly, or unstructured [13, 50]. This will be especially true for
intermediary ecosystems whose suppliers are not highly techni-
cal, where novel data uses cannot be anticipated, or where the
intermediary must be agile in adapting to societal, legal, or other
pressures. There has been work in data management on flexible
or updateable schemas, such as Peer Data Management Systems
(PDMS) [13, 54, 55], but this remains an open area of study.

5.2.3 Data discovery over query discovery. A recent trend in data
integration towards ‘data discovery’ over ‘query discovery’, mean-
ing a focus on exploring data rather than handling its structure

(see Miller [82] for definitions and Nargesian et al. [86] for a sur-
vey of approaches), may allow new systems to be built with data
minimisation in mind from the outset.

5.2.4 Adapting and leveraging software ecosystems. One of themost
notable recent trends in data management is the disaggregation of
compute and storage through cloud and orchestrated data manage-
ment systems [1, 75]. This, alongwith a shift in data science towards
more interactive notebook-style analysis, has resulted in a signifi-
cant tooling ecosystem that supports various forms of distribution
of computation and data storage.

5.2.5 Privacy-preserving data integration and confidential data man-
agement. While in §5.1 we noted the mature data integration litera-
ture that can support structural aspects of intermediaries (questions
S1–4), and governance tools from SMPC and PETs that can imple-
ment governance aims (G1–G4), combining the two is difficult.
Privacy-preserving data integration (PPDI) is one area of crossover,
producing frameworks that combine data integration and disclo-
sure control techniques [8, 12, 21, 112]; Confidential Cloud Com-
puting [105, 134] is another area, which focuses on combining
distributed and delegated computing architectures with disclosure
control. These approaches are useful but not sufficient for the gov-
ernance tasks of intermediaries, since they focus mainly on data
subject privacy; intermediaries may consider wider governance
issues such as commercially sensitive data [107]. Some PPDI work
has tackled wider notions of governance, such as one work which
enacts purpose limitation by technical means [135]. A relevant open
problem in the PET community is constructing privacy guarantees
or metrics [129] and ensuring that these are meaningful to sub-
jects [29] and practitioners [35]—such as interpreting the privacy
parameter 𝜖 in differential privacy [84, 108]—and there is debate
over whether any technical metric can capture the contextual na-
ture of privacy [89].

5.2.6 Tension between audit/provenance/transparency and privacy.
Data context and provenance are a significant concern in data
management systems [1, 13, 62, 113, 117], just as they are for data
intermediaries, specifically in record-keeping (G1), security and
privacy (G2, G3), and policy enforcement (G2) [20, 79, 88, 93, 94].
However, provenance information might disclose sensitive informa-
tion about suppliers or their handling practices, which practitioners
must be aware of—a known concern in data security [10, 16].

6 Conclusion
This paper is a first step towards bridging the gap between technical
scholarship and practice and the growing data intermediaries com-
munity. Intermediaries have gained serious traction with scholars,
governments, and regulators, and it is past time for their system
design to be properly studied as a cross-disciplinary exercise, in
order to support coming real-world deployment. Our work con-
nects high-level governance goals and principles with practice,
through our governance questions which allow practitioners to
begin framing their task as a socio-technical system design prob-
lem, and our architecture-based language and generic API which
provide a baseline for actually building and prototyping data in-
termediary ecosystems. We also provide a substantial initial study
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of how system design impacts and enables governance, by elabo-
rating a range of considerations for system designers. Finally, we
explicitly identified the areas of technical research which need to
be brought into the conversation around data intermediaries and
data governance more generally. We hope this work forms a basis
for a robust future cross-disciplinary practice in data governance.
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