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CHAPTER 4
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ABSTRACT 
Enabled by ubiquitous dataveillance practices, corporations try to construct accurate 
algorithmic profiles of their users for various purposes, such as personalized advertising. 
In this study, we confront users with their personal algorithmic profiles and employ a 
cross-sectional survey (N = 685) to investigate how perceived accuracy of algorithmic 
profiling relates to perceived surveillance and subsequent coping strategies. Our findings 
reveal that the more accurate individuals perceive their algorithmic profiles to be, the 
more they feel surveilled. Subsequently, they experience more privacy cynicism, are less 
likely to downplay the harm of dataveillance, and have stronger intentions to adjust ad 
settings. Furthermore, whereas individuals with lower online privacy literacy have higher 
privacy cynicism regardless of their level of perceived surveillance, those with higher 
literacy are more likely to experience privacy cynicism as they feel more surveilled. These 
findings suggest that subjective evaluations of algorithmic profiling can contribute to 
feelings of surveillance and individual coping responses. 
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In an era where technology permeates people’s daily lives, individuals are almost 
inevitably subjected to the automated, continuous, and unspecific collection, storage, and 
processing of their digital traces (i.e., dataveillance; Büchi et al., 2022; Strycharz & Segijn, 
2022). By leveraging these data, corporations can potentially create accurate algorithmic 
profiles of individuals. These algorithmic profiles—compilations of data referring to 
individuals (Büchi et al., 2020)—are used in a variety of contexts, such as advertising, 
content personalization, differential pricing, employment, and security (Mann & Matzner, 
2019). Defined as “the systematic and purposeful recording and classification of data 
related to individuals” (Büchi et al., 2020, p. 2), algorithmic profiling is thus a key process 
enabled by—and enabling—dataveillance. 
Algorithmic profiles often contain inferences regarding one’s interests and 
sociodemographic characteristics. Whether these inferences are accurate or not may 
play a crucial role in how people respond to them. Observing inferences that accurately 
reflect themselves, individuals may be shocked by how much the company knows about 
them and feel unsettled (Büchi et al., 2023). This suggests that when it comes to profiling, 
individuals may not appreciate algorithms that are overly accurate. Given the prevalence 
of algorithmic profiling in daily life, individuals are becoming more aware of such 
inferences being made (Voorveld et al., 2024). It is thus important to deepen our 
understanding of the impact of algorithmic profiling, specifically focusing on the role of 
perceived accuracy, that is, how accurately users perceive their algorithmic profiles to 
reflect themselves. 
A growing body of research indicates that observing or being aware of data collection 
induces perceived surveillance—the feeling of being surveilled (e.g., Segijn & van Ooijen, 
2020; Sifaoui et al., 2023; Strycharz & Segijn, 2022). Since previous research has shown 
that people easily comprehend that profiling inferences are drawn based on their personal 
data (Büchi et al., 2023), they might perceive surveillance from the company creating 
these algorithmic profiles. Previous literature examining the consequences of perceived 
surveillance mainly focused on its impact on advertising effectiveness (e.g., Segijn et al., 
2023; Segijn & van Ooijen, 2020; Sifaoui et al., 2023). However, according to the reactance 
theory, individuals might also feel compelled to cope with it as they might perceive it as a 
threat to their freedom (Brehm & Brehm, 1981; Segijn, Kim, Lee, et al., 2024). Existing 
studies have identified several strategies individuals use to cope with the discomfort 
brought by dataveillance: privacy cynicism (an attitude of uncertainty, powerlessness, 
mistrust, and resignation regarding one’s online privacy; Lutz et al., 2020), self-
empowerment, downplaying dataveillance cost, and sympathizing with the corporation 
(Marwick & Hargittai, 2019; Zhang et al., 2024). Moreover, perceived surveillance may also 
trigger privacy-protection behaviors (Strycharz & Segijn, 2022). Therefore, the first aim of 
this study is to investigate how perceived accuracy of algorithmic profiling relates to 
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perceived surveillance, and subsequently, how people cope with perceived surveillance 
through privacy protection behavior intention and four cognitive strategies. 
Prior research has shown that internet users with higher online privacy literacy are not 
only more capable of protecting themselves through privacy-protection behaviors 
(Bartsch & Dienlin, 2016; Baruh et al., 2017; Park, 2013) but also possess more agency to 
achieve their own online goals (Masur, 2020). Hence, to account for potential individual 
differences, the second aim of the study is to examine the moderating role of online 
privacy literacy on the relationship between perceived surveillance and coping. By doing 
so, we broaden the currently limited literature on the boundary conditions of perceived 
surveillance. 
Additionally, while this study focuses on the role of perceived accuracy of algorithmic 
profiling, most research in algorithmic system development employs objective accuracy 
(how well the algorithm actually predicts user characteristics and interests) for 
performance evaluation (Eke et al., 2019). However, evidence is mixed regarding whether 
the two constructs are related to each other and which one more directly influences 
individual responses (Pu et al., 2012). Thus, the third aim of this study is to explore how 
perceived accuracy relates to objective accuracy of algorithmic profiling and how the 
latter relates to perceived surveillance and coping. 
This study makes several contributions to the current literature. First, we advance the 
knowledge about how individuals respond to algorithmic profiling, specifically to 
perceived and objective accuracy of algorithmic profiling. Second, we extend the context 
of research on perceived surveillance to algorithmic profiling and examine its relationship 
with individual coping rather than advertising effectiveness. Third, alongside privacy-
protection behavioral intention, we incorporate and differentiate between four cognitive 
coping strategies, some of which have yet to be quantitatively examined in previous 
research. Fourth, we explore the conditional roles of online privacy literacy, which informs 
theory advancement on how individual differences might affect a surveillance response 
process. To examine the aforementioned relationships, we guided individuals to view their 
own algorithmic profiles in real life and captured their immediate responses. This 
approach provided a genuine dataveillance experience involving users’ own data, thereby 
ensuring the ecological validity of our findings. 
In sum, the main aim of the current study is to investigate to what extent perceived 
accuracy of algorithmic profiling relates to individuals’ perceived surveillance and 
subsequent coping responses (i.e., privacy protection behavioral intention, privacy 
cynicism, self-empowerment, downplaying dataveillance cost, and sympathizing with the 
corporation). Additionally, we explore how individuals with varying levels of online privacy 
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literacy cope differently and how perceived accuracy relates to the objective accuracy of 
algorithmic profiling. 

THEORETICAL FRAMEWORK 
Perceived accuracy and perceived surveillance 
Given that an algorithmic profile is “a compilation of data referring to an individual” (Büchi 
et al., 2020, p. 2), perceived accuracy of algorithmic profiling can be defined as the extent 
to which users perceive the algorithmic profile to reflect themselves as individuals. Past 
research on individual responses toward algorithmic profiling has briefly touched upon 
perceived accuracy: Although individuals expect algorithmic profiling to be accurate and 
feel surprised by inaccurate inferences (Eslami et al., 2018; Hautea et al., 2020), highly 
accurate inferences simultaneously make them feel uncomfortable and are perceived as 
a threat to their agency (Büchi et al., 2023; Grill & Andalibi, 2022; Rader et al., 2020). 
However, it is unclear through what mechanism high perceived accuracy triggers this 
discomfort. 
The theory of psychological ownership suggests that individuals can feel that they are in 
possession of intangible targets, including digital data, irrespective of the legal ownership 
(Cichy et al., 2014; Pierce et al., 2003). Psychological ownership emerges when one feels 
familiar, associated with, or has intimate knowledge of the target (van Dijk & van 
Knippenberg, 2005). When it comes to algorithmic profiling, the more accurate the 
inference (e.g., a predicted interest matches one’s actual interest), the more intimate and 
knowledgeable one may feel toward this piece of information, and the stronger the sense 
of ownership. In that case, realizing the company also knows this information might raise 
the feeling of being surveilled (Segijn et al., 2023). 
According to the dataveillance effects in advertising landscape (DEAL) framework 
(Strycharz & Segijn, 2022), a directly observable instance of data collection (i.e., a 
surveillance episode) may trigger perceived surveillance—the feeling of being watched, 
listened to, or that one’s personal data are being recorded (Segijn et al., 2022). The most 
prevalent surveillance episodes occur when individuals encounter personalized 
advertising or content in the digital environment, where algorithmic profiling serves as a 
crucial mechanism for generating such content (Zhang, Boerman, et al., 2023; Zhang et 
al., 2024). As such, directly inspecting one’s own algorithmic profile could make data 
collection even more evident, as users are confronted with an extensive list of inferences 
that are explicitly stated to be based on their online behavior (Büchi et al., 2023; Rader et 
al., 2020). Büchi et al. (2022) further argue that the specifics of the revelation of a 
dataveillance practice can determine the magnitude of the change in individuals’ digital 
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communication behavior. Similarly, the specifics of a surveillance episode may determine 
the strength of its impact on perceived surveillance. Sifaoui (2021) found that advertising 
with higher levels of personalization (ads containing matching versus non-matching 
brands with search history) increases perceived surveillance. In line with this, we 
postulate that algorithmic profiling that is perceived to be more accurate could trigger 
stronger perceived surveillance, leading to the following hypothesis: 

H1: The perceived accuracy of algorithmic profiling is positively related to 
perceived surveillance among individuals. 

Coping with perceived surveillance 
Since individuals could feel surveilled due to seeing highly accurate algorithmic profiles, 
they may feel the need to cope with this unpleasant feeling. Feeling surveilled means that 
the person is aware of the ongoing dataveillance practice and perceives a threat to their 
freedom of determining what the company can or cannot know about themself (Farman 
et al., 2020). Psychological reactance theory suggests that those who experience a threat 
to their control or freedom are motivated to resist such influence to restore their freedom 
(Brehm & Brehm, 1981). Therefore, increased feelings of surveillance may lead to greater 
psychological reactance and stronger motivation to cope with such feelings (Farman et 
al., 2020). 
Existing studies on perceived surveillance focused on its effects on consumers’ reactance 
to advertising: Perceived surveillance is reported to induce ad avoidance (Sifaoui et al., 
2023), ad contesting (Segijn et al., 2023), and less acceptance of personalization 
techniques (Segijn & van Ooijen, 2020). While an algorithmic profile itself is not a 
persuasive attempt that can be avoided, contested, or rejected, individuals may still be 
motivated by the threat to their freedom to go through a similar reactance process. 
Previous research has identified a number of coping strategies individuals employ in 
response to perceived surveillance (e.g., Strycharz et al., 2022; Strycharz & Segijn, 2022; 
Zhang et al., 2024). In this study, we examine five strategies that were observed across 
multiple studies: privacy protection behavioral intention, privacy cynicism, self-
empowerment, downplaying dataveillance cost, and sympathizing with the corporation. 
These coping strategies correspond with five established resistance strategies in the 
persuasion literature: avoidance, inertia, biased processing, empowerment, and 
contesting (Fransen et al., 2015; Knowles & Linn, 2004). Below, we elaborate on how these 
coping strategies align with the resistance strategies and how they are applied by 
individuals in a digital dataveillance context. 
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Privacy protection behavioral intention 
As a measure to reduce the collection, processing, and sharing of personal information, 
privacy protection behavior serves as an avoidance strategy (Fransen et al., 2015; 
Strycharz & Segijn, 2022). The greater the perceived threat, the more likely people will 
engage in privacy protection behavior (Boerman, Kruikemeier, & Zuiderveen Borgesius, 
2021; Meier et al., 2020). When confronted with one’s algorithmic profile, the most 
probable privacy protection behavior is adjusting the ad personalization settings on the 
platform, as these settings are typically easily accessible within the page containing the 
profile and can directly alter the profile. Individuals perceiving higher levels of 
surveillance would be more motivated to restore their freedom, and thus more inclined to 
adjust their ad settings. 
Privacy cynicism 
When one is unable or chooses not to take actions to reduce dataveillance, they might 
cope with perceived surveillance on a cognitive level. Privacy cynicism, a coping 
mechanism particular to the digital context, refers to an attitude of uncertainty, 
powerlessness, and mistrust toward the handling of personal data by digital platforms and 
the subjective belief that privacy protection efforts are futile (Hoffmann et al., 2016; Lutz 
et al., 2020). This mirrors the inertia facet of resistance (Knowles & Linn, 2004), which 
emphasizes staying put rather than resisting change. Zhang et al. (2024) and Kappeler et 
al. (2023) both observed that despite a prevalent feeling of surveillance, many individuals 
believe there is little they can do to protect themselves, which is captured by privacy 
cynicism. 
Self-empowerment 
Contrastingly, some individuals empower themselves by thinking of the benefits of being 
under dataveillance and reaffirming their control (Strycharz et al., 2022; Zhang et al., 
2024). This echoes the empowerment resistance strategy as it focuses on strengthening 
one’s existing attitudes and asserting self-confidence (Fransen et al., 2015). Individuals 
experience numerous benefits brought by dataveillance, such as personalization (Jung, 
2017), convenience (Lau et al., 2018), and usefulness (Ur et al., 2012). When feeling 
surveilled, people may remind themselves of these benefits to reduce the psychological 
reactance while maintaining the status quo. 
Downplaying dataveillance cost 
Another strategy involves downplaying the cost of dataveillance by diminishing the 
perceived threat with arguments like “nothing to hide, nothing to lose” (Marwick & 
Hargittai, 2019). Individuals claim they see no harm or threat as a reason not to change 
their media use in response to perceived surveillance (Strycharz et al., 2022). By 
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downplaying the cost of dataveillance, individuals attribute less weight to information that 
elicits perceived surveillance, akin to the biased processing strategy to resist persuasion 
(Fransen et al., 2015). 
Sympathizing with the corporation 
Finally, people may sympathize with the dataveillance source by taking the perspective of 
the corporations, as they understand why corporations engage in algorithmic profiling 
(e.g., to generate revenue to continue providing free services; Zhang et al., 2024). This can 
be seen as the opposite of source contesting (Fransen et al., 2015), as individuals who use 
this strategy actively support the stance of the corporation. This is similar to the 
phenomenon that YouTube users intentionally view skippable ads to support video 
creators (E. Kim & Huh, 2023), since in both cases users show an understanding of the 
revenue model of the digital product and are willing to reciprocate the benefits they have 
received. 
Aligned with our proposition that people who experience more perceived surveillance are 
more likely to engage in coping, we hypothesize: 

H2: Perceived surveillance is positively associated with (a) intention to adjust ad 
settings, (b) privacy cynicism, (c) self-empowerment, (d) downplaying 
dataveillance cost, and (e) sympathizing with the corporation. 

As we expect higher perceived accuracy of algorithmic profiling leads to stronger 
perceived surveillance and perceived surveillance increases coping, perceived 
surveillance should play a mediating role between perceived accuracy and coping. The 
hypothesis is as follows: 

H3: Perceived surveillance positively mediates the positive relationships between 
perceived accuracy of algorithmic profiling and (a) intention to adjust ad settings, 
(b) privacy cynicism, (c) self-empowerment, (d) downplaying dataveillance cost, 
and (e) sympathizing with the corporation. 

The role of online privacy literacy 
Individual traits may drive different reactions to perceived surveillance (Strycharz & 
Segijn, 2022). One such trait is online privacy literacy, which is a combination of factual 
privacy knowledge, privacy-related reflection abilities, privacy and data protection skills, 
and critical privacy literacy (Masur et al., 2023). Past works have established that internet 
users with higher online privacy literacy are more capable of adopting privacy protection 
behaviors (Bartsch & Dienlin, 2016; Baruh et al., 2017; Park, 2013). Kappeler et al. (2023) 
observed that individuals with more internet skills tend to counter perceived surveillance 
more with privacy protection techniques. Furthermore, Masur (2020) argues that besides 
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privacy protection, online privacy literacy also enables informational self-determination, 
meaning that high-literacy individuals have more agency and ability to decide when and 
how personal information should be collected, analyzed, or communicated, depending on 
their own goals. Stubenvoll and Binder (2024) found that users with higher privacy literacy 
perceive higher self-efficacy. For these individuals, perceived surveillance might motivate 
them to support their current stance with self-empowering thoughts. 
Following this argument, we postulate that having high literacy gives users the agency to 
approach and address the psychological threat when feeling surveilled, either by 
intending to adjust ad settings or self-empowerment. Conversely, for users with lower 
levels of literacy, due to their lack of agency, perceived surveillance is more likely to lead 
to privacy cynicism as a passive way of coping to avoid cognitive dissonance (Hoffmann 
et al., 2016). Individuals with lower literacy are also less capable of assessing the privacy 
risks of different online environments (Masur, 2020), thus more likely to downplay the cost 
of dataveillance when feeling surveilled. 
Additionally, we explore whether and how online privacy literacy moderates the 
relationship between perceived surveillance and sympathizing with the corporation. 
According to Masur (2020), one sub-dimension of online privacy literacy is knowledge 
about economic interests and data collection, analysis, and sharing practices of online 
service providers. Therefore, highly skilled internet users might have a better 
understanding of the economic motives of algorithmic profiling for corporations, which 
means online privacy literacy could positively moderate the relationship between 
perceived surveillance and sympathizing. However, current evidence is too limited for a 
hypothesis. 
Based on these arguments, we investigate the moderating role of online privacy literacy 
on the relationship between perceived surveillance and coping: 

H4: Online privacy literacy strengthens the relationships between perceived 
surveillance and (a) intention to adjust ad settings and (c) self-empowerment, but 
weakens the relationships between perceived surveillance and (b) privacy 
cynicism and (d) downplaying dataveillance cost. 
RQ1: To what extent does online privacy literacy moderate the relationship 
between perceived surveillance and sympathizing with the corporation? 

Perceived accuracy and objective accuracy 
As defined earlier, perceived accuracy is a user’s subjective evaluation of how much the 
profile reflects themself as an individual. This is distinct from the objective accuracy of 
the algorithmic profiles—the extent to which the algorithm correctly predicts the actual 
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traits and interests of the individual being profiled. While acquiring perceived accuracy 
relies fully on the user’s assessment after personally inspecting the profile, objective 
accuracy can technically be calculated by comparing the inferences with a list of traits 
and interests from the user without the user evaluating the algorithmic profile themself. 
It is logical to assume that perceived accuracy is related to the objective accuracy of the 
algorithm. Research has found a correlation between perceived and objective accuracy 
for classification algorithms (Fairclough et al., 2015). However, this assumption might not 
hold true for user profiling algorithms, as users may perceive certain inferences that are 
generated based on their actual online behavior to be inaccurate, or they might find 
justification for an objectively inaccurate result to be accurately describing themselves, 
making the relationship inconclusive (Barbosa et al., 2021; Eslami et al., 2018). 
Furthermore, research suggests that perceived accuracy has a more direct influence on 
user trust and behavioral intentions (L. Chen & Pu, 2009). Indeed, in studies where 
individuals reported feeling uncomfortable with accurate algorithmic profiles, the 
accuracy was judged subjectively by the individuals themselves (e.g., Büchi et al., 2023; 
Hautea et al., 2020; Rader et al., 2020). Nevertheless, there is no research explicitly 
comparing perceived and objective accuracy in an algorithmic profiling setting. 
However, learning from research on actual versus perceived personalization (Li, 2016) and 
interactivity (Voorveld et al., 2011), there seems to be a distinction as well as a connection 
between the objective quality of a technical system and the subjective evaluation of this 
particular quality by individuals. Designing a message based on information about an 
individual makes it factually personalized, while the message receiver may not perceive it 
to be personalized (Li, 2016). Similarly, adding more interactive features to a website does 
not guarantee higher perceptions of interactivity (Voorveld et al., 2011). These studies 
suggest that there could be an incongruence between perceived and objective accuracy, 
and perceived accuracy may have a stronger and more direct link to individual responses. 
We therefore explore whether perceived and objective accuracy are related to each other, 
and the relationship between objective accuracy, perceived surveillance, and coping 
strategies: 

RQ2: To what extent does objective accuracy of algorithmic profiling relate to 
perceived accuracy of algorithmic profiling? 
RQ3: How does objective accuracy of algorithmic profiling relate to perceived 
surveillance? 
RQ4: How does objective accuracy of algorithmic profiling through perceived 
surveillance indirectly relate to (a) intention to adjust ad settings, (b) privacy 
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cynicism, (c) self-empowerment, (d) downplaying dataveillance cost, and (e) 
sympathizing with the corporation? 

The conceptual model is visualized in Figure 1. 

METHODS 
Design and sample 
In this study, we conducted a survey in which we guided participants in viewing the actual 
algorithmic profiles that belonged to themselves and inquired about their reactions 
immediately afterward. To individual users, algorithmic profiling has been an opaque 
process with little information about its inner workings disclosed (Eslami et al., 2018; 
Pasquale, 2015). However, in the past years, several major technological platforms have 
made the algorithmic profiles they use for ad personalization accessible to users (Google, 
n.d.-b; Meta, n.d.-a). We chose to ask participants to review their algorithmic profiles from 
Google for its broad user base and its comprehensive algorithmic profile that is easily 
accessible via a site called Google My Ad Center, which showed inferred interests (“topics”) 
and inferred sociodemographic categories on two separate pages (Google, n.d.-b; 
Similarweb, n.d.). 
This study was approved by the Ethics Review Board and Data Stewards at the first 
author’s institute (project reference number: FMG-6435) and has been pre-registered on 

Figure 1 
Conceptual model 
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the Open Science Framework (OSF).4 The data were collected in February 2024 via Prolific, 
using a quota sample mirroring the age and sex distribution of the adult population in the 
United Kingdom (UK). Eligible participants were required to have owned Google accounts 
(eligibility rate = 99.7%), used their accounts the previous month (eligibility rate = 99.0%), 
and had their Google ad personalization setting turned on at the time of participation 
(eligibility rate = 75.0%), as the algorithmic profile was only visible to users with the setting 
turned on.5 Four participants were excluded for failing both attention checks, and six 
participants were excluded for not recommending the use of their responses in the 
research. The final sample (N = 685) had an average age of 45.5 years (SD = 15.2). The 
sample characteristics regarding gender, education, Google services use frequency, and 
prior visit to Google My Ad Center are shown in Table 1. 

 
4 https://osf.io/at4eg 
5 We inquired the demographic information from people who had previously turned off Google ad 
personalization. Compared to eligible participants, these respondents were on average three years older 
(M = 48.5, SD = 15.7), t (445.98) = 2.57, p = .010, but did not differ in gender or education distribution. A 
larger proportion (33.9%) had visited Google My Ad Center before, χ2 (2, N = 942) = 38.00, p < .001. 

Table 1 
Sample characteristics 
Characteristics n % 
Gender   

Female 348 50.8 
Male 333 48.6 
Non-binary/others 3 0.4 
Prefer not to say 1 0.1 

Education   
Primary or lower secondary education 88 12.8 
Upper secondary/further education 137 20.0 
Undergraduate education 310 45.3 
Postgraduate education 150 21.9 

Google services use frequency   
Once a month 3 0.4 
A few times a month 11 1.6 
Once a week 9 1.3 
Multiple times a week 52 7.6 
Once a day 31 4.5 
Multiple times a day 579 84.5 

Prior visit to Google My Ad Center   
No 416 60.7 
No, but have heard of it 162 23.6 
Yes 107 15.6 
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Pretest 
A pretest (registered and approved as FMG-4800 at the institute) was conducted among 
57 university students to ensure that there was sufficient variance in the level of 
perceived accuracy based on the Google algorithmic profile to examine the subsequent 
relationships. Pretest participants were recruited from the online laboratory of the first 
author’s university. After providing informed consent, participants visited their Google My 
Ad Center and separately rated the perceived accuracy of inferred sociodemographic 
information (M = 6.37, SD = 2.65) and inferred interests (M = 6.60, SD = 1.99). For both types 
of inferences, the perceived accuracy was moderate with substantial variances. We also 
learned that a significant percentage of participants (n = 27, 47.4%) could not access the 
algorithmic profiles because they turned off the ad personalization feature in their Google 
accounts, so we could anticipate recruiting a larger sample and check for potential biases 
between eligible versus non-eligible respondents in the main survey. 

Procedure 
In the main survey, upon giving informed consent, respondents were first screened on 
their Google account ownership, use, and current ad personalization setting. Participants 
were then instructed to inspect the inferred interests and sociodemographic categories 
in their Google My Ad Center. Specifically, we instructed participants to focus on two areas 
on the website: “Topics” under the page “Customize Ads,” which were the inferred 
interests, and “Categories used to show you ads” under the page “Manage Privacy,” which 
were the inferred sociodemographic categories (see the instructional screenshots used 
in the questionnaire on OSF).6 Afterward, they responded to the measures of perceived 
accuracy of algorithmic profiling, perceived surveillance, and the five coping strategies. 
Next, participants were asked to copy and paste the text content of both pages they 
visited in their Google My Ad Center—one containing inferred interests and one 
containing inferred sociodemographic categories—and answered questions for 
computing the objective accuracy of each page. We reassured participants that the data 
regarding their inferred and actual sociographic information and interests would only be 
used to compute the accuracy of the inferences with guaranteed anonymity.7 Lastly, we 
measured participants’ online privacy literacy, potential covariates (prior attitude toward 
personalized advertising on Google, need for privacy, and internet privacy concerns), and 
demographic information. 

 
6 https://osf.io/gf6ze 
7 To protect participants’ anonymity, these data are not included in the published dataset. To replicate our 
measures of objective accuracy, one can use the calculated scores of the sociodemographic inferences 
and the indicated levels of interests in the dataset (see Measures – Objective accuracy of algorithmic 
profiling). 
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Measures 
The measurement items, sources, descriptive statistics, and reliability scores of all scale 
measures can be found in Table 2. A correlation matrix of all continuous variables is 
available on OSF under Correlation Matrix.8 
Perceived accuracy of algorithmic profiling was measured with five items, inspired by the 
single-item measurement from Büchi et al. (2023) and further expanded by the authors. 
We asked participants how accurately they thought the inferences reflected their lifestyle, 
preferences, needs and wishes, personal characteristics, and them as a person. Perceived 
surveillance was measured with four items by Segijn et al. (2022). Online privacy literacy 
was assessed using four items by Piotrowski et al. (2021). 
Regarding the coping strategies, the questions were led with the statement “after seeing 
the inferences Google made about me…” with the aim of establishing causal links between 
seeing the algorithmic profiles and coping. Intention to adjust ad settings was measured 
by asking participants how likely they would change each of the three possible settings 
on Google My Ad Center, such as limiting the types of data Google can use to generate 
personalized ads. Privacy cynicism was measured with five items from the resignation 
dimension of privacy cynicism, which was the most state-like dimension rather than a trait 
(Lutz et al., 2020). Self-empowerment was measured with six items by Briñol et al. (2004). 
Downplaying dataveillance cost was measured with six items from Strycharz et al. (2022). 
Sympathizing with the corporation was measured with four self-developed items inspired 
by Zhang et al. (2024) and Davis (1980). 
Objective accuracy of algorithmic profiling was measured with two separate indicators: 
objective accuracy of sociodemographic inferences and objective accuracy of interest 
inferences. The reason for having two separate indicators was that while the actual 
sociodemographic categories can be reported by individuals with a high level of certainty, 
it is not equally easy for a participant to judge whether a topic is considered as their “true” 
interest or not. Therefore, we computed binary scores for each sociodemographic 
category but measured the objective accuracy of interest inferences with an ordinal scale. 
For sociodemographic inferences, we extracted the inferred categories from the uploaded 
page content and compared them with participants’ self-reported situation for each 
sociodemographic category (n = 636). We then calculated a score between 0 and 1, which 
indicates the percentage of correctly inferred categories out of all the available categories 

 
8 https://osf.io/d56fu 
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answered by participants.9 For interest inferences, once participants uploaded their page 
content, the questionnaire was programmed to parse the textual input and randomly 
extract 10 inferred interests to be displayed on the next page (n = 683). Participants then 
indicated the extent to which they were interested in each topic. We then computed the 
mean score of all indicated interest levels to form a score between 1 and 7.10 
Additionally, we measured four potential covariates as previous studies showed that they 
might be related to either perceived surveillance or one of the coping strategies.11 Prior 
attitude toward personalized advertising on Google was measured with three items (Pollay 
& Mittal, 1993). The personality trait need for privacy was measured with four items by 
Frener et al. (2024). Internet privacy concerns were measured using four items from Dinev 
and Hart (2006). Lastly, participants rated their privacy invasion experience on three 
semantic differential items (Bansal et al., 2010). 

Data analysis 
We tested H1-H4, RQ1, RQ3, and RQ4 with model 14 of the PROCESS macro using 5,000 
bootstrap samples (Hayes, 2022). For H1-H4 and RQ1, five moderated mediation models 
were estimated, with perceived accuracy of algorithmic profiling serving as the 
independent variable, perceived surveillance as the mediator, online privacy literacy as 
the moderator, and each of the five coping strategies as the dependent variable for each 
analysis. For RQ3 and RQ4, the models contained objective accuracy of algorithmic 
profiling for sociodemographic inferences and for interest inferences as the independent 
variables separately instead. Covariates were included based on the four criteria 
recommended by Meyvis and van Osselaer (2018) for each dependent variable.12 For RQ2, 
we conducted a correlation analysis between perceived accuracy and the two indicators 
of objective accuracy. Additionally, we conducted linear regression analyses with only 
perceived accuracy and covariates in the model to estimate the total effects of perceived 
accuracy on each coping strategy. The data analyses were conducted in R with the code 
available on OSF under Data Analysis.13 

 
9 For most participants (n = 457), the composite score was calculated based on all six categories in Google 
My Ad Center: relationship status, education, industry, employer size, home ownership, and parenting 
situation. However, some participants (n = 179) had turned off certain categories in their profiles or did not 
answer the questions to their actual situations of certain categories. In these cases, the composite scores 
were calculated based on the categories available. 
10 The exact instructions for both objective accuracy measures can be found on OSF under Measurement 
Statistics (https://osf.io/yx2ac). 
11 The justifications for the inclusion of the potential covariates are available on OSF under Covariate 
Inclusion (https://osf.io/rqhmx). 
12 See OSF Covariate Inclusion for details (https://osf.io/rqhmx). 
13 https://osf.io/dkx38 
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CHAPTER 4

RESULTS 
Perceived accuracy, perceived surveillance, and coping 
We first tested the relationship between perceived accuracy of algorithmic profiling and 
perceived surveillance (H1). In line with H1, perceived accuracy was positively related to 
perceived surveillance: The more accurate one perceived their algorithmic profile to be, 
the more likely they felt surveilled by Google, b* = 0.31, p < .001, 95% CI [0.24, 0.37]. 
H2 investigated the relationships between perceived surveillance and the five coping 
strategies. Perceived surveillance had positive relationships with intention to adjust ad 
settings (b* = 0.32, p < .001, 95% CI [0.25, 0.39]) and privacy cynicism (b* = 0.09, p = .024, 
95% CI [0.01, 0.18]), supporting H2a and H2b. Quite paradoxically, this means that people 
who felt surveilled by Google were not only more likely to adjust their ad settings, but also 
more likely to feel that privacy protections are futile. Perceived surveillance was not 
related to self-empowerment (b* = 0.03, p = .479, 95% CI [-0.05, 0.10]) and sympathizing 
with the corporation (b* = -0.01, p = .832, 95% CI [-0.09, 0.07]), failing to support H2c and 
H2e. Moreover, contrary to H2d, we found that perceived surveillance had a negative 
relationship with downplaying dataveillance cost—the more one felt surveilled, the less 
likely that they would downplay or minimize the cost and harm of dataveillance, b* = -0.18, 
p < .001, 95% CI [-0.24, -0.12]. Figure 2 visualizes these relationships. 
We also hypothesized that perceived surveillance should positively mediate the 
relationships between perceived accuracy and coping strategies (H3). As shown in Table 
3, the indirect relationships of perceived accuracy via perceived surveillance on (a) 
intention to adjust ad settings and (b) privacy cynicism were significant and positive, 
supporting H3a and H3b. However, perceived surveillance did not mediate the 
relationships between perceived accuracy and (c) self-empowerment or (e) sympathizing. 
Contrary to H3d, we found a negative indirect relationship of perceived accuracy on (d) 
downplaying dataveillance cost through perceived surveillance. 
In addition, perceived accuracy had a direct negative relationship with (a) intention to 
adjust ad settings, and direct positive relationships with (c) self-empowerment, (d) 
downplaying dataveillance cost, and (e) sympathizing with the corporation (see Table 3). 
Notably, for (a) intention to adjust ad settings and (d) downplaying dataveillance cost, the 
direct relationships were in the opposite directions to the indirect relationships between 
perceived accuracy and the two coping strategies, making the total relationships non-
significant. Inferring from the total relationships, we found that perceived accuracy was 
overall positively related to (b) privacy cynicism, (c) self-empowerment, and (e) 
sympathizing with the corporation. People who perceived the algorithmic profiles to be 
more accurate were more likely to deem attempts of privacy protection futile. Meanwhile, 
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they may also self-empower by reminding themselves of their existing attitude about 
Google and sympathize with Google by taking Google’s perspective. 
Regarding the moderating role of online privacy literacy on the relationships between 
perceived surveillance and the coping strategies (H4 and RQ1), opposite from H4b, online 
privacy literacy positively moderated the relationship between perceived surveillance and 
(b) privacy cynicism, b* = 0.08, p = .024, 95% CI [0.01, 0.15]. Meanwhile, there was a negative 
relationship between online privacy literacy and privacy cynicism, b* = -0.16, p < .001, 95% 
CI [-0.23, -0.09]. As shown in Figure 3, for individuals with medium to high levels of online 
privacy literacy (Medium = 5.54, High = 6.51 on a 7-point scale), the more they experienced 
surveillance from Google, the more likely they would adopt privacy cynicism as a coping 
strategy. In contrast, this relationship did not exist for individuals with relatively low 

Table 3 
Indirect, direct, and total relationships of perceived accuracy through perceived 
surveillance on coping strategies 
Path b* (Boot) SE 95% (Boot) CI 
a) Intention to adjust ad settings 

Indirect 0.10 0.02 [0.07, 0.13] 
Direct -0.11 0.03 [-0.18, -0.04] 
Total 0.01 0.03 [-0.06, 0.07] 

b) Privacy cynicism 
Indirect 0.03 0.01 [0.00, 0.06] 
Direct 0.06 0.04 [-0.02, 0.13] 
Total 0.08 0.04 [0.00, 0.15] 

c) Self-empowerment 
Indirect 0.01 0.01 [-0.02, 0.03] 
Direct 0.35 0.04 [0.28, 0.42] 
Total 0.36 0.04 [0.28, 0.43] 

d) Downplaying dataveillance cost 
Indirect -0.06 0.01 [-0.08, -0.03] 
Direct 0.10 0.03 [0.04, 0.16] 
Total 0.04 0.03 [-0.02, 0.10] 

e) Sympathizing with the corporation 
Indirect 0.00 0.01 [-0.03, 0.02] 
Direct 0.23 0.04 [0.15, 0.30] 
Total 0.23 0.04 [0.15, 0.30] 

Note. Indirect effects were estimated with online privacy literacy at its mean value (M = 5.54) using 
the bootstrapping method. Significant relationships are highlighted in bold. 
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literacy as they report higher privacy cynicism regardless of their levels of perceived 
surveillance. For the other coping strategies, online privacy literacy did not moderate the 
relationships. Therefore, we did not find support for H4 overall. As for RQ1, online privacy 
literacy did not moderate the relationship between perceived surveillance and 
sympathizing with the corporation. 

Objective accuracy versus perceived accuracy 
To answer RQ2, we inspected the correlations between perceived accuracy and the two 
objective accuracy indicators: objective accuracy of sociodemographic inferences and 
objective accuracy of interest inferences. Perceived accuracy had a weak positive 
correlation with objective accuracy of sociodemographic inferences (r = .15, p < .001) and 
a moderate positive correlation with objective accuracy of interest inferences (r = .46, p 
< .001). The more Google correctly predicted one’s interests and sociodemographic 
categories, the more likely the user perceived these inferences to be accurate. 
Interestingly, the two indicators of objective accuracy did not correlate with each other (r 
= .01, p = .888). 

Figure 3 
Interaction between perceived surveillance and online privacy literacy on privacy 
cynicism 
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Regarding RQ3, we inspected the relationships between objective accuracy and perceived 
surveillance. As shown in Table 4, both indicators of objective accuracy had positive 
relationships with perceived surveillance (bsociodemo* = 0.11; binterest* = 0.14), but the 
relationships were weaker than the relationship between perceived accuracy and 
perceived surveillance (bperceived* = 0.31). 
As to the indirect relationships between objective accuracy and coping strategies through 
perceived surveillance inquired in RQ4, the objective accuracy of both types of inferences 
had similar but weaker indirect relationships with (a) intention to adjust ad setting 
(bperceived* = 0.10, bsociodemo* = 0.03, binterest* = 0.04), (b) privacy cynicism (bperceived* = 0.03, 
bsociodemo* = 0.01, binterest* = 0.02), and (d) downplaying dataveillance cost (bperceived* = -0.06, 
bsociodemo* = -0.02, binterest* = -0.02). For (c) self-empowerment, while it was not indirectly 
related to perceived accuracy through perceived surveillance, it was indirectly related to 
both objective accuracy indicators (bsociodemo* = 0.02, binterest* = 0.02). Neither objective 
accuracy indicator had relationships with (e) sympathizing with the corporation, which is 
consistent with the finding from perceived accuracy. 

DISCUSSION 
This study aimed to investigate the extent to which perceived accuracy of algorithmic 
profiling relates to individuals’ perceived surveillance and coping strategies (i.e., intention 
to adjust ad settings, privacy cynicism, self-empowerment, downplaying dataveillance 
cost, and sympathizing with the corporation). We highlight five key findings: (1) the more 
accurate one perceives their algorithmic profile to be, the more they feel surveilled; (2) 
perceived surveillance explains why people cope with perceived accuracy through privacy 
protection behavioral intention and privacy cynicism; (3) higher perceived accuracy is 
directly related to lower privacy protection behavioral intention, higher tendency of 
downplaying dataveillance cost, more self-empowerment, and more sympathizing with 
the corporation, while these relationships are not explained by perceived surveillance; (4) 
online privacy literacy does not always prevent people from experiencing privacy cynicism 
due to high perceived surveillance; (5) perceived accuracy holds greater importance than 
objective accuracy in shaping individuals’ reactions. 
The first key finding is that people who perceive their algorithmic profiles to be accurately 
reflecting themselves are also more likely to feel surveilled. This aligns with our 
argumentation using psychological ownership theory that accurate algorithmic 
inferences can be perceived as part of the individual’s possession. Knowing that the 
company that produced the algorithmic profiles also has access to this information, 
individuals tend to experience higher perceived surveillance. This aligns with previous  
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works on algorithmic profiling, where users reported uncomfortableness after seeing 
their algorithmic profiles (Büchi et al., 2023). Given that one of the primary uses of 
algorithmic profiles is for ad personalization, future research should investigate whether 
highly personalized advertisements based on accurate algorithmic profiles would also be 
related to increased perceived surveillance. 
Second, as individuals experience more perceived surveillance, they tend to cope by 
increasing the intention to adjust ad settings and resorting to privacy cynicism. This 
suggests that perceived surveillance indeed triggers psychological reactance (Brehm & 
Brehm, 1981). However, people may only cope with it by either being more inclined to 
engage in privacy protection behavior, or the contrary—resorting to privacy cynicism and 
deeming privacy protection behavior futile. Our findings suggest that the most commonly 
used strategies by individuals to cope with perceived surveillance might be privacy 
protection behavior and privacy cynicism. Both coping strategies have been examined 
relatively extensively in the literature (e.g., Baruh et al., 2017; Boerman, Kruikemeier, & 
Zuiderveen Borgesius, 2021; Lutz et al., 2020), which indicates their prevalence as coping 
responses. Contrary to our expectation, we found that the more people feel surveilled, the 
less likely they would adopt the downplaying coping strategy. This suggests that in the 
context of algorithmic profiling, feeling surveilled would remind people of the negative 
aspects of dataveillance so that people are less likely to diminish the cost of dataveillance. 
Future research could examine the contextual factors influencing the adoption of 
different coping strategies, identifying the specific situations in which individuals are 
likely to adopt each strategy. 
Third, while perceived surveillance can explain part of the mechanism regarding why 
people cope with algorithmic profiling, it is not the sole factor mediating this relationship. 
Besides the relationships explained by perceived surveillance, perceived accuracy also 
has direct relationships with all coping strategies except privacy cynicism. This suggests 
that in parallel with perceived surveillance, there might be other mediators that play the 
opposite role and suppress psychological reactance. One potential alternative 
mechanism could be that when the algorithmic profile is perceived to be accurate, people 
might develop more trust in the platform’s competence in offering high-quality 
personalized experiences for them (S. C. Chen & Dhillon, 2003; X. Chen et al., 2022; K. Liu 
& Tao, 2022), thus are less likely to limit data access through privacy protection behavior, 
and more likely to adopt cognitive coping strategies that enable them to continue 
enjoying the benefits of algorithmic profiling. Another potential mediator could be 
surprise: Negative surprise can manifest as the result of seeing either too accurate or too 
inaccurate algorithmic profiles (Büchi et al., 2023; Hautea et al., 2020). In both cases, 
users may feel the need to deal with the negative affect. Future research should explore 
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these potential mediators to better understand the complex relationship between 
perceived accuracy and coping strategies. 
Fourth, our results revealed a conditional role of online privacy literacy regarding the 
relationship between perceived surveillance and privacy cynicism. Contrary to our 
expectation, there is a stronger relationship between perceived surveillance and privacy 
cynicism among people who evaluate themselves with medium or high online privacy 
literacy, while people who report lower literacy experience relatively high privacy cynicism 
regardless of how much they feel surveilled. This may indicate that privacy cynicism is a 
constant coping strategy rather than a reactive response to perceived surveillance for 
people with lower literacy. Previous research has shown that privacy or internet literacy 
equips oneself with the agency against privacy cynicism (Lutz et al., 2020; Masur, 2020). 
Our finding adds more nuance to this argument by showing that even people with 
relatively high literacy may still resort to privacy cynicism when they feel surveilled, which 
suggests that knowing how to protect one’s privacy online does not necessarily mean one 
possesses higher agency or self-efficacy. Additionally, the non-significance of the 
interaction relationships with other coping strategies could be attributed to a ceiling 
effect: On average, our participants scored 5.54 out of 7 on the online privacy literacy 
scale, indicating a relatively high level of self-confidence in their privacy literacy. This is 
not surprising given that they were recruited via an online panel and were able to follow 
the multi-step instructions to access their algorithmic profiles. Therefore, we recommend 
that future research investigating the role of online privacy literacy make extra efforts to 
ensure a diverse sample of individuals across different levels of online privacy literacy. 
Last, while there is a weak association between perceived and objective accuracy, 
perceived accuracy seems to be a stronger predictor of perceived surveillance and coping 
strategies compared to objective accuracy. This finding corroborates with previous 
literature that differentiates perceived and actual personalization as well as interactivity 
(Li, 2016; Voorveld et al., 2011), suggesting that individuals’ subjective evaluation of a 
particular quality in a technical system shapes subsequent user responses more than the 
objective quality of the system. The perceived accuracy is only to some extent based on 
the objective accuracy of the algorithm, meaning other factors may play a role when 
people evaluate the accuracy, for example, their preexisting beliefs that an algorithm is 
always precise (i.e., machine heuristics; Sundar & Kim, 2019). Users may have certain 
expectations on how well an algorithm should know them, and it could be that a few 
unexpected inferences (either too accurate or too inaccurate) dominantly affect 
perceived accuracy. Future research is needed to investigate the factors contributing to 
the discrepancies between perceived accuracy and objective accuracy. We also found a 
stronger correlation between perceived accuracy and objective accuracy based on 
interest inferences than objective accuracy based on sociodemographic inferences, 
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which could indicate that perceived accuracy is attributed more to the prediction 
precision of interests than sociodemographic categories. Interestingly, the two indicators 
of objective accuracy do not correlate, which may suggest that Google employs different 
algorithms for these two types of inferences that make their objective performances differ. 
Future research should consider the differences among profiling mechanisms when 
investigating their influence on individual responses. 

Theoretical implications 
This study makes its first theoretical contribution by demonstrating that perceived 
accuracy of algorithmic profiling is a key driver for perceived surveillance and multiple 
types of individual coping. Extending from previous studies that captured individuals’ 
initial reactions to their algorithmic profiles (Büchi et al., 2023; Hautea et al., 2020), this 
study looks further into how algorithmic profiles can have profound implications on the 
psychological processes of individuals. 
Second, this finding extends the DEAL framework concerning the antecedents of 
perceived surveillance (Strycharz & Segijn, 2022). While the DEAL framework proposes 
that any instance of a surveillance episode may induce perceived surveillance, it is not 
specified whether the features of a surveillance episode could influence the extent to 
which people feel surveilled. This study demonstrates that depending on the features of 
a surveillance episode, such as perceived accuracy, individuals can experience varying 
degrees of perceived surveillance. Future research could explore additional features in 
individuals’ dataveillance experiences that might influence the intensity of perceived 
surveillance. 
Third, whereas most existing literature in the context of dataveillance examined each 
coping strategy independently, this study builds upon the latest typology of how people 
cope with dataveillance (Zhang et al., 2024) and quantitatively establishes the 
relationships between perceived surveillance and five distinct types of coping strategies. 
The findings contribute to our understanding of how and why individuals cope in different 
ways. Under high psychological reactance (i.e., when perceived surveillance is triggered), 
individuals tend to resort to privacy protection behavior and privacy cynicism, whereas 
self-empowerment, downplaying, and sympathizing are driven by being exposed to the 
surveillance episode directly. It is also noteworthy that, overall, people do not cope with 
perceived accuracy by engaging in privacy protection behavior. This may be because 
cognitive coping strategies, such as privacy cynicism, effectively resolve cognitive 
dissonance and emotional tension caused by perceived surveillance (Hoffmann et al., 
2016; Lutz et al., 2020; Ranzini et al., 2023). Applying the protection motivation theory 
(Rogers, 1975), a widely-used theory to examine antecedents of privacy protection 
behavior, the reason why individuals tend to cope through privacy cynicism rather than 
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privacy protection could also be that individuals perceive low self-efficacy and/or 
response efficacy (Boerman, Kruikemeier, & Zuiderveen Borgesius, 2021). Future research 
could validate this finding and further investigate the underlying mechanisms. 
Fourth, this study consolidates the conceptual distinction between perceived and 
objective accuracy and offers evidence that perceived accuracy holds greater importance 
than objective accuracy in shaping individuals' reactions. This resonates with existing 
calls for a paradigm shift in algorithmic system development to put greater focus on the 
psychological mechanisms underlying user interactions with algorithmic systems (e.g., 
Grill & Andalibi, 2022). This finding underscores the need for researchers, platform 
developers, and policymakers to prioritize not only the objective accuracy of algorithmic 
systems but also users’ subjective perceptions of accuracy in designing a trustworthy 
system and developing effective interventions to address concerns related to privacy and 
dataveillance. 

Practical implications 
The findings of this study offer significant societal implications by shedding light on how 
individuals perceive and react to algorithmic profiling and dataveillance in their daily lives. 
From a consumer empowerment perspective, privacy dashboards such as the Google My 
Ad Center were designed to provide users with more information and control over their 
personal data as an attempt to signal transparency (Büchi et al., 2023). However, when 
users are confronted with the extensive profiling categories, it becomes evident that 
dataveillance takes place in their everyday lives, potentially provoking feelings of being 
surveilled and vulnerability (Büchi et al., 2022). Furthermore, when algorithmic profiles are 
perceived as inaccurate, users may experience lower perceived surveillance, leading to a 
false sense of security that undermines awareness of privacy risks. 
In addition, our study revealed that only a small proportion of participants had previously 
accessed their algorithmic profile. By exposing individuals to their algorithmic profiles, 
the study raised awareness about the existence of such profiles for many participants and 
suggested a potential avenue for intervention designs. It has been a persistent challenge 
to develop interventions that effectively promote privacy protection behavior, as multiple 
approaches, including increasing knowledge and increasing awareness of the privacy 
threat, have been proven to be ineffective (Boerman et al., 2024; Strycharz et al., 2021; 
Strycharz, Noort, et al., 2019; Stubenvoll & Binder, 2024). This procedure may serve as an 
intervention strategy to encourage privacy protection behavior, as we found that people 
show increased intention to change their ad settings due to heightened perceived 
surveillance. However, it should be noted with caution that this is also accompanied by 
increased feelings of privacy cynicism, which may hinder privacy protection behavior 
(Choi et al., 2018). Future research could explore how to leverage perceived surveillance 
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to motivate people to take action while also not inducing privacy cynicism, for example, 
by accompanying the surveillance episode with training that increases one’s self-efficacy 
and response efficacy (see Boerman et al., 2024). As such, this study contributes to the 
ongoing effort to develop effective consumer empowerment interventions by proposing 
an additional potential intervention strategy. 

Limitations 
We acknowledge several limitations in this study. First, our study examined algorithmic 
profiles from Google, which primarily contain sociodemographic and interest inferences, 
whereas other platforms might use different types of profiles, potentially influencing the 
observed relationships. Second, the cross-sectional survey design of the study limits our 
ability to establish causal relationships, restricting cause-and-effect interpretations. 
Third, our sample was drawn exclusively from the UK population, which may limit the 
generalizability of the findings to other cultural contexts or societies. Fourth, participants 
in our study exhibited relatively high levels of online privacy literacy, which may not 
represent the average population. Lastly, the reliance on self-reported measures for 
constructs related to individual perceptions could introduce the potential for biases, such 
as social desirability bias. 

CONCLUSIONS 
This study explores the relationships between perceived accuracy of algorithmic profiling, 
individuals’ perceived surveillance, and their subsequent coping mechanisms. The 
findings reveal that the more individuals perceive their algorithmic profiles as accurate 
reflections of themselves, the more they tend to feel surveilled. This heightened feeling 
of surveillance is associated with a range of coping responses, including privacy cynicism 
and intentions to adopt privacy protection behavior. The study also found that individuals 
with high online privacy literacy are less likely to experience privacy cynicism when their 
perceived surveillance is low. By elucidating the connections between algorithmic 
profiling and individual responses, the study deepens our understanding of how 
individuals react to algorithmic profiling, a dataveillance practice that has been woven 
into their everyday digital lives. 


