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CHAPTER 18

Export controls�: A scalable set of instruments 
to counter threats to national and global 
security in a changing world

Joop Voetelink

Abstract

Export controls aim to regulate international trade in strategic items with specific end-users and 

states of concern. These controls include tools such as economic and other sanctions, as well as 

general export restrictions and foreign direct investment screening. An analysis of contemporary 

developments and practice – focusing on actions taken in response to the rising tension between 

the United States and China, as well as the conflict between Ukraine and Russia – highlights that 

these tools provide states and international organisations with a scalable system to counter 

threats to national and global security and to help restore stability in international relations.

Keywords: Export control; Economic sanctions; Restrictive measures; Export restrictions; 

Investment screening; Foreign direct investments; National security; Economic security

Introduction

Export controls seek to regulate the export of military, dual-use,1 and other goods, 
technology, and software (together referred to as strategic items) to certain 
end-users or states of concern, particularly in times of heightened tensions and 
international armed conflicts. Tools to implement national export control policy 
include coercive measures such as economic, financial and diplomatic sanctions 
and general export restrictions. Such measures can be imposed as part of a more 
comprehensive diplomatic and, ultimately, military approach, both in peacetime 
and armed conflict, helping to prevent further escalation or denying an adversary 
access to certain strategic and other items.

Export controls provide states and international organisations, such as the 
European Union (EU), with a scalable set of instruments to achieve (foreign) policy 
objectives. Scalability, in this context, refers to the ability of states and interna-
tional organisations to adjust the various interconnected export control measures 
incrementally, either tightening or relaxing the export of strategic items. These 
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adjustments can be applied broadly or targeted to specific items, countries and 
regions, depending on the perceived level of threat to national or international 
security or other public interest concerns.

In the recent past, multilateral export control regimes, such as the Wassenaar 
Arrangement and the Missile Technology Control Regime, as well as economic sanc-
tions imposed by the United Nations Security Council, ensured a relatively uniform 
application of export controls by supplier states of strategic items, reducing the 
need for scalable use of the export control instruments. However, the Russian 
Federation’s (hereinafter referred to as Russia) position in the multilateral export 
control regimes and the UN Security Council following Russia’s further invasion 
of Ukraine in 2022 has diminished the effectiveness of these international forums. 
Consequently, other states and the EU have begun to take a more scalable approach 
to address threats to national and international peace and security.

However, these controls are insufficient in themselves to address certain 
concerns about (economic) security, particularly those arising from Chinese ambi-
tions. This recent development has led to increased use of another export control 
instrument, the screening of foreign direct investments. Deploying all these tools 
requires well-coordinated international cooperation, as shown by the international 
response to the conflict between Ukraine and Russia. The Group of 7 (G7) members,2 
like-minded states, and the EU have acted upon the Russian aggression and threats 
with a broad and evolving array of closely coordinated economic sanctions and 
other export control measures.

This chapter reflects on the use of export control measures as a scalable system 
to address national and global security threats by analysing contemporary inter-
national practice. After providing a brief overview of export controls in general 
and introducing the principal export control instruments currently available to 
states and international organisations, the chapter analyses the evolution of these 
measures over time. Next, current practice is examined, focusing on actions taken 
following the escalating tensions between the United States and China, as well 
as the conflict between Ukraine and Russia. Finally, the chapter reflects on the 
implications of the scalable use of export control instruments before presenting a 
synthesis and conclusion.

The chapter maps the current field of export control instruments within a 
multipolar, divided world order rather than addressing the complex question 
of the measures’ effectiveness.3 Also, as a foreign policy tool, export controls are 
implemented as part of a broader approach to address national and international 
security threats. However, this chapter will not discuss the interactions that neces-
sarily exist between export controls and other economic, diplomatic, and military 
instruments to address the threats.
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Export control tools

Throughout human history, people have engaged in both warfare and arms 
trade, while simultaneously seeking to restrict or even prohibit the transfer of 
certain weapons and related military equipment. These trade restrictions and 
prohibitions, or: export controls, aim to deny adversaries the use of the weapons 
or prevent the proliferation of goods and technologies. From a legal perspective, 
export controls can be described as a combination of national and international 
laws and regulations, as well as policy guidelines and international commitments 
that govern the export from, the transit through, and the transfer within a country, 
as well as brokering of strategic and other items. This comprehensive description 
encompasses instruments such as economic and other sanctions, export control 
restrictions and foreign direct investment screenings.

Sanctions

Sanctions, or ‘restrictive measures’ as termed by the EU, are “measures not involving 
the use of armed force, which a state or international governmental organisation 
can impose on a state, entity, or individual to exert pressure and induce a change 
in policy or behaviour.”4 Today’s most common forms of sanctions are arms 
embargoes, financial measures, and travel bans.5 These are key instruments in the 
United Nations (UN) collective security system, allowing the UN Security Council to 
impose sanctions where it determines a threat to international peace and security 
exists.6 States and international organisations implement UN sanctions by adopting 
their own legislation. Increasingly, they supplement the UN sanctions or impose 
them independently in situations where no UN sanctions apply. These autonomous 
or unilateral sanctions have become a common feature in contemporary inter-
national relations, although their legal basis is sometimes questioned. However, 
autonomous sanctions are now generally accepted as a lawful countermeasure 
when the sanctioned states have breached their international obligations under 
treaties, other international agreements, international customary law, or binding 
decisions of international organisations.7

Export restrictions

Until the Second World War, export restrictions related to military goods were 
traditionally associated with armed conflict. However, after the war and with the 
onset of the Cold War, states continued to apply these controls, broadening them 
to include dual-use goods and, ultimately, military and dual-use technology and 
software. While Cold War export controls were primarily focused on the Soviet 
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Union and its allies, today, export controls mainly aim to prevent the proliferation 
of arms and other military items, dual-use items, and weapons of mass destruction 
to non-state actors and states of concern. To that end, states coordinate their obli-
gations under various arms control treaties and conventions8 through multilateral 
export control regimes, such as the Wassenaar Arrangement (conventional arms 
and dual-use items), the Nuclear Suppliers Group and the Zangger Committee 
(nuclear material and technology), the Australia Group (chemical and biological 
weapons), and the Missile Technology Control Regime.9

The guidelines and control lists adopted by the regimes are incorporated into 
national and EU export control legislation. Generally, items controlled under these 
laws and regulations may only be exported if specific requirements are met, or an 
explicit authorisation has been granted, for example, through an export license. As 
a kind of safeguard, export control legislation often includes provisions whereby 
items not listed on the control lists may still be subject to export restrictions if a 
risk identified in the applicable rules applies to the item in question when sent to 
certain end-users (known as ‘catch-all’ provisions).

Investments controls

While sanctions and export restrictions have a long-standing history, traditionally 
associated with armed conflict, the regulation of investment controls, in particular 
the screening of outbound investments, has emerged as a growing area of legal 
scrutiny that is not explicitly tied to regional or global high-tension situations. 
Foreign direct investments are defined as “cross-border investment in which an 
investor resident in one economy establishes a lasting interest in and a significant 
degree of influence over an enterprise resident in another economy.”10 Investments 
made by companies incorporated in other states in domestic businesses (inbound 
investments) and national investments in foreign companies (outbound invest-
ments) alike can pose security risks as they may involve the transfer of technology 
to the foreign entity or state. Consequently, a growing number of countries and 
organisations are now developing procedures and regulations for investments.

The development of export control tools

Recent global events underscore the crucial role of export controls as a scalable part 
of a state’s foreign policy toolbox to address the dynamics of economic and other 
threats to national and international security. It is important to note that each of the 
export control tools, in particular export restrictions and investment screening, can 
serve as an initial step in addressing a potential threat to national security. These 
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tools, possibly used in coordination with one another, allow for a scalable approach 
to such threats. Where necessary, implementation and enforcement of the tools 
can be tightened, for example, by denying an export license to a specific country 
or rejecting a particular investment. Furthermore, the legal instruments governing 
both tools can be amended to expand their scope or introduce stricter conditions. 
Also, when the situation allows, for example, because of the target state’s change 
in its behaviour, the controls can be eased, suspended and ultimately, lifted. It is 
essential to remember that these are distinct tools, often overseen by different 
offices or even departments within the state. Export controls continue to develop 
further at a high pace, as recent practice shows.

Sanctions

As discussed, the imposition of sanctions is a coercive measure in response to a 
threat or unlawful event. In particular, the sanctions imposed on Russia by the G7 
members, alongside the EU and several like-minded states, following the further 
invasion of Ukraine in 2022,11 receive much attention. Until recently, sanctions have 
not been deployed in this manner. Traditionally, UN sanctions were comprehen-
sive tools aimed at a country as a whole, targeting most, if not all, sectors of its 
economy. In practice, these sanctions had a disastrous humanitarian impact on the 
civilian population, as they usually led to shortages of food, medicine, and medical 
supplies. As such, they proved to be the ‘blunt and deadly weapons’ that former 
U.S. President Wilson had predicted when he proposed the inclusion of sanctions 
as a collective coercive measure in the Covenant of the League of Nations, the 
predecessor to the UN.12

In response, from the 1990s onwards, the UN shifted towards imposing more 
targeted sanctions, focusing on specific sectors of a country’s economy. These meas-
ures enable better protection for the civilian population and, today, often include 
specific exemptions for humanitarian reasons.13 UN sanctions against a country 
thus usually consist of multiple successive sanctions that can be adjusted, either 
increased or eased, depending on the targeted state’s behaviour. Notably, this type 
of sanction is valued for its scalability, as Portela points out.14 A recent trend is the 
adoption of thematic sanctions. Unlike traditional sanctions, which address matters 
of international concern in relation to one or more particular countries, thematic 
sanctions address a specific norm violation in general. Examples include the use of 
chemical weapons or the violation of human rights.

Given that UN sanctions require a resolution from the UN Security Council, any 
of the permanent members may exercise their veto power over proposed sanctions. 
In such situations, individual states or regional organisations may adopt sanctions 
independently. In practice, these autonomous sanctions are also typically targeted 
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at specific sectors of the targeted state’s economy, necessitating a series of inter-
connected, escalating sanctions across various areas of the economy to exert the 
desired pressure. Furthermore, unlike UN sanctions, which have a universal effect, 
autonomous sanctions only apply to the citizens and operators of the countries 
or member states that have adopted them. Consequently, states and organisations 
must closely coordinate to ensure their measures are sufficiently effective.

Additionally, they need to convince third countries, which are not bound by the 
sanctions, not to engage in actions that could undermine them (‘circumvention’), as 
such conduct would significantly diminish the impact of the sanctions. Obviously, 
sanctions that impose direct obligations on operators in third states would be more 
effective, but they lack a clear basis in international law as these extraterritorial, 
secondary sanctions constitute an unjustifiable infringement on the sovereignty of 
those countries. Consequently, most states are reluctant to impose them, with the 
exception of the United States.15

Whereas sanctions are generally imposed in high-tension environments in 
response to illicit activities of a state that threaten global or national security or 
in response to a breach of a state’s international obligations, they can already 
play a role at an earlier stage in a low-tension environment. The credible threat 
of imposing sanctions may deter a possible target state from certain activities that 
could otherwise lead to sanctions (‘sanctions deterrence’).16

Export restrictions

Admittedly, sanctions deterrence can be useful in a low-tension environment but in 
practice, mere threats may not always prove effective.17 Therefore, other tools play 
a more prominent role. Since the Cold War, export restrictions have appeared to be 
the tool of choice for many countries. This preference can partly be explained by 
the fact that the 2004 UN Security Council Resolution 1540 obliges states to adopt an 
export control system.18 But even before this resolution, the major supplier states of 
military and dual-items had such systems in place. The regulation of export restric-
tions seems to be in constant flux. In particular in the United States, amendments 
to the relevant regulations, such as the Export Administration Regulations (EAR) 
and the Traffic in Arms Regulations (ITAR), are frequent and often massive. In the 
EU, export control legislation is less frequently subject to such changes, although 
the applicable control lists are updated regularly.

Such updates by the United States, EU, and others often stem from decisions made 
within the multilateral export control regimes, particularly regarding the respective 
guidelines and control lists they maintain, such as the Wassenaar Arrangement’s List 
of Dual-use Goods and Technologies and Munitions List,19 and the Nuclear Suppliers 
Group’s trigger list.20 As the control regimes lack legal status under international law, 
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unlike international organisations such as the UN and the EU, their decisions consti-
tute political commitments rather than legally binding obligations.21 Nevertheless, 
the participating states, as well as the EU and several third states, incorporate the 
standards, lists, and their updates in national laws and regulations, thereby render-
ing them legally binding within their respective jurisdictions.

Another consequence of the non-legal status of the control regimes is that all 
decisions require consensus. In other words, for an item to be included in a control 
list, all states participating in the relevant regime must agree. Given current global 
tensions and power competition, this process becomes increasingly complicated 
as competing states, such as the United States and Russia, participate in the same 
regimes.22 Therefore, achieving consensus on listing new items is harder than ever. 
This is of particular concern as new technologies are developing at a rapid pace, 
necessitating a highly responsive regime structure.

An additional issue is that, due to the nature of the multilateral control regimes, 
the primary focus remains on controlling relevant items of concern rather than 
restricting end-users. Given the high political sensitivity of targeting end-users, the 
multilateral export control regimes have not adopted lists of restricted end-users.23 
However, the current international environment has prompted some countries to 
consider limiting exports of (certain) sensitive or critical items to specific states. 
This approach does not align with the regimes’ original design. Therefore, states 
and organisations are increasingly pursuing ad hoc cooperation and coordination to 
address this issue outside the framework of the multilateral export control regimes. 
Notable examples include the meetings of the U.S.-EU Trade and Technology 
Council (TTC) and the collaborative efforts of Australia, the United Kingdom, and 
the United States under the AUKUS partnership. Such a development may lead to 
the introduction of ad hoc national legislation on issues of concern.24 To this end, 
the Netherlands, for instance, has adopted national restrictions on the export of 
advanced semiconductor manufacturing equipment25 and emerging technology 
items,26 in addition to the restrictions in the EU Dual-use regulation.27

Investment controls

As tensions in East-West relations gradually relaxed when the Cold War ended, 
the liberalisation of international trade in the late 1980s led to a notable expansion 
in foreign direct investments. Such investments by companies incorporated in 
another state (foreign companies) in domestic businesses (inbound investments) 
may present security risks for the state as the investments may entail the loss of 
control over the company and the transfer of technology to the foreign company. 
Consequently, many countries have traditionally imposed sectoral exclusions based 
on the strategic importance of certain industries, key infrastructure, and utilities.28
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In recent years, however, concerns have grown that foreign investments in 
other sectors may threaten national security, prompting the need for increased 
oversight. In the United States the Committee on Foreign Investment in the U.S. 
(CFIUS) is tasked with reviewing transactions for national security concerns based 
on the Defense Production Act of 1950.29 In 2018, the Foreign Investment Risk Review 
Modernisation Act (FIRRMA)30 was passed, expanding the scope of inbound foreign 
investments that are subject to review by CFIUS. A year later, the EU adopted a regu-
lation establishing a framework for the screening of foreign direct investments into 
the EU.31 In the Netherlands, the Investments, Mergers and Acquisitions Security 
Screening Act32 was introduced to safeguard national security by mitigating risk 
associated with certain foreign activities, such as investments and mergers, related 
to critical suppliers (such as banks and airport and port management operators) or 
businesses holding sensitive technologies.33 With respect to the latter, the govern-
ment refers to items identified by the relevant multilateral export control regimes.

More recently, certain national investments in foreign countries, known as 
outbound investments, have come under greater scrutiny as well. In particular, 
investments in companies engaged in critical technologies may pose a national 
security risk, requiring close review of intended transactions. Only a few countries 
have implemented outbound investment controls so far.34 Both the United States 
and the EU are in the process of adopting legislation in this area, driven by con-
cerns that the investments can lead to the transfer of highly sensitive technologies 
and know-how.

In 2023, the US President signed an Executive Order35 laying the foundation 
for further legislation on outbound investments (the Outbound Order).36 In 
November 2024, the US Department of the Treasury issued a Final Rule imple-
menting the presidential Outbound Order.37 The Final Rule requires US persons 
to provide notification “…regarding certain transactions involving persons of a 
country of concern that are engaged in activities involving certain national security 
technologies and products that may contribute to the threat to the national security 
of the United States” and prohibits them from engaging in certain other trans-
actions involving persons of a country of concern. The EU is slightly behind the 
United States in this respect. The European Economic Security Strategy, published 
in June 2023,38 outlines a comprehensive approach to European economic security, 
emphasising the importance of existing export controls and highlighting the need 
to explore additional tools to control outbound investments. This process resulted 
in a Commission recommendation encouraging member states to start reviewing 
outbound investments in specific critical technologies, such as semiconductors, AI 
and quantum technologies to the EU member states.39
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Current practice

Sanctions

The recent developments in international sanctions are reflected in the “rolling 
programme of intensifying sanctions”40 imposed on Russia following its annexation 
of Crimea and Sevastopol, as well as the destabilisation of eastern Ukraine in 2014. 
Initially, Russia was subject to a relatively limited set of targeted Western sanctions. 
These sanctions, and the implied threat of additional measures did not deter Russia 
from its further invasion of Ukraine eight years later. From 2022 onwards, the G7 
members, the EU, and other partners have been implementing an ever-expanding 
array of unprecedented and coordinated sanctions, partly building upon the 2014 
sanctions. These sanctions include asset freezes, travel bans, arms embargoes, trade 
restrictions, and sanctions on specific sectors of the economy, such as the defence 
industry, energy, transport, and finance. Additionally, countries supporting Russia’s 
war efforts, such as Belarus and Iran, are also subjected to targeted sanctions.

So far, third states facilitating circumvention of Western sanctions appear to 
have avoided direct consequences. Sanctioning states are strengthening coopera-
tion with these third states and applying indirect pressure on economic operators 
to prevent circumvention activities.41 One example is the EU’s 12th package of 
sanctions against Russia,42 which requires EU exporters to include a ‘no re-export 
clause to Russia’ in all contracts involving certain sensitive items listed in the reg-
ulation outlining the package. Also, exporters are to ensure that the contract with 
the third-state counterpart contains adequate remedies in the event of a breach 
of the no re-export clause.43 Similarly, the 14th EU package of sanctions,44 adopted 
in June 2024, requires EU operators transferring know-how for the production of 
military items to third-country commercial entities to include certain contractual 
clauses designed to ensure that such knowledge is not used for goods intended for 
Russia. A potential next step could involve the imposition of secondary sanctions 
targeting individuals and operators in states that fail to take effective action against 
the circumvention activities. However, given the legal challenges surrounding 
secondary sanctions, it is unlikely that this will occur in the near future.

Sanctions serve as a scalable tool for Western states to weaken Russia’s eco-
nomic and financial base and restrict its ability to continue to wage war.45 Just as 
these sanctions are gradually expanding and intensifying, they could also be eased 
and ultimately lifted. A recent example, although not directly related to the conflict, 
is the 2018 Joint Comprehensive Plan of Action (JCPOA), commonly referred to as 
the ‘Iran nuclear deal’. Following controversies around Iran’s nuclear programme, 
Iran, the P5+1,46 and the EU negotiated a plan whereby Iran would restrict its 
nuclear programme in exchange for relief of international sanctions. The JCPOA 
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also included a snap-back clause that provided that the sanctions would be 
reimposed if Iran was found to be non-compliant with the provisions of the deal. 
However, such a process seems highly unlikely in the conflict in Ukraine, as Russia 
appears determined to continue the hostilities, committing various international 
crimes along the way.

Export restrictions

Export restrictions differ from sanctions in many ways and, consequently, have a 
distinct legal basis and are administered by other departments. Nonetheless, there 
are intersections between the two, and, depending on the jurisdiction, they can 
sometimes overlap. Export control regulations generally connect with sanctions 
law through clauses prohibiting the export of strategic items when doing so would 
conflict with sanctions regulations. In the EU, rules governing sanctions and export 
restrictions remain strictly separate. In response to the further invasion of Ukraine 
in 2022, the EU did not amend its legal documents on export restrictions, such as the 
EU Dual-Use Regulation and the Common Position on exports of military items.47 
However, EU restrictive measures (sanctions) as set out in Council Decisions and 
implemented in Council Regulations contain numerous provisions that would 
qualify as export restrictions were it not for the distinct legal basis.

In the United States, the distinction between sanctions regulations and export 
control regulations is less pronounced, especially with respect to items subject to 
the EAR. An early example of this overlap is the 1982 Soviet Pipeline Regulations.48 
Following the Soviet Union’s support for repression in Poland, the U.S. amended the 
EAR to impose sanctions on the Soviet Union rather than adopting separate sanc-
tions under the International Economic Powers Act of 1977, typically the primary 
basis for U.S. economic sanctions. Recent practice indicates that export restrictions 
under the EAR are now frequently employed to supplement sanctions, as seen with 
the current sanctions targeting Russia and its allies. Since the adoption of the sanc-
tions, exports from the United States to these countries have been further limited 
by specific export restrictions under the EAR. The first in a series of amendments 
to the EAR was the Final Rule “Implementation of Sanctions Against Russia Under 
the Export Administration Regulations (EAR)”, which introduced significant new 
controls on the export of items subject to the EAR to Russia.49 In pace with the 
tightening sanctions on Russia, export restrictions are frequently updated, further 
restricting exports to Russia.

In general, however, export restrictions in the United States, as well as in other 
jurisdictions, are adopted independently of sanctions and are often introduced in 
response to rising geopolitical tensions. A case in point is the ongoing power com-
petition between the United States and China. In 2015, China set out its economic 
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ambitions in a 10-year plan titled ‘Made in China 2025’ promoting domestic 
innovation and technological advancement.50 Under China’s ‘Military-Civil Fusion’ 
initiative, civilian operators are required to share their technology with the 
military sector.51 Consequently, advancements in the civil domain directly bolster 
China’s military capabilities, potentially positioning China for military dominance. 
These developments have led the United States to tighten export restrictions to 
China significantly since 2018, particularly targeting advanced technologies such as 
advanced semiconductors, artificial intelligence, and quantum computing. These 
measures aim to restrict China’s access to critical technologies that could enhance 
its military capabilities and strategic influence.

The United States has imposed these restrictions outside the framework of 
the multilateral export control regimes. To ensure their effectiveness, the United 
States needed other states to align their position, requiring ad hoc coordination 
with like-minded partners.52 A notable example is the U.S. restriction on the export 
of advanced semiconductor manufacturing equipment to China. Since countries 
like Japan and the Netherlands are prominent exporters of such equipment, the 
United States had to negotiate agreements with these countries to similarly limit 
exports. In the Netherlands, this process led to the adoption of the Ministerial Order 
advanced semiconductor manufacturing equipment in 2023.53

Foreign direct investments

Just as export restrictions differ from sanctions, foreign direct investment screen-
ing differs from export restrictions because each operates under a distinct legal 
framework and is administered by separate governmental departments. However, 
they share a common objective: preventing foreign entities from acquiring strate-
gic items. Notably, foreign direct investment screening appears to be narrowing its 
focus in terms of items as well as countries of concern. Specific emerging technol-
ogies, in particular advanced semiconductors, AI, and quantum technologies, have 
become a driving force behind the recent amendments to inbound investment 
screening and the introduction of outbound investment screening legislation in 
the United States and the EU. An EU White Paper, in particular, refers to “…the risks 
of technology and know-how leakage as a result from outbound investments … in a 
narrow set of advanced technologies that could enhance military and intelligence 
capacities of actors who may use these capabilities to threaten international peace 
and security.”54

While all screening instruments have general applications and do not explicitly 
target specific states, it is clear from preparatory documents and explanatory notes 
that China is the primary country of concern, although it is certainly not the only 
one.55 The EU Regulation for screening foreign direct investments into the EU was 
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adopted partly in response to concerns about growing investments by Chinese com-
panies in Europe and the growing influence of Chinese investors.56 The European 
Economic Security Strategy’s paragraph on outbound investments specifically 
refers to “destinations of concern that operate civil-military fusion strategies”,57 a 
clear reference to China.

As both the United States and the EU prioritise critical emerging technologies, 
the object of protection for this tool closely aligns with that of export restrictions58 
to the extent that the two are almost merging.59 While investment controls, in 
particular those concerning outbound investments, remain a developing tool, they 
nonetheless play a role in the broader discussion on the use and evolution of export 
control tools.

Implications

Recent developments and practices underscore the growing significance of export 
control measures as a scalable foreign policy tool to address national and global 
security threats. In the context of ongoing armed conflicts, particularly following 
Russia’s further invasion of Ukraine, alongside the resurgence of great power 
competition, the world is witnessing a continuous up-scaling in the application of 
export control measures. This process is further reinforced as existing international 
frameworks for maintaining peace and security, as well as for developing export 
restrictions, increasingly yield to ad hoc measures implemented by individual 
states and international organisations.

UN-imposed sanctions are increasingly being supplanted by a growing array of 
autonomous sanctions introduced by individual states and regional organisations. 
Similarly, multilateral export control regimes, traditionally responsible for imple-
menting arms control treaties, are facing difficulties in reaching consensus on the 
control of items, particularly in relation to emerging technologies. In response, 
states are increasingly resorting to new, ad hoc multilateral consultation frame-
works to coordinate export restrictions on specific items, often with a focus on 
targeting particular countries (such as the U.S.-EU Trade and Technology Council 
(TTC) and the AUKUS partnership).

Scalability in the field of export controls appears to come at a cost. Autonomous 
sanctions and ad hoc regulations may undermine the efficacy of these measures due 
to their lack of universal applicability. Furthermore, reliance on such mechanisms 
generates increased uncertainty regarding the future trajectory of export controls, 
necessitating substantial effort from stakeholders to navigate the continually 
shifting landscape. Ultimately, this trend contributes to a progressively complex 
and fragmented legal framework. This framework is characterised by an extensive 
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and intricate patchwork of interrelated autonomous sanctions and domestic rules 
governing export restrictions on specific goods and targeted states.

On a practical level, both governmental bodies and companies are faced with 
the practical implications of the ever-increasing number of tightening sanctions, 
export restrictions and foreign direct investment screenings. At the governmental 
level, the responsible departments and agencies must design, implement, and 
enforce the growing number of export controls. Since sanctions, export restrictions, 
and foreign direct investment screenings intersect and increasingly overlap, close 
inter-agency cooperation is required across a state’s administration and, where 
appropriate, in close coordination with the EU. This coordination necessitates 
additional capacity within the departments and further reinforces bureaucracy.

The continuous process of up-scaling of export controls also presents significant 
challenges for businesses. Operators must ensure, for example, that the companies 
and individuals they engage with are not listed on sanctions or restricted persons 
lists; that the products they trade, transport, or store comply with all export 
requirements; and that items do not reach sanctioned parties through circumven-
tion. Non-compliance with these measures can have far-reaching consequences, 
such as reputational damage, administrative fines, licence revocations, or even 
criminal prosecution of executives. To mitigate risks, businesses must invest in 
robust compliance systems capable of continuously monitoring the evolving regu-
latory landscape and adapting business processes accordingly. However, small and 
medium businesses often lack the means to establish such a compliance system.

Synthesis and conclusion

Export controls provide states with tools to address today’s threats to national 
and global security, ranging from sanctions to export restrictions, to foreign direct 
investment screening. The latter two tools are regular trade instruments that can 
operate independently of inter-state tensions and can be applied in both low-tension 
and high-tension regional or global environments. Both are preventive in nature, 
requiring an ex ante review of certain exports and foreign investments. Sanctions, 
by contrast, have a repressive character and are applied ex post in response to 
a particular event, generally in a high-tension environment. The threshold for 
imposing sanctions is high, typically requiring a breach of international peace or 
security or of an international obligation of a state. Although sanctions can have 
a signalling purpose, they are in general intended to ‘induce a change in policy 
or behaviour’. Therefore, they are coercive measures designed “to inflict pain”.60

In the past years, export controls have been in continuous flux, as recent devel-
opments and present practices show. Export control tools are playing an increasing 
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role in addressing economic and broader security threats, both nationally and inter-
nationally. These tools form a scalable array of measures through which a state can 
implement its foreign policy objectives. Export restrictions may be imposed at any 
time to mitigate security risks, typically by controlling items specified in the lists 
established by the international export control regimes. However, as international 
relations face increased strain, certain states may coordinate controls targeting 
particular countries of concern, further restricting the export of strategic items 
to these jurisdictions. Enhanced cooperation and coordination between states in 
this area have given rise to new national regulations focused on the oversight of 
strategic items. Notably, in lower-tension environments, export restrictions may 
now be complemented by the screening of outbound and inbound foreign direct 
investments. When international tension rises, sanctions are a further tool to 
address situations where a state breaches its obligations under international law 
or where international peace and security are threatened.

In the context of the ongoing armed conflict between Russia and Ukraine and 
together with the growing competition between China and the United States, a 
process of up-scaling of the application of export control measures is ongoing, 
creating a complex and fragmented legal export control framework. The process 
has a significant impact on the capacity and daily operations of both government 
and businesses. While the former is facing the challenges of greater inter-agency 
coordination and cooperation, the latter must ensure it meets all due diligence 
requirements in order to avoid the consequences of non-compliance with all export 
control measures.

Notes

1	  Items which can be used for both civil and military purposes. An example is dimethyl methylphos-
phonate, a flame retardant additive (dual-use) that can also be used to produce chemical weapons 
(military use).

2	  The G7 is an informal forum where leaders of some of the key states of the international eco-
nomic system (Canada, France, Germany, Italy, Japan, the UK, and the US) meet to discuss current 
world-issues.

3	  For example, for an analysis of the effectiveness of sanctions against Russia, see: Itskhoki and 
Ribakova, “The economics of sanctions: From theory into practice.” and De Bruin et al., “Does the 
Russia sanctions revolution bring about change?”, 277–292.

4	  De Bruin et al., “Does the Russia sanctions revolution bring about change?”, 279.
5	  The Genocide Network, “Prosecution of sanctions (restrictive measures) violations in national 

jurisdictions: A comparative analysis, expert report”, 8.
6	  Articles 39 and 41 of the UN Charter.
7	  Article 49 of the Draft articles on Responsibility of States for Internationally Wrongful Acts.
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8	  Cornerstone treaties include: the 1970 Non-Proliferation Treaty, the Biological Weapons Convention, 
the Chemical Weapons Convention, and the Convention on Certain Conventional Weapons.

9	  Cf. Joyner, “Strategic trade controls”, 121–130.
10	  Organisation for Economic Co-operation and Development iLibrary. Foreign direct investment 

(FDI) | OECD iLibrary (oecd-ilibrary.org).
11	  The sanctions build on measures taken against Russia following its annexation of Crimea and 

Sevastopol, as well as the destabilisation of eastern Ukraine in 2014 (see below).
12	  Voetelink, “International Export Control Law: Mapping the field”, 69–94.
13	  For example, UNSC Resolution 2664 of 9 December 2022 introducing a standing humanitarian 

exemption to the asset freeze measures imposed by UN sanctions regimes.
14	  Portela, “EU horizontal sanctions and the courts: Questions of interface”, 33.
15	  In the past, the United States has frequently imposed secondary sanctions, inter alia, targeting 

Cuba, Iran, and Russia. These measures have been met with broad international criticism.
16	  Demarais, “Hard, fast, and where it hurts: Lessons from Ukraine-related sanctions for a Taiwan 

conflict scenario”.
17	  Demarais, “Hard, fast, and where it hurts”.
18	  This decision is binding upon all UN member states under Article 25 of the UN Charter. Given that 

the primary objective of Resolution 1540 is to prevent weapons of mass destruction from being 
acquired by non-state actors, it logically necessitates that UN member states establish export 
control systems.

19	  See: Control lists – The Wassenaar Arrangement.
20	  See: Updated NSG Guidelines Part 1 – Trigger List.
21	  For example, De Bruin, “Export control regimes-Present-day challenges and opportunities”, 31–53.
22	  For example, Junusova and Reinsch. “Rethinking the Wassenaar Minus One Strategy”.
23	  Joyner, “Strategic trade controls”, 124.
24	  For an overview, see: Junusova and Reinsch. “Rethinking the Wassenaar Minus One Strategy”.
25	  The 2023 Ministerial Order advanced semiconductor manufacturing equipment (in Dutch: ‘Regeling 

geavanceerde productieapparatuur voor halfgeleiders’).
26	  The 2024 Ministerial Order on additional control measures to the Dual-use Regulation (in Dutch: 

‘Regeling aanvullende controlemaatregelen op de Verordening producten voor tweeërlei gebruik’).
27	  Article 9 of the EU Dual-use Regulation permits member states to adopt national rules restricting 

the export of items not listed in the Regulation, based on national security concerns.
28	  In the Netherlands, for example, sector specific investments reviews are required under the Gas 

Act, Electricity Act 1998, and Telecommunication Act.
29	  The Defense Production Act of 1950, as amended [50 U.S.C. § 4501 et seq.]; Abrams et al., “Rare 

Executive Order sharpens CFIUS focus.”.
30	  Foreign Investment Risk Review Modernization Act of 2018, Pub. L. No. 115-232, §§ 1701-28, 132 Stat. 

2174.
31	  Regulation (EU) 2019/452 of the European Parliament and of the Council of 19 March 2019 establish-

ing a framework for the screening of foreign direct investments into the Union (Official Journal 
(OJ) L 79I, 21.3.2019).

32	  Wet veiligheidstoets investeringen, fusies en overnames (Vifo).
33	  Dutch Parliamentary Papers 2020–2021, 35 880, nr.3, p. 2 (Explanatory Note, Draft Investments, 

Mergers and Acquisitions Security Screening Act).
34	  Japan and China; Vleeshouwers and Beetstra, “EU Commission takes cautious steps towards 

screening of outbound investments.”
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35	  Executive Order 1410 on Addressing United States Investments in Certain National Security 
Technologies and Products in Countries of Concern, 9 August 2023, ‘The Outbound Order’. 
At: <Executive Order on Addressing United States Investments in Certain National Security 
Technologies and Products in Countries of Concern | The White House>.

36	  On 7 May 2024, the Office of Investment Security of the Department of the Treasury published 
a Proposed Rule entitled: Provisions Pertaining to U.S. Investments in Certain National Security 
Technologies and Products in Countries of Concern (89 Fed. Reg. 55846, 5 July 2024 <2024-13923.
pdf >.

37	  “Provisions Pertaining to U.S. Investments in Certain National Security Technologies and Products 
in Countries of Concern”, effective: 2 January 2025; Federal Register: Provisions Pertaining to U.S. 
Investments in Certain National Security Technologies and Products in Countries of Concern.

38	  Joint Communication by the European Commission and the High Representative of the Union for 
Foreign Affairs and Security Policy, European Economic Security Strategy.

39	  Communication from the Commission, Guidance to the Member States concerning foreign direct 
investment from Russia and Belarus in view of the military aggression against Ukraine and the 
restrictive measures laid down in recent Council Regulations on sanctions (OJ C 151 I, 6.4.2022).

40	  Mills, “Sanctions against Russia”, 11 ff.
41	  Mills, “Sanctions against Russia”, 55 ff.
42	  Council Regulation (EU) 2023/2878 of 18 December 2023 amending Regulation (EU) No 833/2014 

concerning restrictive measures in view of Russia’s actions destabilising the situation in Ukraine 
(OJ L 2023/2878, 18.12.2023).

43	  Article 12g of Regulation (EU) No 833/2014 (consolidated).
44	  Council Regulation (EU) 2024/1745 of 24 June 2024 amending Regulation (EU) No 833/2014 concern-

ing restrictive measures in view of Russia’s actions destabilising the situation in Ukraine (OJ L 1, 
24.6.2024). See Article 12ga of the consolidated Regulation.

45	  For example, Mills, “Sanctions against Russia”, 49.
46	  The five permanent UN Security Council members and Germany.
47	  Regulation (EU) 2021/821 of the European Parliament and of the Council of 20 May 2021 setting up 

a Union regime for the control of exports, brokering, technical assistance, transit and transfer 
of dual-use items (recast) (OJ L 206, 11.6.2021) and Council Common Position 2008/944/CFSP of 
8 December 2008 defining rules governing control of exports of military technology and equipment 
(OJ L 335, 13.12.2008).

48	  The Soviet Pipeline Regulations amending the Export Administration Regulations, 47 Fed. Reg. 
27250; Moyer and Mabry 1983, p. 69ff. These measures were implemented in regulations issued 
pursuant to the Export Administration Act of 1978 (47 Fed. Reg. 141, 144 (1982)).

49	  87 Fed. Reg. 12226. At: 2022-04300.pdf (govinfo.gov).
50	  Lim et al., “China export controls 2.0.”, 12.
51	  Hellendoorn, “China’s capital market in the shadow of the CCP”.
52	  Junusova and Reinsch, “Rethinking the Wassenaar Minus One Strategy”.
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54	  European Commission 2024, White Paper on Outbound Investments, 24.1.2024, COM(2024) 24 final, 

2.
55	  In particular Russia; European Commission 2022, “Communication from the Commission”, 2.
56	  Dominika Pietkun, “The European commission filling gaps in the FDI screening Regulation in the 

face of the war in Ukraine”, 110.
57	  Joint Communication by the European Commission and the High Representative of the Union for 

Foreign Affairs and Security Policy, European Economic Security Strategy, 11.
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