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Trust

Trust is a basic fact of social life. It enables
strangers to cooperate across wider social,
economic, political, cultural distances, in face of
uncertainty, contingencies, and potential harm.
Trust is a way we deal with the uncertainty of
the future, and act, despite the fact that we
may suffer negative consequences by engaging
with each other (Giddens 1990; Luhmann 2017;
Misztal 1996).

We develop and nurture trust in our
interpersonal relationships through familiarity,
established routines, and habits, and
maintaining reputations (Misztal 1996). But
such interpersonal trust is not always available.
Living in a society means that we often need to
interact across larger cultural, social, economic,
geographic, cultural distances beyond the reach
of interpersonal networks. How can we trust

a stranger? The answer is simple: we rely on
various institutions to do so (Giddens 1990).

Let’s suppose we go to see a doctor, step on a
plane, or sit into a taxi. In all these situations
we put our lives into the hands of a stranger.
The reason that we can make this leap of faith
is that a large number of institutional practices

ensure the trustworthiness of professionals. In
case of the doctor, a medical school has provided
professional training and certified his or her
competences. Various mechanisms maintain

the trust in the quality of education. Medical
professionals are regularly tested, reviewed,
trained, re-certified by their employers and
professional associations. Patients can turn to
online services, and share their experiences with
each other. In some countries, patients can sue
doctors and hospitals for medical malpractice,
creating an extra layer of incentives for the
former to do their best. Doctors, institutions

and patients can buy insurance, to compensate
(at least in monetary terms) for the harms the
patient should suffer. In short, we do not need to
trust an unknow doctor, if we can be reasonably
confident that a number of checks and balances
are there to guarantee his or her trustworthiness.

In modern societies we rely on all kinds of such
expert systems: schools, food supply, local

and national governments, economy, health,
journalism, architecture are all providing us
essential services which we need to trust, but
most of us cannot assess their trustworthiness
directly. In all of these cases, we rely on a dense
network of institutions to produce trust in these
systems through mechanisms of mutual oversight,
accountability, control, insurance, and competition.

In some societies such institutional trust is
higher than in others. Various empirical studies
have shown that high trust societies tend to
perform better in social, economic, political
terms (Fukuyama 1995; Inglehart 1999; Nye et
al 1997; Sztompka 1998). We can also witness
how the decline of trust in various public or
private institutions, such as government, science
or journalism can both be a sign of crisis, and
contribute to the deepening of a crisis in itself.
For example, a free, trustworthy news media

is essential for societies, democracies to work.
If trust in news, news media, and journalism
declines, that can have devastating effect

on social cohesion, on politics, on the public
debates (Nielsen et al 2020).



The trust in / by blockchain

One of the novel, and unique technological
features of blockchain technologies is their
approach to trust (Nakamoto 2008; The
Economist 2015; Werbach 2018). The first
blockchain applications grew out of the
crypto-libertarian ideological corners of the
internet, which can be characterized by a deep
mistrust of public and private institutions,

a strong commitment to individual liberty,
and a strong opposition to any concentration
of private or state power which could
unilaterally impose its will on the individual
(Golumbia 2016). The first wave of blockchain
technologies implement the technological
conditions of such a libertarian ideal. In
blockchain networks none of the participants
is trusted, and various algorithms, and crypto-
economic incentive mechanisms guarantee
that transactions can still take place
(Narayanan et al 2016).

Though there are a plethora of different
blockchain designs and implementations, they
all share some trust related assumptions:

« No party is trusted in the network,

No party should be in the position

to unilaterally control and alter the
transactions on, or the design and operation
of the network,

No trust should be required (between
transacting parties, or among the members
of the network) to successfully conduct a
transaction, or participate in the operation of
the network.

Blockchain technologies are therefore technical
architectures that:

Assume a general lack of trustworthiness of
all network participants,

- do not require trust to operate, and

may not allow trust to develop (if they allow
anonymous parties to transact).

PART THREE

There are, of course some exceptions to

these generic rules. There are blockchain

based systems, such as Colony*® which are
designed to facilitate repeated, long term
collaboration among individuals (Bellini et al
2020). To achieve their goal, they implement
reputation systems, which enable individual
users to accumulate reputation scores for their
pseudonymous online persona. Other blockchain
based designs hope to achieve trustworthy
behavior by requiring parties to underwrite their
trustworthiness by staking a certain amount of
value, as a form of insurance, to the transaction
or service they provide.

However, both ex ante, stake-based, and ex post,
reputation-based trust producing technologies
suffer from a number of possible limitations.
Staking limits participation, and reputation is
vulnerable to gaming. The trust-minimizing
architectures rely on the trustworthiness of
those who design and implement such trust-
minimizing systems (Davidson, De Filippi and
Potts 2016; De Filippi and Loveluck 2016). One
does not need to know or trust the counterparty
to a transaction, or a transaction validator, but
still need to have faith in that the code is free
of bugs, that the cryptographic algorithms are
quantum-safe, or they do not contain backdoors.

Trust in public institutions and services

Blockchain-based technologies operate under
the conditions of distrust, and may actively
prevent the emergence of trust. Permissionless
systems are engineered to resist institutional
control and oversight.

On the other hand, public and private institutions
rely on trust to operate effectively. They need

to be seen as trustworthy, they need citizens,
customers to have confidence in the competence
of the organisation and its staff; they need

to be able to seen as acting in the best interest

of their clients, and their goodwill is dependent

of their perceived integrity (Mayer et al 1995).

39 https://colony.io/
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They achieve such trust by being embedded in
a rich network of institutional control, oversight,
transparency and accountability (Sztompka 1998).

Therefore, the trust assumptions of some
blockchain applications, and those of public and
private institutions seem to be diametrically
opposed. This apparent incompatibility of trust
needs and assumptions forces institutional
actors to find answers for the following two
questions: (1) can the stark value antagonism
between the institutional and technological
approaches be reconciled? and (2) what form
that compromise will take?

The value antagonism takes many forms. Legal
compliance is one dimension, which, on the one
hand, produces trust and trustworthiness, and

on the other, blockchain systems are struggling
with. Public and private institutions are bound

by institutional constraints, and non-negotiable
legal obligations, such as the GDPR compliance
regarding their data gathering and processing
practices (Bodd and Giannopoulou 2019; Fink
2018), or the Anti-Money Laundering / Know Your
Customer (AML/KYC) requirements for financial
intermediaries (Ferrari forthcoming). In the
meanwhile, legal compliance is often seen at best
a cumbersome hurdle for blockchain technology
developers, and as a result, blockchain systems
are surrounded by serious compliance issues,
and fundamental, architectural incompatibilities
between technical design, and legal obligations.

Compliance is a significant source of
trustworthiness. A legally legible, compliant party
can enter into enforceable contracts, can be
brought to court, can be obliged to honor its legal or
contractual obligations, therefore it is accountable.
That being said, legal compliance is a necessary, but
not sufficient condition of trustworthiness.

Even fully compliant blockchain designs need

to take into account the relationship between
their trust minimizing approach, and the pre-
existing trust in, and around the institutions,
communities, settings, procedures to which they
are being applied to.

Blockchain and other DLTs minimize the need
for trust by replacing human subjectivity,
flexibility, and arbitrary use of power with rigid,
standardized, self-enforcing, and immutable
software architectures, and rules hard-coded
into various layers of the technology. In
small-scale, interpersonal settings, such rigid
architectures may block the emergence of trust,
hinder the processes of self-governance, and
may lead to socially undesirable outcomes.

Similar questions arise in institutional
settings. What happens if a trust minimizing
technology is introduced into a high-trust
institutional environment? There is a chance
that the new trust-minimizing systems will

not be used, because there is no clear benefit
over pre-existing trust-based approaches.

But if institutions mandate the use of such
systems, pre-existing trust may be destroyed.
Technologies of control prescribe and enforce
behavior, spell out penalties in case of a breach,
limit the freedom of the transacting parties.
Such structures may lead to the emergence

of trust in the long run, but they can also
easily signal distrust, and thus destroy existing
trust among institutions, or institutions and
individuals. (Foorman 1997).

Conclusions

Our interpersonal and institutional settings

are ripe with their own pre-existing trust and
distrust relations. The introduction of novel,
trust minimizing technological systems in these
contexts should be done with extreme caution.
On the one hand, we should not try to replace a
high trust environment with a trust minimizing
technology. Pre-existing trust is very valuable,
and no policy should endanger what is extremely
hard to build, but very easy to destroy. On the
other hand, in low trust environments we must
ask: What is the best way to deal with the
harms produced by a low-trust environment?

Is it to implement a technology which is able

to operate in such low trust settings? Or, do we
try to implement technologies, policies, which



foster the emergence of trust? What is more
preferable: replacing distrusted entities with
trust minimizing technologies, or improve their
trustworthiness? Should we implement a trust
minimizing architecture, or a trust maximizing
one?

There are many components of trustworthiness.
Transparency, accountability, fairness are key
concerns. Blockchain and other DLTs might score
high in terms of transparency, but because

of their low institutional embeddedness,

lack of legal legibility, complex design, and
decentralized nature, they lack the same level
of accountability as other social, institutional
actors. Our institutions may be imperfect, often
produce arbitrary outcomes, and sometimes
they are outright oppressive. But at least there
are clear lines of social, pubic, institutional,
political, economic accountability and oversight.
Such mechanisms of trust are yet to mature
with regard to blockchain and other DLTs. Unless
they can be brought into the fold, they remain
largely unaccountable, thus fundamentally
untrustworthy.

This should warn well-intentioned public
servants, institutions, private actors who wish
to implement blockchain or other DLT systems
because they want to better their domain, want
to be seen as innovative, or simply fear to miss
out on a supposedly revolutionary technology
development. It may worth not to rush. It is

OK to be slow and cautious. Disruptive digital
innovation that targets trust should be treated
with extreme caution.

Recommendations

PART THREE

Traditional, institutional systems of
accountability and oversight can help DLT /
blockchain ecosystems to overcome some of
their trustworthiness issues. For example,
voluntary submission to regulatory oversight
(in case of financial service providers); code
audits, and bug bounties; compliance with
existing regulations, such as the GDPR; or
the legal legibility of DLT / blockchain
stakeholders create legal certainty.
Regulatory sandboxes are key instruments
in such institutional support.

®)

Closely knit social groups build trust through
shared routines, repeated interactions, a sense
of familiarity, reputation, which are constantly
negotiated, and renegotiated, balanced, and
adjusted to the highly fluid internal and external
dynamics of the group. Usually there is much
flexibility in the application of the rules. Internal
procedures, practices tend to be continuously
adopted to the internal and external challenges
the group needs to address. Such subjectivity,
flexibility, malleability or irregularity is not a
bug of such interpersonal relationships, but

a feature, and it can be a substantial source

of trust as it proves that the community is
responsive both to the needs of its members,
and to the changes in the external conditions
the group faces as a whole. Such trust is
extremely valuable and should not be replaced
by inflexible, external, technological, mechanical
modes of trust minimization.



