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The Al Act National Security Exception
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Plixavra Vogiatzoglou
This article belongs to the debate » The EU Al Act’s Impact on Security Law
09 December 2024

room for manoeuvres?

In 2024, the EU legislators adopted a detailed national security exception to the Al Act,
contravening prior EU case law. Beyond the possibility of a future ruling that would realign
the Al Act’s scope with said case law, the impact of this exception might be limited by
other applicable laws and the interpretative and practical difficulty of distinguishing
between national and public security. The Al Act’s failure to sufficiently account for these
intricacies risks further legal uncertainty within the already complex security landscape.
Therefore, this blog post explores the challenges of implementing the exception of
national security to the Al Act’s scope of application.

The political background

In the final stages of the trialogue negotiations, Article 2(3)_of the Al Act was established
to exclude from its scope “Al systems where and in so far they are placed on the market,
put into service, or used with or without modification exclusively for military, defence or
national security purposes, regardless of the type of entity carrying out those activities.”
The provision further clarifies that it shall not affect national competences in that field, as
also stipulated in Article 4(2)_of the Treaty on European Union.

This provision is the latest chapter in the long history of Member States demarcating their
hands-off zone and the Court of Justice of the EU (CJEU) responding with numerous
conditions to national security invocations. The CJEU has long held that any derogation
from EU law on the basis of security must be strictly interpreted (see, e.g. Commission v
Poland, paras 143-147). In the famous La Quadrature du Net (LQdN) ruling of 2020, the
Court further clarified that the national security exception applies solely to purely
governmental practices, that is, without engaging any private actor (paras 102-104).
Where national measures impose obligations upon the private sector in a field touching
upon EU law, then the EU rules are applicable, and the national measures pursuing the
safeguarding of national security through private sector involvement are subject to CJEU
scrutiny.

1/5


https://verfassungsblog.de/the-ai-act-national-security-exception/
https://verfassungsblog.de/author/plixavra-vogiatzoglou/
https://verfassungsblog.de/author/plixavra-vogiatzoglou/
https://verfassungsblog.de/author/plixavra-vogiatzoglou/
https://verfassungsblog.de/category/debates/the-eu-ai-acts-impact-on-security-law/
https://eur-lex.europa.eu/eli/reg/2024/1689/oj#d1e1975-1-1
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:12016M/TXT#d1e1058-1-1
https://curia.europa.eu/juris/document/document.jsf?text=&docid=224882&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=924500
https://curia.europa.eu/juris/document/document.jsf?text=&docid=224882&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=924500
https://curia.europa.eu/juris/document/document.jsf?text=&docid=232084&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=872879

In response, Member States first sought to introduce this broad national security
exception, encompassing both public and private actors, in 2021, in the proposed
ePrivacy Regulation (Council of Europe,_art 2(a)), whose fate remains uncertain. Instead,
the almost verbatim and controversial provision is now adopted in the Al Act. By
disregarding the distinction made by the Court in LQdN between purely governmental
action and activities involving private parties, this provision — arguably — goes against the
CJEU jurisprudence, which is part of EU primary law, thus overriding the Al Act. Civil
society organisations, such as the European Center for Not-for-Profit Law (2024), the
European Disability Forum (2024), and the Center for Technology and Democracy (2024),
have heavily criticised the Al Act exception for national security activities. It is feared that
governments and security authorities might abuse this exception and invoke it to deploy
Al systems that interfere with human rights even beyond the strict confines of national
security situations, for example, in the field of border management. The lack of a common
definition of national security across Member states amplifies this concern. Furthermore,
distinguishing it from the wider domain of public security has proven a gargantuan task.

Defining and distinguishing national security

The aforementioned LQAN ruling also provided for an EU-wide definition of national
security. According to this definition, it relates “to the primary interest in protecting the
essential functions of the State and the fundamental interests of society and
encompasses the prevention and punishment of activities capable of seriously
destabilising the fundamental constitutional, political, economic or social structures of a
country and, in particular, of directly threatening society, the population or the State itself,
such as terrorist activities” (para 135, emphasis added).

However, public security has been similarly defined within EU case law and secondary
law. For example, as explained in Recital 19 of the Regulation on the free flow of non-
personal data, public security “presupposes the existence of a genuine and sufficiently
serious threat affecting one of the fundamental interests of society, such as a threat to the
functioning of institutions and essential public services and the survival of the population,
as well as the risk of a serious disturbance to foreign relations or the peaceful coexistence
of nations, or a risk to military interests” (see also Tsakouridis, para 44, emphasis added).
Besides, threats such as terrorism and cyberattacks are subject to and regulated under
EU law, although they might touch upon both national and public security.

In the CJEU’s view, a threat to national security is nevertheless distinguishable “by its
nature, its seriousness, and the specific nature of the circumstances of which it is
constituted, from the general and permanent risk of the occurrence of tensions or
disturbances, even of a serious nature, that affect public security, or from that of serious
offences being committed” (LQAdN, paras 136-137). In other words, whereas the nature of
national and public security may be similarly defined by reference to the same interests
and types of threats, a threat to national security is severe and present or foreseeable,
whereas a threat to public security is general and permanent. This temporal distinction is
certainly not as straightforward, nor can it be easily translated into specific timeframes,
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after which a threat becomes a matter of public security. Such a transition from
foreseeable to general threats can certainly not be implemented ex-ante when producing
and placing an Al system in the market. Additionally, it has long been acknowledged how
national security authorities increasingly collaborate with law enforcement and other
public and private bodies, blurring the lines between national and public security not only
in terms of the rhetoric and definitions but also at the institutional level (see Vogiatzoglou,
2024, chapters 2, 3 and 6).

EU and international law as a safety net?

The Al Act does not apply in a vacuum but complements existing EU law, including EU
data protection law, which provides the general framework for personal data processing
activities (CNIL 2024). Therefore, only Al systems that do not process personal data or
that process personal data of data subjects outside of the EU escape the EU data
protection legislation (see also Data Guidance 2023). While both the General Data
Protection Regulation and the Law Enforcement Directive similarly exclude national
security activities from their scope, this exclusion is limited by the aforementioned CJEU
jurisprudence, which remains pertinent to data processing activities even under the Al Act
(see European Data Protection Board, 2021, in relation to the proposed ePrivacy
Regulation). In other words, personal data processing activities for the purpose of national
security are exempted only insofar as they relate to purely governmental authorities. If the
processing operations implicate entities subject to EU law, for example, because the
personal data were initially collected by private sector actors, like internet service
providers, or other public bodies such as law enforcement authorities, then EU data
protection legislation applies. It follows that those Al systems must still abide by not only
EU data protection laws but also the Charter of Fundamental Rights of the EU.

The national political will to carve out a wider free-range for states acting in pursuit of
safeguarding their national security also found its way to the Council of Europe
Framework Convention on Al (art 3(1)). This expansion is particularly challenging to
justify, as the European Convention on Human Rights (ECHR) does not exclude national
security from its scope. To counterbalance this exception, the Convention reminds
contracting parties of their international obligations to protect human rights, democracy,
and the rule of law. The explanatory report contextualises this provision by referring to
numerous such international obligations, including the ECHR and the United Nations
International Covenant on Civil and Political Rights (para 32). Since all EU Member
States are subject to these obligations, they will remain liable if they make use of Al
systems that violate human rights, the rule of law, or other democratic processes.

In practice

Al systems are not subject to the Al Act when put in the EU market or service exclusively
for military, defence, or national security purposes. However, if the same Al system is also
used for law enforcement and public security purposes, then it must abide by the Al
provisions (see also Recital 24 Al Act). National security agencies may lack the funds and
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capacity to develop such systems without the industry’s help (see Powell, 2024, here and
here). Similarly, Greene (2024) explains how the development of useful Al typically starts
with commercial providers and then makes its way into military systems.

In essence, this means that developers of Al systems external to military, defence and
national security agencies who supply Al systems for both public and national security
uses will have to develop at least two different types of systems: one compliant with the Al
Act and one that is not. Additionally, as discussed above, if the system relies upon
personal data implicating private sector actors subject to EU law, it must still abide by
data protection and human rights laws, regardless of the Al Act exception. Moreover,
several EU research schemes foresee the investment of large funds towards security-
oriented research. Among others, EU-funded security research comprises civil security,
which includes, for example, terrorism and cybersecurity, and the Common Security and
Defence Policy. Al systems developed through these security research funding schemes
must equally abide by EU law (see European Commission Innovation and Security
research and European Defense Fund). Excluding the applicability of the Al Act fragments
the market and creates practical difficulties for security Al system developers.

Conclusion

The tag war between Member States and national security authorities, on one side, and
the judiciary, civil society, and human rights bodies, on the other, might not be over just
yet. Until a case is brought before the Court, the European Commission and national
authorities are responsible for overseeing the strict application of the Al Act’s national
security exception. In that regard, approaches at the domestic level might differ
significantly. The Pegasus spyware scandal, amongst others, has set a bad precedent of
a broadly encroaching national security invocation to circumvent EU oversight and
(arguably) democratic processes and human rights obligations.

As with any law, the interpretation of the Al Act’s national security exception will depend
on the political will of those responsible for interpreting it. Some Member States might be
eager to expand the protective veil of national security upon other situations of public
security or even border management. Yet, without own-developed and completely
standalone deployment of Al systems not involving other public or private actors, it will
come down to the industry’s decisions to develop separate Al systems purely for national
security purposes for the EU market. In other words, as with the Al Act compliance at
large, effectively, it is up to the providers, and it is them we will need to keep our eyes on.
Ultimately, the Al Act’s national security exception might serve more as a power play
rather than be implemented in practice.

In this way, investing in Al systems solely for national security purposes to circumvent
compliance with the Al Act might simply not prove profitable. Besides, the Al Act provides
for very basic accuracy, robustness, transparency, and security requirements, with
numerous exceptions for law enforcement (i.a. arts 27(3), 46(1), 49(4)). By excluding
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national security from these regulations, the market becomes further fragmented,
increasing legal uncertainty and undermining the trustworthiness and innovation of Al
technologies at large (see also European Center for Not-for-Profit Law, n.d.).
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