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ABSTRACT

Network emulators are essential for testing and validating new Desired
esire
networking solutions before deployment. In this work, we present topology / Emulated
SmartNet, a new hardware-based emulation framework that brings V"
SmartNIC awareness to network experimentation. SmartNet en- S SRS
ables realistic and scalable evaluation of offloading, host interac- [
tion, and in-network processing. Using a simple API interface, re- User

U
User definitions

searchers can define and deploy topologies with multiple switches,
hosts, and diverse link characteristics (e.g., bandwidth, latency, loss)
to evaluate SmartNIC-driven architectures.

Figure 1: SmartNet overview.

switch-centric, focusing on packet forwarding and network topol-
ogy emulation yet neglecting other key programmable end-host

CCS CONCEPTS components, such as SmartNICs.

« Networks — Programmable networks; Network experimenta- SmartNICs are increasingly vital in modern networks, particu-

tion; Network simulations. larly in cloud and data center environments, where they offload
complex packet processing tasks from CPUs [8, 14]. Unlike switches,
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In this work, we introduce SmartNet [9], a novel network em-
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1 INTRODUCTION ulation framework that bridges this gap by providing SmartNIC-
Network emulation is a key approach for evaluating new network- aware network emulation. SmartNet enables researchers to experi-
ing architectures, protocols, and applications before real-world ment with SmartNIC-based architectures, accurately reproducing
deployment. By providing a controlled, reproducible environment, their behavior in a controlled and scalable environment. Figure 1
emulators allow researchers to test solutions without the cost and overviews SmartNet’s abstraction: users (e.g., network operators)
complexity of deploying large-scale testbeds. With the advent of define network topologies via a simple script-based API, and Smart-
programmable networks, several emulation frameworks leverage Net translates and deploys them in the SmartNIC-based emulated
P4-capable switches to replicate network behavior with high fi- environment. By integrating SmartNIC-specific processing models,
delity [5-7, 10, 12]. While enabling flexible experimentation with SmartNet offers a more comprehensive approach to programmable
data plane programmability, these solutions remain inherently network emulation, bridging the gap between theoretical proposals

and practical deployment.
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Figure 2: SmartNet architecture.
limitations in flexibility and are target-dependent. For instance, ap-

proaches such as P7 [6, 12] can emulate only Tofino-based switches,
failing to capture the heterogeneity of modern infrastructures.
SmartNICs, driven by high-performance models featuring ded-
icated processing units (e.g. CPUs, FPGAs, NPUs) [1, 4, 11], can
offload and accelerate many compute-intensive tasks and have
been widely used in network infrastructures. However, neither
hardware [5, 6, 12] nor software-based emulators [7, 10] support
modeling the SmartNIC presence and behavior. To address these
gaps, SmartNet introduces a hardware-based solution that leverages
SmartNICs to faithfully emulate their behavior while preserving, as
much as possible, high performance. To this end, SmartNet tackles
the following key challenges in SmartNIC-based emulation:
Performance. Unlike programmable switch ASICs, which ensure
consistent packet processing performance, SmartNICs can experi-
ence significant performance degradation depending on the com-
plexity of the processing tasks (e.g., emulate multiple devices).
Therefore, SmartNet must balance multi-device and metric emula-
tion while maintaining performance to reflect realistic workloads.
Resource management. Although SmartNICs integrate comput-
ing capabilities into packet processing, their processing power re-
mains limited (e.g., 8 to 16 ARM cores [11]). As a result, emulating
multiple devices (e.g., switches and SmartNICs) on a single physi-
cal device demands efficient resource management. This includes
resource isolation to prevent interference between virtualized com-
ponents, dynamic allocation to optimize CPU and memory usage,
scalability to support varying workloads, latency-aware schedul-
ing to ensure real-time processing requirements, and workload
balancing to prevent bottlenecks and maximize performance.

Host 1 Host 2 Host 3 Host4

3 SMARTNET ARCHITECTURE & DEMO

SmartNet’s design prioritizes performance, scalability, and usabil-
ity. For enhanced usability, SmartNet adopts a topology definition
script/API format aligning closely with state-of-the-art solutions
like Mininet [10] and P7 [12]. It facilitates portability, allowing
topologies from these frameworks to be adapted for SmartNet.
Figure 2 illustrates the SmartNet architecture tailored for Blue-
Field SmartNICs [11]. SmartNet supports both emulated hosts (e.g.,
hosts 1 and 3), running on ARM cores, and physical hosts (e.g.,
hosts 2 and 4). Emulated hosts replicate SmartNIC-equipped system
behavior by logically partitioning the NIC’s resources. Switches
are emulated via the SmartNIC’s embedded switch hardware, with
interconnections handled through Scalable Functions (SFs) [2, 3].
Implementation. Our preliminary prototype, based on the BlueField-
2 SmartNIC, implements the key features summarized in Table 1.
Hardware-offloaded Open vSwitch (OVS) emulates switching opera-
tions with minimal CPU overhead, while SFs establish the connectiv-
ity between virtual switches. These OVS instances are offloaded to
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Feature
Switch Emulation

Implementation approach
Offloaded OVS bridges are created to emulate each switch.
SFs are created on both switches, and a DOCA offloading
application forwards packets between SFs.
Bandwidth Network module based on DOCA/DPDK to ensure bandwidth.
Latency Network module based on DOCA/DPDK add fixed delay.
Jitter Network module based on DOCA/DPDK to add random delay.
Packet Loss Network module based on DOCA/DPDK to drop a percentage of packets.

Link Connectivity

Table 1: SmartNet implementation approaches.

the BlueField’s eSwitch module, operating on dedicated ASIC cores.
To simulate network dynamics, we developed a DOCA[3]/DPDK-
based module, enabling fine-grained control over bandwidth, la-
tency, jitter, and packet loss. When such network conditions are
emulated, traffic is routed through the corresponding modules.
Limitations. Due to the limited processing capacity of our pro-
totype target, the scalability and performance of the emulated
topologies are also limited. Table 2 shows the maximum throughput
achieved with increasing number of switches. Furthermore, our
emulated switches currently lack support for P4 program execution.
During the demo. Attendees will be able to define a network
topology with specific link characteristics such as connectivity,
bandwidth, latency, jitter, and packet loss. They will observe how
SmartNet instantiates a high-fidelity network testbed, accurately re-
producing the specified link metrics. Real-time traffic visualization
will provide network performance insights, validating the accuracy
of the emulation and the effectiveness of resource management.

Number of switches
Packet size 3 4 5 6 7 8 9 10
64B 2271 13.07 7.01 5.02 3.17 2.56 1.57 1.17
128B 32.66 24.61 14.15 1096 6.41 5.10 3.02 2.55
256B 65.16 33.42 21.74 17.73 1290 6.42 5.63 3.93
512B 76.53 47.00 25.82 23.70 2091 12.60 9.47 8.44
1024B 91.3 46.06 29.00 23.20 23.16 1490 12.06 10.67

Table 2: SmartNet maximum throughput (Gbps).

4 CONCLUSIONS AND FUTURE WORK

This demo introduced SmartNet, to the best of our knowledge the
first SmartNIC-based network emulator. SmarNet exploits the pro-
cessing capacity of modern SmartNICs to emulate high-performance
networking topologies, supporting up to 100Gbps. Additionally
SmarNet emulates link characteristics including bandwidth, latency,
jitter, and packet losses, significantly contributing to high-fidelity
network experimentation and research reproducibility.

Future work. First, we plan to formalize SmartNet performance
and scalability, evaluating how factors (e.g., number of hosts/switches,
emulated metrics) impact performance. Next, leveraging recent P4
support for BlueField SmartNICs, our goal is to enable user P4
code execution on emulated switches. Finally, we aim to improve
SmartNet’s portability by supporting other SmartNIC targets and
integrating with other emulators like P7 [12].
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