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Intelligence Agencies and the Military 

on Cyber Diplomacy

Peter B. M. J. Pijpers and Paul A. L. Ducheine

Fast forward to today and we find Arrested War, a new paradigm in  
which professional media and military institutions have arrested the  

once-chaotic social media dynamics and more effectively harnessed them  
for their own ends through new understandings, strategies, and experiments. 

(Hoskins and O’Loughlin 2015, 1320)

1	� Introduction

Since the Russian invasion of Ukraine in February 2022, the UK intelligence 
service has been tweeting intelligence reports (UK Ministry of Defence 2024). 
It can be argued that the aim is to counter Russian disinformation, and to 
deter the Russian activities. Moreover, informing the public—and not just 
trusted intelligence partners—signals to Russian actors that their intent is 
known, denying them the advantage of surprise (Dylan 2022).
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Gathering information and intelligence and (subsequently) sharing or even 
leaking (sensitive) information for a specific purpose is not new (Neukam 
2023), though the current magnitude is. Apart from the scale in (and outlets 
on) which material can be disseminated, also the sort and number of actors 
involved (especially non-state actors including Microsoft or Bellingcat) has 
changed in the last decade(s).

Dover (2022) states that diplomacy is not an intelligence function, but 
intelligence officers regularly perform quasi-diplomatic functions. During the 
Cuban missile crisis, Soviet and American intelligence agencies were involved 
to prevent escalation (Wicken 2024). In the past, military institutions, espe-
cially intelligence services, have been part of the doctrine of political warfare 
(or the Russian version ‘active measures’) (Rid 2020) which dealt with com-
pelling other political actors (states) to behave in accordance with the will of 
the one pursuing this (often) coercive strategy. Political warfare, which makes 
use of techniques including propaganda and psychological operations, can be 
used in combination with military (or kinetic) means but is in essence the use 
of all instruments of power, safe the use of force.

While the activities of intelligence agencies and armed forces—outside the 
remit of armed conflict—could be coined as a form of political warfare, their 
role has changed since the emergence of the internet and social media (Zeitzoff 
2017). After what Schmitt (2020) called a ‘wild west moment’, state actors 
now appear more able to utilise these new forms of media. Information truly 
has become an instrument of state power (SIGA 2022). Apart from taking 
defensive and offensive stances in cyberspace, these state agents, but also non-
state actors, in general aspire to stability and the creation of norms in cyber-
space, not least to avoid unnecessary escalation (Gorwa and Peez 2020, 
265–258). In that sense, intelligence services and armed forces can be used as 
diplomatic agents in cyberspace.

While still operating in the remit of confrontation and conflict, intelligence 
agents and armed forces are, nowadays, more prone to publicly use media and 
information as their ‘weapon of choice’ placing their efforts more in line with 
public diplomacy. While political warfare seeks to further national interests, 
public diplomacy seeks to ‘elicit popular support for solutions of mutual ben-
efit and avoids threats, compulsion, or intimidation’ (Smith 1989, 6–8).

This chapter revolves around the questions of what the role of intelligence 
agents and armed forces in cyber diplomacy is, how the surge of these actors 
as agents for cyber diplomacy can be explained, and what the effects are they 
wish to achieve. The chapter will first describe cyber diplomacy, after which a 
theoretical lens on ‘mediatisation of conflict’ is given. This lens is used in the 
subsequent section to address the questions of role, surge, and effects, after 
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which a conclusion is given. Naturally the chapter is limited. Firstly, it will 
focus on the role of intelligence services and armed forces in security-related 
topics. Secondly, the structure and organisation of each state differs. In some 
the intelligence services are part of the armed forces, while others have sepa-
rate cyber commands dealing with activities in the information environment 
(Smeets 2022). For that reason, this chapter focusses on intelligence services 
and military cyber commands.

2	� On Cyber Diplomacy

Diplomacy is one of the oldest forms of statecraft. Images of the Congress of 
Vienna, invested after the Napoleonic wars, spring to mind. Nowadays, tak-
ing the prelude to and conflict in Ukraine, the Iranian oil deal (Gallagher 
et al. 2023), or the Chinese endeavours in the South China See into account 
(NISCSS 2020), diplomacy rather runs in parallel with other instruments of 
power including economic, legal, and military measures.

The inception of cyberspace has ‘unlocked’ the information environment, 
societies have digitalised, and hence created new opportunities for engage-
ment—commerce, friendship, conflict but also diplomacy. Given the salience 
of, and our dependence on, the (public core of the) internet (Broeders 2015, 
2021) it might be regarded as a vital national interest, especially for states with 
uplifted digital interconnectivity (European Commission 2023). States are 
subsequently called upon not to interfere with the public core of the internet 
and apply a regime of restraint and diligence against serious attacks to the 
publicly accessible and neutral public core (GCSC 2021).

Based on the above, cyber diplomacy can be regarded as a set of diplomatic 
practices concerned with the governance of cyberspace—or rather the public 
core of the internet—with the objective to preserve and defend the open, free, 
secure, and peaceful nature of cyberspace (Barrinha and Renard 2017, 355; 
EU Cyber Direct 2019). The preservation of cyberspace is not merely the nar-
rative of liberal democracies, all states that rely on the digital interconnectivity 
for trade or international relations will advocate this objective. States aspired 
to further the developments of law and norms of responsible state behaviour 
via international forums such as the United Nations Group of Governmental 
Experts (UNGGE) and the Open-Ended Working Group (OEWG). While 
many iterations have accumulated to a more common understanding, this 
does not mean that states are always in agreement. Due to the inability to 
align the U.S. (liberal democracy) and Chinese/Russian approach to, and 
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nature of, cyber conflicts, diplomatic efforts to have a multilateral agreement 
in the setting of the 2017 UNGGE failed.

The main avenue to pursue the goal to preserve and defend the open, free, 
secure, and peaceful nature of cyberspace is to take confidence-building mea-
sures and the development of cyber norms through international dialogue 
and cooperation in a bi- or multilateral (UN, EU) setting, based on interna-
tional law, which is the law governing relations between states (Finnemore 
and Hollis 2016). When dialogue does not suffice it is possible to impose 
(restrictive) measures including demarches, sanctions, or worse.

3	� The Mediatisation of Conflict

While diplomacy traditionally is the realm of representatives of ministries of 
Foreign Affairs, in cyberspace states are no longer the sole actors. The Ukraine 
war witnessed the involvement of numerous hacktivists, rogue actors, and 
cyber criminals beside larger ICT firms such as Microsoft and Starlink 
(Ducheine et  al. 2024). Apart from these private or commercial actors, a 
plethora of agents of national governments—or acting on behalf of these 
states—are involved in the conflict in and via cyberspace. These include not 
only the Russian military intelligence agencies but also intelligence services 
and cyber commands of liberal democracies.

In the past, intelligence services have worked in the shadows and have 
shunned media and the public. This in contrast to how they operate during 
the Ukraine war where they pro-actively seek to inform the public. To explain 
the media engagement of the intelligence services and military cyber com-
mands the framework of mediatisation of conflict, crafted by Hoskins and 
O’Loughlin, is used. The framework entails three paradigms (or phases), i.e., 
the Broadcast War, the Diffused War, and the Arrested War (Hoskins and 
O’Loughlin 2015).

The earliest era of the Broadcast War can be characterised by the informa-
tion monopoly of states and traditional media (Reuter, BBC). When report-
ing on a war, e.g., the Vietnam war (Vaughan 2020), the public only saw 
footage that was released by the large media co-operations and scrutinised by 
the government. War journalists were high-risk freelance jobs, not embedded 
in armed forces units. The broadcast was limited to radio and television, 
meaning one-sided mass media. The gatekeeping function of getting a topic 
on the (political) agenda was in the hands of the same large news organisa-
tions, a clash between them and the government was often news in itself (e.g. 
the 1973 Watergate affair published in the Washington Post).
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The Broadcast War became less dominant with the digital turmoil of media 
in the 1990s–2000s. Due to the widespread accessibility of the internet and 
social media platforms, content became available instantly. This period of 
uncertainty is coined ‘Diffused War’. Traditional media were no longer the 
mainstream media, but the question was which were? Especially when media 
outlets such as Facebook (incepted as a virtual platform for friend, hence the 
adjective ‘social’) started to share (unfiltered) footage and clippings of global 
and local news. Social media and the internet were media that not only sur-
passed radio and television, but they also served as means of communication 
from all-to-all, without cumbersome gatekeepers. While governments tried to 
control the media coverage with embedded journalists, freelance war journal-
ists worked shoulder-to-shoulder with citizen journalism. Numerous incon-
sistencies and scandals that used to be covered up were now put on the political 
and societal agenda (e.g. 2003 Abu Ghraib). Opposing forces, including 
cyber-savvy terrorists, even made use of media and ‘weaponised’ social media 
outlets for recruitment, acquisition, and propaganda (Reynolds 2014; Singer 
and Brooking 2018).

The final phase, which is now gaining prominence, is the Arrested War. The 
mainstream media has transformed from the traditional news organisations to 
the entire media ecology, which includes X (Twitter), Instagram, LinkedIn, 
and also news outlets by Microsoft, Amazon, the CIA, the UK intelligence 
service, individual blogger or vloggers, and traditional media. Even soldiers 
become the creators of content (Norman et al. 2024), as witnessed in the on-
going Ukraine war (Boichak and Hoskins 2022). In the paradigm of Arrested 
War, there is, on the one hand, no longer a clear gatekeeper. On the other 
hand, the agenda setting functionality (Nye 2021) of the media ecology is 
ubiquitous—nothing escapes mainstream media now. While in the Diffused 
War phase, government agencies were still struggling with how to deal with 
social media and the internet (trying to regain their former position of con-
trol), they have now harnessed the media ecology.

4	� Intelligence Agencies and the Military 
on Cyber Diplomacy

The pace of new developments, including AI and quantum computing, cre-
ates, as Manantan (2021, 435) states, a ‘new level of more sophisticated hypo-
connectivity, blurring the nature of interaction and exchange between offline 
and online communities’. It also means that in this ‘arrested’ situation where 
government agencies have harnessed the media ecology as mainstream, they 
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need to reconceptualise how to further, and protect, their vital interests. In 
this section the role, surge, and the effect of intelligence agents and armed 
forces in cyber diplomacy is analysed, based on the phases of mediatisation of 
war and conflict.

4.1	� The Role of Intelligence Agents and Armed Forces 
in Cyber Diplomacy

Traditionally intelligence services or the armed forces have a limited role in 
diplomacy. Diplomacy and military (as instruments of power) serve different 
purposes, though they can fortify and support each other. Where the armed 
forces—able to project kinetic force—are the main exponent of the military 
instrument, the civil servants of Foreign Affairs are the embodiment of the 
diplomatic instrument.

In the phase of Diffused War, government agencies were struggling with 
how to deal with the new cyberspace domain and the media of communica-
tion attached to it. The inception of cyberspace and the mediatisation of con-
flict urged states and non-state actors to revisit this division of labour. The 
path was coloured by how cyberspace, the internet, and social media were 
perceived by the state (and non-state) actors. O’Hara and Hall (2018) describe 
four views. The first is the Silicon Valley-view of an Open Internet, a neutral, 
technical, and libertarian core (Wijermars and Lokot 2022, 129). Second is 
the so-called European view, based on prudence and dignity which is inducive 
to regulations regarding online conduct and privacy.1 Third, the Authoritarian 
view in which the internet is used for surveillance and where tech-firms are 
tightly controlled by the state. Finally, the Commercial view of the internet in 
which private actors compete for customers or use customer-data as commod-
ity (Zuboff 2019).

The role of intelligence and cyber agencies depends on several topics. Based 
on the view on social media and the internet, governments can take different 
avenues in structuring their cybersecurity realm. Governments that framed 
cyberspace as a warfighting realm, which included NATO and EU members 
and their partners, set up cyber commands within their armed forces, in par-
allel to their Army and Navy commands. In these states national agents 
engaged in cybersecurity, law enforcement in cyberspace, with digital intelli-
gence and armed conflict in cyberspace having separate tasks and mandates. 
Others, envisaging that cyberspace would have a society-wide impact, chose 

1 These include the (EU 2016/679) General Data Protection Regulation (GDPR), the (EU 2022/2555) 
Network Information Security Directive (NIS2), and the (COM 2022/68 EU) Data Act Regulation.
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to amalgamate cyberspace with the existing (domestic and foreign) intelli-
gence ecosystem, which occurred in Russia and China.

The tasks of intelligence agencies and cyber commands are therefore aligned 
with the way these entities are structured within society. Intelligence services 
were engaged in espionage and covert operations as part of political warfare or 
active measures, and when embracing the mainstream media ecology as 
depicted in the phase of Arrested War, they will also be engaged in informing 
the public on how to interpret current geopolitical events (UK Defence 
Tweets), or even warn them on (upcoming) threats and dangers, e.g., the 
2022 Organisation for the Prohibition of Chemical Weapons (OPCW) hack 
(NL Ministry of Defence 2018).

Moreover, depending on the context a state is in (peacetime, crisis, or war), 
the intelligence services and the armed forces will take a more assertive stance 
and be engaged in influence operations, both covert and overt—as witnessed 
in the conflicts in Ukraine and Gaza (Schrijver 2023). The purpose of these 
influence operations is to justify undertaken actions (Morris 2024), frame the 
public debate, or move into the realm of manipulation and disinformation 
operations (Charon and Jeangène Vilmer 2021). Since armed forces have a 
tradition in psychological warfare and deception tactics, they can be used for 
influence operations.

Furthermore, liberal democracies—especially their cyber commands—will 
be more reticent to engage in public diplomacy or overt influence operations 
due to the mandates that they have and their prerogative as a warfighting—
and not diplomatic—asset. The way the state has organised its agencies is 
naturally aligned with the societal sentiment. As a result, an assertive posture 
of intelligence and cyber agents will be less compliant in liberal democratic 
than in authoritative states.

Given the attributes of the third phase of Arrested War, intelligence services 
and cyber commands can engage with the public and support diplomatic 
efforts by informing the public or influencing a targeted audience. Moreover, 
the sheer magnitude of the actors and activities in the mainstream media ecol-
ogy, and the move from covert to overt and covert activities, would explain an 
increased involvement of the intelligence services and cyber commands in the 
public domain.

There are several trends on the role of the intelligence services and cyber 
commands in cyber diplomacy (Fig. 15.1). First, the intelligence and cyber 
agents are moving into the public domain. Second, the perception and organ-
isation of the internet and cyberspace is indicative for the role these entities 
play in diplomatic efforts. Third, due to the nature of the organisations and 
the context of the media ecology, an amalgamation of information and 
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Fig. 15.1  The shifting role of intelligence services and armed forces (Figure created by 
the authors (copyright attribution Pijpers/Ducheine 2024))

influence operations emerges in which public diplomacy and deterrence tenets 
are combined, sometimes referred to as intelligence diplomacy (Dylan and 
Maguire 2022). Four, state and non-state actors that are in war will have a less 
neutral stance, moving their diplomatic effort towards influence operations of 
the intelligence services and the (cyber commands of the) armed forces. 
Finally, liberal democracies are more restricted or reticent to engage in cyber 
diplomacy (either to inform or influence) than their authoritarian counter-
parts, which can lead to an informational asymmetry between states (Jayamaha 
and Matisek 2019).

4.2	� The Surge of Intelligence Agents and Armed Forces 
in Cyber Diplomacy

The role of intelligence services and cyber commands engaging in the public 
domain has shifted, but what has made this shift possible? After the inception 
of cyberspace, scenarios in the security remit emerged, ranging from ‘the hype 
will be over tomorrow’ to ‘Cyber Pearl Harbour is imminent’. Doomsday 
scenarios can be easily explained in the chaotic phase of the Diffused War-
paradigm in which the impact of the internet and social media for the security 
realm was uncertain and government agencies were still searching for their 
role. The current wars (Ukraine and Gaza) have shown that the impact of the 
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activities in cyberspace is limited—at least compared to physical, kinetic war 
(Arnold et al. 2024).

Arrested War means that the media ecology is under control and intelli-
gence and cyber agencies can utilise it. An example of this shift from the 
Diffused to the Arrested War is the role of the U.S. Cyber Command. First, it 
pursued the deterrence doctrine applied in cyberspace, but since cyberspace 
proved ill-fitted for traditional deterrence, a change was made to a policy to a 
more dynamic approach of ‘persistent engagement’. Since there were no red 
lines in cyberspace, the idea was to defend U.S. interests as close as possible to 
the adversary, constantly contesting the latter, thereby increasing resilience for 
U.S. Cyber Command and slowly solidifying accepted behaviour in cyber-
space (Fischerkeller and Harknett 2018a).

The gatekeeper functionality has similarly changed. Media are no longer 
dominated by a few gatekeepers that disseminate mass media. Nowadays 
there is no ‘gate’ media needs to pass before entering the public arena. Or as 
Lahmann (2021) argues: ‘the traditional media have lost their role as gate-
keepers to the news ecosystem. In this “hyper-pluralistic information environ-
ment”, everyone is able to communicate directly with everyone else, 
strengthening the position of hitherto marginalised voices and points of view 
(and) each person is able to distribute and amplify all political messages that 
suit them, with no regard for verifying a claim’s factual basis’.

In the Arrested War-phase the possibilities and impossibilities of the use of 
social media appear to have crystallised. While the mediatisation of conflict 
not only made the surge of activities of intelligence and cyber agents in the 
public domain possible, given the influx of a multitude of (especially non-
state) actors in the public arena, there is also a necessity for the involvement 
of intelligence and cyber agents to support diplomatic efforts since the gov-
ernment and traditional media outlets no longer dominate or control the 
media ecology.

4.3	� The Effect of Intelligence Agents and Armed Forces 
in Cyber Diplomacy

The effects that the intelligence services and cyber commands wish to achieve 
in support of cyber diplomacy is, promoting cyber norms, an international 
legal framework, and responsible behaviour in cyberspace. The U.S. persistent 
engagement is a prime example of setting norms of behaviour (Fischerkeller 
and Harknett 2018b). Given the high pace of technology versus the glacial 
speed in which international law develops, non-binding norms between major 
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actors in cyberspace is the most feasible and realistic option for the moment. 
A subsequent goal of cyber diplomacy by intelligence and cyber agents is the 
creation of confidence building measures (CBM) to promote stability (and 
reduce the risk of unwanted escalation) by increasing transparency and the 
level of trust and confidence between two or more disputing parties and to 
prevent conflict. Sharing of information and aligning position in UNGGE 
and OEWG forums are examples of CBMs, as is the possibility to submit a 
(software) vulnerability disclosure report (Benincasa 2021). However, given 
the political impasse in, e.g., the UN and the lack of trust between major 
intelligence and cyber powers, the CBM endeavours should not be overrated.

The effects of intelligence and cyber agencies will not only be to the benefit 
of all. Apart from paternalistic reasons the agencies will also seek to engage 
with the public to underscore their own added value (reputational purposes). 
Or state agencies will pursue national interests. The Chinese ‘Three Warfares’ 
doctrine combines information and influence activities, not only executed by 
the government but as an endeavour by the entire eco system—media, stu-
dents, firm, and think tanks. The effect is a confluence of public diplomacy 
and political warfare (Dylan and Maguire 2022) to underscore the main nar-
ratives of the state.

5	� Conclusion

This chapter revolved around the role, surge, and effects of intelligence agents 
and armed forces in cyber diplomacy.

The goal of the cyber diplomacy efforts of the state, to which the intelli-
gence and cyber agents are subordinated, is to preserve and defend the open, 
free, secure, and peaceful nature of cyberspace. To further and protect this 
public core of the internet, states are engaged in multinational forums within 
the UN or the EU, bilateral dialogues, and outreach to other state, and non-
state, actors.

The role of intelligence and cyber agents in cyber diplomacy can best be 
described as a conflation of the strategic functions ‘to inform’ and ‘to influ-
ence’ in the public arena. This means, on the one hand, that intelligence and 
cyber agents not only gather and analyse data to share the intelligence with 
trusted partners but also with the public, i.e., public diplomacy, and on the 
other hand that they also openly influence targeted audiences (in support of a 
national agenda). The amalgamation is the result of combing the nature of 
these organisations (covert information and influence operations and 
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operations in the realm of armed conflict) with the attributes of cyberspace 
(transparent arena without gatekeepers) (Zeitzoff 2017). When intelligence 
and cyber agencies are engaged in cyber diplomacy, or in support of cyber 
diplomats, they will engage in public diplomacy combined with more deter-
rence postures (leaning towards political warfare).

The reason why the role of intelligence and cyber entities in cyber diplo-
macy, especially public diplomacy, has come to the fore is the changing role of 
media in conflict. The attributes of social media (the mainstream media ecol-
ogy) provide them with the opportunity to inform the public and warn them 
against threats. In that sense, communication in the current media ecology—
the phase of Arrested War—does not follow the logic of traditional politics 
and international relations (rational, state-oriented, limited number of actors) 
but the media logic based on attention and emotions with a wide range of 
actors (Postman 1985; Strömbäck 2008; Maltby 2012). In the current media 
ecology, in which there is no gatekeeper or filter, everyone is a producer and a 
consumer of data—including intelligence and cyber agencies.

The magnitude of this arena (in activities and actors) means that in cyber-
space diplomats are not the sole actors. States need to resettle towards the new 
phase of Arrested War and acknowledge that more governmental actors are 
required to engage in cyber diplomacy but also that there is an opportunity to 
exploit this space, preferably aligning with like-minded non-state actors.

The effects intelligence and cyber agents wish to achieve is a common set of 
norms for operating in cyberspace. By trial and error, euphemistically called 
the ‘agreed competition’, in cyberspace states will slowly gain more granularity 
on what the mutually agreed red lines are. Furthermore, intelligence and 
cyber actors are engaged in amplifying state narratives on social media outlets. 
The effectiveness of liberal democratic actors is limited by their political and 
legal mandate. Authoritarian agents can take different stances from liberal 
democracies due to their culture, organisational embedment and divergent 
(legal) mandate. State and non-state actors need to understand that the 
approaches and the leeway of authoritarian and liberal democratic cyber dip-
lomats are different, stronger still, they are asymmetrical. In order to avoid 
escalation, the different (opposing) positions need to be fully and emphati-
cally understood.

The ubiquitousness and magnitude of cyberspace does not fit well with the 
traditional avenues of diplomacy, i.e., backroom dialogue, shuttle diplomacy, 
customary international law, and demarches, to govern the behaviour of 
states. Not least since states are no longer the dominant actors in cyberspace.
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Obtaining norms and rules of behaviour related to cyber security is crucial 
for the public core of the internet but large segments of the internet are not 
under governmental purview or control. This urges for a wider range of actors 
engaged in dialogue and setting customs of behaviour, starting with non-state 
actors (ICT firms) and platforms, e.g., the Internet Engineering Task Force, 
but also a wider set of government agencies. What the state actor can do, to 
expedite the transformation of cyber norms between major actors (including 
non-state actors) into (customary) international law is to pursue a common 
(NATO/EU) position during UN forums.

Intelligence and cyber agents are culturally embedded and dependent on 
the context they work in. NATO and EU states must not copy Chinese or 
Russian practices or vice versa. However, it is worth evaluating whether the 
segregated embedding of cyberspace capacities in current liberal democratic 
intelligence agents and cyber commands—which was set up during the 
Diffused War paradigm—is still in line with the Arrested War paradigm. Or 
that we have to conclude that the Russian and Chinese enfolding of the cyber-
space domain as an addition to existing structures is more equipped to sup-
port and execute diplomatic effects.
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