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Disinformation in cyberspace: principles 
of sovereignty and non-intervention under 
international law

Peter BMJ Pijpers
PhD, Associate Professor Cyber Operations, Netherlands Defence Academy and Senior Researcher, 
University of Amsterdam Centre of International Law (UvA), The Netherlands

The Russian Federation invaded Ukraine on 22 February 2022. While at war with Ukraine, 
Russia is also engaged in a ‘war of words’ with European States that are supporting 
Ukraine in its battle against the Russian Federation. To undermine and sow discord in 
the Western coalition, Russia has executed a disinformation operation, coined Opera-
tion Doppelgänger. Operations such as this constitute an irritant, but blocking (foreign) 
media outlets that share the disinformation is, especially in democratic States, at odds with 
fundamental rights, including the freedom of speech, even if these media outlets spread 
unwelcome narratives. Even if disinformation operations remain well below the threshold 
of a ‘use of force’, that does not render them lawful. The activities of Operation Doppel-
gänger executed via cyberspace can and do indeed breach the sovereignty of the targeted 
States, not by encroaching upon their territorial integrity, but by interfering with their 
political independence. Depending on the interpretation of international law, they can also 
amount to a prohibited intervention. Different interpretations create ambiguity on how to 
apply international law to cyberspace – ambiguity that creates room to accommodate new 
developments but can also be used as an instrument of power to further national interests, 
resulting in an undesirable legal asymmetry.

Le 22 février 2022, la Fédération de Russie envahissait l’Ukraine. Tout en étant en guerre 
contre l’Ukraine, la Russie est également engagée dans une « guerre des mots » avec les 
États européens qui soutiennent celle-ci. Afin de saper et de semer la discorde au sein de la 
coalition occidentale, la Russie a mené une opération de désinformation baptisée « Opéra-
tion Doppelgänger ». De telles opérations constituent certes un facteur irritant, mais blo-
quer les médias (étrangers) qui relaient la désinformation est, en particulier dans les États 
démocratiques, contraire aux droits fondamentaux, notamment à la liberté d’expression, 
même si ces médias diffusent des discours indésirables. Les opérations de désinformation 
demeurent peut-être bien en deçà du seuil d’un « usage de la force », elles n’en sont pas 
pour autant légales. Les activités de l’Opération Doppelgänger menées dans le cyberespace 
portent atteinte à la souveraineté des États visés, non pas en empiétant sur leur intégrité 
territoriale, mais en interférant avec leur indépendance politique. Selon l’interprétation du 
droit international, elles peuvent également constituer une intervention interdite. Des inter-
prétations différentes créent une ambiguïté quant à la manière d’appliquer le droit interna-
tional au cyberespace. Cette ambiguïté laisse une marge de manoeuvre pour de nouveaux 
développements, mais peut également être utilisée comme un instrument de pouvoir pour 
servir des intérêts nationaux, ce qui entraîne une asymétrie juridique indésirable.

De Russische Federatie is op 22 februari 2022 Oekraïne binnengevallen. Terwijl Rusland 
in oorlog is met Oekraïne, is het ook verwikkeld in een “woordenoorlog” met de Europese 
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staten die Oekraïne steunen in zijn strijd tegen de Russische Federatie. Om de westerse 
coalitie te ondermijnen en verdeeldheid te zaaien, heeft Rusland een desinformatie-oper-
atie uitgevoerd, Operatie Doppelgänger genaamd. Dergelijke operaties zijn irritant, maar 
het blokkeren van (buitenlandse) mediakanalen die de desinformatie delen is, zeker in de-
mocratische staten, in strijd met fundamentele rechten waaronder de vrijheid van mening-
suiting, zelfs als deze mediakanalen ongewenste verhalen verspreiden. Zelfs als desinfor-
matie-operaties ver onder de drempel van ‘gebruik van geweld’ blijven, maakt dat ze nog 
niet rechtmatig. De activiteiten van Operatie Doppelgänger die via cyberspace worden 
uitgevoerd, kunnen de soevereiniteit van de beoogde staten schenden en doen dat ook, niet 
door inbreuk te maken op hun territoriale integriteit, maar door hun politieke onafhanke-
lijkheid te verstoren. Afhankelijk van de interpretatie van het internationaal recht kunnen 
ze ook worden beschouwd als een verboden interventie. Uit verschillende interpretaties 
ontstaat ambiguïteit over hoe het internationaal recht moet worden toegepast op cyber-
space – ambiguïteit die ruimte biedt voor nieuwe ontwikkelingen, maar die ook kan worden 
gebruikt als machtsinstrument om nationale belangen te bevorderen, wat een ongewenste 
juridische asymmetrie tot gevolg heeft.

La Federación Rusa invadió Ucrania el 22 de febrero de 2022. Mientras está en guer-
ra con Ucrania, Rusia también está involucrada en una “guerra de palabras” con los 
Estados europeos que apoyan a Ucrania en su lucha contra la Federación Rusa. Para 
socavar y sembrar discordia en la coalición occidental, Rusia ha ejecutado una operación 
de desinformación, denominada Operación Doppelgänger. Operaciones como esta con-
stituyen un incordio, pero bloquear medios de comunicación (extranjeros) que difunden 
la desinformación es, especialmente en Estados democráticos, incompatible con derechos 
fundamentales como la libertad de expresión, incluso si esos medios difunden narrativas 
no deseadas. Incluso si las operaciones de desinformación se mantienen muy por debajo 
del umbral de un ‘uso de la fuerza’, eso no las convierte en lícitas. Las actividades de la 
Operación Doppelgänger ejecutadas a través del ciberespacio pueden y, de hecho, violan 
la soberanía de los Estados objetivo, no al invadir su integridad territorial, sino al inter-
ferir con su independencia política. Dependiendo de la interpretación que se haga del 
derecho internacional, también pueden constituir una intervención prohibida. Diferentes 
interpretaciones crean ambigüedad sobre cómo aplicar el derecho internacional al ciber-
espacio; una ambigüedad que brinda el marco para acomodar nuevos desarrollos, pero 
que también puede ser utilizada como un instrumento de poder para promover intereses 
nacionales, lo que resulta en una indeseable asimetría legal.

La Federazione Russa ha invaso l’Ucraina il 22 febbraio 2022. Mentre è in guerra con 
l’Ucraina, la Russia è anche impegnata in una “guerra di parole” con gli Stati europei 
che sostengono l’Ucraina nella sua lotta contro la Federazione Russa. Per indebolire e 
seminare discordia nella coalizione occidentale, la Russia ha avviato un’operazione di 
disinformazione, denominata Operazione Doppelgänger. Operazioni di questo tipo rappre-
sentano una fonte di tensione, ma bloccare i media (stranieri) che diffondono disinformazi-
one è, soprattutto negli Stati democratici, in contrasto con i diritti fondamentali, inclusa 
la libertà di espressione, anche se tali media diffondono narrazioni sgradite. Anche se le 
operazioni di disinformazione restano ben al di sotto della soglia di “uso della forza”, ciò 
non le rende lecite. Le attività dell’Operazione Doppelgänger, condotte attraverso il cyber-
spazio, possono effettivamente costituire una violazione della sovranità degli Stati presi di 
mira, non attraverso un’aggressione alla loro integrità territoriale, ma interferendo con 
la loro indipendenza politica. A seconda dell’interpretazione del diritto internazionale, 
esse possono anche configurare un’ingerenza illecita. Le diverse interpretazioni generano 
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ambiguità su come applicare il diritto internazionale al cyberspazio – un’ambiguità che 
da un lato consente di accogliere nuovi sviluppi, ma dall’altro può essere sfruttata come 
strumento di potere per promuovere interessi nazionali, dando luogo ad una indesiderabile 
asimmetria giuridica.

Am 22. Februar 2022 ist die Russische Föderation in die Ukraine eingefallen. Während des 
Krieges gegen die Ukraine führt Russland auch einen „Wortkrieg” gegen europäische Sta-
aten, die die Ukraine in ihrem Kampf gegen die Russische Föderation unterstützen. Um die 
westliche Koalition zu untergraben und Zwietracht zu säen, hat Russland eine Desinforma-
tionskampagne unter dem Namen „Operation Doppelgänger” durchgeführt. Operationen 
wie diese sind zwar irritierend, aber die Sperrung (ausländischer) Medienunternehmen, 
die die Desinformation teilen, steht insbesondere in demokratischen Staaten im Wider-
spruch zu Grundrechten wie der Meinungsfreiheit, selbst wenn diese Medienunternehmen 
unerwünschte Narrative verbreiten. Auch wenn Desinformationsoperationen weit unter der 
Schwelle der „Anwendung von Gewalt” bleiben, sind sie dennoch nicht rechtmäßig. Die 
im Rahmen der Operation Doppelgänger über den Cyberspace durchgeführten Aktivitäten, 
können und werden tatsächlich die Souveränität der betroffenen Staaten verletzen, nicht 
indem sie deren territoriale Integrität beeinträchtigen, sondern indem sie in ihre politische 
Unabhängigkeit eingreifen. Je nach Auslegung des internationalen Rechts können sie auch 
eine verbotene Einmischung darstellen. Unterschiedliche Auslegungen führen zur Ambi-
guität hinsichtlich der Anwendung des internationalen Rechts auf den Cyberspace – eine 
Ambiguität, die zwar Raum für neue Entwicklungen schafft, aber auch als Machtinstrument 
zur Durchsetzung nationaler Interessen genutzt werden kann, was zu einer unerwünschten 
rechtlichen Asymmetrie führt.

Keywords: Disinformation, Cyberspace, Sovereignty, Non-intervention, Public International 
Law

1  INTRODUCTION

European States are engaged in supporting Ukraine in its battle against the Russian 
Federation, after the latter’s full-scale invasion in February 2022. To undermine the 
Western coalition backing Ukraine, Russia has executed an influence operation via 
cyberspace, coined (by Western researchers) as Operation Doppelgänger. In social 
media literature, ‘Doppelgänger’ in general refers to using ‘multiple “clones” of 
authentic media outlets to target users with fake articles, videos and polls’.1 The 
2022–2024 Russian Doppelgänger activities ‘promoted Russian narratives to disrupt 
and interfere with the electoral process’,2 especially during the 2024 Elections for the 
European Parliament but also in the run-up to the 2024 Olympic Games in Paris. The 
narratives that affected, amongst others, France and Germany were ‘tailored to each 

1.	 Alexandre Alaphilippe, Gary Machado, Raquel Miguel and Francesco Poldi ‘Doppelgänger 
– Media CLONES SERVING RUSSIAN PROPAGANDA’ (2024) EU DisinfoLab <https://
www.disinfo.eu/doppelganger/> (accessed 22 December 2024); ‘What Is the Doppelgänger 
Operation? List of Resources’ (2024) EU DisinfoLab <https://www.disinfo.eu/Doppelgänger-
operation> (accessed 22 December 2024).
2.	 EEAS, ‘Doppelgänger Strikes Back: FIMI Activities in the Context of the EE24’ (2024) 
<https://euvsdisinfo.eu/uploads/2024/06/EEAS-TechnicalReport-DoppelgängerEE24_
June2024.pdf> (accessed 22 December 2024).
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country, focusing on topics such as migration, energy and climate, the war in Ukraine, 
and promoting or discrediting specific political parties and candidates’.3

Constructed narratives and disinformation disseminated via social media platform 
or on inauthentic websites4 are not solely used during elections (as in the case of the 
Russian interference in the elections in Romania or Moldova).5 Disinformation cam-
paigns are similarly employed during military missions,6 and in the prelude to and in 
times of war. Framed messages and disinformation have caused an information dis-
order on the perceptions of the Ukraine War7 and the Hamas–Israel conflict.8 This 
disorder affects both the warring parties and the (neutral) States that are interested in 
or have a stake in the conflict.9

Disinformation can have a negative effect on the audiences of a targeted State as it 
can sway the public vote, influence public opinion, sow discord or even enflame polar-
isation.10 In light hereof, the question can be raised whether this form of influence is 
allowed or rather whether these transnational acts of political tampering violate inter-
national law. Posing the question is, however, easier than answering it.

In many democratic societies, sharing diverging opinions or even express-
ing criticism against an incumbent government is part of the dynamic fabric of 
transparency and openness. The public discourse during elections is at the core 

3.	 Ibid.
4 .	 Lennart Maschmeyer, ‘Digital Disinformation: Evidence from Ukraine’ (2021) 278 CSS 
Analyses in Security Policy 1.
5.	 Kelvin Chan, ‘The EU Makes an Urgent TikTok Inquiry on Russia’s Role in Romanian 
Election Turmoil’ AP News (6 December 2024) <https://apnews.com/article/romania-tik-
tok-elections-european-union-4b5e5c544a1d20da838e7502d46bc8f7> (accessed 20 December 
2024); Victoria Olari, ‘A Russian Footprint in Moldovan Regional Elections’ (2023) DFRLab 
<https://dfrlab.org/2023/05/12/a-russian-footprint-in-moldovan-regional-elections/> (accessed 
4 April 2025); Andrew Radin, Alyssa Demus and Krystyna Marcinek ‘Understanding Russian 
Subversion: Patterns, Threats, and Responses’ (2020) <https://www.rand.org/pubs/perspectives/
PE331.html> (accessed 4 April 2025).
6.	 Cyril Bensimon and Morgane Le Cam, ‘Sahel: In the Information War, the French Army 
Retaliates and Accuses Wagner’ Le Monde (23 April 2022) <https://www.lemonde.fr/en/
international/article/2022/04/23/sahel-in-the-information-war-the-french-army-retaliates-and-
accuses-the-wagner-group_5981369_4.html> (accessed 20 December 2024).
7.	 Marcus Willett, ‘The Cyber Dimension of the Russia–Ukraine War’ (2022) 64(5) 
Survival 7; Theodore W Kleisner and Trevor T Garmey, ‘Tactical TikTok for Great 
Power Competition – Applying the Lessons of Ukraine’s IO Campaign to Future Large-
Scale Conventional Operations’ (2022) 102(4) Military Review 23; Laura Keenan, ‘True or 
False? The Fight against Disinformation’ (Modern War Institute, 30 March 2022) <https://
mwi.westpoint.edu/true-or-false-the-fight-against-disinformation/> (accessed 22 December 
2024); Sascha- Dominik Dov Bachmann, Dries Putter, and Guy Duczynski, ‘Hybrid 
Warfare and Disinformation: A Ukraine War Perspective’ (2023) 14(5) Global Insights  
858.
8.	 Sascha-Dominik Dov Bachmann, ‘Hamas–Israel: Tiktok and the Relevance of the 
Cognitive Warfare Domain’ (2024) The Defence Horizon Journal <https://tdhj.org/blog/post/
hamas-israel-tiktok-war/> (accessed 20 December 2024).
9.	 Michael N Schmitt, ‘Providing Arms and Materiel to Ukraine: Neutrality, Co-Belligerency, 
and the Use of Force’ (2022) Articles of War <https://lieber.westpoint.edu/ukraine-neutrality-
co-belligerency-use-of-force/> (accessed 2 April 2025).
10.	 Radley Hanlon, ‘It’s Not Just Facebook: Countering Russia’s Social Media Offensive’ 
(2018) GMF 18 <https://www.gmfus.org/sites/default/files/Social%2520Media%2520Policy_
Final%2520edit.pdf> (accessed 20 December 2024).
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of societal engagement and legitimacy. In these societies, the fundamental rights, 
including the freedom of thought, expression and association, are cultivated and 
protected.11 The EU effectively faced severe domestic protests, especially from 
journalists, after blocking the Russian media outlets RT and Sputnik in the wake 
of the 2022 Russian invasion of Ukraine.12 Whilst the desire to block Russian pro-
paganda and disinformation is understandable, a discussion ensued whether the 
measures taken were proportional given the infringements on basic freedoms of 
European citizens.13

However, though a demonstration, or an ad hoc propaganda campaign, could be 
labelled as an expression of the freedom of speech,14 a deliberate State-initiated strate-
gic disinformation campaign, using information and words as an instrument of power, 
with a clear political intent might well interfere with the political independence of 
another State.15

This article focuses on the question of whether and when the use of disinformation, 
with the purpose of influencing or even manipulating the decision-making process 
of targeted foreign audiences, is in violation of public international law. Operation 
Doppelgänger will be used as an illustrative case in the article.

The article will start with elaborating on (Section 2) what disinformation is, how 
Operation Doppelgänger is employed and then highlight the current salience of 
(Section 3) disinformation. Next, Section 4 assesses the mechanism behind its effec-
tiveness, while Section 5 discusses disinformation in the context of public international 
law, with a focus on the standards of sovereignty and non-intervention and the diverging 
legal opinions of States regarding their application in cyberspace. The concluding sec-
tion will present some reflections on the current state of affairs and future developments.

Obviously, this article has its limitations. First, since the topic relates to disinforma-
tion operations in the case of Operation Doppelgänger, its focus is on Russian activities 
against Western States related to the war in Ukraine, but not against Ukraine itself. In 
other words, this article does not cover the armed conflict itself (excluding international 
humanitarian law) and solely relates to the interaction between States, thus also leaving 
aside potential violations of international human rights law. Second, the actions described 
relate to those of the incumbent Russian government and do not refer to Russian citizens 
in general.

11 .	 European Convention on Human Rights, arts 9, 10, 11.
12 .	 Aiden Hoyle and Peter BMJ Pijpers, ‘Stemming the Narrative Flow: The Legal and 
Psychological Grounding for The European Union’s Ban on Russian State-Sponsored Media’ 
(2022) 11 Defence Strategic Communication 51.
13.	 Case T-125/22 RT France v Council of the European Union [2022] judgment of the 
General Court (Grand Chamber) EU:T:2022:483, see also Igor Popovic, ‘The EU Ban of RT and 
Sputnik: Concerns Regarding Freedom of Expression’ (2022) European Journal of International 
Law <https://www.ejiltalk.org/the-eu-ban-of-rt-and-sputnik-concerns-regarding-freedom-of-
expression/> (accessed 2 April 2025).
14 .	 Yablokov argues that media outlet such as RT is also a ‘source of news neglected by the 
global media juggernauts, such as CNN or BBC World News’. Ilja Yablokov, ‘Conspiracy 
Theories as a Russian Public Diplomacy Tool: The Case of Russia Today (RT)’ (2015) 35(3–4) 
Political Studies 301.
15 .	 Henning Lahmann, ‘Information Operations and the Question of Illegitimate Interference 
under International Law’ (2020) 53 Israel L Rev 189.
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2  WHAT IS DISINFORMATION

Wardle and Derakhshan distinguish three forms of the so-called information disorder, 
viz. disinformation,16 misinformation or false information that is shared without an 
intent to harm, and mal-information or trolling, i.e. genuine or framed information 
used to inflict harm on a person, organisation or country, including by means of leak-
ing of private or secret data and hate speech.

Disinformation is not merely ‘fake news’ or a ‘white lie’. Disinformation is the 
deliberate spreading of carefully constructed and verifiably false or misleading infor-
mation17 to deceive decision-making.18 In the context of this article, disinformation is 
a strategic instrument utilised by an actor with the intent to further or protect a vital 
interest of the State or non-state actor. The purpose of a disinformation campaign is 
to sow discord, mistrust and confusion amongst target audiences, by sharping ‘exist-
ing socio-cultural divisions using nationalistic, ethnic, racial and religious tensions’.19 
The misleading aspects of disinformation are not solely caused by false data: leaving 
essential data out of a message, concealing the true relation between facts or (con-
versely) forging them between unrelated topics, can be equally deceptive. Moreover, 
misleading audiences by circulating factual news via an unexpected or dubious outlet 
(disconnecting content from context) could amount to disinformation.

The Russian doctrine of ‘Active Measures’ uses disinformation activities to under-
mine and counter the Western and trans-Atlantic political narratives,20 as well as to sow 
discord and paralyse the democratic process, with the intent to blur the line between 
fact and fiction.21 The Active Measures doctrine, which was developed early 20th 
century, seeks to influence the target audience in a subconscious manner relying on 
heuristics, or ‘reflexive control’, i.e. a technique exploiting the limitations in the avail-
able data and in the human information processing capacity.22 The Soviet Union, as a 
predecessor of the Russian Federation, was not the only actor active in this realm; the 

16 .	 Claire Wardle and Hossein Derakhshan, ‘Information Disorder: Toward an Interdisciplinary 
Framework for Research and Policy Making’ (2017) Council of Europe, p. 20 <https://rm.coe.
int/information-disorder-toward-an-interdisciplinary-framework-for-researc/168076277c> 
(accessed 20 December 2024).
17 .	 J-B Jeangène Vilmer, A Escorcia, M Guillaume and J Herrera, ‘Information Manipulation: 
A Challenge for Our Democracies’ (2018) Policy Planning Staff (CAPS) of the Ministry for 
Europe and Foreign Affairs and the Institute for Strategic Research (IRSEM) of the Ministry for 
the Armed Forces 88.
18.	 Wardle and Derakhshan (fn 16).
19.	 Ibid; Aristedes Mahairas and Mikhail Dvilyanski, ‘Disinformation (Dezinformatsiya)’ 
(2018) The Cyber Defense Review 21.
20.	 Thomas Rid, Active Measures: The Secret History of Disinformation and Political Warfare 
(Profile Books, 2020).
21 .	 Mason Richey, ‘Contemporary Russian Revisionism: Understanding the Kremlin’s Hybrid 
Warfare and the Strategic and Tactical Deployment of Disinformation’ (2018) 16 Asia Eur J 101, 
109; Marie Baezner and Patrice Robin, ‘Hotspot Analysis: Cyber and Information Warfare in 
elections in Europe’ (2017) Center for Security Studies (CSS); Alina Polyakova and Spencer P 
Boyer, ‘The Future of Political Warfare: Russia, the West, and the Coming Age of Global Digital 
Competition the New Geopolitics’ (2018) Brookings – Robert Bosch Foundation.
22 .	 Timothy L Thomas, ‘Russia’s Reflexive Control Theory and the Military’ (2004) 17 
Journal of Slavic Military Studies 237; Media Ajir and Bethany Vailliant, ‘Russian Information 
Warfare: Implications for Deterrence Theory’ (2018) 12(3) Strategic Studies Quarterly 70.
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US similarly engaged (especially during the Cold War era) in the so-called Political 
Warfare.23

An illustration of an Active Measure operation, which makes use of the tech-
nique of reflexive control, is Operation Doppelgänger. The Doppelgänger campaign 
is a manipulative foreign influence operation aspiring to erode Western support for 
Ukraine by demonising the Ukrainian government, accusing it of Nazism and cor-
ruption, and sow division amongst countries that support Ukraine, by claiming that 
supporting Ukraine financially and implementing sanctions on Russia are ultimately 
failing strategies that only hurt Ukrainian people by exploiting political and social 
vulnerabilities. The EU v. Disinfo team, which exposed the activities, highlighted that 
Operation Doppelgänger makes use of virtual activities supported by activities in the 
physical dimension. For example, in October 2023, more than 250 Stars of David 
were painted on buildings all over Paris, which was subsequently amplified by online 
exposure. According to EU v. Disinfo, the French intelligence agencies suspect that 
the graffiti was an attempt by Russia to destabilise the domestic political scene by 
exploiting ‘the tension between Muslim and Jewish populations in Europe’,24 thereby 
redirecting the public’s attention away from the Russo-Ukrainian war and alluding 
to Western hypocrisy of condemning the Russian invasion but turning a blind eye to 
Israeli aggression.25

Operation Doppelgänger aims to achieve its goal mainly online, through the cre-
ation of cloned media and government websites, including those of Le Monde, The 
Guardian and Der Spiegel, as well as the amplification of content on various social 
media platforms such as Facebook, Instagram and X. In addition to cloning Western 
media outlets’ websites, the campaign operates not only a network of inauthentic sites 
targeting multiple audiences, sharing anti-Ukraine content, but also sites with pro-Rus-
sian (and anti-EU) narratives, such as Recent Reliable News (RRN), a Russian Online 
news outlet.

3  WHY IS IT ‘IN VOGUE’?

The use of disinformation to deceive opponents was already used in ancient times.26 
During the Cold War era, disinformation was an often-used tool in the US and Soviet 
Union political warfare.27 The current peak in disinformation is fuelled by the post-
Second World War knowledge on how our brain works, i.e. the field of cognitive psy-
chology, and via the technological inception of cyberspace.

23.	 Linda Robinson and others, Modern Political Warfare: Current Practices and Possible 
Responses (Rand Corporation, 2018).
24.	 ‘Spraying Hate and Slinging Lies’ (EU vs Disinfo, 16 November 2023) <https://mailchi.
mp/euvsdisinfo/dr332-882717?e=f5538d5c57> (accessed 13 December 2024).
25.	 Maria Shamrai, ‘How Russia Uses the Israel-Gaza Crisis in Its Disinformation Campaign 
against the West’ (ICCT, 8 December 2023) <https://icct.nl/publication/how-russia-uses-isra-
el-gaza-crisis-its-disinformation-campaign-against-west> (accessed 22 December 2024).
26.	 David Welch, ‘A Brief History of Propaganda: “A Much Maligned and Misunderstood 
Word”’ in Timothy Clack and Robert Johnson (eds), The World Information War: Western 
Resilience, Campaigning and Cognitive Effects (Routledge, 2021).
27 .	 Calder Walton, ‘What’s Old Is New Again: Cold War Lessons for Countering 
Disinformation’ (2022) 5(4) Texas National Security Review 49.
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3.1  Cognitive psychology

Psychology is a rather new field of science, which was originally dominated by a focus 
on the behaviour of persons or groups. After the Second World War, scholars started 
to shift their focus from behaviour to attitudes and cognition, in other words, to under-
standing how people process information.28

Lasswell articulated this change in focus eloquently with the catch-phrase ‘Who 
says what in which channel to whom with what effect’.29 The statement highlights 
the importance of not only the content but, first and foremost, the structure and 
function of (persuasive) communication, or as Hovland and others have argued, the 
source of the communication, the nature of the communication and the nature of the 
audience.30

Without delving too deep into the field of cognitive psychology, two areas of 
research are relevant in the context of this article. First, in 1973 and 1974, Kahneman 
and Tversky published research on the role of heuristics and biases. In this work, 
they highlighted the heuristics related to availability and how it affected our judg-
ments under uncertainty. They argue that ‘[i]n making predictions and judgments 
under uncertainty, people do not appear to follow the calculus of chance or the statis-
tical theory of prediction. Instead, they rely on a limited number of heuristics which 
sometimes yield reasonable judgments and sometimes lead to severe and systematic 
errors’.31 Second, in 1986, Petty and Cacioppo published their elaborate likelihood 
model (ELM),32 a dual-process model based on the determinants of motivation and 
ability. In their model, a cognitive response is based on whether a person is motivated 
to take the information in, assess it and respond to it, and whether the person is able 
to do so. A more rational avenue of processing data is followed if a person finds the 
motivation and ability to process a persuasive message, if not, a peripheral route is 
followed based on heuristics.

The body of knowledge related to cognitive psychology that was established after 
1945 has put forward insights on, and awareness of the fact that, our cognitive process 
is guided by both rational and irrational determinants. The latter are often based on 
heuristics, which include availability, anchoring, authority confirmation and confor-
mity, and can lead to biased decision.33

28 .	 Thomas H Leahey, ‘The Mythical Revolutions of American Psychology’ (1992) 47(2) 
American Psychologist 308.
29.	 Harold D Lasswell, ‘The Structure and Function of Communication in Society’ in Lyman 
Bryson (ed), The Communication of Ideas (The Institute for Religious and Social Studies,  
1948).
30.	 Carl I Hovland, Irving L Janis, and Harold H Kelley, Communication and Persuasion: 
Psychological Studies of Opinion Change (Yale UP, 1953).
31 .	 Daniel Kahneman and Amos Tversky, ‘On the Psychology of Prediction’ (1973) 80(4) 
Psychological Review 237. See also Amos Tversky and Daniel Kahneman, ‘Availability: A 
Heuristic for Judging Frequency and Probability’ (1973) 5(2) Cognitive Psychology 207; Amos 
Tversky and Daniel Kahneman, ‘Judgment under Uncertainty: Heuristics and Biases’ (1974) 
185(4157) Science.
32 .	 Richard E Petty and John T Cacioppo, ‘The Elaboration Likelihood Model of Persuasion’ 
(1986) 19 Advances in Experimental Social Psychology.
33.	 Buster Benson, ‘Cognitive Bias Cheat Sheet’ (2016) <https://buster.medium.com/ 
cognitive-bias-cheat-sheet-55a472476b18#.f6daic2o3> (accessed 18 December 2024).
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3.2  Cyberspace

As mentioned above, disinformation operations are nothing new,34 but the inception of 
cyberspace has changed the dynamics and attributes of these operations in three man-
ners, namely in relation to additional target surface, new activities and actors.

Cyberspace is a man-made domain that can be regarded as a part of our information 
environment. In this article, cyberspace entails the entire virtual dimension (the logical 
layer consists of intangible elements such as software or digital code,35 and the vir-
tual persona layer which are digital reflections of persons including our social media-
accounts) and part of the physical dimension (the physical network layer encompasses 
the tangible hardware and infrastructure, such as computers, servers, cables and net-
works) (Figure 1). The inception of cyberspace has changed the characteristics of the 
information environment, not least by adding new digital layers in the information 
environment that can be attacked or weaponised in case of conflict.36

34.	 Thomas Rid, Active Measures: The Secret History of Disinformation and Political Warfare 
(Profile Books, 2020). Linda Robinson et al, Modern Political Warfare: Current Practices and 
Possible Responses (Rand, 2018).
35 .	 Heather A Harrison Dinniss, ‘The Nature of Objects: Targeting Networks and the Challenge 
of Defining Cyber Military Objectives’ (2015) 48(1) Israel L Rev 39.
36 .	 Thomas Paterson and Lauren Hanley, ‘Political Warfare in the Digital Age: Cyber 
Subversion, Information Operations and “Deep Fakes”’ (2020) 74(4) Australian Journal of 
International Affairs 439.

Figure 1  Information environment and cyberspace37

37.	 Jelle van Haaster, On Cyber: The Utility of Military Cyber Operations during Armed 
Conflict (University of Amsterdam Dissertation, 2018) 173 (fn 898); Paul Ducheine, Jelle van 
Haaster and Richard van Harskamp, ‘Manoeuvring and Generating Effects in the Information 
Environment’ in Paul AL Ducheine and Frans PB Osinga (eds), Netherlands Annual Review of 
Military Studies 2017: Winning Without Killing: The Strategic and Operational Utility of Non-
Kinetic Capabilities in Crises (Asser Press, 2017) 155.
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Operations in cyberspace can target the layers in cyberspace, most prominently 
through digital espionage operations, which extract data confined in virtual reposito-
ries, but also via undermining attacks using binary code to modify or manipulate data, 
and to degrade or destroy the ICT infrastructure.38 Cyberspace can, conversely, also be 
used as a vector. Subversive influence operations aim to achieve effects through cyber-
space,39 targeting the cognitive dimension, using content, words, memes and footage 
as a ‘weapon’.40 Disinformation operations – when executed virtually – fall within this 
category.

Cyberspace can be characterised by the speed of communication and the ability to 
penetrate the capillaries of society. Social media generates new data and information 
and lowers the entry barriers for individuals and groups seeking to communicate.41 
Unlike the land, sea and air domain, cyberspace is not characterised by clearly defined 
territorial boundaries or other red lines that should not be crossed, which in turn raises 
questions on the applicability of sovereignty in cyberspace. Moreover, due to the low 
costs of entry and ubiquitous reach, the characteristics of cyberspace are conducive 
to activities of and engagement by non-State agents, whether with benign or malign 
intent.42 Even stronger, while States are the main actors in the physical realm of inter-
national relations and law, they are not the dominant actors in cyberspace.43

4  HOW DOES IT WORK?

Disinformation operations are subversive attacks that can use cyberspace as a vector 
to affect the cognitive dimension of targeted audiences. Often, these operations exploit 
heuristics to manipulate the processing of incoming stimuli and subsequently influ-
ence the decision-making process. In the run-up to the 2016 UK EU referendum, the 
Vote Leave camp sent numerous feeds via social media platforms, which lured specific 
audiences to the Vote Leave sites. The most powerful frame related to the slogan ‘Take 
Back Control’ insinuates that the EU had taken over control over the UK. Other feeds 
were related to football, the British tradition of ‘tea-time’ or endangered species such 
as the polar bear.44 In essence, the message was that the EU was to blame for all mis-
haps and wanted to sap British traditions.

38 .	 Peter BMJ Pijpers and Kraesten L Arnold, ‘Conquering the Invisible Battleground’ (2020) 
44(4) Atlantisch Perspectief 10.
39.	 Christopher Whyte and Brian Mazanec, Understanding Cyber Warfare: Politics, Policy 
and Strategy (Routledge, 2019) 100.
40.	 Miranda Lupion, ‘The Gray War of Our Time: Information Warfare and the Kremlin’s 
Weaponization of Russian-Language Digital News’ (2018) 31(3) The Journal of Slavic Military 
Studies 329. For an example of the military use of these operations, see Peter Schrijver,  
“‘I Want to Live”: Psychological Warfare for the Modern Era, Irregular Warfare Initiative’ 
(2024) <https://irregularwarfare.org/articles/i-want-to-live-psychological-warfare-for-the- 
modern-era/> (accessed 18 December 2024).
41 .	 Thomas Zeitzoff, ‘How Social Media Is Changing Conflict’ (2017) 61(9) Journal of 
Conflict Resolution 1970, 1980–1982.
42.	 Ibid.
43.	 For an overview of the actors and their respective positions, see Alexander Klimberg and Louk 
Faessen, ‘The Balance of Power in Cyberspace’ in Dennis Broeders and Bibi van den Berg (eds), 
Governing Cyberspace: Behaviour, Power, and Diplomacy (Rowman & Littlefield, 2020) 145.
44.	 Vote Leave’s Targeted Brexit Ads Released by Facebook’ BBC (26 July 2018) <https://
www.bbc.com/news/uk-politics-44966969> (accessed 4 April 2025).
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For disinformation to be effective, several aspects need to be taken into consider-
ation. First, doubt needs to exist or be created in the targeted audience. Disinformation 
will not work in a closed community of believers; only in societies where people doubt 
or (more positively) where different opinions are allowed and institutionalised will dis-
information operations find fertile ground. Operation Doppelgänger was active during 
the 2024 European and US presidential elections, moments where diverging opinions 
are accentuated to underscore specific political ideologies. An example of creating 
doubt is the Russian disinformation operation after the downing of the MH17.45 Instead 
of denying their involvement, Russian agents disseminated a multitude of scenarios on 
what could have happened, sowing doubt, especially in the Netherlands and Malaysian 
societies, even resulting in reticence towards accepting the conclusions of the official 
investigation report.

Second, for the audience to become susceptible to the message, the frame that gov-
erns the disinformation campaign must ‘at least partially respond to reality, or at least 
to accepted views’.46 In other words, disinformation must entail a conscious element, 
which relates to socially divisive topics and provides a sense of realism. The Russian 
operatives behind Operation Doppelganger imitated the websites of existing media 
outlets, including the Washington Post, Le Point and La Repubblica.47 Apart from a 
realistic element, a frame must entail aspects that undermine the motivation and abil-
ity so the peripheral way to process the data will be followed. This subconscious part 
uses heuristics, amongst others, related to the anchoring, confirmation and retainment 
principle. In the Brexit example mentioned earlier, tea-time is an element British cit-
izens can relate to. This realistic topic is then linked to a fictitious statement that the 
EU tries to sap their traditions and undermine the fabric of their society. Whilst this 
link is illusionary and fabricated, it still resonates inasmuch as the UK has been said 
to have a 40-year history of ‘EU-scapegoating’.48 The illusionary linkage caused a 
heuristic reflex since many UK citizens were devoid of the motivation (or unwilling) 
to process the incoming data in a rational manner and followed a more subconscious or 
peripheral route. Invoking the peripheral route can, however, be challenging since our 
cognitive heuristics cannot be switched on or off but need to be indirectly petitioned, 
for instance, due to an overload of information, or a shortage of time.

Third, repetition is a crucial technique of disinformation, especially to exploit the fab-
ricated linkages (or correlation) between random trends.49 Amplifying this correlation –  
without understanding the causality between occurrence and activity – via extensive 

45.	 See e.g. Elliot Higgens, ‘The Impossible Conspiracy Fueling Russia’s MH17 Defence’ 
(2020) Bellingcat Blog <https://www.bellingcat.com/news/uk-and-europe/2020/03/09/the- 
impossible-conspiracy-fuelling-russias-mh17-defence/> (accessed 20 December 2024).
46.	 Thomas Rid, Active Measures: The Secret History of Disinformation and Political Warfare 
(Profile Books, 2020) 4–5.
47.	 Laura French, ‘Russian ‘Doppelganger’ Influence Campaign Exposed through Internal 
Documents, Seized Accounts’ SC Media (5 September 2024) <https://www.scworld.com/
news/russian-doppelganger-influence-campaign-exposed-through-internal-documents-seized- 
accounts> (accessed 20 December 2024). The actors used cybersquatting, i.e. using registering 
a domain name similar to an existing domain in order to profit from a familiar brand, e.g. wash-
intongpost.pm or republica.in instead of washingtonpost.com repubblica.it.
48.	 Ece O Atikcan, Richard Nadeau and Eric Belnager, Framing Risky Choices: Brexit and the 
Dynamics of High-Stakes Referendums (McGill-Queen UP, 2020).
49.	 Peter BMJ Pijpers, Influence Operations in Cyberspace and the Applicability of 
International Law (Edward Elgar, 2023) ch 2.
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repetition through social media will create a fictitious relation, and in turn increase the 
illusion of truth and consequently undermine the public discourse on societal issues. 
Once shared, a message or a frame is difficult to undo. In effect, once digested, informa-
tion is ‘trapped’.50 In cyberspace, the trapped (dis)information can benefit from contin-
ued and consistent repetition of the message, for instance, with Twitter-bots,51 making 
use of heuristics such as the compatibility principle. DeMarzo et al argue that the repe-
tition of statements increases the subject’s belief in their validity, makes the statements 
more familiar, and familiarity serves as a cue to validity.52 Vicario et al remark that ‘(m)
any mechanisms cause false information to gain acceptance, which in turn generate 
false beliefs that, once adopted by an individual, are highly resistant to correction’.53

Finally, disinformation operations are misleading since they disconnect content 
from context. When President Macron or Secretary-General Rutte address the public 
from the governmental offices, we will argue that the speech has authority. However, if 
that same address is given during Sesame Street, accompanied by Big Bird, we might 
not attach the same value to it and will argue that it is a form of satire since content and 
context are not aligned. Conversely, commercial advertisements are often not true as 
they (e.g.) depict speaking animals to advocate a product. Though we know that this is 
fabricated, it is not disinformation since content and context are aligned.

In sum, disinformation operations surgically target specific audiences with bespoke 
messages. These manipulative operations lure audiences away from rational deci-
sion-making processes towards biased judgments using techniques that render the tar-
geted audiences unable to validate the authority of the data provided. 54 Democratic 
societies are discernibly vulnerable to disinformation operations since discourse is a 
core aspect of public engagement and legitimacy.

5  WHAT DOES IT MEAN IN LEGAL TERMS?

Based on the above, the main characteristics of disinformation operations, aside from 
the absence of the threat or use of force, are the focus on the cognitive dimension, and 
the objective to change the behaviour of other actors directly or indirectly via a change 
in attitude. These activities can take place in all circumstances – during armed conflict, 
crisis or peace.

The question at hand is whether these disinformation operations, which make use 
of cyberspace, will violate public international law by infringing the sovereignty of 
a State. Infringement can have different forms, ranging from a cross-border armed 
attack, a coercive intervention, to subtler forms of interference. Given the main charac-
teristics of the ‘Operation Doppelgänger’, this disinformation operation (executed out-
side an armed conflict) is governed by the standards of sovereignty and the prohibition 
to intervene in the affairs of another State.

50.	 Johan E Korteling, M Duistermaat and A Toet, Subconscious manipulation in psychologi-
cal warfare, Report No V1522 (TNO, 2018) 19.
51 .	 Yuriy Gorodnichenko, Tho Pham and Oleksandr Talavera, ‘Social Media, Sentiment and 
Public Opinions: Evidence from #Brexit and #Uselection’ (2018) NBER Working Paper.
52 .	 Peter M DeMarzo, Dimitri Vayanos and Jeffrey Zwiebel, ‘Persuasion Bias, Social Influence, 
and Unidimensional Opinions’ (2003) 118(3) The Quarterly Journal of Economics 909.
53 .	 Michela Del Vicario et al, ‘The Spreading of Misinformation Online’ (2016) 113(3) 
Proceedings of the National Academy of Sciences of the United States of America 558.
54 .	 Alexander Lanoszka, ‘Disinformation in International Politics’ (2019) 4(2) EJIS 227, 229.
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5.1  State sovereignty

Sovereignty is a primary rule (i.e. entailing a legal obligation) of customary interna-
tional law as found in State practice and opinio iuris, and reflected in decisions of inter-
national courts, multilateral conventions including Article 2(1) of the UN Charter, and 
resolutions of the UN General Assembly.55 Affirmation of the legal obligations of sov-
ereignty is similarly found in case law. The 1927 Lotus Case argued that, if there are 
no permissive rules, a State ‘may not exercise its power in any form in the territory of 
another State’.56 In the 1949 Corfu Channel case, the International Court of Justice (ICJ) 
stated that ‘between independent States, respect for territorial sovereignty is an essen-
tial foundation of international relations’.57 In the 1974 Nuclear Test case, Australia 
claimed that the radioactive fall-out from French atmospheric nuclear testing landed on 
Australian soil, violating its territorial integrity and, hence breaching international law.58 
The seminal 1986 Nicaragua case59 for its part affirms the obligation under customary 
international law not to violate the norms of territorial integrity and sovereignty.

While in the physical realm respect for State sovereignty is an acknowledged legal 
obligation, this is not necessarily the case in the virtual or informational dimension. 
To assess whether Russia, via Operation Doppelgänger, has violated the sovereignty 
of other States, an assessment will be made grounded on the two main components of 
sovereignty: territorial integrity and political independence. The distinction is based 
on the 1928 Island of Palmas Arbitral Award,60 stating that ‘Sovereignty in the rela-
tions between States signifies independence. Independence in regard to a portion of the 
globe is the right to exercise therein, to the exclusion of any other State, the functions 
of a State’. It is also used in the Tallinn Manual.61

Territorial integrity relates to the territory of the State. Territorial integrity signifies 
the exclusive authority and power the State has over its territory and its public and 
private residents.62 The nature of an incursion is related not only to the State’s control 
of the territory but also to the authority and protection of persons, materiel and infra-
structure in the territory of the State.63 Cyberspace is partially linked to that territory. 
The computers (physical network layer) are generally located on the sovereign soil of 
a State. An infringement that damages the ICT infrastructure, whether held in public 
or private hands,64 could therefore constitute a violation of territorial integrity,65 since 
sovereignty ‘protects all infrastructure within a state’.66

55 .	 UNGA, Res 2625(XXV) (24 October 1970).
56.	 SS Lotus (France v. Turkey) (1927) PCIJ, Ser. A, No 10, 18.
57.	 Corfu Channel (UK v. Albania) (Merits) [1949] ICJ Rep 4, 35.
58.	 Nuclear Tests (Austl v. Fr) – Judgment [1974] ICJ Rep 253, 271–72.
59.	 Military and Paramilitary Activities in and Against Nicaragua (Nicaragua v. USA) (Merits) 
[1986] ICJ Rep 14, paras 213 and 227.
60.	 Island of Palmas (USA v. Netherlands), Award (1928) II RIAA 829, 838.
61.	 Michael N Schmitt, Talllinn Manual 2.0 on the International Law Applicable to Cyber 
Operations (CUP, 2017) Rule 1.
62.	 Schmitt (fn 61) Rule 4 (11, 15).
63 .	 Wolf Heintschel von Heinegg, ‘Territorial Sovereignty and Neutrality in Cyberspace’ 
(2013) 89 Int’l L. Stud. 123.
64.	 Schmitt (fn 61) Rule 4 (5).
65 .	 Michael N Schmitt and Liis Vihul, ‘Sovereignty in Cyberspace: Lex Lata Vel Non?’ (2017) 
111 AJIL 213.
66.	 Duncan B Hollis and Jan Neutze, ‘Defending Democracies via Cybernorm’ in Duncan B 
Hollis and Jens David Ohlin (eds), Defending Democracies (OUP, 2021) 315, 321.
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Disinformation operations can be executed from within the territory of the tar-
geted State. Should Russian agent – being present in person without prior consent 
of the host State – have executed undermining activities (in the context of Operation 
Doppelgänger) in France, then territorial integrity – and hence State sovereignty – is 
violated. This could be the case if the more than 250 Stars of David were painted on 
the buildings in France by Russian State officials.

Disinformation operations can also be executed from abroad via cyberspace in which 
case no border is physically crossed, and a violation of territorial integrity is more dif-
ficult to substantiate.67 The Tallinn Manual 2.0 lists three criteria for a remotely exe-
cuted operation via cyberspace that violates territorial integrity. First, causing physical 
damage by a cyber operation executed from abroad could qualify as a violation of sov-
ereignty.68 In case of a cyber operation, this refers to damage to the physical network 
layer of public or private ICT infrastructure, for instance, due to malware. Second, 
functional damage could also qualify as a violation of territorial integrity. The loss of 
functionality relates to the logical and virtual persona layers of cyberspace and not the 
ICT infrastructure. The experts of the Tallinn Manual 2.0 were unable to pinpoint the 
exact thresholds of functional damage due to a lack of State practice and opinio iuris 
but argued that if permanent functional impairment necessitates the repair or replace-
ment of physical components, it would be ‘akin to physical damage or injury’.69 The 
final category marks those cyber operations that do not result in physical or permanent 
functional damage to the layers in cyberspace. Examples include the temporary loss of 
functionality, altering or deleting stored data, data theft, port scanning or the creation of 
a backdoor for future cyberattacks.70 The experts could not achieve consensus on when 
and whether an operation would fall in this category. Roguski elaborated on this topic, 
providing two generic avenues;71 either every cyberattack in the ICT infrastructure of 
a State is a violation of sovereignty, which he labelled the penetration-based approach, 
or a minimum impact is required before an intrusion violates territorial integrity  
(the intrusion-based approach). These views will also be relevant for the varying legal 
opinions of States discussed later in this article.

However, physical damage and permanent or temporary functional damage do not 
apply to disinformation operations, since these operations solely use cyberspace as a 
vector to achieve a cognitive effect.

While disinformation operations will therefore most likely not violate territorial 
integrity, they may nonetheless violate political independence, the second element 
of sovereignty. Political independence refers to the authority States have over their 
‘inherently governmental functions’,72 including collecting taxes, defending the State 
and holding elections. Criteria for tampering with political independence are 

67.	 Schmitt (fn 61) Rule 4 (5, 10, 21).
68 .	 Marko Milanovic and Michael N Schmitt, ‘Cyber Attacks and Cyber (Mis)Information 
Operations during a Pandemic’ (2020) 11 Journal of National Security Law & Policy 247, 7.
69.	 Schmitt (fn 61) Rule 4 (13); see also Przemysław Roguski, ‘Violations of Territorial 
Sovereignty in Cyberspace — An Intrusion-Based Approach’ in Dennis Broeders and Bibi van 
den Berg (eds), Governing Cyberspace (Rowman & Littlefield, 2020) 79.
70.	 Schmitt (fn 61) Rule 4 (14).
71 .	 Przemysław Roguski, ‘Application of International Law to Cyber Operations: A 
Comparative Analysis of States’ Views’ in The Hague Program for Cyber Norms, Policy Brief 
(2020) 5–6.
72.	 Michael N Schmitt, “‘Virtual” Disenfranchisement: Cyber Election Meddling in the Grey 
Zones of International Law’ (2018) 19(1) Chicago JIL 30, 45; Schmitt (fn 61) Rule 4 (10, 16, 17).
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interference or – more severe – usurpation. During usurpation, one State takes over 
the State functions of another State as was the case in 1960 when Israel took over and 
executed law enforcement tasks in Argentina and abducted Eichmann to put him on 
trial in Jerusalem.73 Interference with inherently governmental functions refers to the 
meddling with or frustrating of the execution of State functions, in which physical or 
functional damage is not a requirement. The activities of Operation Doppelgänger will 
probably not usurp State functions but can interfere with them. The crucial question 
here is when does unwelcome propaganda turn into interference. On the one hand, it 
is important to respect fundamental rights, including the freedom of speech. However, 
on the other hand, when a State uses subterfuges to propagate misleading content to 
dissuade inhabitants to vote, or manipulate their ability to make a free and fair appre-
ciation, their political choice is severely impaired.74 In a general sense, if Operation 
Doppelgänger is indeed a Russian controlled activity that is executed during times of 
elections or crisis management (both entailing State functions), the misleading disin-
formation operations can be labelled as an interference, violating the political indepen-
dence of a State and hence its sovereignty.

While sovereignty is a primary rule of law, and the legal assessment will argue that 
Operation Doppelgänger can violate sovereignty, based on the element of political 
independence, not all States are convinced that the standard of sovereignty is applica-
ble in full in cyberspace.75 Sovereignty is indeed not a universally accepted standard in 
cyberspace due to diverging opinions on how to apply the notion of territorial integrity 
to the virtual dimension of cyberspace.76 The legal ambiguity relates to two issues: 
how to interpret existing international law (in this case sovereignty) to cyberspace, 
and the subsequent discourse on whether new conventions or norms are needed if 
re-interpreting international law does not suffice.77

The discourse on sovereignty in cyberspace started when, in 2018, the Attorney 
General of the United Kingdom argued that the UK is not persuaded that a specific  
rule on sovereignty exists for cyber activities beyond a prohibited intervention.78 In 

73 .	 See UNSC, S/Agenda/865 (22 June 1960); Michael N Schmitt and Liis Vihul, ‘Respect for 
Sovereignty in Cyberspace’ (2017) 95(7) Tex L. Rev. 1639, 1659.
74.	 While the Russian influence operation did not violate territorial integrity, political inde-
pendence was breached during the 2016 UK EU referendum and the 2016 US presidential elec-
tion, see Pijpers (fn 49) ch 5.
75 .	 Gary P Corn and Robert Taylor, ‘Sovereignty in the Age of Cyber’ (2017) 111 AJIL 
Unbound 207.
76.	 See e.g. Aude Gery, ‘Navigating France’s Views on Sovereignty in Cyberspace: Why 
Might France Not Be in the “Sovereignty-As-A-Rule” and in the “Pure Sovereignty” Camps’ 
(2024) European Journal of International Law 1 <https://www.ejiltalk.org/navigating-frances-
views-on-sovereignty-in-cyberspace-why-might-france-not-be-in-the-sovereignty-as-a-rule-
and-in-the-pure-sovereignty-camps/> (accessed 4 April 2025).
77 .	 Kubo Mačák, ‘From Cyber Norms to Cyber Rules: Re-Engaging States as Law-Makers’ 
(2017) 30 LJIL 877.
78.	 Jeremy Wright, ‘Cyber and International Law in the 21st Century’ (2018) Speech at 
Chatham House <https://www.gov.uk/government/speeches/cyber-and-international-law-in-the- 
21st-century> (accessed 18 December 2024), reiterated in later documents and statements; see 
also Suella Braverman, ‘International Law in Future Frontiers’ (2022) Speech at Chatham House 
<https://www.gov.uk/government/speeches/international-law-in-future-frontiers> (accessed 
18 December 2024). Though the discourse on sovereignty in cyberspace might be the most 
prominent, other standards (including international humanitarian law) ignite discussions among 
States; see also François Delerue and Fan Yang, ‘Navigating Sino-European Approaches to the 
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particular, the view some States, including the UK, subscribe to is that sovereignty is 
a principle of law, but not an autonomous legal obligation. A second group of States, 
including not only the Netherlands, Canada and France but also the European Union 
(EU) and the African Union (AU),79 qualifies it as both a principle and a legal obli-
gation. A third group includes States such as the US and Israel, which have chosen to 
remain silent for the moment,80 or which have not comprehensively provided an opinio 
iuris on how international law applies to cyberspace (and the wider information envi-
ronment), and prefer to use generic terms when stipulating the application of interna-
tional law to cyberspace.81 In some cases, the position of this latter group of States can 
be deduced from official statements and positions in the UN GGE and OEWG.82 To 
complicate matters further, also within the (second) group of States that have opined 
that sovereignty entails a legal obligation in cyberspace, diverging interpretations exist. 
France,83 Iran,84 the African Union and (to some extent) Switzerland85 take a purist 
approach to sovereignty, arguing that any breach into the ICT infrastructure is a vio-
lation of sovereignty86 – a position in line with the penetration-based approach men-
tioned earlier. On the other hand, Germany,87 Canada, Sweden and the Netherlands88 

Application of International Law in Cyberspace’ Report on the Second Meeting of the Sino-
European Expert Working Group on the Application of International Law in Cyberspace (2023).
79.	 African Union Peace and Security Council, ‘Common African Position on the 
Application of International Law to the Use of Information and Communication Technologies 
in the Cyberspace’ (2024); Council of the European Union (2024) Declaration on a Common 
Understanding of International Law in Cyberspace <https://data.consilium.europa.eu/doc/docu-
ment/ST-15833-2024-INIT/en/pdf> (accessed 18 December 2024).
80 .	 Roy Schondorf, ‘Israel’s Perspective on Key Legal and Practical Issues Concerning the 
Application of International Law to Cyber Operations’ (2020) EJIL 1; Harold Hongju Koh, 
‘International Law in Cyberspace’ (2012) 4854 Faculty Scholarship Series 1.
81 .	 For instance, the Australian legal opinion ‘recognises that activities conducted in cyber-
space raise new challenges for the application of international law, including issues of sover-
eignty’, see Australian Government, Australia’s Position on the Application of International 
Law to State Conduct in Cyberspace (Annex B) (2020).
82 .	 UNGA A/76/136 (13 July 2021) 25.
83.	 Ministère des Armées (France), Droit International Appliqué Aux Opérations Dans 
Le Cyberespace (2019) <https://www.defense.gouv.fr/sites/default/files/ministere-armees/
Droit%20international%20appliqué%20aux%20opérations%20dans%20le%20cyberespace.
pdf> (accessed 18 December 2024).
84.	 Armed Forces of the Islamic Republic of Iran, ‘Declaration regarding International Law 
Applicable to the Cyberspace’ Nour News (2020) <https://nournews.ir/En/News/53144/General-Staff-
of-Iranian-Armed-Forces-Warns-of-Tough-Reaction-to-Any-Cyber-Threat> (accessed 2 April 2025).
85.	 Swiss Ministry of Foreign Affairs, Position Paper on Switzerland’s Participation in 
the UN OEWG and UNGGE (2020) <https://unoda-web.s3.amazonaws.com/wp-content/
uploads/2020/02/switzerland-position-paper-oewg-gge-final.pdf> (accessed 18 December 2024).
86 .	 See also Kevin Jon Heller, ‘In Defense of Pure Sovereignty in Cyberspace’ (2021) 97 Int’l 
L. Stud. 1432.
87.	 The Federal Government (Germany), On the Applicability of International Law in 
Cyberspace (2021) <https://www.auswaertiges-amt.de/resource/blob/2446304/32e7b2498e10b-
74fb17204c54665bdf0/on-the-application-of-international-law-in-cyberspace-data.pdf> 
(accessed 18 December 2024).
88.	 Kingdom of the Netherlands, ‘Letter to the President of the House of Representatives on the 
International Legal Order in Cyberspace – Appendix: International Law in Cyberspace’ (2019) 
2 <https://www.government.nl/documents/parliamentary-documents/2019/09/26/letter-to-the- 
parliament-on-the-international-legal-order-in-cyberspace> (accessed 18 December 2024).
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conversely take an intrusion-based approach arguing that ‘activities causing negligible 
or de minimis effects would not constitute a violation of territorial sovereignty’.89 As 
Sweden argues, ‘whether an intrusion has in fact resulted in a violation of sovereignty 
needs to be assessed on a case-by-case basis taking into consideration the nature and 
character of the intrusion’.90

Some States conclude, based on the discourse on the application of international 
law to cyberspace and the wider information environment, that there is a legal vacuum 
and re-interpretation alone will not provide solace.91 While basically all States pro-
claim that the ‘principles’ of the UN Charter apply to the ICT environment, the specific 
legal obligations attached to it are a different matter. Within this group of (mostly 
authoritarian) States that are not convinced that re-interpretation of international law 
suffices, two overall lines of reasoning exist. On the one hand, States like Venezuela, 
Iran and Russia argue that new binding norms, hence a new convention, are needed.92 
On the other hand, States such as China argue that sovereignty is a ‘natural extension 
of state sovereignty in cyberspace’;93 hence, cyberspace is governed by domestic law 
and no distinction is made between virtual and physical elements of cyberspace.94

5.2  Non-intervention

The prohibition to intervene in another State is the corollary to every State’s right to 
sovereignty.95 Non-intervention as a rule of customary international law is reflected in 
the 1949 Corfu Channel case,96 and the 1986 Nicaragua case wherein the ICJ stated 
that the prohibition of intervention is ‘part and parcel’ of customary international law.97 
An intervention is a breach of a legal obligation if it impacts upon the domestic juris-
diction – domaine réservé – of another State, and if it is coercive in nature.98 Moreover, 

89.	 Government of Canada, ‘International Law Applicable in Cyberspace’ (2022) Bullet 17 <https://
www.international.gc.ca/world-monde/issues_development-enjeux_developpement/peace_securi-
ty-paix_securite/cyberspace_law-cyberespace_droit.aspx?lang=eng> (accessed 18 December 2024).
90.	 Government Offices of Sweden, ‘Position Paper on the Application of International 
Law in Cyberspace’ <https://www.regeringen.se/4a1ce0/contentassets/2bf3882c23bb4fd-
fb935310b03d562a1/swedens-position-paper-on-the-application-of-international-law-in- 
cyberspace.pdf> (accessed 2 April 2025).
91 .	 Russian Delegation to the OEWG, Statement by the Representative of the Russian 
Federation at the Online Discussion of the Second ‘Pre-Draft’ of the Final Report of the UN 
Open-Ended Working Group (2020).
92 .	 UNGA (A/AC.290/2021/INF/2) 29 November 2021, 90; Iranian Ministry of Foreign 
Affairs, Intervention by Delegation of the Islamic Republic of Iran on International Law (2020) 
OEWG second informal virtual meeting.
93 .	 Zhang Xinbao and Xu Ke, ‘A Study of Cyberspace Sovereignty’ (2016) 4(5) China Legal 
Science 33, 34.
94 .	 Zhixiong Huang and Kubo Mačák, ‘Towards the International Rule of Law in Cyberspace: 
Contrasting Chinese and Western Approaches’ (2017) 16 Chinese JIL 271.
95.	 Robert Jennings, Oppenheim’s International Law (9th edn, OUP, 1992).
96.	 Corfu Channel Case (fn 57).
97.	 Nicaragua Case (fn 59) 106.
98.	 Ibid, 107–08; Schmitt (fn 61) 48; Steven J Barela, ‘Cross-Border Cyber Ops to Erode 
Legitimacy: An Act of Coercion’ (2017) Just Security <https://www.justsecurity.org/36212/
cross-border-cyber-ops-erode-legitimacy-act-coercion/> (accessed 20 December 2024); Harriet 
Moynihan, The Application of International Law to State Cyberattacks – Sovereignty and Non-
Intervention (Chatham House Report, 2019) 27.
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the act must be attributable to a State.99 This may also be the case where a non-State 
actor is acting under the direction or control of a State.100

The domaine réservé is the area ‘in which each State is permitted, by the princi-
ple of State sovereignty, to decide freely. This area includes the choice of a politi-
cal, economic, social and cultural system, and the formulation of foreign policy’.101 
The domaine réservé relates to the jurisdiction of a sovereign State. The size of the 
reserved domain of the State is dependent on the international obligations of the State, 
as alluded to in the 1923 Nationality Decrees case, and the 1923 Wimbledon case.102 
The size is not unrestricted,103 and has diminished, for instance, with the advance of 
international human rights law.104

An intervention is wrongful when it ‘uses methods of coercion in regard to such 
choices, which must remain free ones’.105 Coercion, whilst ill-defined,106 in effect, is 
‘the very essence of prohibited intervention’.107 Coercion is not necessarily a legal 
term, and its interpretation varies from intimidation, to equating it to the use of force 
as alluded to in the Nicaragua case: coercion ‘is particularly obvious in the case of an 
intervention which uses force in the direct form of military action’.108 However, coer-
cion can have a more subtle and psychological dimension, manipulating the opponent’s 
choices and reducing the number of options to choose from by applying subversive, 
psychological or manipulative means.109 Similar to a breach of political independence 
(related to sovereignty), not all disinformation operations are interventions. For a dis-
information operation to be coercive, it must have the aim to alter or manipulate the 

99.	 Article 2(a) of ‘Articles on the Responsibility of States for Internationally Wrongful Acts 
(ARSIWA)’ (United Nations, 2013) <https://www.un-ilibrary.org/international-law-and-jus-
tice/materials-on-the-responsibility-of-states-for-internationally-wrongful-acts_1b3062be-en> 
(accessed 2 April 2025).
100.	 Ibid. Article 8 ARSIWA; Katharine Fortin and Ezequiel Heffes (eds), Armed Groups and 
International Law: In the Shadowland of Legality and Illegality (Edward Elgar Publishing, 
2023).
101.	 Nicaragua Case (fn 59) para 205; Benedikt Pirker, ‘Territorial Sovereignty and Integrity 
and the Challenges of Cyberspace’ in Katharina Ziolkowski (ed), Peacetime Regime for State 
Activities in Cyberspace: International Law, International Relations and Diplomacy (NATO 
CCDCOE, 2013) 191.
102.	 SS Wimbledon (United Kingdom and Poland v. Germany), Intervention, Judgment, (1923) 
PCIJ Series A No 1, 30 and 33; Nationality Decrees Issued in Tunis and Morocco (French Zone) on 
November 8th, 1921, (Great Britain v. France), Advisory Opinion, (1923) PCIJ Series B No 4, 24.
103.	 James Crawford, Brownlie’s Principles of Public International Law (9th edn, OUP, 2019) 
191–200; Kingdom of the Netherlands, ‘Letter to the President of the House of Representatives 
on the International Legal Order in Cyberspace – Appendix: International Law in Cyberspace’ 
(2019) 2 <https://www.government.nl/documents/parliamentary-documents/2019/09/26/letter-to-
the-parliament-on-the-international-legal-order-in-cyberspace> (accessed 18 December 2024).
104 .	 Maziar Jamnejad and Michael Wood, ‘The Principle of Non-Intervention’ (2009) 22 LJIL 
345, 376.
105.	 Nicaragua Case (fn 59) para 205.
106.	 Lahmann (fn 15) 197.
107.	 Nicaragua Case (fn 59) para 205.
108.	 Ibid.
109.	 Steven Wheatley, ‘Regulating the Frontiers of Hybrid-Warfare: The International Law on 
Foreign State Cyber’ (2019) Conference Proceedings New Technologies: New Challenges for 
Democracy and International Law; Nicholas Tsagourias, ‘Electoral Cyber Interference, Self-
Determination and the Principle of Non-Intervention in Cyberspace’ in Dennis Broeders and 
Bibi van den Berg (eds), Governing Cyberspace (Leiden UP, 2020) 45.
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faith in the integrity of the electoral process, or the perceptions and beliefs of the 
audience in another State,110 with the purpose ‘to influence outcomes in (…) matters 
reserved to a target State’.111

Could the activities of Operation Doppelgänger be labelled as prohibited inter-
ventions? First, the activities target areas that are not covered by conventions. If the 
activities of Operation Doppelgänger would violate human rights laws, then it could 
be covered by and handled according to the treaties on international human rights 
law. The current activities infiltrate and influence the public debate in States such as 
France or Germany and moreover tamper with the foreign policies (towards Ukraine 
and Russia) of these States: Operation Doppelgänger activities would therefore appear 
to implicate the domaine réservé of the targeted States.

Second, are these actions within the reserved domain of a foreign State coercive? 
Coercive actions are deliberate; they aim to undermine the control of another State and 
pursue a change of policy of that State. Creating websites to impersonate news outlets 
points to a deliberate action, and the activities are clearly meant to change the policy 
of inter alia France, Italy, the US and Germany towards Ukraine. This is not so much 
by influencing the elected officials but by manipulating the public sphere via dissem-
inating disinformation via social media accounts and on misleading copycat websites. 
Whether this undermines the discourse in the public sphere, and whether it deprives 
the German or French electorate of its freedom of choice, is questionable. Though the 
activities of Operation Doppelgänger influence or even manipulate the targeted audi-
ences in France and Germany, it would be a stretch to argue that these disinformation 
operations result in leaving the targeted audiences no choice, which is the essence of 
coercion.112

To wrap up, the activities of Operation Doppelgänger witnessed thus far, assuming 
they can be attributed to the Russian Federation, remain below the threshold of a ‘use 
of force’. However, that does not render the acts lawful. As argued above, Operation 
Doppelgänger is breaching the sovereignty of the targeted States, not by violating the 
territorial integrity but by interfering with the political independence of these States. 
By contrast, whether the disinformation activities of Operation Doppelgänger, in the 
physical or virtual realm, violate the standard of non-intervention is doubtful. Although 
the actions are well within the reserved domain of other States and are manipulative in 
nature, it is questionable whether they leave the targeted audience no choice and there-
fore are genuinely coercive. It is not excluded, however, that they can become coercive 
if the activities surge during times of election.113

Ambiguity is not limited to the interpretation of sovereignty in cyberspace.114 While 
the standard of non-intervention is a legal obligation in the physical as in the virtual 

110.	 Anna Reynolds, Social Media as a Tool of Hybrid Warfare (NATO Strategic Communication 
COE, 2014) 8.
111.	 Schmitt (fn 61) Rule 66 (19).
112.	 Chimène I Keitner, ‘Foreign Election Interference and International Law’ in Duncan B 
Hollis and Jens David Ohlin (eds), Defending Democracies (OUP, 2021); Jens David Ohlin, 
Election Interference: International Law and the Future of Democracy (CUP, 2020).
113.	 Ivana Karaskova, ‘China’s Information Manipulation as a Tool of Political Coercion’ in 
Nad’a Kovalcikova (ed), Hacking Minds and Machines: Foreign Interference in the Digital Era 
(EUISS, 2024) 6.
114 .	 Nicholas Tsagourias, ‘Electoral Cyber Interference, Self-Determination and the Principle 
of Non-Intervention in Cyberspace’ (2019) EJIL.
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realm,115 it is not uncontested. Is the domaine réservé still as distinctive in ‘a world 
where social media platforms have transformed online communications and politi-
cal campaigning?’116 Moreover, are there still domestic areas that are exempt from 
the effects of international law, especially considering the wide reach of international 
human rights law?117

The core controversy related to the standard of non-intervention is, however, related 
to sovereignty. If, in line with the UK opinio iuris, sovereignty does not entail a legal 
obligation in cyberspace, it could be argued that the notion of coercion will have to 
widen to ‘ensure that it catches a broader range of malicious cyber operations to com-
pensate for its rejection of the principle of territorial sovereignty as a rule of interna-
tional law’.118 In this situation, coercion will not be limited to an intervention related 
to the ‘freedom of choice’, the wording in the 1986 Nicaragua case,119 but to the ‘free-
dom of control’ – a notion broader than the current lex lata. Based on this broader 
interpretation, Operation Doppelganger could be assessed as a prohibited intervention.

6  REMAINING LEGAL AMBIGUITY – CONCLUDING REMARKS

Operation Doppelgänger seeks to influence public opinion, sow discord and poten-
tially shift voter perceptions by persistently targeting audiences across multiple coun-
tries and languages with bespoke messages.120 Operation Doppelgänger has both a 
physical and, most prominently, a virtual guise. Most current disinformation or manip-
ulative influence operations make use of cyberspace to disseminate content and reach 
targeted audiences.

Blocking disinformation from foreign media outlets is challenging, especially in 
democratic societies, since it is at odds with fundamental rights, including the freedom 
of speech, even if these outlets fuel growing distrust in traditional media and govern-
mental institutions and increase cynicism.

Unfortunately, despite the fact that ample legal opinions of States have underscored 
that international law applies to cyberspace, via unilateral statements, reports by inter-
national organisations such as recently by the African Union and the European Union, 

115 .	 Russell Buchan, ‘Cyber Attacks: Unlawful Uses of Force or Prohibited Interventions?’ 
(2012) 17(2) JC and SL, 212, 221.
116.	 Ido Kilovaty, ‘The International Law of Cyber Intervention’ in Nicholas Tsagourias and 
Russell Buchan (eds), Research Handbook on International Law and Cyberspace (2nd edn, 
Edward Elgar Publishing, 2021) 97, 100.
117.	 Marko Milanovic, ‘Revisiting Coercion as an Element of Prohibited Intervention in 
International Law’ (2023) 117(4) AJIL 611 <https://dx.doi.org/10.1017/ajil.2023.40> (accessed 
2 April 2025).
118.	 Russell Buchan and Nicholas Tsagourias, ‘The African Union’s Statement on the 
Application of International Law to Cyberspace: An Assessment of the Principles of Territorial 
Sovereignty, Non-Intervention, and Non-Use of Force (2024) EJIL <https://www.ejiltalk.
org/the-african-unions-statement-on-the-application-of-international-law-to-cyberspace-an-
assessment-of-the-principles-of-territorial-sovereignty-non-intervention-and-non-use-of-
force/> (accessed 2 April 2025).
119.	 Nicaragua Case (fn 59) para 205, stating that ‘Intervention is wrongful when it uses meth-
ods of coercion in regard to such choices, which must remain free ones’.
120.	 Operation Doppelgänger is attributed to Russian (state-controlled) companies Struktura 
and Social Design Agency (also known as ASP). See also EU DisinfoLab (fn 1).
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and ad hoc declarations,121 controversy remains. The question of how international law 
applies to cyberspace is still subject to discussion, which affects the legal assessment 
of disinformation operations.122

If it is accepted that – in general – international law, including the principles of 
sovereignty and non-intervention, applies to cyberspace, then it can be assessed that 
the activities of Operation Doppelgänger breach the sovereignty of the targeted States, 
not via territorial integrity but by interfering with the political independence of States 
such as Germany, Italy and France. In turn, whether the activities are also tantamount 
to violations of the standard of non-intervention is debatable. While these acts affect 
the reserved domain of the targeted States, labelling them as genuinely coercive is 
questionable in light of the divergent opinio iuris of States.

Apart from the diverging interpretations and granularities in legal opinions of States, 
new developments will exacerbate the diverging interpretations and associated ambi-
guity. Moreover, the wars in Ukraine and Gaza have highlighted the role of non-State 
actors – ranging from lone whiz-kids to High-Tech firms – during and in the prelude 
to conflicts and war. By way of illustration, the hacker’s collective ‘Anonymous’ has 
declared war on Russia, but what does that mean in legal terms? And how will tech-
nological developments, including artificial intelligence, affect the effectiveness and 
compelling nature of disinformation operations?

International law governs the relationship between States. A code of law that is 
based on international customary law and conventions, and one that is not set in stone 
but provides room to manoeuvre to accommodate (e.g.) new (technological) devel-
opments. However, if the room to manoeuvre is substantive and creates ambiguity, 
international law in cyberspace could turn into an instrument of power that States will 
use for legal cherry-picking to further their national interests, thereby creating legal 
asymmetry.

121.	 Internet Governance Forum, ‘Paris Call for Trust and Security in Cyberspace’ (2021) 
<https://pariscall.international/en/> (accessed 18 December 2024).
122.	 Tsagourias (fn 110) 45.
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