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Rethinking Cyber Deterrence: Adapting to the Realities of the
Digital Battlefield

Abstract

The question of whether deterrence is achievable in or through cyberspace has sparked
considerable debate among academics. Over time, arguments have evolved, further
entrenching this discourse and moving it out of the mainstream spotlight. This article
examines how recent armed conflicts in Ukraine and Gaza may reinvigorate discussions
surrounding this issue. It emphasizes that cyber activities can indeed produce deterrent
effects while also recognizing the necessity for a new terminology to accurately capture
these effects. In cyberspace, traditional deterrent logics—such as deterrence by denial or
punishment—along with core principles including credibility, communication, and cost-
benefit analysis, do not uniformly apply due to the prevalence of non-state actors and the
complexities of attribution. Moreover, cyberspace's unique characteristics, such as the
influx of diverse actors and a broad spectrum of potential activities, have transformed the
foundational principles of deterrence. This article concludes that cyberspace functions as a
level playing field where both state and non-state actors can exert influence, leading to the
emergence of new forms of deterrent effects. It reframes the concept of deterrence to align
with the distinctive features of cyberspace, illustrating how cyber operations can
significantly influence adversaries' actions.

This article is available in Journal of Strategic Security: https://digitalcommons.usf.edu/jss/vol18/
iss1/4
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Introduction

The Netherlands' Defense Cyber Strategy emphasizes the use of
military cyber capabilities for deterrence, aiming to enhance the
government's deterrent arsenal. However, the effectiveness of offensive
cyber capabilities as a deterrent remains ambiguous and challenging to
assess.! Deterrence, a concept originating in the Cold War era, along
with the notion of compellence, is employed in strategic coercion to
influence the behaviors of other actors.? Tilly defines coercion as
actions that result in loss or damage to individuals or groups who are
cognizant of the potential consequences.3 Primarily relevant to
international relations, strategy, and war studies, coercion involves
leveraging threats or displays of military power to deter adversaries.
The emergence of cyber warfare has significantly transformed the
landscape of conflicts, enabling states to project power and coerce
without crossing the threshold of traditional armed conflict.4 This
development suggests that if conflicts can occur in cyberspace, the
concept of cyber deterrence may also be plausible.

However, the question of whether deterrence is achievable in
cyberspace remains a contentious issue, complicated by the prevention
paradox—the success of deterrence is often indicated by the absence of
negative events, rendering it difficult to measure.5 Current discussions
predominantly apply conventional deterrence theory to cyberspace,
focusing on deterring state actors from sophisticated cyberattacks, such
as the Stuxnet incident.® This approach overlooks the reality that both
state and non-state actors regard cyberspace as a critical domain for
pursuing strategic objectives below the thresholds of traditional
warfare, as evidenced by the behaviors of major powers like Russia and
China.”

Despite the absence of a catastrophic cyberattack, millions of daily
intrusions target critical systems, including finance, healthcare, and
infrastructure. Van de Velde posits that expectations regarding cyber
deterrence may be unrealistic.8 He argues that cyber deterrence cannot
rely on traditional nuclear strategies and instead necessitates a tailored
approach featuring proportional retaliatory measures.9 Clark and
Knake contend that the principles of nuclear deterrence are ill-suited
for cyber warfare, a perspective supported by Libicki, Nakasone, and
Fischerkeller and Harknett.z°
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The ongoing conflicts between Russia and Ukraine, as well as Hamas
and Israel, may rekindle discussions surrounding cyber deterrence. The
Russia-Ukraine conflict, noted as the largest cyber conflict to date,
provides valuable insights into the scope and effectiveness of cyber
operations.* Conversely, the Gaza conflict exemplifies the reach of
cyber warfare beyond conventional combat zones, involving non-state
actors and digital influence operations.'2 This context raises the
question of whether the concept of cyber deterrence requires
redefinition to align with the unique characteristics of cyberspace.

Investigating whether the challenges associated with cyber deterrence
can be transformed into advantages through cyber operations is
essential. Consequently, the central research question emerges: how
can deterrence be redefined to leverage the distinctive features of
cyberspace, and what mechanisms enable cyber operations to influence
adversaries' actions?

This article will commence with a review of the existing discourse on
cyber deterrence, followed by an outline of the foundational concepts
and logic of deterrence. Next, it will describe the attributes of
cyberspace, assess the feasibility of deterrence within this domain, and
ultimately explore the role of cyber operations in integrated deterrence
to influence adversaries’ decision-making.

The Discourse on Deterrence in Cyberspace

Applying the concept of deterrence to cyberspace introduces a range of
complexities. While deterrence is a well-established principle, the
incorporation of cyber complicates the evaluation of its effectiveness.
Smeets and Lin underscore the lack of consensus regarding the
feasibility of cyber deterrence, particularly in terms of preventing
adversarial cyberattacks.!3 This uncertainty is echoed in Nye's inquiry:
"Can countries deter or dissuade others from harming them in
cyberspace?"4 Similarly, Lonergan and Borghard raise the question:
"Can states use cyber means as independent coercive tools to influence
adversaries' behavior?"s

Based on a review of existing literature, Smeets and Lin delineate three
perspectives on cyber deterrence. Some scholars, like Denning, liken
cyberspace to conventional domains (land, sea, air), posit that cyber
deterrence may succeed or fail in a manner analogous to traditional
deterrence.¢ Others, including Joseph Nye Jr., recognize the challenges
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inherent in cyber deterrence but contend that these can be mitigated by
integrating various mechanisms—such as punishment, denial, norms,
and entanglement—to lower the likelihood of cyberattacks.”

Alternatively, some argue for the adaptation of existing deterrence

theory to better fit the cyber domain.!8 A third perspective, articulated

by scholars like Lindsay and Gartzke, as well as Libicki, posits that

cyber deterrence is fundamentally unattainable in its traditional form.9

This skepticism is reflected in titles such as "Deterrence Is Not a
Credible Strategy for Cyberspace," "The Cyber Deterrence Problem,"
and "The Limits of Deterrence Theory in Cyberspace."2°

To assess cyber deterrence effectively, it is essential to define the

concept accurately. Soesanto and Smeets delineate three

interpretations of cyber deterrence within a military context: (1)
Deterring an impending military attack through the use of cyber

capabilities; (2) Employing military measures to prevent a cyberattack;
and (3) Utilizing military cyber capabilities to deter potential
cyberattacks. A visual representation of this categorization is illustrated

in Figure 1. This article will concentrate on paths one and three,

specifically focusing on deterring an attack—whether cyber or kinetic—

using cyber means. The following section will provide an overview of
the key aspects of deterrence as a theoretical concept.

Figure 1: Three interpretations of cvber deterrence
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In the 1960s, Thomas Schelling developed a framework for deterrence
in strategic interactions, focusing on how threats of negative
consequences can influence others' behavior.2! Central to deterrence is
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the creation of a credible threat that convinces potential aggressors that
the costs of their actions outweigh any potential gains.22 Employing a
deterrence strategy implies that states are not actively seeking conflict
but are prepared to defend vital interests.

Basic Assumptions

Coercion and deterrence present challenges even outside cyberspace,
but certain core elements remain consistent.23 Unlike direct force,
deterrence relies on the threat of force.24 Dewey posited that force
could coerce or deter by enhancing credibility, a notion evident in the
nuclear domain where only a few states possess arsenals due to the
high cost of entry—often referred to as the “price of admission.”25
Snyder argued that limited reprisals demonstrate potential costs rather
than secure outright victory, while Schelling noted that using limited
war as a deterrent risks escalation, potentially undermining
deterrence.2¢ Schelling distinguished between brute force and coercion;
the latter involves bargaining and shared interests, while the former
does not.27

Schelling emphasized that deterrence relies on the threat of damage
and destruction, known as the power to hurt, rather than the actual use
of force. During the Cold War, deterrence theory was central to nuclear
strategy, culminating in the doctrine of mutually assured destruction
(MAD).28 Both the United States and the Soviet Union possessed
sufficient nuclear capability to destroy each other, which acted as a
deterrent to conflict. Morgan argues that although MAD did not
prevent smaller conflicts, its effectiveness is evidenced by the absence
of direct wars between major powers.29

Core Tenets

Effective principles of deterrence include clear communication, risk
assessment, credibility, and reassurance.3° Successful deterrence
necessitates conveying acceptable behaviors and red lines to both the
international community and adversaries.3! The adversary must
perceive and understand the expected norms as well as the
consequences of violating them.32 Effective communication relies on
shared values and mutual understanding between the deterring state
(State A) and its opponent (State B).33
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Before exploring deterrence options in cyberspace, addressing the issue
of attribution—whether technical, legal, or political—is crucial.
Accurate attribution is essential for State A to implement effective
deterrence measures. If State B can evade attribution, it may avoid
consequences and continue its actions. Additionally, deterrence may
focus on who benefits from an attack rather than who executes it.
Blagden notes that even if an attacker remains anonymous, their
interests can often be identified, and the absence of clear signaling may
weaken the effectiveness of deterrence.34

Deterrence operates on the assumption that states are rational actors
capable of conducting cost-benefit analyses, typically involving the
evaluation of risks to valuable assets such as critical infrastructure,
which are central to deterrence protocols.35 For deterrence to be
effective, State A must establish credibility across all instruments of
power, demonstrating both capability (the skill and will) and resolve
(the price of admission) to convince State B of its genuine intentions.36
Reassurance is essential for maintaining stability, clarifying defensive
intentions, and preventing misunderstandings that could lead to
unintended escalation.

Deterrence Logics

State A has various options for deterring State B. Classical deterrence
theory emphasizes two primary mechanisms: The credible threat of
punishment and the denial of gains from aggressive actions.3” However,
due to the unique characteristics of cyberspace, Nye proposes four
strategic deterrence options: In addition to punishment and denial, he
introduces entanglement and normative taboos.38 The objective of
these strategies is to increase costs for the adversary and influence their
behavior through psychological means. If credible costs cannot be
imposed, deterrence may rely on weaker measures, such as law
enforcement penalties, sanctions, or reputational damage.39

Deterrence by punishment aims to dissuade adversaries by threatening
costs that outweigh potential gains, often through asymmetric
retaliation targeting civilian assets.4° Nye argues that punishment is
effective only if the perpetrating state is identified. Otherwise, as
Lonergan and Borghard contend, it becomes "nonviable and non-
effective."4
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Deterrence by denial seeks to prevent adversaries from reaping benefits
from their actions by implementing robust defensive measures and
fostering resilience.42 Defense aims to resist attacks entirely, while
resilience focuses on mitigating the impact of intrusions should
defensive measures fail.43 Beyond military strategies, deterrence can
encompass economic sanctions, diplomatic isolation, and information
operations, thereby offering pathways for entanglement and normative
deterrence.44

Deterrence by entanglement capitalizes on interdependencies that
states risk losing if they engage in aggressive actions, thus underscoring
the political and economic costs associated with such behavior.
Meanwhile, deterrence by norms involves establishing behavioral
standards in cyberspace, with violations resulting in reputational
damage. This approach relates to political attribution, where states
utilize diplomatic channels to address offenses and pursue legal
retribution if necessary, often employing private naming and shaming
strategies to manage sensitive international relationships.45

Upon examining the foundational assumptions, core tenets, and logical
frameworks of deterrence, it can be concluded that deterrence relies on
rational states employing the threat of force (the power to hurt) to
dissuade undesirable actions. It proves effective when a state can
demonstrate a credible capability to use force (the price of admission)
and when both states share bargaining interests. Successful deterrence
depends on clear communication, State A’s credibility, State B’s cost-
benefit analysis, and reassurance for State B. Deterrence methods
encompass punishment, denial, entanglement, and norms, as
illustrated in Figure 2.

Figure 2: The Deterrence Framework
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Deterrence policies are formulated from the perspective of the
deterring state (State A) but must be perceived as effective by the
potential attacker (State B). As a result, deterrence requires influencing
the mindset of State B, which in turn necessitates that State A
understands State B's values, motivations, and communication style.
To effectively deter cyberattacks, it is essential to begin by assessing the
adversary’s stakeholders, motives, and interests. Given the diverse
range of potential attackers—ranging from activists and criminal
groups to state actors—deterrence strategies must go beyond mere
threats, incorporating measures that shape perceptions across a variety
of actors. Before evaluating the application of deterrence in cyberspace,
the following section will first outline the core attributes of the cyber
domain.

The Attributes of Cyberspace

Brantly argues that the primary challenge lies not in deterrence itself
but in understanding cyber’s role within the broader framework of
interstate deterrence strategies.4¢ Cyberspace can be conceptualized as
three interconnected layers, as illustrated in Figure 3: The physical
layer (hardware and infrastructure), the virtual layer (software,
applications, digital code), and the virtual persona layer (digital
identities of people and entities).47

Cyberspace enables rapid communication, deep societal penetration,
and operates through dematerialization (paperless), detemporalization
(instant communication), and deterritorialization (transcending
borders).48 Unlike traditional domains, it lacks defined territorial
boundaries, complicating sovereignty issues. Its low entry costs and
global reach allow non-state actors, both benign and malign, to
operate.49
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Figure 3: The Three Layers of Cyberspace
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Since its inception, cyberspace activities have diverged significantly
from conventional domains. While concerns about large-scale events
like a “Cyber Pearl Harbor” persist, and despite notable interstate
incidents, most cyberattacks—such as Distributed-Denial-of-Service
(DDoS), defacements, espionage, and data leaks—are relatively simple
and not as devastating as predicted.5° These activities, which often
involve both state and non-state actors, typically fall below the
threshold of armed conflict, yet maintain a coercive intent by
threatening the imposition of costs rather than executing them. The
concept of deterrence and the characteristics of cyberspace do not
naturally align. However, deterrence operations can still be carried out
in cyberspace. The following section examines challenges to the
feasibility of deterrence in cyberspace.

Feasibility of Deterrence in Cyberspace
Contemporary Interstate Cyberwar

Recent cyber activities in the conflicts in Ukraine and Gaza have
reignited discussions about the feasibility of deterrence in cyberspace.
Russia's invasion of Ukraine on February 24, 2022, was accompanied
by extensive cyberattacks on Ukraine’s critical infrastructure. While
Russian state actors began targeting Ukraine’s systems in 2014, over 90
percent of the 3,500 cyberattacks since the full-scale invasion have
been carried out by non-state actors. Despite Russia's cyber capabilities
potentially deterring direct state intervention due to retaliation risks,
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the involvement of unpredictable non-state actors weakens the overall
deterrent effect.

The cyber conflict in Gaza mirrors that in Ukraine, with significant
hostilities beginning roughly a decade earlier.5! Since 2012, a battle of
narratives has played out between Israeli Defense Forces (IDF) and
Gaza-based actors, including Hamas.52 Following Hamas’ attack on
Israel on October 7, 2023, various hacker groups launched cyberattacks
targeting governmental websites and critical infrastructure on both
sides. Like in Ukraine, these operations, primarily conducted by non-
state actors, are relatively basic.53 Although these activities showcase
the capabilities of non-state actors, they fail to establish effective
deterrence. Instead, they contribute to cycles of retaliation and
escalation, further complicating traditional deterrence strategies.

The cyber activities in the wars in Ukraine and Gaza do not illustrate
deterrence but rather highlight shifts in warfare, marked by the
emergence of new actors and the use of novel tactics. This does not
mean that deterrence in cyberspace is impossible. A clear example of
cyber deterrence can be seen in Iran's cyberattacks on Albania, a NATO
member hosting the Iranian opposition group Mujahedeen-e-Khalq.54
Following Iranian cyberattacks on Albanian ministries, Albania severed
diplomatic ties with Iran in July 2022. Iran reportedly gained extensive
access to Albanian governmental infrastructure and applied
psychological pressure, culminating in Mujahedeen-e-Khalq (MEK)
camp raids by Albanian police in June 2023.55 While these attacks
demonstrate Iran's capability and intent to exert pressure, their
deterrent effect is limited, as the specific targeting of Albania may not
broadly influence the behavior of other states. While deterrence is
possible in cyberspace, not all aspects of the traditional deterrence
framework are applicable to cyber operations. Challenges to
foundational principles—such as rational state behavior, the power to
hurt, and the price of admission—merit examination.

Challenges Related to the Foundations

Deterrence traditionally assumes rational state actors using threats of
force to dissuade others, yet cyberspace increasingly involves non-state
actors—hackers, criminals, terrorists, and activists—often acting as
proxies for governments.5¢ These proxies do not always adhere to the
rational constraints of their sponsors, thereby introducing
unpredictability.57 States exploit this ambiguity to plausibly deny
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involvement in cyberattacks, thus avoiding accountability.58 While
states typically engage in strategic (rational) cost-benefit analyses, non-
state actors are often driven by ideology, politics, or personal
motivations, rather than strategic objectives.59 Measures like political
attribution, naming and shaming, or sanctions might deter Western
democracies, but they are less effective against non-state actors, who
may seek recognition through defiance.®° This divergence makes their
behavior more difficult to predict and rationalize.¢* Effective deterrence
requires clear communication and mutual understanding, but the
covert nature of cyberspace operations complicates this. Demonstrating
capabilities without exposing vulnerabilities is challenging, weakening
deterrence through clear signaling.

Attribution issues further undermine deterrence, as the actual attacker
may not always be the party with the greatest stake. Non-state actors'
emotional and ideological motivations often fall outside traditional
cost-benefit models, complicating efforts to deter them.¢2 Additionally,
the asymmetry in cyber capabilities allows smaller actors to inflict
significant damage on more powerful states, undermining conventional
deterrence models.®3 The effectiveness of deterrence hinges on a state's
ability to inflict significant harm on adversaries—the power to hurt.
However, in cyberspace, the covert nature of cyber capabilities creates a
gap between perceived threats and actual consequences. The difficulty
of attributing cyberattacks complicates credible retaliation, as
anonymity obscures the proper target. This ambiguity can lead
adversaries to doubt the credibility of deterrent threats, reducing their
effectiveness.®4 For example, adversaries may not perceive a clear risk
of retaliation.s

States may attempt to showcase their cyber capabilities, but the varied
impacts of cyber operations undermine these efforts. While some
attacks cause minimal disruption, others lead to severe consequences,
making it difficult for states to consistently demonstrate the potential
harm they can inflict. Additionally, the covert and technically complex
nature of cyber operations obscures the true extent of a state’s
capabilities, as the effects may not be immediately discernible or easily
quantified.6¢

Challenges with attribution, impact assessment, and credibility weaken
deterrence in cyberspace, leading adversaries to perceive a lower risk of
significant retaliation and to question a state's ability to respond
effectively.®” Effective cyber deterrence requires demonstrating both
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capability and credibility—the price of admission—alongside the
political will to act. Without the ability to impose significant
consequences, deterrent threats may lack credibility.68

The variability in scope and impact of cyber operations complicates the
communication of potential repercussions. Demonstrating cyber
capabilities risks exposing methods, targets, and intentions, thus
undermining strategic advantage. Balancing deterrence with
operational secrecy is essential.®® The 2010 Stuxnet attack, attributed
to the United States and Israel, showcased offensive cyber power and
political resolve but failed to deter Iran, which instead enhanced its
cyber capabilities and retaliated with digital attacks on the United
States and Israel.7c Furthermore, the Stuxnet code became publicly
known and reusable, allowing other attackers to modify and exploit it.7*
Similarly, Israel's 2012 wiperware cyberattack on Iran's oil sector did
not deter Iran, which subsequently used wiperware to attack Saudi
Arabia's oil industry.”2 If cyber capabilities cannot be convincingly
demonstrated, deterrence loses credibility, leading adversaries to doubt
the deterrer’s ability to retaliate effectively, thereby reducing the
perceived risk.

Core Tenets

Credibility is a foundational element of effective deterrence, relying on
a state's perceived capability, resolve, and consistency. Establishing
credible deterrence in cyberspace is challenging, requiring advanced
technology and skilled personnel. The increasing digitization of
networks expands potential attack surfaces, making it more difficult to
detect and neutralize threats. Moreover, the complexity of cyberattacks
hampers effective defense and response efforts. For cyber deterrence to
be effective, clear policies must delineate hostile activities, specify
conditions for response, and outline consequences. However, the
evolving nature of cyber threats complicates the development and
communication of these policies. Even with clear policies, deterrence
effectiveness is undermined without the political will to enforce them,
diminishing credibility.

Effective deterrence also relies on clear communication, which is often
impeded by differing values between states.”3 Major powers like the
United States, China, Russia, and the European Union hold divergent
values shaped by historical contexts, leading to conflicting priorities
and deep-seated mistrust. These differences complicate
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communication, especially when addressing espionage and offensive
cyber operations. The United States and its allies promote a rules-based
international order that seeks to limit offensive cyber actions, even
while engaging in such actions under terms like surveillance or
persistent engagement.74 In contrast, China and Russia regard
espionage and offensive cyber capabilities as legitimate tools for
national defense and strategic advantage. This divergence fosters
mutual suspicion and inhibits consensus on cyber policies.”s

Communicating deterrent red lines to non-state actors adds another
layer of complexity, as their varied motivations and independence
make them unpredictable.”¢ Differing conceptual frameworks and
mutual distrust between states complicate the assessment of deterrent
credibility, while varied risk perceptions can lead to miscalculations
and increased risk-taking. The unique nature of cyberspace, with its
low entry barriers and all-to-all communication, paradoxically
complicates traditional deterrent messaging.7” Additionally, diverse
value systems and cultural differences on platforms like social media
create a fragmented communication environment, challenging the
development of effective deterrence strategies.”8

Cost-benefit analysis in cyberattacks is challenging due to several
factors. First, the unpredictable nature of cyberattacks complicates
impact assessment. Unlike traditional warfare, where physical damage
is more measurable, cyberattacks can create complex and variable
effects, including direct impacts and unforeseen consequences.” These
complexities make it difficult for attackers to accurately evaluate risks
and outcomes, potentially leading to an underestimation of the threats
they face. Second, attribution issues further undermine effective
deterrence. Attackers who believe they are unlikely to be identified or
held accountable may engage in more aggressive behavior, diminishing
the deterrent effect of potential retaliatory actions. The hidden nature
of attackers not only reduces the perceived risks but also hampers the
delivery of clear and credible deterrent signals. Consequently, these
uncertainties and attribution challenges weaken the overall
effectiveness of cyber deterrence strategies.

In conclusion, the traditional foundations of the deterrence framework
are increasingly challenged by the rise of non-state and proxy actors,
whose actions do not conform to the rational state model. The concepts
of power to hurt and the price of admission, which once defined
deterrence strategies in the nuclear era, are no longer confined to
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powerful, affluent states. In cyberspace, the core principles of
deterrence are particularly strained. Limited attribution complicates
the assessment of an actor’s credibility, raising questions about how
deterrent threats can be perceived as credible. Moreover, when actors
in cyberspace operate with divergent vocabularies, objectives, and
interests, effective communication and mutual assurances become
difficult to achieve. As state-level rationality is increasingly replaced by
multiple rationalities driven by religion, commerce, or personal
ambition, cost-benefit calculations are likely to be misaligned from the
outset, further undermining the efficacy of traditional deterrence
models.

Toward Integrated Deterrence?

Cyberspace's fluidity, anonymity, and the potential for plausible
deniability weaken the overall deterrent effect. The growing role of
non-state actors further complicates deterrence, as many cyber
operations exist in a gray zone, operating below the threshold of
conventional military engagement.8° Unlike the nuclear standoff, cyber
threats are pervasive, with the structure of cyberspace more likely to
promote escalation rather than prevent conflict. Moreover, the diverse
motivations and inconsistent objectives of both state and non-state
actors—ranging from ideological to criminal—stand in sharp contrast to
the clear strategic rationale of Cold War nuclear deterrence. These
dynamics have not enhanced global security. Instead, they have
intensified international competition in cyberspace.8!

At the center of the academic debate is the misalignment between
traditional deterrence strategies and the unique nature of cyberspace.
While cyberspace is not inherently incompatible with deterrence, the
challenge is how to apply conventional deterrence strategies to the
distinctive characteristics of the cyber domain.82 So, what is feasible?
Borghard and Lonergan propose that deterrence by denial should
incorporate proactive counter cyber operations aimed at degrading an
adversary's capabilities. However, they acknowledge that the “defend
forward” approach presents significant conceptual challenges,
particularly the lack of a strategic framework to guide such
operations.83

Similarly, Nakasone and other officials advocate for “persistent

engagement” to impose costs on adversaries, shifting deterrence
toward a capabilities-based strategy that emphasizes a state's ability to
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operate in cyberspace rather than focusing on specific opponents or
threats.84 In this vein, Fischerkeller and Harknett suggest a strategy of
"cyber persistence," which is proactive and seeks to secure tactical,
operational, and strategic advantages, rather than relying on reactive
measures or avoidance of engagement with adversaries.85

The traditional deterrence framework, which relies on military power
and rational decision-making, is insufficient for addressing the
complexities of cyberspace.8¢ Effective deterrence in this domain
necessitates a shift toward influencing the adversary’s cognitive
processes, rather than focusing solely on physical or virtual
dimensions. In cyberspace, deterrence aims to create psychological
impacts, compelling adversaries to reconsider their objectives and
instilling fear to dissuade further action.8” Deterrence in cyberspace is
thus more a psychological contest than a purely rational process.88
Unlike the Cold War era, where US and Soviet rationalities were
relatively aligned, contemporary state and non-state actors operate
with diverse rationales, often shaped by different political systems—
democratic or authoritarian. In this context, traditional military and
nuclear power must be supplemented by informational tools to address
the challenges of cyberspace. The pervasive nature of cyberspace and
human cognitive limitations often lead to fast, biased decisions rather
than rational analysis. As Lin observes, the assumption of rationality in
traditional deterrence theories is unsustainable in cyberspace, where
intuitive thinking prevails.89

State actors adhering to conventional deterrence frameworks
increasingly clash with non-state actors who employ subconscious
tactics to disrupt decision-making. This creates asymmetry in
cyberspace, where smaller actors wield disproportionate power.
Historically, states were the primary actors in international relations,
but cyberspace’s low entry barriers have empowered non-state actors to
exert influence akin to that of states.9¢ This shift alters international
dynamics, as non-state actors—less constrained by ethical or legal
norms—exploit the anonymity and attribution challenges of cyberspace
to manipulate and deceive.9!

As early as 2010, Joseph Nye Jr. observed that accessibility, anonymity,
and vulnerability imbalances grant smaller entities significant power in
cyberspace. However, while this diffusion of power diminishes some
state power differentials, it does not create equality.92 Non-state actors
often operate under distinct rationales—whether economic, moral, or
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ideological —and may exhibit irrational behavior. The surge in smaller
actors introduces uncertainty, complicating assessments of opponents'
capabilities and intentions, and thereby challenging traditional state
decision-making processes.

The primary objective of deterrence in cyberspace is to dissuade
adversaries from escalating their actions, which can be achieved
through various strategies. One method is issuing warnings via social
media platforms, which aligns with traditional deterrence tactics of
punishment or denial, aiming to influence the adversary’s cost-benefit
analysis. Another approach involves demonstrating an information
advantage, using covert intelligence to disrupt an opponent’s decision-
making and create psychological pressure.o3 This tactic was exemplified
by the UK Intelligence Service's use of Twitter to undermine Russian
deception operations in Ukraine.%4 A similar approach was seen when
Iran infiltrated Albanian systems, possibly influencing Albania's
decision to dismantle MEK camps. Overloading adversaries with data is
another tactic, where excessive information paralyzes their decision-
making, exemplified by Russian Military Intelligence's (GRU) hacking
and leaking of emails during the 2016 US presidential election.9

Finally, legal deterrence informs adversaries of potential scrutiny for
violations of international law, thereby constraining their actions. This
strategy aligns with deterrence by norms, as demonstrated by the
International Court of Justice's case regarding Israeli conduct in its
conflict with Hamas.9¢ The psychological impact of cyber activities
engenders uncertainty regarding an adversary's capabilities and
intentions, which is critical for deterring escalation. By inhibiting
adversaries from accurately assessing one’s capacities, this form of
deterrence can dissuade large-scale operations while permitting minor
actions that maintain situational awareness.

Deterrence in cyberspace is best aligned with the concept of “integrated
deterrence,” which incorporates military, diplomatic, economic, and
informational tools, along with offensive cyber capabilities, to influence
adversarial decision-making.97 Unlike traditional deterrence, which
typically emphasizes military capabilities or specific threats, the
integrated approach addresses a wide array of risks by utilizing all
available resources to shape an adversary's decisions. This strategy
introduces increased complexity and unpredictability into responses,
presenting adversaries with a range of potential consequences for
hostile actions.
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Integrated deterrence provides states with a flexible, adaptable
framework that connects responses across various domains,
maximizing synergy between military and non-military tools. By
acknowledging the diverse rationalities of state and non-state actors
and the limitations of human cognition, states can more effectively
navigate the complexities of cyberspace and deter escalation.

Conclusion

Nuclear deterrence, which depends on rational actors with a clear
understanding of the costs and benefits associated with a nuclear
attack, does not translate effectively to the dynamics of cyberspace.
However, the assertion that the traditional deterrence framework—
comprising its foundations, core tenets, and underlying logics—is
incompatible with cyberspace is not entirely accurate. Instead, it is the
unique characteristics of cyberspace that challenge the applicability of
traditional deterrence concepts.

While activities within cyberspace can yield deterrent effects, as
demonstrated by Iran's cyber interferences with Albania, the
terminology surrounding deterrence must be redefined. The logics of
deterrence, including deterrence by denial or punishment, along with
core principles such as credibility, communication, and cost-benefit
analysis, do not uniformly apply within this domain. Cyberspace is
increasingly dominated by non-state actors, whose activities are often
difficult to attribute to specific state entities, thereby complicating the
attribution problem.

Furthermore, the proliferation of non-state actors, the expanded array
of potential targets, and the diverse nature of cyber activities have
reshaped the foundational principles of deterrence. The capacity and
willingness to engage in cyber operations are no longer confined to
major powers like the United States, Russia, or China. Cyberspace has
evolved into a level playing field where all actors—state and non-state,
large and small, public or private—can exert influence and effect
change.

These transformations in the foundational principles of deterrence
create their own deterrent effects. The challenge lies in negotiating with
irrational non-state actors or state actors driven by motives that may
not align with traditional geopolitical considerations. Unlike the
nuclear era, the cyber capabilities of various actors generate
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asymmetries that may lead to restraint, though not necessarily
inactivity. The uncertainty surrounding the identity and capabilities of
potential adversaries fosters a proliferation of covert activities aimed at
gaining insight and assessing the strengths of others within this
domain.

This article does not seek to resolve the ongoing debate about the
feasibility of deterrence in cyberspace. Instead, it aims to redefine the
concept to better align with the unique characteristics of this domain,
providing clarity on how cyber operations can shape adversarial
behavior.
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