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I. INTRODUCTION 
 

 
     he introduction of new technology has historically played a crucial part in 
warfare and military operations more generally. The armed forces are often 
at the forefront of technological development because they know that this 
can give them an advantage over their opponents. In the past, it was often 
the case that new technologies for peacetime applications emerged from mil-
itary applications. Nowadays, it is often the reverse.1 

One example of a technology that has been widely used in the civilian 
domain and that has started to be adopted by armed forces more recently is 
biometrics. Biometrics is the automated recognition of individuals based on 
their biological and behavioral characteristics.2 Examples of such character-
istics are face topography, hand topography, finger topography, iris struc-
ture, vein structure of the hand, voice, gait, and DNA. Biometrics is seen as 
a critical enabler for military operations because of its ability to identify indi-
viduals and thereby deny anonymity. It also reveals personal information that 
may be useful in carrying out a military operation.3 Biometrics was used 
widely by the United States and partner forces during operations in Iraq and 
Afghanistan. It is also reported to be used extensively by Israel in the occu-
pied Palestinian Territories.4 Other militaries are also increasingly adopting 
this technology.  

Another technology that is receiving much attention from armed forces 
is Artificial Intelligence (AI). Although AI and biometrics are in principle 
two separate technologies, there are close connections between them. First, 
modern biometric systems are supported by AI. The use of AI can substan-
tially increase the speed and accuracy of such systems. Second, AI can be 

 
1. William H. Boothby, Introduction, in NEW TECHNOLOGIES AND THE LAW IN WAR 

AND PEACE 3, 7 (William H. Boothby ed., 2019). 
2. ISO/IEC 2382-37:2022: Information Technology—Vocabulary—Part 37: Biomet-

rics, § 37-01-03, INTERNATIONAL ORGANIZATION FOR STANDARDIZATION (3d ed. 2022), 
https://www.iso.org/standard/73514.html [hereinafter Part 37: Biometrics]. 

3. See, e.g., WILLIAM C. BUHROW, BIOMETRICS IN SUPPORT OF MILITARY OPERATIONS: 
LESSONS FROM THE BATTLEFIELD 1–6 (2017). 

4. See, e.g., Nick Robins-Early, How Israel Uses Facial-Recognition Systems in Gaza and Beyond, 
THE GUARDIAN (Apr. 19, 2024), https://www.theguardian.com/technology/2024/apr/19 
/idf-facial-recognition-surveillance-palestinians. 

T

 

https://www.theguardian.com/technology/2024/apr/19/idf-facial-recognition-surveillance-palestinians
https://www.theguardian.com/technology/2024/apr/19/idf-facial-recognition-surveillance-palestinians
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used to fool biometric systems by fake inputs that are created by manipulat-
ing biometric data using AI methods.5 

The military use of AI and of biometrics each raises important legal ques-
tions. In recent years much has been written on the former, while the latter 
has started being explored.6 The legal framework that applies when both 
technologies are combined has however hardly received any attention. This 
article aims to contribute to filling that lacuna. It is structured as follows. 
After this introduction, Part II discusses biometrics and its use by the mili-
tary. Part III focuses on the interaction between AI and biometrics. This is 
followed by an outline of the principal legal regimes that are relevant to the 
military use of AI-supported biometric systems in Part IV. Against the back-
ground of the legal framework set out in that part, the rest of the article 
analyzes specific legal questions raised by the military use of AI-supported 
biometrics, in different steps of the biometric process (Part V). The article 
concludes with some final remarks on the findings of the legal questions 
explored, their requirements, and the persisting risks and challenges of mili-
tary use of AI-supported biometrics. One specific finding is that require-
ments flowing from the applicable legal regimes apply throughout the entire 
“biometric cycle,” from the design and development of a biometric system 
to its actual use in the field. Another main finding is that for the most part, 
it appears that the legal issues raised by AI-supported biometric systems are 
not different from those raised by biometric systems as such, although they 
do amplify these issues. 

 
II. BIOMETRICS AND ITS MILITARY USE 

 
Biometrics can be defined as the automated recognition of individuals based 
on their biological and behavioral characteristics.7 A biometric system is es-
sentially a pattern recognition system that operates by acquiring biometric 

 
5. Christian Berghoff, Matthias Neu & Arndt van Twickel, The Interplay of AI and Bio-

metrics: Challenges and Opportunities, 54 COMPUTER 80, 82 (2021). 
6. See for example the articles in the special issue on the law applicable to the use of 

biometrics by armed forces, 62 MILITARY LAW AND THE LAW OF WAR REVIEW 1 (2024); 
the articles in the symposium on the law applicable to the use of biometrics by armed forces, 
16 JOURNAL OF INTERNATIONAL HUMANITARIAN LEGAL STUDIES 303 (2025); Ido 
Rosenzweig & Magdalena Pacholska, The Use of Facial Recognition for Targeting Under Interna-
tional Humanitarian Law, 107 INTERNATIONAL REVIEW OF THE RED CROSS 238 (2025); Mar-
ten Zwanenburg, Know Thy Enemy: The Use of Biometrics in Military Operations and International 
Humanitarian Law, 97 INTERNATIONAL LAW STUDIES 1404 (2021). 

7. Part 37: Biometrics, supra note 2. 
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data from an individual, extracting a feature set from the acquired data, and 
comparing this feature set against the template set in the database. Such a 
system uses the physical, physiological, or behavioral characteristics of indi-
viduals to recognize them.8 These characteristics are unique to each individ-
ual, which makes them ideal for recognizing persons. A biometric system 
can be used for verification or for identification.9 Verification is a one-to-
one process, in which a person’s identity is validated by comparing the cap-
tured biometric data with their own biometric template(s) stored in the sys-
tem database. Identification is a one-to-many process and refers to recogniz-
ing an individual by searching the templates of all the users in the database 
for a match. A biometric system can use only one biometric characteristic, 
or it can use more than one. The latter is referred to as “multimodal” bio-
metrics.10  

The use of biometrics is a process that can be described as encompassing 
various steps. Basic steps in that process are: 

 
Planning—Planning for the use of biometrics entails developing and di-

recting all aspects of biometric activities in order to be able to carry out those 
activities effectively. This includes the deployment of the biometric system. 

 
Enrollment—Enrollment, also referred to as biometric capture, refers to 

the act of collecting a signal from a biometric characteristic or a representa-
tion of a biometric characteristic and then converting the signal into a bio-
metric sample set. This can be done in various ways, either taking it directly 
from the individual, with a standoff sensor from a distance, or in the form 
of latent samples such as fingerprints left by an individual on an object. 

 
Storage—This entails the storing of the biometric data in a biometric ref-

erence database. The data may need to be converted (also referred to as 
“normalized”) to ensure it is in the same format as other data and can be 
compared. 

 

 
8. For a general overview of biometrics, see ANIL K. JAIN, ARUN A. ROSS & KARTHIK 

NANDAKUMAR, INTRODUCTION TO BIOMETRICS (2021).  
9. Bogdan R. Niculescu & Cristian Coman, NATO Automated Biometric Identification Sys-

tem (NABIS), 27 MTA REVIEW 67, 68 (2017).  
10. See Arun Ross & Anil K. Jain, Multimodal Biometrics: An Overview, in PROCEEDINGS 

OF THE 12TH EUROPEAN SIGNAL PROCESSING CONFERENCE 1221 (G. Matz et al. eds., 
2004). 
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Matching—This is the act of comparing newly captured biometric data 
with data that is present in the database. The comparison leads to a determi-
nation by the system that the biometric probe and the biometric reference in 
the database are from the same source.  

 
Sharing—Sharing refers to the sharing of biometric data by the holder of 

that data with others. This can be another military unit, another national 
agency, another State or international organization, or a combination of 
these. Biometric sharing can take the form either of the transfer of biometric 
data or of the granting of access to a biometric database for queries and 
searches. 

 
The use of biometrics in multinational military operations may take the 

shape of biometric “ping & ring networks.” Sebastian Cymutta, Marten 
Zwanenburg, and Paul Oling describe this as involving: 

 
biometric data queries which, when matched in certain databases, yield a 
reference number and a point of contact for follow-on bilateral action. Per-
sonnel from one State may send biometric data to another State and request 
that the other State use the data to run a query in their biometric database. 
The query does not give them direct access to the actual biometric data in 
the database, or to the biometric data subject’s biographic or contextual 
data. If there is a match, the State that made the request may ask for more 
information. In other words, a query in a ping & ring network involves the 
requesting State sharing biometric data. The sharing of data from the data-
base by the requested State may follow on a bilateral basis if there is a 
match.11 
 

III. BIOMETRICS AND AI 
 

Traditional biometric systems suffer from certain weaknesses.12 A distinction 
can be made between two main sources of these weaknesses, which are in-
terrelated. The first is the biometric system itself. The matching of biometric 
data across large datasets requires enormous computing power. The second 

 
11. Sebastian Cymutta, Marten Zwanenburg & Paul Oling, Military Data and Information 

Sharing—A European Union Perspective, in 14TH INTERNATIONAL CONFERENCE ON CYBER 
CONFLICT: KEEP MOVING 219, 223 (T. Jančárková et al. eds., 2022). 

12. See generally V. Yokesha et. al., Issues and Challenges in Traditional Biometric Systems, in 
AI BASED ADVANCEMENTS IN BIOMETRICS AND ITS APPLICATIONS 26 (S. Balasubrama-
niam et al. eds., 2025). 
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source of weakness of traditional biometric systems is concerned with envi-
ronmental factors. This refers to the quality of the biometric data and the 
environment in which it is collected. Biometric data taken from the same 
subject may differ. This may be due to, among other things, sensor limita-
tions, intrinsic aging of the biometric trait, variations in user interaction, and 
changes in the acquisition environment. Accurate matching therefore re-
quires so-called “optimization” of the data.13 These characteristics tradition-
ally limit the speed, accuracy, and reliability of biometric systems.  

The introduction of AI to biometric systems can help address these lim-
itations. The integration of AI into biometrics is often described as “intelli-
gent” or “AI-powered” biometrics.14 Because of how it can strengthen bio-
metrics systems, AI-powered biometrics has gained ground quickly in recent 
years. As Bill Boothby writes: “AI is evidently of great importance to a num-
ber of biometric identification or recognition processes, involving as they do 
comparing data reflecting the relevant features or behaviors of an observed 
individual, for example, with potentially extensive data records.”15  

Within the field of AI, it is particularly machine learning models that are 
used in biometric systems. Within this category of AI, deep learning models, 
neural networks, and convolutional neural networks (CNN) are specifically 
used to advance biometrics. Deep learning is a subset of machine learn-
ing that uses multilayered neural networks to simulate the complex decision-
making power of the human brain.16 These enable machines to learn intricate 
patterns and features from large datasets. Neural networks are computing 
systems with interconnected nodes that work much like neurons in the hu-
man brain. These permit machines to mimic the human brain’s structure. 
They are reported to be very suitable for image inputs and therefore are a 
useful tool for facial recognition and fingerprint authentication.17 CNNs are 
a particular type of neural network that “utilize a unique architecture that 

 
13. ABDUL RAHMAN ET AL., ARTIFICIAL INTELLIGENCE (AI) AND MACHINE LEARN-

ING (ML) IN BIOMETRIC DATA FUSION 3-1 (2021). 
14. Ali Ismail Awad et al., AI-powered Biometrics for Internet of Things Security: A Review and 

Future Vision, JOURNAL OF INFORMATION SECURITY AND APPLICATIONS, Mar. 2024, at 2. 
15. William Boothby, AI Warfare and the Law, 104 INTERNATIONAL LAW STUDIES 1, 55 

(2024). 
16. See generally Iqbal H. Sarker, Deep Learning: A Comprehensive Overview on Techniques, 

Taxonomy, Applications and Research Directions, 2 SPRINGER NATURE COMPUTER SCIENCE 420 
(2021). 

17. D. Subitha, S.G. Rahul & Md. Palash Uddin, Artificial Intelligence in Biometric Systems, 
in AI BASED ADVANCEMENTS IN BIOMETRICS AND ITS APPLICATIONS 48, 52 (S. Balasubra-
maniam et al. eds., 2025). 
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comprises several layers, including convolutional layers, pooling layers, and 
fully connected layers, to process and transform the input data hierarchi-
cally.”18 They play an important role by extracting features from data, such 
as facial scans, at different levels and hierarchies. 

These types of AI can make biometric systems much more accurate, ro-
bust, and reliable. Accurate, in the context of AI-supported systems, refers 
to the frequency with which a system generates correct output. AI accuracy 
can be measured in different ways. It is often expressed in terms of a confu-
sion matrix, which maps the distribution of actual versus correct outputs.19 
However, the accuracy of facial recognition through object detection would 
more likely be measured through other metrics, such as mean Average Pre-
cision/Intersection over Union (mAP/IoU).20 Robustness refers to the abil-
ity of a system to maintain performance “in the field,” in other words the 
ability of a model to maintain its performance level outside of laboratory 
circumstances.21 Reliability refers to the lack of failures over a period of time 
in specified operating conditions.22  

An example of the use of AI in biometrics is in the context of finger-
prints. Originally, fingerprint recognition relied on conventional methods 
such as minutiae-based matching. It depended on particular features of the 
fingerprint, such as ridge endings and bifurcations.  

The accuracy of fingerprint recognition has been improved greatly by 
the use of AI.23 CNN in particular have made enormous advancement pos-
sible.24 Several studies highlight that this enables achieving much higher ac-
curacy results than traditional methods.25 The use of AI, among other things, 
makes fingerprint biometrics much more robust; that is, it is much less sus-
ceptible to differences caused by, for example, ageing and skin conditions.  

 
18. Tansel Ersavas, Martin A. Smith & John Mattick, Novel Applications of Convolutional 

Neural Networks in the Age of Transformers, SCIENTIFIC REPORTS, May 2024, at 1. 
19. JONATHAN KWIK, LAWFULLY USING AUTONOMOUS WEAPON TECHNOLOGIES 

81–83 (2024). 
20. See, e.g., Michael Gruner, Mean Average Precision (mAP) and Other Object Detection Met-

rics, RIDGERUN.AI (Apr. 23, 2024), https://www.ridgerun.ai/post/mean-average-precision-
map-and-other-object-detection-metrics.  

21. KWIK, supra note 19, at 86–87. 
22. Id. at 90–91.  
23. Subitha et al., supra note 17, at 52. 
24. M. Nalini, S. Suvekab & S. Ahmad Chan Bukharic, AI-based Fingerprint and Voice 

Recognition Systems, in AI BASED ADVANCEMENTS IN BIOMETRICS AND ITS APPLICATIONS 
101 (S. Balasubramaniam et al. eds., 2025). 

25. Id. 

https://www.ridgerun.ai/post/mean-average-precision-map-and-other-object-detection-metrics
https://www.ridgerun.ai/post/mean-average-precision-map-and-other-object-detection-metrics
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Another example is facial recognition. Face recognition systems use dif-
ferent kinds of AI.26 A common type of machine learning algorithm used for 
facial recognition is a deep learning CNN. As was referred to above, CNNs 
are a type of artificial neural network that are particularly good at image clas-
sification tasks. CNNs learn to extract features from images and use those 
features to classify the images into different categories. The depth of a CNN 
is important for facial recognition because it allows the CNN to learn more 
complex facial features.27 Using AI, facial recognition systems can be trained 
to recognize a set of people and to learn via an online method, by integrating 
new individuals it processes and improving its predictions on the individuals 
already in the system.28 This makes facial recognition systems much more 
effective and efficient, for example by reducing false negatives and false pos-
itives on different demographic groups. 

One significant contribution of AI in the field of biometrics is that it 
enables multimodal biometrics. As was explained above, multimodal biomet-
rics refers to the use of a combination of multiple biometric features. This 
fusion of multiple biometric traits improves accuracy and reliability and in-
creases efficiency. As one author states, in AI-powered multimodal biomet-
rics: 

 
algorithms enable the extraction, processing, and correlation of features 
from diverse biometric inputs, ensuring a unified decision-making process. 
Machine learning models, including neural networks, analyze and learn 
from vast datasets to improve system accuracy over time. AI also facilitates 
real-time processing, scalability, and enhanced security, making multimodal 
biometrics a cornerstone of modern, intelligent security systems.29 
 

 
26. Subitha et al., supra note 17, at 59–63.  
27. Machine Learning, PXL VISION, https://www.pxl-vision.com/en/blog/machine-lea 

rning-and-how-it-applies-to-facial-recognition-technology (last visited Dec. 22, 2025). 
28. See, e.g., Diaa Salama Abd-el-minaam et al., A Deep Facial Recognition System Using 

Computational Intelligent Algorithms, PLOS ONE (Dec. 3, 2020). 
29. Murali Pasupuleti, AI-Enabled Multimodal Biometrics: Advancing Security with Facial, 

Voice, and Behavioral Integration, INTERNATIONAL JOURNAL OF ACADEMIC AND INDUSTRIAL 
RESEARCH INNOVATIONS, Jan. 2025, at 2.  

https://www.pxl-vision.com/en/blog/machine-learning-and-how-it-applies-to-facial-recognition-technology
https://www.pxl-vision.com/en/blog/machine-learning-and-how-it-applies-to-facial-recognition-technology
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There is a large number of studies that apply various AI tools to multi-
modal biometrics, which demonstrate significant improvements in biometric 
systems.30  

AI is not only being used to strengthen biometric systems, however. Its 
use in biometrics also creates new risks and vulnerabilities. One example is 
the use of AI to carry out so-called “presentation attacks.” Such attacks use 
artifacts that counterfeit human characteristics to fool a biometric system.31 
AI can generate realistic synthetic biometric data, such as deepfake finger-
prints or facial images, which can deceive biometric systems. Another closely 
related example is attacks on biometric systems that use fake inputs created 
by manipulating original biometric data using AI.32 Voice recognition sys-
tems, for example, can be fooled through AI-based voice generation and 
modification methods. Facial recognition systems can also be deceived by 
AI-based manipulation techniques. There are already various examples in 
which biometric authentication systems that use facial recognition or voice 
analysis have been compromised by deepfake technology. 

The use of AI for biometric systems also opens up the possibility of so-
called “model poisoning.” By injecting malicious data during the training 
phase, the integrity of AI models used in biometric systems can be compro-
mised, leading to biased classifications and exploitation of system weak-
nesses. In this way, a system’s overall performance can be degraded, or back-
doors can be opened that an attacker can use when interacting with the sys-
tem at a later moment.33 

Yet another AI-specific vulnerability is adversarial attacks, which use 
specially crafted inputs to cause an AI model to make unintended decisions. 
Such inputs are called “adversarial inputs.” They consist of the deliberate 
exploitation of weaknesses in AI models to produce incorrect outputs, often 

 
30. See Serhan Salturk & Nihan Kahraman, Deep Learning-Powered Multimodal Biometric 

Authentication: Integrating Dynamic Signatures and Facial Data for Enhanced Online Security, 36 NEU-
RAL COMPUTING AND APPLICATIONS 11311 (2024); Shaveta Dargan & Munish Kumar, A 
Comprehensive Survey on the Biometric Recognition Systems Based on Physiological and Behavioral Mo-
dalities, 143 EXPERT SYSTEMS WITH APPLICATIONS 113114 (2020); M. Ramkumar Prabhu 
Satish et al., Empowering Artificial Intelligence-Based Multi-Biometric Image Sensor for Human Identi-
fication, 33 MEASUREMENT: SENSORS 101082 (2024).  

31. Berghoff et al., supra note 5, at 82. 
32. Id.  
33. Id. at 81. 
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with high confidence.34 In the case of facial recognition systems, for exam-
ple, such inputs can consist of glasses or a hat with specific patterns.  

 
IV. THE LEGAL FRAMEWORK APPLICABLE TO THE MILITARY USE       

OF AI-SUPPORTED BIOMETRICS 
 

There are no international law instruments that specifically regulate the mil-
itary use of biometrics, let alone AI-supported biometrics. Similarly, there is 
currently no international instrument that regulates the use of AI for military 
purposes.  

The European Union’s General Data Protection Regulation (GDPR) 
contains specific rules on the processing of biometric data. It defines “bio-
metric data” as “personal data resulting from specific technical processing 
relating to the physical, physiological or behavioural characteristics of a nat-
ural person, which allow or confirm the unique identification of that natural 
person, such as facial images or dactyloscopic data.”35 However, the scope 
of application of the GDPR in principle does not extend to military opera-
tions.36 The EU AI Act, which entered into force in 2024, regulates the use 
of biometric systems. The impact of this act on the military use of AI-sup-
ported biometrics is however limited, because AI systems are not subject to 
the AI Act when put in the EU market or service exclusively for military, 
defense, or national security purposes. Although this does not mean that the 
act is irrelevant for military use, it does not regulate many instances of such 
use.37 In any event, EU legislation is not applicable to non-EU member 
States, despite the so-called “Brussels effect.”38  

Absent specific regulation, the legal framework applicable to the military 
use of AI-supported biometrics primarily consists of the general rules of in-
ternational humanitarian law (IHL) and international human rights law 

 
34. Jonathan Kwik, Is Wearing These Sunglasses an Attack? Obligations Under IHL Related to 

Anti-AI Countermeasures, 106 INTERNATIONAL REVIEW OF THE RED CROSS 732, 739 (2024). 
35. Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 

April 2016, On the Protection of Natural Person with Regard to the Processing of Personal 
Data and on the Free Movement of Such Data (General Data Protection Regulation), arts. 
4(14), 9, 2016 O.J. (L. 119) 34 [hereinafter GDPR].  

36. See Cymutta et al., supra note 11.  
37. See Rigmor Argren, Protection of Biometric Private Life Under the European Convention on 

Human Rights and the Law of Armed Conflict, 62 THE MILITARY LAW AND THE LAW OF WAR 
REVIEW 61 (2024).  

38. Graham Greenleaf, The Brussels Effect, in CONCISE ENCYCLOPEDIA OF PRIVACY AND 
DATA PROTECTION LAW (forthcoming). 
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(IHRL). In addition, because both AI and biometrics depend on the use of 
data, data protection law is also relevant. 

 
A. International Humanitarian Law 

 
IHL regulates armed conflicts and situations of occupation. As such, it is 
generally only applicable during such situations. IHL contains no rules that 
expressly regulate the use of (AI-supported) biometrics. This is unsurprising, 
since biometrics did not exist when the main treaties of IHL, the four Ge-
neva Conventions of 1949 and the two Additional Protocols of 1977, were 
adopted. As this author has discussed extensively elsewhere, however, there 
are several rules of IHL that are relevant to biometrics.39 In principle, IHL 
allows for and, in certain circumstances, even requires parties to an armed 
conflict to collect information on the enemy and its population. However, it 
also contains rules limiting such collection. One of the rules that can be in-
terpreted as such is Article 27 of the Geneva Convention Relative to the 
Protection of Civilian Persons in Time of War. This obligation provides that 
“protected persons are entitled, in all circumstances, to respect for their per-
sons.”40 The duty of “constant care” in Article 57 of Additional Protocol I 
(AP I), which is considered to reflect customary international law, has also 
been proposed as relevant to the use of biometrics on the basis that it ex-
tends to constant care for the personal data of civilians.41  

IHL regulates those activities that have a nexus to an armed conflict. It 
is important to note that not all activities carried out by a State’s armed forces 
during an armed conflict necessarily have such a nexus. For example, armed 
forces may be called on to support civil authorities in the execution of law 
enforcement during a situation of armed conflict, but without a link to that 
conflict. In such cases, the conduct of those forces would not be regulated 
by IHL but in principle by human rights law. An in-depth discussion of the 
nexus requirement in IHL is outside the scope of this article, but it may be 
useful to make a few brief remarks on it. The requirement of a nexus has 

 
39. Zwanenburg, supra note 6. 
40. Convention (IV) Relative to the Protection of Civilian Persons in Time of War art. 

57, Aug. 12, 1949, 6 U.S.T. 3516, 75 U.N.T.S. 287. 
41. Asaf Lubin, The Duty of Constant Care and Data Protection in War, in BIG DATA AND 

ARMED CONFLICT: LEGAL ISSUES ABOVE AND BELOW THE ARMED CONFLICT THRESH-
OLD 230 (Laura A. Dickinson & Edward W. Berg eds., 2024). 
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been developed mainly in the context of war crimes law as a part of interna-
tional criminal law.42 However, it is also part of IHL proper.43 The most in-
depth study of the nexus requirement under IHL has been carried out by 
Elvina Pothelet.44 She argues that there are essentially two types of nexus 
requirements.45 The first is a material nexus, which requires a link between 
the conduct concerned and an armed conflict. The second is the passive per-
sonal nexus, which requires that an individual be affected by an armed con-
flict. Pothelet posits that which type of nexus is required for IHL to apply 
depends on the category of IHL rules concerned. For example, the type of 
nexus required for rules relative to detention to apply is the passive person-
ality nexus.  

It may be noted that the question of whether there is a nexus, thus mak-
ing IHL applicable, is a different question from how IHL interacts with other 
legal regimes, in particular human rights law, where those regimes apply con-
currently. Thus, arguably the systematic collection of facial images by author-
ities of an occupying power is governed by IHL because “all persons affected 
by an armed conflict (passive personal nexus) are protected by these rules 
from acts committed by the belligerent in whose power they are, irrespective 
of whether the act itself has a nexus to the conflict or not.”46 However, IHRL 
also applies and must be respected unless there is a conflict with a rule of 
IHL and the latter can be said to be a lex specialis.  

IHL may impose certain limitations on the use of biometrics. However, 
as Leah West has written, it can also be argued that where the technology is 
available, IHL may require its use. With specific reference to facial recogni-
tion, she states that this can “significantly reduce civilian casualties and in-
crease military effectiveness, two of the underlying aims of IHL.”47 

 

 
42. See generally Harmen van der Wilt, War Crimes and the Requirement of Nexus with an 

Armed Conflict, 10 JOURNAL OF INTERNATIONAL CRIMINAL JUSTICE 1113 (2012). 
43. MARCO SASSÒLI, INTERNATIONAL HUMANITARIAN LAW: RULES, CONTROVERSIES 

AND SOLUTIONS TO PROBLEMS ARISING IN WARFARE 220 (2d ed. 2024). 
44. Elvina Pothelet, Searching for the “Nexus”: A Proposal to Refine the Applicability 

of IHL and of War Crimes Law (2000) (Ph. D. dissertation, University of Geneva) (on file 
with author). 

45. Id. at 140–41. 
46. Id. at 208. 
47. Leah West, Face Value: Precaution Versus Privacy in Armed Conflict, in THE RIGHTS TO 

PRIVACY AND DATA PROTECTION IN TIMES OF ARMED CONFLICT 132, 156 (Russell 
Buchan & Asaf Lubin eds., 2022). 
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B. Human Rights Law  
 

Human rights law was traditionally not considered very relevant to the mili-
tary, particularly during armed conflict. It was considered that international 
law functioned as an essentially binary system. One set of rules applied dur-
ing peacetime, and another during armed conflict. The rules governing 
peacetime relations were generally inapplicable for the duration of the con-
flict, and IHL became the applicable law between belligerent States, while 
the law of neutrality regulated the relationship between belligerents and neu-
tral States not party to the conflict. This is no longer the accepted view. There 
is now broad support for the view that in principle, human rights law con-
tinues to apply during armed conflicts. This has been reaffirmed in the case 
law of the International Court of Justice, including in its advisory opinion of 
July 19, 2024, in which it recalled that “the protection offered by human 
rights conventions does not cease in case of armed conflict or of occupa-
tion.”48 

This does not mean that human rights law applies to military activities at 
all times. Important human rights treaties, such as the International Cove-
nant on Civil and Political Rights (ICCPR), provide that a State is only 
obliged to respect the rights in those treaties in respect of persons who fall 
within its jurisdiction.49 Although States are in principle assumed to exercise 
such jurisdiction over persons within their territory, this is not the case for 
situations in which States act outside of that territory. The conduct of extra-
territorial military operations is a typical example. The extent to which such 
operations are bound by the human rights obligations of the sending State is 
the topic of much debate, and different human rights monitoring bodies 
have taken different approaches.50 There is however broad support for the 
view that a State is bound by its human rights obligations in respect of per-
sons over which its agents exercise effective control, as well as in respect of 
persons who are in an area over which that State exercises effective control. 
Consequently, human rights law would at least apply in the context of certain 

 
48. Legal Consequences Arising from the Policies and Practices of Israel in the Occu-

pied Palestinian Territory, Including East Jerusalem, Advisory Opinion, ¶ 99 (July 19, 2024), 
https://www.icj-cij.org/sites/default/files/case-related/186/186-20240719-adv-01-00-en. 
pdf. 

49. International Covenant on Civil and Political Rights art. 2, Dec. 16, 1966, T.I.A.S. 
92-908, 999 U.N.T.S. 171 [hereinafter ICCPR]. 

50. On the extraterritorial application of human rights, see generally Philipp Janig, Extra-
territorial Application of Human Rights, in 2 ELGAR ENCYCLOPEDIA ON HUMAN RIGHTS 180 
(Christina Binder et al. eds., 2022). 

https://www.icj-cij.org/sites/default/files/case-related/186/186-20240719-adv-01-00-en.pdf
https://www.icj-cij.org/sites/default/files/case-related/186/186-20240719-adv-01-00-en.pdf
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activities carried out by military operations, such as detention operations. 
The UN Human Rights Committee and other human rights monitoring bod-
ies have adopted a third basis for extraterritorial application of human rights 
treaties, referred to as the model of “functional” jurisdiction.51 This model 
concerns situations in which the conduct of a State has a direct and reason-
ably foreseeable effect on human rights. If this model is accepted, most ac-
tions by military forces abroad would entail the applicability of their human 
rights obligations. This article takes as a starting point that IHRL also applies 
in the relation between combatants, although IHL must be taken into ac-
count in the interpretation of IHRL or even takes precedence where there is 
a conflict between a rule of IHL and IHRL, and the former constitutes lex 
specialis. That IHRL applies between combatants appears to be supported by 
the case law of human rights courts.52 

Depending on how biometrics is used, various human rights may be rel-
evant to the use of the technology. For example, if biometric data is collected 
from a person in a non-consensual way, this may implicate the right to liberty 
(Article 9, ICCPR) as well as the prohibition of torture and cruel, inhuman 
or degrading treatment or punishment (Article 7, ICCPR).53 The human right 
that is the most principally affected by the use of biometrics however is the 
right to privacy. This right is laid down in various treaties, including the IC-
CPR (Article 17) and the European Convention on Human Rights (Article 
8).54  

The human right to privacy is notoriously difficult to define, and there is 
no consensus on its exact scope and content. Nevertheless, there is a rich 
jurisprudence of various human rights monitoring bodies and courts that has 
clarified particular aspects of the right. This has demonstrated, among other 
things, that there are different aspects, or types, of privacy that are part of 
the right to privacy. There is by now broad support for the view that “infor-
mational privacy” is one of those aspects of the right to privacy. Informa-
tional privacy is the ability to control the collection, use, and disclosure of 

 
51. For a critical approach, see Alice Ollino, The ‘Capacity-Impact’ Model of Jurisdiction and 

its Implications for States’ Positive Human Rights Obligations, 82 QUESTIONS OF INTERNATIONAL 
LAW 81 (2021), https://www.qil-qdi.org/the-capacity-impact-model-of-jurisdiction-and-
its-implications-for-states-positive-human-rights-obligations/. 

52. See, e.g., Narayan and Others v. Azerbaijan, Nos. 54363/17, 54364/17 (Dec. 19, 
2023), https://hudoc.echr.coe.int/eng#{%22itemid%22:[%22001-229602%22]}. 

53. ICCPR, supra note 49, arts. 7, 9.  
54. Convention for the Protection of Human Rights and Fundamental Freedoms art. 

8, Nov. 4, 1950, 213 U.N.T.S. 222. 

https://www.qil-qdi.org/the-capacity-impact-model-of-jurisdiction-and-its-implications-for-states-positive-human-rights-obligations/
https://www.qil-qdi.org/the-capacity-impact-model-of-jurisdiction-and-its-implications-for-states-positive-human-rights-obligations/
https://hudoc.echr.coe.int/eng#%7B%22itemid%22:%5B%22001-229602%22%5D%7D
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one’s personal information. Biometric data is in principle personal infor-
mation: it is collected and used specifically to identify individuals. As such, it 
is protected by the right to informational privacy.55 Because of its particular 
characteristics, biometric data is considered particularly sensitive personal 
data that merits specific protection. Protection of the right to biometric pri-
vacy covers the whole data life cycle of collection, retention, and disclosure 
of biometrics.56  

A specific issue is to what extent the right to privacy extends to publicly 
available information. Publicly available information is information that has 
been made available to the general public, usually by being published on the 
Internet. This information may or may not be personal data, in the sense that 
it is personally identifiable. The personal information shared may be made 
public by the individuals themselves or by others, as is the case, for example, 
when an individual posts pictures of several people.57 Publicly available in-
formation may be used in various ways for biometric systems. A database 
used for matching biometric data may consist partly or wholly of biometric 
data that has been collected from the Internet. An example is the use of 
Clearview AI facial recognition technology by the Ukrainian armed forces.58 
Collection of biometric data may also be done remotely in public spaces, for 
example using cameras.  

National legislations and commentators take different positions on what 
is and what is not publicly available information, and whether such infor-
mation is protected by the right to privacy and data protection law. In the 
United States and Canada for example, legislation appears to generally ex-
clude publicly available information from privacy protection. In European 
States, on the other hand, such a general exclusion is not generally accepted.59 

 
55. Marten Zwanenburg & Steven van de Put, The Use of Biometrics in Military Operations 

Abroad and the Right to Private Life, in TOWARDS A DATA-DRIVEN MILITARY: A MULTIDISCI-
PLINARY PERSPECTIVE 283 (Peter B.M.J. Pijpers et al. eds., 2022).  

56. Argren, supra note 37. 
57. Elisa Orrù, Are Publicly Available (Personal) Data ‘Up for Grabs’? A Discussion of Three 

Privacy Arguments, in DATA PROTECTION AND PRIVACY, VOLUME 16: IDEAS THAT DRIVE 
OUR DIGITAL WORLD 105, 106 (Hideyuki Matsumi et al. eds., 2024). 

58. Kashmir Hill, Facial Recognition Goes to War, NEW YORK TIMES (Apr. 7, 2022), https: 
//www.nytimes.com/2022/04/07/technology/facial-recognition-ukraine-clearview.html. 

59. For a discussion of an Irish case in which a court held that the collection of bio-
metric data with facial recognition technology in a public space was governed by Article 8 
of the ECHR, see Grace Callanan, Does the Right to Privacy Apply to Facial Biometrics? Specifically, 
When Analyzed Under the European Convention on Human Rights, 49 GEORGIA JOURNAL OF IN-
TERNATIONAL & COMPARATIVE LAW 351 (2021). 

https://www.nytimes.com/2022/04/07/technology/facial-recognition-ukraine-clearview.html
https://www.nytimes.com/2022/04/07/technology/facial-recognition-ukraine-clearview.html
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Uta Kohl attributes this to two different cultures of privacy, only one of 
which recognizes “privacy-in-public.”60 In the literature, a variety of criteria 
have been put forward for determining when publicly available information 
should be protected.61 This discussion has also extended to the specific con-
text of biometrics.62  

The practice of human rights monitoring bodies supports the view that 
publicly available information does not necessarily fall outside of the protec-
tion of privacy. Reports by the Office of the UN High Commissioner for 
Human Rights, such as The Right to Privacy in the Digital Age, underline that 
the protection of the right to privacy also extends to public spaces and in-
formation that is publicly available.63 In particular, these state that: 

 
Systematic surveillance of people in the public space online and offline, in 
particular when combined with additional ways to analyse and connect the 
obtained information with other data sources, constitutes an interference 
with the right to privacy and can have highly detrimental effects on the 
enjoyment of other human rights.64 
  
The UN Human Rights Committee has rejected the idea that infor-

mation gathered in public areas is automatically in the public domain and 
may be freely accessed. In its concluding observations on the Seventh Periodic 
Report of Colombia in 2016, it stated its concern that in the new police code 
that was to enter into force, “all the information and data gathered in public 
areas are considered to be in the public domain and to be freely accessible.”65 

The European Court of Human Rights has in several cases held that 
publicly available information can be protected by the right to privacy. This 
case law has generally, albeit not always, dealt with an infringement of privacy 
as a result of the publication of information. It is less clear if the collection 
and further processing of such information, without its dissemination, is also 

 
60. Uta Kohl, The Right to be Forgotten in Data Protection Law and Two Western Cultures of 

Privacy, 72 INTERNATIONAL & COMPARATIVE LAW QUARTERLY 737 (2023). 
61. Orrù, supra note 57.  
62. See, e.g., Jonathan Turley, Anonymity, Obscurity, and Technology: Reconsidering Privacy in 

the Age of Biometrics, 100 BOSTON UNIVERSITY LAW REVIEW 2179 (2020). 
63. U.N. High Comm’r for Human Rights, The Right to Privacy in the Digital Age, ¶ 43, 

U.N. Doc. A/HRC/51/17 (Aug. 4, 2022) [hereinafter OHCHR Rep. of Privacy in the Dig-
ital Age]. 

64. Id. 
65. Human Rights Comm., Concluding Observations on the Seventh Periodic Report 

of Colombia, ¶ 32, U.N. Doc. CCPR/C/COL/CO/7 (Nov. 17, 2016). 
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covered by Article 8.66 In the case of Rotaru v. Romania, the court dealt with 
an alleged violation of the applicant’s right to respect for his private life on 
account of the holding and use by the Romanian Intelligence Service of a file 
containing personal information. It held that “public information can fall 
within the scope of private life where it is systematically collected and stored 
in files held by the authorities.”67 It has been suggested on this basis that the 
non-systematic processing of publicly available information does not neces-
sarily fall within the scope of the protection of private life.68 In Glukhin v. 
Russia, the police made screenshots from social media and allegedly applied 
facial recognition technology to the screenshots to identify Glukhin. They 
then arrested Glukhin, allegedly using facial recognition technology in the 
Moscow underground to locate him. The court found that this fell within 
the sphere protected by Article 8.69  

Not every infringement of privacy constitutes a violation of the right to 
privacy. Article 17 of the ICCPR for example only prohibits “arbitrary or 
unlawful” interference.70 A set of principles can be identified for determining 
whether a particular infringement is arbitrary or unlawful. Asaf Lubin refers 
to these as the principles of legality, necessity, proportionality, adequate safe-
guards, and access to remedy.71 As a general matter, there will be more room 
for infringements during crises and armed conflicts.72  

 
C. Data Protection Law 

 
Data protection law refers to a set of legal regulations designed to safeguard 
personal information from misuse, unauthorized access, or breach. It estab-

 
66. Lilian Edwards & Lachlan Urquhart, Privacy in Public Spaces: What Expectations of Pri-

vacy Do We Have in Social Media Intelligence?, 24 INTERNATIONAL JOURNAL OF LAW AND IN-
FORMATION TECHNOLOGY 279, 300 (2016). 

67. Rotaru v. Romania, No. 28341/95, ¶ 43 (May 4, 2000), https://hudoc.echr.coe.int/ 
eng#{%22itemid%22:[%22001-58586%22]}. 

68. Bert-Jaap Koops, Police Investigations in Internet Open Sources: Procedural Law Issues, 29 
COMPUTER LAW AND SECURITY REVIEW 654, 656 (2013). 

69. Glukhin v. Russia, No. 11519/20, ¶ 73 (July 4, 2023), https://hudoc.echr.coe.int/ 
eng#{%22itemid%22:[%22001-225655%22]}. 

70. ICCPR, supra note 49, art. 17.  
71. Asaf Lubin, The Rights to Privacy and Data Protection Under International Humanitarian 

Law and Human Rights Law, in RESEARCH HANDBOOK ON HUMAN RIGHTS AND HUMANI-
TARIAN LAW: FURTHER REFLECTIONS AND PERSPECTIVES 462, 468–70 (Robert Kolb et al. 
eds., 2022). 

72. See Argren, supra note 37. 

https://hudoc.echr.coe.int/eng#%7B%22itemid%22:%5B%22001-58586%22%5D%7D
https://hudoc.echr.coe.int/eng#%7B%22itemid%22:%5B%22001-58586%22%5D%7D
https://hudoc.echr.coe.int/eng#%7B%22itemid%22:%5B%22001-225655%22%5D%7D
https://hudoc.echr.coe.int/eng#%7B%22itemid%22:%5B%22001-225655%22%5D%7D
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lishes frameworks to ensure that individuals’ data is handled responsibly, se-
curely, and transparently by organizations. There is much debate on the pre-
cise relationship between the human right to privacy on the one hand and 
data protection law on the other, where the latter is sometimes seen as an 
aspect of the former. There are important differences between the two, how-
ever. Privacy is broader than data protection because it not only concerns 
information. At the same time privacy is narrower because data protection 
applies irrespective of whether there is an interference with the personal 
sphere.73 

Data protection is largely regulated in the domestic legislation of States. 
In the EU however, it has been harmonized through EU legislation that ap-
plies in all EU member States. The main instrument in this respect is the 
GDPR. This instrument, as well as other EU regulations on data protection, 
has influenced data protection practices globally in what is referred to as the 
“Brussels effect.”74  

Key concepts in data protection law are “personal data” and “data sub-
ject.” The GDPR defines personal data as “any information relating to an 
identified or identifiable natural person (‘data subject’).”75 In other 
words, personal data is any information clearly about a particular person. 
The GDPR further clarifies that information is considered personal data 
whenever an individual can be identified, directly or indirectly, “by reference 
to an identifier such as a name, an identification number, location data, an 
online identifier or to one or more factors specific to the physical, physio-
logical, genetic, mental, economic, cultural or social identity of that natural 
person.”76 The GDPR makes clear that biometric data is a particular type of 
personal data, which is defined as: “personal data resulting from specific 
technical processing relating to the physical, physiological or behavioural 
characteristics of a natural person, which allow or confirm the unique iden-
tification of that natural person, such as facial images or dactyloscopic 
data.”77 

According to Els Kindt, on the basis of this definition: 
 

 
73. MIREILLE HILDEBRANDT, LAW FOR COMPUTER SCIENTISTS AND OTHER FOLK 131 

(2020).  
74. Greenleaf, supra note 38. 
75. GDPR, supra note 35, art. 4(1). 
76. Id. 
77. Id. art. 4(14). 
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[I]t seems that the concept of biometric data is narrowed down to bio-
metric processing or the actual use of “biometric data” being the result of 
a particular technical operation. The mere collecting and storing of images 
of the face, fingerprint or iris for example seems by the legislator hence not 
considered as biometric data or processing biometric data. Facial images 
only become biometric data . . . if they are used in a biometric comparison, 
and more precisely, if they are “personal data resulting from specific tech-
nical processing.”78  
 
In other words, “raw” images would not be included. The GDPR con-

tains separate rules on special categories of personal data, including bio-
metric data, which are considered particularly sensitive.79  

It is important to note however that the scope of application of the 
GDPR in principle does not extend to military operations.80 Similarly, a com-
mon exception in national data protection legislation involves processing 
that is necessary for national security, defense of sovereignty, and public or-
der.81 Certain EU member States have however made (parts of) the GDPR 
applicable to military operations through domestic legislation.82  

Commentators have identified certain emerging core principles of data 
protection law. According to Lubin, these six principles are the principle of 
lawful, fair, and transparent data collection and processing; the principle of 
accuracy; the principle of purpose and storage specification and limitation; 
the principle of individual participation; the principle of integrity and confi-
dentiality, and the principle of accountability.83  

It must be noted that, as Lubin writes, “data protection regimes are gen-
erally perceived as peacetime domestic frameworks, thereby raising ques-
tions about their extraterritorial application during armed conflict.”84 

 
 

 
78. Els J. Kindt, Biometric Data Processing: Is the Legislator Keeping Up or Just Keeping Up 

Appearances?, in RESEARCH HANDBOOK ON PRIVACY AND DATA PROTECTION LAW 375, 
385 (Gloria González et al. eds., 2022). 

79. Id. at 385–86.  
80. See Cymutta et al., supra note 11; see also Robin Geiß & Henning Lahmann, Protection 

of Data in Armed Conflict, 97 INTERNATIONAL LAW STUDIES 556, 568 (2021). 
81. Lubin, Rights to Privacy and Data Protection, supra note 71, at 475. 
82. One example is the Netherlands. 
83. Lubin, Rights to Privacy and Data Protection, supra note 71, at 474–75. 
84. Lubin, Duty of Constant Care and Data Protection, supra note 41, at 233. 
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V. LEGAL ISSUES ARISING FROM THE USE OF AI-SUPPORTED             
BIOMETRICS IN MILITARY OPERATIONS 

 
Based on the legal framework for the use of AI-supported biometrics in mil-
itary operations discussed in the previous part, this part highlights a number 
of specific legal issues arising from such use. The part takes the “biometric 
cycle” as its starting point, which is the different steps in using biometrics 
described in Part II. It will discuss legal issues relevant in different steps of 
this cycle. 

 
A. Development  

 
With respect to the development of AI-supported biometric systems, it is 
important to note that it is likely that systems used by the armed forces will 
be developed by the private sector. States should try to ensure that concerns 
regarding the military use of such systems are already taken into account 
during the development stage.  

Linked to this, a relevant obligation under IHL during the development 
of biometric systems is the obligation to review new methods and means of 
warfare under Article 36 of Additional Protocol I.85 This author has argued 
elsewhere that in principle, biometric systems do not qualify as methods or 
means of warfare and are thus not subject to this obligation.86 However, if 
biometrics are integrated into new weapons or methods of warfare, this 
would require a legal review.87  

Arguably, a similar but broader obligation arises from human rights law. 
According to Daragh Murray, under human rights law States must undertake 
some form of an assessment intended to identify the consequences associ-
ated with a particular course of action. This is central to determining whether 
those consequences are legitimate under the circumstances and may be used 
to identify permissible parameters for use.88 Murray states that at the design 
and development stage, such an impact assessment should examine how an 

 
85. Protocol Additional to the Geneva Conventions of 12 August 1949, and Relating 

to the Protection of Victims of International Armed Conflicts art. 36, June 8, 1977, 1125 
U.N.T.S. 3  

86. Zwanenburg, supra note 6, at 1415.  
87. Boothby, supra note 15, at 400. 
88. Daragh Murray, Adapting a Human Rights-Based Framework to Inform Militaries’ Artificial 

Intelligence Decision-Making Processes, 68 SAINT LOUIS LAW JOURNAL 293, 304 (2024).  
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AI tool “is likely to work, ensure that it functions as intended, and identify 
any problematic processes or assumptions.”89  

The development of AI-supported biometric systems involves training 
and testing the models involved. Such training and testing require large 
amounts of data. This raises several issues. One issue concerns the available 
quantity and quality of data. The quality and quantity of the data used to train 
the model are of great importance in limiting the false positive and false neg-
ative rates of that model. Concerns have been expressed about whether pri-
vate developers will have access to such data. It has been pointed out that 
data specific to the military domain is limited and difficult to obtain. Data 
sets may be too small to be able to train and test a model well.90  

Additionally, the circumstances in which armed forces operate do not 
lend themselves to producing transferable, repeatable data.91 This means that 
data from past military operations may not be suitable to train and test a 
system for use in future operations. For example, a facial recognition system 
that has been trained and tested using faces of primarily white persons is 
likely to be less accurate when used in the context of a military operation in 
Africa. This could, for example, lead to a breach of the requirement of fair 
processing of data under data protection law, and of the prohibition of dis-
crimination under human rights law. 

Another issue can be seen as the other side of the same coin. The fact 
that the training and testing of models requires a large amount of data means 
that those who carry out this task potentially have access to a large amount 
of personal data. This means that the right to privacy and applicable rules on 
data protection come into play.92 On the basis of these legal frameworks, 
they will need to make sure that no more personal data is processed than is 
necessary, and to take measures to secure the data.  

 
B. Deployment 

 
When the decision to deploy is made, human rights law arguably requires a 
new assessment to be made of the impact of such deployment. At this stage, 

 
89. Id. 
90. YASMIN AFINA & SARAH GRAND-CLÉMENT, BYTES AND BATTLES: INCLUSION OF 

DATA GOVERNANCE IN RESPONSIBLE MILITARY AI 9 (2024). 
91. INT’L COMM. OF THE RED CROSS, EXPERT CONSULTATION REPORT ON AI AND 

RELATED TECHNOLOGIES IN MILITARY DECISION-MAKING ON THE USE OF FORCE IN 
ARMED CONFLICTS 16 (Mar. 2024).  

92. AFINA & GRAND-CLÉMENT, supra note 90, at 12. 
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impact assessments can be conducted in light of the specific circumstances 
of the deployment. It can be argued that such an obligation also arises from 
IHL. Murray gives the following example: 

 
If facial recognition is deployed to identify particular members of an armed 
group for targeting, an impact assessment may indicate that the risk of false 
positives is unacceptable at night but permissible during the day, demon-
strating how impact assessments can help establish appropriate, and legally 
compliant, parameters of use. Such compliance could be established in this 
case by ensuring that the identity of the target can be verified in line with 
Article 57(2)(a)(i), Additional Protocol I.93 
 
It may be noted that this example concerns the use of biometrics for 

targeting, which makes the IHL targeting regime applicable. An open ques-
tion is whether the rules of IHL that do not concern targeting also imply 
such a pre-deployment assessment. It is arguable that such an obligation can 
also be based on the obligation of constant care that was discussed in Part 
IV(A) above. This obligation imposes a general duty on parties to an armed 
conflict to take constant care to spare civilians and civilian objects in the 
conduct of military operations. Traditionally, this was understood as refer-
ring to the avoidance of physical harm to civilians and civilian objects. For 
applications of AI-supported biometric systems, this means that the obliga-
tion applies when the use of such systems may lead to such physical harm. 
An example would be targeting supported by AI. It has been argued however 
that the duty can be extended to digital rights of individuals.94 If this is ac-
cepted, then the duty of constant care also has implications for military op-
erations that may affect (only) personal data. Lubin gives the example of an 
occupying power that collects extensive personally identifiable information 
on the civilian population, yet fails to introduce even the most basic cyber-
security practices, and as a result of its gross negligence, the data is ultimately 
breached and certain harms ensue. He submits that this would make the oc-
cupying power in breach of its duty of care.95 In order to avoid such a breach, 
commanders need to take reasonable steps to reduce, where feasible, the 
negative effects on civilians from their operational information. What could 
such reasonable steps look like in practice when the deployment of an AI-
supported biometric system is considered? 

 
93. Murray, supra note 88, at 305. 
94. Lubin, Duty of Constant Care and Data Protection, supra note 41. 
95. Id. at 242. 
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A first issue would be whether there is a legal basis for the collection and 
processing of biometric data. This requirement follows in particular from the 
right to privacy and data protection law. This requires first of all that there 
is a law that provides for such collection and processing. Normally this 
would be a domestic law, but arguably a UN Security Council resolution 
could also provide a legal basis.96 In any event, such legislation will have to 
set out clearly the grounds and scope of such activities.97  

Another issue would be whether the employment of an AI-supported 
biometric system is necessary. In other words, would other means be suffi-
cient to achieve the purpose for which the system is envisaged, or is this the 
only effective way to achieve it? This includes consideration of the accuracy 
of the technology and the risk that the system can be circumvented. Accu-
racy refers to the frequency with which a system generates correct output, as 
explained above in Part III.98 The model used by the system and the type of 
biometric features used both play a role in the accuracy of a system. A model 
may be more or less accurate, which depends in large part on how it was 
trained. Concerning different biometric features, each has its strengths and 
weaknesses. The choice for one or the other depends on the application. It 
should thus be ascertained whether the biometric system being considered 
is sufficiently accurate for the purpose. For example, researchers have re-
peatedly found that AI-trained facial recognition programs fail dispropor-
tionately when used for women and people of color due to both the models 
and the data on which the programs were trained.99 Such a system might 
therefore not be appropriate for use in a military operation in Africa. Using 
a multimodal biometric system is likely to increase the accuracy of the sys-
tem. However, since it uses more than one biometric feature and thus more 
personal information, it is also more privacy-invasive.  

Linked to the issue of accuracy of an AI-supported biometric system are 
the issues of robustness and reliability. In this regard it is important to un-
derstand that AI makes mistakes in different ways than humans do. Causes 
for AI failure include training data issues, input data issues, out-of-distribu-
tion issues, and drift and proxy mistakes.100 Out-of-distribution is a problem 
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particular to AI, and refers to “a disconnect between the data distributions 
which the system was trained for and those it receives.”101 Drift is a specific 
form of out-of-distribution, and refers to the case where the training and 
operational distributions initially corresponded well, but drifted apart over 
time. Drift may also occur in AI-supported biometric systems.102 

Related to this is the vulnerability of a system to AI attacks. AI-supported 
facial recognition systems in particular have been associated with such vul-
nerability.103 Another example is biometric systems based on voice recogni-
tion. Such systems can be deceived by means of AI-based voice generation 
and modification methods.104 Such vulnerabilities should be taken into ac-
count in the decision to deploy a biometric system in order to satisfy the 
requirement of necessity, but also the requirement to secure data under data 
protection law.  

Proportionality is another factor that should be considered. According 
to the Office of the UN High Commissioner for Human Rights, “[r]emote 
biometric surveillance systems, in particular, raise serious concerns with re-
gard to their proportionality, given their highly intrusive nature and broad 
impact on large numbers of people.”105 Determining whether the use of bi-
ometrics is proportional entails inquiring whether less privacy-invasive 
means could be used instead. If there are different types of biometric systems 
available, then it also concerns the choice between different systems. For 
example, behavioral biometrics that rely on the analysis of large amounts of 
behavioral data are more likely to be disproportionate than morphological 
biometrics. An important factor in the context of proportionality is the use 
of privacy-enhancing technologies that can mitigate the impact on privacy.106 
Examples of such technologies are pseudonymization and encryption. The 
former consists of the generation and use of pseudonymous identifiers to 
identify individuals instead of their real identifiers, such as names and bio-

 
101. Id. at 116. 
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Recognition, ACM COMPUTING SURVEYS (Oct. 1, 2024), https://dl.acm.org/doi/full/10.11 
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metric data. Encryption refers to the encoding of human-readable infor-
mation into a coded format that can only be interpreted by authorized par-
ties, preventing unauthorized access to data.107  

In determining the necessity and proportionality of the use of biometric 
systems, the purpose of that use, as well as the general situation in which 
such use will take place, are important factors. As Leah West points out: 

 
In times of sustained and intense violence, we should expect that a State’s 
privacy obligations vis-à-vis those within its territory or effective control 
will be minimal and likely consistent with the limited protections offered 
under IHL. Instead, the emphasis should be on the State’s obligation to 
collect the necessary intelligence and analysis to comply with the precau-
tionary principles.108 
 
She also underlines that what the right to privacy requires may change 

over time, as the situation changes. When the level of violence decreases, 
what privacy requires increases.109  

 
C. Enrollment  

 
Biometric enrollment of an individual during a military operation will have 
to fall within the grounds and scope for enrollment as set out in the law that 
provides the legal basis for such enrollment, as described above. Such a law 
could for example limit enrollment to persons who have been detained by 
the operation.  

In civilian applications of biometric systems, consent of the individual 
will often be the ground for such enrollment. Such consent must be genuine 
and informed. When biometric systems are used in the context of a military 
operation, it should not be presumed too easily that consent is genuine. This 
follows from the power imbalance between the military operation and the 
person being enrolled. This is obvious when the person is a prisoner of war 
(POW), for example, but is also relevant in situations where biometric data 
are taken from persons who are not physically in the power of the operation. 
For example, if persons accept biometric enrollment as a requirement for 
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the distribution of humanitarian aid, it may be asked whether such consent 
is genuine.110 

The principle of proportionality also plays a role at the stage of enroll-
ment. It follows from this principle that the data that is captured should be 
the minimum that is necessary for the stated purpose. The use of AI enables 
the enrollment, storage, and analysis of enormous amounts of data, and the 
way in which biometrics systems work may encourage States to collect ever 
more biometric data.111  

An important issue at the point of biometric enrollment is transparency. 
Transparency is a principle of data protection law and can also be seen as a 
requirement that flows from the right to privacy.112 It can also be argued to 
be an element of the obligation under IHL to respect the person and honor 
of a POW or civilian.113 On the basis of this principle, the fact that biometric 
data is collected and the purpose for which it is collected should in principle 
be made clear to the persons who are enrolled. One method for doing so 
would be to display an explanatory text at the place of use of the biometric 
system.114 In certain situations there may be legitimate military reasons for 
not providing information to the subjects of biometric data collection. For 
example, it would not be logical to inform an enemy fighter whose biometric 
data is being collected to determine whether they are a potential target. As 
Lubin argues, however, “this does not mean that a State must keep silent on 
all aspects of the operation.”115 As an example of a case in which the use of 

 
110. For an expression of this idea, see GDPR, supra note 35, ¶ 43 (“In order to ensure 

that consent is freely given, consent should not provide a valid legal ground for the pro-
cessing of personal data in a specific case where there is a clear imbalance between the data 
subject and the controller, in particular where the controller is a public authority and it is 
therefore unlikely that consent was freely given in all the circumstances of that specific sit-
uation”).  

111. Buhrow writes that “to be truly effective, biometrics collections should be per-
formed . . . at every possible point in which the United States or allied forces come into 
contact with the local populace.” BUHROW, supra note 3, at 31. In Iraq, the United States 
collected three million fingerprints. Spencer Ackerman, U.S. Holds on to Biometrics Database of 
3 Million Iraqis, WIRED (Dec. 2011), https://www.wired.com/2011/12/iraq-biometrics-da-
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112. Lubin, Rights to Privacy and Data Protection, supra note 71, at 470. 
113. Convention (III) Relative to the Treatment of Prisoners of War art. 14, Aug. 12, 

1949, 6 U.S.T. 3316, 75 U.N.T.S. 135; Convention (IV) Relative to the Protection of Civil-
ian Persons in Time of War art. 27, Aug. 12, 1949, 6 U.S.T. 3516, 75 U.N.T.S. 287. 

114. Jan Grijpink, Biometrics and Privacy, 17 COMPUTER LAW & SECURITY REPORT 154, 
158 (2001). 

115. Lubin, Duty of Constant Care and Data Protection, supra note 41, at 245. 
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biometric systems was not transparent, he refers to the use of such systems 
by German and other forces in Afghanistan.116 

When enrollment takes place during an armed conflict, specific rules of 
IHL may be relevant depending on the particular purpose for which the bi-
ometric system is used. An example is the enrollment of POWs. On one 
reading of Article 17 of the Geneva Convention Relative to the Treatment 
of Prisoners of War,117 this would prohibit the collection of biometric data. 
The article provides that every POW, when questioned on the subject, is 
bound to give only his surname, first names, rank, date of birth, and army, 
regimental, personal, or serial number, or equivalent. The only possible sanc-
tion that may be imposed on a POW who willfully does not offer this infor-
mation, according to the article, is a restriction of the privileges accorded to 
his rank or status. One reading of this prohibition is that compelling the 
POW to give information in the form of his biometric characteristics would 
be a sanction that is not allowed under Article 17.118 

 
D. Storage 

 
Since the use of AI in biometric systems leads to these systems being able to 
process more data, there is an incentive to collect and store more data that 
can be processed. This is directly relevant to the requirement of proportion-
ality in the context of the right to privacy and data protection. It follows 
from this principle that the biometric data stored should be as limited as 
possible for the stated purpose. When a person is enrolled for the purposes 
of comparison with data in a database, the new data should thus not be 
stored as a matter of course. Another consequence is that biometric data that 
is stored should not be kept for longer than is necessary for the purposes for 
which it has been collected.119  

Another principle that follows from the right to privacy and from data 
protection law, and arguably also from IHL where applicable, is that of data 
security. All reasonably practicable measures must be taken to ensure that 
biometric data is protected against unauthorized or accidental access, eras-
ure, loss, or use. Considering the sensitivity of biometric data, such measures 
are especially important in the context of biometric systems. An example of 
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such a measure is the limitation of persons who have access to the system. 
Steps will also have to be taken to consider the cyber-security of systems that 
are used. As Lubin states, which steps are reasonably practicable will need to 
be determined on a case-by-case basis.120 Such cybersecurity measures can 
include the encryption of biometric data at rest.121  

In taking measures to ensure data security, the potential for a malicious 
actor using AI to gain access to and analyze data should be taken into ac-
count. AI can be used for example during the training state of a model to 
insert a backdoor that an attacker can use at a later point in time.122 Once 
such an actor has access to data, AI can be used to analyze large datasets, so 
that the attacker can quickly locate data that is relevant to them.123  

 
E. Matching 

 
Matching is a key stage in the use of biometric systems. In a military opera-
tion, a match will be taken into account in further decision-making. Such 
decision-making may be carried out by a human, such as in the case of a 
biometric system that is used to help a commander determine whether a 
person is a known enemy fighter for detention purposes. It can also be car-
ried out by a machine, such as biometrics that are integrated into an auton-
omous weapon system. The use of AI for the purposes of such decision-
making has been addressed extensively in the literature. This section does 
not aim to summarize that entire body of literature. Instead, it will highlight 
some key points. 

One issue is the accuracy, robustness, and reliability of AI-supported de-
cision support systems, including those making use of biometrics, when used 
in the field. As was explained above, accuracy refers to the percentage of 
correct answers a system generates. Robustness refers to the ability of a sys-
tem to maintain its performance level outside of laboratory circumstances.124 
As Taylor Woodcock points out: 

 
 

120. Lubin, Duty of Constant Care and Data Protection, supra note 41, at 246. 
121. INT’L BIOMETRICS + IDENTITY ASSOC., PRINCIPLES FOR BIOMETRIC DATA SECU-

RITY AND PRIVACY (2019), https://www.ibia.org/download/datasets/4955/Principles%20 
for%20Biometric%20Data%20Security%20and%20Privacy.pdf.  

122. Berghoff et al., supra note 5, at 81. 
123. JENNIFER TANG, TIFFANY SAADE & STEVE KELLY, THE IMPLICATIONS OF ARTI-

FICIAL INTELLIGENCE IN CYBERSECURITY: SHIFTING THE OFFENSE—DEFENCE BALANCE 
9 (2024).  

124. KWIK, supra note 19, at 87. 

https://www.ibia.org/download/datasets/4955/Principles%20for%20Biometric%20Data%20Security%20and%20Privacy.pdf
https://www.ibia.org/download/datasets/4955/Principles%20for%20Biometric%20Data%20Security%20and%20Privacy.pdf


 
 
 
International Law Studies 2026 

180 
 
 
 
 
 

Machine learning may perform well in training when test data is drawn 
from the same overall set as training data, but may have limited accuracy in 
situations where there is limited data available or test data does not match 
training data in significant ways. Highly accurate predictions may only ma-
terialise under conditions identical to the data the algorithm was trained on 
. . . .125 
 
It is important to consider that in practice, the actual input that an AI-

supported system will be confronted with in real-life conditions may be dif-
ferent from the data on which it was trained. Under such conditions the 
system must generalize beyond the variables reflected in the data it was 
trained on.126  

Another issue is that of bias.127 There are various types of bias associated 
with the use of AI in the military, not all of which will be addressed here. 
One definition of bias in the context of AI is “a systematic error in decision-
making processes that results in unfair outcomes.”128 In the context of AI, 
bias can arise from various sources, including data collection, algorithm de-
sign, and human interpretation. Some types of bias have to do with the sys-
tem itself. Ingvild Bode and Ishmael Bhila in this context make a distinction 
between bias in datasets on the one hand and bias in design and development 
of AI on the other hand.129 The difficulty that AI-supported biometric sys-
tems have in identifying persons of a certain ethnicity has been referred to 
as an example of such biases.130 A third type of bias is bias in use. This refers 
to the case in which the users of AI systems introduce their own biases or 
prejudices into the system, consciously or unconsciously. This can happen 
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for example when users interact with the system in ways that reflect their 
own biases.131 

A related issue is the phenomenon known as automation bias. Automa-
tion bias refers to a tendency of humans to overly trust information provided 
by a machine, even when contradictory or different information is available 
from other sources. If an AI-supported system turns out not to be reliable 
in particular circumstances but the user nevertheless relies on its output, 
there is a serious risk that this will lead to harm to persons, depending on the 
purpose the system is used for.  

Issues with the accuracy and robustness of AI-supported biometrics, as 
well as the existence of bias, risk violating human rights law, in particular the 
right to privacy and the prohibition of discrimination. The same issues also 
potentially violate principles of data protection, in particular the requirement 
of fair processing of data. This means that it may not be disadvantageous, 
discriminatory, unexpected, or misleading (in a way that cannot be justified) 
for the data subjects. Finally, these issues may also lead to conflict with IHL, 
depending on the purpose for which they are used. For example, using a 
facial recognition system for targeting that is not sufficiently reliable could 
violate the obligation to take precautions in attack or the principle of distinc-
tion.132 

 
F. Sharing of Biometric Data 

 
The sharing of data is considered an important element in maximizing the 
benefit of AI-supported biometrics. William Buhrow writes that the ability 
to share data rapidly and seamlessly among national-level organizations and 
across national boundaries is crucial to the success of any large-scale biomet-
rics effort.133 The use of AI in biometric systems, making such systems faster 
and arguably more accurate and reliable at least in some situations, is likely 
to further stimulate the sharing of data.134 

In the case of AI-supported biometrics, there is not only an incentive to 
share data in phases after the deployment of a biometric system, but also 
during its design and development. AI requires massive amounts of data to 
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train and feed models. This provides an incentive for allies and partners to 
share data, including biometric data, to train their respective systems. 

The sharing of biometric data potentially raises issues under the different 
legal regimes discussed in Part IV. Such sharing may violate the right to pri-
vacy, in particular if such sharing would not be proportional. Determining 
proportionality entails balancing the right of the individual against the inter-
ests of the State and the society it represents.135 Biometric data should only 
be used for the purpose for which it was collected. This means that the shar-
ing of the data by the armed forces with other government agencies with 
different mandates in their own State may not be considered proportional.136 
This might also apply to the sharing of biometric data between different 
States, whether or not participating in the same military operation. Other 
human rights than the right to privacy may also come into play when bio-
metric data is shared. For example, if sharing biometric data is done with a 
view to the detention of a person and that person is subsequently tortured 
by the State with which the data has been shared, this could make the sharing 
State responsible for a violation.  

Depending on the purpose for which it is done, the sharing of biometric 
data may lead to the responsibility of the sharing State for aiding or assisting 
a breach of the rules of IHL. For example, if biometric data is shared for the 
purposes of targeting an individual, and the recipient State routinely fails to 
respect the rules on targeting, the transferring State is at risk of being accused 
of aiding the commission of IHL violations. This could lead to responsibility 
on the basis of the prohibition of aiding or assisting internationally wrongful 
acts of other States.137 

 
VI. CONCLUSION 

 
The use of AI to support biometrics has been welcomed as a means to make 
the use of this technology much faster and more effective. This promise is 
also leading armed forces to increasingly make use of AI-supported biomet-
rics. This article aimed to explore the legal framework that applies to the 
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combination of these technologies when used by the armed forces. It was 
found that there are three main legal regimes that regulate such use, namely 
IHL, human rights law, and data protection law. While IHL applies only 
during armed conflict, human rights law and data protection in principle ap-
ply at all times, although there are questions around the extraterritorial ap-
plication of data protection law during armed conflict. The exact interrela-
tionship between these regimes was not analyzed in detail in this article, but 
it is submitted that in principle they are capable of being applied concur-
rently.  

It was found that, arguably, IHL may require the use of (AI-supported) 
biometrics in certain situations if this capability is available. All three legal 
regimes discussed contain rules and principles that limit certain uses of AI-
supported biometrics in certain cases and that require certain safeguards to 
be put in place. In many cases such requirements can be based on more than 
one legal regime. For example, the requirement to secure biometric data once 
it has been collected is derived from human rights law and data protection 
law, and arguably also follows from IHL.  

Requirements flowing from the three legal regimes apply throughout the 
entire “biometric cycle,” from the design and development of a biometric 
system to its actual use in the field. It was found that already during the 
design and development of a biometric system and at the stage of decision-
making concerning its deployment, applicable law requires taking into ac-
count particular risks and taking measures to mitigate these risks. It is worth 
highlighting that some AI-supported biometric systems are subject to the 
duty to review new means of warfare in Article 36 of AP I, and that arguably 
human rights law imposes a broader obligation to undertake some form of 
an assessment intended to identify the consequences associated with a par-
ticular course of action. In the case of an AI tool, this would entail a duty to 
examine how an AI tool is likely to work, ensure that it functions as intended, 
and identify any problematic processes or assumptions. 

For the most part, it appears that the legal issues raised by AI-supported 
biometric systems are not different from those raised by biometric systems 
as such. The use of AI does however amplify these issues. This is due in large 
part to the fact that it incentivizes States to capture increasing amounts of 
biometric data in order to train these systems, and because the use of AI 
makes it possible to analyze large volumes of data. An issue particular to AI 
is how it can make mistakes, which is different from how humans make mis-
takes. The risks that this will impact accuracy, robustness, and reliability need 
to be taken into account in various stages of the biometric process. 
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