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Lessons from Lies: The Role 
of Experience with Misleading 
Advertising in Recognizing 
and Resisting Ads for Counterfeit 
Products

Alexander Pfeuffer, Zeph M. C. van Berlo,  
Edith G. Smit, Xiaohua He and Eva A. van Reijmersdal

1	� Introduction

Advertising is part of our culture in different forms and formats. People learn 
through experience how to deal with advertising and develop skills to know what 
persuasion tactics are used (Friestad & Wright, 1994). An important part of that 
skill is being able to recognize deception. Advertising for counterfeit products 
on social media platforms is a special type of deception. A counterfeit product is 
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defined as any product, packaging, or related item that infringes upon a trademark 
or geographical indication by bearing an unauthorized mark or sign that is identi-
cal to or indistinguishable from a registered trademark or protected geographi-
cal indication (Lanham Act, 15 U.S.C. § 1114[1], 2024; Regulation (EU) No 
608/2013, art. 2, para. 5). While consumers are exposed to advertising for coun-
terfeit products regularly, they often do not recognize it as being fake (Alhabash 
et al., 2023; Liang & Mackey, 2011a, 2011b).

The present study aims to contribute to a better understanding of the recogni-
tion of advertising for counterfeit products, also referred to as counterfeit adver-
tising. On the one hand, we are interested in how consumers learn to distinguish 
this type of advertising by studying their previous experience with mislead-
ing advertising, which might have taught them to better recognize this type of 
deception. On the other hand, we explore whether consumers’ experience with 
misleading advertising makes them more resistant to counterfeit advertising (i.e., 
use cognitive and affective resistance strategies). In addition, we examine whether 
recognition and resistance differ for various product categories, because consum-
ers may be able to more effectively recognize and resist counterfeit advertising 
for some product categories than others.

2	� Literature Review, Hypotheses, and Research 
Question

2.1	� Advertising for Counterfeit Products

Advertising for counterfeit products plays a critical role in the broader market for 
counterfeit goods, because it intentionally misleads consumers to drive the pur-
chase of fake goods (Lanham Act, 15 U.S.C. § 1114[1], 2024). Despite regula-
tory frameworks designed to curb deceptive advertising, exposure to counterfeit 
product ads remains prevalent, especially on digital platforms where sellers can 
directly reach potential buyers (Liang & Mackey, 2011a; Van Berlo & Bock, 
2023).

Modern legal frameworks in Europe and the United States have evolved 
concurrently since the late nineteenth century, introducing concepts such as 
trademark, intellectual property, false advertising, and counterfeit to safeguard 
companies and consumers (EUIPO, 2023; Housewright, 2007; Rosen, 2018). 
In the U.S., the Lanham Act of 1946 (2024) identified false advertising, includ-
ing counterfeit promotion, as a trademark law violation. False or misleading 
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advertising occurs when claims made by a seller have a commercial purpose and 
are untrue, unclear, or intended to deceive; such messages could infelicitously 
influence consumer decisions and cause harm to consumers. In the case of coun-
terfeit advertising, such false claims may relate to the product’s origin, quality, 
pricing, or the legitimacy of the distributor.

Although counterfeiters have long used various communication channels, 
the rise of e-commerce and social media has made it easier to reach consumers 
and distribute counterfeit goods. Platforms now allow for direct consumer inter-
action through private messaging, hashtags, coded language, and inexpensive 
online advertising tools, facilitating quick connections and discreet transactions 
(Moureaud et al., 2021; Mussanova, 2021). Social media influencers have also 
been found to play a role in promoting counterfeit products (Shepherd, Whitman, 
& Button, 2021; U.K. Intellectual Property Office, 2024). Counterfeit items are 
not limited to luxury goods like clothing and accessories; they also include prod-
ucts that can endanger health and safety, such as medications, medical devices, 
and technology (Alhabash et al., 2023). The risks associated with counterfeit 
purchases include not only economic losses, environmental damage, and the sup-
port of criminal activity, but also significant threats to consumer safety (Gross-
man & Shapiro, 1988; Kingborn & Wilson, 2014; Organisation for Economic 
Cooperation and Development, 2021), as counterfeit products extend beyond 
luxury goods to items that may pose health and safety hazards. It is therefore 
important to examine how consumers interact with and respond to advertising 
for counterfeit products. The Persuasion Knowledge Model (Friestad & Wright, 
1994) holds valuable clues to assess how consumers engage with counterfeit  
advertising.

2.2	� Persuasion Knowledge to Explain Effects 
of Misleading Ad Experience

The Persuasion Knowledge Model by Friestad and Wright (1994) explains that 
people use their knowledge of persuasion to cope with persuasion attempts. This 
knowledge encompasses recognition of persuasion attempts, but also knowledge 
of the tactics that are used and the intentions of the persuader (Boerman et al., 
2018). Throughout life, people develop their persuasion knowledge based on the 
experiences they have with persuasion and advertising (Eisend & Tarrahi, 2022). 
People learn from these experiences, which adds new knowledge or adjusts exist-
ing knowledge (Wright et al., 2005). For example, if someone reads a product 
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review that turns out to be fake, they may learn that reviews can be fake and that 
they may want to scrutinize reviews more critically in the future so as not to be 
tricked by false reviews again. Or similarly, when a consumer bought a product 
based on an ad that turned out to be a fake, they may learn that they should be 
critical and suspicious when they see a similar advertisement in the future. Based 
on the Persuasion Knowledge Model and empirical research (Eisend & Tarrahi, 
2022; Friestad & Wright, 1994), we therefore predict that people who have more 
experience with various forms of misleading advertising, including advertising 
for fake products or brands, will be able to more effectively recognize advertise-
ments for counterfeit ads.

Moreover, the Persuasion Knowledge Model predicts that experience not only 
leads to better recognition of persuasion or, in the case of this study, recognition 
of counterfeit product advertising, but that it also enables people to cope with 
these persuasion attempts (Nelson & Ham, 2012). Friestad and Wright (1994) 
argue that coping can mean that people use their knowledge to decide that they 
want to be persuaded, for example because they deem the information in the ad 
valid or the source reliable. Conversely, coping can also mean that people resist 
the persuasion attempt. If people have experience with misleading advertising, 
they would be more likely to use this experience to employ resistance strate-
gies to cope with the ad, instead of being (again) tricked by it (Eisend & Terrahi, 
2022). More specifically, we expect that if people have more experience with 
misleading advertising (including ads for counterfeit products), they will be more 
likely to show negative feelings toward the counterfeit ads, such as annoyance 
and anger (affective resistance), and they will be more likely to counterargue the 
information in the ad (cognitive resistance) than people who have less experience 
with misleading advertising. Thus, we hypothesize:

H1: Experience with misleading advertising is associated with higher recognition of 
counterfeit ads.
H2: Experience with misleading advertising is associated with higher (a) affective 
resistance and (b) cognitive resistance.

2.3	� Consumer Responses in Different Product 
Categories

Counterfeit items are not limited to luxury goods like clothing and accessories; 
they also include products that can endanger health and safety, such as medica-
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tions, toys, or technology (Alhabash et al., 2023), suggesting the need for increased 
understanding of how consumers respond to advertising of various counterfeit 
products. The Persuasion Knowledge Model also provides a valuable framework 
for understanding how consumers may differ in their recognition of and resistance 
to counterfeit ads across various product categories. The Persuasion Knowledge 
Model posits that consumers’ topic knowledge—defined as their understanding of 
the subject of the persuasion—also informs their coping strategies with persuasion 
episodes (Friestad & Wright, 1994). As consumers gain topic knowledge through 
their experiences with misleading advertising in a variety of product contexts, 
this understanding may enhance their ability to identify and respond to such ads. 
As consumers become more familiar with certain product categories, particularly 
those frequently targeted by counterfeiters, they may cultivate a deeper under-
standing of the associated deceptive practices. They may also become familiar 
with signals that indicate authenticity associated with advertising these products, 
increasing their ability to recognize and resist counterfeit ads within the product  
category.

The Persuasion Knowledge Model, therefore, suggests that differences in 
consumers’ topic knowledge could lead to varying levels of recognition and 
resistance to counterfeit ads across different product categories, prompting the 
following research question:

RQ: How do consumers’ (a) likelihood of counterfeit recognition, and (b) affective 
and cognitive resistance differ for different product categories?

3	� Method

To test the hypotheses and address the research question, an online survey was 
conducted with a sample of 916 adult Dutch residents. Participants were 18 to 
93 years old (M = 53.45, SD = 17.54). Of these participants, 50.98% identified as 
female, 48.47% as male, 0.44% as non-binary, and 0.11% as other. Fifty-one per-
cent of the participants identified as female, while 48.5% identified as male, and 
0.4% as non-binary or another gender. The majority of participants had attained 
advanced education: 112 participants (12.2%) held a university degree, and 297 
(32.4%) had graduated from an applied sciences university. Two hundred sixty-
three participants (28.7%) had finished vocational education, 233 (25.5%) had 
completed secondary school, and seven (0.8%) had not completed secondary edu-
cation. Finally, four participants (0.4%) reported a different education level.
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3.1	� Procedure

Upon obtaining informed consent, the survey assessed participants’ demograph-
ics, including gender, age, and education, provided a definition of counterfeit 
advertising, and measured exposure levels to counterfeit advertising. Participants 
were then asked to recall an instance when they had encountered an advertisement 
for a counterfeit product or service, identify what the product or service was, and 
indicate whether they were able to recognize the advertisement as a counterfeit 
ad at the time. Also, participants’ cognitive and affective resistance to counterfeit 
advertising were measured. Finally, participants were thanked for their time and 
provided compensation by the panel company for their research participation.

This study is based on data collected as part of a larger research project exam-
ining the effects of counterfeit advertising. The present paper focuses specifically 
on the effects of previous experience with misleading advertising and advertised 
product category on consumers’ counterfeit recognition and resistance, whereas 
a separate paper addressed the effects of consumers’ persuasion knowledge on 
subsequent ad responses. Although the data collection was shared, the hypotheses 
and analyses of this paper are distinct, ensuring that the findings reported are both 
original and independent.

3.2	� Measurements

Counterfeit Ad Recognition was assessed with the question, “When you encoun-
tered the advertisement, did you recognize that it was advertising a counterfeit 
product?” (Yes, No, I don’t remember; recoded into yes [1] versus no [0]).

Ad resistance was measured by evaluating both cognitive resistance (e.g., 
“Thinking back to the moment I came across the advertisement for the counterfeit 
product, I contested the information in the advertisement”) and affective resist-
ance (e.g., “Thinking back to the moment I came across the advertisement for the 
counterfeit product, I felt irritated”; Van Reijmersdal et al., 2016). These dimen-
sions were measured using two four-item Likert scales (1—Strongly disagree, 
7—Strongly agree). Both scales were found to be reliable (Cronbach’s α > 0.70). 
Please see Table 1 for descriptive scale statistics.

Product Category was measured based on participants’ open-ended responses 
to the question “What product was shown in the advertisement?”, which were 
coded into nine categories. These categories included computers and electronics 
(e.g., tablet, batteries, etc.) retail (e.g., meat, cleaning products, etc.), transport & 
travel (e.g., bike, train tickets, suitcase, etc.), finance (e.g., credit card, Bitcoin, 
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Table 1   Descriptive statistics and correlations

Note The sample size was 916. Coefficients in bold are significant at alpha = 0.05

Variable M SD EXP REC CR AR

Experience (EXP) 20.12 7.53 – 0.08 0.04 0.08

Recognition (REC) 0.70 0.46 – 0.31 0.01

Cognitive resistance (CR) 4.75 1.22 – 0.32

Affective resistance (AR) 4.05 1.57 –

etc.), health & cosmetics (e.g., perfume, dietary supplements, etc.), apparel (e.g., 
clothing, shoes, watches, etc.), toys (e.g., Lego, puzzle, etc.), home & appliance 
& tools (e.g., TV, fridge, pan, etc.), and other.

4	� Results

To facilitate the interpretation of the results, we included a table with descriptive 
statistics and correlations between the study variables (See Table 1).

4.1	� The Effect of Experience and Product Category 
on Recognition

To test Hypothesis 1, a binary logistic regression was run with experience and 
product category (product categories were entered as dummy-coded variables, 
with “Other” selected as the reference category) as independent variables and rec-
ognition as dependent variable.

As shown in Table 2, experience was a significant predictor of recognition 
(OR = 1.02, p = 0.045). This means that more experience is associated with a 
higher likelihood of recognition. Concretely, these results show that for each unit 
increase in experience, the odds of recognizing counterfeit advertising increase by 
2%. The data supports H1.

Two product categories, retail products (OR = −1.25, p = 0.013) and toys 
(OR = −1.24, p = 0.019), were also significant predictors of counterfeit ad recog-
nition. Ads for these counterfeit product categories were significantly less likely 
(retail products were 25% and toys 24% less likely) to be recognized as such 
when compared to products that did not conform to the outlined product catego-
ries, partially addressing our research question.



346 A. Pfeuffer et al.

Table 2   Effect of experience on recognition: logistic regression

Note The sample size was 887, as participants with missing values for product category 
were excluded from this analysis. Coefficients in bold are significant at alpha = 0.05

Effect Recognition

Odds SE Wald df OR 95% CI

Experience 0.02 0.01 4.90 1 1.02 [1.00, 1.04]

  Product Category 22.34 9

  Computer and electronics 0.22 0.51 0.19 1 1.25 [0.46, 3.38]

  Retail −1.25 0.50 6.17 1 0.29 [0.11, 0.77]

  Transport and travel −0.66 0.69 0.91 1 0.52 [0.14, 2.00]

  Finance 0.21 0.55 0.15 1 1.23 [0.42, 3.60]

  Health and Cosmetics −0.42 0.44 0.92 1 0.66 [0.28, 1.55]

  Apparel −0.36 0.42 0.74 1 0.70 [0.31, 1.58]

  Home, appliance, and tools −0.28 0.47 0.35 1 0.76 [0.30, 1.90]

  Toys −1.24 0.53 5.52 1 0.29 [0.10, 0.81]

(Intercept) 0.82 0.46 3.23 1 2.26

Table 3   Effects of experience on resistance by linear regression

Note The sample size was 916. Coefficients in bold are significant at alpha = 0.05

Effect Affective resistance Cognitive resistance

b (SE) t 95% CI b (SE) t 95% CI

Experience 0.02 (0.01) 2.29 [<0.01, 0.03] 0.01 (0.01) 1.32 [≥0.00, 0.01]

(Intercept) 3.74 (0.15) 25.2 [3.45, 4.03] 4.60 (0.12) 39.9 [4.38, 4.83]

4.2	� The Effects of Experience on Resistance

To test Hypotheses 2a and 2b, we assessed two linear regression models. Both 
models included experience as independent variable and, respectively, affective 
and cognitive resistance as dependent variables.

As shown in Table 3, experience was a significant positive predictor of affective 
resistance (b* = 0.08, p = 0.022), but not of cognitive resistance (b* = 0.04, p = 0.187). 
This means that higher levels of experience lead to higher levels of affective resist-
ance, but not cognitive resistance. In sum, the data support H2a but not H2b.
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Table 4   Means and standard deviations for resistance per product category

Note Sample size n = 887; Resistance measured on 7-point agreement scale

Product category Affective resistance Cognitive resistance

M SD M SD

Computer and electronics 4.38 1.56 4.80 1.36

Retail 4.14 1.47 4.33 1.21

Transport and travel 4.68 1.71 5.25 1.31

Finance 4.03 1.72 4.88 1.33

Health and Cosmetics 4.23 1.48 4.79 1.13

Apparel 3.84 1.58 4.72 1.18

Home, appliance, and tools 4.20 1.60 4.88 1.21

Toys 3.85 1.49 4.13 1.26

Other 4.23 1.69 4.82 1.56

Total 4.04 1.58 4.73 1.23

4.3	� The Relationship Between Product Category 
and Resistance

To explore the relationships between product category and affective and cogni-
tive resistance, a MANOVA was conducted. The model included product category 
as the categorical independent variable and affective and cognitive resistance as 
dependent variables. We used the Wilk’s Lambda test statistic to interpret the 
multivariate results because no significant differences were found between the 
covariance matrices across the different product categories (Box’s M = 26.67, 
p = 0.346).

The multivariate results were significant, Wilk’s Lambda = 0.87, F (16, 
1.756) = 0.96, p = 0.006, multivariate η2

p
 = 0.02, which implies that there are sig-

nificant differences in resistance evoked by ads from different product categories. 
The univariate results showed that these differences were found between product 
categories on both affective, F (8, 878) = 3.32, p = 0.018, η2

p
 = 0.02, and cognitive 

resistance, F (8, 878) = 2.03, p = 0.040, η2

p
 = 0.02. Yet, when corrected for multi-

ple comparisons (Bonferroni method), no differences in either affective or cog-
nitive resistance were found between product categories partially addressing the 
study’s research question. An overview of the descriptive can be found in Table 4.
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5	� Discussion

This chapter set out to examine the role of experience with misleading advertising 
in recognizing and resisting ads for counterfeit products. Furthermore, the present 
study explored whether recognition and resistance differed for different product 
categories.

The study showed that experience with misleading advertising significantly 
increased the likelihood of recognizing ads for counterfeit products as such. 
Experience also led to higher levels of affective resistance but did not signifi-
cantly increase cognitive resistance to counterfeit ads. In other words, past expe-
rience increased affective reactions such as anger but did neither increase nor 
decrease cognitive resistance reactions such as derogation of the ad content. Rec-
ognition of counterfeit ads varied by product category; counterfeit ads for elec-
tronics were more easily recognized, while those for retail and toys were less 
likely to be identified. Observed differences in resistance to counterfeit ads by 
product category were not statistically significant.

5.1	� Theoretical Implications

This study makes two notable contributions to theory. First, this research con-
tributes to the understanding of counterfeit advertising, on which insights remain 
limited. Specifically, this study explores the role of previous experience with mis-
leading advertising in counterfeit advertising recognition. Second, the study showed 
that consumers engage differently with counterfeit ads for different products.

Results indicated that, consistent with the Persuasion Knowledge Model 
(Friedstad & Wright, 1994), consumers were able to harness their experiences 
with misleading advertising in general when encountering and processing coun-
terfeit ads. This led them to not only be more likely to recognize counterfeit ads 
as such but also resist these ads. Specifically, consumers’ affective resistance 
increased by previous experience with misleading advertising, leading consumers 
to feel more irritated by counterfeit advertising. This is likely because consum-
ers recognized the persuasive attempt based on their knowledge about mislead-
ing advertising and became more resistant to the message to mitigate a perceived 
restriction in their freedom of choice (Brehm & Brehm, 2013).

Finally, the study identified that recognition of counterfeit ads differed by 
product category. Specifically, ads for counterfeit computer or electronics prod-
ucts were more easily recognized while ads for counterfeit retail products or toys 
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were less frequently recognized. The study also observed some differences in 
resistance to counterfeit ads by product category; from the descriptive statistics, 
it appeared that resistance to counterfeit ads was particularly low for counterfeit 
toys when compared to the other product categories. However, after correction 
for multiple comparisons to avoid false positives, the observed difference was 
not statistically significant. Due to the conservative correction approach in this 
exploratory part of our research, it is possible that this difference still exists in 
the population despite the lack of conclusive statistical evidence. Given that toys 
are often used by children, who may be more vulnerable to the potentially lower 
safety of counterfeit toys, additional research focusing on the recognition of and 
resistance to advertising for counterfeit toys is recommended.

Overall, the study contributes to the Persuasion Knowledge literature in the 
context of misleading advertising, where consumers’ experience with misleading 
ads in general enables them to more easily recognize counterfeit ads and become 
more resistant to them. However, overall, recognition was lower for retail brands 
and toys. These findings also hold practical implications for various stakeholders.

5.2	� Practical Implications

Understanding how consumers recognize and resist counterfeit ads is impor-
tant for both consumers, who often face negative consequences from purchas-
ing counterfeit goods (Kingborn & Wilson, 2014; Liang & Mackey, 2011a), and 
advocacy groups that aim to protect consumers.

The insight that consumers can use existing experience with misleading adver-
tising when encountering counterfeit ads may encourage consumers to inform 
themselves about misleading advertising practices to become more apt at rec-
ognizing and resisting misleading ads, including ads for counterfeit products. 
Advocacy groups may also be encouraged to enhance their educational efforts by 
tailoring programs that focus specifically on building consumer knowledge about 
various types of misleading advertising to increase the likelihood of recognition 
of and resistance to misleading advertising, such as counterfeit advertising.

5.3	� Limitations and Future Research

This study examined the role of consumers’ experiences in general on their abil-
ity to recognize and resist counterfeit advertising. Future research may focus on 
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specific forms of experience, such as exposure to misleading advertising educa-
tion to provide more specific guidance to consumer protection efforts.

Additionally, this study explored potential differences in consumers’ process-
ing of counterfeit advertising within different product categories. The exploratory 
nature of this study necessitated multiple comparisons, to which a conservative 
correction was applied to preserve the rigor of the analysis. This approach may 
have obfuscated potential differences in resistance to ads for different counterfeit 
products, especially ads for counterfeit toys. Future research could specifically 
compare consumer resistance to ads for counterfeit products in categories where 
deception may have particularly serious consequences, such as toys or health 
products.
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