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Abstract

An ongoing surge of Artificial Intelligence (Al)-enabled false content has been spreading its way through the information
ecosystem, including Al-generated images, which have been used as part of political disinformation campaigns. Thus,
there remains a pressing need to understand which factors individuals rely upon when determining whether images are
Al-generated, particularly when they can be used to spread disinformation. Al-generated images have been characterised
by their aesthetic realism, which can be leveraged to deceive users, and those who use generative Al to create deceptive
content also tend to exploit its ability to convey and elicit emotion. This experimental study explored how aesthetic real-
ism and emotional salience, as key features of both Al-generated content and disinformation, may influence authenticity
judgements of Al-generated disinformation images. In this study, 292 UK-based participants were presented with both Al-
generated and non-Al-generated disinformation images which varied in aesthetic realism and emotional salience. Results
showed that participants were more likely to judge realistic-looking Al-generated images as being authentic compared with
less realistic-looking Al-generated images, but did so with less confidence in their decision. Emotional salience was not a
significant predictor of judgements. When participants were presented with the correct verdict of an Al detection tool, their
reliance on the tool to update their own judgements was predicted by the aesthetic realism of the image and their confidence
levels. These findings may assist with the development of disinformation detection tools, as well as strategies that mitigate
the spread of deceptive, synthesised visual content in the digital age.

Keywords Generative Artificial Intelligence - Authenticity - Heuristic-systematic model - Disinformation

1 Introduction

The proliferation of Large Language Models (LLMs) has
revolutionised the way we interact with and consume infor-
mation on the internet. These sophisticated Al systems, such
as OpenATI’s GPT, possess an unparalleled ability to gener-
ate coherent and contextually relevant text, thereby raising
concerns about the misuse and impact of their output. One
pressing concern is the emergence of false content gener-
ated by these models and its potential influence on indi-
viduals, with an alarming surge of Al-enabled false content
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already spreading its way through the information ecosystem
(Newsguard 2023; The New York Times, 2023) demonstrat-
ing a deceptive power that surpasses even human-generated
disinformation (Spitale et al. 2023). Al-generated disinfor-
mation in the form of visual information, such as images,
presents a further challenge due to the faster speed at which
visual information is processed and its longer-lasting cogni-
tive influence, compared with textual information (Graber
1990; Jakus 2018). Already, Al-generated imagery has been
used to propagate political disinformation campaigns (Car-
nevale et al. 2023; Klepper & Swenson 2023) and incite
hostile narratives about vulnerable groups (Raymond 2023)
leading to concerns that Al-generated imagery could play
a destabilising role in democratic processes (Wirtschafter
2024). Amidst this landscape, individuals are expected to
navigate the images they come across and decipher their
authenticity to protect themselves from false and even harm-
ful narratives or agendas. Thus, there remains a pressing
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need to understand which factors individuals rely upon
when determining the authenticity of images generated by
Al particularly when such images can be used to spread
disinformation.

The aim of the present study is to investigate how key
visual features of Al-generated disinformation, such as aes-
thetic realism and emotional salience, influence individuals’
authenticity judgements about Al-generated, image-based
disinformation. With the ongoing development of Al-
powered tools to assist with the detection of Al-generated
images, it is also important to understand whether authen-
ticity judgements may be influenced by the verdict of an
Al detector, and whether the key visual features of the Al-
generated disinformation (aesthetic realism and emotional
salience) play a role in individuals’ judgement changes. This
investigation may assist with the development of disinforma-
tion detection tools, as well as strategies that mitigate the
spread of deceptive, synthesised visual content in the digital
age. For the present study, the focus is on disinformation, as
opposed to misinformation, where the former refers to false
communication spread intentionally, and the latter refers to
false communication which can be spread accidentally (War-
dle 2018). This is because the generation of images using
Al necessitates a certain level of deliberate intentionality.

Past research has proposed that when users make judge-
ments about the credibility of content in an environment
of information overload, they are less likely to systemati-
cally investigate the credibility of the information they come
across—instead, they use mental shortcuts, otherwise known
as heuristics (Metzger et al. 2010). This is in line with the
heuristic-systematic model (Chen & Chaiken 1999) which
argues that heuristics provide us with quick judgement rules
without needing to do the cognitively effortful task of sys-
tematically analysing whether the information is as credible
or trustworthy as it claims to be (e.g. thinking a statement
must be true because it cites a source). This model can be
applied to the modern experiences of users navigating online
spaces, where they are inundated with content of varying
credibility. Sometimes, users may be able to apply the addi-
tional cognitive effort needed to make deliberate, system-
atic judgements about whether the content they encounter
is credible or not. However, it is a reality that due to the
sheer amount of content users are regularly exposed to and
required to process, heuristic processing by relying on men-
tal shortcuts offers a way of processing information that is
substantially less demanding of cognitive effort, particularly
when determining the credibility of online content (Sundar
2008). Determining the credibility of content is particularly
important when it comes to online misinformation and disin-
formation. Being able to systematically process information,
as opposed to simply processing it on a heuristic level, can
be a crucial way of avoiding belief in misleading information
by being able to assess credibility beyond surface-level cues
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(Buchanan 2020; Vishwanath et al. 2011) and can also lead
to identification of misinformation generated by Al (Shin
et al. 2024). According to Appelman and Sundar’s (2016)
conceptualisation of credibility, users may consider the accu-
racy, believability and authenticity of content to establish
credibility. In the context of Al-generated disinformation,
the authenticity of the content (whether it is Al-generated or
not) is central to determining whether it is credible, which
is why the present study focuses on capturing participants’
judgements of authenticity (authenticity judgement).

As such, users may rely on external cues to inform their
authenticity judgements of the content they come across,
which can act as heuristics and facilitate quick, intuitive
thinking. In relation to Al-generated disinformation, mali-
cious actors may utilise such cues to manipulate reactions
towards, and engagement with, misleading content. For
instance, the aesthetic realism of content can act as a heu-
ristic, such as by appearing to look, on the surface, just
like authentic content. Engagement with disinformation is
often facilitated by its ability to imitate realistic information
(Sundar et al. 2021) and most Al-generated content is char-
acterised by its hyper-realistic quality (Asperti et al. 2025).
This feature of Al-generated disinformation can be leveraged
to spread propaganda and panic that has been circulated by
even authority figures (Shoaib et al. 2023). Consequently,
the realistic appearance of Al-generated images may act as
a heuristic and inform authenticity judgements.

Furthermore, another heuristic misleading content tends
to employ is strong emotional appeals. This is a trait of mis-
information and disinformation that aims to evoke arousal
and promote engagement (Paschen 2019). The subsequent
priming of emotions can lead to an impairment in an indi-
vidual’s ability to distinguish between fake and real content
(Martel et al. 2020) and undermine their ability to reason
logically, and thus makes them less likely to judge cred-
ibility systematically and analytically (Olanipekun 2025).
For example, emotional language has been used in health
misinformation (Peng et al. 2023) and the negative feelings
elicited from such material, such as feelings of anger, can
subsequently lead to belief in and sharing of misinforma-
tion (Han et al. 2020). Thus, the link between emotional
salience in misleading content and a faltering in individu-
als’ ability to systematically process the credibility of the
content has been well-established by the literature. Using
affective cues to prime emotions is also a tactic used by
disinformation actors with the assistance of generative Al,
as witnessed in a number of distressing cases documented
by mainstream media (BBC News 2023; Evans & Novak
2023; Upton-Clark 2023). Analyses of Al technologies have
highlighted how audiences’ emotions can be exploited by
visual Al-generated disinformation both to mislead the gen-
eral public about political campaigns, and to manipulate spe-
cific vulnerable groups, such as senior citizens (Olanipekun
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2025). The emotional appeals that often characterise Al-
generated visual disinformation, including images, have
indeed been identified as one of its key methods of targeting
audiences via social engineering (Davis 2025). Thus, it is
increasingly becoming evident that to capture audiences and
incite engagement, disinformation actors utilising Al tools
to create visuals are deliberately using emotional appeals
as a tactic. Investigating disinformation through the tactics
employed by the disinformation actors themselves can argu-
ably lead to a better understanding of how to adapt preventa-
tive strategies against visual disinformation and its spread
(Lecheler & Egelhofer 2022). Therefore, it is important to
explore how aesthetic realism and emotional salience, as
key features of both disinformation and Al-generated con-
tent, may influence individuals’ authenticity judgements of
Al-generated disinformation images. In the present study,
this will be done by presenting participants with both Al-
generated and non-Al-generated disinformation images
which will vary in how aesthetically realistic they are, and
the level of emotionality they convey, before participants
will be asked to assess whether they judge those images to
be authentic (not Al-generated) or not (Al-generated). It is
expected that—in line with the literature on heuristics—AI-
generated images high in aesthetic realism and Al-generated
images high in emotional salience will be more likely to
be judged as being authentic compared with Al-generated
images low in aesthetic realism and Al-generated images
low in emotional salience.

Hla: Al-generated images high in aesthetic realism
will be more likely to be judged as being authentic (not
Al-generated) compared with Al-generated images low
in aesthetic realism.

H1b: Al-generated images high in emotional salience
will be more likely to be judged as being authentic (not
Al-generated) compared with Al-generated images low
in emotional salience.

Given the variation of aesthetic realism and emotional
salience, it is possible that the confidence with which par-
ticipants assess the authenticity of the images will also vary.
To capture the strength of their conviction in the assess-
ments they have made, we also asked participants to pro-
vide a measurement of how confident they were in each of
their authenticity assessments (confidence level). This is an
important measure that has been used in previous misinfor-
mation research (e.g. Basol et al. 2020), but is also relevant
to the interests of the current study as certainty levels can
be influenced by the variables of interest. We predicted that
both the aesthetic realism of the Al-generated images and
their emotional salience will influence confidence levels.

H2a: Confidence levels will be influenced by the aes-
thetic realism of the Al-generated images.

H2b: Confidence levels will be influenced by the emo-
tional salience of the Al-generated images.

With the surge of Al-generated content making it harder
to decipher authenticity, the development of Al-powered
tools to assist with the detection of Al-generated images
has been underway (Sensity 2023), prompting the possibility
that an additional heuristic may play a pivotal role in how
users determine the authenticity of Al-generated images—
the machine heuristic. This heuristic can be represented by
the perceived logical and unbiased nature of machines in
relation to humans, that can afford them a sense of legiti-
macy and signal credibility even when there is none (Sundar
2008). The spread of targeted disinformation can be facili-
tated by the influence of the machine heuristic (Bradshaw
2019; Bradshaw & Howard 2019). However, the machine
heuristic can also contribute to mitigation strategies against
the spread of misinformation and disinformation via the
same mechanism. For instance, amongst individuals who
believed that machines could be objective, greater trust was
demonstrated in an Al agent’s fact-checking verdict when it
assessed a claim as being true (Banas et al. 2022). In con-
trast, even when individuals do not trust an algorithmically
driven machine learning warning, it can still be effective
at improving their awareness of misinformation (Seo et al.
2019). This suggests that the machine heuristic can have an
influence on user’s judgements of credibility in the wake
of exposure to misinformation and disinformation. As Al
agents begin to play a more significant role in the informa-
tion ecosystem, particularly as potential counter measures
to disinformation, the machine heuristic is, therefore, of par-
ticular importance. Whilst the development of tools to detect
synthetic images has been raised as a possible solution to
the problem of Al-generated disinformation (Wirtschafter
2024), these Al detectors have performed poorly at recog-
nising Al-generated misinformation (Zhou et al. 2023) and
run the risk of being used to legitimise actual disinformation
that has not been correctly identified (e.g. by claiming an
image is authentic because an Al classifier failed to clas-
sify it as AI). However, it is currently unknown whether
individual users’ judgements would involve relying on the
machine heuristic (e.g. an Al detector’s verdict) when mak-
ing decisions about the authenticity of Al-generated or even
non-Al-generated images. This is an important research gap
to fill, particularly with the ongoing launch of Al detection
tools as well as their increased reliance on the machine
heuristic to enable trust in their mechanisms. In the current
study, we aim to understand the influence of an Al detector
by presenting participants with its verdict in relation to the
disinformation images, and giving participants the option to
change their authenticity judgements in light of the verdict
(change in authenticity judgement). Understanding whether
the aesthetic realism of disinformation images, or their level
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of emotional salience, influences individuals’ decisions to
align with a verdict or not can be useful for the develop-
ment and adoption of such detection tools. We expected par-
ticipants’ change in authenticity judgement to be influenced
by the aesthetic realism and the emotional salience of the
images, and that participants with low confidence levels will
be more likely to change their authenticity judgement.

H3a: Change in authenticity judgements will be influ-
enced by the aesthetic realism of the disinformation
images.

H3b: Change in authenticity judgements will be influ-
enced by the emotional salience of the disinformation
images.

H4: Low confidence levels will predict change in
authenticity judgement.

2 Method
2.1 Participants

Participants were recruited from the survey company Kantar,
and were all based in the United Kingdom. The company
was instructed to collect a varied sample of UK-based par-
ticipants representative of the current demographic statistics
on age, gender and education level. A power analysis for the
required analyses revealed that 288 participants would be
needed to achieve sufficient power. Initially, 315 participants
were recruited, and based on the pre-registered exclusion
criteria, we eliminated from the final sample participants
who were outside of the average range of time majority of
participants took to complete the survey. Also excluded were
those who failed the attention check and those who admitted
to looking up the images online. The final sample consisted
of 292 participants, of which 52.4% were female, 11.1%
were aged 18-25, 37.5% were aged 26-40, 26.4% were aged
41-60 and 25% were aged 60 and above. The hypotheses,
design, data collection procedures, sampling and sample size
were pre-registered at the Open Science Framework.! With
the exception of H2, all of the aforementioned hypotheses
were pre-registered, and some wording was changed for clar-
ity purposes. Ethical approval was received from the first
author’s university’s ethics committee.

Design and procedure.

Participants were told that their help was needed for the
development of a tool, which can help with the detection of
Al-generated images. To develop this tool, they were told
that we need as many people as possible to train our algo-
rithm by indicating whether a certain image is likely to be Al

! https://osf.io/5sem9
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generated or not, and provide additional information about
the image. This information can help the algorithm become
better at identifying Al-generated images from authentic
images. We also told them that to understand how our tool
compares to existing Al detecting tools, they will also be
shown the verdict of a currently developed Al detector. At
the end, they were told that they would also be asked some
questions about themselves to see if certain people are bet-
ting at predicting Al-generated images from others.

Next, participants were randomly assigned to one of
four conditions, based on the 2 (aesthetic realism: high vs
low) x 2 (emotional salience: high vs low) between-subjects
factorial design of the study. All images presented to a par-
ticipant were either high or low on aesthetic realism and also
either high or low on emotional salience. Before they were
shown the images, they were told that some of the images
are Al generated and some of them are authentic (not Al-
generated, e.g. photographs), and that the image will only
be shown for 10 s before it will disappear from the screen,
after which they will be asked to make their judgement of
authenticity and indicate their confidence level. Finally, they
were told that they would be shown the verdict of an exist-
ing Al detector, indicating the percentage likelihood that the
image is Al generated, and that they will be given the option
to change their answer should they wish to. Here, the verdict
of Al detection tool Hive Moderation,” which was chosen for
its accuracy at predicting the authenticity of all of the images
used in the study, was shown to participants. At the end,
participants were asked questions about themselves, such as
demographics (age, gender) and we also measured their trust
in Al using the General Attitudes towards Artificial Intel-
ligence Scale (GAAIS; Schepman & Rodway 2020). When
the survey was complete, participants were debriefed about
the nature of the study and were given the chance to see
which images were Al generated and which were authentic.

2.2 Materials

We recruited participants (N="75) from the UK to pre-test
the stimuli that would be used in the present study. Stimuli
for the pre-test involved gathering both Al-generated and
non-Al-generated images which had been circulating online
as disinformation, and had been debunked by fact-checking
organisations such as FullFact or Snopes, and images that
were similar to these pre-existing disinformation images.
The decision to use images that were already circulating
online, and images similar to them, was based on the guid-
ance from Pennycook et al. (2021) on doing misinforma-
tion research using materials that have successfully deceived
audiences. The participants recruited for the pre-test were

2 https://hivemoderation.com/ai-generated-content-detection


https://osf.io/5sem9
https://hivemoderation.com/ai-generated-content-detection

Al & SOCIETY (2026) 41:493-504 497
Table 1 Participants’ average Experimental condition Measures
responses to the study measures
by experimental condition Authenticity judgements Confidence levels Change in
authenticity
judgements
M SD M SD M SD
Aesthetic realism: low .67 47 5.40 1.48 .34 A7
Aesthetic realism: high .54 .50 5.06 1.59 41 49
Emotional salience: low .58 49 5.15 1.52 40 49
Emotional salience: high .61 49 5.26 1.58 37 48

M mean, SD standard deviation

asked to indicate their familiarity with the images (we elimi-
nated images that most participants stated that they were
familiar with), their aesthetic realism (we asked: To what
extent does this image look realistic (like it is an actual
photograph taken by a camera)? And To what extent does
this image appear to show a realistic event (like it depicts
an event that could actually occur)? Both of which they
answered on a 7-point Likert scale; 7 =1ooks completely
realistic. The answers to these were combined to create a
mean score of aesthetic realism and their emotional salience
(we asked: To what extent does this image portray something
negative or positive? Which they answered on a 9-point
Likert scale; 9 =extremely positive). The 20 Al-generated
and 20 non-Al-generated images that were rated to be low-
est and highest on aesthetic realism and emotional salience
were then chosen for the present study. See Appendix A for
examples of images according to the experimental condition.

2.3 Measures
2.3.1 Authenticity judgement

“Is this image not-Al-generated or Al-generated?” (0=Not
Al-generated; 1 = Al-generated).

2.3.2 Confidence level

“Overall, how confident do you feel about your previ-
ous judgment?” (1 =not confident at all; 7=completely
confident).

2.3.3 Change in authenticity judgement

“Next, you will see the verdict of an existing Al detector,
which will use its own algorithm to determine whether
the image you just saw is Al-generated or not. Remember
that these tools are not 100% accurate. This is the verdict
made by an existing Al image detector: [Al detector ver-
dict]. You said this image is not Al-generated/Al-generated.
Would you like to change your answer?” (0=No, keep as

not Al-generated/Al-generated; 1 =yes, change to Al gener-
ated/not Al generated).

2.4 Data analysis plan

To explore HI-H2, analyses were conducted only on the
Al-generated images that participants were shown, and
were conducted at the observation level (N pcervations = 1460).
To explore H3—H4, analyses were conducted on all of the
images that participants were shown, also at the observa-
tion level (Nypervations = 2920). This was to examine reliance
on the Al detection tool for both Al-generated and non-Al-
generated images, in line with the purpose and likely use
of such tools. To test all hypotheses, regression analyses
were run with the variables of interest added as predictors.
For all analyses, attitudes towards Al (measured using the
GAAIS) was controlled for to separate participants’ atti-
tudes towards Al from their responses to the measures. The
positive GAAIS score was higher for participants with more
positive attitudes towards Al, whereas the negative GAAIS
score was higher for participants who were more negative
about Al. Further control variables included participants’
age and gender. The control variables were added first to the
models, followed by the predictors.

3 Results

3.1 Authenticity judgements

Hla: Al-generated images high in aesthetic realism
will be more likely to be judged as being authentic
compared with Al-generated images low in aesthetic
realism.

H1b: Al-generated images high in emotional salience
will be more likely to be judged as being authentic
compared with Al-generated images low in emotional
salience.

@ Springer
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For an overview of participants’ average responses to the
study variables by the experimental condition, see Table 1.

The results of a binary logistic regression analysis showed
that the model with the variables of interest added (aesthetic
realism, emotional salience) was significant at predicting
authenticity judgements, X2 (2, 1460)=23.35, Nagelkerke
R?>=0.03, p<0.001. Aesthetic realism was a significant pre-
dictor of authenticity judgements (see Table 2). This meant
that the higher the aesthetic realism of the image, the more
likely that the image was classified as being not Al-gener-
ated. This supported H1a, but did not support H1b.

3.2 Confidence levels

H2a: Confidence levels will be influenced by the aes-
thetic realism of the Al-generated images.

H2b: Confidence levels will be influenced by the emo-
tional salience of the Al-generated images.

The results of a OLS regression showed that the model
with predictors added (aesthetic realism, emotional sali-
ence) was significant at predicting confidence levels, F(2,
1434)=12.82, R*=0.06, p <0.001. Again, only aesthetic
realism was a significant predictor, this time of confi-
dence levels (see Table 3). Images low in aesthetic realism
were judged with higher levels of confidence (M =5.40,
SD =1.48) than images high in aesthetic realism (M =5.06,
SD=1.59), t=4.19, p<0.001, d=1.54). However, levels
of confidence did not differ as a function of the emotional

salience of the image, r=-1.42, p=0.077, d=1.55 (see
Fig. 1). This supports H2a, but does not support H2b.

3.3 Change in authenticity judgements

H3a: Change in authenticity judgements will be influ-
enced by the aesthetic realism of the disinformation
images.

H3b: Change in authenticity judgements will be influ-
enced by the emotional salience of the disinformation
images.

H4: Low confidence levels will predict change in
authenticity judgements.

To explore the predictors of participants’ likelihood
to change their authenticity judgements, we looked at
their judgements of all of the disinformation images
(Al-generated and non-Al-generated). The results of the
binary logistic regression showed that the model with the
variables of interest added (aesthetic realism, emotional
salience, confidence levels) was significant at predicting
participants’ change in authenticity judgements, X2 @a3,
2920)=61.02, Nagelkerke R?>=0.06, p <0.001. Aesthetic
realism and confidence levels were significant predictors
of change in authenticity judgements; however, emotional
salience was not (see Table 4). These findings support H3a
and H4. The higher the aesthetic realism of the disinfor-
mation image, the more likely participants were to change
their authenticity judgements. Regarding participants’

Table 2 Binary logistic
regression with predictors of
authenticity judgement

Table 3 Linear regression with
predictors of confidence levels

@ Springer

B SE Wald Sig OR 95% CI
Lower Upper
Constant 97 22 .01 <.001 2.65
Participant age -.01 .01 758 .384 1.00 99 1.00
Participant gender (0 =male) .09 11 .609 435 1.09 .87 1.37
Positive GAAIS score .09 .07 1.463 226 1.09 95 1.27
Negative GAAIS score .14 .07 3.456 .063 1.15 .99 1.32
Aesthetic realism (0=1ow) -91 .16 21.35 <.001 40 .29 .56
Emotional salience (0 =1low) -.28 17 1.82 .097 75 54 1.05
B SE B t Sig 95% C1
Lower Upper
Constant 6.16 0.15 41.56 <.001 4.01 5.38
Participant age —.01 0.01 —.14 —-5.25 <.001 —-.02 —-.01
Participant gender (0 =male) —.16 0.08 - .05 - 1.93 0.054 -.33 0.01
Positive GAAIS score 0.14 0.05 0.08 2.59 0.01 0.03 0.25
Negative GAAIS score 0.3 0.05 0.15 5.57 <.001 0.19 0.4
Aesthetic realism (0 =1low) - .31 0.08 —.10 -3.9 <.001 — 47 —.16
Emotional salience (0 =1ow) 0.1 0.08 0.03 1.24 0.215 — .06 0.26
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Fig. 1 Confidence levels 7
(7=completely confident) as a
function of emotional salience 6
(low vs high) and aesthetic real-
ism (low vs high) (with standard = I
error bars +.1) 55 I
—
3
g 4
(%
=)
E
S 3
@)
2
1
Aesthetic Realism Emotional Salience
mLow " High
Table 4' Bingry logis'tic B SE Wald Sig OR 95% C1
regression with predictors
of change in authenticity Lower Upper
judgements
Constant - .49 44 1.24 266 .61
Participant age —.01 .00 21.89 <.001 .99 98 .99
Participant gender (0=male) 18 .10 3.11 .078 1.20 98 1.47
Positive GAAIS score 24 .07 13.63 <.001 1.28 1.12 1.45
Negative GAAIS score -.09 .07 1.88 170 92 81 1.04
Aesthetic realism (0=1ow) .38 .10 14.19 <.001 1.46 1.20 1.78
Emotional salience (0=1ow) - .08 .10 .61 433 93 17 1.12
Confidence level -.21 .03 40.51 <.001 .82 77 .87

confidence levels, low confidence levels in authenticity
judgements did indeed predict the likelihood to change
authenticity judgements in line with the Al detection tool’s
verdict.

Finally, differences were observed according to partici-
pants’ demographics and their attitudes towards Al. Age was
a negative predictor of both confidence levels and change
in authenticity judgements. With age, the confidence with
which images were assigned authenticity decreased, as did
the likelihood to change authenticity judgements in line
with the Al detection tool. Gender was not associated with
predicting judgements or confidence levels. In terms of
the GAAIS score, which measured participants’ attitudes
towards Al, both positive and negative GAAIS scores were
predictive of confidence levels, whereas positive GAAIS
score was a predictor of change in authenticity judgements.
This meant that the more positive participants’ attitudes
were about Al, the more confidence with which they judged
the Al-generated images, and the more likely they were to
change their authenticity judgement to match the Al detec-
tion tool’s verdict. Those with more negative attitudes
towards Al were also more likely to judge the Al-generated
images with more confidence.

4 Discussion

In this study, the aim was to understand how common fea-
tures of Al-generated disinformation images may influence
users’ judgements of what is authentic and what is not.
Identified as characteristics of both synthesised content
and disinformation, aesthetic realism and emotional sali-
ence were explored as the features that may be influential
to authenticity judgements, as well as the confidence lev-
els behind those judgements. With the continuous rollout
of Al detection tools, we also set out to explore whether
these key features would have an impact on individuals’
likelihood to adjust their previous judgement of authentic-
ity in light of an AI detection tool’s verdict, and whether
confidence levels would play a role in this. The results of
this study suggest a relationship between characteristics of
the image and both participants’ authenticity judgements
and their confidence levels, which in turn may be linked to
their likelihood to change authenticity judgements.

First, we found that the level of aesthetic realism in
Al-generated disinformation images was a key indicator
of how likely participants were to judge them as being
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authentic. It is likely that the inconsistencies or unnatural
features in the less realistic-looking images may have acted
as the visual cues suggestive of their authenticity. Despite
the small effect size, this finding was congruent with pre-
dictions as well as past research on heuristics (Chen &
Chaiken 1999; Metzger et al. 2010). Furthermore, aes-
thetic realism also modestly predicted participants’ con-
fidence levels: when images were less realistic in appear-
ance, participants judged their authenticity with more
confidence than when the images were highly realistic
looking. This suggests that Al-generated images that lack
surface-level traits of realism are less likely to convince
users of authenticity, as individuals from our sample were
more confident in their judgements of authenticity for such
images relative to images lower on surface-level traits of
realism. With the rapid pace at which LLMs are becoming
capable of producing highly aesthetically realistic-looking
images, it is likely that in the near future, such cues will
become less visible. This raises questions about the risks
associated with generative Al models, given the discourse
surrounding the false, stereotypical and biased represen-
tations often depicted by Al-driven image generators
(Bendel 2023). Furthermore, disinformation actors may
also capitalise on the influence of surface-level features
to propagate a narrative that is facilitated by Al-generated
images, or to instil doubt in the authenticity of non-Al-
generated images as a way of devaluing the truth—some-
thing already being seen in relation to political narratives
worldwide (Stockwell et al. 2024). Developers, regulators
and policy makers may need to consider ways of increas-
ing Al image detection literacy amongst the public that go
beyond the surface-level characteristics of the images, lest
the public become too reliant on such cues.

Furthermore, where Al-powered detection tools may be
able to provide guidance for those who are uncertain about
the authenticity of an Al-generated or a non-Al-generated
image, the aesthetic realism of an image can also predict
whether or not individuals will rely on such tools to update
their decisions—albeit modestly. When a disinformation
image was perceived as highly aesthetically realistic, par-
ticipants were more likely to rely on the Al detection tool’s
verdict for those images. We know from past research on
people’s trust in artificial agents, that in conditions of uncer-
tainty, there is usually an element of having to take a leap
of faith when trusting agents that may be able to help them
achieve their goal (Papagni et al. 2023). In the context of the
study, facing highly realistic-looking images may have posi-
tioned participants in a comparable situation of uncertainty,
where they may have felt compelled to rely on the Al detec-
tion tool—whereas the varying levels of emotional salience
in the images did not prompt participants to use the tool any
differently. Overtime, as LLMs become more advanced, and
become capable of producing more realistic-looking content,
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there is a likelihood that reliance on these tools will also
increase to facilitate human decision-making. Past research
has found that the machine heuristic can even lead individu-
als to be more likely to trust an Al tool’s judgement for mor-
ally salient judicial decision-making in cases where objectiv-
ity is needed (Kim & Peng 2024). Scholarly discussions of
individuals’ interactions with generative Al and Al-related
content, which tend to consider factors such as individu-
als’ perceived competence of Al and their proximity to the
impacts of Al (Kirkpatrick et al. 2024), as well as different
accounts of trust in Al (Sheir et al. 2024) may also extend
to include dependence on Al technology as a direct result
of the increasing sophistication and perceived objectivity
of Al-generated outputs, as well as the uncertainty in which
individuals find themselves when making decisions.
Furthermore, low confidence levels predicted reliance
on the verdict of the AI detection tool, suggesting that a
perceived lack of trust in one’s own ability for a given task
may also contribute to dependence on Al-driven tools.
In situations where individuals lack confidence in their
own ability to accurately determine whether an image is Al
generated or not, they may, therefore, be more inclined to
defer to an external source perceived as more accurate or
competent—in this case, the Al detection tool. The small
but statistically significant relationship between confidence
and reliance on the Al detection tool may reflect broader
trends in human—technology interaction, where technologi-
cal tools are increasingly positioned as authoritative sources
of knowledge and decision-making. This finding, therefore,
also has implications for the literature on the effectiveness
of the machine heuristic (Banas et al. 2022; Seo et al. 2019;
Sundar 2008), as it suggests that when users have low confi-
dence in themselves, the Al system may provide an effective
alternative. British systems continue to be integrated into
various domains—including journalism, social media mod-
eration, and content verification—understanding how user
confidence influences reliance on such systems is crucial.
This is because deference to such systems can be problem-
atic in situations where the Al tool provides misleading or
inaccurate feedback, or when disinformation actors adapt
to create content that can evade systems (Rahman-Jones &
Gerken 2024). Journalists and photographers in particular
have voiced concerns about tools such as those implemented
by Meta falsely labelling authentic images as being “Made
with AI” (Mehta 2024). Those responsible for the devel-
opment of Al-generated image detection tools should heed
the fact that those relying on their tools may feel less con-
fident about the image in question. Companies developing
such systems may focus on better informing users about the
tell-tale signs of the image’s Al origins, in addition to the
verdict, or provide disclaimers about the error rate of their
tools. This way, the public can more cautiously integrate the
verdict of Al detection tools into their own decision-making
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about the authenticity of Al-generated images, particularly
when they are less confident. Recent research has identified
techniques for quantifying uncertainties that can be applied
to Al-driven tools and Al-generated outputs, and ultimately
guide users’ decision-making (Chakraborti et al. 2025).
Explanatory interventions that help users understand how
algorithms work have also been successful in experimental
research (Rader et al. 2018; Shin et al. 2024). Some scholars
argue, however, that using Al systems to detect Al-generated
disinformation is not a viable solution, due to the problems
of non-transparency and bias inherent in algorithmic forms
of content moderation (Gorwa et al. 2020). Furthermore,
informing the public about the inner workings or fallibilities
of their Al detection tools may not be in the interest of the
companies and their business models. Thus, for individuals
with low confidence levels, it is perhaps more paramount
that efforts are centred around tackling the misuse of Al sys-
tems to create misleading content in the first place, as well
as independent media literacy initiatives that are tailored to
providing users with the skills necessary to better under-
stand their information environment (Bontridder & Poullet
2021). In the meantime, regulation that focuses on making
Al systems safer and more accountable, such as the Euro-
pean Union’s Al Act, may be necessary to legislate the use
of generative Al tools and tools that claim to detect their out-
put. In the present study, the Al detection tool’s verdict was
always correct, which is not always the case for all accessible
detection tools, or for the various types of images created
using LLMs. Even though participants were duly informed
about the erroneous nature of the existing Al detection tool
in the study, it is clear that confidence levels are a potential
factor that can influence authenticity judgements. Exploring
alternative conditions under which individuals would change
their authenticity judgements when the tool is not always
correct may be an avenue for future research in this area.
Having positive attitudes towards Al, as well as being
younger in age, also predicted the likelihood of partici-
pants turning to the Al detector’s verdict, an observation
supported by previous research (Araujo et al. 2020; Hoff &
Bashir 2015; Kim & Peng 2024). As Al-driven technologies
become further integrated into everyday use, it is increas-
ingly possible that reliance will continually increase, and
these individual-level factors may give us insight into not
just whether certain individuals are more likely to rely on
Al tools than others, but eventually sow certain individuals
interact with Al tools compared with others. Interestingly,
confidence levels when making authenticity judgements
were influenced by age and attitudes towards Al. The rela-
tionship between age and confidence levels, as per previ-
ous trends in age, could be attributed to younger individu-
als feeling more comfortable judging Al-generated content
compared to older individuals. However, we also found
that individuals with strong attitudes towards Al—in either

direction—were also more likely to be confident whilst judg-
ing the authenticity of Al-generated images. It is possible
that people with positive attitudes towards Al may feel more
trusting of Al systems and their own ability to interact with
such systems effectively, hence why they were also more
likely to change their authenticity judgements in light of the
Al detector’s verdict. As for those with negative attitudes
towards Al, they may also feel confident, but for different
reasons—perhaps they are confident because they distrust
Al and rely on their own judgement rather than on Al pre-
dictions, as demonstrated by their unlikelihood to rely on
the Al detector’s verdict. Overall, this finding highlights the
complexity of how attitudes towards technology can influ-
ence the confidence behind judgement processes. The pre-
sent study was conducted only amongst individuals based
in the UK, a country that is unique for being very nearly
split down the middle with regards to the frequent use and
perceptions of the trustworthiness of Al systems, when com-
pared globally (Gillespie et al. 2025). However, the exam-
ple of the UK, and the present study’s findings, cannot be
applied cross-culturally, and so must be interpreted as being
representative of the British context only. As such, there is
scope for future research to further explore the intersection
between strong attitudes towards Al and interactions with
Al-generated content and Al-powered systems—but also to
do so in alternative national contexts so that this phenom-
enon can be understood cross-culturally.

Finally, it is also important to note the limitations within
this study. We found that, contrary to predictions, the level
of emotional salience portrayed by the images presented to
participants was not influential to participants’ authenticity
judgements, confidence levels, or their likelihood to change
their authenticity judgements. This suggests that whilst pre-
vious research has established a link between emotional con-
tent and disinformation tactics (Olanipekun 2025; Paschen
2019; Peng et al. 2023), it is possible that in the current
context of the study, this feature of the images was not an
important indicator of authenticity. Usually, emotional con-
tent encountered online is embedded within a salient con-
text. As the present study took emotionally salient images
out of context, there is a likelihood that this feature of the
images was diminished. Future research should explore
whether Al-generated disinformation images that vary in
emotionality may influence authenticity judgements when
they are encountered in context. Another key limitation of
this study is the use of a between-subjects factorial design,
which, whilst methodologically advantageous in minimising
carry-over effects, restricts the ability to control for indi-
vidual differences in traits such as perceptual sensitivity or
media literacy. These factors could influence how partici-
pants interpret and respond to Al-generated images, poten-
tially affecting both authenticity judgements and confidence
levels. Future research should consider employing mixed or
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Table 5 Example stimuli by
experimental condition

Al-Generated Images

Emotional Salience: High

Emotional Salience: Low

Aesthetic Realism:

High

Aesthetic Realism:

Low

within-subjects designs, or including individual difference
measures as covariates, to more directly account for such
variability and provide a clearer picture of the mechanisms
driving responses to Al-generated disinformation. Further-
more, our study only involved Al-generated images. Al-
generated text, video and audio can all also share features
of disinformation, and certainly can capitalise on appearing
realistic and consisting of emotional appeals (Davis 2025).
Another avenue for future research could involve exploring
alternative modalities of Al-generated disinformation, and
the extent to which their key traits influence authenticity
judgements.

In conclusion, this study sheds light on the factors influenc-
ing judgements of authenticity in the context of Al-generated
disinformation images. Our findings highlight the critical
role of aesthetic realism in shaping authenticity judgements,
with hyper-realistic images being more likely to be perceived
as authentic, regardless of their emotionality. Furthermore,
confidence levels of the participants were significantly influ-
enced by the perceived realism of the images, indicating the
importance of considering ways to make users better capa-
ble of identifying Al-generated images beyond their visual
cues—particularly with the rapid development of LLM:s.
Finally, although our results were supported by small effect
sizes, they raise important considerations for the develop-
ment and deployment of Al detection tools, as our findings
suggest that reliance on these tools may be influenced by the
aesthetic realism of images as well as users’ confidence in their
own judgements. This underscores the need for Al detection
tools to develop transparent and informative communication
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strategies which empower users in navigating the complexities
of Al-generated disinformation.
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