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ABSTRACT

Interactive advertising has transformed the relation between consumers and advertisers, with
data collection and processing now at its core. Dataveillance—the automated tracking and
analysis of large volumes of digital traces—plays a crucial role in enhancing personalization
in interactive advertising. However, the increasing reliance on dataveillance raises significant
concerns, including impacts on privacy, individual autonomy, ethical considerations, and
societal inequalities. This article examines the role of dataveillance across the interactive
advertising process, highlighting its implications for the interactions between consumers and
advertisers, and its resulting challenges. By mapping these challenges, this article advances
theoretical understanding of the interplay between interactive advertising and dataveillance
and offers a research agenda to guide future investigations. The research agenda focuses on
the impact of dataveillance on advertising effectiveness, consumer interactions, and advertising
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research.

The collection and processing of consumer data has
always been central to interactive advertising (Leckenby
and Li 2000). An early definition describes interactive
advertising as “the immediately iterative process by
which customer needs and desires are uncovered, met,
modified, and satisfied by the providing firm”
(Bezjian-Avery, Calder, and Iacobucci 1998). New tech-
nologies such as augmented, virtual, and mixed reality
allow for a more interactive delivery of advertising
(Gujar, Paliwal, and Panyam 2024) and developments
such as artificial intelligence (AI) are revolutionizing
interactive advertising by enabling more personalized
and engaging experiences. Furthermore, interactivity
enables the development of innovative methods to
collect data in order to measure consumer responses
to these interactions, product offerings, and other mar-
keting efforts (Pavlou and Stewart 2000; Yun et al.
2020). Whether, when, and how consumers interact
with interactive advertising is mirrored in the data
collected (Pavlou and Stewart 2000). Overall, we argue
that the collection and processing of consumer data
are crucial to interactive advertising.

The growing reliance on consumer data has made
so-called dataveillance increasingly relevant to the
field of interactive advertising. Dataveillance refers to
the continuous, automated collection, storage, and
processing of digital traces generated by consumer
interactions (Strycharz and Segijn 2022). Given that
collecting and processing consumer data is a funda-
mental aspect of interactive advertising, it is essential
to examine its broader implications beyond its direct
effects on advertising effectiveness. This broader per-
spective enables the identification of how the central-
ity of data has transformed interactions between
consumers and advertisers, as well as the challenges
that may arise from the expanding role of data in
this context. To address these issues, this article pro-
poses the dataveillance in interactive advertising model
to describe how dataveillance transforms consumer
interactions in the interactive advertising process and
factors influencing these interactions. It then sheds
light on the challenges dataveillance presents for both
consumers and the advertising industry. Finally, this
article offers a future research agenda.
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This article aims to advance theoretical understand-
ing of the intersection between interactive advertising
and dataveillance by examining the role of data in
the interactive advertising process and proposing a
future research agenda. From a practical perspective,
it contributes to better understanding of the interac-
tions between consumers and advertisers in the
data-driven age. Dataveillance in interactive advertis-
ing has far-reaching implications, changing and poten-
tially constraining interactions between consumers
and advertisers. In response to perceived surveillance,
consumers may engage in protective strategies, such
as providing false information (Metzger 2006) or
avoiding interactions altogether (Biichi, Festic, and
Latzer 2022), which can reduce the quality of collected
data and, in turn, undermine the effectiveness of
interactive advertising (Yun et al. 2020). Additionally,
dataveillance can alter consumer attitudes and behav-
iors in a way that is not intended by the advertiser,
raising broader ethical and societal issues that are
highly relevant for regulators (Zarouali et al. 2022).
These issues include threats to individual autonomy,
increased inequality, and the potential for manipula-
tion (Finn and Wadhwa 2014), which call for over-
sight and potentially new forms of regulation.

Dataveillance in Interactive Data-Driven
Advertising

Dataveillance is a portmanteau consisting of the
words data and surveillance to indicate how the con-
tinued data stream collected online helps different
actors (e.g., state, brands) to trace people or groups
and use this information to regulate or govern their
behavior (Biichi, Festic, and Latzer 2022; Strycharz
and Segijn 2022). In today’s digital societies, compa-
nies, especially advertisers, have become the main
sources of dataveillance, both practically (Christl,
Kopp, and Riechert 2017) and perceived by individ-
uals (Zhang et al. 2023). Through the collection and
processing of consumer data, companies can predict
consumers’ future behaviors and deliver targeted ads,
which in turn drives up revenues, forming a new
economic model called surveillance capitalism
(Zuboff 2019).

As dataveillance practices become increasingly
ubiquitous and normalized as part of consumers’ lives,
a surveillance culture is cultivated in which consumers
become accustomed to the integration of surveillance
into interactive advertising and everyday life (Lyon
2017). For example, consumers are accustomed to
their data being processed by advertisers and receive

personalized ads on their social media feeds based
on what they previously liked or searched for, or
interacted with (Boerman, Kruikemeier, and
Zuiderveen Borgesius 2017). Additionally, consumers
play a more active role by willingly sharing their
information on social media, surveilling other people
online or using surveillance tools (e.g., dash cams),
and participating in self-surveillance (e.g., fitness
trackers) (e.g., Ajana 2020; Duftfy and Chan 2019).

Interactive Data-Driven Advertising as a
Process

This normalization of dataveillance in everyday life
also shapes how consumers interact with advertising.
As consumers become accustomed with data sharing,
advertising increasingly relies on this information to
tailor interactions. We propose to look at interactive
data-driven advertising as a process model, expanding
upon the personalized advertising interactive process
introduced by Vesanen and Raulas (2006).
Personalization can be defined as “the strategic cre-
ation, modification, and adaptation of content and
distribution to optimize the fit with personal charac-
teristics, interests, preferences, communication styles,
and behaviors” (Bol et al. 2018, 373). Personalization
is one of the main purposes of data collection in
interactive advertising, although the data can also
serve other purposes such as budget planning or cus-
tomer value analysis (Christl, Kopp, and Riechert
2017). Whereas the current study focuses on the pro-
cess leading up to personalized interactive advertising
as the output, the other purposes follow a similar
pattern, at least when it comes to consumer interac-
tions, data collection, and data processing.

The personalization process is a continuous,
dynamic loop in which consumers generate data
through interactions, which are processed into con-
sumer profiles. These profiles are used to personalize
advertising outputs, which are then delivered back to
consumers (Vesanen and Raulas 2006). Interactions
between consumers and advertisers form the core of
the personalization process as they deliver the con-
sumer data necessary for all other steps (Yun et al.
2020). Interactions as a source of consumer data are
therefore the focus of the proposed dataveillance in
interactive advertising model (Figure 1). In the fol-
lowing sections, we zoom into the interactions between
consumers and advertisers, reflecting on their con-
nections to dataveillance and the consequences they
have for interactive advertising following the elements
of the model.



A. Contributions to Dataveillance through
Interactions

When consumers interact with advertising online, they
directly or indirectly share their data with advertisers.
Direct data sharing happens when consumers carry
out actions to purposefully share data with advertisers
(e.g., consumers filling in information on a website
or writing a review) whereas indirect data sharing

Figure 1. Dataveillance in interactive advertising model
(extending the personalization process model by Vesanen and
Raulas 2006).
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happens when advertisers observe consumers online
(e.g., measurement of click behavior on websites;
Pavlou and Stewart 2000). One difference is whether
this data sharing happens on a conscious or an uncon-
scious level—active data sharing is always conscious
as it involves a disclosure action, whereas passive data
sharing can be both conscious and unconscious.

To gain further insights into consumer interactions,
we apply the framework of consumers’ online
brand-related activities (COBRAs; Muntinga, Moorman,
and Smit 2011) to consumer interactions and dataveil-
lance. This framework distinguishes between different
brand activities on a continuum from low to high levels
of activeness (i.e., consuming, contributing, creating).
We use this framework to analyze the role of consumer
interactions online and to map how such interactions
contribute to dataveillance. As shown in Figure 2 and
described herein, the lower the level of interaction by
the consumer, the bigger the role it plays in dataveil-
lance in the current digital landscape. More specifically,
we argue that tracking consuming activities (e.g., brows-
ing) online can be seen as the main source of data and
thus plays the largest role in dataveillance. This source
is followed by data from contributions (e.g., likes, clicks)
whereby user-generated content can be used to extract
information from it (Meneghello et al. 2020). Finally,
content created by the consumer, termed called
brand-related user-generated content, has a great poten-
tial for other consumers to interact with it, but is not
the main data source used by advertisers (Polonioli 2022)

First, when consumers consume online information,
they indirectly contribute to dataveillance. Consumers’
data are collected through, for example, cookies that

Figure 2. Direct and indirect contribution to dataveillance through COBRAs—consumers’ online brand-related activities (figure

adapted from Muntinga, Moorman, and Smit 2011).
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are placed on their devices, location tracking by web-
sites and apps, and browsing habits that are collected
by search engines (Binns 2022). This dataveillance
occurs through the passive collection of data such as
browsing behavior, location tracking, and cookies
placed on their devices by websites and apps
(Binns 2022).

Second, contributing involves an action from the
consumer (e.g., liking a brand profile) and is related
to indirect data provision as these actions are observed
by advertisers. Advertisers can learn about consumer
preferences from their contributions. These actions,
while minimal in effort, are valuable to advertisers
who can infer consumer preferences and interests
from them (Meneghello et al. 2020). Although the
data are not explicitly provided, date are generated
through observable behavior and thus contributes
indirectly to dataveillance practices.

Third, consumer data can be collected when they
create content (e.g., sharing a post on their social
media profile). This content includes both direct and
indirect data sharing, depending on who the consumer
intends to share information with. For example, direct
sharing occurs when posting a public review aimed
at a brand, whereas indirect sharing involves content
shared for others (like friends), which brands may
still collect and use (Tucker 2018).

B. Obstruction to Dataveillance

Besides contributions, consumers can also obstruct
dataveillance through privacy protection measures,
inhibition of media behaviors, and disruptive inter-
actions. First, consumers may take privacy protection
measures, such as installing an ad blocker, rejecting
cookies, and using the private mode and Do Not
Track functions in a browser (Boerman, Kruikemeier,
and Bol 2021). Some of these measures directly impact
advertising exposure (e.g., ad blockers block the
majority of ads seen online), whereas others indirectly
impact advertising by cutting the data stream neces-
sary for interactive ads (e.g., rejecting cookies results
in advertisers not being able to track one’s interactions
with ads on a website).

Additionally, consumers may inhibit behaviors in
response to perceived surveillance, so-called chilling
effects (Buichi, Festic, and Latzer 2022; Kim, Zo, and
Jun 2025), which could also prevent advertisers from
collecting data about them. Chilling effects occur when
consumers have concerns about dataveillance but lack
the skills or knowledge to engage in privacy protection
measures (Stubenvoll and Binder 2024). They can man-
ifest as reduced participation in interactive campaigns
(e.g., not clicking on ads), avoidance of accessing or

participating on (e.g., posting) certain platforms, or
withholding personal information (Biichi, Festic, and
Latzer 2022; Strycharz and Segijn 2024). Stopping or
limiting such behaviors ultimately limits access to data
for advertisers and impacts the effectiveness of
data-driven advertising strategies. Thus, such consumer
self-censorship reflects growing awareness and distrust
of surveillance practices, which can constrain adver-
tisers” ability to make content relevant and interactive.

Furthermore, consumers can engage in disruptive
interactions. Casemajor et al. (2015) label such activ-
ities “obfuscation,” in which actions are undertaken to
produce misinformation and become invisible.
Examples in the context of interactive advertising
include bots or click-farm workers that generate fake
clicks on online advertisements (Malthouse and Li
2017), produce fake social media posts (Fulgoni 2016),
provide fake personal information (Metzger 2006), or
create fake reviews (Yun et al. 2020) that are not from
real consumers. Additionally, consumers may pollute
the data by sharing accounts (e.g., social media,
streaming platforms) with roommates or family mem-
bers or—intentionally or by accident—clicking on ads
that may not match their interests. Not all activities
are undertaken to limit surveillance by advertisers. For
example, teenagers may create fake Instagram accounts
(i.e., Finsta) to prevent social surveillance by their
caregivers or (future) employers (Duffy and Chan
2019). However, such disruptive interactions could still
impact the data stream used as input for advertising.

C. Feedback on Consumer Interactions

Whereas interactions allow advertisers to collect data
on consumers, consumers can also receive feedback
on data collected about themselves through the inter-
actions they have with ads and advertisers, both
directly and indirectly (see Figure 1). First, consumers
can become aware of the data that are collected about
them indirectly through exposure to data-driven adver-
tising (Strycharz and Segijn 2022). Advertising can
serve as a so-called surveillance episode, which informs
consumers about the extent and aim of surveillance
used as input for advertising (Strycharz and Segijn
2022). For example, when consumers see ads related
to their past interactions, such as clicking on a spe-
cific product, they become aware that advertisers
monitor and use this behavior to target them. These
ads provide indirect feedback, revealing not only that
their actions are tracked but also what advertisers
infer about them, what French (2018) calls the algo-
rithmic mirror. This concept describes how algorithms
reflect users’ preferences, behaviors, and identities by
analyzing collected data and creating a feedback loop



that reinforces past actions. In this way, interactive
data-driven ads mirror a system’s perception of the
self back to the individual.

Second, consumers can also receive feedback from
advertisers through direct insights into the data col-
lected and processed for advertising. In recent years,
several major platforms have made the data they col-
lect and the inferences they make and use for ad
personalization accessible to users (Google n.d.; Meta
n.d.). This approach has been driven by regulations
such as the General Data Protection Regulation
(GDPR) in the European Union (EU) and the
California Consumer Privacy Act (CCPA) that pre-
scribe high transparency standards when it comes to
data collection and processing (Goldman 2020;
Regulation 2016/679). Users can receive direct feed-
back in multiple ways. First, they can check their
online consumer profile, a function offered by e.g.,
Google and Facebook (Zhang et al. 2025). Taking
Facebook as an example, its ad preferences include
two sections, ‘Your Interests’ and “Your Categories, in
which consumers can see their algorithmically inferred
attributes used for advertising (Biichi et al. 2023).
Second, consumers can request a copy of their data
from a platform. This right stems from the GDPR
and CCPA’s right to access. It enables the consumer
to access any personal data that is in the possession
of a company (Serum and Presthus 2021). This infor-
mation includes any data collected and processed for
advertising. Although this approach gives consumers
a possibility for receiving comprehensive feedback and
to better understand dataveillance, multiple challenges
have been identified in past research. While requesting
data is increasingly more commonly possible through
an automated inquiry on the website of a platform
(e.g., Google, Meta), the format of the data is difficult
to comprehend for an average consumer (Serum and
Presthus 2021) and there are concerns about the com-
pleteness of the data that consumers receive
(Valkenburg et al. 2025).

D. Internal Factors Influencing Interactions

Interactions may be influenced by internal factors
(i.e., consumer characteristics), such as consumers’
awareness, concerns, and attitudes toward dataveil-
lance, which dictate how they engage with and
respond to such practices. First, regarding consumer
awareness of data collection from interactions, research
suggests that it has grown, with a majority of respon-
dents across multiple European Union countries and
the United States acknowledging the use of data for
advertising (Boerman and Segijn 2022; Kozyreva et al.
2021). However, this increased awareness does not
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necessarily result in comprehensive understanding.
Many consumers remain unclear about how data are
collected when they consume content, reflecting a
high level of uncertainty (Kozyreva et al. 2021; Zhang
et al. 2024). This uncertainty could in some cases
also lead to folk theories about data collection pro-
cesses that may not reflect reality, such as the idea
that devices are listening to offline conversations for
advertising purposes (Segijn et al. 2024). Such theo-
ries, even if not correct, may impact how consumers
interact with advertisers because they for example
may result in chilling effects when consumers stop
the interaction that they believe generates the data
(Strycharz and Segijn 2023).

Beyond awareness, consumers perceptions of the
acceptability of data collection play a crucial role in
shaping their interactions. Even when individuals are
aware that their data are being collected, their will-
ingness to accept these practices and the conditions
under which they find them appropriate varies widely
and significantly influences their engagement.
Regarding the level of interaction, Kozyreva et al.
(2021) concluded that consuming activities are seen
as unacceptable to use in the context of political
advertising by a majority of German, British and
American respondents. Similarly, Boerman and Segijn
(2022) found that some personalized advertising strat-
egies were seen as very inappropriate and Boerman,
Kruikemeier, and Bol (2021) found that search behav-
ior in search engines is seen as not acceptable to use
for advertising. Such lack of acceptability is also vis-
ible for contributing activities. Whereas contributing
is an active action, it does not necessarily mean that
consumers accept the use of such data for advertising
purposes. Boerman, Kruikemeier, and Bol (2021)
found that, for example, likes on Facebook are seen
as some of the least acceptable data types to be used
by advertisers. In contrast, information shared through
creation is generally considered more appropriate to
be collected and processed. For example, in the con-
text of academic research, consumers have lower will-
ingness for passive tracking than actively completing
tasks (Wenz, Jackle, and Couper 2019). Overall, the
lack of acceptance of data collection practices is
related to higher reactance to the data-driven ad, such
as negative perceptions of the ad, ad avoidance, and
negative attitudes towards the advertiser (Boerman,
Kruikemeier, and Bol 2021).

This variation in perceived acceptability of data col-
lection often stems from underlying privacy concerns,
which play a critical role in shaping consumer inter-
actions. These concerns can act as a powerful deterrent
to active engagement, influencing how consumers make
decisions about interacting online. In fact, privacy
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concerns are one of the main barriers to higher levels
of interactions. For example, a study of Facebook users
showed that while active use (creating) was primarily
driven by perceived benefits of social media, passive
use (consuming) was mainly triggered by perceived pri-
vacy costs (Nguyen, Biichi, and Geber 2024). This find-
ing is in line with the so-called privacy calculus that
prescribes that individuals weigh the perceived benefits
and risks of disclosing personal information before
engaging with a platform or service (Dinev and Hart
2006). The privacy calculus suggests that consumers
make decisions about their level of interaction based
on the trade-off between the advantages they expect
to gain (e.g., personalization, social connection) and
the potential privacy costs (e.g., data misuse, surveil-
lance). The privacy calculus framework helps explain
variations in COBRAs due to dataveillance because
consumers with greater concerns about dataveillance
may limit active participation, opting instead for more
passive forms of interaction where perceived risks are
lower. Interestingly, this reduced engagement does not
prevent data collection. In fact, as our argument sug-
gests, lower levels of interaction, namely consuming,
contribute most to dataveillance because behavioral data
constitutes the core of data-driven advertising.

E. External Factors Influencing Interactions

While internal factors shape how consumers engage
with interactive advertising, these interactions are also
influenced by broader contextual forces, such as cul-
tural norms, political frameworks, and technological
infrastructures (Masur et al. 2025). Culture plays a
foundational role in shaping how consumers perceive
and respond to dataveillance and what practices are
normalized. Perceptions of data collection are influ-
enced by individuals’ cultural backgrounds and the
surveillance cultures in which they are socialized
(Lyon 2017). Interactions that contribute to dataveil-
lance are also social practices embedded in specific
cultural contexts. To better understand these dynam-
ics, the concept of social imaginaries is useful: they
incorporate “a sense of normal expectations we have
of each other, the kind of common understanding
that enables us to carry out the collective practices
that make up our social life” (Taylor 2004, 24). These
imaginaries are simultaneously factual and norma-
tive—people know how things typically go, but this
knowledge is always intertwined with a sense of how
things ought to go. Thus, cultural and normative
expectations shape how consumers engage in online
interactions and interpret the legitimacy of data col-
lection practices by advertisers.

Similarly, regulatory differences could further shape
consumer interactions and their role in dataveillance.
Privacy regulations determine what data on interac-
tions can be collected, for what purposes, and how
consumers must be informed about it. Take, for exam-
ple, the difference between the United States and
Europe: the European Union’s GDPR aims to enhance
individual control over data collection, whereas U.S.
regulations are less specific and offer fewer require-
ments for transparency (Tushnet and Goldman 2020).
As a result, consumers in Europe may interact on
digital platforms with a heightened awareness of their
rights and a stronger sense of agency, whereas U.S.
consumers may have less information and fewer tools
to manage their interactions. For example, research
found that Dutch respondents have more trust in data
handling by advertisers than respondents in the
United States (Strycharz and Segijn 2024) and U.S.
respondents are more likely to believe their phones
might be listening for commercial purposes than
respondents from the Netherlands and Poland (Segijn
et al. 2025). These regulatory differences can influence
not only consumers’ perceptions of dataveillance (e.g.,
greater transparency may lead to stronger surveillance
beliefs) but also their behavioral responses to it,
depending on the protections and resources available
to them under the law.

Finally, technology plays a central role in shaping
consumer interactions with advertisers and the scope
of dataveillance. Platforms, particularly social media,
serve as primary spaces for these interactions (e.g.,
likes, shares, clicks), designed to incentivize engage-
ment as a means of collecting valuable user data
(Alaimo and Kallinikos 2017). To facilitate data col-
lection, platforms often employ smart user interface
designs that subtly guide (nudge) user behavior
toward actions that benefit data collection, such as
highlighting cookie acceptance buttons while obscur-
ing opt-out options (Mathur, Kshirsagar, and Mayer
2021). Beyond platforms, advanced technologies like
smartphones, wearables, and voice assistants serve as
infrastructures for dataveillance, enabling real-time,
personalized advertising (Christl, Kopp, and Riechert
2017). These devices not only facilitate data collection
but also shape consumer perceptions of being sur-
veilled. For example, many consumers believe their
phones listen to offline conversations (Segijn et al.
2025), a perception influenced by affordances like
microphone permissions and passive listening features
(Vitak et al. 2023). As such, technologies and their
interfaces function both as enablers of interaction
and as cues that reinforce the presence and percep-
tions of dataveillance.



Challenges Stemming from Dataveillance in
Interactive Data-Driven Advertising

The centrality of data and resulting dataveillance has
substantially changed the interactions between consum-
ers and advertisers. Although dataveillance has brought
substantial benefits for both consumers and advertisers
(for an overview, see Aguirre et al. 2016), it also poses
new challenges that consumers and the industry have
to face. In this section, we introduce three main chal-
lenges related to privacy, trust, and consumer vulner-
abilities. These challenges represent the unintended
consequences of the transformations that dataveillance
has brought to the interactive advertising process as
outlined in the previous section. We discuss these chal-
lenges to highlight their broader implications and the
need for future research to address them.

Data Security and Privacy Risks

Interactive data-driven advertising leverages vast
amounts of consumer data, which may introduce sig-
nificant privacy risks for consumers through potential
data breaches and data misuse. A data breach refers
to the unauthorized access to sensitive, protected, or
confidential data that compromises the confidentiality,
integrity, and availability of the affected data (Sen and
Borle 2015). The collection and processing of personal
data, such as contact information, browsing histories,
and purchasing behaviors, make interactive advertising
systems attractive targets for cyberattacks and increase
the risks of data breaches. One of the most high-profile
data breaches was the Facebook-Cambridge Analytica
scandal (Kang and Frenkel 2018), in which the data
from more than 87 million individuals’ Facebook pro-
files were collected and used for political profiling
without their explicit consent by the consulting firm
Cambridge Analytica.

Personal data generated from consumer interactions
are also prone to be misused for purposes that con-
sumers were unaware of at the time of the interaction,
termed repurposing of data (Tucker 2018). When con-
sumers contribute to and create brand-related mate-
rials, these interactions are generally intended for their
connections and not as a source of data for advertis-
ing. However, these interactions are indirect sources
of data because they are repurposed for making infer-
ences for consumers’ persuasive profiles (Tucker 2018).
For instance, data about a user’s ‘likes’ on Facebook,
originally meant for social engagement by users, can
be used to predict personal traits such as personality,
political views, or even sexual orientation (Kosinski,
Stillwell, and Graepel 2013). Step counts, an indicator
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of one’s fitness level, can be repurposed by insurance
companies to determine premium rates (Wuest 2024).
Such cases of data breaches and repurposing of con-
sumer interactions amplify consumer concerns about
privacy and lower trust in digital ecosystems. The fear
of unintended data exploitation leads many consumers
to reconsider their interaction choices, often opting
for more passive or limited engagement (Nguyen,
Biichi, and Geber 2024). By restricting the amount
and type of data shared, consumers seek to regain a
sense of agency, reshaping the dynamics of interactive
advertising and highlighting the growing demand for
transparency and accountability in data practices.

Breach of Trust

The data security issues and privacy risks lead to
challenges for advertisers in maintaining and strength-
ening consumer trust. Trust presents significant chal-
lenges in the context of interactive advertising and
dataveillance because perceived exploitation of per-
sonal data undermines the relationship between adver-
tisers and consumers. Trust is also directly related to
how much data consumers are willing to disclose
(Metzger, 2006). Scholars have argued that we cur-
rently observe a crisis of trust, with evidence of
declining trust in social, economic, political, and
media institutions (Flew 2021), which exacerbates
these challenges by influencing how consumers per-
ceive dataveillance practices in advertising. Indeed,
consumers report relatively low levels of trust in data
handling by advertisers, government, and data pro-
tection law (Strycharz and Segijn 2024). Consumers
feel discomfort with the lack of transparency in how
their data are collected, processed, and repurposed
(Aguirre et al. 2015). Transparency can, for example,
be achieved by providing clear privacy policies that
describe how data will be collected and used. Increased
transparency could help with increased awareness and
ultimately contributed to more (perceived) control
(Segijn et al. 2021), such as self-efficacy to use trans-
parency tools (Wang et al. 2025). However, such trans-
parency can also negatively impact consumers when
reading such policies (Lee, Moon, and Song 2025).
To better understand how dataveillance contributes
to the erosion of consumer trust in interactive adver-
tising, the communication privacy management theory
(CPM) offers a valuable framework (Petronio 2010).
This theory posits that individuals create boundaries to
manage their personal data, determining what to share,
with whom, and under what conditions. Such bound-
aries are culturally patterned, meaning that perceptions
of what constitutes private information and how a
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boundary should be managed differ across cultures. For
example, individuals in cultures with higher uncertainty
avoidance may set stricter boundaries due to greater
perceived risk, whereas those in more risk-tolerant cul-
tures may be more open to data sharing (Liu and Wang
2018). Such cultural differences shape consumers’ online
interactions and their willingness to share data with
advertisers. Importantly, these boundaries also apply to
data collected through consumers’ online interactions.
When these boundaries are violated, such as through
data breaches or unauthorized repurposing of their
online interactions, it disrupts the implicit agreement
between consumers and advertisers, leading to feelings
of betrayal and mistrust. The unauthorized use of per-
sonal data, particularly when it is shared for purposes
beyond the consumer’s intent, highlights the fragile
nature of these negotiated boundaries. As breaches com-
promise privacy boundaries, they undermine the trust
consumers place in the parties that collect their data
(Petronio 2010) such as advertisers and platforms. This
dynamic not only breaches trust but also raises ethical
concerns about the boundaries of privacy in digital
interactions (Segijn and Strycharz 2023).

Consumer Vulnerability

Scholars have also pointed to challenges related to
how certain ways of using data for interactive adver-
tising might be considered manipulative (Susser,
Roessler, and Nissenbaum 2019). Manipulation can be
defined as “the use of information technology to
covertly influence another person’s decision-making,
by targeting and exploiting their decision-making vul-
nerabilities (Susser, Roessler, and Nissenbaum 2019,
1). In the context of interactive advertising, certain
consumers are particularly susceptible to potential
manipulation due to their individual characteristics
or circumstances they are in. Scholars have described
it as digital vulnerability, which extends beyond spe-
cific demographic groups (such as children) to include
individual and contextual factors (Helberger et al.
2022). More specifically, digital vulnerability can be
defined as “a universal state of defenselessness and
susceptibility to (the exploitation of) power imbal-
ances that are the result of increasing automation of
commerce, datafied consumer-seller relations, and the
very architecture of digital marketplaces” (Helberger
et al. 2022, 176). In such an environment, personal
characteristics and contexts create a structural poten-
tial for triggering vulnerabilities. Due to knowledge
that companies have or infer about individual char-
acteristics, preferences, and situations, advertising can
trigger and (ab)use personal or contextual factors

(Yeung 2018). Vulnerability can arise from external
circumstances, such as financial distress or emotional
states, or from individual factors such as certain per-
sonality characteristics (Strycharz and Duivenvoorde
2021), which may heighten susceptibility to persuasive
techniques (Helberger et al. 2022).

This vulnerability for consumers is especially rel-
evant in data-driven interactive advertising, whereby
consumer data can be leveraged to exploit situational
weaknesses and, by doing so, increase the persuasive-
ness of messages. For instance, interactions on social
media can be used to construct one’s psychographic
profile (Kosinski, Stillwell, and Graepel 2013), which
then can be used to personalize messages that influ-
ence individuals’ decisions in ways they may not fully
comprehend or anticipate. In a similar vein, Facebook
allegedly enabled targeting ads at young users in a
state of psychological vulnerability, by inferring stress
or anxiousness (Tiku 2017). Regarding external cir-
cumstances, Uber adjusted offers for users whose
device data showed low battery because Uber inferred
a higher need for service (Golson 2016). These prac-
tices raise ethical concerns about the role of adver-
tising in creating or reinforcing vulnerabilities beyond
the traditionally identified vulnerable groups in society
(e.g., children and older adults).

Conclusion and Research Agenda

In the current digital landscape, the centrality of con-
sumer data has given rise to dataveillance, a reality
of continuous, automated collection, storage, and pro-
cessing of digital traces generated by consumers. This
article explored the role of dataveillance in transform-
ing consumer interactions across different stages of
the interactive advertising process. More specifically,
we proposed that consumer interactions directly and
indirectly contribute to dataveillance because they are
a source of data and at the same time, due to the
centrality of data, consumers dictate if and how they
interact with advertisers (their level of interaction and
possibly obstruction of the interaction). These trans-
formations not only result in new challenges in the
interactive advertising landscape but also call for new
research directions in order to better understand how
dataveillance affects interactive advertising. In the fol-
lowing section, we present a selection of research
directions based on the proposed dataveillance in
interactive advertising model, as well as the role of
consumer interactions in dataveillance. These sug-
gested research directions should serve primarily as
inspiration and may evolve as the field advances and
new developments emerge.



Research Direction 1: Dataveillance and Its
Impact on Advertising Effectiveness

This paper demonstrates that dataveillance influences
consumer interactions, perceptions of ads, and results
in lower levels of trust. However, the question remains
whether and to what extent dataveillance impacts the
remainder of the process proposed in Figure 1 by,
for example, diminishing the effectiveness of adver-
tising messages on delivery. To better understand the
link between dataveillance and advertising effective-
ness, theory consolidation is needed in the field. In
this study, we have applied several theories (e.g., pri-
vacy calculus or CPM) that come from outside the
advertising field but can inform research on adver-
tising effectiveness. While emerging research has
begun to explore dataveillance’s role in consumer
resistance (e.g., Farman, Comello, and Edwards 2020;
Sifaoui and Segijn 2024), there is a need to investigate
its broader impact across diverse advertising formats
and interactions. Additionally, existing research has
largely focused on privacy concerns (see Boerman
and Smit 2023 for an overview), leaving a gap in
understanding how consumer perceptions of dataveil-
lance influence their receptiveness to advertising.
Expanding this line of research will offer a compre-
hensive understanding of the interplay between dat-
aveillance and advertising outcomes.

Research Direction 2: Unintended Effects on
Consumers and the Industry

Dataveillance can generate unintended consequences
for both consumers and the advertising industry,
such as negative impact on interactions (e.g., chill-
ing effects) or impact on trust. This causes several
challenges that we have identified that require fur-
ther research. For consumers, it may undermine
their agency (Helberger et al. 2020), lead to vul-
nerability exploitation (Strycharz and Duivenvoorde
2021), and foster cynicism toward data-driven
advertisers and platforms (Lutz, Hoffmann, and
Ranzini 2020). For the industry, these responses
could degrade data quality (Metzger 2006), compli-
cating efforts to personalize advertising effectively.
Future research could investigate these unintended
effects, exploring ways to mitigate harm through
increased transparency, evidence-based policymak-
ing, and ethical data practices. Understanding how
to counter these effects is crucial for regaining trust
and ensuring the sustainable use of data in inter-
active advertising.
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Research Direction 3: Changing Dynamics of
Advertiser-Consumer Interactions

The advent of dataveillance adds a new dimension to
consumers online brand-related activities (COBRAs,
Muntinga, Moorman, and Smit 2011) and at the same
time, may act as a barrier to interaction for consum-
ers. On social media, where COBRAs often occur, the
perception of being constantly monitored may dis-
courage consumer engagement and participation espe-
cially because consuming content and contributing to
online conversations, although not intended as a
source of data, play a role in dataveillance (see Figure
2). Hence, while the COBRAs framework remains
useful for examining how consumers interact with
brands online, future research could empirically exam-
ine this extension accounting for the growing influ-
ence of dataveillance. More specifically, it could
explore how dataveillance alters the dynamics of con-
sumer activities and interactions, examining whether
it constrains consumers willingness to engage and
how advertisers can adapt their strategies to foster
interactions despite these challenges.

Research Direction 4: Different Perspectives on
Dataveillance and Advertising

Finally, to fully understand the implications of dat-
aveillance in interactive advertising, external factors
must be taken into account. Among others, culture
and regulatory frameworks play a central role in how
consumers form their privacy boundaries and to what
extent they find it acceptable that their online inter-
actions serve as a source of data. Cross-country and
cross-cultural research could help further understand
the interplay between interactions and dataveillance
by shedding light on how consumer perceptions of
dataveillance are shaped by cultural surveillance norms
or regulatory frameworks.

Additionally, developments in technological infra-
structures will likely impact how consumers interact
and what data can be collected. New media affor-
dances, including smart devices, the Internet of
Things, and generative Al, are reshaping dataveillance
practices and may fundamentally alter advertising
processes and interactions with consumers. For exam-
ple, smart devices both give access to new types of
data (e.g., biometric data) and provide a new outlet
for advertising (Helberger et al. 2020). Research is
needed to examine how these technologies influence
consumer experiences, perceptions, and trust in the
advertising ecosystem. Furthermore, understanding
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the ethical and practical implications of these advance-
ments will help navigate the evolving landscape of
dataveillance in interactive advertising (Segijn and
Strycharz 2023).

Furthermore, the challenges discussed in this article
go beyond traditional advertising questions and
encompass such issues as consumer rights and data
quality. Collaboration with legal scholars can allow
advertising researchers to address regulatory chal-
lenges, while working together with computer scien-
tists can allow further insights into data that are
produced through consumer interactions. Collaborative
efforts across these disciplines will enable researchers
to address the complex issues arising from dataveil-
lance, ensuring responsible and effective interactive
advertising practices.
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