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Introduction

The ability to extract meaningful insights from individ-
ual data has garnered significant attention across diverse 
domains, including e-commerce, public healthcare, and the 
Internet of Things (IoT). These applications often demand 
timely, distributed data processing to enable proactive or 
predictive actions. This necessitates addressing a spectrum 
of latency constraints, ranging from minimal delays to strict 
near real-time requirements [1]. Distributed Complex Event 
Processing (DCEP) is a cutting-edge paradigm for real-
time analysis of data streams in distributed environments. 
It involves transforming simple events (e.g., raw IoT data) 
into more complex events that represent meaningful situa-
tions (e.g., queries over sensor data). This transformation is 
achieved using a set of processing logic known as CEP rules 
[2]. For instance, a traffic monitoring system might infer 
road congestion based on the following simple events: an 
average vehicle speed below 20 km/h and a vehicle density 
exceeding the normal level.

A primary concern in analyzing data from DCEP systems 
is privacy [3]. This creates a tension between providing 
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Abstract
While privacy-preserving mechanisms aim to protect sensitive information at the attribute level, distributed complex 
event processing (DCEP) systems remain vulnerable to privacy breaches through the detection of event patterns. Even if 
individual events are not inherently private, their combination into patterns can reveal sensitive knowledge. This article 
investigates the integration of pattern-level privacy within the APP-CEP context. We address the challenge of selectively 
applying obfuscation techniques to event-based systems to safeguard sensitive information. Unlike existing methods, we 
aim to establish event-stream-agnostic privacy by formulating queries and privacy constraints using CEP-like patterns, 
and constructing pattern dependency graphs to dynamically select obfuscation techniques that have no consequences on 
detecting other sensitive patterns, as well as non-sensitive patterns required to provide an acceptable quality of service. 
Additionally, we model potential adversary’s knowledge that could compromise privacy and analyze its influence on the 
obfuscation process. We evaluated APP-CEP’s performance using two real-world datasets: online retail transactions and 
medical records, replayed as temporally ordered event streams. Our results indicate that APP-CEP effectively balances 
privacy and utility. By modeling background knowledge, we also successfully prevented adversaries from detecting modi-
fications to the input streams.
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optimal Quality of Service (QoS) and protecting user pri-
vacy. For instance, in e-commerce, product managers need 
to analyze sales data to identify trends, but revealing spe-
cific purchase details can compromise customer privacy as 
the data owners [4]. Similar challenges arise in analyzing 
medical data [5]. These scenarios involve an honest-but-
curious adversary model, where both users and nodes of 
the distributed CEP middleware may seek to exploit sensi-
tive information. To safeguard data owner privacy, DCEP 
necessitates Privacy-Preserving Mechanisms (PPMs). 
While many PPMs (e.g., access control) function at the 
individual event level (i.e., by protecting event attributes), 
privacy needs often involve intricate event patterns. A pat-
tern is a CEP representation of a complex event, defined by 
one or more operations on simple events (e.g., filtering spe-
cific events) to identify a particular situation. For example, 
a sequence pattern identifies specific events occurring in a 
predetermined order across single or multiple streams, such 
as the purchase of a pregnancy test followed by children’s 
toys. Data owners often seek to conceal sensitive patterns 
within their data. These patterns are named private patterns. 
In contrast, public patterns are non-sensitive and essential 
for delivering services, such as query results. The accu-
racy of complex event detection is a crucial performance 
metric. False negatives (FNs), where real-world events 
are missed, and false positives (FPs), where non-existent 
events are detected, are key indicators of a DCEP system’s 
effectiveness.

The proposed work highlights the limitations of a single, 
statically applied PPM in balancing the competing goals of 
concealing private patterns while detecting public patterns. 
It argues that a more effective approach requires a dynamic 
assignment of various obfuscation techniques to address 
several key challenges. First, the causal dependencies 
between complex event patterns necessitate a nuanced solu-
tion beyond simple event reordering. This technique can 
hinder public pattern detection if the reordered stream fails 
to preserve meaningful correlations. Second, an adversary’s 
background knowledge must be considered when select-
ing an obfuscation model. For instance, the omission of an 
event in one query but not another may inadvertently reveal 
information about the original stream. Third, the dynamic 
nature of DCEP systems, including changes in queries, pri-
vacy requirements, and data sources, demands a flexible 
approach. Finally, the adversary’s increasing knowledge 
over time further complicates the task of maintaining pri-
vacy while preserving public patterns.

In this article, we extend our previous findings on APP-
CEP [6] by (i) concisely defining and mathematically 
modeling the key concepts of APP-CEP, (ii) enhancing 
the evaluation of the approach on the webshop dataset by 
involving more public queries which increases the size and 

complexity of pattern dependency graphs and obfuscation 
assignment procedure, and (iii) analyzing the behavior of 
APP-CEP over a medical dataset that has more complex 
pattern structure leading to denser dependency graphs.

In more detail, this article provides the following 
contributions: 

1.	 A privacy-preserving mechanism that accepts user-
defined privacy requirements in the form of event 
patterns. By analyzing the data and query patterns, 
it determines the most effective obfuscation method 
to protect sensitive information while still providing 
meaningful results.

2.	 Our proposed PPM leverages a graph-based obfuscation 
model selection approach. By modeling pattern depen-
dencies and extracting input stream features, we can 
effectively predict the optimal switching time between 
obfuscation models. This dynamic approach helps pre-
vent privacy breaches while ensuring scalability.

3.	 A threat modeling approach that leverages event depen-
dencies and statistical analysis of event streams to esti-
mate adversary background knowledge.

4.	 Performance evaluation based on two real-world data-
sets, replayed as temporally ordered event streams, to 
show the ability of APP-CEP to boost the performance 
of the DCEP systems in real-world scenarios.

The remainder of this article is structured as follows. We 
further detail the problem, particularly for an online shop 
scenario, and motivate the need for pattern-level privacy 
in DCEP systems in Sect.  "Case study: webshop". We 
introduce an overview of the APP-CEP system model in 
Sect.  "System model". We formalize the problem state-
ment in Sect. "Problem statement". Section "The APP-CEP 
design" presents the detailed overview of APP-CEP. The 
evaluation results of APP-CEP are exhibited in Sect. "Eval-
uation". The related work is presented in Sect.  "Related 
work". Finally, Sect. "Conclusion" concludes our article and 
points to our future work.

Case Study: Webshop

In a recent project by the National Statistical Institute of 
Norway [7], several grocery chains have been ordered to 
share their receipt data. To protect privacy, this institute 
claims that by performing pseudonymization, the account 
number, which can identify a person, will be changed to 
another unique number (i.e., attribute-level access control). 
However, pattern-level correlation plus background knowl-
edge would enable the adversaries to realize customers’ 
identities, violating their privacy.

SN Computer Science

 1014   Page 2 of 21



SN Computer Science          (2025) 6:1014 

In this section, we present a real-world use case demon-
strating the application of APP-CEP in a scenario similar to 
the Norwegian example (see Fig. 1). We focus on an online 
retailer selling all-occasion gifts, where the transaction 
stream is analyzed to detect predefined public and private 
patterns. Webshop managers (i.e., users) can use our plat-
form to identify trends and patterns (i.e., situations of inter-
est). By analyzing customer purchase data, we can detect 
top-selling products, popular time periods, and other valu-
able insights. Every customer purchase creates an event in 
our system, enabling us to track and analyze transactions 
replayed and processed in temporal order. Traditional pri-
vacy-preserving mechanisms, such as state-of-the-art PPMs, 
often fall short in such scenarios. These methods typically 
focus on event-level protection, such as obfuscating event 
attributes. However, our approach provides a more robust 
solution by considering the entire transaction stream.

APP-CEP allows customers to specify privacy require-
ments, such as concealing a Christmas party. Sensitive infor-
mation is represented using CEP patterns (e.g., sequence, 
conjunction, negation). For instance, a Christmas party 
might be modeled as CONJ(Invitation Card, Christmas 
Ribbon, Christmas Decorations). To protect privacy, obfus-
cation techniques (e.g., dropping Invitation Card events) 
can be applied. However, this might impact the accuracy 
of non-sensitive queries (e.g., top-selling products). APP-
CEP carefully considers various factors, including pattern 
dependencies, event distribution, and query complexity, to 
balance privacy and utility. Its goal is to provide intelligent 
query responses while safeguarding customer privacy.

Extending our analysis beyond the webshop scenario, we 
assessed the capabilities of APP-CEP on a medical dataset 
featuring more entangled private and public pattern sets. 
This dataset allowed for a more rigorous evaluation of our 

method under more complex conditions beyond the simple 
pattern characteristics in the webshop scenario. A detailed 
description of this medical dataset and its characteristics is 
provided in Sect. "Evaluation".

System Model

This section presents the components of APP-CEP, the 
model of event sources, and obfuscation models.

APP-CEP Model

A typical DCEP system involves multiple producers (e.g., 
IoT sensors) generating simple event streams. Each stream 
is associated with one or more Data Owners (DOs), protect-
ing their privacy. For instance, a car’s location data belongs 
to its driver. Consumers (e.g., applications, services, etc.) 
express their interests as continuous queries, forming the 
set Q = {q1, ..., qn}. These queries must be answered by 
processing incoming events. Brokers (e.g., CEP engines) 
execute event processing tasks (e.g., drop, reorder, union, 
tamper, etc.) using corresponding operators over input 
streams (live or replayed in our evaluation) and deliver the 
resulting streams.

A query qi determines the logic to detect complex events 
by applying standard CEP operators

over simple events’ attributes (e.g., pattern matching). To 
this end, each detection logic needs to be hosted by a spe-
cific operator to be executed.

Moreover, each data owner can articulate its privacy 
requirements and assign weights to them. This information 
is represented as a set:

Fig. 1  Webshop scenario. The system aims 
to protect customers’ privacy while answer-
ing manager’s queries [6]
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Event Source Model

Event sources (producers) generate simple event streams. 
In IoT scenarios, sensors (e.g., GPS trackers) act as event 
sources. Based on the number of targets they cover, we cat-
egorize event sources into two types:

	● DO-specific: These sources only generate data about a 
single target (e.g., a phone’s GPS).

	● Multi-DO: These sources can generate data about mul-
tiple targets (e.g., a security camera).

Event sources must be registered with the system due to 
privacy concerns and we assume they are connected via a 
wireless network. Data owners can submit queries as CEP 
consumers, and CEP operators can be hosted on cloud or 
fog nodes with sufficient computing capabilities.

Obfuscation Model

Obfuscation techniques are near real-time methods that 
modify event attributes, such as their order, frequency, or 
values, to conceal sensitive information (private patterns) 
[8]. These techniques can be applied to event streams before 
they reach the Complex Event Processing (CEP) middle-
ware. To ensure data integrity, obfuscation should be imple-
mented as close as possible to the data sources, on trusted 
resources, preventing inconsistencies in the delivered 
streams.

Among common obfuscation techniques, we consider a 
PPM is able to hire the following techniques:

	● Suppression: Removing the occurrence of events by 
dropping them from the event stream, e.g., removing the 
event HomePage_V isitc1  to conceal page navigation 
behavior of customer c1.

	● Reordering: Changing the order of two events by 
swapping their timestamps, e.g., changing the occur-
rence time of Buyc1

i  with the event Buyc1
j  to conceal 

the order of purchases for a specific customer c1.
	● Injection: Introducing fake events and inserting them 

in unique places in the stream, e.g., injecting the event 
Buyc1

j  multiple times to conceal a specific interest to 
item i. It shows the person c1 interested in both items, 
i.e., i and j.

	● Tampering: Changing attributes of an event to a wrong 
value or noise injection in event timestamps, e.g., chang-
ing the value of item type i in Add_To_Basketc1

i  to 
j which produces Add_To_Basketc1

j  in order to con-
ceal unhealthily shopping habit of a diabetic customer 
from an insurance company.

PR(DOi) = {(pr1, wpr1), ..., (prm, wprm
)}

where pri is a privacy requirement and wpri  is its associated 
weight.

In the CEP context, a pattern specifies a composition of 
events subject to temporal or logical constraints. Formally, 
we represent a pattern as a tuple ⟨E, ω, C, W⟩, where E is an 
ordered sequence of event types, ω denotes the CEP operator 
(e.g., SEQ, CONJ), C is a set of temporal or attribute con-
straints, and W is the time window. This formal definition 
provides the structural basis for the dependencies and pri-
vacy–utility formulation discussed in the following section.

To prioritize queries effectively, the system should iden-
tify patterns that indicate the importance of certain queries. 
This is especially crucial in scenarios like healthcare, where 
life-related queries might have higher priority than others. 
Table 1 presents the list of notations and their description 
for the proposed dynamic obfuscation model assignment 
mechanism.

Table 1  Notations and their meaning
Notation Description
P Set of event producers (p ∈ P )
C Set of event consumers (c ∈ C)
B Set of event brokers (b ∈ B)
Q Set of issued queries (q ∈ Q)

Ω Set of operators (ω ∈ Ω)

O Set of available obfuscation models (o ∈ O)

Opr Set of available obfuscation models appli-
cable to private pattern pr

DOi
The ith data owner

P R(DOi) Privacy requirements of ith data owner

(pri, wi) The pair of ith privacy requirement and its 
corresponding weight

PU Set of public patterns (pu ∈ PU)

PR Set of private patterns (pr ∈ PR)

D Set of event dependencies (d ∈ D)

→ Causal dependency between events
|| Parallel occurrence of two or more events

¬ No occurrence of an event

X̄
Periodic occurrence of an event

↛ Infeasible causal dependency between events

G Set of pattern dependency graphs (G ∈ G)

go
The pattern dependency subgraph for the 
obfuscation model o

F Set of input stream features (f ∈ F )

deg+
go

(pr) The number of outgoing edges from private 
pattern pr in pattern dependency subgraph go

α Mapping solution of obfuscation models to 
private patterns
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	● For private patterns, we utilized metrics like True Ob-
fuscated (TOP RIV ), which is the set of successfully ob-
scured instances of private patterns, and False Revealed 
(FRP RIV ), which indicates incorrectly violated private 
pattern matches.

	● For adversarial inference, we enumerate those pattern 
instances from the set of all private patterns (i.e., PRIV) 
revealed by considering adversary knowledge, present-
ed by the set ADV.

Each event type (e.g., true positive, TP) is assigned a weight 
(e.g., WT P ) to reflect its relative importance. This weight-
ing scheme accounts for the varying consequences of dif-
ferent event types in different applications. For instance, in 
some cases, accurately detecting critical events might be 
prioritized over avoiding false positives, or vice versa. In 
privacy preservation, the importance of concealing sensitive 
patterns (private patterns) might outweigh the need to avoid 
inadvertently creating new ones. Conversely, In a healthcare 
setting, timely detection of life-threatening conditions (pub-
lic patterns) is crucial, even if it means compromising some 
patient privacy (private patterns). The assigned weights 
allow for this trade-off to be explicitly considered in the 
system’s decision-making. Furthermore, the significance of 
individual patterns within their respective sets (private or 
public) is not uniform. Therefore, we assign unique weights 
to each pattern: wto, wfr for private patterns, and wtp, wfp 
for public patterns. Additionally, the relative importance 
of revealed private patterns compared to other event types 
(e.g., false positives) can be adjusted using WAdv. Further-
more, the priority among private patterns within the adver-
sary list can be controlled with wa. Here, tp, fp, to, fr, and 
a denote individual detected pattern instances belonging to 
the sets TPP UB , FPP UB , TOP RIV , FRP RIV , and ADV, 
respectively.

According to the mentioned event groups, a Privacy-
Utility Trade-off (PUT) function is formulated as an opti-
mization problem, enabling the performance comparison of 
obfuscation models. We extend the objective function for-
mulation in  [8] i) to deal with the dynamicity of matched 
private and public patterns, ii) and quantify the adversary’s 
background knowledge. More formally, the resulting for-
mula is:

Max

{(
WT P

∑
tp∈T P P UB

wtp

)
−

(
WF P

∑
fp∈F P P UB

wfp

)

+
(

WT O

∑
to∈T OP RIV

wto

)
−

(
WF R

∑
fr∈F RP RIV

wfr

)

−
(

WAdv

∑
a∈ADV

wa

)}
� (1)

	● Generalization: Anonymizing the event’s attributes by 
changing to a general value, e.g., generalizing an event 
Buyc2

apple to Buyc2
fruit to conceal a customer’s shopping 

interests.
	● Hybrid: A combination of thereof, e.g., suppression 

of event Buyc2
medicine and injecting event Buyc2

drink to 
conceal a customer’s decease.

Problem Statement

A stream processing system takes as input sets of public and 
private patterns, which can be defined by domain experts or 
produced autonomously [9]. A privacy-preserving mecha-
nism dynamically compares incoming events to these pat-
terns, applying obfuscation models in near real-time based 
on the data within a sliding window [8]. To balance privacy 
and quality of service, the system must adaptively switch 
between different PPMs. This process, known as transition, 
allows for optimal privacy protection while maintaining 
performance [10].

Transitions between privacy-preserving mechanisms 
must be carefully managed to minimize downtime and 
resource consumption. Such transitions can create gaps 
where privacy requirements are not met (i.e., periods 
with no applied obfuscation). Besides, frequent switching 
between mechanisms (oscillation) can lead to performance 
degradation, especially if the pattern sets are scaled up since 
the number of switches will drastically increase. To address 
these challenges, it’s essential to develop strategies for pre-
dicting optimal transition points and minimizing the over-
head associated with the process.

Existing systems often statically assess an adversary’s 
background knowledge in the initial stage. However, a more 
sophisticated adversary ( e.g., Omnipresent adversary) can 
learn over time by issuing additional queries and correlating 
the results. This dynamic nature highlights a limitation of 
current approaches. To address this, adaptive assignment of 
obfuscation techniques is essential, considering the adver-
sary’s evolving knowledge. A robust privacy protection 
mechanism should therefore include a means to dynami-
cally model the adversary’s background knowledge.

The primary goal of this article is to dynamically acquire 
data owners’ privacy requirements as patterns and then 
effectively conceal them. The aim is to maximize query ser-
vice quality while considering potential adversarial knowl-
edge. We evaluate performance using the following metrics:

	● For public pattern detection, we computed True Posi-
tives (TPP UB) as the set of correctly detected instances 
of public patterns, and False Positives (FPP UB) as the 
set of incorrectly identified public pattern matches.
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defining groups of events that are relevant to each other, 3  
extract input stream features by analyzing the characteristics 
of the data streams being processed, and 4  select appropri-
ate obfuscation techniques via choosing obfuscation meth-
ods that satisfy privacy-utility requirements, even without 
prior knowledge of the actual events in the input streams. 
The system can dynamically adjust its selection based on 
the obfuscation results observed during execution. We will 
delve deeper into the functionality of these four components 
in the following sections.

Two dynamic databases, the stream database and the 
obfuscation database, aid the APP-CEP in the obfuscation 
process. The stream database stores historical events (e.g., 
transaction history) for analyzing event dependencies and 
extracting stream features. The obfuscation database con-
tains various models for applying obfuscation techniques 
(e.g., dropping the first event). We assume data owners can 
actively contribute to the obfuscation process by provid-
ing event dependencies. For instance, a webshop customer 
might specify their preferred pick-up location to ensure that 
location tracking applications obfuscate relevant patterns.

Existing methods for multiple pattern-type privacy pro-
tection [8] rely on inspecting actual events to calculate util-
ity values. This allows for selecting the optimal obfuscation 
technique for each private pattern based on these values. 
However, these approaches often struggle with adapting to 
system dynamics, such as changing data owners’ privacy 

This objective function is versatile and applicable to various 
application contexts. The first four terms in this equation are 
computed exactly from detected instances of public and pri-
vate patterns. The final term reflects adversarial inference, 
which cannot be directly observed and is instead simulated 
using event dependency information (cf. Section  "Event 
Dependencies"). If adversarial knowledge is unavailable or 
intentionally excluded for fair comparison, the final term 
can be omitted. The weighting scheme enforces a soft prior-
ity for privacy; violations of private patterns are penalized 
more heavily, but limited privacy loss may be tolerated if 
outweighed by substantial gains in public pattern detection. 
This ensures that assignments are guided by exactly com-
puted PUT values during stream processing under a bal-
anced privacy–utility principle.

The APP-CEP Design

Figure  2 outlines the core functionalities of our system, 
APP-CEP. Building partially upon existing methods for 
converting natural language privacy requirements and situ-
ations of interest into CEP-like patterns [11], we assume 
that data owners and users can input both public and private 
patterns. The primary objective of APP-CEP is to 1  analyze 
pattern dependencies by Identifying relationships between 
different patterns, 2  determine event dependency sets by 

Obfusca�on Deployment 

Obfusca�on 
Adapta�on 

Obfusca�on 
Database 

Pa�ern Dependency 
Graph Generator 

Data Owner 
Private Pa�erns Public Pa�erns User 

Stream Feature 
Extractor 

Event Dependency 
Extractor 

Stream 
Database 

Obfusca�on 
Technique 
Assigner 

DCEP Middleware Consumer 
Results Input stream 

Producer 

Fig. 2  The APP-CEP architec-
ture [6]. Solid arrows represent 
event data flowing from produc-
ers through the Stream Database 
and Complex Event Processing 
(CEP) engine toward consumers. 
Dashed arrows represent control 
signals such as pattern updates and 
reconfiguration triggers. The Event 
Dependency Extractor derives 
dependencies from the Stream DB, 
the Pattern Dependency Graph 
maintains relationships among 
patterns, and the Obfuscation Tech-
nique Assigner (OTA) dynamically 
selects obfuscation models to 
enforce privacy while maintaining 
utility
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By analyzing dependencies between private and public pat-
terns, we can predict optimal obfuscation transition times. 
Specifically, pattern dependency analysis enables a PPM to 
select obfuscation techniques minimizing negative impacts 
on other patterns. Knowing the active periods of patterns 
(i.e., query or privacy requirements validity) allows the 
method to estimate the optimal timing for switching obfus-
cation techniques.

Definition 2  A Pattern Dependency Graph (G)

illustrates an overview of all dependencies between pat-
terns in which each vertex (node) n in the graph is a pattern 
that either belongs to PU  or PR. Besides, an edge (u, v) 
in E refers to a unidirectional dependency d (expressed by 
u

d−→ v) which shows that applying at least one of the avail-
able obfuscation models on u will impact the detection of 
matches for v.

The graph is unweighted: edges indicate the existence of 
influence but not its magnitude.

The dependency graph is defined as follows:

G(V, E) =
{

V = {n | n ∈ PU ∪ PR}
E = {(u, v) | u ∈ PR & v ∈ V & u

d−→ v} � (3)

Constructing a dependency graph of public and private 
patterns provides a clear representation of their interrela-
tionships. This enables us to leverage graph discovery and 
mining techniques for efficient obfuscation model assign-
ment to private patterns. Considering the following public 
and private patterns helps to understand the pattern depen-
dency graph generation process better.

PUBLIC = { {pu1 | Buypi

CD → Returnpi

CD′},

{pu2 | Buy∗
BC → Buy∗

BC → Buy∗
BC},

{pu3 | Buypi

AD || Buypi

F J} }
PRIV ATE = { {pr1 | Buyp1

IC || Buyp1
CR || Buyp1

CD},

{pr2 | Buyp1
IC || Buyp1

BC},

{pr3 | Buyp1
AD → Buyp1

DM }}

� (4)

These sample pattern sets (i.e., public and private sets) indi-
cate the following event correlations:

	● pu1: A causal relationship between buying and returning 
two types of Christmas decorations (CD) with the same 
customer ID, which shows the customers’ interests.

	● pu2: Multiple purchases of the same product (i.e., birth-
day candle (BC)) by different customers, which helps 
recommendation systems.

	● pu3: The concurrent ordering of alcoholic drinks (AD) 
and fruit juice (FJ) with the same customer ID, which 
detects customers’ drinking interests.

requirements. A straightforward solution involves switch-
ing between obfuscation techniques whenever a model with 
higher utility is found. However, this approach can suffer 
from high overhead during transitions and potential oscil-
lations between techniques, leading to degraded privacy 
protection. To address these challenges, more sophisticated 
adaptation mechanisms are needed.

However, one could realize that relying only on the 
actual events appearing in the input streams causes transi-
tion overheads and oscillation issues. To address the chal-
lenges of relying solely on actual events in input streams, 
we propose a proactive approach. By predicting the transi-
tion times of obfuscation techniques, we can anticipate data/
operator migrations and minimize inefficiencies in both 
time and resource usage. This prediction can be achieved 
by analyzing the correlations between patterns (public and 
private) as well as between events. Extracting features from 
historical streams allows us to identify patterns and prevent 
unnecessary obfuscation transitions, leading to improved 
performance. For instance, estimating the number of pattern 
matches based on event distribution can help avoid oscilla-
tions between different obfuscation techniques, such as rap-
idly switching between dropping and reordering.

Nevertheless, generating more up-to-date insights about 
patterns and also events helps APP-CEP to wisely adapt the 
system to maximize the overall performance of the obfusca-
tion procedure.

Pattern Dependency Graph

In an event-based system, privacy can be ensured by alter-
ing the original event streams to obscure sensitive patterns. 
However, these modifications can unintentionally affect the 
detection of both public and private patterns that depend on 
the same streams. We refer to these interdependencies as 
pattern dependencies. A pattern dependency occurs when 
the detection of one pattern is influenced by the detection or 
absence of another.

Definition 1  A Pattern Dependency (d) determines the 
positive or negative impacts of obfuscating a special private 
pattern u on the matches of pattern v (i.e., public or private).

The impact between patterns is determined by shared 
events. If a basic event e occurs in private pattern u and 
either the same or a generalized form of e (e.g., ’buy_fruit’ 
generalizing ’buy_apple’) appears in pattern v, a depen-
dency between u and v is established. We define the pattern 
dependency as follows:

u
d−→ v : ∃ e ∈ u | (e ∈ v) ∨ (generalization(e) ∈ v)� (2)
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Definition 3  ZOD node. In a pattern dependency sub-graph 
go, the out-degree of a node (i.e., deg+) equals the number 
of its outgoing edges. A zero Out-Degree (ZOD) node is a 
private pattern whose obfuscation procedure does not influ-
ence the detection of other patterns; its deg+ equals zero. 
We defined a ZOD node as follows:

ZOD(go) = {u | u ∈ PR ∩ V (go) & deg+(u) = 0}� (5)

On the other side, if a private pattern has one or more out-
going edges in the global dependency graph, an alternative 
solution would be to break down the global dependency 
graph into obfuscation-specific sub-graphs (e.g., sup-
pression(e1) sub-graph, which drops the first event of all 
matches). This way, APP-CEP can find a sub-graph in which 
this specific node has no neighbors. For instance, Fig.  4 
shows the generated sub-graphs of four different obfus-
cation models. Here, nodes pr1 and pr3 are disconnected 
nodes in the Suppression(e2), and pr2 has no neighbors in 
the Suppression(e1). Therefore, these obfuscation models 
are potential candidates for corresponding private patterns. 
Note that Reorder(e1, e2) is not among available obfusca-
tion models for pr1 and pr3 because the conjunction opera-
tor is used in the definition of those patterns between the 
first and second events, and such obfuscation model is not 
able to conceal these patterns. Similarly, Tamper(e3) is not 
applicable for patterns of length 2, e.g., pr2 and pr3.

By construction, edges in G always originate from a pri-
vate pattern and terminate at either another private pattern or 
a public pattern; no edges emerge from public patterns. As 
a result, cycles can only occur in the special case where two 
private patterns share common events, producing mutual 
dependencies. In such cases, the corresponding subgraphs 
have a degree greater than zero. The assignment algorithm 
filters out such subgraphs from the solution space, ensur-
ing that cycles do not affect the correctness of the obfusca-
tion assignment. We note that cycles may, in principle, have 
either positive or negative effects. For example, obfuscating 
both private patterns by dropping their common event might 
successfully protect them without influencing other public 
patterns (positive effect), but in other cases, such dropping 
could harm the detection of some public patterns (nega-
tive effect). However, the magnitude and direction of such 
effects depend on the number of public pattern instances 
currently present in the stream, which changes over time. 
Exploiting these effects would therefore require frequent 
updates of the dependency graph and continuous reassign-
ment of obfuscation techniques. Such frequent transitions 
can themselves degrade utility and stability. For this rea-
son, APP-CEP deliberately selects the safe option with zero 
edges, which minimizes transitions and ensures consistent 
protection across dynamic conditions.

	● pr1: Simultaneous purchasing of invitation cards (IC), 
Christmas ribbons (CR), and Christmas decorations, 
which reveals a Christmas party.

	● pr2: The concurrent purchase of invitation cards and 
birthday candles, which reveals a birthday party.

	● pr3: A causal ordering dependency of alcoholic drinks 
and diabetic medicine (DM) reveals a bad lifestyle for a 
diabetic person.

The respective pattern dependency graph for the mentioned 
patterns in Eq. 4 is depicted in Fig. 3. Here, the submitted 
privacy requirements belonging to an individual customer 
(i.e., p1) have been used to define private patterns. Besides, 
queries represented as public patterns are generally defined, 
not for a specific customer ID. Signs (→) and (||) indicate 
the causal dependency in a sequence pattern and parallel 
occurrence of events in a conjunction pattern, respectively.

To construct a pattern dependency graph, we consider 
each graph node as a pattern. For every private pattern, 
unidirectional arrows are drawn from it to all dependent 
patterns, both public and private. A pattern is considered a 
neighbor of a private pattern pr if there’s a direct connection 
(edge) from pr to that pattern. For instance, if we plan to 
obfuscate private pattern pr1, suppression of event Buyp1

IC  
helps to obfuscate private pattern pr1 (positive impact). 
However, suppression of the event Buyp1

CD will result in 
false negatives in the detection of public pattern pu1 (nega-
tive impact).

The graph representation of pattern dependencies pro-
vides valuable insights for selecting appropriate obfusca-
tion models. For instance, the number of outgoing edges 
from a node indicates how many other patterns would be 
affected if that node were to be obfuscated. If a node is dis-
connected (i.e., has no neighbors), it’s independent of other 
patterns. This simplifies the obfuscation process, making a 
static model suitable until the node’s connectivity changes 
in the updated graph. Any obfuscation model that meets the 
Privacy-Utility trade-off goal can be chosen in such cases.

pu3 

pu1 

pr2 

pu2 

pr3 

pr1 

Fig. 3  The global pattern dependency graph generated for pattern sets 
defined in Eq. 4 [6]. Edges are directed (unidirectional) and unweighted
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types of event dependencies can be defined for consider-
ation during the obfuscation assignment process.

Causal Dependency (→)

In this category, a relationship between two events can be 
specified in two ways: firstly, one event is the reason for 
occurrences of the other (i.e., cause and effect), and sec-
ondly, one event always happens before the other. For 
example, in our use-case scenario, a causal dependency 
can be derived from history as: CD (Submit_Orderc1

i , 
Payment_Successfulc1

i ) which means the event of sub-
mitting an order is the cause, and the successful payment 
event is the effect. Also, a customer c1 might express that 
he always checks the available balance before adding a 
product p to the shopping basket. Therefore, the customer 
c1 can provide a causal dependency to the system as: CD 
(Check_Balancec1 , Add_To_Basketc1

i )
In these cases, APP-CEP considers the dependency, e.g., 

does not suppress the cause event and keeps the effect event 
or reorders these two events.

Event Dependencies

Modeling adversaries’ background knowledge remains a 
challenging problem in privacy research. While some stud-
ies have explored statistical prediction of specific privacy 
attacks (e.g., [8]), they often overlook the potential value of 
data owner information. For instance, an adversary might 
infer the inter-arrival times of events from historical data 
and use this knowledge to reconstruct the original stream by 
manipulating suppression probabilities. However, incorpo-
rating data owner information could enhance the accuracy 
and effectiveness of adversary models.

To effectively protect privacy, APP-CEP allows for 
dynamic specification of event dependencies. This enables 
modeling potential relationships between events that an 
adversary could exploit to infer sensitive information. 
For example, if a customer frequently buys two products 
together, the system can avoid publishing one without the 
other to prevent privacy breaches. In practice, event depen-
dencies in the proposed approach are obtained from three 
complementary sources: user-provided rules submitted at 
runtime, dependencies inferred from historical streams by 
the Event Dependency Extractor (using the Stream Data-
base), and expert-defined infeasible combinations. Four 

Fig. 4  The alternative pattern dependency sub-graphs for the global dependency graph illustrated in Fig. 3 [6]. Edges are directed (unidirectional) 
and unweighted
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party at a non-Christmas time (e.g., July) might be accept-
able, as the probability of detecting such a party is low dur-
ing those periods.

To effectively assign obfuscation models, APP-CEP must 
extract features from the input streams. This involves ana-
lyzing the stream database and incoming stream data (live 
or replayed in our evaluation) to adapt features dynamically. 
A key feature is the average number of matches for each pat-
tern. For example, the number of matches for a "Christmas 
party" pattern could be calculated weekly, influencing the 
weight assigned to this private pattern in the PUT function

Beyond pattern-based features, event-related stream 
characteristics offer significant advantages for selecting 
effective obfuscation models. For example, event distri-
bution can provide a more accurate weight for each sup-
pression model associated with a private pattern [12]. If a 
specific event e within a private pattern pr occurs frequently 
in historical data, suppressing e may lead to a higher false 
negative rate (FN) in detecting neighboring patterns that 
also contain e.

This concept can be extended to subsets of a private pat-
tern. For instance, analyzing the distribution of two-event 
subsets can help determine the effectiveness of reordering-
based obfuscation. By considering these event-related fea-
tures, we can tailor the obfuscation process to minimize 
privacy risks while preserving data utility.

Obfuscation Technique Assignment

The obfuscation technique assigner module, the central 
component of APP-CEP, serves as the system’s decision-
maker. It integrates data from three key modules: 1  pattern 
dependency graph generator which constructs a graphical 
representation of the relationships between all types of 
patterns, 2  event dependency extractor which identifies 
dependencies between events within the data streams, and 
3  stream feature extractor which extracts relevant features 
from the incoming data streams. By analyzing these inputs, 
the obfuscation technique assigner determines the most 
appropriate obfuscation model for each private pattern, 
ensuring that APP-CEP can effectively protect sensitive 
information while maintaining data utility.

In Algorithm 1, the system initializes sets of public and 
private patterns, along with event dependencies derived 
from the stream’s history and available obfuscation opera-
tors (line 1). As new public or private patterns are identified, 
the system dynamically updates the obfuscation technique 
assignment (lines 2-7). Additionally, the data owner can 
input event dependencies at runtime (lines 8-10). The OT_
Assigner function constructs pattern dependency graphs for 
each obfuscation model, regularly updating them based on 
changes in both public and private patterns. Furthermore, it 

Parallel Occurrence ( || )

Special events (two or more) happen always, or at least with 
a high probability, together or within a short timeframe. To 
optimize obfuscation, these events should be treated as a 
single combined event. As an example in the proposed web-
shop scenario, a customer c1 might consistently purchase 
products p and q together. This leads to a parallel occur-
rence of the corresponding two events, represented as: PO 
(Add_To_Basketc1

p , Add_To_Basketc1
q ).

Infeasible Events (↛)

Another type of event relationship also shows the impossible 
occurrences of one or several events or patterns. For instance, 
when a customer c1 is navigated to the bank payment page 
as a result of the Submit_Order event with id i, it is not 
possible to observe two events of Payment_Successful 
and Payment_Rejected afterward for this special order 
submission in the stream, that can be expressed by:

IE[CD(Submit_Orderc1
i , Payment_Successfulc1

i ), 
CD(Submit_Orderc1

i , Payment_Rejectedc1
i )]

Such dependencies usually cannot be expressed by a data 
owner, but require help from domain experts in the applica-
tion scenario.

Periodic Events (X̄)

Beyond event dependencies, statistical analysis of specific 
event types for individual data owners can reveal valuable 
insights. We assume that a malicious actor has the neces-
sary computational power and access to historical data to 
identify statistical correlations. For example, a customer c1 
might have a shopping habit of buying a special product p 
each day. Hence, such a habit can be expressed by:

PE (Buyc1
p , day ) Therefore, applying obfuscation tech-

niques that involve removing or modifying events (such as 
suppression, tampering, or generalization) can compromise 
privacy by revealing the stream modification to an adver-
sary. However, reordering techniques might still be viable 
in these situations.

Stream Features

Even with knowledge of data owners’ privacy requirements 
and the relationships between patterns and events, the 
dynamic nature of input streams introduces another crucial 
factor. The number of matches for a pattern significantly 
influences its relevance and the need for obfuscation.

For instance, a "Christmas party" pattern is more likely to 
be revealed during the Christmas season. Therefore, obfus-
cating a private pattern that indirectly reveals a Christmas 

SN Computer Science

 1014   Page 10 of 21



SN Computer Science          (2025) 6:1014 

the remaining obfuscation model space (i.e., Opr), APP-
CEP looks for a member whose dependency graph has a 

node with an out-degree (i.e., deg+
go

(pr)) equal to zero for 
pr, so-called zero-out-degree (ZOD) node (lines 22-26). 
One of the obfuscation models containing such a node will 
be assigned to the pr. A random obfuscation model will be 
assigned to a pr if no ZOD node has been found for this 
private pattern (lines 27-32). Finally, the assigned obfusca-
tion model for each private pattern is determined and will be 
updated upon any change in patterns or event dependencies 
(line 33).

extracts relevant input stream features from historical data 
and continuously updates these features using the current 
stream data (lines 12-13). This ensures that the obfusca-
tion techniques remain aligned with the evolving privacy 
requirements and data characteristics

According to the event dependency set and stream fea-
tures, for each private pattern pr, APP-CEP performs the 
following tasks: first, it removes those obfuscation models 
whose obfuscation can be realized by an adversary (lines 
16-20). For example, if the result of reordering violates 
a causal dependency, such an obfuscation model will be 
removed from the list of available obfuscation models. In 

Algorithm 1  Obfuscation technique assignment
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Dependency extraction : O(np · k),
Graph construction : O(ne),
Candidate filtering : O(np + ne),

Fallback assignment : O(1).

Hence the total cost per decision step is

O(np · k) + O(ne) + O(np + ne) + O(1) = O(np · k + np + 2ne + 1).

Since k is constant and Big-O ignores constant factors,

O(np · k + np + 2ne + 1) = O(np + ne).

Defining n := np + ne, both time and space are O(n).

In the worst case of a dense graph where ne = O(n2
p), 

the bound becomes O(n2
p); in our datasets the graphs are 

sparse.

Evaluation

The evaluation investigates the following questions: 

1.	 Can graph-based pattern-level privacy provide a trade-
off between privacy concerns and the system’s prom-
ised QoS?

2.	 What limitations exist when applying pattern-level pri-
vacy in real-world scenarios?

We established a single Virtual Machine (VM) running 
Ubuntu 20.04 on Oracle VM VirtualBox Manager, allo-
cating 6 CPU cores and 24GB of RAM. The APP-CEP 
prototype is implemented in Java on top of the Apache 
Flink streaming framework, using the FlinkCEP 
library [13] for event pattern detection under event-time 
semantics. Event streams are ingested from CSV files 
and replayed through Flink’s source operators, while the 
dependency graph construction and obfuscation assign-
ment logic are implemented as custom stateful opera-
tors within the Java codebase. To assess our approach, 
we analyzed two publicly available real-world datas-
ets.11.	 The first dataset is composed of transac-
tions of an online retailer selling all-occasion gifts [14]. 
A part of the first dataset, including 12000 customer 
purchase records, was selected for this evaluation. We 
selected the 50 most frequent patterns (length 3) from 
which public and private pattern sets were randomly 
formed. We also performed another statistical analysis 

1  https:​​​//gith​ub.​com/m​aji​d-lo​tfi​an/APP-CEP.

More formally, the solution α can be represented as 
follows.

α =
{

(pr, Φ(pr)) | pr ∈ PR & o ∈ O & n = |PR|
}

� (6)

and,

Φ(pri) =





o if ∃ o ∈ O :
{

pri ∈ ZOD(go) &
̸ ∃ d ∈ D : o violates d &
̸ ∃ f ∈ F : o violates f

}
Random(Opri) otherwise

� (7)

While the ZOD node selection approach may not always 
yield the optimal QoS, it offers a balanced solution by 
ensuring both effective privacy obfuscation for private pat-
terns and efficient detection of public patterns. Calculat-
ing the exact Privacy Utility Trade-off (PUT) value can be 
time-consuming, as it requires precise matching counts for 
each input stream. To mitigate this, we propose a heuristic 
approach that estimates the PUT value based on statistical 
approximations or representative samples. In cases where 
a ZOD node cannot be found, we believe that randomly 
assigning an obfuscation model is a reasonable strategy. 
While not ideal, it provides a fallback mechanism to ensure 
that some level of privacy protection is applied, even in 
challenging scenarios. We note that the randomized fall-
back may occasionally result in lower utility compared to 
the optimal or ZOD-based choices. However, this impact is 
bounded because fallback is triggered only when no ZOD 
node exists in the candidate subgraph, which is rare in prac-
tice. Moreover, since fallback assignments are short-lived 
and the system continuously re-evaluates obfuscation deci-
sions, their effect on long-term performance is limited. The 
design thus favors guaranteed privacy enforcement over 
marginal utility gains in these edge cases.

It is important to note that the obfuscation assignment 
problem is combinatorial and has been shown to be NP-hard 
[12]. As a result, computing the exact optimal assignment at 
runtime is intractable in CEP settings where low latency is 
essential. APP-CEP therefore focuses on efficient heuristics 
that achieve stable performance. While no formal approxi-
mation ratio is provided, our evaluation demonstrates that 
APP-CEP consistently outperforms graph-based and win-
dow-based baselines, indicating that the heuristic remains 
close to practical optimality under real-world workloads.

Runtime assignments are therefore guided by the PUT 
formulation introduced in Sect. 4, which provides a formal 
and reproducible basis for balancing privacy and utility.

Complexity. Let np = |V | denote the number of patterns 
(nodes) and ne = |E| the number of dependency edges in 
the graph G = (V, E). Let k be the maximum number of 
events per pattern (a small constant).
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rather than on measuring end-to-end system latency, which 
is outside the scope of this work.

In each experiment, we randomly selected subsets of pub-
lic and private patterns from the defined pool for that dataset 
(50 frequent length-3 patterns in the retail dataset; 20 public 
and 10 private patterns in the medical dataset, partly chosen 
with expert input). To reduce the effect of randomness, we 
repeated this sampling process 10 times and report aver-
ages. The number of public patterns in each experiment is 
shown in the figures (e.g., 3 PU, 6 PU, etc.). Pattern lengths 
are fixed as specified in the dataset descriptions.

Given the novelty of modeling adversarial background 
knowledge and graph-based obfuscation assignment, we 
selected two baseline approaches for comparison.

	● Window-based: This approach simulates existing state-
of-the-art mechanisms (e.g., [8]) by dividing the input 
stream into fixed-size windows. It selects an obfuscation 
technique for each private pattern match based on its ex-
pected utility, considering the potential matches for all 
patterns after applying the technique.

	● Graph-based: Similar to APP-CEP, this approach 
selects obfuscation techniques based on pattern de-
pendencies. However, it does not factor in adversarial 
background knowledge, relying solely on the pattern 
dependency graph or OT-specific sub-graphs.

Evaluation Results for Webshop Dataset

Figure 5 shows the total percentage of revealed private pat-
terns, considering both matches discovered by the system 
and those known to the adversary. As the number of pub-
lic patterns increases, APP-CEP consistently outperforms 
other approaches by revealing significantly fewer private 
patterns. Even with more queries, Graph-based and Win-
dow-based techniques exhibit variability, while APP-CEP 
maintains a consistently low revelation rate of around ten 
percent. The random assignment of obfuscation techniques, 
used when the system fails to locate a suitable ZOD node 
in the global or sub-graphs, is reflected in the performance 
decline observed in the last three bars. Addressing this limi-
tation with a more intelligent approach would be a signifi-
cant challenge but is crucial for ensuring the scalability and 
effectiveness of our future work.

The F1-score, a widely used metric in machine learning 
[16], provides a balanced evaluation of a classifier’s perfor-
mance by combining Precision and Recall [17]. In stream 
processing, it can be employed to compare mechanisms 
based on their overall accuracy. Regarding public pattern 
detection accuracy, our experiments revealed that increas-
ing the number of involved queries led to a gradual decline 
in performance for all three approaches (Fig. 6). However, 

to extract the most parallel purchased items and periodi-
cally purchased items as dependencies considered for 
the adversary’s background knowledge.

2.	 The second one is a medical dataset with information 
concerning hospital records of patients diagnosed with 
diabetes [15]. The dataset represents ten years (1999-
2008) of clinical care at 130 US hospitals and integrated 
delivery networks. Each row concerns hospital records 
of patients diagnosed with diabetes, who underwent 
laboratory, medications, and stayed up to 14 days. We 
formed 20 patterns for public and 10 for private pat-
terns by consulting with a medical expert and randomly 
selecting patterns from them for evaluation that are 
partly represented in Table 2. We also defined 8 event 
dependencies (two for each dependency type).

Both datasets were processed as continuous event streams 
during evaluation. For the retail dataset, we replayed events 
using their original timestamps to preserve the temporal 
structure of transactions. For the medical dataset, each hos-
pital encounter was treated as an event and ordered chron-
ologically according to the dataset records, which were 
collected sequentially from operational EHR systems over 
a ten-year period. In both cases, replaying the datasets in 
event-time order preserves the temporal dependencies that 
are essential for pattern detection. Our focus is therefore on 
evaluating privacy–utility trade-offs in streaming settings, 

Table 2  Partial list of defined public and private patterns used to ana-
lyze the medical dataset: public patterns representing useful inquiries 
in the medical system, and private patterns highlighting situations that 
have consequences such as increased insurance premiums for patients
# Public/private Pattern definition
1 Public Outpatient Visit followed by Laboratory 

Test within 30 days
2 Public Outpatient Visit followed by Medication 

Prescription within 30 days
3 Public Emergency Visit followed by an Outpa-

tient Visit within 30 days
4 Public A hospital admission followed by 

diagnostic imaging (CT, MRI) within 
the same stay

5 Public A medication prescription followed by a 
refill within 90 days

6 Private An outpatient visit followed by any kind 
of readmission within 30 days

7 Private An emergency visit followed by a diag-
nosis of a chronic disease within 30 days

8 Private An emergency visit followed by ICU 
admission within 30 days

9 Private Admission for surgery followed by read-
mission within 30 days post-discharge

10 Private An outpatient visit followed by a pre-
scription of high-cost medication within 
30 days
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increase in the percentage of revealed matches for all three 
approaches. However, this increase remains negligible for 
APP-CEP compared to the performance of the Graph-based 
and Window-based approaches.

The Graph-based and Window-based approaches exhibit 
similar performance in Fig.  7, with the Graph-based 
approach revealing slightly more private pattern matches. 
Protecting against a more knowledgeable adversary, rep-
resented by increased dependencies, presents a significant 

APP-CEP consistently outperformed or matched the Win-
dow-based approach, demonstrating a slight improvement 
over existing methods, even under these challenging 
conditions.

As illustrated in Fig. 7, the performance of APP-CEP sig-
nificantly outperforms the Graph-based and Window-based 
approaches in terms of revealing private pattern matches. 
Interestingly, increasing the number of dependencies con-
sidered in query processing leads to a slight, yet unexpected, 

Fig. 6  F1-score in detecting public pattern matches Vs. The increasing number of public patterns for a set of 3 private patterns for the webshop 
dataset [6]

 

Fig. 5  Percentage of total revealed private pattern matches Vs. The increasing number of public patterns for a set of 3 private patterns for the 
webshop dataset [6]
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is to maximize the trade-off value (PUT) as defined by the 
PUT equation. To calculate the PUT value, we must care-
fully select the weights assigned to revealed private patterns 
and expected revealed matches by an adversary. We’ve 
opted for a balanced approach, assigning equal weights to 
both categories.

The weight for each pattern set combination is deter-
mined by the ratio of average actual public matches to aver-
age actual private matches. For example, in a scenario with 
3 public patterns and 3 private patterns, the weight was 

challenge. Without compromising system utility, it’s nearly 
impossible to completely prevent the revelation of private 
patterns. The proposed approach demonstrates that a bal-
ance between privacy and utility can be achieved, even 
without relying on specific events in the stream. Further-
more, compensating for revealed matches becomes increas-
ingly difficult without modeling the adversary’s additional 
background knowledge.

Figure 8 presents a comparative analysis of the privacy-
utility trade-off for the three proposed approaches. As out-
lined in Sect. " Problem Statement", our primary objective 

Fig. 8  Privacy-utility trade-off Vs. The increasing number of public patterns for a set of 3 private patterns for the webshop dataset [6]

 

Fig. 7  Percentage of revealed private pattern matches by adversary Vs. The increasing adversary’s background knowledge (number of dependen-
cies) for the webshop dataset [6]
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Figure 9 shows the percentage of revealed private pat-
tern matches, including those inferred from the adversary’s 
background knowledge, as the number of public patterns 
grows. Error bars represent simulation variability. Our 
APP-CEP significantly outperforms other methods by mini-
mizing private pattern disclosure. While Graph-based and 
Window-based approaches fluctuate with increasing queries 
(between 55% and 82%), APP-CEP maintains a consistently 
low disclosure rate (below 13%). The random obfusca-
tion strategy used when the optimal obfuscation method is 
unavailable impacts performance, as seen mostly in the last 
four bars. A direct comparison of Fig.  9 with its counter-
part for the first dataset (i.e., Fig. 5) highlights the impact 
of increased pattern dependency complexity. While the 
medical dataset indeed produces denser dependency graphs, 
leading to a higher total rate of private pattern disclosure 
for our approach, it still maintains a significant advantage 
over the baseline strategies, namely Graph-based and Win-
dow-based. This indicates that our method’s effectiveness in 
mitigating privacy leakage is robust even in the face of more 
challenging data conditions.

Figure  10 presents the accuracy rate, calculated as the 
ratio of true positive matches to the total number of matches, 
extracted as the ground truth. A notable limitation of our 
proposed method is a decreased accuracy rate due to the 
dense dependency graphs in the medical dataset. This reduc-
tion occurs because our approach prioritizes privacy pres-
ervation over maximizing the detection of public patterns. 
Consequently, obfuscation models are selected primarily to 
protect sensitive information rather than optimize utility. In 

calculated to be 1.0301. Additionally, we’ve set the weight 
for detected public pattern matches to 1.

Our findings demonstrate that APP-CEP is capable of 
achieving the desired Privacy Utility Trade-off (PUT) 
even when the number of queries involved in the system 
is increased. While the Window-based approach initially 
showed promising results, its performance declined as more 
public pattern matches were detected. This is primarily due 
to the significant impact that revealed private matches have 
on the PUT value.

The Graph-based approach, on the other hand, consis-
tently outperformed the Window-based approach. However, 
it also experienced a decline in performance for similar rea-
sons, albeit to a lesser extent. These results highlight the 
challenges of balancing privacy preservation with utility in 
dynamic environments where adversaries can leverage pub-
lic patterns to infer sensitive information.

Evaluation Results for Medical Dataset

We observed that the webshop dataset primarily comprised 
of unrelated simple patterns which limited the complexity 
of the pattern dependency graphs. By contrast, the second 
dataset features patterns with more shared common events, 
resulting in denser and more intricate dependency struc-
tures. This shift in dataset complexity allows us to rigor-
ously evaluate our method’s robustness and scalability 
under challenging conditions. It should be noted that for 
the sake of simplicity, we limited the available obfuscation 
techniques to Suppression, Reordering, and Tampering.

Fig. 9  Percentage of total revealed private pattern matches Vs. The increasing number of public patterns for a set of 3 private patterns for the 
medical dataset
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are incorporated. The notable decrease in PUT value for 
other methods when using 18 public patterns highlights the 
challenge of preserving privacy while maintaining utility in 
complex scenarios. This decline is primarily attributed to 
an increased rate of private pattern disclosure, emphasizing 
the importance of our method’s privacy-centric approach. 
Although Window-based methods are excellent in detecting 
public patterns, their inability to effectively mitigate private 
pattern leakage renders them less suitable for privacy-sensi-
tive domains like healthcare.

contrast, the Window-based approach demonstrates better 
performance in identifying public patterns, outperforming 
both graph-based alternatives.

Figure  11 provides a comprehensive evaluation of our 
method by employing the Privacy-Utility Trade-off (PUT) 
metric. Consistent with the findings from the first dataset, 
our approach demonstrates superior performance in balanc-
ing privacy and utility, surpassing both baseline strategies 
even with an increasing number of public patterns. While 
the PUT values of baseline methods exhibit fluctuations, 
our method consistently improves as more public patterns 

Fig. 11  Privacy-Utility Trade-off Vs. The increasing number of public patterns for a set of 3 private patterns for the medical dataset

 

Fig. 10  Accuracy of pattern detection for public patterns Vs. The increasing number of public patterns for a set of 3 private patterns for the medi-
cal dataset
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Recent trends indicate that data owners are becoming 
increasingly conscious of how their data is analyzed and are 
seeking greater control over its usage [21–23]. However, 
providing adequate avenues for data owners to express their 
privacy concerns remains an under-explored area. This is 
particularly crucial in the context of DCEP systems, where 
sensitive information is shared and processed across mul-
tiple entities.

Early research on privacy-preserving pattern obfuscation 
proposed probabilistic models to estimate event suppression 
for optimal utility within a window-based framework [12]. 
These methods leveraged advanced pattern match cardi-
nality estimation techniques to calculate event distribution 
[24]. While suppression was initially the primary focus, sub-
sequent work introduced alternative obfuscation operators, 
such as reordering [5]. These approaches, however, often 
faced limitations in their ability to handle diverse pattern 
types beyond sequences. Additionally, their effectiveness 
was highly dependent on the specific characteristics of the 
input data streams, making them less adaptable to dynamic 
environments. Moreover, these methods typically lacked 
the flexibility to apply customized obfuscation techniques 
to individual private patterns.

To address these challenges, more recent research has 
explored techniques that can effectively obfuscate a wider 
range of pattern types, including temporal patterns, spatial 
patterns, and combinations thereof. These methods often 
employ machine learning or deep learning approaches to 
learn complex patterns and apply appropriate obfuscation 
strategies. Furthermore, they strive to be more adaptable to 
varying input data distributions and dynamic environments, 
enabling more robust privacy protection.

The concept of multi-operator multi-pattern privacy 
protection was first proposed in [8]. While this ILP-based 
approach effectively maximizes Quality of Service while 
safeguarding privacy, it is currently restricted to three pat-
tern types and three obfuscation operators. Moreover, the 
approach suffers from instability due to its frequent switch-
ing between obfuscation models in response to changes in 
the input stream. This oscillation can degrade performance 
by imposing unnecessary transition overhead.

A crucial oversight in previous work is the lack of thor-
ough consideration for the adversary’s background knowl-
edge, which can be exploited to circumvent obfuscation 
techniques. To address these limitations, future research 
should explore the respective directions.

Beyond DCEP: Alternative State-of-the-Art 
Approaches

A prominent direction of other paradigms for privacy 
preservation in streaming systems is differential privacy 

Ultimately, the evaluation results prove the expected 
improvements provided by graph-based pattern-level pri-
vacy protection, solving the literature’s privacy-utility 
trade-off gap. APP-CEP performs better in almost all aspects 
discussed in this section than approaches presented in pre-
vious studies due to considering both pattern dependencies 
and modeling the adversary’s background knowledge.

Scalability. The scalability of APP-CEP depends on the 
size of the dependency graph G = (V, E) rather than the 
raw event volume, since high-throughput stream process-
ing is handled by the underlying CEP engine (FlinkCEP). 
As shown in Section 5.4, the complexity of the assignment 
procedure is O(n) where n := |V | + |E|, with a quadratic 
bound O(|V |2) only in the extreme case of a dense depen-
dency graph. In practice, the graphs derived from our data-
sets are sparse, and sparse structures are also common in 
CEP workloads. Therefore, APP-CEP introduces only light-
weight overhead and remains applicable at much larger 
scales than those used in our evaluation.

Related Work

Prior work on privacy in event-based systems encompasses 
two main directions. The first focuses on DCEP itself, 
where privacy mechanisms are tightly coupled with event 
detection, obfuscation, and dependency management. These 
studies aim to protect sensitive patterns while maintaining 
detection accuracy for non-sensitive patterns, often trading 
between utility and privacy within the DCEP framework. 
The second direction builds on broader paradigms for 
privacy preservation in streaming systems, including dif-
ferential privacy, anonymization techniques, and machine 
learning-based approaches. These approaches provide 
formal guarantees or flexible adaptation, but they gener-
ally operate outside the context of DCEP and often struggle 
with preserving fine-grained event correlations or handling 
adversarial inference over pattern dependencies.

Privacy in Complex Event Processing

While data sharing among stakeholders enhances the value 
of IoT applications, ensuring robust privacy preservation 
remains a significant challenge [18]. In DCEP systems, 
striking a balance between privacy protection and Quality 
of Service is essential. Protecting individual privacy should 
not compromise the application’s functionality, which often 
relies on extensive data for optimal performance [19, 20]. 
Therefore, privacy-preserving mechanisms must be light-
weight and capable of accurately detecting query patterns 
without hindering application functionality.
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strategies that are compatible with both privacy goals and 
quality-of-service requirements. This capability (i.e., rea-
soning about how one obfuscation action cascades across 
multiple pattern contexts) is absent in DP-based, anony-
mization-based, and ML-based approaches. By integrating 
dependency modeling with online obfuscation assignment, 
APP-CEP addresses a gap that existing techniques do 
not cover and provides privacy guarantees tailored to the 
semantics of complex event processing.

Conclusion

This article introduces APP-CEP, a novel approach for 
dynamically integrating pattern-level privacy into event-
based systems to safeguard sensitive information while 
maintaining acceptable quality of service (QoS). Further-
more, our mechanism generates pattern dependency graphs 
to selectively apply obfuscation techniques for concealing 
sensitive patterns, enabling proactive obfuscation plan-
ning. Our evaluation on the webshop dataset, processed as 
a temporally replayed event stream to ensure reproducibil-
ity, revealed that APP-CEP surpasses both window-based 
[8] and graph-based baselines in minimizing the percent-
age of revealed private pattern matches. Additionally, 
APP-CEP demonstrated slightly improved performance in 
detecting public pattern matches accurately. Moreover, by 
incorporating additional background knowledge, APP-CEP 
demonstrates a reasonable performance in mitigating the 
adversary’s ability to infer sensitive patterns. Besides, the 
observed privacy-utility trade-off confirms the effective-
ness of APP-CEP in addressing the research gap identified 
in this study. The proposed approach paves the way for a 
new paradigm in which obfuscation techniques are dynami-
cally applied to event streams regardless of actual events in 
the streams. In the context of the medical dataset, APP-CEP 
effectively managed more complex dependency graphs. 
Evaluation results demonstrated a reasonably lower rate of 
revealed private patterns (under 13%) compared to baseline 
graph-based and window-based [8] approaches (in the range 
of 55% to 82%), indicating minimal privacy leakage. Our 
evaluation also demonstrates that APP-CEP maintains its 
performance in the privacy-utility trade-off under increas-
ing query loads.

Future work will focus on developing an intelligent algo-
rithm for selecting optimal obfuscation techniques when 
dependency sub-graphs lack ZOD nodes. This will involve 
defining a comparative metric to quantify both the benefits 
and drawbacks of obfuscations within sub-graphs. Besides, 
careful consideration must be given to stakeholder inter-
ests (e.g., as an input to the system) to effectively deploy 
this approach in real-world settings. Future work will also 

(DP), which provides strong theoretical guarantees and has 
recently been extended toward pattern-level protection in 
event processing  [25]. While DP ensures formal privacy, 
the required noise injection can distort event correlations 
and pattern occurrences, which is particularly problematic 
in settings where dependencies between events are crucial. 
Related work on semantics-aware anonymization in dis-
tributed stream processors, such as the ks-anonymization 
framework for Apache Flink [26], demonstrates how light-
weight anonymization can be integrated into large-scale 
systems. However, these methods typically operate at the 
attribute level and do not explicitly account for dependen-
cies between patterns. Another line of research employs 
machine-learning-based mechanisms to balance utility and 
privacy in continuous data analysis. For instance, Fomi-
chev et al. [27] trained models to obfuscate sensitive attri-
butes while retaining useful features. While flexible, such 
methods require substantial training data, incur non-trivial 
computational overhead, and usually overlook the role of 
adversarial background knowledge in exploiting inter-pat-
tern dependencies.

Recent work on differentially private stream aggrega-
tion [28] aims to protect continuous aggregate queries under 
formal privacy bounds. These methods focus on global sta-
tistics, but preserving fine-grained pattern semantics and 
dependencies remains challenging. In contrast, APP-CEP 
takes a different path; instead of relying on noise injection or 
costly model training, it leverages event and pattern depen-
dencies directly. This enables lightweight and adaptive 
protection that maintains utility for public patterns while 
constraining privacy loss even under adversarial inference.

Analytical Comparison. Compared to these approaches, 
none of the above solutions directly address the combinato-
rial and temporal interactions that arise in distributed CEP 
systems. Differential privacy methods [25, 28], although 
powerful, assume perturbation at the attribute or aggregate 
level and do not model how noise propagates through event 
sequences or affects the detectability of multi-event pat-
terns. As a result, they cannot guarantee the concealment of 
sensitive pattern instances without severely degrading util-
ity. Semantics-aware anonymization frameworks such as 
ks-anonymization [26] similarly operate at the record level 
and lack mechanisms for reasoning about how privacy-pre-
serving actions applied to one event influence other concur-
rently active patterns. Likewise, learning-based obfuscation 
approaches [27] focus on attribute transformation and 
require extensive training data, but they do not incorporate 
adversarial background knowledge or dependency struc-
tures that allow attackers to exploit temporal relationships 
between events. In contrast, APP-CEP explicitly mod-
els event-level and pattern-level dependencies through its 
dependency graph and dynamically selects obfuscation 
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involve extending our evaluation to diverse use cases to 
comprehensively assess the system’s capabilities and limi-
tations in addressing varying application requirements.
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