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New challenges in Internet governance: Power shifts and 
contestation from “within” 

A B S T R A C T   

Digital transformation has received widespread academic, policy and media attention in the last few years, amid rapid technological developments, 
geopolitical tensions and an aggressive media strategy launched by a number of Silicon Valley CEOs. Post-pandemic, the task of tracing the relevant 
scenarios for technological change and evaluating their social consequences has become more difficult, partly due to the rise of artificial intelli
gence. This special issue explores novel lines of inquiry in the study of Internet governance at a critical juncture in its evolution, zooming in on three 
important trends: (1) the public attempts to refocus on infrastructure (control); (2) the stricter regulation of social media, partly in response to the 
push from civil society to address violent behaviour online; and (3) the renewed contestation over representation in Internet governance, where 
youth and other historically underrepresented groups are struggling to achieve better visibility for their interests. The articles in this special issue 
underline that new forms of contention by a variety of actors are emerging from “within” the existing governance mechanisms. However, the most 
successful initiatives are mainly from governments.   

1. Introduction 

The growth of disruptive technologies, as well as the economic and social challenges met by most people in the post-pandemic period, 
poses novel questions about the ways in which we govern digital technologies. Presently, alongside the internet, another general-purpose 
technology, artificial intelligence (AI), is growing at unprecedented speed. In 2023, small groups of industrial leaders made the headlines 
with their gloomy predictions about the future of humanity in light of the surge of AI, echoed by politicians (Tong et al., 2023). Pre
viously, the metaverse emerged as the future setting for virtual interaction among humans (Floridi, 2022). However, this enthusiasm was 
short-lived and the emergence of generative AI technologies such as ChatGPT obscured it. The combination of industrial marketing and 
lobbying strategies and the media’s need for new and continuous “clickable” information makes it extremely difficult to gauge what new 
challenges are out there for everyday internet users and for those actors involved in Internet governance in various capacities. 

Amid stronger geopolitical tensions and concerns for military uses of advanced technology in ongoing wars, the cyber-risk narrative 
has taken precedence over concerted efforts to assess the effectiveness of the current governance structure for the internet (Calderaro & 
Blumfelde, 2022; Radu, 2019). These dynamics have created two important rifts at the global level. On the one hand, the digital 
sovereignty discourse has crossed jurisdictions to permeate a wide set of public policies and legislative changes aimed at strengthening 
resilience and strategic autonomy (Couture & Toupin, 2019; Mügge, 2024; Radu, 2023). On the other hand, ongoing international 
negotiations - such as the Convention on Countering the Use of Information and Communications Technologies for Criminal Purposes 
of the United Nations or the Convention on Artificial Intelligence, Human Rights, Democracy and the Rule of Law of the Council of 
Europe - have seen little progress. Many key discussions on approaches and rules for the internet and for AI seem to have moved to 
“club” formats (e.g., G8, G20, BRICS). 

Away from the media and industry hype, unresolved tensions continue to affect digital governance, unearthing decade-old debates 
around legitimacy and control. In this “new era of Internet governance” (De Gregorio & Radu, 2022), we observe that what has 
changed is not so much the substance of discussions, but the associated means and forms of contention. Whereas the place of Internet 
governance on the global agenda used to be a source of institutional dispute, we are now witnessing contestation from “within” the key 
stakeholder groups that have long been supporting the field. This special issue aims to disentangle these threads in order to clarify why, 
by whom and how the existing power balance is challenged. 

This collection of articles, entitled New challenges in Internet governance, explores how contestation from “within” emerges at a 
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critical juncture in the evolution of the field, observing how a number of actors seek to enhance their influence in decision-making at 
the level of infrastructure and regulation, as well as better representation overall (whether in existing fora or in the scholarly com
munity). The next section delves into the three trends explored in this special issue, followed by an overview of the articles included. 
The final section concludes, outlining future research directions. 

2. Current trends in internet governance - and how contestation influences them 

Alongside the long-standing debates regarding the types of rules and institutional arrangements needed in internet governance, a 
number of new debates have changed the conversation in recent years, in particular with regards to increased polarisation and 
hybridisation, as well as the multiple paths towards fragmentation that we are witnessing. Rather than juxtaposing multistakeholderism 
and multilateralism, these new lines of inquiry present a nuanced picture of policy developments (Bonnamy and Perarnaud, 2023). The 
increased politicisation of infrastructure and of standardisation processes by heads of government all over the world and by the media 
(Becker et al., 2024, pp. 1–18) complement the more subtle, but significant transformations that are less visible to the public eye (Gorwa, 
2019; Nanni, 2022).The last five years have been characterised by increased attempts by state actors to (re)gain control over the internet 
infrastructure and applications within their respective territories, ranging from public investments in submarine cables to outright bans 
of specific technologies and platforms within certain jurisdictions (Mishra et al., 2022; Radu & Amon, 2021). 

Often part of the “digital sovereignty” agenda, such actions show attempts by many governments around the world to reassert 
physical and regulatory control over key parts of the internet (Jansen et al., 2023) and leadership in internet-enabled technologies, 
including AI and the Internet of Things (Flonk et al., 2024; Haggart et al., 2021; Radu, 2021). These positions have been fuelled by 
growing market competition on key technologies and mistrust among superpowers, chiefly the US and China (Becker et al., 2024, pp. 
1–18). Governments themselves have changed tactics over time, significantly departing from the so-called “big tech backlash” or 
“tech-lash” (Economist, 2017). The already patchy governance of the internet has seen a significant transformation with the 
post-pandemic rethink of public policy in this area, which shows how a more clear regulation vision fits with the involvement of the 
industry in the delivery of key public functions. 

In this special issue, we capture what has changed at the level of undercurrents shaping the field, while analysing how contestation 
manifests from “within” the communities supporting Internet governance. There are three key trends that we discuss in this collection. 

2.1. A (re)turn to infrastructure in the governance of the internet 

The renewed stride of exerting control over the infrastructure (Haggart et al., 2021; Musiani et al., 2016) pits governments against 
industry. On the one hand, we observe how the digital sovereignty discourse plays out in practice, at the physical level of the network. 
On the other hand, the battle for internet connectivity via satellite broadband services tends to be more about opportunities for 
regulation rather than ways to wrest control from private hands, in particular for Global South countries. 

2.2. A stricter regulation of social media and the concrete push by civil society actors to address violent behaviour in the public space offered 
by platforms 

Civil society activism in the field of platform regulation is constantly growing. Independent of how we define civil society groups 
(Tjahja & Potjomkina, 2024), their strategies have diversified with respect to participation in Internet governance and the forms of 
overt and subtle resistance within established fora (Potjomkina et al., 2023). While technical venues such as the Internet Engineering 
Task Force (IETF) see limited representation on NGOs, civil society influence in pressuring governments into adopting platform 
regulations has had mixed effects (Cammaerts & Mansell, 2020; Van Dijck, 2020). However, once adopted, such regulations often fail 
to achieve their goal as illustrated in this special issue, in the case of content moderation and anti-hate speech measures. 

2.3. A more visible dispute over representation of diverse voices and visions in Internet governance 

The need to achieve better visibility for the positions and interests of underrepresented groups has translated into an internal 
contestation for two groups looking to change the narrative: young people and academics. Overall, there is a trend among under
represented actors and stakeholder groups in Internet governance to move away from integration by accepting the community rules 
(Radu, 2019) towards assessing their distinctiveness and voice as a means of engagement. These groups are embracing new approaches 
towards participation in non-binding discussion fora such as the Internet Governance Forum (IGF) of the United Nations or in academic 
conferences on internet-related topics. 

Youth engagement increasingly refers to growing influence over Internet governance mechanisms, including by calling attention to 
underrepresented gender groups across several areas of internet policy-making (Cath, 2021; Tjahja & Potjomkina, 2024). Indeed, 
research shows that, in Internet governance, diversity decreases as one gets closer to those decision-making fora where the functioning 
of the infrastructure is determined (Grover, 2022; Haugen, 2020). In academia, reference to the work of male and female authors 
remains disproportionate, both at the local level and when comparing syllabi around the world (Rosa et al., 2024). 

As the discussion above shows, normative contestation in Internet governance and its connected fields has not faded (Radu et al., 
2021). However, we observe power shifts and direct instances of contestation “from within” the existing Internet governance 
mechanisms. Actors and stakeholder groups are not necessarily trying to change “the rules of the game” inside core bodies for Internet 
governance or replace the discussion venues. Rather, they are trying to change the procedural rules and those role distributions that 
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derive from, and in turn perpetuate, structural imbalances in power distribution within Internet governance bodies (Carr, 2015). 
Indeed, members of the technical community themselves have attempted to address historical structural inequalities within technical 
Internet governance bodies, although with mixed success and at times receiving backlash. Attempts by civil society groups to main
stream rights into the infrastructure’s standards follow these lines (Milan & Ten Oever, 2017). This special issue provides strong 
evidence about the emergent contention points and displays their unbalanced effectiveness - with government-led initiatives being 
more successful than actions led by other stakeholder groups. 

Such forms of contestation have various sources: arguably, contestation “from within” mainly comes from a sense of powerlessness, 
where groups such as the youth strive for better and more effective representation in existing governance mechanisms (Tjahja and 
Potjomkina, this issue). Conversely, a sense of illegitimacy of the existing governance mechanisms is believed to trigger a push for 
replacing or reforming them (Jongen & Scholte, 2022). Ultimately, responding to contestation takes different forms, from governments 
using regulation and market choices (including differentiating infrastructure providers within a country), to social groups (e.g., youth) 
advocating for reforming participation mechanisms. 

Evidence of success exists for governments in their attempts to control infrastructure development and deployment (Akcali Gur & 
Kulesza, 2024). This also applies to Global South governments, who alternatively choose infrastructure manufacturers from both the 
US and China to reduce their dependence on a single country (Arnold, this issue). This is representative of attempts from developing 
countries and historically underrepresented groups to establish their own digital sovereignty, whether or not discursively framed this 
way (Couture & Toupin, 2019). These findings fit with the existing literature underlining a growing assertiveness by governments in 
influencing the shaping and implementation of infrastructure and the functioning of the platform economy (Claessen, 2020; Mueller & 
Farhat, 2022; Taylor, 2022). 

Nonetheless, governments and for-profits have not been able to solve the puzzle of effective engagement in Internet governance. 
Although civil society activism continues to grow (Gorwa, 2019;Cui and Wu, 2022), there is a weak role of civil society when it comes 
to influencing effective platform regulation (Maab, Wortelker, & Rott, 2024; Trithara, this issue). Other structural representation issues 
persist and play out at various levels, whether we compare gender parity in Internet governance scholarship (Rosa et al., this issue) or 
youth contributions to the IGF (Tjahja and Potjomkina, this issue). 

3. Overview of the special issue 

The special issue is born out of the 2022 annual symposium of the Global Internet Governance Academic Network (GigaNet), where 
many of the papers were first presented. Building on previous explorations of Internet governance spaces and governance arrange
ments, from norms (Radu et al., 2021) to agency and representation (Radu et al., 2023), in this special issue we refocus attention on the 
fundamental questions of power and power balance among stakeholders. We take stock of the way in which various actors are (re) 
positioning themselves in the debates, investigating challenges and opportunities arising from infrastructure developments, social 
media regulation and open spaces for multi-stakeholder participation. 

Observing current trends in Internet governance and identifying new theoretical and practical ways to analyse them, the articles in 
this collection advance our policy discussions in three key areas. 

3.1. The politics of internet infrastructure and internet access 

Arnold observes selected African countries’ behaviour in choosing ICT infrastructure providers. While most literature concentrates 
on great powers and industry giants in their market and strategic choices vis-à-vis investments in African countries, this article explores 
African countries’ active role (that is, actorness) in making their own choices on ICT provisions in the global market. Arnold identifies a 
double challenge for the continent: dependency on foreign tech companies, alongside dependency on foreign finance for technological 
infrastructure and concludes that there are different models of digital development that influence the degree of local agency. 

The theme of ICT for development is also in focus in the article by Akcali Gur and Kulesza, who analyse the underexplored case of 
low-orbit satellite connectivity. With the growth of satellite broadband, new hopes arose for better connectivity in places that were 
historically neglected. They argue that the universality of such service is hampered by a lack of universal implementation principles, 
thus requiring a critical examination of the adoption of the “equitable access” principle. From a legal and policy perspective, they 
identify five priorities for developing countries to fully harness the satellite broadband potential. 

3.2. Content moderation in platform governance 

Trithara examines the role of civil society in shaping content moderation governance arrangements in the United States, identi
fying instances and practices of contestation. While many civil society groups have resorted to informal mechanisms to influence the 
state of affairs, there is a sense of frustration with regards to their contribution to improving the platforms’ offering, via monitoring and 
reporting work that is not compensated. This article provides a practice-oriented account with strong empirical grounding in in
terviews with civil society practitioners. 

Maab, Wortelker, & Rott, 2024 compiled an original dataset of Facebook posts and comments to analyse potential overblocking and 
chilling effects of the main German law aiming at reducing hate speech on social media platforms (Netzwerkdurchsetzungsgesetz, 
NetzDG). This article finds that the law has limited effect in this sense: users did not abstain from commenting on Facebook nor did the 
tonality of comments become more positive once the law entered into force. 
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3.3. Diversity and inclusion in internet governance and in its study 

Tjahja and Potjomkina explore the concept of meta-participation as a form of engagement (in Internet governance) aimed 
specifically at changing the rules of participation, when the current multistakeholder model shows its limits. To better understand why 
and how youth participate in the IGF process, the authors propose the use of qualitative methods to assess the needs and the positions 
of young contributors. They argue that, rather than accepting the status quo uncritically, youth seek to transform the very processes 
they engage with to fit their needs and make their participation effective. 

Delving into the politics of citations, Rosa et al. present the Bibliographic Reference Index (BRI) as a tool to measure the male- 
female citation gap and analyse how it applies to Internet governance publications. This article finds experts with male-gendered 
names are quoted two times more than those with female-gendered names in the 35 papers from the Proceedings of the Brazilian 
Internet Governance Research Network (2017–2021). When the BRI is applied to the curriculum of Internet governance schools and 
courses, the gender rate among experts is 63% vs. 37% in favour of men. Rosa et al. suggest two possible interventions to narrow the 
gender gap: a systematic application of the BRI to syllabi and course programmes; and a diversity statement that individual authors can 
add to their publication in order to provide transparency on citation choices and to promote self-reflection. 

In engaging with these topics, this special issue makes three important contributions to the Internet governance scholarship, 
building on diverse theoretical perspectives and methodological approaches. First, we are observing incomplete transitions to a new 
power equilibrium and the articles detail where we are in this power transformation, acknowledging it is by no means the final picture. 
Second, the explorations engage critically with existing governance models, from state-centric to multistakeholder set-ups, reporting 
their mixed success results in practice. Third, they articulate and provide evidence for many instances of contestation “from within”, 
zooming in on underexplored dynamics in relation to academic citation practices, civil society involvement in content moderation 
governance or youth participation at the IGF. 

4. Conclusion 

This special issue brings together a wide variety of perspectives, informed by different theoretical and empirical approaches, to 
explain how contestation “from within” shapes the new phase of Internet governance. It provides empirical evidence for and engages 
critically with current developments in the field, from the renewed interest of policy-makers in controlling infrastructure to the 
gendered politics of citation in academic publishing. Contributing to advancing the scholarship in this fast-evolving field, the articles 
included in this collection explore three important lines of contestation. The first is the issue of regulatory control over basic internet 
infrastructure, where we observe governments from the Global South using their partnerships with the US and China alternately to 
foster their own decision-making autonomy. On satellite broadband connectivity, developing countries can benefit from opportunities 
to enhance their digital development if the “equitable access principle” is adopted. The second area of contestation is content 
moderation as part of platform governance, for which both the regulatory interventions and the civil society push have shown more 
frustration than fruitful results. The third area of contestation relates to youth participation in Internet governance fora and gender 
parity in academic scholarship. 

Acknowledging a wide variety of forms and sources of contention in these areas, the special issue focuses on the power shifts we are 
observing, unpacking the tensions and giving centre-stage to the actors driving the change agenda. The contributions focus on un
derrepresented voices and their potential to asset agency and alter the narrative, even in cases where success is uncertain. Many of the 
authors take their conclusions a step further in order to identify policy priorities, outline alternatives and make recommendations, thus 
addressing a broader audience and aligning with the mission of GigaNet to make research accessible to a wide range of communities 
and foster dialogue among them. 

This special issue alone can by no means cover the whole range of emerging debates about the ways in which Internet governance 
evolves. More work is needed in the years to come to dissect the co-existence of internal and external contestation mechanisms and the 
reasons why specific stakeholders might prefer one over the other as a matter of strategy. Moving forward, Internet governance 
scholarship will have to engage not only with technical expertise and science, technology and society scholarship, but also with area 
studies to better interpret the rationale for contestation, its manifestations at the local and regional levels and its longevity. 
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