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Abstract

This article examines everyday, non-activist forms of political communication
on WeChat in the Beijing region. How is the communication of sensitive issues
entwined with other daily communicative practices? And how do users negotiate the
Chinese system of online surveillance and censorship? Examining how WeChat users
communicate sensitive issues, knowing that every word and image they share can be
tracked, analyzed, and acted upon, we, bringing the work of James Scott in dialogue with
Chinese internet studies, demonstrate how online contention is openly articulated, but
simultaneously obfuscated and disguised. We focus on the sticky super app WeChat,
being the central node of the Chinese internet, deeply integrated into everyday life. We
argue that, especially in China and other authoritarian contexts, it is vital to situate,
study, and analyze online contention within the flows of everyday communication.
Confronted by ubiquitous surveillance and censorship, Chinese citizens constantly and
consciously calibrate the way they voice or do not voice opinions on sensitive societal
issues. By weaving sensitive messages through mundane exchanges on social media,
they can hide in plain sight. Yet, we also show that these small forms of resistance are
vulnerable, and certainly not bulletproof to state repression and online harassment.
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Introduction

Over the past decade, WeChat, the Chinese mobile text and voice messaging application,
has become a core digital infrastructure in contemporary China (Guo, 2017; Jia et al.,
2022; Plantin and de Seta, 2019). Inevitably, exchanges through this infrastructure also
touch on sensitive issues, such as urban restructuring, the quality of healthcare, political
and corporate corruption, environmental pollution, and the COVID-19 pandemic (Guo,
2017; Sun and Wright, 2024; Tu, 2016; Wu and Wall, 2019). These app-based forms of
contentious communication are mostly informal, infused with humor and gossip, revolv-
ing around personal interactions, and entangled with a wide variety of everyday prac-
tices. Yet, they can potentially affect public political communication, when contentious
content is widely and rapidly shared (Liu, 2016). WeChat was crucial in organizing the
white paper protests at the end of 2022, through which Chinese citizens expressed their
discontent with the COVID-19 policies. Whiteness referred to the perceived impossibil-
ity to speak out freely (Murphy, 2022).

Wu and Wall (2019: 1716) have found, however, that, “politically contentious discus-
sion or information sharing on WeChat arises only under a relatively narrow set of condi-
tions and . . . forms of political contention that directly target central government or
regime structures are particularly unlikely to emerge’. For them, WeChat primarily rein-
forces the power of the state. Crucially, they reach this conclusion through focus group
research on Chinese citizens temporarily living in the UK. Hence, the question remains
how contentious communication through WeChat takes shape in daily practice in
Mainland China. In this article, we ask: How do users communicate sensitive issues
when they are aware of surveillance and censorship? How is the communication of sensi-
tive issues entwined with other daily communicative practices, and how do users negoti-
ate the Chinese system of online surveillance and censorship?

The Chinese state, on the one hand, makes extensive efforts to control online conten-
tion, forcing social media corporations to filter the activity on their platforms systemati-
cally, prompting users to self-censor their exchanges. ‘By channeling its control through
private internet companies, an authoritarian state can maintain a tight grip on activities in
society’ (Sun and Zhao, 2022: 215). On the other hand, despite this ubiquitous system of
surveillance and censorship under what has been coined digital authoritarianism (Khalil,
2020), Chinese social media have, especially in the early 2010s, been characterized by
abundant contentious communication (Poell et al., 2014; Yang, 2012). Even though so-
called ‘Internet protest events’ are somewhat in decline over recent years (Yang, 2017),
WeChat, Weibo, and other Chinese social media still host a constant stream of critical
and humorous posts, messages, and comments, denouncing and poking fun at corrupt
local and regional governors, polluting companies, inadequate government regulations,
fraudulent celebrities etc.

Various studies have observed this intriguing combination of censorship and conten-
tion, as well as provided insight into why the Chinese state permits certain forms of
social and political critique to circulate (King et al., 2013; Poell et al., 2014; Yang, 2009).
Particularly insightful is large-scale censorship research, which shows that a lot of con-
tentious content can indeed freely circulate on Chinese social media, but content aimed
at inciting collective action is systematically censored (King et al., 2013). Clearly, the
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Chinese state is wary of any form of non-state orchestrated collectivity, ranging from
fans of pop idols to the LGTBQ+ movement (Zhao, 2020).

While a lot of research has been done on Chinese social media and contention at large,
relatively little is known about how social media users balance censorship and commu-
nication of sensitive issues in their everyday lives. This study provides such insight
through a detailed analysis of four large group chats on WeChat and 15 semi-structured
interviews with WeChat users in the Beijing region. This analysis builds on Scott’s
(1990) notion of ‘infrapolitics’, in combination with more recent research on Chinese
social media and politics. We argue that, especially in China and other authoritarian con-
texts, it is vital to analyze communication of sensitive issues within the flows of every-
day communication.

In the first part of our analysis, we demonstrate, drawing on a study of WeChat groups,
that especially groups with older members do express sensitive issues; however, these
are quickly followed by memes, jokes, or entirely different topics, a tactic we call discur-
sive derailment. This renders these issues more opaque and less confrontational. In the
second part of the analysis, drawing on in-depth interviews, we show how users are
constantly aware of the system of censorship and surveillance. They navigate and trick
this system, for example: by shifting to other platforms, explicitly poking fun at the
expected short duration their post will stay online, or by expressing critique indirectly.
Our analysis of both the groups and the interviews not only gives a unique empirical
insight into the everyday uses of WeChat, but also attests to the dynamic, volatile, yet
shrinking space of sharing sensitive information, as even the most hidden transcripts are
bound to remain visible. Small forms of resistance are vulnerable and certainly not bul-
letproof to state repression and online harassment.

Hidden transcripts and sticky super apps

Exchanges between personal and public contentious communication are, of course, by
no means new but can be observed in any media system. Ideas, opinions, rumors, jokes,
images, and slogans circulating in the private sphere have throughout modern history
made their way to public communication (Habermas, 1996; Scott, 1990; Thompson,
1995). The ubiquity of WeChat, labeled a sticky superapp (Chen et al., 2018; Jia et al.,
2022), has turned it into a platform where the public and private, as well as the political
and commercial, constantly blur.

A broad range of new media theorists have argued that the development of social
media breaks down mass media’s control over public discourse, opening it up to what
Castells (2009) calls ‘mass self-communication’. Vice versa, it also means, however, that
private exchanges are opened up to scrutiny, becoming susceptible to systematic corpo-
rate and governmental tracking, analysis, and targeting (van Dijck et al., 2018; Trottier
and Fuchs, 2014; Turow, 2011). As has been extensively documented, governmental and
corporate online surveillance have indeed become ubiquitous and largely automated
around the globe (Andrejevic, 2019; Deibert, 2019). This is particularly true in China,
which has seen a further intensification of digital surveillance over the past years (Khalil,
2020; Leibold, 2020; Wang, 2024).
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Whereas a decade earlier, Qiu (2016) argued that WeChat is part of an ‘enlarged
media ecology of resistance, where social media becomes new tools used for a common
goal as old as the working class itself: collective empowerment’ (p. 631), today, such
forms of collective empowerment seem less likely. Wu shows that it is not only the pub-
lic but also the censors who have become more skilled. In her study of WeChat public
accounts, she shows that users transform a linguistic message as to trick the system: ‘the
original text moves from being recognizable to unrecognizable, from verbal text to visual
symbols, and finally to symbolic representations that rely on a shared scheme of under-
standing and reference’ (Wu, 2024: 921). Her study focuses on public accounts, whereas
ours on private groups and everyday communication. Nevertheless, she shows how the
technological affordances of WeChat allow for a range of creative ways to circumvent
censorship—something that we also witness in our study.

This can be read as a form of infrapolitics, as theorized by Scott (1990). In his work
on the ‘infrapolitics’ of subordinated groups, the term refers to ‘low-profile forms of
resistance that dare not speak in their own name’ (p. 19). Examining how people in the
face of systemic repression develop strategies of resistance, Scott (1990: 199) empha-
sizes that we need to employ a broad understanding of the political. He writes:

So long as we confine our conception of the political to activity that is openly declared we are
driven to conclude that subordinate groups essentially lack a political life or that what political
life they do have is restricted to those exceptional moments of popular explosion.

This observation is especially important in the case of China, where citizens, confronted
by an authoritarian state, often choose not to engage in open political opposition. After the
Tiananmen Square protest of 1989, Chinese contentious politics can be characterized as
non-confrontational and playful (Chen, 2011; Deng, 2022; Yang, 2009). This can also be
observed on WeChat, Weibo, and other Chinese social media (Li, 2019; Poell et al., 2014).

Central to Scott’s (1990) original conceptualization of infrapolitics is the notion of the
‘hidden transcript’, which he employs to ‘characterize discourse that takes place “off-
stage”, beyond the direct observation by powerholders.” This ‘hidden transcript’ consists
of ‘offstage speeches, gestures, and practices that confirm, contradict, or inflect what
appears in the public transcript’ (Scott, 1990: 4-5). These insights have been taken up by
a variety of scholars who work on online contention in authoritarian contexts (Chen,
2015; Dawson, 2012; Lim, 2014; Liu, 2017; Soriano and Sreekumar, 2012; Yang et al.,
2015). For example, Liu (2017: 424), specifically focusing on China, examines online
rumors (yaoyan) as an example of hidden transcripts. He writes, ‘digitally mediated
rumor diffusion not only disseminates alternative discourses, but in some cases, also
ignites protest against the government, galvanizing collective action’. From his perspec-
tive, ‘circulating rumors via digital media thus lowers the average protest threshold and
vents long pent-up resentments against the entrenched authoritarian regime’ (Liu, 2017:
425). Yang et al. (2015) interpret the Chinese phenomenon of ‘diaosi’—a predominantly
online mode of self-mockery (the term can be translated as ‘loser”) and identity labe-
ling—as a form of hidden transcript. They argue, ‘diaosi is an encrypted and indirect
form of social critique, in its process of viral spread, it encountered virtually no interven-
tion from the state censorship regime’ (Yang et al., 2015: 208).
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In this article, we build on these readings of infrapolitics on social media platforms.
Important to note is that, according to Scott (1990: xii—xiii), the hidden transcript is not
literally hidden but ‘expressed openly—albeit in disguised form’. This corresponds with
platform-based communication. Although exchanges through social media feel personal,
intimate, hidden, and very much offstage, they can and are tracked by platform corpora-
tions, which systematically capture and process user data to profile users and target them
with personalized services and advertisements. These forms of corporate dataveillance
take on a special meaning in China, where digital platforms also are increasingly inte-
grated in governance infrastructures (Creemers, 2017). In this system of governance,
online contention is not necessarily blocked, but shaped, controlled, and to some extent
instrumentalized to selectively intervene in society (Poell et al., 2014). Chinese social
media users are very much aware of these governance strategies, as they experience: how
messages containing problematic words are filtered, while other contentious messages
continue to circulate; how online critique on corporate and government corruption and
incompetence can trigger government intervention; and how experiments are set up to
translate online activities into social credit scores (Creemers, 2018). Thus, the challenge
taken up this paper is to examine how WeChat users engage in communicating sensitive
issues, knowing that every word and image they share can be tracked, analyzed, and
acted upon.

Method

WeChat’s business strategies and the Chinese state’s control efforts are deeply inscribed
into the application’s architecture, which affects how content circulates on the platform
and how it can be collected (Plantin and de Seta, 2019). The platform’s publicly available
APIs enable data exchanges with a broad range of online services, including major social
media platforms such as Weibo and Tencent’s own QQ, as well as a rapidly growing
number of apps that use WeChat’s payment system. Thus, WeChat’s APIs are geared
toward integrating external apps into its platform but are not set up to facilitate the col-
lection of public user data for research purposes. A second limitation is that in 2016—
2018, when we did our fieldwork, WeChat did not offer a search feature to find specific
types of accounts or messages. This changed in late 2019, when it started to provide a
limited search feature, from which all ‘sensitive’ information is excluded and restricted
to verified institutional accounts. Instead, relevant public accounts and group chats were
spread mostly through online word-of-mouth and article sharing. The study was set up to
analyze sensitive communication in these groups. There is a considerable time gap
between the fieldwork and the writing of this article, due to a combination of personal
circumstances as well as the COVID-19 pandemic, both of which slowed down the pro-
cess of writing.

We have chosen to adopt an ethnographic approach to gain insight in how contentious
exchanges take shape in everyday forms of social media communication. Building on the
network of a local expert, a scholar at a Chinese academic institution, we participated in
four popular WeChat groups, which mostly consisted of Beijing-based members. We fol-
lowed the communication and activities—group excursions; information records; arti-
cles, photos, and videos sharing; and sports records sharing, etc.—of each group for



234 Media, Culture & Society 48(2)

6 months. The four WeChat groups have been selected based on the following criteria:
they had at least 30 members, had been active for more than 6 months, included different
age groups, and agreed that we observed their conversations and used these in anonymized
form for academic analysis. The selected groups respectively consisted of ping-pong
players (36 members, mostly retired), Tsinghua University alumni (+100 members,
mostly young), sent-down youths during the Cultural Revolution (60 members), and a
public health activist group (+200 members, different ages). In terms of research proto-
col, we posted in all four group chats notices that we would like to collect material from
the chats, allowing users to object.! All collected materials were anonymized.

These materials were transcribed in three steps. First, we filmed all the threads of the
groups and then transcribed them manually with the help of a certified professional tran-
scriber. Since the chat exchanges and activities could be politically sensitive, we did not
use automated transcription, which has substantial risks of data leakage. Second, given
the vast amount of material collected, we have selected every fifth day (i.e. the first,
sixth, eleventh, sixteenth, etc., days of each month) of activity of each group. Third, we
have, subsequently, coded this material for the issues articulated in them and analyze
how contentious exchanges were entangled with other social practices. All the transcrip-
tions were separately coded by two researchers and then checked for intercoder reliabil-
ity. This process was repeated until the coders achieved 95% reliability.

To broaden the scope of the analysis, situating it in the wider landscape of Chinese
online political culture, we have conducted 15 semi-structured interviews with active
WeChat users. The interviewees were selected according to convenience sampling,
which consisted of our acquaintances (one third), members of the selected WeChat
groups (one third), and snowballed candidates introduced by the former two groups (one
third). All the interviewees granted their consent in a written form, or in an audio state-
ment during the interviews. In the interviews, we asked open-ended questions about how
they use WeChat, what kind of sensitive information they share, and their views on, and
experiences with, censorship. The interviews were subsequently transcribed and coded.
We use pseudonyms for all names. Our data on the groups and interviews presents a
unique view on how ingrained the system of censorship is in the everyday lives of the
Chinese citizenry, and challenges easy generalizations about users being controlled or
brainwashed that often appear in the media.

WeChat groups and discursive derailments

First, we examined how WeChat groups communicated on sensitive issues. In corre-
spondence with other studies, they do so in a highly obfuscated manner. Most promi-
nently, they employ visual strategies: pictures, images, GIFs, and emoticons carrying
contentious references. These visual tactics fit in a longer tradition of online contention,
in which Chinese Internet users in a playful and non-confrontational manner express
critique and poke fun at authorities in the form of forged images and memes (Poell et al.,
2014; Qiang, 2011; Yang, 2009). A famous example is the online circulation of images of
the river crab, which became a symbol of censorship. In Chinese, the word ‘river crab’ is
a homonym for ‘to harmonize’, which, since the early 2000s, was the official euphemism
for censorship (Qiang, 2011). Another example is the meme culture around the late Party
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Figure I. Flight from pollution.

leader Jiang Zemin, which has unfolded since 2014. As Fang (2020: 53) shows, this
meme culture included ‘both coded political criticism toward the current leadership and
ritual satire uniting groups of dissidents, as well as meaningless expressions of playful-
ness and cultural capital in a bounded community’.

Contemporary WeChat users employ similar visual strategies, often in an even more
obfuscated manner. For example, on June 4th, the day of the 1989 Tiananmen Square
Massacre, many users post a picture of a candle in their WeChat Moments, sometimes
adding a seemingly irrelevant caption. It is a form of political critique articulated in plain
sight, within systems of government surveillance. While it is public knowledge that
images of candles refer to June 4th, there are many ways in which this type of silent
protest can be obfuscated. Sometimes this is done through elaborate storytelling and
pretend naiveté, as has been extensively documented in research on Sina Weibo (Chung
and Fu, 2022).

In our study, one example of visual contention occurred in November 2016, when
Beijing was plagued by heavily polluted air for more than 20 days. At this time, numer-
ous pictures of foggy air circulated on WeChat Groups, Moments, and public accounts as
a form of protest. This wave of contention reached its peak at the end of the month, when
the famous actress Zhang Ziyi fled to Guangzhou, a city in South China, with her young
baby. Her Weibo announcement of this flight from pollution became a symbol of the air
pollution protest. The print screen of the announcement was reposted everywhere,
including in the examined WeChat ping-pong group, and it generated numerous deriva-
tive works (see figure 1). Such images circulate in groups, among groups, and across
other platforms. Their ambiguous meaning makes them more agile toward the
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surveillance system, and can be read as a hidden transcript (Scott 1990). And, it further
illustrates Wu’s (2024) observation that social media users develop creative ways to
circumvent censorship.

Turning from visuals to textual exchanges, it becomes particularly clear how com-
munication of sensitive issues is completely intermingled with entertainment and every-
day communication. Reading the transcripts of the examined WeChat groups, the most
striking feature is how unstructured, chaotic, and unruly the narrative flow is. Topics
come and go, and jokes are followed by serious remarks. When coding the transcripts of
the groups, we ended up with quite a long list of potentially sensitive issues, concerning:
personal health, public health, general environmental problems, air quality, water pollu-
tion, food safety, internet safety, domestic politics, the Beijing housing issue, social wel-
fare, international politics in the South China Sea, and the Diaoyu Islands controversy.
Yet we also found lots of humor, and exchanges about shopping and promotion, lifestyle,
physical exercise, tourism, psychological chicken soup (a vernacular term referring to
feel good stories), entertainment, pets, and religion. This wide array of issues and topics
is not only overwhelming, but it above all shows how sensitive communication in
WeChat groups is intermingled with the everyday and can slip through regimes of sur-
veillance and censorship because it is weaved through everyday communication. The
group exchanges reflect upon current news issues alongside more general life-related
issues. This observation confirms how online and offline realities, politics, and everyday
life are fundamentally entangled, making it impossible to separate them. Consequently,
if we try to study online contention in isolation, we are bound to miss how Chinese citi-
zens continue to question, resist, and poke fun at state governance.

Especially in the ping-pong group, which consisted mostly of retired men, we found
constant criticism of Chinese politics and society. Political critique was, however, largely
absent in the Tsinghua University alumni group, although it did feature lots of com-
plaints. Participants, for example, intensively discussed the Beijing housing market,
commenting on the absurd prices, which excludes this group from buying an apartment.
They reflected on the perceived unfair recruitment policies of the highly selective
Tsinghua University, which works against local students. For members of the older gen-
eration, active in the ping-pong group, discontent with Chinese politics played a large
role. For example, following posts with images from a protest in the U.S., the groups’
most prolific political writer, Mr. Zhang, proclaimed:

How ridiculous Chinese society is! 1. By singing, one can obtain a military rank of General. 2.
Anti-American celebrities all go to the U.S. in the end. That really is Socialism with Chinese
characteristics! (January 16, 2016)

However, in the spirit of WeChat exchanges, right after this comment, someone posted a
joke, totally unrelated to any form of critique. This kind of interweaving of social critique
and humor, which we call discursive derailment, could be observed throughout the WeChat
conversations. From a theoretical perspective, this can be seen as part of a hidden tran-
script: intentional and unintentional attempts to hide sensitive communication. Even when
critique is articulated quite directly, the attention-diverting posts of other users and the
fragmented structure of the WeChat ‘conversation’ renders such moments opaque.
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Examining the group chats, we can observe a continuous balancing act between cri-
tique and entertainment or discursive derailment. Occasionally critique is quite openly
articulated, and participants appear to feel unobserved in the ‘private’ group chat. Again,
in the ping-pong group, in a discussion about the elections in Taiwan, one of the partici-
pants wrote:

A real president elected by the people, I love you. (June 1, 2016)
Equally explicit is a post of Mr. Wu, following shortly after the above:

The great Chinese Communist Party! They claim to be servant of the people, but are actually
eternal emperors, immortal and ceaselessly drinking the people’s blood. (June 1, 2016)

These participants seem to have suspended awareness that their ‘private’ texts can be
read by censors. But such instances are rare in our data; usually, sensitive topics are fol-
lowed by unrelated topics.

International and especially domestic politics is an often-discussed issue in the
ping-pong group, more so than in the Tsinghua alumni group with younger group
members. The ease with which older group members discuss politics is likely related
to their age; when you are young, one still has to make a career. Politically sensitive
discourse can be risky. However, it is also related to group dynamics. Politics is, for
example, hardly discussed in the sent-down youth group, which also consists of older
members. On the contrary, in a mood of communist nostalgia, in this group Mao
Zedong’s time is celebrated:

A new study by American scientists has found that the best health for Chinese people was
actually during the Mao Zedong era. (June 6, 2016)

In the public health activist group, the politics lie in their advocacy for hepatitis B
medication, as becomes clear in this conversation on October 21, 2015:

A:  Hepatitis B drugs are included in the national base drug, and a victory is in sight.
B:  Thanks. We paid too much hardship.

The focus is in general on their fight around hepatitis B medication, which is a conten-
tious issue, as narrated in Jing Wang’s 2020 movie The Best is Yet to Come, based on the
story of the reporter Han Fudong who exposed in 2003 the stigma against hepatitis
B-suffering people in China and, above all, the lack of reliable medication for them. But
at another moment, the conversation derails toward the celebration of national day, which
according to one member should not focus solely on the PRC:

New China and ‘motherland’ are two concepts. If it’s only the 66th anniversary of the
motherland, the 5000 years of civilization is in outer space? Hypocritical propaganda, do not
fall into the fallacy of historical nihilism. (October 1, 2015)
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Generational differences are clearly reflected in the tone and outlook of the conversa-
tions in the four examined chat groups. In the politically critical ping-pong group, ample
comparisons are made with other countries, such as Taiwan, applauded for its democ-
racy, and North Korea, half-mockingly perceived as quite similar to China. By contrast,
the members of the Tsinghua alumni group tended to celebrate China’s achievements.
One participant, for example, reposted a news item, stating:

Everyone, good news: In the 2016 Global Natural Science and Technology Index, China
completely wins over the West (note: this is not only winning over the US, but the entire
Western world)! China leads the world in technology.

To which another member responds,

What’s there to be excited about, isn’t it normal for China’s technology to be top of the world?
(November 21, 2016)

In sum, the analysis of the group chats suggests that Chinese WeChat users are constantly
aware of state surveillance. In response, most users chose to obfuscate their critique. Yet, as
we have seen, there are exceptions. Some users, mostly members of an older generation, do
express their critiques openly. In these instances, their words are, however, quickly followed
by a completely different topic, pointing to what we have called a strategy of discursive
derailment. In this regard, our analysis confirms the conclusion of Wu and Wall (2019) that
political contention which directly challenges the central government is unlikely to emerge
through WeChat. Yet, at the same time, the platform does enable a constant stream of obfus-
cated protest, in the words of Scott (1990) ‘low-profile forms of resistance’, which does not
challenge central authority, but does keep resistance alive. The discursive derailment we
observed in the groups is one example of such infrapolitics.

This is, however, not to say that these low-profile forms of resistance are impervious
to state surveillance and censorship. As will be more extensively discussed in the next
section, even obfuscated forms of contention appear to have become less frequent in
recent years. The launch of the Internet Group Information Service Administrative
Regulations in September 2017, especially, has made chat group administrators crimi-
nally liable for unlawful messages and limited the space for political speech (Lam, 2017).
This law requests from providers to monitor chats and it imposes the use of real names.
One of the articles states, for example, that ‘Internet group information service providers
shall cooperate with the relevant competent departments lawfully conducting oversight
inspections, and provide necessary technological support and assistance.’> As a govern-
ance strategy, this illustrates Sun and Zhao’s (2022) observation that the Chinese state
channels its online control through private internet companies and even more fine grained
through group admins.

Negotiating ubiquitous surveillance

While, as we have seen, some WeChat users post contentious content, our interviews
make clear that users are continuously aware of potential surveillance and censorship
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on the platform. One interviewee, Xiao, observed how stories on WeChat Moments
frequently disappear due to censorship. To illustrate, she told us about a widely circu-
lating article which discussed short videos posted by youths living in the countryside,
who, in the eyes of the article’s author, are often prone to extreme and vulgar behavior.
She explains:

Recently, there was a famous WeChat article circulating on everyone’s Moments, one or two
days later it was cancelled everywhere. You couldn’t read it anymore, even though it was
reposted more than 100,000 times, a standard for popularity on WeChat. . . . The name of the
article was ‘the cruel language of the bottom people in China.’

Strikingly, while Xiao is aware of online censorship, she also engages with it in a
lighthearted manner. In our interview, this became particularly clear when we discussed
a recent post on WeChat that critiqued China for being capitalist and which argued for a
return to the communist ideals of Mao Zedong.

Xiao: I shared the post and add a comment like, it will be canceled soon! So,
if you want to read it, be fast! Haha.

Interviewer:  You are not afraid that you will be listed and . . .

Xiao: It’s interesting, one time when I reposted a message about June 4th,
one of my friends came to warn me and said: Cancel it soon!!!! Or you
will be invited to have tea with some leaders. So, I cancelled it. (Can’t
help to laugh) I did send it to some groups but did not share it in my
Moments . . . I think people should try to discuss and think more about
those things instead of always getting rid of them.?

Again, we see how users calibrate between the sensitivity of the materials and the level
of publicness opted for. However, Xiao’s words also attest to how WeChat users reflex-
ively try to navigate the censorship system. Being aware of what is deemed sensitive,
they try to strike a balance. The more sensitive a story is deemed to be, the more careful
they are when and where to post it.

More stable, less time-sensitive media, like video-sharing platforms and portals, are
considered to be even more prone to censorship, as Joy, another interviewee, explained
to us:

A friend of mine is a documentary filmmaker on gay issues. His . . . well his movies would be
taken from Youku and Tudou. I feel like for those platforms there is definitely more censorship.
But this [WeChat] is a private chatting app, there was only one instance in which I know for
sure that the government was clearly intervening in private conversations. It was a big protest
... Oh, right, because of the Nanhai (‘South Sea’; §5/5), the Southeast sovereignty conflict.
[. . .] So, this one user suddenly got hacked by the government, and the government posted
something along the lines of ‘Please stop talking about it. Otherwise, you would be subjected
to . . . police intervention’ something like that.

Similar stories on direct government intervention circulate widely among users. Such
stories produce, as has been noted, a culture of self-censorship (Zhong et al., 2017), but
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they also generate a culture of self-reflexive maneuvering. Later in our interview, Joy
would explain how she sometimes uses Facebook Messenger (in conjunction with VPN)
to send more sensitive images to friends.

This corresponds with how our other interviewees navigate the Chinese Internet.
Phyllis claims that it is common understanding among Chinese users not to post truly
sensitive matters, prompting them to develop tactics to conceal clear political messages.
For Gao, reposting of sensitive materials is too dangerous, as she explained to us:

Gao: I dare not. How to say, I’'m very careful, because I don’t want to take the
risk.

Author:  And what would be the risk?

Gao: You never know, you never know. Because the horror, the horror, the hor-

ror is always there.

Gao’s response highlights a vital dimension of the hidden transcript, the permanent
uncertainty of the exact workings of the censorship system.

Still, while our interviewees are careful about what they post or repost, some of them
are simultaneously skeptical about the efficacy of the censorship system in the long run.
Kevin, for example, certainly does not think it will contain discontent indefinitely:

404 (deleting) is like trying to prevent hot water from boiling. I can only put it this way, I think
this saying is particularly good. The pollution problem is there, if posting on Douyin is not
allowed, I will turn to Weibo, if Weibo forbids it, I will turn to another platform. [Deleting] is
really preventing hot water from boiling. But this only postpones the process. The surface looks
calm, but the problems will still surface later. And as more water is added, when it finally boils,
it will burn many people.

This quote shows the agility of Chinese Internet users, jumping from one platform to the
other, trying to be ahead of the censors.

Moving between platforms, these users, as our interviews suggest, especially evaluate
the perceived public versus private nature of platforms. Small WeChat groups are con-
sidered as most private, whereas WeChat moments as public. And platforms like Weibo
or Douyin are considered to be fully public. Drawing a comparison with Facebook,
which is accessed through VPN, Joy explains how she perceives WeChat groups to be
more private:

In WeChat, you only show your post to people you want to show your post to. [. . .] I am more
comfortable with posting stuff on WeChat than on Facebook. Because Facebook feels more of
a public space than WeChat. WeChat is really about privacy. You cannot even see what the other
people write who are commenting on your friend’s post, if you are not friends with them. So
that’s a perk. Whereas in Facebook, people who see other strangers, it is easier to stalk people.

This quote indicates that Chinese Internet users are not only concerned about state sur-
veillance and censorship, but also about intrusions by other users. While the surveillance
system has access to ‘private’ WeChat exchanges, this is not the case for other users.
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Thus, from the user perspective the notions of ‘private’ versus ‘public’ continue to be
relevant.

In the period in which we did the research for this paper, especially the so-called
‘Little Pink” army, constituted by young Chinese cyber-nationalists, was experienced as
a menace by more critical users (Fang and Repnikova, 2018). As Phyllis explains:

I try to avoid sharing my personal information on Weibo, because sometimes it can lead to
trouble. There was once a time, the Little Pink event. I expressed some different opinions and
they forward my information and say things like . . . some bad words. And sometimes if they
really hate you, they post your photos, together with some bad words. You just don’t want to get
in such kind of trouble. So, I just try to avoid any kind of personal information.

In this context, Weibo is perceived as a more public and, therefore, more dangerous plat-
form compared to WeChat. The more sensitive an opinion, the more private users try to
be, moving to small WeChat groups with people they know.

In these perceived distinctions between ‘private’ and ‘public’, ‘more secure’ and
‘more dangerous’ platforms, we see how users consciously navigate the Chinese plat-
form ecosystem. Our interviewees are fundamentally uncertain about precisely which
utterances, relations, and practices will trigger a response by the state or by other
users. While ‘private’ WeChat groups appear more secure than Weibo, Douyin,
Facebook, or WeChat Moments, they can just as easily be tracked, analyzed, and
acted upon by corporate and state actors. Communicating in the face of a pervasive
yet invisible censorship system, Chinese internet users rely on their experience that
publicly less visible exchanges, weaved through everyday communication, are also
less prone to trigger a response.

However, as we already suggested in the previous section, the perceived space to
navigate between public and private spaces and to share contentious content has become
increasingly more limited over the past years. As Liu explains:

The kind of public events I mentioned have less and less space on WeChat. Censorship is
getting faster. Whereas information may have survived for half an hour before. Now it may be
deleted in a few minutes. [Censorship] is very advanced. Pictures can also be recognized and
can be quickly removed.

Thus, strategies of hiding and disguising, at least in relation to state surveillance, appear
to have lost a lot of their efficacy.

As our interviewees testify, the previously discussed 2017 Internet Group Regulations
have clearly had a chilling effect on WeChat conversations. In the words of Gang:

After the regulative restrictions, there is a general reluctance to discuss sensitive topics. Even
if someone mentions a [contentious] topic, someone will come out to remind us that ‘this topic
is not suitable for discussion.” Now you rarely see sensitive information related to politics,
which the government does not want to see circulating on the Internet. Before and after the
introduction [of the new regulations], the atmosphere of discussion in the group chat is very
different.
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In this sense, as state surveillance and censorship become more oppressive, there appears
to be a shift toward compliance.

In this climate, WeChat groups as spaces of contentious communication have also
become less influential. As Bear, one of our interviewees, notes:

Intense discussions are unlikely to happen in a group with more than 100 people, even, as [
have seen, with more than 50 people. For example, in a relatively large group with more than
100 people, like the disabled people group, there are only several people who talk and speak
intensely, and most of the others are lurking. But lurking does not mean that they think these
things have nothing to do with them. They will watch. [. . .] I used to follow a group of public
activists. They had in-depth discussions on gender issues. But lately, it seems that they haven’t
made a sound. They just forwarded news articles to this group.

Thus, even the hidden transcripts of contention, which have developed in the face of
ubiquitous online surveillance, are susceptible to disruption. As such, infrapolitics in an
online context appear more vulnerable to state repression than has previously been theo-
rized (Chen, 2015; Dawson, 2012; Lim, 2014; Liu, 2017; Soriano and Sreekumar, 2012;
Yang et al., 2015). Increased surveillance, a stricter liability regime, and waves of online
harassment have certainly made everyday, Chinese platform communication more com-
pliant and less contentious. Although we have seen how some users still trust smaller,
private groups on WeChat, these users are simultaneously aware that ‘private’ online
spaces don’t really exist anymore. What can be discussed and expressed is necessarily
bound by what is deemed permissible at that moment.

Conclusion

The small, everyday forms of resistance that we have analyzed in this article are vulner-
able and certainly not bulletproof to state repression and online harassment. What
remains are mostly flashes and brief moments of contention, after which discourse
derails toward other issues. As such, our study confirms Wu and Wall’s (2019) conclu-
sion that WeChat within the current Chinese censorship system does not enable political
contention directly targeting regime structures. Yet, by weaving contentious messages
through mundane exchanges on social media, WeChat users can hide in plain sight and
keep contention alive in the face of ubiquitous censorship and repression.

To understand the complex relationship between sharing sensitive issues online, how-
ever obfuscated and in disguise, and censorship, it is vital to be sensitive to the intricate
and constantly evolving ways in which both are articulated. This requires moving beyond
stereotypical images of China and its citizens. In her recent book on non-confrontational
online activism, the late Jing Wang (2019) argued along these lines, maintaining that the
framing of China as an authoritarian society produces a flat and problematic binary in
which people are either being brainwashed or becoming dissidents.

Whereas her focus is on explicit forms of political activism, we explored everyday
contentious communication on WeChat by non-activists. Our study shows how users are
very conscious of the system of censorship and surveillance, and constantly try to negoti-
ate or even trick this system. As we have shown, also retired ping-pong players find ways
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to express their opinions. The context in which such opinions were articulated—small,
‘private’, messy, chaotic WeChat conversations interspersed with humor—causing a dis-
cursive derailment, prevented these exchanges from becoming too sensitive or risky.
Examining the ping-pong group and several other chat groups, we also found that con-
text greatly matters. The members of the older generation that populated the ping-pong
group were politically more outspoken than the often younger people in the other exam-
ined groups. Moreover, time also greatly matters. Some of our interviewees felt safe
sharing sensitive information through WeChat in the past, but in recent years, they have
become much more cautious. Another word one could use here is probably scared.

Chinese citizens constantly calibrate the way they voice or do not voice opinions on
sensitive issues. We have shown that they develop moments of critique weaved through
everyday platform-based communication in the face of ever-evolving surveillance sys-
tems. This also makes the relationship between contentious activity and explicit political
protest complex or even more unlikely. In the constant bending of the rules, in the search
for brief moments to articulate a different voice, non-activist users steer away from the
thought of political protest. Finally, this then raises the question: is it possible to change
without explicit protest, to skirt the revolution, and slowly muddle through toward a
slightly more open society? Joining the WeChat groups, and talking with WeChat users,
we do think the app still offers such a space to express and share sensitive issues, as we
have shown in the article. At times the transcript are not hidden, but very explicit, at other
times, they are more obfuscated, or a critique is followed by a discursive derailment.
Users switch platforms or poke fun at the censors. Control and surveillance are not ubiq-
uitous; there continue to be cracks in the system, and the light that comes through may
be dimmed at best, but it comes through, nevertheless.
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Notes

1. Two more groups, we initially selected for analysis, were excluded due to objections from
some of the group members, one group was too small with six members.
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2. See Fang and Repnikova (2018) for the text of the law, and https://digichina.stanford.
edu/work/translation-internet-information-service-algorithmic-recommendation-manage-
ment-provisions-effective-march-1-2022/ for its 2022 update. See also https://digichina.
stanford.edu/work/translation-cybersecurity-law-of-the-peoples-republic-of-china-effective-
june-1-2017/ for the 2017 cybersecurity law.

3. ‘Havingtea’ is the common reference in China when you are being invited by the state due to
sensitive behavior.
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