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Drawing on scholarship in informational capitalism, this paper argues that large-scale GDPR viola-
tions by Big Tech—termed ‘business model violations’—generate systemic data harms that require
collective action as well as remedies capable of capturing their collective dimension. The paper con-
tends that existing EU instruments—particularly Articles 80 and 82 GDPR and the Representative
Actions Directive—already enable such responses, though their potential is underrealised. By bridg-
ing legal doctrine and socio-technical critique, the paper reframes collective redress as not merely
feasible, but normatively necessary for meaningful enforcement. 

1. Introduction

In a global digital and information economy, large-
scale collection and processing of personal data is
the central pillar in the business model of many
large tech companies.2 These companies have com-
mercial incentives to push the boundaries of data ex-
traction and exploitation, leading to various forms
of unauthorised data processing and correspond-
ing privacy infringements. A clear illustration of
the systemic risks embedded in data-driven busi-
ness models can be found in recent cases against
Uber and Ola in the Netherlands.3 The actions were
brought by groups of drivers, whose accounts had
been deactivated by the platform’s fraud detection
algorithms with no proper explanation or opportu-
nity to contest the decision. The Amsterdam Court

of Appeal ruled that Uber had violated Article 22 of
the General Data Protection Regulation (GDPR),4—
which protects individuals from being subject to
solely automated decisions producing legal effects
and having similarly significant effects on them,
such as de facto job loss—and ordered the company
to reinstate and compensate wrongfully deactivated
drivers.5 These and similar cases reflect a broader
shift in which the commodification of personal data
fuels opaque decision-making and systemic profil-
ing, as individuals often do not know how decisions
were made and, egregiously, do not know that they
were adversely affected.6

It is widely recognized that these practices may
cause significant harms, e.g. discrimination, iden-

1. The Authors are, respectively, Assistant Professors
(Francesca Episcopo, Aart Jonkers) and Associate Pro-
fessor (Anna van Duin) at the University of Amsterdam,
Law School, Amsterdam Centre for Transformative Pri-
vate Law (ACT). The Authors thank Christiaan Alberd-
ingk Thijm and Diederik van der Kooij for their valuable
engagement with an earlier draft of this paper during the
ICAC Workshop 2024, Collective Actions on Environmen-
tal, Social, and Governance Topics, held in Amsterdam on
November 21, 2024, as well as Candida Leone, Sébastien
de Rey, and the participants to the Centre for Global Law
and Innovation lecture series of the University of Bristol
(where the paper was presented), for their feedback on
the latest version. The Authors also thank the two anony-
mous reviewers for their comments, as well as Pieter-Bas
Blom and Job Paridaans for their assistance in adjusting
the footnotes before publication. The Authors alone are
responsible for the content of this paper.
Some parts of this paper build on a Dutch-language ar-
ticle two of us have co-authored with Jan Wassink and
Kirsten Meiring: Anna Van Duin and others, ’Imma-
teriële schadevergoeding in collectieve acties onder de
AVG: terug naar de kern’ (2024) Nederlands Tijdschrift
voor Burgerlijk Recht 136. Only portions written by the
present Authors (Van Duin and Jonkers), and the sources
cited there, have been referenced and developed.

2. See, inter alia, Shoshana Zuboff, The age of surveillance
capitalism: the fight for the future at the new frontier of
power (Public affairs 2019); Julie E. Cohen, Between truth
and power: the legal constructions of informational capi-
talism (Oxford University Press 2019); Salomé Viljoen,
’A Relational Theory of Data Governance’ (2021) 131 The
Yale Law Journal 573; Ignacio Cofone, The privacy fallacy:
harm and power in the information economy (Cambridge

University Press 2024); Ignacio Cofone, ‘Certifying Pri-
vacy Class Actions’ (2023) 37 Harvard Journal of Law &
Technology 1149; Jathan Sadowski, ‘When data is capital:
Datafication, accumulation, and extraction’ (2019) 6 Big
data & society.

3. For a practitioner-oriented summary, see Ady Nieuwen-
huizen, ‘Amsterdam Court of Appeal Rules in Favour
of Uber and Ola Cabs Drivers’ (Fieldfisher, 3 April
2023)https://www.fieldfisher.com/en/insights/amsterd
am-court-of-appeal-rules-in-favour-of-uber-and-ola-c
abs-drivers. For a more in-depth analysis, see Veena
Dubal, ‘Data Laws at Work’ (2024-2025) 134 Yale Law
Journal 405; René Mathieu and Jef Ausloos, ‘Recog-
nising and Enabling the Collective Dimension of the
GDPR and the Right of Access’, available on LawArXiv
at doi.org/10.31228/osf.io/b5dwm (last access 7 April).

4. Regulation (EU) 2016/679 of the European Parliament
and of the Council of 27 April 2016 on the protection of
natural persons with regard to the processing of personal
data and on the free movement of such data, and repeal-
ing Directive 95/46/EC (General Data Protection Regula-
tion), OJ L 119/1–88.

5. Amsterdam Court of Appeal 4 April 2023, ECLI:NL:
GHAMS:2023:796.

6. See e.g. T Araujo, N Helberger, S Kruikemeier, CH
De Vreese, ’In AI we trust? Perceptions about auto-
mated decision-making by artificial intelligence’, AI &
Society 35 (3), 611-623; and, in the context of content
moderation, Naomi Appelman, Contesting Online Exclu-
sion: EU Regulation of Content Moderation through an
Agonistic Lens (PhD thesis, University of Amsterdam,
2025), https://dare.uva.nl/search?identifier=77e33187-3c
43-4223-bbae-fac26461b1a3.
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tity theft, financial loss, reputational damage, or
loss of confidentiality.7 These harms are not only
detrimental to the individuals affected; they are
also structural and collective,8 and they materialize
through the concrete experiences of individuals as
members of  broader society. The risk that these
harms may concretize is even higher when sensi-
tive data revealing personal characteristics (such as
health, race, religion) or data of vulnerable individ-
uals (like children) are involved.9 Against this back-
ground, there is a growing academic, societal, and
political consensus that these harms, which are of-
ten scattered in nature, need proper forms of re-
dress, also in the realm of private law.

This Paper investigates the suitability of collective
actions for damages in the context of harms caused
by a specific type of GDPR violations, namely those
that are committed as part of (Big Tech) companies‘
data-driven business models. With the term ’busi-
ness model violations’ we indicate large scale unlaw-
ful data processing—such as collection absent a law-
ful legal basis or unauthorised sharing with third
parties—which sits at the core of (some) BigTech’s
operations and revenues.10 We focus on this particu-
lar category of GDPR violations as they reveal struc-
turally different forms of harm that are difficult to
detect and remedy on an individual level, and there-
fore pose a pressing challenge to private enforce-
ment and redress in the EU and its Member States.

While privacy and data protection scholarship has
long highlighted the structural and collective dimen-
sions of data harms,11 this understanding has yet
to be meaningfully translated into the legal frame-
works and procedural logics of mass claims litiga-
tion. This Paper seeks to bridge that gap by bring-
ing insights from critical and legal scholarship on
data harms and informational capitalism into dia-
logue with the practical and doctrinal challenges of
collective redress under European private law.

Firstly, the Paper subscribes to a normative account
that—in light of the specific configuration of data
harms in the information economy (§2)—systemic
and large-scale data protection violations require

private law responses characterized by a strong col-
lective dimension (§3). This goes beyond the need for
collective redress from an access to justice or pri-
vate enforcement perspective.  We argue that said
GDPR-related business model violations cause spe-
cific harms characterised by an essentially collective
nature, which are cognisable under private law, but
can be properly apprehended, recognised and ad-
dressed solely in collective actions.

Secondly, the Paper argues that the current EU legal
framework under the GDPR, in combination with
the Representative Actions Directive (RAD),12 already
contains some of the tools needed for effective col-
lective redress—but their full potential has yet to be
realised. We maintain that the concept of recover-
able damage developed in the CJEU’s case law on Ar-
ticle 82 GDPR is capable of including the collective
dimension of the harm caused by large-scale, sys-
temic violations, as well as its assessment within col-
lective proceedings (§4). In addition, we argue that
requirements developed in the harmonised collec-
tive redress system—shaped by Article 80 GDPR and
the RAD—should be read as not hindering the propo-
sition of opt-out mass damages claims brought on be-
half of data subjects by representative entities (§5).13

Indeed, these types of claims are not only possible,
but also best suited for adjudicating data harms aris-
ing from ‘business model violations’.   

2. Data harms in the information econ-
omy

As extensively explored by studies on the informa-
tion economy, as well as by privacy scholars on both
sides of the Atlantic, data and information form
the backbone of today’s economy.14 Companies col-
lect personal data for a variety of purposes, with
the highest revenues often deriving from the sale of
user profiles, behavioural insights and real-time at-
tention slots to the ad-tech industry. Ad-tech uses
this type of data for algorithmically driven micro-
targeting, i.e. showing real-time advertisements to
individual users based on probabilistic predictions
about their interests and behaviours.15 Most impor-

7. For an explicit legal recognition of these and other risks,
see Recital 75 of the GPDR.

8. See e.g. Linnet Taylor, ‘What is data justice? The case for
connecting digital rights and freedoms globally’, Big Data
& Society 2017: 1-14.

9. However, on the relationship between established forms
of vulnerabilities and its more contextual dimensions:
Gianclaudio Malgieri, Vulnerability and Data Protection
Law (Oxford University Press 2023).

10. Much of our analysis may also directly or indirectly be
relevant for other types of GDPR violations, such as large-
scale violations by public authorities or violations that
follow from carelessness, as in the case of large data
leaks. We however focus on business model violations,
because they exemplify how structural, recurring data
protection infringements are not accidental side effects,
but deliberate and profit-driven practices at the core of
digital platforms, generating harms that demand collec-
tive recognition and redress.

11. See, in particular, the sources cited in footnotes 2, 3 and
8, as well as §2 below.

12. Directive (EU) 2020/1828 of the European Parliament and
of the Council of 25 November 2020 on representative ac-
tions for the protection of the collective interests of con-
sumers and repealing Directive 2009/22/EC (Representa-
tive Actions Directive), OJ L 409/1-27.

13. In making this argument, our analysis has a strong Eu-
ropean focus and does not discuss a particular national
system. However, throughout the paper, we occasionally
refer to examples from different jurisdictions and espe-
cially the Netherlands, given our familiarity with that
system and its pioneering role in collective actions in this
area.

14. See Cohen, Between truth and power: the legal constructions
of informational capitalism (n 2); Zuboff, The age of surveil-
lance capitalism: the fight for the future at the new frontier
of power (n 2), Sadowski, ‘When data is capital: Datafica-
tion, accumulation, and extraction’ (n 2).

15. Jan Trzaskowski, ‘Data-driven Business Models: Privacy
and Marketing’ in Eleni Kosta and Ronald Leenes (eds),
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tantly, the latter is made possible not only because
of specific pieces of information collected about sin-
gle individuals, but rather through the combination
and analysis of significant amounts of information
about millions of data subjects. It is not just the per-
sonal data thus collected that is commercially lucra-
tive: so are the inferences and predictions generated
from vast data pools using complex algorithms.16

The economic exploitation of personal data, un-
locked by the volume of collected data and the
computational power to process it and derive in-
ferences and predictions, constitutes the primary
incentive behind technological surveillance. It ex-
plains why our online (and offline) behaviours are
continuously monitored, recorded, and analysed for
further commercialisation—incentivising question-
able practices (e.g., the imposition of cookie walls or
other dark patterns to ‘force’ consent to data pro-
cessing), if not outright violations of the applicable
laws.17 This push toward data exploitation beyond
the boundaries of what is legally allowed is not a
peripheral issue; rather, it is central to the business
models of several Big Tech companies, rendering pri-
vacy and data protection violations not only sys-
temic but also commercially embedded.

For the sake of our inquiry, it is essential to recog-
nize not only the existence of these practices and
their core position in our economy, but also that said
practices give rise to distinct forms of harm, differ-
ent from those caused by other types of privacy vi-
olations that lack a systemic dimension (e.g. sensi-
tive information shared with a third party who has

been mistakenly added to an email thread), because
of both their nature and their scale.

We are routinely confronted with material and im-
material harms arising from data protection viola-
tions.18 Similar types of harms may derive from dif-
ferent forms of infringements, including small-scale
violations that have little to do with the data ex-
ploitation practices described above and which char-
acterise what we call business model violations. For
example, inadequate security in data collection can
lead to identity theft, resulting in significant finan-
cial losses for the individuals affected. The public
disclosure of sensitive information can cause repu-
tational damage or even emotional distress to those
impacted. The major difference with the harms
caused by business model violations seems prima fa-
cie connected to the scale of the damage and its trace-
ability to a specific wrong.  

Yet, privacy scholars have argued that practices sim-
ilar to what we refer to as GDPR-related business
model violations give rise to another type of harm,
which, instead, finds no counterpart in traditional
privacy infringements.19 Cofone conceptualizes this
as the peculiar privacy harm linked to an opacity
loss: the harmful violation of one’s privacy, which
stems from the increased probabilistic knowledge
digital surveillants gain about them, thanks to the
incremental information and probabilistic powers
achieved through the contested violation and its in-
teraction with existing (legally or illegally obtained)
data pools.20

ResearchHandbook on EUData Protection Law (Edward El-
gar Publishing 2022) 447.

16. On inferences: Sandra Wachter and Brent Mittelstadt,
’A Right to Reasonable Inferences: Re-Thinking Data
Protection Law in the Age of Big Data and AI‘ (2019)
2 Columbia Business Law Review 494. Specifically on
the role predictions (and how they pose a challenge on
current regulations on privacy and data protection), see
Hideyuk Matsumi and Daniel J Solove, ’The Prediction
Society: AI and the Problems of Forecasting the Future‘
(2025) Illinois Law Review 1; Rainer Mühlhoff, ’Predictive
privacy: Collective data protection in the context of artifi-
cial intelligence and big data’ (2023) 10 Big Data & Society
1.

17. See also Anna van Duin and others, ‘Immateriële schade-
vergoeding in collectieve acties onder de AVG: terug naar
de kern’ (2024) Nederlands Tijdschrift voor Burgerlijk
Recht 136. The architecture of the modern information
economy is such that individuals are routinely tracked,
profiled, and targeted by algorithmic systems embedded
within the commercial operations of Big Tech compa-
nies, with lawful and unlawful means. Such structural
infringements include refusal to grant access, rectifica-
tion or erasure, but also more radical violations such as
failure to clearly inform users about the scope of pro-
cessing, sharing personal data with third parties, and
even processing personal data absent a proper legal basis.
With predictions of behaviour, depending on the exact
design, several GDPR rights potentially come into play,
such as the prohibition of automated processing and pro-
filing (Art 22 GDPR), the principle of minimisation of data
processing (Art 5(1)(c) GDPR) and transparency (Art 12
GDPR, among others).

18. On the peculiarity of these consequential damages: Jonas
Knetsch, ‘The Compensation of Non-Pecuniary Loss in

GDPR Infringement Cases’ (2022) 13 Journal of European
Tort Law 132, 135; Siewert D. Lindenbergh, Smartengeld
(Tweede druk. edn, Wolters Kluwer 2023), 35; Tim Wal-
ree, Schadevergoeding bij de onrechtmatige verwerking van
persoonsgegevens (Onderneming en recht nr. 126, Wolters
Kluwer 2021) 31.

19. Importantly, widespread attention is given to the inade-
quacy of privacy law (including the GDPR) to capture all
harmful data processing. In this sense Cofone, The pri-
vacy fallacy: harm and power in the information economy
(n 2) specifically suggests recognizing liability beyond
cases of violation of the (mostly procedural and individ-
ual-control based) obligations of privacy and data laws.
For the purpose of this Paper our attention will solely
be focused on behaviours and practices which qualify as
GDPR violations.

20. Ibid (n 2); Cofone, ‘Certifying Privacy Class Actions’ (n
2). Also: Rayan Calo, ‘The Boundaries of Privacy Harm’
(2011) 86 Indiana Law Journal 1131. A similar approach,
although more focused on the identification of dam-
age as increased vulnerability, and less based on rela-
tional dimension of data and its role in the data econ-
omy, has been advocated by Maikel C Samsom, ‘Normer-
ing van schadevergoeding in gegevensbeschermingsza-
ken’ (2022) 3 Aansprakelijkheid, Verzekering & Schade 11.
Importantly, Cofone distinguished privacy harms from
further damages, of both material and immaterial na-
ture, coming from the infringement, which he refers to as
downstream damages (Cofone, ‘Certifying Privacy Class
Actions’ (n 2) 1151 ff) or consequential harms (Cofone, The
privacy fallacy: harm and power in the information econ-
omy (n 2), especially 110 ff). While we subscribe to this
distinction as essential to understanding the different
types of consequences caused by abusive data practices,
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Tied to a gradient and continuous concept of pri-
vacy, in which each incremental erosion amplifies
Big Tech’s ability to draw highly accurate and intru-
sive inferences about individuals,21 opacity loss and
the connected privacy harm place data subjects in a
position of heightened vulnerability, exposing them
to, for instance, discrimination and manipulation.
Indeed, this opacity loss and privacy harm may be
seen as an intermediate consequence of the violation,
since it often contributes to creating the additional
material or immaterial harms previously discussed.
It can act as a catalyst for further damage, making
it both a primary and compounding element in the
broader chain of harm. In this sense, privacy harm
has been framed as a direct consequence of privacy
and data protection infringements in the context of
large-scale data-extractive practices, including the
data-driven business models discussed in this Paper.

Importantly, while intangible in nature, opacity loss
and privacy harm constitute both an individual and
collective harm, reflecting—and enabled by—the re-
lational nature of data22 and its central role in the
informational economy described above. In other
words, this harm, though experienced by individu-
als, is intrinsically linked to their position as mem-
bers of a broader society, where information and
assumptions about one person are shaped by, and
in turn shape, those made about others. Opacity
loss and privacy harm are thus experienced collec-
tively by multiple data subjects impacted by a given
infringement, precisely as it arises from large-scale
data exploitation and predictive analytics. How-
ever, it does not automatically qualify as a (merely)
‘social harm’, such as threats to democracy or col-
lective autonomy.23 While similar broader harms
are undoubtedly significant, they often fall outside
the reach of private law. In contrast, opacity loss
and privacy harm clearly fit within the protective
scope of private law, particularly that of tort law
seen through the lens of GDPR infringements. The
GDPR’s focus on rights and remedies for individual
data subjects must be understood not in isolation,
but as a legal response to patterns of harm that often

manifest collectively, even if their legal recognition
occurs on the individual level.24 This critique sup-
ports a broader reading of the GDPR that acknowl-
edges its potential to address systemic and societal
risks through collective action.

3. The need for collective redress

As explored in § 2, the harms resulting from large-
scale data practices—particularly opacity loss—are
inherently collective in nature. They do not manifest
in a way that is fully visible or actionable at the indi-
vidual level. Instead, they crystallize only when ob-
served collectively: they are structurally embedded
in the data practices of dominant platforms, and be-
come perceptible when patterns across many cases
are revealed. Yet, current enforcement frameworks
largely fail to address them—if they are recognised
at all. This has resulted in a troubling paradox: the
most widespread and consequential violations re-
main legally unseen.25 What is needed, then, is an
approach that forms the core premise of this Pa-
per: that certain harms can only be perceived, un-
derstood, and ultimately remedied at the collective
level.

In § 3, we show that the structural invisibility
of collective harms calls for equally structural
responses—namely, collective redress mechanisms
that can address both a compensation gap and an en-
forcement gap.

3.1. Compensation gap

In practice, the collective, structural and technologi-
cally complex nature of mass GDPR violations com-
plicates the determination of civil liability and the
pursuit of adequate remedies.26 Victims often suffer
immaterial harms that struggle to find proper legal
recognition, being perceived as ‘subjective’ and ‘in-
tangible’.27 Indeed, the types of harm caused by col-

we stress the conceptualization of privacy harm as a con-
sequence of the infringement.

21. To give an example, from a report by the Irish Council
for Civil Liberties (ICCL) came the following key insights
about Real-Time Bidding (a technical mechanism that
plays a central role in the online ad market): ‘RTB is the
biggest data breach ever recorded. It tracks and shares
what people view online and their real-world location
178 Trillion times every year in U.S. & Europe. On av-
erage, a person in the U.S. has their online activity and
location exposed 747 times every day by the RTB indus-
try. (...) In Europe, RTB exposes people’s data 376 times a
day. Google sends 19.6 million broadcasts about German
Internet users’ online behaviour every minute that they
are online. Europeans and U.S. Internet users‘ private
data is sent to firms across the globe, including to Rus-
sia and China, without any means of controlling what is
then done with the data.’ Irish Council for Civil Liberties
(ICCL), ‘ICCL Report on the Scale of Real-Time Bidding
Data Broadcasts in the U.S. and Europe’ (16 May 2022)
<https://www.iccl.ie/digital-data/iccl-report-on-the-scal
e-of-real-time-bidding-data-broadcasts-in-the-u-s-and-
europe/ > accessed 7 April 2025.

22. Viljoen, ’A Relational Theory of Data Governance’ (n 2).
23. See, for instance: Lorenz-Spreen P and others, ’A system-

atic review of worldwide causal and correlational evi-
dence on digital media and democracy’ (2023) 7 Nature
Human Behaviour 74.

24. Mathieu and Ausloos ‘Recognising and Enabling the Col-
lective Dimension of the GDPR and the Right of Access’
(n 3). See also Inge Graef and Bart van der Sloot, ‘Collec-
tive Data Harms at the Crossroads of Data Protection and
Competition Law: Moving Beyond Individual Empower-
ment’ (2022) 33 European Business Law Review 4, 513.

25. See e.g. Jenni Hakkarainen, ‘Naming something collec-
tive does not make it so: algorithmic discrimination and
access to justice’, (2021) 10 Internet Policy Review 4, 1.

26. Compare Daniel J. Solove, ‘Privacy Self-Management
and the Consent Dilemma’ (2013) 7 Harvard Law Review
1890; Jef Ausloos, Jill Toh and Alexandra Giannopolou,
‘The case for collective action against the harms of data-
driven technologies’, 23 November 2022, https://www.a
dalovelaceinstitute.org/blog/collective-action-harms/
(last accessed 11 April 2025).

27. See, inter alia, Knetsch, ‘The Compensation of Non-Pecu-
niary Loss in GDPR Infringement Cases’ (n 18).
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lective patterns of algorithmic profiling, predictive
analytics or surveillance may not be evident at the
individual level. In a previous article, two of us il-
lustrated this with an analogy of a tsunami wave.28

While the wave and its destructive force are clearly
perceptible to the naked eye, this image disappears
when you zoom in on the molecules. To observe
the molecules and capture the destructive energy in
them on an individual level requires sophisticated
instruments. Even if one uses such sophisticated in-
struments, one misses the consequence in the com-
plex system of the ocean that causes the multitude
of moving molecules to come together.

Similarly, as observed in § 2, the collection or use of
data often has effects beyond this ‘molecular’ level
and outside of the individual’s control. It is often nei-
ther possible nor helpful to isolate the harm in one
individual case. The large scale of data processing
and the deeper analysis of information make it nec-
essary to consider the collective dimension of data
protection, which protects groups of persons from
the potential harms of discriminatory and invasive
forms of data processing.29

Determining consequential material and immate-
rial damages that arise in case of GDPR-related busi-
ness model violations is difficult and requires so-
phisticated tools, such as complex economic and
causality theories and detailed fact-finding. 30 At the

same time, only zooming in on the individual level
does not make sense, in cases where the relational
dimension of data and the impact of algorithmic pre-
dictive power are used, for instance, to target a spe-
cific group.31 This risks missing the bigger picture—
the complex, structural and collective mass violation
and damage.32 The damage depends on exactly how
data is used, whether or not in combination with
other data and algorithms. It might be difficult to
consider the refusal of credit by a financial institu-
tion, or the missed selection in a job application, as
a form of discrimination, rather than the usual exer-
cise of a bank’s or an employer’s discretion and self-
assessment. However, it may become clearer that a
certain choice is made because of specific sensitive
characteristics illegally used for profiling and deci-
sion-making when specific ‘patterns’ emerge. In col-
lective litigation, these patterns can be recognised,
and harm can become visible: collective actions al-
low systemic effects to be demonstrated that no in-
dividual case could reveal, e.g. the existence of a dis-
criminatory practice among a broader class.

Therefore, we submit that compensation for the
types of harms discussed in § 2 can only be achieved
through collective redress mechanisms. Such mech-
anisms are uniquely suited to fulfil tort law’s essen-
tial compensatory function, as only in this setting is it
possible to fully recognise and respond to collective
harms.33

28. Anna van Duin and others, ‘Immateriële schadevergoed-
ing in collectieve acties onder de AVG: terug naar de kern’
(n 17).

29. Alessandro Mantelero, ‘Personal data for decisional pur-
poses in the age of analytics: From an individual to a col-
lective dimension of data protection’ (2016) 32 Computer
Law & Security Review 238. The point that the collec-
tive level matters is also made extensively in the various
contributions to Linnet Taylor, Luciano Floridi and Bart
van der Sloot (eds), Group privacy: new challenges of data
technologies (Springer 2017), and especially in the Chap-
ter from Linnet Taylor and others, ‘Conclusion: What Do
We Know About Group Privacy?’, 231 and 234.

30. See, for example, European Union Agency for Funda-
mental Rights, Access to Data Protection Remedies in EU
Member States (Publication Office of the European Union
2013), available at https://fra.europa.eu/en/publication
/2014/access-data-protection-remedies-eu-member-stat
es (last accessed 7 April 2025), 28; Ido Kilovaty, ‘Psycho-
logical Data Breach Harms’ (2021) 23 North Carolina Jour-
nal of Law & Technology 1, 18 and 19; Lauren I. Labrecque
and others, ‘When data security goes wrong: Examining
the impact of stress, social contract violation, and data
type on consumer coping responses following a data
breach’ (2021) 135 Journal of business research 559.

31. See, in particular, Lanah Kammourieh and others,
‘Group Privacy inthe Age of Big Data’ in Linnet Taylor,
Luciano Floridi and Bart van der Sloot (eds), Group pri-
vacy: new challenges of data technologies (Springer 2017),
63: ‘Big Data has blurred the boundaries between individ-
ual and group data. Through the sheer number and rich-
ness of databases and the increasing sophistication of al-
gorithms, the “breadcrumbs” left behind by each one of
us have not only multiplied to a degree that calls our indi-
vidual privacy into question; they have also created new
risks for groups, the members of which can be targeted
and discriminated against unbeknownst to themselves,
or even unbeknownst to data analysts.’ For the relational
dimension of data and the role of interferences and pre-
dictions in the informational economy: Viljoen, ’A Rela-

tional Theory of Data Governance’ (n 2); Cofone, The pri-
vacy fallacy: harmandpower in the information economy (n
2);  Mühlhoff, ‘Predictive privacy: Collective data protec-
tion in the context of artificial intelligence and big data’
(n 16).

32. Compare Matsumi and Solove, ‘The Prediction Society:
AI and the Problems of Forecasting the Future’ (n 15)
48-49: ‘With modern machine learning algorithms, it
is nearly impossible for individuals to understand the
particular risks to them that an algorithm might cre-
ate. Knowing the ’logic involved‘ in an algorithm is not
enough; one needs to know the data that the algorithm
is trained on. This data can amount to personal data on
millions of people -sometimes billions of people - and for
privacy reasons, it cannot be disclosed to data subjects
or to the public at large.’ See also extensively the vari-
ous contributions in Taylor, Floridi and Sloot, Group pri-
vacy: new challenges of data technologies (n 29); Danielle
Keats Citron and Daniel J Solove, ‘Privacy Harms’ (2022)
102 University of Maryland Legal Studies Research Pa-
per No 2011-16 793, 818: ‘Privacy harms are highly con-
textual, with the harm depending upon how the data is
used, what data is involved, and how the data might be
combined with other data. Sharing an innocuous piece
of data with another company might provide a key link
to other data or allow for certain inferences to be made’.

33. On the collective and societal dimension of data-related
harms, as well as on collective and group-based under-
standing of privacy, see § 2. For a procedural law side
of the debate, see, inter alia, Christopher Hodges, ‘Collec-
tive Redress: The Need for New Technologies’ (2019) 42
Journal of consumer policy 59, arguing that traditional
collective redress mechanisms in private law often fail
to deliver effective outcomes for consumers, and high-
lighting the need for innovative approaches that go be-
yond aggregating individual claims to address the sys-
temic nature of certain harms. See also M.A. Loth, ‘Uit
de ban van corrigerende rechtvaardigheid: over de be-
groting en afwikkeling van massaschade’, NTBR 2020/21,
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3.2. Enforcement gap

Moreover, the complexity of data processing as well
as its cross-border nature make it difficult for both
public regulators and (individual) private parties to
identify and address specific infringements. Public
enforcement by national data protection authorities
is important and does occur,34 but effective enforce-
ment is still far from within reach, for multiple rea-
sons: from lack of human and financial resources, to
problems connected with the coordination of multi-
ple agencies and authorities across the EU, and even
arguably for instances of regulatory capture.35 Even
when public enforcement does take place, it does not
compensate for the damage already inflicted on in-
dividuals36—as in the case of reputational or emo-
tional damage, or damage caused by feelings of fear,
shame or stress.37

Private enforcement is also complicated. First,
knowledge about a violation and the consequential
harms may come much later in time compared to the
infringement, if at all. Data subjects may be inca-
pable of properly understanding their position and
the remedies they are entitled to; even when they do,
their capacity to demonstrate the wrong, the harm,
and the connection between the two may be limited.
Second, when it comes to addressing these harms,
individuals may lack the financial resources or legal
incentives to take legal action: the effort, cost, and
time required to initiate civil proceedings can be pro-
hibitive and hinder litigation, especially when the
effort of pursuing a claim outweighs the perceived

benefit.38

Indeed, while some of these points are characteristic
of scattered damages in general, this phenomenon
is particularly pronounced in data protection cases,
where limited expected advantage, rational apathy,
litigation adversity, economic, and informational
imbalances are particularly pronounced.39 There-
fore, in the vast majority of GDPR-related business
model violations, individual litigation will not be ef-
ficient, let alone effective in ensuring judicial protec-
tion to the members of the group.40  

Unsurprisingly, many scholars and activists have ar-
gued that privacy and data protection claims should
be litigated at the collective level, exactly to over-
come factors—technical, financial, psychological—
hindering access to justice at the individual level. In-
deed, collective actions lower the practical barriers
to pursuing redress, making it feasible for private ac-
tors to challenge unlawful data practices. Individu-
als are more likely to seek compensation when they
can do so jointly with others who have suffered sim-
ilar losses.41 Furthermore, collective redress mecha-
nisms help balance power disparities between indi-
viduals and business entities. By bundling claims,
some of this imbalance can be offset, enabling a
more equitable platform for addressing GDPR viola-
tions.42

While damages may seem minor at the individual
level, their aggregated weight is substantial,43 rep-
resenting a significant collective interest, as large-

pp. 131–139, who highlights how mass harm cases nec-
essarily rely on categorisation, abstraction and distribu-
tive techniques, because individualised damage assess-
ment becomes structurally infeasible. In private law the-
ory, the argument that the reciprocal and interactional
dimension of corrective justice underpins the basic func-
tions and structures of tort law and hence clashes with
what could constitute forms of ‘instrumentalization’ is
famously made by Ernest J. Weinrib, Corrective justice (Ox-
ford University Press 2012); see, also, recently: Pieter
Gillaerts, ‘Instrumentalisation of Tort Law: Widespread
yet Fundamentally Limited’ (2019) 15 Utrecht Law Review
91.

34. For an overview, see GDPR Enforcement Tracker <ht
tps://www.enforcementtracker.com/> accessed 7 April
2025.

35. The enforcement deficit is well-documented: on the role
and activities of national supervision authorities, see,
for instance, ’5 Years of the GDPR: National Authorities
let down European Legislator’, <https://noyb.eu/en/5-ye
ars-gdpr-national-authorities-let-down-european-legisl
ator> accessed 7 April 2025; Javier Espinoza, ‘Why Big
Tech fines do not work’ (Financial Times, 10 April 2024)
<https://www.ft.com/content/ba6eb664-b981-42d7-b24a
-65e7e19889f8> accessed 7 April 2025. On the particular
problems affective transnational enforcement (‘lack of
explicit equality between NSAs to the detriment of the
system’s legitimacy; procedural fairness deficiencies to
the detriment of the rights to data protection, privacy
and due process; and the unequal application of the law
to the detriment of the rule of law’), see: Giulia Gentile
and Orla Lynskey, ‘Deficient by Design? The Transna-
tional Enforcement of the GDPR’ (2022) 71 International
and Comparative Law Quarterly 799 (citation from page
830).

36. This and other points related to the identified enforce-
ment gap have been raised in our above-cited Dutch-lan-
guage article: Van Duin and others, ‘Immateriële schade-
vergoeding in collectieve acties onder de AVG: terug naar
de kern’ (n 17), with further references.

37. See also examples in Recitals 75 and 85 to the GDPR. In
the literature: Citron and Solove, ‘Privacy Harms’ (n 312.

38. For a general overview of the shortcomings of private
enforcement in case of scattered damages, especially
within the broad field of consumer protection, especially
from a law and economic perspective, see Roger Van den
Bergh and Louis Visscher, ‘The Preventive Function of
Collective Actions for Damages in Consumer Law’ (2008)
1 Erasmus Law Review 5.

39. Laima Janciute, ‘Data protection and the construction
of collective redress in Europe: exploring challenges
and opportunities’ (2019) 9 International data privacy
law 2; Stephan Mulders, ‘Collective Damages for GDPR
Breaches: A Feasible solution for the GDPR Enforcement
Deficit?’ (2022) European Data Protection Law Review
493.

40. See extensively Walree, Schadevergoeding bij de onrecht-
matige verwerking van persoonsgegevens (n 18) 36 ff.

41. Janciute, ‘Data protection and the construction of col-
lective redress in Europe: exploring challenges and op-
portunities’ (n 389 5, with reference to Eurobarometer,
‘Special Report 252—Consumer protection in the Inter-
nal Market’ (2006); European Union Agency for Funda-
mental Rights, Access to Data Protection Remedies in EU
Member States  (n 30).

42. Ibid, 5, with reference to Iris Benohr, EU Consumer Law
andHumanRights (Oxford University Press 2013) 178, 193.

43. Samsom, ‘Normering van schadevergoeding in gegevens-
beschermingszaken’ (n 20) 1, with reference to Van den
Bergh and Visscher, ‘The Preventive Function of Collec-
tive Actions for Damages in Consumer Law’ 18. See also
Mulders, ‘Collective Damages for GDPR Breaches: A Fea-
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scale privacy risks can shape public (dis)trust and so-
cietal norms around data use. Moreover, when both
public and private enforcement fall short in address-
ing these harms, the consequences are not borne by
the infringing parties but are effectively shifted onto
individuals and the public at large. When the in-
fringement at hand is part of a profitable business
strategy, this results in a transfer of value to large
corporations, or at the very least creates incentives
that tolerate, if not tacitly reward, recurrent viola-
tions of data protection norms.  

In conclusion, the legal framework must be capa-
ble of acknowledging and addressing the complex-
ity, scale, and collective nature of the harms stem-
ming from structural and systemic violations of data
protection law. Crucially, this is not a call for an
entirely new legal architecture, but rather for the
recognition and activation of tools already embed-
ded within the existing framework. As we argue in
the next sections, the GDPR—particularly through
Articles 82 and 80—and the Representative Actions
Directive jointly provide a normative and procedural
foundation for effective collective redress, in terms
of both compensation and enforcement. While their
full potential has yet to be realized, they are well-
equipped to accommodate and respond to the collec-
tive harms characteristic of today’s data-driven busi-
ness models.

4. CJEU case law and collective GDPR
damages

In § 3, we claimed that the collective level is not
only the most effective but also the most appropri-
ate for understanding and remedying data protec-
tion harms. First, we contended that the nature
of mass data violations—structural, technologically
complex, and diffuse—requires a shift from indi-
vidualized adjudication toward collective modes of
redress. Second, we showed that collective redress
mechanisms not only enhance access to justice but
also reflect the relational nature of data and the
group-based dimension of privacy. In this para-
graph, we engage with the legal architecture, show-
ing how both the provisions in the GDPR and the
RAD are capable of realizing the landscape of pro-
tection we advocate.

4.1. Compensation for damage under Arti-
cle 82 GDPR

Article 82 GDPR specifies who can claim compensa-
tion (any harmed party), the basis for liability (GDPR
violations), recoverable damages (material and non-
material), and liable entities (controllers or proces-
sors). It also clarifies responsibilities, exemptions,
joint obligations, and jurisdiction. As a directly ap-
plicable regulation, it supersedes national laws, re-
quiring courts to comply even if conflicts arise.

However, as noted in a previous contribution,44 sev-
eral elements of the liability framework remain
open: issues concerning the definition of what con-
stitutes damage, the relationship between damage
and infringement, and quantification of the harm
are all left unsolved. Moreover, since Article 82
seems to sit somewhere between a full and a par-
tial harmonization model, its regulatory strategy
is to mandate protection against GDPR violations
through a unified (but not yet defined) EU approach
that may limit national liability principles unless
specifically stated. The CJEU, then, is called to spec-
ify what, in Article 82, is left to national procedural
and remedial autonomy, and what is harmonized,
under the parameters that the court itself will pose.45

While the CJEU has not yet ruled explicitly on issues
concerning collective damages, or in cases that di-
rectly involved compensation in collective proceed-
ings, we argue that nothing in its current jurispru-
dence precludes the development of collective ac-
tions that address the types of harm discussed in § 2
– i.e. opacity loss and privacy harms that occur at a
collective level because of the relational dimension
of data and the large scale nature of business model
violations, and are then experienced at an individual
level by all subjects in the affected group. With this
in mind, we now turn to an overview of the Court’s
case law—focusing on the elements most relevant to
understanding the evolving contours of liability and
redress under Article 82.46

With its seminal decision in Österreichische Post (ÖP),
the Court has clarified three important principles
guiding liability under European data protection
law.47 First, what gives rise to a right of compensa-
tion under Article 82 is not a mere breach of GDPR
provisions, but rather the fact that individuals have
suffered actual material or non-material damage
as a result. Second, national laws cannot impose

sible Solution for the GDPR Enforcement Deficit?’ (n 39)
171 and 181; and Lindenbergh, Smartengeld (n 18) 35.

44. Francesca Episcopo, ‘UI v. Österreichische Post – A First
Brick in the Wall for a European Interpretation of Art. 82
GDPR’ (2024) Journal of European Consumer and Market
Law 87.

45. Ibid, with reference to the distinction between complete,
partial, and rudimentary harmonization used by Dorota
Leczykiewicz, ‘Compensatory remedies in EU law: the re-
lationship between EU law and national law’ in Paula Gi-
liker (ed), Research Handbook on EU Tort Law (Edward El-
gar 2017) .

46. For a recent overview of the case law on Article 82 GDPR,
and especially its relationship with national (Dutch) civil

liability rules, see Tim Walree, ‘Autonoom of autonomie?
Een analyse van elf arresten van het Hof van Justitie over
artikel 82 AVG’ (2025) SEW, Tijdschrift voor Europees en
economisch recht 69.

47. Case C-300/21, UI v Österreichische Post AG, ECLI:EU:C:
2023:370, commented, among others, by Episcopo, ‘UI
v. Österreichische Post – A First Brick in the Wall for
a European Interpretation of Art. 82 GDPR’(n 44), and
Václav Janeček and Cristiana Teixeira Santos, ‘The au-
tonomous concept of “damage” according to the GDPR
and its unfortunate implications: Österreichische Post’
(2024) Common Mark Law Rev 531 (claiming that Article
82 should be intended as covering a normative loss).

Mass Claims Journal nr. 1, July 2025 | DEN HOLLANDER 73



Towards Collective Redress for Data Harms under the GDPR

a minimum severity requirement for non-material
damages, allowing individuals to seek compensation
for emotional distress without needing to prove a
specific level of seriousness. Third, while national
courts have the discretion to determine the amount
of compensation based on domestic laws, they must
do so in a manner that respects the EU principles
of equivalence and effectiveness, ensuring that the
rights conferred by the GDPR are practical and en-
forceable across Member states.48

Later judgments clarified some of the questions left
open by the ÖP case. While a violation of GDPR
rights does not, on its own, constitute ‘damage’ as in-
tended by Article 82(1),49 the Court stresses the need
for an open notion, where no a priori restrictions are
allowed, especially on the severity threshold. In this
sense, the affected individual must demonstrate that
they suffered actual harm, without needing to show
further tangible consequences, and the damage may
also be minimal, hence rejecting any threshold of se-
riousness.50

The floodgate risk connected to this open notion
of damage seems to be somehow restricted by two
moves. First, the reliance on national evidentiary
rules governing the claimant’s capacity to prove the
existence of a damage—which, we can expect, will
soon be subject to a new wave of preliminary ref-
erences, scrutinized under the principles of effec-
tiveness and effective judicial protection. Second,
the tendency to identify a taxonomy of harms that,
respectively, fall inside or outside what the CJEU
presents as a ‘damage’ (instead of mere annoyances
without proper legal recognition).

Indeed, the Court’s case law gives evidence of a slow
construction of instances of harms deemed ‘fitting’
within the notion of damage identified under Arti-
cle 82. In connection with the claim that breach of
GDPR rights does not automatically qualify as dam-
age, the CJEU has, for instance, ruled that fear of mis-
use due to a data breach can be compensable, but
minor unauthorized access without data exposure is
not.51 On the contrary, a temporary loss of control
by an individual over their personal data, when pub-
lished in a commercial register, can constitute non-
material damage, “provided that that data subject
demonstrates that he or she has actually suffered
such damage, however minimal, without that con-
cept of ‘non-material damage’ requiring that the ex-

istence of additional tangible adverse consequences
be demonstrated”. 52 It also held that a data sub-
ject’s substantiated fear that their personal data may
have been disclosed to third parties—despite a lack
of concrete proof that such a disclosure occurred—
can suffice for a compensation claim, provided the
fear and its associated negative impacts are proven.53

Similarly, it found that the concept of ‘identity theft’
requires actual misuse of the stolen personal data by
a third party to qualify for compensation for non-
material damage; however, damages arising solely
from the theft of personal data itself may still justify
compensation for non-material harm.54

In addition to scrutinizing what constitutes recover-
able damage, the Court has also given important in-
dications on the forms of compensation envisaged
by Article 82, as well as on the modalities of calcula-
tion of the award, based on the functions attributed
to said provision. Article 82(1) GDPR is interpreted
as providing a right to compensation that serves
purely to remedy harm suffered, ensuring full finan-
cial compensation for damages,55 and not a puni-
tive56 or dissuasive one.57 However, the Court ob-
served that compensation is likely to discourage the
recurrence of unlawful conduct, and thus reinforces
the effectiveness of the GDPR’s protective rules.58 As
per the specific considerations that national courts
should have while quantifying the award for dam-
ages, the CJEU has specified, inter alia, that Article
82(1) disallows consideration of the controller’s in-
tent or motivation to justify lowering the compensa-
tion below the actual harm suffered by the data sub-
ject.59

4.2. Implications for collective redress

The aforementioned jurisprudence reinforces the
importance of full compensation as a way of reme-
dying GDPR violations and enforcing data subject’s
substantive rights, also and especially on a collective
level. Moreover, the Court’s interpretation of Article
82 highlights some key points in the contours of li-
ability for breach of data protection law, which di-
rectly impact the configurability of collective claims.

By recognizing non-material harms such as fear and
loss of control over personal information, the Court
allows for redress in cases of mass data privacy vi-
olations. While the Court seems to adopt a leading

48. Case C-300/21, UI v Österreichische Post AG [2021] ECLI:EU:
C:2023:370, operative part.

49. Case C-507/23, A v Patērētāju tiesību aizsardzības centrs
[2024] ECLI:EU:C:2024:854; Case C-741/21, GP v juris GmbH
[2024] ECLI:EU:C:2024:288.

50. Case C�456/22, VX and AT v Geme Ummendorf [2023] ECLI:
EU:C:2023:988; Case C-200/23, Agentsia po vpisvaniyata v
OL [20024] ECLI:EU:C:2024:827.

51. Case C-200/23, Agentsia po vpisvaniyata v OL [20024]
ECLI:EU:C:2024:827.

52. Ibid.
53. Case C�590/22, AT and BT v PS GbR andOthers [20024]

ECLI:EU:C:2024:536.

54. Joined Cases C-182/22 and C-189/22, JU and SO v Scalable
Capital GmbH [2024] ECLI:EU:C:2024:531.

55. Joined Cases C-182/22 and C-189/22, JU and SO v Scalable
Capital GmbH [2024] ECLI:EU:C:2024:531.

56. Case C-687/21, BL v MediaMarktSaturn Hagen-Iserlohn
GmbH [2024] ECLI:EU:C:2024:72.

57. Case C-667/21, ZQ v Medizinischer Dienst der Kranken-
versicherung Nordrhein [2023] ECLI:EU:C:2023:1022; Case
C�590/22, AT and BT v PS GbR andOthers [2024] ECLI:EU:
C:2024:536; Case C-741/21, GPv juris GmbH [2024] ECLI:EU:
C:2024:288.

58. Case C-667/21, ZQ v Medizinischer Dienst der Krankenver-
sicherung Nordrhein [2023] ECLI:EU:C:2023:1022.

59. Case C-507/23 A v Patērētāju tiesību aizsardzības centrs
[2024] ECLI:EU:C:2024:854.
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role in determining which types of risks justify, for
instance, fear of misuse of one’s data, the guidance
given so far accommodates compensation for large-
scale, systematic infringements involving unautho-
rized data use.

The pronouncement of the Court addressing ex-
actly which types of damages can be considered ‘re-
coverable’ under Article 82 of the GDPR seems so
far mostly concerned with material and immate-
rial damages traditionally associated with GDPR in-
fringements. Their recognition, as well as some indi-
cations on their proof and assessment, is perfectly in
line with the possibility of ensuring full compensa-
tion in cases of large scale, structural violations such
as the ones discussed in the Paper. However, we ar-
gue that the emphasis on consequential damages—
and the Court’s assertion that compensation is only
available for harm suffered as a result of a GDPR
violation, such that a violation does not, in itself,
give rise to liability nor does an infringement of a
GDPR right—should not be interpreted as preclud-
ing recognition of different types of harm. In partic-
ular, the privacy harms discussed in §2, which arise
from large-scale data protection violations, should
be understood as recoverable damage.  These types
of harms should neither be conflated with GDPR in-
fringements nor regarded as a GDPR-protected right
in and of itself. Rather, we argue that they directly
engage the fundamental rights to privacy and data
protection, which are safeguarded through the spe-
cific rules and individual entitlements established in
data protection law, without being reduced to or ab-
sorbed by them. Indeed, they are a distinct conse-
quence of GDPR violations—one that captures the
broader and more pervasive impact on individuals‘
and groups’ privacy resulting from the increased
predictive knowledge enabled by the infringement.

Second, while damage must be demonstrated by the
plaintiff, this requirement does not preclude Mem-
ber States from implementing (rebuttable) presump-
tions to ease the evidentiary burden.60 In fact, the
principles of effectiveness and effective judicial pro-
tection may necessitate national courts to adopt a
more flexible evidentiary approach. This flexibility
would prevent overly stringent requirements from
undermining Article 82’s goal of providing adequate
compensation, particularly in collective cases. In
such scenarios, the uniform harm experienced by
victims should not imply a lack of individualized
consequences but rather reflects the mass nature of
the violations and the interests involved.

Third, the Court emphasizes a purely compensatory
function for Article 82, excluding deterrent or puni-

tive goals, which are covered by Articles 83 and 84.
This division of functions implies that while na-
tional judges should not use punitive measures to
increase awards, they also should not reduce com-
pensation on this basis.61 The Court’s prohibition of
(what we can understand as) punitive damages shifts
the discussion of deterrence from individual awards
to the broader role of liability rules in the GDPR’s
protective framework.62

Fourth, requiring an extra compensatory twist to the
calculation of the damage, on the one hand, and en-
suring that all costs and damages are covered, on
the other hand, may be framed as two alternative
strategies. The Court’s reasoning may be taken to
imply that civil liability should employ its full po-
tential covering all the losses and damages suffered
and that such a solution has enough deterrent effect
to make compensation a ‘dissuasive measure’, with-
out the need for additional awards or adjustments
or policy-based instrumentalization, for instance, by
inflating the award based on the severity of the in-
fringement and the level of fault of the wrongdoer.63

In this view, compensation is dissuasive as long as it
is complete and adequate. Improper requirements
for immaterial harms, at both the individual and
the collective level, would frustrate the need to re-
pair the harm, which has an intrinsic deterrent ef-
fect against further violations.

While these considerations are essential for recog-
nizing liability from a substantive point of view, in
the case of collective actions, they are also key to
ensuring adherence with procedural admissibility
requirements—in particular those related to simi-
larity of harm and bundling of claims—as well as the
availability of opt-out damages procedures.

5. Enabling collective representation
under Article 80 GDPR

To capture and remediate the full scope of damage
inflicted by GDPR business model violations, collec-
tive redress mechanisms are not only instrumental
but indispensable. Due to the nature of the harms,
constituents may often not realize they are part of a
group, or they may be unaware of the harm, even if
the harm is very real when seen through a collective
lens and affects all members of certain groups (as
is the case with algorithmic discrimination64). The
broader the group, the clearer the collective dimen-
sion of the damage will appear. This translates into
modes of representation of these groups, who can-

60. The same argument, with specific reference to the eased
evidentiary burden allowed, under some circumstances,
by Dutch law, is also made by Tim Walree, ‘Autonoom of
autonomie? Een analyse van elf arresten van het Hof van
Justitie over artikel 82 AVG’ (n 46).

61. van Duin and others, ‘Immateriële schadevergoeding in
collectieve acties onder de AVG: terug naar de kern’ (n 17).

62. The following considerations have also been sketched,
with regard to liability for breach of antidiscrimination

law, in Francesca Episcopo, ‘“Play it again, Sam”: Rem-
edying Procedural Discrimination in Social Security in
TGSS’ (2024) 61(4) Common Market Law Review 1077.

63. Case C-687/21 BL v MediaMarktSaturn Hagen-Iserlohn
GmbH [2024] ECLI:EU:C:2024:72.

64. Hakkarainen, ‘Naming something collective does not
make it so: algorithmic discrimination and access to jus-
tice’ (n 25).
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not communicate with themselves.65 Opt-out collec-
tive actions, in particular, can minimize the elements
of friction discussed in § 3, and allow a broader as-
sessment of the damage suffered by a given group
that is not conditional upon the (often lacking) for-
mal adhesion of individuals.

However, doubts have been cast over the availabil-
ity of collective compensation in privacy and data
protection.66 Without engaging in a detailed anal-
ysis of this discussion, we submit that our observa-
tions above provide a compelling argument against
an overly restrictive interpretation of Article 80.
Article 80 GDPR allows data subjects to mandate
nonprofit organizations to act on their behalf in
enforcing their data protection rights, and permits
Member States to empower such organizations to
act independently in cases of suspected rights vio-
lations. The background of Article 80 GDPR can be
traced to Article 47 (1) of the EU Charter of Funda-
mental Rights, safeguarding the right to an effective
remedy before a court of law.67 Its rationale is ’to en-
hance the defence of the interests of the data subjects by
offering the possibility for an organization to act in their
name (…)’.68

Substantively, Art. 80 GDPR reflects a compromise
as a result of a negotiation between different Euro-
pean institutions:69 while imposing a representative
mechanism and generally allowing for diverse class
action mechanisms under national law, it does not
impose on Member States either opt-out class action
mechanisms, or idealistic non-representative action
models.70

At the same time, to suggest that Article 80 prohibits
damage claims in opt-out collective actions would be

at odds with the need for collective redress for the
type of harms discussed in this Paper. Such a view
would also undermine effective judicial protection
against GDPR-related business violations, especially
because it does not fit with the collective impact of
the violations at issue here. In essence, this would
mean that group representation of the kind that is
required to tackle immaterial damage in these cases
is made practically impossible. Moreover, it seems
to rely on a narrow reading of what constitutes a
‘mandate’, equating it with opt-in actions.71 The as-
sumption that opt-out actions necessarily imply the
absence of a mandate is nevertheless questionable.

Article 80 GDPR does not prescribe the form a man-
date must take; instead, the concept is left to the
procedural autonomy of the Member States.72 In
this light, opt-out compensatory actions could fall
within the scope of Article 80, depending on how
such mechanisms are structured within a given na-
tional legal framework.

This reading is consistent with the choices made and
the concepts used by the European legislator in the
RAD. Most importantly, the European legislator con-
siders both opting-in and not-opting-out as valid ex-
pressions of a ‘wish to be represented’ by the qual-
ified entity.73 It is left to the discretion of Member
States to determine whether such mandates are es-
tablished through an opt-in or opt-out mechanism,
and at what stage in the procedure this occurs.74

As it is widely known, the RAD was designed to
strengthen consumer protection by allowing qual-
ified entities, such as consumer organizations, to
bring collective actions on behalf of consumers. It
enables them to seek remedies against businesses
for widespread infringements of specific EU law in-

65. Taylor and others, ‘Conclusion: What Do We Know About
Group Privacy?’ (n 29), 231 and 234.

66. Geert Potjewijd and others, ‘Mass damage claims for
GDPR infringements: a multi-jurisdictional perspective’
(2021) 1 Mass Claims: An International Journal with a Eu-
ropean Focus 5, 14-15.

67. Francesco Sorace, ‘Collective Redress in the GDPR. An
Opportunity to Improve Access to Justice in the Eu-
ropean Union?’, Working Paper Jean Monnet Chair
7/2018, 5 available at https://diposit.ub.edu/dspace/bitstr
eam/2445/123425/1/WP_2018_7.pdf (last accessed 7 April
2025), 8; Gloria González Fuster, ‘Article 80 Representa-
tion of data subjects’ in Christopher Kuner and others
(eds), The EU General Data Protection Regulation (GDPR):
A Commentary (Oxford University Press 2020), 1143. On
the interaction between the development of a horizon-
tal instrument of collective protection and specific rules
on representation of data subjects in the GDPR, see es-
pecially: Janciute, ‘Data protection and the construction
of collective redress in Europe: exploring challenges and
opportunities’ (n 39).

68. Olivia Tambou, ‘Article 80’ in Indra Spiecker Döhmann
and others (eds), General Data Protection Regulation Arti-
cle-by-Article commentary (Nomos Beck Hart 2023) para.
A.

69. Ibid para. B; Sorace, ‘Collective Redress in the GDPR. An
Opportunity to Improve Access to Justice in the European
Union?’, 5 (n 67).

70. Compare Tambou, ‘Article 80’ (n 68), paras. A-B.

71. See, for example, Potjewijd and others, ‘Mass damage
claims for GDPR infringements: a multi-jurisdictional
perspective’ (n 66) 8.

72. Compare Tambou, ‘Article 80’ (n 68), paragraph C II on
art. 80 (1) GDPR: ‘There are no harmonized rules on the
ability of the agent to act on behalf of several data sub-
jects. It is up to the national law to provide for such rules.
For instance, national laws could offer the possibility for
the bringing of an action by an entity in the collective in-
terest of a group or allow for procedural measures for a
plurality of claims.’

73. Before discussing the options of opt-in and opt-out,
Recital 43 of the RAD states: ‘Consumers concerned by a
representative action for redress measures should have
adequate opportunities after the representative action
has been brought to express whether or not they wish to
be represented (…)’. That not opting out is seen as ’a wish
to be represented‘, also follows from Recital 46: ’Where
consumers explicitly or tacitly express their wish to be
represented by a qualified entity within a representative
action for redress measures, regardless of whether that
representative action is brought in the context of an opt-
in or an opt-out mechanism, (…)“ and from Article 9(2)
RAD: ”Member States shall lay down rules on how and at
which stage of a representative action for redress mea-
sures the individual consumers concerned by that rep-
resentative action explicitly or tacitly express their wish
within an appropriate time limit after that representa-
tive action has been brought, to be represented or not
by the qualified entity in that representative action and
to be bound or not by the outcome of the representative
action.’  

74. Article 9(2) RAD.
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struments indicated in Annex I to the RAD, cover-
ing areas like financial services, product safety, and
data protection—which means that, under the RAD,
a collective action mechanism must be available to
protect the interests of consumers, also for enforce-
ment of the GDPR.68 As per the specific configuration
of said representative actions, the RAD leaves Mem-
ber States free to choose between implementing opt-
in or opt-out mechanisms,69 as well as at which mo-
ment in the procedure the choice to opt-in or opt-out
can be made.70  

Given that the GDPR is listed in Annex I of the RAD—
as referenced in Article 2(1) RAD—the concept of
‘mandate’ under Article 80 GDPR can reasonably be
interpreted in line with the Directive’s notion of a
‘wish to be represented’. Indeed, we believe that opt-
out enables representation and participation that re-
quires a taxonomy beyond the opt-in vs opt-out di-
chotomy.75

6. Conclusion 

The structural and systemic nature of data-driven
business model violations under the GDPR calls for
a paradigmatic shift in how private law conceptu-
alizes and remedies harm. Rather than perceiv-
ing data protection violations merely as isolated in-
stances, this Paper has argued that the harms re-
sulting from large-scale, algorithmic data process-
ing are inherently collective in nature. These harms
are diffuse, relational, and often invisible when as-
sessed solely through an individual lens. Therefore,
we have argued they are best assessed at a collective
level.

The harms include consequential harms, such as fi-
nancial or emotional consequences exemplified by
identity theft, reputational damage, or psychological
distress. A specific consequence that characterizes
these violations is the privacy harm connected to an
opacity loss: a more subtle, but fundamental harm
where individuals lose control over their personal
information due to increasing probabilistic knowl-
edge about them, exposing them to discrimination
and manipulation. This harm is direct, intangible,

and both individual and collective in nature.

Traditional approaches to data privacy enforcement
struggle to keep pace with the scale, speed, and im-
pact of data misuse today. Individual legal action is
also impractical due to the lack of resources, knowl-
edge, and the small scale of per-person damages.
Moreover, the collective nature of the damages is
hard to assess and remedy in individual actions.

Against this backdrop, collective actions are not sim-
ply an instrument for improving access to justice or
overcoming rational apathy. They are necessary for
acknowledging and responding to the full scope of
damage emerging from these violations. In other
words, collective procedures do not just replicate in-
dividual claims at scale—they enable a qualitatively
different and more appropriate form of redress.

The existing European legal framework already con-
tains the tools necessary to facilitate this shift. Arti-
cle 82 GDPR, as interpreted by the CJEU, accommo-
dates non-material harms such as fear or loss of con-
trol, without requiring a threshold of severity. These
developments support a broader understanding of
compensable damage, one that can potentially en-
compass privacy harm as a standalone, directly com-
pensable harm. While Article 82 GDPR mandates li-
ability, complete compensation may also deter viola-
tions. In many cases involving business model viola-
tions, adequate redress can only be achieved through
collective action. Meanwhile, Article 80 GDPR—
especially when interpreted in light of the Represen-
tative Actions Directive—grants Member States suf-
ficient leeway to authorize opt-out collective claims,
provided national procedural rules align with the
fundamental right to effective judicial protection.

Ultimately, our goal is not to replace individual en-
forcement with collective mechanisms, but to com-
plement and strengthen it where the nature of the
harm demands it. As this Paper has shown, such is
often the case with systemic violations of data pro-
tection law by powerful tech companies. If private
law is to remain a meaningful avenue for justice in
the digital age, it must adapt to the relational, predic-
tive, and collective reality of data-driven harms.

75. This reading of Article 80 also seems in line with the
CJEU’s judgments in the Meta Platforms cases, where the
Court ruled that art. 80(2) GDPR can be used, not only
independently of a mandate, but also independently of
the infringement of specific rights of the data subjects:
Case C�757/22 Meta Platforms Ireland (Action representa-
tive) [2024] ECLI:EU:C:2024:598, paragraph 43, with refer-

ence to Case C�319/20 Meta Platforms Ireland, ECLI:EU:C:
2022:322 paragraphs 70 and 72. In this sense, the CJEU
has stretched the definition of ‘representative action’ in
80(2) GDPR, by including cases that can also be seen as
public interest litigation, where said form of legal mandate
is indeed missing.
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